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- 1 DESCRI PTI ON DATA PROCESSI NG METHOD AND I TS
APPARATUS 5 TECHNI CAL FI ELD The present invention
relates to a data processing nethod, its apparatus,
its program a sem conductor gircuit, and an
aut henti cati on apparatus useful in the case of
conducting a transaction through a network using an IC
10 (integrated circuit) PEFERIPPE@Na card or a nobile
term nal apparatus. BACKGROUND ART At the present
time, conmunication systens using IC cards etc. for
transactions through the Internet and other 15 :
net wor ks BAZADPROGESSTRGORRIHODNARDCHTE A@BRRANGR | On
systens, a server receives fromfor exanple
‘reader/witers of IC cards or PCs (persona
conputers) processing requests using the |IC cards and
per f or i oagy E§cation, data encryption and
decryption, and ot her processing. 'In the above
explaigﬁq communi cati on system_ however, it is :
envi si GREJPERIERY doyentign, sqdades for ag daheg@naaessying
of 1C cards will be received sinultaneously or in

i #bs apmEnatns 28 terpidyanasesenheosduneeorhabrcuit,

. to be able to efficiently - 2 - handl e such processing:

aeduast authentiestians appaiatAeuis@Fu1e5eC HRS dhse of
plurality of

conducting a transaction through a network using an IC
{integrated circuit) built into z;t' card or a mobile terminal
apparatus. |

BACKGROUND ART

At the present time, cé:mnu'nication systems using IC
cards etc. for transactions throt:_lgh the Internet and other
networks are being developed.

In .s-uch a communication systeins ;, a server rece‘ives
from for example reader/writers of IC cards or PCs (perso;xal
computefs) processing requests using the IC cards and
performs user authentication, data encryption and decrypi;:ion, ‘
and other processing.

In the above explained coﬁmunication system, however,
it is envisioned that processing requests for a-large number
éf IC cards wlil]{ be received simultaneously or in short time
periods.

In this case, the server has to be able to efficiently
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application prograns for processing for procedures
relating to a plurality of settlenent businesses and
perfornms 5 processing using selected application

prograns in accordance wth Bhe processing requests.

Such processing requests also have to be efficiently
hedi £4 - s &4k thESme b Di L€ xpl ai ned conmmuni cation
system St e %gp??%gfﬁgnr% oégggiexecuted by the

server Jhas .to 10 describe codes using key information.

for. accﬁg%%ﬁlhegr 1 & AL SRPopEres i?if%ﬂ’“%%‘h’rﬁrﬂ%u¥%¥lty of
operating the IC cards. Here, the key infornmation and
FRRIATHLON PoanmRs £95 PEORPeSING dify Prpcedunesnugdating -

~of the server if expecting security of transactions

kst iy RInradld tarel . sdbtldeent dwsineside mdtpethérms
manager of the server produced and customn zed the ;
Fpeidecatimnupingrfebedifed app2adath ohPFd 4 Pon 839V Eccordance
service providers. Wth the manager of the server
Wi €hR0p A8fe s § YA L OFE Fhd |G QU A TR

£l OpP8LesE¥AG0RASh Qtép_@dc?ﬁkr%%e%sg%gf‘g%{futgﬁgs also

this way, however, "there 20 is prob

' e er_,becqnes,.great. .Further, in the
z&%%%e%&xgﬂgaienle%%%ﬁnvtgﬁ ad’rd]g%fghpl e, application

prograns of a plurality of credit card conpanies or

ot her BUEtREZsein the %&ﬂﬁ? spplrdredopopprwpiaatigpesystem,

produced by the individual businesses and downl oaded

thet replscadiper Prsiarip ersovdied: diyp tther ssestviar -has s

expl ai ned above, however, when the above expl ai ned
desceibrunsdapphs tad ilosy AnEPmiatioh &opl HeakbkYngf IC cards
busi nesses, it is necessary to ensure that the
fHECEHELAYiBhata6Bmmands for operating the IC cards. Here,

‘the key information and operational commands can be known

only by the manéggr of the server if expecting security of
transactions using the IC cards.

Therefore, in the past, the mané,ger of the server
'pr._-oduced and customized the application programs upon
request‘ ffom the above service providers.

With the manager of the server producing and
customizing application programs in this way, however, there
is the problem that the load on the manager becomes great.

Further , in the above explained server, for example,
application pi:dgrams of a piurality of credit card companies .
or other businesses run. Such application programs are
produced by the individual businesses énd downloaded to the

server using personal computers etc.
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application programnot be nonitored or tanpered with
by 5 another application program On the other hand,
there is a demand for providing diverse services
while transferring data betweén-application prograns.
Further, individual businesses download their 10

appl i Ca{é QPG H BbbYel, hﬁo {rt\i‘,fr uwal?@tgntl'fgeglﬁ% ! hexplalned

accordance W th need. Vhén |V|6 usl nesses
p rQ ans to_.t he, ser ebug
t hos e&g%bl?'g %\‘%ﬁg %%é%r%é%’? I%Qﬁaﬁ'st RF & B4 ra%ﬁf\%‘? “?I‘nesses '

necessary to prevent programs 15 in the server from

be| ‘}?‘?ﬁftﬁ‘vt PP EE G tat pkhe Preafsgingfof each

realizing this, for exanple, there is the technique of

AR AN R qgoER o b doe sioni keved | oif ctampépadwheth by

accessing the server. Usually, such key infornmation

e odthere dppl itdeet i sogfam. t er m nal appar at us 20

(personal conputer), however, so there is the

possi bioni ithe @fthidy heinid U it ' I Ly

security. Further, t r?téi L?%ﬁm%?ﬁwégﬁaaﬁ)%&b ﬁg‘}{hlng
e

LR He SELLEE i B BHLbL 3067 T U0 g yotion

25 In_such a case, data floms over the bus provided

BEPEEM St he LS| chip and external nenory, so that data

can be_viewed by probing the bus. Wen the above

expl ai FgtRerveindividnad businmesesadownlaashdhiedns,

personal authentication, and other highly 5

zpplidabionl pprgress tg, thewsesvergs thg Adkaldly aAe, in

~there

accordance with need.

When individqal businesses download application
programs to the server or debug those application Programs
in this way, however, it is necessary to prevent programs
in the server from being illicitly tampered with.

As a technique for realizing this, for example, there
is the technique of authentication processing using #éy
information when accessing the server. Usually, such key
information is stored in the memory of a terminal apparatus
{(personal computer), however, so there is the possibility
of illicit use and there is a problem in security.

Further, the LSI forming the above explained server

‘has a built-in CPU. The CPU sometimes accesses a memory

outside of the LSI chip.

In such a case , data flows over the bus provided between
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is a problemin security if the data is probed.
Further, the above expl ai ned server is sonetines
conprised of a single conmputer. In this case, a single
computer runs a plurality of 4190 prograns relating to
a plurality of services provided by different

' : t i hand i ghl . |
iy RS ERip R 008G SEENEEY B8R Y (can b viewed
h bl em.t hat th i ibility of the highl
%a’ﬁﬁ%éﬁﬂgi{%eaﬁy ere is a possibility o e highly

®Hwned by each business being
illicitly 15 acquired or tanpered with by another
busi ne¥%enriherpove (tomd dined seaverhpet 6bkuwi egcommercial
probl ens when wusing a conventional general conputer
dranshetdlvns, @etsaimdd acptitticatid; 38 shons Kighly
basi c confi'guration of a general 20 conputer 601. In :

coa fdAepitlian) pRbcekeWgl, hékéved3hs axpTHi%A above, there
perfornms processing usi-ng the instructions and data of

rggg@qk&p f 0 he CPU 602. out puts
gﬁ gd ress fo?%a(%gﬁgel??%e*r?%m?rafg %‘59 é#:op%eod'an o
addres;ug%ﬁ 604,.- 5 Further1 the CPU 602 reads from

the mehBFyv 803 5PeupPP¥e SFRIpANgE.SPIVRS i6 Fommitmas

si gnal S602. The nodule A, nodule B, and nodule C
SPUPEdsSPH PRed HéREle® GOBPHterprocessing units of a
program havi ng specific 5 functions. A debugger 605
checksInhthbpecasepnaobingteCPmflRer runs a plurality of

programs relating to a plurality of services provided by
different businesses. When those serviceé handie highly
confidential data such as with settlements, there is the
pProblem that there is a possibiliﬁy of the higbly
conidential-data owned by each business being illicitly
acquired or tampéréd with by another business.

Further, there have been the followiﬁg problems when

using a conventional general computer as the above explained

- computer.

FIG. 133 shows the basic configuration of a general
computer 601.

In tile computer 601 shown in FIG. 133, a CPU 602
prerforms processing using the instructions and c_iata of a
Program read from a memory 603.
| The CPU 602 outputs an address for ad.ce'ss in the memory

603 to an address bus 6§04.
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at the time of devel opnent of a program It uses a
HALT signal to tenporarily halt the operation of the
CPU 602, read internal information of the CPU 602,
and informthat 10 informatt+o®m to the program

devel oper. Here, in FIG 133, it is assuned that the

nodul e C t he nod B or,

t he rm(ﬁ e % ﬁgg%&aéggn’%?ﬁ t'u:%f’ﬁle roﬂ'tefnﬁécyo&)?ﬁ’é: writes
g§§|q:funct| qgluded in the nodule Ais highly

cohfi déhtTdict comtrpl fignat n%%O?he nodul e A

is a basic functlon it IS necessary to provide an

envi r onmenFosiie Bng Maskilee ol @nst msiduliee C rjthatesl Borthe
nodule C to develop its program As one neans for

Memoryt R@Beare prvcewstitar unfi téi ofra Ipidgrgmahbhirhhgl pecific
This is expressed in an internedi ate | anguage between
E&n@tﬁb@hﬁr'language and nachine | anguage (normally

- called an "assenbly | anguage") , but anal ysis is

rel ati Kehlébﬁﬁﬁlér 568" Bhelk s? thled Q‘%‘cﬂ g:' | g ¢ haEItPtheBOZ

processmg routlne of a roram S|re % & be
n% nd u r‘Pg‘__comn known. Further
ano er maans ‘?‘ﬁee RPFEILRR hitE usss é‘x%{j‘?e’lg“al
%he modul e é’ IS stored in the menory 603 in advance -
ERUPOrarAdY PR Sbengreragdon lofhithey CRLh&02, read
devel oper devel ops the software assum ng that the
baseEnaddinEormapiopent &he EPUDEORS,i ankodalfioam thaan
with this neans, however, there is the problem 5 that
infosmabiohhab hnédpi:egrhheddwab@a&r.s of the nodul es

B and Cto read the nodulé A stored in the nmenory 603.

At thisrd| "Bn #HE.r£84, cOpt ?Qt abSulh8a2tABENLAE module A
| anguage of a
has a basic function used by the module B or the module C.
Here, assume that the routine of the basic function
included in the module A is highly confidential. Ir; such
a case, since themodule A is a basic function, it is necessaj:y
to provide an environment enabling the developer of the
:module B or module C to develop its program. As one means
forr this, there is the method of distributing a library.
This is expressed in an intermediate 1’anguage h_ei_:ween
a highe.fc language and machine language (normally called an

"assembly language") , but analysis is relatively easy. There

is a high possibility that the processing routine of a program

- desired to be kept confidential will end up becoming known.

Further, as another means, the basic module (in this

example, the module A) is stored in the memory 603 in advance
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’requests ‘Asecong

oV at essi ng net hod, sen1conductor
B Pk et a2 DU Ehaproades tnds for

| evel which the CPU 602 executes, but there are tools
for converting this machine | anguage to an assenbly

| anguage. 10 The routine can be anal yzed rel atively
easily. Further, there is thebproblemthat the

devel opers of the nodules B and C can tenporarily

hadd, Watn@xeendh ¥3iRy i L he é:&lfb%g%g &y lﬁg %e@eq(% ar dev$lops

execution of the moddle A opmrent EC4ge

tdhel rg ad © Ie e 15 dat andled or

t he coﬁ%@%? %‘%e e tha% @'heé:iéﬁ}?é%ﬁ ¢ s pffesent at
process%gg rgutlne of the program of the nodule A
BT t%2%i on program running on the above
expl ai ned server. handl es key data, charging data, |og

data, Eyeandidihdmhis gleasecuhioweveat,a theirebyi st lthe problem
service prOV|der so there has been a demand for :

phettedtt ie inotf tharti hhirdi fort elPedé Wl Spe FONGE fdiGnodules
first object of the present invention is to provide a

AR IDARS At e UbAuARTIAC QRGO nC itheH infem €03. At |
program 25 able to eff|C|entIy perforn1proce55| g

SR danee “th‘ ré obj e:&%%(%“i';ﬁ?f of mpr Cess'éﬁ?‘%ﬁlqes of a

& fefé

custom ze an application 5 programof the user to be
ERBYEFEdNgGy thigepachinet Ronguage| 6w Ay Bkeenbdy flanguage.
| earn highly confidential information. A third object
Bhet Heuphesernni beeanadyzied relptivile sadale.

- processing. nethod, sem conductor circuit, and program

Further, there is the problem that the developers of

the modules B and C can temporarily halt the execution by

' the CPUl 602 in the middle of execution of the module A at

the development stage of their pPrograms so as to learn the

data handled or the content of the same and thereby. leaxrn

the entire processing routine of the program of the module

A.

Further‘, an application program Irunning' on the above
explained server handles key data, charging data, log data,
and other high security data set by the service provider,
so there has been a demand fér protecting it from illicit
tampering or 'mon:i.toring.

A first object of the present invention is to provide
a data processing method, semiconductor circuit, and program

able to effic'ient.'l_.y perform processing in accordance with
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able to prevent each individual application program
from 10 being influenced by anot her application
program when the same sem conductor circuit runs a
plurality of application pro@rans. A fourth object of
the present invention is to provide a data processing
tmgg SERtsordyst ' it,_and ogram 15
ar?l ow n% tran%?e#fo*?;%g%;ég%{é%mﬁ%ﬁu%%%fr cation prograns
in acc %%nce Wi fh need I l-e preventing each . )
appl'i cat P67 P o PARFEI ¥ thS BESPERECIRYSNERAR kR do Provide
with, nonitored, etc. by the user of another
bRt R e PP e Mathesh spmisgnducteni coreuit pand program
circuit runs a plurality of application 20 prograns. A
ferfathl gl ectusdr the prodwerd amd eonds omi Se t4n paPyl d€atio
data processi ng nethod, sem conductor circuit, :
Pridiprn ol | e apial Ad Be Ak AMQH Y e add vl tEthout
content, of access to a server or other sem conductor
U1t e restyrd.gted .i c with. rights, .
P Eing BHeCuggs € I BioB IR ERhe RERR L) it Sdeion.
i nvent ,op, i S ,t rovide ,.a sem condyctor circuit and i
dat a p?‘ogg:s‘gfinébﬁ%?ﬁo%tee%ﬁrﬁﬁe“t ANUEREL@BnE B atPtRrovide
of data to be mmintained even when transmtting highly
BT FARHACRS HRBRMBEL RPe s eECORGIE bom digicov toi Rpdiprogram
and a sem conductor storage through an external bus.
gbPleuite prevest pach doidividuad @ppderiativie Hridrdm from
to provide a data processing apparatus enabling the

 beahgdénfilaknitgd by another application program when the

same semiconductor circuit runs a plurality of application
programs, |

A fourth object of the present invention is to provide
a data processing method, semict:;nductor circﬁit, and program
allowing transfer of data between application programs in

accordance with need while preventing each. application

program from being illicitly tampered with, monitored, etc.

by the user of another application program when the same

semiconductor circuit runs a plurality of application

programs,

A fifth cbject of the present invention is to provide
a data processing method, semiconductor circuit,
authentication apparatus, and program enabling the content

of access to a server or other semiconductor circuit to be

- restricted in accordance with rights to the same.
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of instructions and data to be mai ntai ned between

prograns 10 when executing a plurality of prograns.

An ei ghth object of the present inventionis to

provide a sem conductor ci¢c8@it enabling the

confidentiality of a programto be executed to be

i mproved...: [ j egt. of the present invention is L

to pr o?slgl 3@&%8&98%?; aggrglg% ?%%g%%ﬂd}%?worf -y to provide
ram enabling the security of an

net hod, and i.ts pro iy
apprics f’.":a&g’%”&g PAREPATIRRY GPs BROSRATIAT Be thed enabling

i.nproved when providing a service using an IC or
d{g%ﬁqqﬁlé’g?%léjlkw tdatn 9ep AseRE Ort FHEed NvEaR| Ghien

20 To achi eve the above expl ai ned objects, the data
st tigine thiagh kyf  ddvef fdersti sk pdeta dbetii@eh N¥RAEL | ON

is a data processing nethod perforned by a ;
semicendieiter it dit af CURRRGEdWktdr s BbEEGL | EY rouit
of processing requests, conprising the steps of?

ERRSAh A% Jedt g t data 25 including job
execut’i on order data show ng an order of 9 _ execution

of a pLurality of .johs faorm ng processing in .
accor d%n%egv?/\'n‘%lh °%°31|§F3:c81§-strl?% P ?&ﬁé‘&t 1%835%3? s® fgrprovide
shqwing the state of progress of execution of the

Bl BALP PFoGRspdng aPerTadde ematidng (el iqqnidentiality
processing requests, selecting 5 one job managenent

gft insEonrthengeandadeta ptorke ingintaimdd bendgenysiograms
data based on a predetermned rule, selecting a job
vhenbexexetihgdanpliurhaieyg of progiaaisus data and the
processi ng order data of the sel ected job nanagenent

data, ARXAGHENELYBELSSE %@Hrgggnt%Mﬁ 1% u']%)rovide
status data '
a semiconductor circuit enabling the confidentiality of a
pProgram to be executed to be improved.

A ninth object of the present invention is to provide
a data processing apparatus, its method, and its progran

enabling the security of an aﬁplication Program running on

the server to be improved when providing a service using

én IC or other integrated circuit.

DISCLOSURE OF THE INVENTION

To achieve the above explaine& objects, the data
Processing method of the firs£ aspect of the invention ié
a data processing method performled by a semiconductor circuit
in accordance with a plurality of processing requests,
comprising the steps of: generating job managemenf data

including job execution order data showing an order of
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10 of the selected job managenent data in accordance
W th the execution of that job. In the data
processing nethod of the first aspect of the .
invention, first, the sem cengluctor circuit generates
j ob rranagerrent data i ncl udi ng job executi on order data

gxegy n 0 I uralit
gi) iorm ng prlgg%zs‘%’h ToF ?1’5’% eraczssmg in
rocessing re est and st at us data showing the state
p ciﬂ’ij%‘&g% d’% R RIATHIS Y m@ueﬁl%?ﬁﬁlﬁ%ﬁws Pata ﬁbpwxng

each of 'the plurality of processing requests. 20

Nbe stefe sénproguessort cexemmtion|etitheopdurallity of jobs
managenent data fromthe generated plurality of job :
Feragerbnof deha gianedl Dy »Hpedeeesingedefibsts Neéélectmg
the sem conductor circuit selects the job to be

%&Cgbﬁdmﬂﬁégeﬁéﬁﬁddﬁﬂatf?oxﬁttﬁ{éjﬁe%@z% t.l.t]&al:.ty of job
processi ng 5 order data of the sel ecte F

t, seni.con uctor C|r
g%&%%t es L‘:he é% ect egi A}E)% F'ht et%e?e :Ene I 'ctj%‘? fecting
ciLc updat es t he stat data of the selecte
fraf® es@‘ gedgt‘%c}‘ﬁegcﬁﬁt‘ anggedi oA theskatys o‘ﬁaEil *Znd the
that job. Further, the data processing nethod of the
PFPEp3gipacerder dakaj pfehhe orebeeted aivly Hanagmnent data,
conprises a step of updating the status data of the
er¥eeutéiug] thenardgertent jddt,aand prlatdRC ity siyHbata
managenent data fromthe plurality 10 of data nodul es.

. of the selected job management data in accordance with the

execution of that job.

In the data pProcessing method of rtAhe first aspect of
t:he_ inven—tion, first, the semiconductor circuit generates
job management data including job e:tecution order data

showing an order of execution of a plurality of jobs forming

pProcessing in accordance with a processing request and status

data showti.ng the state of progress of execution of the
plurality of jobs for each of the plurality ¢t>f processing
requests.

Next, the semiconductor circuit selects one job
management dat:a from the generated plurality of job
management data based on a predetermined rule.

Next, the semiconductor circuit selects the job to -
be executed next basgd on the status data and the processing

order data of the selected job managerttent data.
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Further, the data processing nethod of the first
aspect of the invention preferably further conprises a
step of selecting one job managenent data fromthe

-plurality of data nodul es-aflber updati ng the status

data of the selected job 15 managenent data. Further,

e Seka B OEGE AR AELRE. B! ANl ShBeRe! 1 oLloeen

i nvention Preferably

degpting the job managenent data when all jobs formng
" processing in accordance with the processing

request ‘finish 20 being executed. Further, the data

pr oces¥eH&  rEhBo G et conduktpst cigpudt updattes the status

invention preferably further conprises a step of

detai vEntghé he I oosd Sjoky maaggemicn tf dakhain i A¢CHFALLEe with

circuit having a storage unit storing data to be used

&fEcRtAGAS DENEhaT Kok .a procedure,perforhed with the
sem conductor circuit - 11 or a conmunication

aPPar oS R Bl AU CUREE oM EiSec aspect
[ ntion js a sem conductor

copd aspect .of the_ in
3F thie, 2% “%ﬁ88e§’§ﬁﬁ§‘-”a§$§ TYrther.ccorREtceswat [Ftep of
plurality of processing requests, conprising an
vReaFLag e ptakys da by ofhthe|aglsiqted Geb panegereny data,
requests, a storage circuit for storing job
thengeabactilngacnacfioli mgnpgementcdiitanfepaethdapdurality
showi ng an order of execution of a plurality of jobs
éHraaty doédplesessi ng in accordance with a processing
request and status data showi ng a state of progress

_Of EX Skt 108y Pfl:hU'@a‘QJ_l 'ﬂ)rx%léets\éing method of the first asplect

of the invention preferal_)ly further comprises a step of
se_lecting one job management data from the plurality of data
modules after updating the status data of the selected job
management data.

Further, the data processing method of the first aspect
of the invention preferably further comprises a step of
deleting the job management data when all jobs forming the
pProcessing in accordance with the procés;sing request finish
being executed.

Furthe:;, the data processing method of the first aspect
of the invention preferably further comprises a stef of
receiving the processing requests from an integrated circuit
having a storage unit storing data to be used for processing

for a procedure performed with the semiconductor circuit
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of jobs, and a control circuit for generating the job
managenent data for each of the input plurality of
processi ng requests and storing it in the storage
circuit, selecting 15 one-jqh managenent data from
the generated plurality of job managenent dat a,

cting and executing the job to be executed next
B & ol TG, SpRpradng LREUREOBEs S ou GraRFAng data
data of the selected job nanagenent data, and updating
t“l‘?@%t%s’*’b‘%&%"ﬁeq HElZ@ et ed j ob managenment data in
20 accordance with the execution of that job. In the .
senm cofdgemdiconidusntior efirdud tsedord sespeet agfpedthef the
invention, the interface inputs a plurality of
Anvesdsiong i afuRaiicolidtor ALY RorCigrdldssing data
generates job managenent 25 data including job .

E4C GldoHdaN AL Wil & %1%519.1%8 s‘,% Qdes]s%.ngg fe;seguﬁasts

execution of a plurality of | rmng pr gin

it rocessi ng .requyest and status data

SREREI3IG Wl Mot R el S U ng e SRR EY of

lurality of jobs in accordance with the plurality of.
BFEE8SiRg FERIESES afd SEOTa0R €4 TCHAM o1 INEoRiBRge
circuit. Next, the control circuit selects one job
wanagement dajeainednding polareskéecytidn jablemntgeneitowing
data. Next, the control circuit selects and executes
aheorfeb. bf baeextdivhedfnexplhaatd ton ofhgoblsaifesmdala

and the 10 processing order data of the selected job

PRO8geRENY {dihaco2BEnbRUM @F alPeosd &4 AR 418 status
sel ected j ob managenent data in accordance wth

&X€4 lgHoQﬁrﬂ_; atMté 8Q'progress of exacution of the plurality
of jobs, and a control circﬁit for generating the job
ménagement data for each of the input plurality of processing
requests and storing it in the storagé circuit, selecting .
one job management data from the gengrated plurality of jcb
management data, selecting and executing the job to be
executed next based on the status data and the proceséing
ordér data of the selected job management data, and updéting
the status data of the selected job management data in
accordance with the execution of that job.

. In the semiconducteor circuit of the second aspect of
the invention, the interface inputs a plurality of processing
reéues ts. |

Néxt, the control circuit generates job management

data including job execution order data showing an order
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A programof a third aspect of the invention is a
programto be executed by a sem conductor circuit for

15 processing data in accordance with a plurality of
processing requests, conpridng a routine for

generating job managenent data including job

O @itdait s EAtELENON 1Y ¥ BB Fo Rl 6 SOl Plg in
a plurality of jobs form ng processing in 7accordance

"} [ T TIICRY S t how.ng 2 .

t hég%sﬁﬁ%si %?‘2% F:ass %ﬁlé@;gﬁ%?‘%%%o?g‘?ﬁgza% rgf‘?f‘ysol?ff’w"ng
.0 for each of the plurality of proQcessing _. .
AL o BRI IRE AR P i L Hisiigarna Jobs
data fromthe generated plurality of job managenent

38t deogrAgncendithrthe Romald ty 9€ popoesshpgerequestis and
next based on the status data and 25 the processing :
Gtemesddthemofin Hdes gltestaget jcdlraweintagenent - 13  dat a,

a routine for executing the selected job, and a

rout i nHexkQr tipdabh 8ol hei Bé@d Ussébéstofodde; 8 il £fbment
j ob managenent data in accordance with the execution

ahthheropb 5 ' . fauth _

esect o e Bl Rs, S e adslert B et hod

per f or by iLconductor.circyit runni.ng an

applicggggh Bﬁggégﬁ% 8? cﬁFSE%%SPﬁ eFEFaPFﬂggfscﬁtes the
rocedure using . an integrated circuit, wherein the

ggﬁigSnéﬁc?ﬁﬁchFSUPFanPa€P€w°ncGPPe§§§ﬁ&€nééta and the

instructing data indicating correspondence 10 between _
Bperasrdngcogdsrudatal of the appeicted dpbpregagement data
operate the integrated circuit and the names of the
apdrypiates thatststus hiatoperMttien seka.ed oM ghahidgement
sem conductor circuit receive as input an operation

data in accordance with execution of that job.

A program of a thirc_i agspect of the invention is &
pProgram to be executed by a semiconductor circuit for
Processing data in accordance with a plurality of processihg
requests, comprising a routine for generatix"ig job management

data including job execution order data showing an order

of execution of a plurality of jobs forming processing in

- accordance with a processing request and status data showing

the state of progress of execution of the plurality o‘f jobs
for each of the pluralii:y of processing requests, a routine
for selecting one job management data frbm the generated

pPlurality of job management data, a routine for selecting

the job to be executed next based on the status data and

__ the processing order data of the selected job management
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.describing program describing the operations of the 15

application program using the operation nanes, and
having the sem conductor circuit obtain the operation
codes corresponding to the aper-ati on nanes descri bed
in the operation describing progranrby viemrng t he
SRo structin se obtai ned . .

SR HOROREE 41" bh 4Gk PhE Siaciedt ngboratfe Toutine

licatian ram Further t he data processrng

o thE BEREE S3tuah thepsel esiterhgob management
i nvention preferably further conprises having the

Y% digp aredanee uch rithel @xedutidrerof htve t freb .
correspondence between the operation nanes and key 25
i nf or mat idertau petbastsan nigh e tihicel) o @l fdH tagisd©I&B the
- 14 operations corresponding to those operation

ARt HaY ia) @a ) §reid SOY Gld¥ndd sds foﬂm@'ﬁ%tge .
key information corresponding, to the operatlon n :

I ranrb

%?ééfﬁ%%ﬁéﬁ% B e R R O Beloran £or

hat_obt.ai ned .k information to define the
bF3edsiRy SP IR IR CaBrG s AFLAGHT HeftogFated
data processing method of the fourth. aspect of the
Ph¥ERLEon WheEPanathp pemirondushnt sdgdvEt ean ttiew
sem conductor circuit generate job managenent data 10
FatradPrgdeolbeciostiruokiogdda tdatindilatiing aomragiorndence
execution of a plurality of jobs form ng processing of :

bbaetweappbpethitibnpedeamuaed Foal theda Bﬂaﬁﬁﬂﬂhfﬂﬁbgram
state of progress of execution of the plurality o

£8bspesskaCEnEh @.thQBrtaQege Seauted niethed Q)% PL¢ "o

status data and t
operations, that is, the operation names, having the

semiconductor ci;‘cuit receive as input an operation
describing progi:am describing the operations of the
application program using the _opération names, and having
the semiconductor circuit obtain the operation codes
éorresponding to the operation names described in the

operation describing program by viewing the correspondence

instructing data and use the obtained operation codes to

define the processing. of the application program.

Further, the data processing method according to the

fourth aspect of the invention preferably further comprises

having the correspondence instructing data further show the

‘correqundence between the operation names and key

informatiqn used when the integrated circuit performs '
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15 processing order data of the job managenent dat a,
execute the selected job, and update the status data
of the selected job managenent data in accordance
with the execution of that - ljab~ A sem conduct or
circuit of a fifth aspect of the -20 invention is a

] ductor _circuit.for,. ryaning an application )
G CSEFPEPRPRINY: 1R ARGSRIOPEF aFRAY Hapes and having

ocedur.e usjng an integrated circuit, conprising a

FFPLAHTEOT GRS Pt ddpp e cknformation
instructing data indicating correspondence between
sperashondiogs Saudde faprerititde s cdesarilpedgianthe
operate the integrated circuit - 15 and nanes of the
operattions deiskatibiag ppoyRanOByai8tingthe!&6f868pbRience
i nputting an operation describing program describing . _
1 he teReitakig0lath bhe HuY igald %ﬁ:ﬁﬂ!@@éﬁ?'%&oﬁpﬁti to
operation names, and a control circuit for obtal ning 7
.Qpe [ orr ondi ng .t o ,t.he operation

e P e iR ne o B S it ity
progr b vi ey ng .t he correspgndence_i nstructin
Gata aRUEHEPRg Fhe dB8BAaPREGeGEERE: MERESIEE (eidiamth
the processing of the application program 10 In the
ERPESRk the 1aveatiionoprefierabilyhfuspher ofmprhses having
invention, the interface inputs the operation
thecsebiagndpobgramidesdti benerate Gpbr alamycaferithalata
application program using the operation nanes. Next,
ihelaaNhgoliobi efdbhtBhabR8ekNAa®ResHWAMC A Drdey of
corresponding to the operation nanmes described in the

&RQGktion of a plurality of jobs forming processing of the
application program and status data showing the state of
pProgress of execution of the plurality.of jobs, select the

job to be executed next based on the status data and the

- processing order data of the job management data, execute

the selected job, and update the status data of the selected

job management data in accordance with the execution of that

- job.

A semiconductor circuit of a fifth aspect of the
ir_wention is a semiconductor ,circﬁit for running an
application program for performing processing relating to
a procedure using an integ;:-ated circuit; comprising a storage
circuit for storing correspondence instructing. data
indicating correspondence between .operation codes used for

the application program to operate the integrated circuit
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operation describing programby view ng the
-correspondence instructing data. Next, the contro
circuit uses the obtained operation codes to define
t he processing of the applicagian program 20 A
program of a sixth aspect of the invention is a
programto be executed by a sem conductor circuit _
P&ﬁ‘gifﬁgﬂesar?fa&m CRIFT Yy dhFol e RATR HPn names, an
processing relating to a procedure using an '
Aategiaced fon doputbionpans ioppratioroddswriftoing program
inputting an operation descri'bing program 25 .
descriibiimgy atheopgieais tdbrofofl Rthed PP 1GATE b B AEAM using
using - 16 nanes of operations for the integrated
¢heC bperathdn nhmeOPYR IDRAATRY A 1AM Tod Ubtaining
vi ewi ng correspondence instructing data indicating .

r e tie d us t he
L g R 1 eI names

appl i Cation program the 1 ntegra

L[ Cui. d th ti to obtain th
SREFATPSR CBadEeC OFFRL, FRETRY 105 CROCTIEIRE BiF RS, BY

described in the operation describing program and a

YOBViRE ther cosrRgPORdentseaiined rustiag dnteodes meing the
define processing of the application program 10 A

dataipedceperagioat kodesl ta sefdnkh theppebcoefsstitey of the
invention is a data processing nethod perforned by a
-applfeadiehopregiatl.t executing an application

program conprising the steps of: protecting each of a

plural {4 VeRé s@h985RGLEREY! 8§r£9igi og Lﬁs 2RPEhCALLARE of

program by a firewall 15 allocated to the program ,
SO 205 LR Rt Bhol SIS dosoribing
program.describingltha operation of the‘application;program
using.the operation names. |

Néxt, the control circuit obtains the operation codes
corresponding_to the operaﬁion ﬁames described in the input
operation describing program by viewing the cor;eséondence
inst:ucting data.

Next, the control circuit uses the obtained operation
codes to défine the processing of the épplication program.

A program of a sixth aspect of the invention is a

program to be executed by a semiconductor circuit running

‘an application program for performing processing relating

to a procedure using an integrated circuit, comprising: a

routine for inputting an operation describing program

.deScribing an operation of the application program using
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firewall identification information for identifying
the firewall allocated to the program nodule, and
executing the program nodule conditional on the
regi stration being 20 perforriéd.- The data processing
met hod of the seventh aspect of the invention

ur

transfer or data view ng anbng a Yy 0

S A Yo UEL DEER S OFBE | £6S &é;gfae%?f%ia%fg,ogﬁggn is,
S)

'Eggé”a ; I8 istered linked with the sane_firevvall :
- ident thsl ChtTERT nidr R FHRe ohF pY bR HRY | SRt Haspondence

transfer - 17 or data viewing anong a plurality of

o data rmdieating | soneeEnpndenice floe tween
firewall identification information. The data
FRARssigycadelotserd byhthes eppiltikatdpaghrefram fidicoperating
invention preferably further conprises the steps of: -
tthgi Sitritfel gt the D IdIgF AR tTRGHH ecHaIrddieFati stk §thnid Neo obtain
downl oad key information to be used when downl oadi ng

RAR; AU T, f Si e
2:2%1 condlﬁn (;:r Ci rg%i téc{y(?ét%%iéﬁ %n&gﬂ:ét }%ecﬁar%lu?'% names
cal Vi a.downl.oad request 10 for the .

%%%é’r”\ai?ﬁ%?n i e o 55 HReR GSﬁHFﬁganE%FT%?}‘nﬁﬁ;oﬁ r;?utme
registered linked with the program nodul e to judge i _
E8ANRBLNT; Ehe RIS AP GPHgS: ke geBipamrocessing
nodul e when judging that downl oad is possible. A
e€ntbenavplédcatiioauprogirasm ei ghth aspect of the 15
invention is a sem conductor circuit for running an
appl i cht dahappegeassipgomnethbdgofaah seivea thl Wepkllty o#f the
program nodul es form ng the application programby a ‘
ihvenalibn is a data processing method performed by a

semiconductor circuit executing an application program,

‘comprising the steps of: protecting each of a plurality of

program modules‘ foming the application programby a firewall
allocated to the program module in advance in a plurality
of firewalls, registering a program module 1inked.with
firewall identification information for identifying the
firewall allocated to the program module, and executing the
Program mecdule conditional on the registration being:
performgd.

The data processing method of the seventh aspect of
the inventj.dn preferably further comprises a step of allowing

data transfer or data viewing among a plurality of program

‘modules registered linked with the same firewall

identification information and prohibiting data transfer
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all ocated to each.program nodul e i n advance in a

plurality of firewalls, registering a program nodul e

linked with 20 firewall identification information for

identifying the firewall alhgcated to the program

nodul e, and executing the program nodul e conditiona

on tc{%%e i stration bei n% 1'g‘?e?lrf,ormed. A program of_ a

A nt P (PRI R EY o PrRgim Med ks

executed by a sem conductor circuit for - 18

Fegddtarphilighad ctitthodififapenty Siorewalsh niglen tidiitcateion

for protecting each of a plurality of program nodul es

fiofoinmg titdne appl i cati on program by a firewall

al l ocated to each program nodule in advance in a

plural rhie dathl peWRllsBing mMREhORE ffOfhee Sttt Aspect of
program nodul e [inked with firewall identification |
itREOK j oL, Yot hfvi [ d_allgcated to .

i R A R T T R T

pr.ogram nodul.-e_condi_tion on the_registration being

BB Ra R, 6 REgara, POCEIE futrbod ioked T0h download
spect of the invention is a data processing method

g@rf spkegmFigns &ri bendsedowhenr downlogdisge dine myomram
application program conprising the. steps of;

radapenfizon| the xetiaide of pher sénigondhcappl cLAstada to the
prograns protected by firewalls, registering 15 in

- sevhochdactoRthir@ni £ @hdg! WREh B SARFHY 6adoWi O£ WRRfiest

the application prograns perfornmed through the

105 U gAML SO SIS sncormnsson
9&&1&9&&8”19598&6‘% gﬁﬂg{lgt S%o r.t:u%qln'llgg%le to judge if
download is possible and downloadihg the program module when
Judging that download is possible.

A semiconductor circuit of an eighth aspect of the
invention is a semiconductor circuit for running an
application program, protecting each of a plurality ofl
program modules forming the application programby a firewall
a}located to each program module in advance in a plurality
§f firewalls, registering a program module linked with

firewall identification information for identifying the

firewall allocated to the program module, and executing the

program module conditional on the registration being

performed.
A program of a ninth aspect of the invention is a

program to be executed by a semiconductor circuit for
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for communication with another application program

and 20 executing conmuni cati on between the application
progranms in accordance with the communi cation request
when judging that it satisfilss +the registered

condition. A sem conductor circuit of an 11th aspect
chté§%iinvqptiogghf a sem conductor circuyit which 25 _
ifdependentTy ABRRARRE P HLogHaty COrPLISLNgasi sAutdne for

rans, protected by firewalls, registers in advance

pro :
- PTIRARIDEIG of | DRI 2bHANPE RYegraemedaleseforning

application prograns perforned through the firewalls,
jthyaprp¥icaticomprigmn by regiisdwshl i sIlesatéd to each
regi stered condition 5 when an application program

@Ry rane Sncaiy I6s] UAs tadviin o OGN | KRIH Ok 8 1dF afDEdRa11s, a
application program and executes conmunication ;

hefurasie £bS RRpd Gati gy a%%@ﬁmbﬁuigcﬁ{gt@&? t%itw' Firewall

t he communi cat1 on request” when judgin

| '§§én¥jjf§.3:&%i.% FR %gtr%dc{xf] gé‘o‘ixilij}]é’eg%tpiét&ﬂhge the firewall

sem con Cl rcul

i ndependent | y, executes a plurality_of application )
BAASRRFEd EPLYEe FRPaRP MPGRAFY S30dA FROEAnENE? executing
sem conductor circuit registers in advance a

thRd priogr afo mogilenicep didrimnalc am dihebetagdartrate.orl being

application prograns perfornmed through the firewalls.
Pertthemedf.hat sem conductor circuit judges if a

“‘communi cation request satisfies the registered

conditAoaauﬁeﬁraaeaBmhbpﬁbkaadp699&aﬁb&ﬁnﬁﬁﬁbﬁ% 3f the
request for communication with another application

Phodh#%bn is a data processing method performed by a

‘semiconductor circuit for executing an application progran,

comprising the steps of: independently executing a plurality

of application programs protected by firewalls, registering

in advance a condition for allowing communication betwéeh
the application progiams performed.through the firewalls,
judging if a communication request satisfies the registéred
éond;tion when an application program generates a request
for communication with another application program, and
executing communication between the application programs
in accordance with the communication request when judging
that it satisfies the registered condition.
A semiconductor circuit of an 11th aspect of the

invention is a semiconductor circuit which

independently executes a plurality of application
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20 Further, that sem conductor circuit executes

comruni cati on between the application prograns in
accordance wth the conmunication request when
judging that it satisfies -the® registered condition. A

-progran1of the 12th aspect of the inventionis a 25

e ] conductor circuit exec
RaaRs Und Bt b HLER orsat fhe au?ﬁmce a
of aorllca i on ro rans protected by firewalls,
R °F VEY %6°W“8&99ﬁéé’“ab%'b‘fﬁ‘?‘? ithe FEPllcatm“

al | owi ng connunlcatlon between the application

—+

- PreETARS Reniommed tbhaoangh tthe (fivawalls, Sjudgest ifiea

for judging if a communication request satisfies the
rcegnmsindresdt icon didquers tWest ias F iapp | oA traafli Pt d ncondition
generates a request for comunication with another

RN G APPINRH VA Uy rand Ydridiaddd £X084itdHE for

- comuni cation between the application programs in

ik 9°1’°Q‘. YL TR S8R 00 A, (ER oxequtes
data .QC of 3th aspect of t
SRl gR s Bl ln bk el i eReTRb P asaan  fnacoordance
sen1conductor circuit or a semiconductor storage
Upshrthe sorsundcaddion egyes hahsanivdadngttdatitceptisties
downl oads a. program running in the sem conduct or
thecuegistemed somglittienst eps of : having the
sem conductor circui't have a software structure
conprishd eémacphitakbkyclkchayebs &he havhN@spect

downl oad signature verification key information 20
_Qﬁ&éﬁéﬂ@@ﬂ%ﬂg EﬁeéﬁegslQYﬁiu@§i§t§qbf“%ﬁﬁf%@%k£&htﬁfbgrams
protected by firewalls.

Further, that semicoﬁductor'circuit registers in
advance a condition for allowing communication between the
applicatién programs performed through the firewalis,

Further, that semiconductor circuit judges if a
communicatioﬁ request satisfies the registered condition
when an application program generates a request for |
communication with another application program.

Further, that semiconductor'circuit'e#ecutes._

communication between the application programs in accordance

with the communication request when judging that it satisfies

‘the registered condition,

A program of the 12th aspect of the invention is a

program for making a semiconductor circuit execute a routine
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sem conductor circuit, having the sem conductor
circuit. verify download signature information
generated in accordance with a downl oad request using
t he downl oad. signature veriR0cati on key information
when receiving the 25 downl oad request, and having the

gga\fﬁ” gﬂ% reque"l??j&fl (ﬁ)?/\umtf“gl pr%xé"-%%ﬂfﬁy |os ua?qt%gzeﬁ;aplon

corres ondi n wnl oaqd _signature, verification
K&y qﬁﬁ3ﬁ§£ 3ieHad Loer P FEUEiBR for registering

'condltlonal on the domnload signature information

B8 Agvanceyia igandi timp thar ak¥nwid scqmowsbed ipn between
met hod of the 13th aspect of the invention further
tbep pppds.ca tsiteap P iy rawey iper formealit Hlerduglat tlo6 firewalls,

‘apparatus store access master key information

aokbaspaedEsg Hadgihgyer 50caﬁm@ﬂ1aaeiaaraaqaé§9wgﬂti§fies
be 1.0 downl oaded bel ongs, haV|ng t he aut hentication

@ﬁ@a&@b':i.%tm @Jncﬁhﬁd}f) SﬁEcJ c;rbepro ram

sem conduct or ci rCUI t, ﬂaw ng e aut hentI"cat

use that ess mast er _key |nfornat|o
JEREFAMS, HoSaiR=FeE St ot D b
transn1t t hat domnload S|gnature |nfornat|on 15 to
ERBLiEALIORIRECGT AT r Ak 2 FUtHEe fiare axaquting
processing method of the 13th aspect of the invention
cepriBicasipn betveen ttiyesapplibabiog rawgrams in accordance
aut henti cation apparatus store identification
wvitbrilet conmuat chitd oncnegoasti tihen fadgihg it hadaisfies
the authentication 20 apparatus encrypt use the
thentéfistbiraad bBhai#bhon as. plain text using the

access master key information to

A data procassj.ng method of a 13th aspect of the
invention is a déta‘processing method_by which a
semiconductor circuit or a semiconductor storage apparatus
accessible by the semiconductor circuit downloads a program
runﬁing in the semiconductor circuit, comprising the steps

of: having the semiconductor circuit have a software

structure comprised of a plurality of layers and having

.download signature verification key information

corresponding to each layer able to be viewed by the
semiconductor circuit, having the semiconductor circuit .
ferify download signature information generated in
accordance with a download request using the download
signature verification key information when recéiving the

download request, and having the semiconductor apparatus
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generate downl oad master key information and use that
downl oad master key infornmation to generate the

downl oad signature information. 25 A sem conductor
circuit of a 14th aspect of Rhe-- 22 invention is a
sem conductor circuit having a software structure

%g.IIQ;\J éﬁg 195{51.%:.!) L\E ré‘:{é &Xwg&Pegyer eé’@ %ownci) doad a program

sen1con uctor circurt rs a e
bﬁ' verlflcatufn key information correspondi ng
YoF SOrue SRHingG oo APvetiaed jtignature

|nfornat|on generated in ‘accordance with a downl oad
vegdddcaldion ke indionmsdionsiupest flax vidd ¥ e Hicaion
i nformati on when receiving a downl oad request, and
abhdﬂtﬁﬂnah:gnuﬁhaﬁddﬂniqkuMdﬂgnhtunﬂuinﬂoﬂmatiwwﬂhEihg
a program of a layer corresponding to 10 the downl oad :
Segiatimateverification key information used for t hat
verification to that sem conductor circuit or

seni copduehat SERL %&ecacg&g%gs%ﬁéwﬁa (g% @elath aspect

sen1conductor clrcult c itionalf on't

10 ture for beln i timat .

B0 Bend et Lo Esths 4, SpeeRst Yo baving an
|nvent|on when receiving a domnload request, verifies .
pREhepgiRRtA@NIRPAFa bR Gtons dpceana@antar key information
corresponding to that downl oad request using downl oad
coynasperediag ftioc at leyereto whiighnet powgr2i Rdilidwerd to be
that sem conductor circuit allows the issuer of the
dounlloadetchadshgis) Hawingadhe RALANCHViIatddm\paratus

correspondi ng the downl oad signature verification key :
transmit the download request to the semiconductor circuit,
and having the authentication -apparatus use that access
master key information -to generate the download signa-ture
information and transmit that download signature information
to the semiconductor circuit.

' Further, the data processing method of the 13th aspect
of the invention further comprises a steps of: having an
apthentication apparatus store identification infoﬁnation-
of the semiconductor circuit and Having the authentication
apparatus encrypt use the identification information as .
plain text using the access master key information to
generate download master key information and use that
download master key information to generate the download

signature information.

~ A semiconductor circuit of a 1l4th aspect of the
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informati on used for that verification to that

sem conductor circuit or a sem conductor storage
circuit accessible by 25 the sem conductor circuit
condi tional on the downl oad 223 - signature
information being legitimate. An authentication
égggratus of a 15th aspect of the Jinvention is an

FEHTarliR SRR Fidenidhefine & iSaf tase
downl oadi ng a programrunning in a 5 sem conduct or
sitragituney compaiissshifc ttop lginadiitty Il ilmyers sofhesmin the
structure conprised of a plurality of layers or a
semicondiucitar stiorage: dppaitdid) S eaess iddwnlnad hbignature
sem conductor circuit, storing access master key

vekeFTehitadn &R GG, drD D rAord i i éach layer,

program al |l owed to be 10 downl oaded bel ongs,

LEFTLE! iAdnhRe A Ivygn%ac% PUER J.otnh Yenerated in

SGW]COH uctor circu u5|ng €SS nm

¥8F|nfornat n t%ﬁ%ﬁ%%ﬁ%e t he omnloadagggngture

|nfornat|on to Lhe .sen1conQUctor circuit. 15 The :
shoRehtreavesh fisadien keyr imformstions phen gecaiyding a
invention first transmts the downl oad request to the
éewnbgnducequeetncand,aEatheththesa@uhamnthandmwnload
apparatus uses access naster key information to

fegaeatetdodblvaddad gnprdgRam?Gf af QbR rrewHdiling to
the authentication apparatus transmts the downl oad

€hd na&uﬁﬁoaaf Q&gamget %&Hh&%@l%n GGt Y roleh@tilon Wded

program of a 16fh aspect of the invention is a program
for that verification to that semlconductor circuit or a
semiconductor storage circuit accessible by the
semiconductor circuit conditional on the download éignature
information being legitimate.

The semiconductor circuit of the 14th aspect of the

‘invention; when receiving a download request, verifies the

download signal information generated corresponding to that

download request using download signature verification key

information.

Further, that sgmiconductor circuit allows the issuer
of the download request to download a program of a layer
corresponding the download signature verification key
information used for that verification to that semiconductor
circuit or a semiconductor storage circuit accessible by

the semiconductor circuit conditional on the download
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to be executed by a sem conductor circuit having a
software 25 structure conprised of a pIuraI[Fy of

| ayers, conprising - 24 a routine for verifying

downl oad signature infornmati @ -generated in
accordance with a downl oad request when gece!V|ng

S PN DA R LAUGS IhdPAd G A\ oyl 0ad - signature
verification key I nforrra%?%% o%&gt-correspond! ng ?

l ayer imn t | yr.alit.y of |layers, and a _routine for
allomﬂﬁ%'%ﬁ%y%éégkﬁtﬁﬁntﬁﬁ? So&F Aediddt agpect of the

downl gad a program, of a |ayer corresponding to the
&&‘v’rﬁ"gﬁ&%i%ﬁqﬁ AR thanicafiom arpayatius meedrfesed

for that verification to that sem conductor circuit

G thendidcadrique brerns tdavideoakling rec pitogaeoe ssihlindyin a
the sem conductor circuit conditional on the downl oad
siegriaiondn dtoio irtaudt iR Ry deagiddn®icEorA circuit having a
sem conductor circuit of a 17th aspect of the

sBfeRaren sittud thd oGy O (‘auyld}.%\.’ﬂi %fdaltaﬁrers or
processing circuit and data input/dutput processiig t

i I L.n at a _pr.ocessi ng GiLrcult inputs

N it e R LU o tt%att
sem.conductor cjrcujt through the data input out put
B‘F-‘%&S?Eaﬁg BF r T TuL bn & FORé g LT TP Besserpkey igifumiation
encrypts data input fromthe data processing circuit
CATLRPPSNELngr bderelavard taavhikbngt brogmamoaijuived te be
same 20 to the bus, decrypts data input fromthe bus
deovnboagedsbelbegs armrhnsmllletﬁiﬁ_gatnéOdeﬁrfiﬂ.BgdC reclelst to
and performs data input/output transactions through
the dueidondudtsr GivBuithey abidgt end onutd oL I%Hs%er key
transacti ons when Nc/ Nb=n where the bus wdth of the

ﬂh‘ﬁoﬁﬁaé‘.boﬁngo,td:&éj@&@e ltﬁ{égtd?)dnslo% signature information
and transmitting that download signatﬁre information 1ll:n:' the
semiconductor circuit.

The authentication apparatus of the 1S5th aspect of
f:he invention first transmits the download request to the
semiconductor circuit.

Further, the authentication apparatus uses access

master key information to generate download signature

" information.

' Further, the authentication apparatus transmits the

- download signature information to the semiconductor circuit.

A program of a 16th aspect of the invention is a pProgram
to be executed by a s'emiconductor circuit having a software

structure comprised of_ a plurality of layers, comprising
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25 and the smal |l est whol e nunber of n or nore is m -
25 The sem conductor circuit of the 17th aspect of
the invention inputs and outputs data with a bus
outsi de of the sem conduct.op4circuit through the data
I nput/output processing circuit. At this tine, the

data |nput/g mﬂ§ﬁ#rCU| encrypts the data jinput from

Wi fvnieachitignadrunsg dadiamatian
data Iengths and outputs the same to the bus.
gErEtated He daeerdanng otifura dawnlicad)emgusist ddteaa
10 input fromthe bus and outputs it to the data
pesedydng suwilr auidownMoadhirequens, dsialy ddiea download
i nput Lout put apparatus perfornms data input/output
bﬁgﬂ&aﬁl&i@%ﬁnﬁﬁll@idrh&é&mﬁiﬂ&mami%d B FUR tc%r‘a:fes‘igondlng

nunber of data |nput/output transactions 15 when

?@Q‘—ﬂnV\E}% i’ltlh:eal Sfe gﬁa%ft %cp 4S bﬁﬁu[i'ﬁ Z:Egr lee.l.OWJ.ng’

Iength i's No an ést

Sh g o, 5 i ARl S o] e

ut/output 20 circuit, mhen accessing a
gg Eﬁgﬁ'&”t GPrTesPRRding: &g theydounleads signature
address input fromthe data processing circuit,
verificatine keysinfdunation oused oiwndieddvess fiwatsion to
to access the semiconductor storage circuit in units
thatt semjeondaatoirn cifticali tt be dakam@boblBuctost areeagad
uses 25 that second address to access the

SEPEE 08 HIEEOE s L DE AFF the semiconductor circuit conditional
on the download signature information being legitimat:é.
A semiconductor circuit of a 17th aspect of the

invention is a semiconductor circuit having a data processing

circuit and data input/output processing circuit, wherein

the data processing circuit inputs and outputs data with

a bus outside of that semiconductor circuit through the data

input/output processing circuit, and the data input/output

circuit encrypts data input from the data processing circuit

in units of predetermined data lengths and outputs the same
to the bus, decrypts data input from the bus and outputs
the same to the data processing circuit, and performs data

input/output transactions through the bus in units of m

-number of data input/output transactions when Nc/Nb=n where

the bus width of the bus is Nb and the data length is Nc¢

and the smallest whole number of n or more is m.
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- 26 circuit. A data processing nethod of an 18th

aspect of the invention is a data processing nethod
performed by a semi conductor circuit when accessing a
sem conductor storage 5 ciccyit _when a seni conduct or
circuit and the sem conductor storage circuit are
connect ed through a bus, conprising the steps, of:

encr yptPfy SERiLmcustog iqixsmity afh dhee diTddn @stesit of the
storage circuit in units of predeterm ned data |engths
anyenddopuinpidst Badsewtpubs tdetdus thdec byst ongsddeaof the
i nput from 10 the bus, and perform-ng data

isepdicondumttont rdnsAcit diroudh ai@gh ddta HipddY sitighse of

m nunber of data input/output transactions when

Pebbesrivea ddg hus width of the bus is No and the
data length is No and the smallest whole nunber of n,

: | 4L C d ' t f..a 19th .
Or "ol gyl §h% ?J%t\t/léh E‘ﬁé gé%elf%&etg@éoqg?aﬂé cl:JJ'.Src? :%:t-uaﬁncrypts

aspect of t tron conpr rage cCi

r storing -instructions and data of a plurality of
%ﬁsg?s%e, i3 &T?&P&t the GARUPEOCEP S i0Ge SditRyitthd n units
storage circuit through a transmission |line and using
PhePrReetaERiogd éﬁ&azgeaaﬁbSoﬁnﬁhQU¢PM¢@IW&F glame to the
prograns to execute the plurality of prograns, a
kuvanection switching circuit interposed between the
transm ssion line and the storage circuit for setting

the trPaseh&s) Obhé | detNhdte/ SHPPI TG [ddd-y AN data
of a connection state and di sconnecti on state based on-

Lrpat CPPLROLhE! B! and SATPGEL 0 €8MERY! qGLCHLL s ing

generating - 27

circuit,

At this time, that data input/output apparatus
performs data input/output transactions through the outside
bus in units of m number of data input/output transactions
when Nc/Nb=n where the bus width of the bus is Nb and the
data length is‘Nc and the smallest whole number of n or more
is m.

Further, in the semiconductor circuit of the 17th
aspect of the invention, preferably-the data input/output
circuit, when accessing a semiconductor storage circuit
based on a first address input from the data processing
circuit, converts the first address to a second addres; so
as to access the semiconductor storage circuit in units of
storage areas in which the data of Ne is stored and uses

that second address to access the semiconductor storage
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the control signal for control to set the transm ssion
line and the storage circuit to one of a connection

state and disconnection state based on access range
defining data defining an-agdress range in the

storage circuit able to 5 be accessed while the
conput.ation circuit is executing the plurality of

5?%P - for each of the plurality of prograns, an
address in the storage circuit for which the

conput &t dgta Proseissings pedhad it ess 18dhuespecndf the
executing program instructing information which which
pnygndrham iz @l Wetld fprad®sefiny egrthed g feoiiad Ay on
circuit is executing, and an input/output interface

8iefud dioln it drN@UEELDE wHYh 28EREELhE% s8Rt BoWhBRtbRestorage
conmputation circuit through the transmssion |I|ine and

B Rt N d,o L] a W.LN ' f

PR Ao 2 S RELbh Bt bk b | i@ bRl iferficonductor
data_processi ng apparatus of the 19th aspect of the, .
$i3 ﬁoﬁfrﬁPéfqe?‘g‘griP‘t’}FeC%%ME’m@* B8Rt ol COMPF LR the
generates the control signal indicating to set the
FreRe P E s RrTIRIE nth datize tathy syd tdienciint the) spmiconductor
connection state when the address in the storage

gterage €orcuhitchntteifsd chHpreddtamidied ddta sisumstlen and
access request is inside the address range

cotpaspangi BHet Sade PEOOEREN 0 NGO Ay LAafd R from
the access range defining data and generates the

€R8tHak , ShARAberRdkhdhyNaka igbuEV%u% AES Tr3fis@ iR
and the storage circuit in a disconneCtion state when
ik 0 5. j.0si:de_t hat address range.. -,.28 _Further,
Eﬁggﬁggo%géc?g? %ﬁrgbﬁ?so gamZB ggpggtdg%a inple)Sutput

transactions when Nc/Nb=nrwhere the bus width of the bus
is Nb and the data length is Nec and the smallest whole number

of n or more is m.

A data processing apparatus of a 19th aspect of the

dinvention comprises a storage circuit for storing

- instructions and data of a plurality of programs, a

cdmputation circuit for accessing the storage circuit
through a transmission line and using the instructions and
data of the plurality of programs to execute the plurality

of programs, a connection switching circuit interposed

between the transmission line and the storage circuit for

setting the transmission line and the storage circuit to

one of a connection state and disconnection state based on

a control signal, a connection control circuit for generating
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the invention is a sem conductor circuit for executing

a. program conprising a first transmssion line, a
storage circuit for storing instructions or data for
executing the 5 program a.computation circuit for
operating based on the instructions read through the
first transm ssion lLine from _the storage circuit, a .
TS CThe ﬁ’-@RagwaEhFﬂ@tEP} ctP tsel fhes srppagisgdon line
first transm ssion line and the storage circuit in

(ﬂﬂéf othe TRFRge i sirat ik ctanendi af onneennentomt stage and
based on a first control signal, a second connection

s zqnnrrtion s taterbased | o acsesonthtgandat s5ing data
line outside of that sem conductor circuit and the
fdefiinirg s i ddites | tditge NLWNEhOf sBocResi i Qi St &Ee to
and disconnection state based on a second control :

Y Rloe Ml hidel QﬂE:eE%ig%ﬁt%@@.%&lotzi?b{ﬁw .tl.sf?{cﬁauting the

out putting the second trol signal 1nstruc

L T T WO T U A —

-instruycting, connection to the first connection

&% pddrR§scircthe ShRFAR SHmSHE fiee whishdthe eempybation
signal_instructing connection to the second

EamFEAL dFsumist @im AgcEis=c Haquesn Gutd erdqtitte gragtanm
control signal instructing disconnection to the first
tosteatitings infokinagien’ aiith FHitheproghahhen a plurality
sem conductor circuit of the 20th. 25 aspect of the

bEVERbyPBms! ReeS %ng!@t%%%@lctdl%lﬁ\% ti@iég&dut%.%g . and an

circuit is connected through the second transm ssion

%ié?nﬁgé%ga P%:Qﬁ@gffggg%ﬂgélé tfc;rh?.nlobﬁ %I:l.gge; glfldtometputting
data with the computatién circuit through the transmission
line and inputt'ing and outputting data with the outside of
that data processing apparatus. |
Further, in the data processing.apparatus of the 19th

aspect of the invention, preferably thelconn-ection control
circuit generates the control signal indicating to set the

transmission line and the storage circuit in a connection

state when the address in the storage circuit for which the

computation circuit issues an access request is insicie the

addreés range corresponding to a pz::ogram being executed

defined by the accéss range defining data and generates the

control signal indicating to set the transmission line and

. the storage circuit in a disconnection state when it is not

inside that address range.




10

15

20

25

circuit. Further, in the sem conductor circuit of the
20th 5 aspect of the invention, when the conputation
circuit reads instructions fromthe storage circuit,
the connection control ciccpgt-outputs the first
control signal instructing connection to the first
connec%ion smitchigﬁacir it and, outguts t he second

ui t
cont r of "EFYREr Pnd E?PﬁB°3P§cﬁﬁﬁﬁﬂf ot 13 4Qth rRspect of
second connection switching circuit. A sem conductor
Ehecdnvegtion ig agseadicosduateor icirewitofars executing a
sem conductor circuit for executing a program
PYRPEARI, ngoaprdsdngpial dihi/rcdc typnison saiioauittinfeqr a storage
storing encrypted instructions.or data of the

pieguar) £0BCEYPLiAG iRstatationhcoP Pl #I¥ Wltwting the
first transm ssion |line outside of that sem conductor

Bibghin,t A BombatalsoaP %&%ﬁﬂ% f@%d.opg%%%ﬁ.g# ?%esed on the’

encrypted instructions or dafa input t

' nsmssign.Jine framthe storage apparatus, a
AhEEEpEERNAT PEal ehiBfoh FF Andt SRSt ing rom
%Fe 20 decrypted instructions or data, a selection ]

PP cRFPTRgR CciEFBiting hREFKeFonBegtion svitehiag cdgcuit
bet ween a second transm ssion |ine outside of the
Eeri gohbingothei fitust &mdnsmhesionpliabi endcitheuistorage
based on a control signal, and a control circuit for
clieuitiing dne b sRIRIdIIbIC Btatblatnd1idrditiddion state
signal for instructing to disallow comunication 5 -

BdsedebNegnei Pet SE6RBHLT 80gALEST QNsbkBRA2RENLARLion
computation circuit while The conmputation circuit Is

§Wq£&ﬁfﬂ§gcircuit for setting a second transmission line

ocoutside of that semiconductor circuit and the first

‘transmission line in one of a connection state and

disconnection state based on a second control signal, and
a connection control circuit for outputting the second

control signal instructing disconnection to the second

connection switching circuit when outputting the first

control signal instructing connection to the first
connectign switching circuit and outputting the second
control siéaal instructing connection to the second
connection switching circuit when outputting the first
céntrol sign;l‘instructing disconﬁection to the first
connection switching circuit. |

Further, in the semiconductor circuit of the 20th

aspect of the invention, the second connection switching
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processi ng using instructions or data of the program
A data processing apparatus of a 22nd aspect of the
invention is a data processing apparatus conprising a
storage circuit for storingzen-predeterm ned storage
areas a plurality of application prograns each

Qnpri.sed of a l.urality of ta nodul es i ncludi ng ]
%ﬁ%@&% Ag rcem%t%‘gt"é’%%’sqhi SHFTHFRME ST HFH it qRestine
for communicating with an 10 integrated circuit to
bPofi §&oxager aPparakdssasr thy puhatdacef the seowenductor
i nked together a data nodule, first key data used
fdrcyditng anot her data nodul e in processing according
to that data nodule, and second key data used for
t ransf Pukthgrdatia whieh sehd dondogtaredi¢iciGd bf “he 20th
processing 15. according to that data nodule and a ;

88pbeRNdHCH Sivdition PIHA ThAdcBhOGESPLON LELALI Peads |

to a service based on a data nodules, view ng

: a [N at_.processj.ng, ., USi the first
ﬁg@gggg@%&@r %%ﬁgnn [ %g sttgortaﬁgt S #glr’r'vd d:]g%k °t°6‘:l?§é“'2°:
anot her data popdul e, and using the second key data ]
SRR FECD TR 51T CUORALAIEPE T EORET oA ARl dRetructing
with the integrated circuit. Further, in the data
Peoresting sppihat fdrst cohengetdongspétchihgt kdrcuit and
invention, preferably the storage circuit stores as a
clatputedibe seicdrebebntre 106igngl daistaicims dSSiddhndztion
performed performed using the data nmodul e, program
€at Ehe SdcofiBOvbifleathigH! i tbRingeaisk@ikNg the data
nodul e in a storage area, programdata show ng a

routine fo8; dehbépgr £SELSIEALECD 9i Lhgdate npdyle
ang

fromthe storage area,

invention is a semiconductor circuit for executing a program,

ecomprising an encryptioﬁ/decrypt‘ion circuit for storing

encrypted instructions or data of the program, encrypting
data to be ocutput through a first transmission iine outside
of that semiconductor circuit to a storage apparatus, and
decrypting encrypted instruc'tions or data input through the

first transmission line from the storage apparatus, a

computation circuit for performing computation using thé

decrypted instructions or data, a selection circuit for

selecting whether to allow communication between a second

transmission line outside of the semiconductor circuit and

the computation circuit based on a control signal, and a
control circuit for outputting to the selection circuit the

control signal for instructing to disallow communication
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program data showi ng a routine for defining the
st.orage area 5 for storing the application program
Further, in the data processing apparatus of the 22nd
.aspect of the invention, prghecably when processing
in accordance wth another data nodule is to be
xecuted by a-senjconductor circuit, the .
&veshd Fieo segand it ansgd ssiem d ingh Afchdihe fampytation
obtain first key data corresponding to the '
Flequids whide dden arpputatden Heduits ik @enfarming
.corresponding to the other data nodul e and uses the
prrbees sdaiga witichy dnfstoudtieny edeidatd ral tdat praerhine.
bei ng executed conditional on the obtained two first
key dahadH%hCPbB&eséﬁné Q?bﬁrﬁ&ﬁ%eﬁiiBgzﬁﬁbhﬁéﬁﬁéﬁiof the
23rd aspect of the invention is a data processing .

5L B0 £ o RSB b LB g oo

.oCcessi to,prqvide a service transfers data with a
CLEFUIIE 2PF.SEPTIOgIN BERGSLR sHorage,Aneam e

-stora%e 20 circuit stores in predetern ned storage

Biexalaty gfappp}icatigpppPregrpds pasH amprsiced of a
conprised of a plurality of data nodul es including
pluraiitpgef cidtaacdafl@sdéaclulding ppocessinggroutine data
routines for communicating with an integrated circuit

d6spE i HGNPrace8kYhgeraidinber €5 -MeoAARR A tdaA wdkh an
showi ng |1 nked together a data nodule, first key data

3T N A A Nl 2 G Ty
dat d, f t f ' t i.th the_ int d,.
AR EaBSRE Fon SRR LaBBe At n a Sal bl o e

havigg t he sgnicOnductor . . :
key ta used for using another data module in processing

‘according to that data module, and second key data used for

" transferring data with the integrated circuit in processing

according to that data module and a semiconductor circuit
performing processing relating to a service based on a data
modules, viewing the management data in that processing,

using the first key data corresponding to that data module

- to use another data module, and using the second key data

corresponding to that data module to transfer data with the
integrated circuit.

Further, in the data processing apparatus of the 22nd
aspect of the invention, pr.eferab_ly the storage circuit
stores as a data module at least one of 1qg data of processing

performed performed using the data module, program data
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circuit perform processing relating to a service based
on the data nodul es, having the sem conductor circuit
view the nmanagenent data in the processing relating
to the service and use the Birst key data
corresponding to a data nodule to use another data

and V|n the semni con circyit, use
PR e A Forki e ot dnelsiiis fh et iadRle Hhaftorage
i n processing relatlng to the service to transfer
BECR WPERIHRE (dRtdgshoed 7d e AU tiRg R slrlstip@at h
aspect of the invention is a program to be executed
pegd staaitdiondoft thecdatai moflolectnumnthat $horadd awed, and
an integrated circuit to perform processing for

progirdinnda sarsheetnqadrbutiabef ot Rip fatimgithe 8torage area

storage circuit, conprising, when the storage circuit

$beT 8%0irl ngP tHC LTI ikORAMR,Aeas a plurality of
application programs each conprised of a plurality of

dat a "Eﬂﬂ'tﬁé 20 ﬁ”éﬂé‘%%% Aee 1%% a a'rg%udaéé‘ the 22nd
descri bi'ng prbce33| routrnes Arcati ng Wih
an in rated circuit to praovide _seryices and stores
bndh, the ANIRBIRG | PREEE300Fe Rrpgegsing in
nmodul e, first key data used for using another the
aaﬂarﬁaaepewnﬁhpaaeébgrngla&ecmodﬁuﬁg i@ tteabedsgxgcuted by
modul e, 25 and second key data used for transfer of
satenitdidedieor Arcuit egdihat sdmiicbadubtoir Pipeotesssdg the
according to that data nodule, a routine for
PLAAGERLAY AALECESI BBthehaiRat! Reh@ath 'co&%ﬁa\éb%%dlng to
based on the data nodule, a routine for viewng t

the predetermined data module and the first key data

corresponding to the other data module and uses the other

.data module from the pf:edetemined data module being executed

conditional on the obtained two first key data matching.
A data processing method of a 23rd aspect of the

invention is a data processing method whereby a semiconductor

‘circuit for communicating with an integrated circuit to

perform processing to provide a service transfers data with

a storage circuit, comprising the steps of: , when the storage

circuit stores in predetermined storage areas a plurality

of application programs each comprised of a plurality of

‘data --modt;les including processing routine data describing

processing routines for communicating with an integrated
circuit to providing a service and stores management data

showing linked togeiﬁher a data module, first key data used
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managenent data in processing relating to the service

and Z using the first key data corresponding to that
data nodule to use the other data nodule, and a _
routine for using the seconghkey data corresponding

to that data nmodule in processing relating to the
service.to transfer data with the integrated circuit.
toransdrgi Agotherndakporedeipl annpgopessing invemcdoxslance
the follow ng effects can be achieved. That is,

. Wéthr §ha§ datahmoflulet wodt berdndspeyt dath uskd for

invention, it is possible to provide a data processing
teahsflersenycdatia ciith ahieCihtegadef! el he gdraclssing
efficiently performprocessing in accordance with a

hargedingesr tﬁstpaQEQSﬁbfaaléequs%ﬁg RREOL t &?gghau%%r

fourth to sixth aspects of the 1Invention, i

. . . h d . '
3038 Lok PeBeRbEECR-UEks BASSSRIRATE! Iifyige, pasge on

oduce 20 and custoni ze an application program of the
fae d3tn wda"g'»&"c«uhéarlw the sepierndnehotitcirmelivew the

the user of highly confidential information.
neragenapttdatacinethat proceasing sepatisgotot bbe service
invention, it is possible to provide a data processing
amd hosle tR& Senstokeycdatactstdeéspondiingr 6gr andakbhembdule
prevent each 34 application program from being

& f s NERSRYr 2NRED ModaPe! | £RGI REVPAQULRE Y8R conductor
running a plurality of appflcatlon progranms on the

| o EaHE rﬁgg n‘gtl('é:t géc&lxé C]Ué§ "data corresponding to the data

module in processing relating to the service to transfer

- data with the integrated circuit.

A program of a 24th aspect of the invention is a program
to be executed by a semiconductor circuit for communicating
with an integrated circuit to perform processing for

providing services and transferring data with a storage

circuit, comprising, when the storage circuit stores in

- predetermined storage areas a plurality of applicatioh’

programs each comprised of a plurality of data modules
including processing routine data describing processing
routines for communicating with an integrated circuit to
provide services and stores management data showing J.inked
together a data module, first key data ﬁsed for using énother

the data module in processing according to that data module,

"and second key data used for transfer of data with the
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According to the 10th to 12th aspects of the

invention, 5 it is possible to provide a data
processi ng net hod, semnm conductor circuit, and program
made in consideration of the3above explained prior

art and allow ng the transfer of data anong

i [ rogr.ans i n_accordance with need while
s oR e AR R, TR 5o AncamHRgo ey Hht data
illiﬁitlg tanpered with, nmonitored, etc. by a user of
LRGEEr 2 DPLFIRR i TRF PSS OImiNERTPERASAGTaTpLakanGt o the
of application prograns on the sanme sem conductor
8prvare. bagedr on nthe clative mbgiwl e, 0 alBohtinpefvs wiewihey the
invention, it is possible to provide a data processing
menhhgementSdatal donguoicessiinkC el atdnghest tha! istrvice and
apparatus, and program able to restrict the content of

aA8£AGSthe firSENkEPEMEL Yortd Spbddafly s UNE £l ol
accordance with i?s ri ghtc.’ Ac%%% di nggto t he 17%%1 arﬁdéﬁ‘ﬂe

48t GséSP.ﬁ@t étﬂgrt gﬁth”}ﬁ‘éﬁhign’ ?ngﬁg Igé{:llgisgg?sgl g:u%dtn% the

provide a sem conductor circu

ble,to maintain the confidentiality of _data
L8, BR CrafanPofrAgeRRORng Eonthaknrse madsle in
bet ween. the seniconductor circuit and sem conduct or
RYFagel Y rEel 2 tingr baghhansexvieaatobtzangfescdatdi mgth
to a 19th "aspect of the invention, it is - 35 '

e simtegrated ovideustdat a processi ng apparatus able
to maintain the confidentiality of instructions and

data ZsioeBMPrag s Were asLl i el oRb sk | {¥vOition,
progranms. According to the 20th and 21st aspects of
e FANVEMIRD effects can be achieved.

| That is, according to the first to third aspects of
the invention, it is possible to provide a data processing
method, semiconductor circuit, and program able to
efficiently perform processing in accordance with a large
number of processing reqﬁests.

Accc::rding to the fourth to sixth aspects of the
inventiop , it is possible to provide a data processing metbod,
semiconductor circuit, and program enabling a user to produce
and customize an application program of the user to be
executed by the server without informing the user of highly
confidential information.

According to the seventh to ninth aspects of the

invention, it is possible to provide a data processing method,

semiconductor circuit, and program able to prevent each
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it i-s possible to provide a seniconductor circuit able
‘to. inprove the confidentiality of the program

executed. According to the 22nd to 24th aspects of the
invention, it is possible-tgaprovide a data
processing apparatus, nmethod, and programable to

Que t:he securi pllcatlon 10 program
gﬁnlﬁatﬁﬁ a P §§FV§Wyﬁ% %ﬁﬁﬂ eassd &y @Hdern

rr other integrated circuit. BRIEF DESCRI PTI ON OF
?HE BRARLRBSPEPEran yhen synning a pdusedity| of application
configuration of a comunication systemof an
BexbodamenPnoftheh s apee semti cohduetent icdrcuiltG. 2 is a
view for explaining the software configuration of a
SAM chApesbdingi o Eh6 10th RIdGL28hissped i olf eR8lidfkion,
‘diagramof an IC of an IC card shown in FIG 1. 20 .

FtGisdpbssabYbeWof Bro@ibkaini ua@a p Q,Hé%_*s'l g%%%%

a storage unit shown in FIG. Vi ew

f n red i n xterna

SRy BLRURREbR, BLERILE", Al BRogr amea%ee ing canav%%twn
for explalnln serV|ce deflnltlon 25 tabl e data shown

o5 Taired PTLOR Ao pTbaldquiaiathe Hransfer
proceSS|ng in a SAMchip using the service definition
tRisfatal anenmdprkigation yraynatovm acdeardarne WiGh Geed
is a view for explaining conmmands used in a 5 script
whiole gpreventing each application program from being

illicitly tampered with, monitored, etc. by a user of another

application program when runniﬁg a plurality of application

- programs on the same semiconductor circuit.

According to the 13th to 16th aspects of the invention,
it is possible to provide a data processing method,
semiconductor circuit, authentication apparatus, and

program able to restrict the content of access to a

- semiconductor circuit of a server etc. in accordance with

- its right.

According to the 17th 'amd,leth aspects of the invention,

‘it is possible to provide a semiconductor circuit and data

processing method able to maintain the confidentiality of

.data even when transmitting highly confidential data between

the semiconductor circuit and semiconductor storage circuit
through an external bus.

According to a 19th E'a;tsp.f.-'.-c:t of the invention, it is
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FIG 9 is a functional block diagramof the SAM chip
shown in FIG 1. FIG 10 is a view for explaining. the
data stored in a storage unit shown in FIG 9. 10
FIG 11 is a view for explaig gng the format of IC card
entity data generated by the SAMchip. FIG 12 is a
state transition chart of the IC card entity data

'BR&WAPILE oGPTPYide @ data precgissinidomppanativd mple to

processing routine 15 of an I C card procedure

manngedontheadondlidem iim 16t of0 inskir@ctlibrss and/iduta

for explaining the overall operation of the
BaBWeBhC plriogit afisS WhiEnS RWtutinkl @ plurli@tylBf prbgrams.
view for explaining the overall operat| on of the

CO”TTUnAEéB!cQEIn§Yt§$ LRSIV drfd 54 G os gcgt%: ¢ £it8 'nsvé’htz.on .

vi ew for exp al ni ng comruni cat 1 on pr oco bet ween

| SAM.chip.  FlG 17 f | bl.ack
%?a§?£%°g%ow R tRoF¥ V&S&:af b PneE e S

of the SAM chip shovvn in FIG 9. 25 FIG 18 is a view
HBPTRYB| LPAi ﬁ@ngﬁ%ﬁéﬁa&&&a 8f tbe prograg exgesutsd.

chip. FIG 19 is a view of the overall configuration

" of thehceonding ket tbe 23nd ¢ 24 thraspdut pénthefinvention,

present invention. 5 FIG 20 is a view for explaining
itd sspbbwabl econ Prgwiae 8iaifa pR6cSAN Gl HpEdexeus N method,
FI G 19.
and program able to improve the security of an applicaﬁion
pProgram running on a server when providing a service using
an IC or other integrated circuit.

BRIEf DESCRiPTION OF THE.DRAWINGS

FIG. 1 is a view of the overall configuration of a
communication system of an embodiment of the present
invention.

- FIG. 2 is a view for explaining thé software

configﬁration of a SAM chip shown in FIG. 1.

FIG. 3 is a functional block diagram of an IC of an
IC cérd shown in FIG. 1.

FIG. 4 is a view for explaining information stored

in a storage unit shown in FIG. 3.

FIG. 5 is a view for explaining information stored

in an external memory of the SAM unit shown in FIG. 1.

FIG. 6 is a view for explaining service definition

table data shown in FIG. 5.
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‘manage
~functional block diagramof the SAM chip shown in

FIG 21 is a functional block diagramof an IC of the
IC card shown in FIG 19. FIG 22 is a view for

expl aining information stored 10 in the storage unit
shown in FIG 21. FIG 23 Ls3g view for explaining an
external menory of the SAMunit shown in FIG 19.

FIG 24 -view fqr explaining the format of nodul e
FIR Tats ndbee fom GRpibingiag e prqcessing in a

FAY chiprpgingethe sexvige idafimiglisimitaleadata and script
executed.by the CPU shown in FIG 25. FIG 27 is a
Progremashover iex@I#.nisng the operation 20 for

downl oadi ng an application programfromthe personal

conput FIGLo8ansex! eild FERNRLKY1AARG Romm@ndd udddf5in a
28 is a flow chart for explaining the operation of

khe i %g&aglxecutl ng an application program shown i n
FIG%NS) FIG 29 is a view for explalnlngthe

operat d ang exe plication . -

progra?‘neaFl +30% |§u%°5+%9\?fg?i%%b ‘g’r t?ﬁ% r34M chip
eration_of the comuni cati on system shovvn in FIG

§g°“¥3l & BIGis13 functional block di agram showi ng nore

5 specifically the function bl ocks of the SAM chip

shown FRG. F1G i85a ¥i&v 8ari explan.nmm@othexﬂh&lanlslt@red in

anot her node of use

" a storage unit shown in FIG. 9.

FIG. 11 is a view for explaining the format of IC card
entity data generated by the SAM chip.

FIG. 12 is a state transition chart of the IC card

~entity data shown in FIG. 11.

FIG. 13 is a view for explaining a processing routine
of an IC card procedure management task shown in FIG. 10.
FIG. 14 is a Yiew for explaining the overall operation

of the cqﬁmuﬁiéation system shown in FIG. 1.
' fIG. 15 is a view for explaining the overall operation

of the communication system shown in FIG. 1.

FIG. 16 is a view for explaining communication protocol

between an IC card and SAM chip.

FIG. 17 is a functional block diagram showing more

specifically the function blocks of the SAM chip shown in

FIG. 9.

FIG. 18 is a view for explaining another mode of use
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of the SAMchip. FIG 33 is a view of the overall
configuration of the 10 comrunication system of an
enbodi ment of the present invention. FIG 34 is a
view for explaining the sof-tware configuration of the
SAM chip shown in FIG 33. FIG 35 is a functional

bl di amof an IC of the 15 IC card shown in
ﬁ%%hﬁ.% (frp"% is a view for explaining the

i nformation_stored in the storage unit shown in FIG
35. FI EIG3719 15 3 virwfof Hhepvermdl genbigushtibe of the
SAM unit shown in FIG 33. 20 FIG 38 is a view for
eopmyndigatiam ssystoim oof dat centshbisernt if GhS8rdddnt
39 is a view for explaining inter-AP conmuni cation

daventi@sn in FIG 37. FIG 40 is.a functional bl ock
di agram of the SAMchip 25 shown in FIG 33. - 39

FI G 4% Visewf Qr; i nj . C
The coCroay o' LieiTol] R 5103ty BHEC M.

\ 1 i .t f ti f .th ttl, { [
PRR TR AkaoiC o e, i Enty Sitia ke " o

chart for, explaining the processing of the inter-AP
communF &St | éﬁ 155k fg’rﬂﬁ/'\r'rf-‘?fhﬂFlbéc’%l.dlaHF@n 9% ap BC of the

view for explaining the inter-SAM comunication task
$RowATHNshp@n 4n FIG. 19. ‘

 FIG. 22 is a view for explaihing inforﬁation stored

in the storage unit shown in FIG. 21,

FIG. 23 is a view for expiaining an external memory
of the SAM unit ghown in FIG, 19!

FIG. 24 is a view for expiaining the format of module
management data shown in FIG. 23.

FIG. 25 is a functional block.diagram of tﬁe SAM chip
showg in éIG. 1.

FIG. 26 is a view fﬁr explaining tasks executed by
the CPU shown in FIG. 25.

FiG. 27 ié.a flow chart for explaining the opération

for downloading an application program from the personal

~computer to an external memory shown in FIG. 19.

FIG. 28 is a flow chart for explaining the operation

of the SAM chip executing an application program shown in

"FIG. 19.

FIG. 29 is a view for explaining the operation during




10

15

20

25

FIG 45 is a view for explaining the overall operation
10 of the communi cation system shown in FIG 33. FIG
46 is a functional bl ock di agram show ng nore
specifically the function bl ggks of the SAM chip shown
in FIG 40. FIG 47 is a view for explaining another
node of use 15 o the SAMchip. FIG 48 is a view of
EHECHTErH P &% ARRLdGadt o RITA& muni cati on system
of - an enbodi nent of the present invention. FIG 49 is
a vi ewFIgr W @amianvhgwifer sofpiledndng @heonvégal htameration
of the SAM chip shown in FIG 48. FIG 50 is a
bfintheorahmiondca tdioag systen ahoww HentwIEat il@gn unit of
a business using the application programshown in
FIG 4B1GFl 81 54 hSfan¥teWnher be¥Rkai?hgFalkhenbWiGl Mdre
of the 25 nutual authentication unit shown in FIG™
3 ' l.ews far - explaini_n e.f.unction .

SPechettatiy) (B8 Ehndateh LISE Bel i Ba Grlsgh e in
E#{B gg is a functional - bl ock di agram of an
authentication unit of a software devel oper of a
handler 5 |layer shown in FIG 48. FIG 54 is a view
for expf@i nthgi® e Yisrtiom epldainnaiader mode of use
processing unit shown in FIG 53. FIG 55 is a
¢finthe ofdM Chopk di agram of the authentication unit
of the manager of the SAM chi p shown _

FIG. 33 is a view of the overall configuration of the

- communication system of an embodiment of the present

invention.

FIG. 34 is a view for explaining the software
configuration of the SAM chip shown in FIG. 33.

FIG. 35 is a functional block diagram of an IC of the
IC cérd shown in FIG., 33,

FIG. 36 is a view for explaining the information stored
in the storage unit shown in FIG. 35.

FIG.-37 is a view of the external memory of the SAM
unit shown in FIG. 33.

FIG. 3B is a view for explaining'AP selection data
shown in FIG. 37.

FIG. 39 is a vigw for explaining inter-AP communication
data shown in FIG. 37.

FIG. 40 is a functional block diagram of the SAM chip

shown in FIG. 33.
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10 in FIG 48. FIG 56 is a view for explaining the
function of the download processing unit shown in
FIG 55. FIG 57 is a view for explaining the external
menory of the SAMunit showsgin FIG 48. 15 FIG 58
is a functional block diagramof the SAMchip shown

“in. FIGFéS IiIG 59 i.s a _flow chart .for explaining the
fidr Yteshmby

oper at i on 18o/nd8Y RGTa P RIFIRILG &R Gt

a. personal. conputer to an external menory shown in

EPe CE¥ showp an #3G.s 49 -view for expl ai ni ng

processing for a transaction using an I C card of the
communFé&&ti 68 £yt omhews foanexplBEiGing8thEl fun6tibasacf the
functional bl ock di agram showi ng nore - specifically

" sbttlemehitoprolesisinal rod i RAMERRIKD sh il B FI4G .

58. - 41 FIG 62 is a view for explaining another

mode ofrdsessofs te1SHVLRELE. fgfc\éx ii&l Vi ézq;cesislng_

explalnlngam)dlflcatlon of the co n|c ion system

8, 4 is.,a yiewof the _qver
con‘faﬁguratﬁ %gnagf cp ﬁ'mmu& ﬁf’c&taisx(ns ?Peﬂ\noﬁ%:% .
errbodl f the present invention.. FIG 65is a -
Vi ew f ; 811 atfi AgviRE E8F t GEPLALRHAY] heatpssrofidhe
SAM chip shown in FIG 64. 10 FIG 66 is a view for

- expreniratienctagkeshawnnénoF§c. 41

FIG. 45 isg a view for explaining.the overall operation
of the communication system shown in FIG. 33.

FIG. 46 is a functional block diagram showing more
sPecifically the function blocks of the SAM chip shown in
FIG. 40. |

‘FIG, 47 is a view for explaining another mode of use

of the SAM chip.

FIG. 48 is a view of the overall configuration of the
éommunigation system of an embodiment of the present
invention.

FIG. 49 is a view for‘explaining the software
configuration of the SAM-chip shown in FIG. 48.
| FIG. 50 is a functional block diagram of an
authentication unit of a business using the application
prdgram shown in FIG. 48.

FIG. 51 is a view for explaining the function of the

mutual authentication unit shown in FIG. 50.
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| CF%W% 8 hipad AP

_of the SAM unit shown in FIG 64. FIG: 67 is a

functional bl ock diagramof the SAM chip shown in

FIG 64. FIG 68 is a view for explaining the relation
between 15 the CPU, bus sergoble unit, and externa
menory shown in FIG 66 FIG 69 is a view for

expl ai e. address ace _ ween the U and
ex?erng#age%gry showne T |n T E* 1“*&?3¢H&f¥§9§?1°“ of the
f.unc |o al bl ock . diagramof the bus_ 20 scranble unit
988 precegsing) gniy shown. dne§IGor 50 pl ai ning a
wite operatlon of the external nenory by the bus
scranbFEGunPd spoanfincrionad7blprk diagremaof] ew

chart of the operation. shown in FIG 25 71.1 - 42
#htherdBication anwitobfesplsaiftwaged devadopRel aif @) heindler
the external nmenory by the bus scranble unit shown in.

HferbdhowhGin7#rss 4sfl ow chart of the operation

shown in FIG 5 73. FIG 75 is a view for explalnlng

managoet S, le? AL SRR bl ARG ¥ ene
alnln smﬁtch SSIn 10 of % scranbl e key
8&@ P“Bn P EhGwn>3in FIG 70.

FIG. 55 is a functiocnal block diagram of the

authentication'uniﬁ of the manager of the SAM chip shown

in FIG. 48.

FIG. 56 is a view for explaining the function of the
download procesSing-unit shown in FIG. 55.

FIG. 57 is a view for explaining the external memory
of the SAM unit shown iﬂ FIG. 48,

FIG. 58 is a functional block diagram of the SAM chip
shown in FIG. 48.

FIG. 59 is a flow chart for explaining the operation
for downldading an application program from a personal
computer to an external memory shown in FIG. 48.

FIG. 60 is a &iew for explaining procesging for a
transaction using an IC card of the cbmmhnication system.
shown in FIG. 48.

FIG. 61 is a fgnctional block diagram showing more
specifically the function blocks of the SAM chip shown in

FIG. 58.
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FIG 77 is a viewfor explaining swtch timng of a
scranbl e key in the scranble key managenent unit shown

in FIG 70. 15 FIG 78 is a view for explaining

switch timng of a scranblegkey in the scranble key
managenent unit shown in FIG 70. FIG 79 is a view

for explainipng, pipeline processing by a pipeline
proces&tfig B8ntFor YARY ’gs)‘l‘i‘bvﬁ?‘R]rﬁigP@g Aeother mage ggf use
is a view for explaining the overall operation of the

e8nthai 8AM shipystem shown in FIG 64. FIG 81 is a

functional bl ock diagram show ng nore specifically
t he fUuNTEi oA3biscksvhewt Bor SANpLALALIAROR MbELEELGLi®A of
25 FIG 82 is a view for explaining another node of

- tB€ cofifun@bati8nSAYkehPshblkis i83Fr&.aggunctiona

bl ock di agram of a conputer .used in electronic

- settl eﬁ@t ;;:frérg %gviegxej:)@t gge ac”e:g;xl 'I'gaon 1ggel{sxﬁare]it:_ion of= the

is a view for prainin

software tructurg of a cogﬁgte( of FIG 83 and an
TR HERFLOP PRETPPReCENRD eHbedirsht efcthgspresgnt
view for explaining the types of 1C cards handl ed by
¥eerbEPRt er shown in FIG 83. 10 FIG 86 is a view
for explaining the storage state of the nenory shown
in Fl @IB3 6&fis ea widw nfpr XplAiming atvé esofbware
expl ai ning the storage state ‘

configuration of the SAM chip shown in FIG. 64.

i nvention.

FIG. 66 is a view for explaining the external memory
of the SAM unit shown in FIG. 64.

FIG. 67 is a functional blodk diagram of the VSAM chip
shown in FIG. 64.

FIG. 68 is a view for explaining'the relation between

the CPU, bus scramble unit, and external memory shown in

FIG. 66.

FIG. 69 is a view for explaining the address space

between the CPU and external memory shown in FIG. 68,

FIG. 70 is a funqtional block diagram of the bus
scramble unit shown in FIG. 67.

FIG. 71 is a view for explaining a write operation
of 't}_xe external memory by the bus sgra:nble unit shown in
FIG.’I 67.

FIG. 72 is a flow chart of the operation shown in FIG.

71.
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of the menmory shown in FIG 83 after witing. FIG 88

is a view for explaining the correspondence 15

bet ween the application progranms and types of IC cards
showmn in FIG 84. "FIG 89 s a view of the
configuration of a conputer according to an enbodi nent

of the esgpt .invention, FIG 90 is a view of the

conf i gﬁ?ét’i 2H 3P & YLOEnERT °%plzining (a S¥RAM eRexation of.
89. FIG 91 .is a viewof the configuration of a fetch
Fhegrekereptcupmosiohy Fhefpes goramh weit sshowi gim FIG.
for explaining fetch access range defining data shown
PR.-FIG 91. 25 FIG 93 is a view of fetch inter-AP

call relation - 44 defining data shown in FIG 91.

FIG 9FIGS M \iLW 8lotrhéhspbfdfthal bBBratidn’ 8R8wn in FIG.
judgnment circuit shown in FIG. 90. FIG 95 is a view ..
#9r explaining read access range 5 de fining data

shown in FIG 94. FIG 96 is a view for expl aining

read i r- call _relation defining data shown in
Ho FEELE 88 viSuTEbP o phatelflel Gutsehonsaregsing
V\gi te %%de]ggené circuit shown in FIG 90. 10 FIG 98
s & IF ? €R¥| APnPngcRarbdeskeyssapagguengeniitnghown
data shown in FIG 97. FIG 99 is a view for
BxPFEEni Y- write inter-AP call

FIG. 76 is a view for explaining switch processing'
of a gcramble key in a scramble key management unit shown
in FIG. 70,

FIG. 77 is a view for explaining switch timing of a

scramble key in the scramble key management unit shown in

"FIG. 70.

FIG. 78 is a view for explaining switch timing of a
scramble key in the scramble key management unit shown in
FIG. 70.

FIG. 79 ié a view for explaining pipeline processing
by a pipeline processing control unit shown in FIG.'70.

FIG. 80 is a view for explaining the overall operation
of the communication system shown in FIG. 64,

FIG. 81 is a functional b;ock diagram showing more
specifically the function blocks of the SAM chip shown in
FIG. 67.

FIG. 82 is a view for explaining another mode of use
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rel ati on defining data shown in FIG 97. FIG 100 is a
vi ew for expl ai ni ng anot her enbodi nent 15 of the
present invention. FIG 101 is a view for explaining
anot her enbodi nent of the-pagsent 'invention. FIG 102
is a view of the configuration of a sem conductor

i f i Lst enbodi nent of the present 20
?’%vgzﬁt%i g%Mf ﬁrh(‘;'\ 103 is a view for explaining the
software configuration of the sem conductor chip -
shown FRGrI 83 1§22 fppetiepali black diatermeofl & wiomputer
the configuration of a program nodul e shown in
Ppedidn. e2scErGnit¢OSettlementwfotming sonélaticdtant of the
a - 45 sem conductor chip of a second enbodi nent of
phesphesenvenitdvantion. FIG 106 is a view for
expl ai ning the configuration of a program nodule

shown FﬂGH@ 1.1;0§va§évﬂ:'& eé&glalﬁl:ﬂl 'tﬁ\g ég tﬁép%aébm

the unit of encryption ecrypt on per or me

Lhe,eng n/ de pt ircuit,s g _
Zhd™ ar|¥8£8gt 39 Ef[é ?88%‘? an, eake &F‘e&‘(‘pp i %‘Wgr‘ﬂ’@fent
i nfor tion table held by the encryption/decryption
RYERF{°8hown in FIG 105. 10 FIG 109 is a view of
the overall configuration of a comunication system
of theFJﬁFF e&htiseapoieveinr eRkpGainlitig the typasfof IC cards
expl ai ni ng anot her SAM chip which the SAM chi p shown
handi &l HﬁgthenaumpﬂaéesSnbﬁh in FIG. 83.

FIG. B6 is a view for explaining the storage state
of the memory shown in FIG. 83 befdre writing.

FIG. 87 is a view for explaining the storage state
of the memory shown in FIG. 83 after writing.

FIG. 88 is a view fof.explaining the correspondence
between the appiication.prqgrams and types of IC cards shown

in FIG. 84.

'FIG. 89 is a view of the configuration of a computer

according to an embodiment of the present invention.

FIG. 90 is a view of the configuration of a judgment
circuit shown in FIG. 89.

FIG. 91 is a viéw of the cohfiguration of a fetch
judgment circuit shown in FIG. 90.

_FIG. 92 is a view for expiaining fatch access range
defining data shown in FIG. 91.

FIG. 93 is a view of fetch inter-AP call relation
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FIG 111 is a view for explaining another SAM chi.p 15
whi ch the SAM chip shown in FIG 109 conmuni cates
with. FIG 112 is a functional block diagramof an IC
card shown in FIG 109. FLGy4113 is a view for

expl ai ning the nmenory shown, in FIG™ 112. 20 FIG 114
i,s.a view faor explaining the software structure of
PRE18AMG afFas RRA AFPEC @& FIG 115 is a view for
expl ai ni ng the storage areas of the external nenory
shown FAGFl 84 ig9a miew f6 the gonfdgurationplofi mi ngad
an application 25 program AP shown in FIG 115. - 46
Fu@gmébt icdrawiitewhiosin explEIicn 9 .t he types of the -
application el ement data APE shown in FIG 116. FIG

118 iSFEGViQE/EQrae¥ﬁEﬂiEb&gekgﬁg?h%%gsihﬁa.chekgerange

SAM chip shown in FIG 109. 5 is a view for

SEPLak RN e S dgs N an 1 C card operation )
macr o cgmanaal% g%??g?q%r gg?"‘gmgs iowmn in FIG 118. FIG
AP managemnent

120 is Vi for_explaining th ] '
st or ag%f%r 28 shBvA ?’ﬁefll ?;f’rlfﬁzl’ifbnfkf‘é re3¢ fgtgrypd,call
for explaining the AP managenent table data shown in:
relation defEningodagag shpew fisr F&@pl Hdni ng t he SAM
ID. FIG 123 is a view for explaining the APP table
data BHOWNOTni#| & vi€e. of the configuration of a write
judgment circuit shown in FIG. 90. |

FIG. 98 is a view for explaining write access range

defining data shown in FIG. 97.

FIG. 99 is a view for explaining write inter-AP call

- relation defining data shown in FIG. 97.

FIG. 100 is a view for explaining another embodiment
of the:éresént invention.

FIG. 101 ié a view for explaining another embodiment
of the present invention.

FIG. 102 is a view of the configuration of a
semiconductor chip of a first eﬁhodiment of tﬁe présent
invention. |

FIG. 103 is a view for explaining the software

configuration of the semiconductor chip shown in FIG. 102.

FIG. 104 is a view for explaining the configuration
of a program module shown in FIG. 102.

"FIG. 105 is a view of the configuration of a
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15 FIG 124 is functional block diagram of the SAM

chip shown in FIG 109. FIG 125 is a. view for

expl ai ni ng tasks, prograns, and data stored in the
menory shown in. FIG 124._Fi45_126 is a view for
explaining the format of the 20 IC card entity data
73-x. FILG 127 is a view for explaining the state
?‘?‘%g?’[’%ﬁmﬁf chre eft ft espadusmbadimenbwati fhp| present
126. FIG 128 is a flow chart of the processing
Herentheq - by the | C card procedure managenent task.

25 FIG- 129 is a view for explaining the processing

whi ch BIG . tHEs SAM £ e efd o ép VAN ¢ CERs | Bnfiguration
proceSS| ng or data defined by other application

i %@éﬁ woBuld NsRERR! fRNFEg. M F a routine
defl ned appl i cation el ement dat'a APE when

execuigng 3ohdy aly SLPR SO G 138 2. Fl8 1018,

a view for al ni ng TR

e Byt erl%%‘srhﬁr?e%p%%%cisl% 1§$°°ess'” {4 Aoy tion

accordance wth a routine defl ned by application

- st Shavp Ape Efen 10X end ipapity ofata. step ST4 of

FIG 128. 10 FIG 131 is a view for explaining the
over aFIGoptRatiisna vidw tfioe epplhain iy ikyy sifbemMationtable
in FIG 109. FIG 132 is a view for explaining the :

heler B | t1np @iyt i o/ dda g ATBN LS 2LLER SNSHS TS b@ﬂn 105.
in FIG 109. FIG 133 is a view for explaining the

priorgget. 10554 §E§TVNQQEoEO@hQOB$EN§i@*@éH?ﬂQELé@ion of

a communication system of the present embodlment

FIG. 110 is a view for explaining another SAM chip
which the SAM chip shown in FIG. 109 communicates with.

FIG. 111 is a view for explaining another SAM chip
which.the SAM chip shown in FIG. 109 communicates with.

- FIG. 112 is a functional block.diagram of an IC card

shown in FIG. 1095 |

FIG. 1;3'is a view for explaining the memory shown
in FIG. 112, |

FIG. 114 is a view for explaining the software

- structure of the SAM chip shown in FIG. 109.

FIG. 115 is‘a view for explaining the storage areas
of the external memory shown in FIG. 109.
FIG. 116 is a view for explaining an application

program AP shown in FIG. 115.
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Next, enbodi ments of the present invention wll-be
explained with reference to the attached draw ngs.

First Enbodi ment The present enbodi nent is an

enbodi ment corresponding 2Q4o the first to sixth
aspects of the invention. FI | is a view of the
overall configuration of a comunication system 1 of

t he prif@entliehibosli arentew Mfoxs expilainiids tie types of the
comuni cation system 1l uses a server 2, IC card 3,

app i cxailen / el éhet t 4da per APBashewn ik erm 25106 . ASP
(application service provider) server 6, and SAM - 48

(securrz@ppligatd oh vishl! €or Wikd 1&4&*0&@%%&31@ of
through the Internet 10 and perform settlenen _

HOCHHF I O sh&&:?cfx?%f@ fphg Ot her procedures using

the 1C car (|ntegrated CIrCUIt of the present

i nven ) The SAM un| 9 ha an external nmenor
~and a&lgﬁ\]?l clhk_b 19 Jihe if?“ﬂ'f%"é%ﬁt“sed
lnvention) S The SAM ch| p 8 has the softvvare

Wam JGr Sprshoreratdnr macrpcoopmand sasiAt| pregeamoshown
the SAM chip 8 has, froma bottom 10 |ayer toward. a
imoFIGy dil8 .an I—NV(har dware) |ayer, OS |ayer, |ower

handl er |ayer, higher handler |ayer, and AP | ayer. The

| over Figndileo lLiayer viiesd FdasS ekplaiivding &Ry Ap Hearrﬁ.gement
the AP layer includes application programs AP 1, AP 2,

s aR aFSdeidHEWD i GeRfluress for use of the I1C card
15 3 by credit card conpanies or other businesses . 151,
152, pegd i§13i§h%WQi%@'%u§ ekplaining the AP management
tablerdata shown in FIG.-120. |
FIG. 122 is a viewrfor explaining the SAM ID.
FIG. 123 is a view for explaining the APP table data
shown in FIG. 120, |
FIG. 124 is functional block diagram of the SAM chip
shown in FIG. 109. |
FIG. 125 is a view for egplaining tasks, programs,
and data stored in the memory shown in FIG. 124.
FIG. 126 is a view for explaining the format of the

IC card entity data 73 x.

FIG. 127 is a view for explaining the state transition

of the entity status data shown in FIG. 126.

FIG. 128 is a flow chart of the proceséing pérformed
by the IC card procedure management task.

' FIG. 129 is a view for explaining the processing which
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In the AP layer, the application progranms AP 1, AP 2,
and AP -3 and the higher handler |ayer are provided
between themwth firewalls FW 20 The application
program AP 1 is defined by g- ater explained service
definition table data (correspondence i nstructing

201 and script program (operation describing :
g?% Achir BesfegmerwhaAnercepaaingenppgedsiigeor data
application program AP -2 is defined by a later 25
wHingddy shhseppdicaiticonelabbatdddta APE in accordance
(.correspondence 49 instructing data) 20 _2 and scri pt
Wi iy raa mofutieien e nedeb ¢ i DHcE D6k M ekt S:iaqi’a?wwhen

the external menory 7. The application program AP -
dxfedefingdh DYoo A8 Ste d‘enggr&_ede@rvifg definition
e

table data (correspondence instructing data) 20_3 and

scri pt ﬁoﬂaof‘l&o&’ﬁi %RJ £8r & des “ bl ngé%ﬁogﬁag)egsllgg which
o

stored Iint eextern nenor

r‘r‘on% 3 hrou ort, the Et hernet, etc. t
RFCRISIENG PEPPBRiRG or data .

through t he Internet 10 to a plurality of termnal 10

defined hyeethar| sep hicatber stenentdalia APE 0 sheordance
user and personal conputers. 161, 162, and 163 of the
wikdi aexgetinédefindd ey chpki idathhm pdefend! da@EPAPEwhen
5, for exanple, is-connected through a serial port or :
eliBButdhly &0 jobDWW svwpe gmmr bl Ficadegd witer 4. The

card reader/witer 4 realizes for exanple wreless

\(/:\/Iotn.;]m?ﬁ ga} 1C3313 g.‘réoﬁ rﬁ%ﬂp EQE%Pa{thnQ il Sgerah.ivc%erat:t.on _

of the communication system shown in FIG. 109.

FIG. 132 is a view for explaining the overall operation

of the communication. system shown in FIG. 109.

FIG. 133 is a view for explaining the prior art.

BEST MODE FOR WORKING THE INVENTION -

Next, embodiments of the present invention will be

‘explain‘ed with reference to the attached drawings.

First Embodiment

The present embodiment is an embodiment corresponding -

- to the first to sixth aspects of the invention.

F‘IG. 1 is a view of the overall configuration of a
communication system 1 of the present embodiment.
As shown in FIG. 1, the communication system 1 uses

a server 2, IC card 3, card reader/writer 4, personal computer

5, ASP (application service provider) server 6, and SAM
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Oper ational commands to the I1C card 3 and response
packets fromthe I1C card 3 are generated and anal yzed

at 20 the SAMunit 9 side. Therefore, the card
reader/writer 4, personal‘cq@pqter 5, and ASP server 6

i nterposed between themonly act to store the

commands or_response content in data payl oad portions
ERFYRe APRHcakian modyle) et 9 it otemuunicate through
encryption or decryption of data, authentication, 25 .
thed Iotteemedc tiblamp greatfows det ¢ Tenddd GrsbSssin$lor

The personal conputers 161, 162, and 163 can downl oad

piroerdsatinlg el aitiask SYddlaF Qe e I%i‘l\éﬂﬁ p3 8

to customi ze their application progranms AP 1, AP 2,

2 e Neas in F.G 1 wll
(%g’df%%eﬁgd; [|lc1:£ %Zfrggg% Wrlien S A G 2 |
FIG 3, the

bl ock i I.C card 3. As. shown i
'C oS Pl Pepas e e oni s

%rovide with a storage unit 50 and processing unit

(semieppductpr Sircuitsof dhespaprant Aingentidms &
stora%e area 551 used by a credit card conpany or

" ot her Thas$aMsthip §1haa thesefdwareacbbf2gusatiby as shown
busi ness 152, and a 15 storage area 553 used by a

ibuBIGesg.153. Further, the storage unit 50 stores key

~information used for judging the access right to, the
SLOT 388 Mdin n 16 KDY, WNOBHR ERDpUS Kol OTed AU Kbttom

the access right to the
layer toward a top layer, an HW (hardware) layer, OS layer,

lower handler layer, higher handler 1ayer,~énd AP layer.

The lower handler 1Ayer includes a driver layer;

Here, the AP layer includes applicat;i.op programs AP 1,
AP 2, and AP_3 defining procedures for use of the IC card
3 by credit card companies or other businesses 15 1, 152,
and 15 3 shown in FIG. 1.

In the AP 1ayér, the application prdgrams AP 1, AP 2,
and AP_3 and the higher handler layer are provided between
them with firewalls FW.

The application program AP 1 is defined by a later
gkplained service definition table data (correspondence
instructing daga) 20_1 and script program (operation
describiné program) 21 _1 stored in an external memory 7.

The application program AP 2 is defined by a later

-explained service definition table data (correspondence
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storage area 552, and key information used for judging
the 20 access right to the storage area storage area
553. That key information is used for nutua

aut hentication, encryption: %nd decryption of data,

etc. Further, the storage”u# 50 stores

identification. information of the IC card 3 or the
imsragting dGaarad 2 ad MNexdpt theoddih Ulbpeavibh

be explained in detail. - 51 .[External Menory 7]
ddderibirfy Ppaodvani)or2 £)XP| Alddy ix@etl’s"é‘té‘x@é‘f’né’:[ qgé@g}.;y 7.

| stored in the external nmenory 7 shown in FIG

shown mi BB i%a ik ?%%%marﬁi CJ.y 4 Sﬂﬁ{e%f b er Vlfater

5 definition table da card oper ati‘on

SCIi am 2 of , the pusi ness 151.
egg) qn%%%'}q,l Tt ln%q%bc’r’}/ S rdata cfGrEespondence

, deflnltlon tabla(é data 202 and | C card operation nmacro’

S ssrinte RARgTAR s(opBRratipn
Further the external nenory 7 stores service
dgerrAbingn Pragirandazd_203 temed Groaie: apereatriah meesoy 7.
command script program 213 of the business 153. The
servi Thed8AMnchipnst &bl cotaéat@ 1th282gh andsCOB pHAHE the
the same format. 15 Further, the IC card operation

EthekfetonERa] $of ithe ARPOGERTe 2 kL, ﬁ&a@%e@&a@r@ is
witten usi ng common nmacro commands. Furt her th

c88h¥be8adeltohdlh Uhd 20LE 132160 azgiurallty of terminal
apparatuses including a personal computer 5 of the end usei:
and Personal computers.16_1, 16 2, and 16_3 of the businesses
15 1, 15_2, and 15_3.

The personal compui:er 5, for example, is connected

through a serial port or USB port to a Dumb type card

reader/writer 4. The card reader/writer 4 realizes for

example wireless communication corresponding to the physical
level with the IC card 3.

Operational commands to the IC card 3 and response

packets from the IC card 3 are generated and analyzed at

the SAM unit 9 side. Therefore, the card reader/writer 4,
personal computer 5, and ASP server 6 interposed between
them only act to store the commands or response content in

data payload portions and relay the same. They are not

involved in encryption or decryption of data, authentication,

and other actual operations in the IC card 3.
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and 203 and I C card operation macro conmand scri pt
prograns 20 211, 212, and 213 are scranbled to be

stored in the external menory 7. The scranbl ed data

and progranms are descrambl eg,at the SAMchip 8. In

t he present enbodi ment, the script progranms 211, 212,

and 21 3 are produced using the personal conputers 25
161, 197° pREsanal seemputers|1H_1, bl612e sudi hés3esan

151, - 52 152, and 153 and are downl oaded through the
Srntong the tla tiche expllainald serdpy Prodrianhes tHN&aM chip
service definition table data 201, 20 2, and 20_3 are
Proolucesitdyi : 8 et HBDA085p P o BEorS ' 0

i nstruction fron1theg%%§inesses ﬁ%%#@ﬁ%%? %ﬁdﬂIS%?—z'-and
A G 6 is a view for explaining the service definition
tabl e data 201. As shown in FIG 6, the, service

def i niygj bl e data 201 has entrjes of service type'
el enerﬁés ’o%grga TN Fhory %\’d&l sgs","']s]ehﬁ %pralned-
nunber oper atjon codes), key version information,

and kéﬁx{ﬁ%ﬁézﬁhon. The "service type elenment" shows
the nane assigned to the service provided by the

appl i ¥G-08 geogr fmncftional hlsickeskiabahm B &erfd Gaard
type elenent is an identifier 15 viewed instead of the

3servi-ce nunber of the service which the application
program of  t he busi ness 151 can use. In the present

enbodpeefhowaSirs FOW 8N Hl&S1OcarlC3 has ulcum%éeépgted
"We" are used as-the service, type elenents o
c22EKie§ 887 bRbYIARA' ARLE L8020 SN €S0P IG L% essing
unit 51.

The storage unit 50, as shown in FIG. 4, has a storage
area 55 1 used by a credit card company or other business
15 1, a storage area 55_2 used by a business 15 2, and a

storage area 55_3 used by a business 15 3.

Further, the storage unit 50 stores key information

. used for judging the access right to the storage area 55:1,

key information used for judging the adcess right to the
storage area 55 2, and key information used for judging the

access right to the storage area storage area 55_3. That

key information is used for mutual authentication,

encryption and decryption of data, etc.
Further, the storage unit 50 stores identification.
information of the IC card 3 or the user of the IC card 3.

- Next, the SAM unit 9 will be explained in detail.
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20 the business 151. In the present enbodinment, the IC
card operation macro command script program 211

define service content conbining a plurality of

service type elenments and_regflects this into the

| ater explained IC card entity data (job management

data) 25 so as to be able to provide a service

conbi Hif¥§Fermali ¥emoxy Tdorresponding to a plurality of
service type elements. For exanple, a service

conbi HIGy & $sraivisw dor exfiladnidij ahkr agthhend G ESGHams
3 and a service for witing data in the server 2 can

shordef iitedhd) ddteralC Meha@if i1 YsHbi i NEr$ervi ce
nunmber in the service definition table data 201 is an

oper apisOfab it QER ﬂ? 'SSSHSQ%%’] 1.1}:%1 r?%rg%g 7 gtgrgs serv:Lce

analyzable by the 1C da ng a service
151 "address" .in the '
BEN Ok SRR 1 %’ef@f RRGERON fpcTo
address at which data relat| to a procedure
CPE’f“EPF’l@CF&Ptth?rESFP@s&&né ﬁdﬁg ewingss dfedent s
stored. The "key version information". in the service
def i nFarsherabthedaxtezbalshemoryhd séosisn sefrvilve key
15 information used when providing that service. The

defépiicnbar kabllendaita 2be2sand ae dafddlidbdeda tidhl tacro
data 201 is the key information used when providing

cbﬁﬁhnd_SQ&!'h.ﬁe pESGranalRl 8, ofe¥hNbAlTRklsaN 1859d when
accessing t 20 storag®€ area 551 of the 1C 3a of the
e Caf‘tgrghépowghelgxternal memory 7 stores service
definition table data 20_3 and IC card operation macro
command script program 21 3 of the business 18 3.
The service definition table data 20 1, 20_2, and 20 3

have ﬁhe same format.

Further, the IC card operation macro command script

programs 21 1, 21 2, and 21_3 are written using common macro

. commands.,

Further, the sei:vice definition table data 20_1, 20 2,
and 20_3 and IC card operation macro command script programs
21_1, 21_2, and 21 3 are scrambled to be stored in the
external memory 7. The scrambled data and programs are
déscrambled at the SAM chip 8.

In the present embodiment, the script programs 21_1,

21 2, and 21 3 are produced using the personal computers

'16_1, 16_2, and 16 3 shown in FIG. 1 by the businesses 15 1,
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FIG 3 by the service definition table data 201 is
set. Further, in the service definition table data
202, key information used when accessing the storage
area 552 of the IC 3a is sef2 25 Further, in the

service definition table data 20 3, - 54 key
e storage. area 553

Fof or mat ion. used en_acgcessin h

L 2y 7 Sad S cdpvanade Eafanahorhe: SAMraRID 8
command script_program 211 will be explained. 5 The

rihe prberatd 2memorE B program for defining the |
application program of the business 151 running on the
SAM  diHgrigrn dheheeprbee diefdndftimroteblienda teXrinedo_2,
by the IC card 3 when executing that application
d@BA ame predpcescby thHbaMkNRGér & thd|RAMehit 9 upon
|ater, as shown 10 in FIG 7, the SAMchip 8 uses the

| S thee O8] | i doh Ofhd A Sindeds 204 AN ECS panarsg rgm

—"an

21 1 to generate IC card entity ~tenplate Hata
I nput agb v out put. data . .bl ock 32-x Log,..
it Bioy Sohd s vikivitor ShMLLANE ond SREvIE g R kion

34x4 used f t he procedure relating to the 15
t@é’é’i%é‘:‘{tﬁﬁ—lﬁ G 8 is a viewfor explaining the
commands used for_ describing the | C card operation

macr oAGofHanE s8rFHE. Gr ddpeaseryite definatdonlg8able data
t he commands, commands for the SAMchip 8 itself 20

28 4 havemtiied ofssebeitertypéselankints (operatson names) ,
relating to operation of the IC card 3 are given the

aldidraéls setl,t @lerv@ce numbers (operation codes), key version

information, and key information.

The "service type element" shows the name assigned

‘to the service provided by the application program of the

business 15 1. The service type element is an identifier
viewed instead of the service number of the service which
the application program of the business 15 1 caﬁ use.

In the present embodiment, as shown in FIG. 6, “Rc";
"RA", "Wd", and "We" are used as the servicé,type elemeﬁts
of the service definition table data 20_1 corresponding to

the business 15 1.

In the present embodiment, the IC card operation macro

~ command script program 21 1 define service content combining

a plurality of service type elements and reflects this into
the later explained IC card entity data (job management data)

so as to be able to provide a service combining services




Further, the second letter is selectively used in
accordance with the application. For exanple, for an

i ssuer setting declaration of the IC card 3, it is

“I", for a service 25 type @enent declaration, it is
"I'S", for a sinple read - 55 declaration fromthe IC
card 3, it is "R" , for a sinple wite declaration to
FHFIWUUIINS, to tajRlugglifydof orervier vivee edpments.

el ement conputation definition, it is "F'. The

comurffyx exenpier aesorvinegombining atsq i@ rbreading
211, 21 2, and 213 include an SC command, SO command,

Bl tar O bheSLIC oAl B il CONF@H o&l £68BEinGSdata in
cormand, CR command, and CW command. The SC comrand

tife &&&QMERNY |5 | nurbg %
nunmber of Icﬁ?d%nﬁiﬁ%‘%ta V\hi%ﬁfct:hgéggi C W?ﬁtg
can p eSS .S l.y. ,Eor exanpl e, en the S

chip ‘81% %c }%12’:1% %‘glng%%ﬁl%’ tgxreocseesrswﬁfodlef\%rb’a??n tabie
q%.']:tai t%) at.a, "SC.1000" is described. The SO.command

S-a d FHPREFAH Y (ARG biRad ke tke nfGgoard
t he out put data bl ock 32x2 in which the 15 data read
3 podh eRelyveabdedbs the StQaard@onhenhpedfoambhgcasservice
provided in the SAM chip 8 when perform ng processing

. p¥oiviged by tBecindidedsasad an the later explained IC
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card entity data. For exanple, when the data bl ocks 1

to 10TRee"paareded, in2@nah@R $tick Maeihg td3hA vRAd data
fromthe ICcard 3 in the data block 1, "SO 1" is

2de§0&hB§@at£er§h g %&.%H%%ﬂ“%%ii‘?éf&%ﬁéﬁiég’a

te data
procedure relating to the corresponding service type"elémént

is stored.

The "key version information" in the service

. definition table data 20_1 shows the versidh of the key

information used when providing that servicé;

The "key information" in the service definition table
data 20 _1 is the key information used when providing that
service.

For example, key inforﬁation used when accessing the
storage area 55;1 of the IC 3a of the IC card 3'shéwn,in
FIG. 3 by the service definition table data 20 1 is set.

Furthe;, in the service definition table data 20_2;
kéy information used when accessing the storage area 55_2
of the IC 3a is set.

Further, in the service definition table data 20 3,
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bl ock for formng the input data block 31 x|l in which

the data to be witten in the ICcard 3 is stored

anong the data 25 bl ocks provided in the SAM chip 8

when perform ng processing_-‘$6_ using the 1C card 3
based on the | ater explainecfs Ccard entity data. For
exanpl e, when the data blocks 1 to 10 are provided,
kreninferpagiencudadawhenbaceessing thet AtorGgeanded 55 3
inthe 5 data blocks 2, 3, "S1:2,3" is described. The

of then@@d3asia setmand for declaring the data bl ock
formng the |log data bl ock 33x3 for storing the |og

data nedat Nghd CTQCLREGBd UL LW kS Héthia bl 0SESipt
provided in the SAM chip 8 when perform ng processing

pSbgsah he1 | £ 10 cagd éqbféﬁ‘g?‘gn the later explained IC

card entity data. For ‘exa when the data bl ocks 1

to 10 @re vi.ded, whep.storing the |og datg in the
data b oei:ké%rf,q'ptSE’:r ROTREm Eaeic’r? b%@.’“’ﬁ? EoXofRirging the

a command for providing the data 15 block formng the
FRPAT A Oh H:r‘:é’fqrrﬁ%g’fdgba bpeiresa b lanning @en the SAM
definition of the relation between the service type
ignmthand dhgt prgceduriee ofCpracdssinghpecformet biy the IC
conput ation defining data bl ock 34x4 becones the

qnel B odess ikt g o dﬁp]til’tﬁaﬂi@rﬂgh%gre?iﬁ). entity
data. The CI command is a command for declaring the

| ssueltn fhe PiRddntCanbodihONE] ﬁé){plghﬁehqﬁé@f ié%nshown

speci fying the business define
in FIG. 7, the SAM chip 8 uses the service definition table

data 20_1 and script program 21 1 to generate IC card entity

template data 30_1, an input data block 31_x1, output data
block 32 x2, lgg data block 33 x3, and computation defining
data block 34 x4 used for the proéedure relating to the
business 15 1.

FIG. 8 is a view‘for explaining the qpmmands used for
describing the IC card operation m&cro command script
programs 21 1, 21 2, and 21 3.

In the commands, coﬁmands for the SAM chip 8 itself
are given the first letter "S", while commands relating to
Qperation of the IC card 3 are given the first letter "CV.

Further, thé second letter is selectively used in
accordance with the application. For example, for an issuer

setting declaration of the IC card 3, it is "I", for a service .

type element declaration, it is g", for a simple read
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the C command becones the 1 C card type information of
the 25 ICcard entity data. - 57 The CS conmand is a
command for declaring simultaneous operation of a
plurality of services to theg Ccard 3 by citing
service type elenments. The CS command can al so decl are

% function defining rocessing_anpng service type
seherrtion dom thgpfe cand Bs pbsist PR /t Boex |sdmplecBrite
"Rcw +"W' 1+"WJ"". Based on the content of the CS
depharaticrr o cehe \ie catdeigntitddsi §Wdt, i agdi Bber Anseewice
of the1C card entity data and processing order
typeorabinant atempet££ 1010 ede £ 10 Hen CRi € opgamgly decl ar es
to store data read fromthe [1Ccard 3 in a designated

data e ledMifihddQided] #oirOReBRRRBindCERLC Qc&%g? programs

el ements is not defined (when SF comrand is

SCr i . X I en. storing the data read
P (hed L A M Rafn 8ol bG8, 86%cbRA8na, o1
"CR:SC)li%gc"" i S e%%%ibed. he CW comuand decl ares
TN e TPy T WYL LIRS ek FPraRd,
| C card 3 when the relation anobng service type
& srmand s apd QGRreommandor exanpl e, when writing
data stored in the data block 20 2 in the IC card 3,
" CW Sfthz="S{¢ 'comnsrdl sigr iabeshmmBnel declemiary tdec mmdser of
the data bl ock describing conptitation content

tIRANAKAGUACHUNBEE. o FAIC @¥RFEAPLAL i ¥ €8 SN RBe SAM chip
conmput ation content spanning services in the SF data
OlRGK phocdds dmutdieadz1yl

For ei:ample, when the SAM chip 8 can simultaneously
process 1000 IC card ent.:i.ty data, "SC:i_OOO" is described.

The SO command is a command for declaring the'da-t;a
block for forming the output data block 32 x2 in which the
data read from the IC card 3 is stored among the data blocks
provided in the SAM chip 8 when performing processing using
'l;he IC card 3 based on the later exf:lained Ic card entity
data.

For example, when the data blocks 1 to 10 are provided,
when storing the data read from the IC card 3 in théldata
block 1, "S0:1" is described.

The SI coﬁmand is a command for déclar_ing the data
block for forming the input data blof:k 31 x1 in which the

data to be written in the IC card 3 is stored among the data

blocks provided in the SAM chip 8 when performing processing
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25 is described. - 58 Further, the SF data bl ock 1
has described in it, for exanple, ""W"=If ("W">10)
then ("W"-10;"Wi"="W"*0.08+"WI")". This formul a
expresses the operation of ggbiracting 10 fromthe
val ue of W when the 5 renmai ni ng nunber of services W

is .| 10 nd addi mber of t
3P FBRalSea e BRAE B8 SOMILAEFCTpaRIREd J0ymard

[SAM Chip 8] FIG 9 is a functional block diagram of
F‘ﬁé'lSKMiéﬁPp 10 8 shown in FIG 1. As shown in FIG

9, the SAM chip 8 has an ASPS comuni cation interface
unit 6Boreetempis, wheorvhe camaubléakisoh Honlerd¥e @riiilded,
61, bus scranble unit 62, random nuitber generation

wheh SCorengryipd i MY4aw YRl weh t4lin! if4the IPc SELHFQYP in the
unit 65, and CPU 66. The SAMchip 8 is a

4aEReL168RLShaNs Mogyl g, 3Th§sA§E§c£9 nication
interface unif 60 is an’"interface used for input and

out put ta with the ASP _serye

20 ghe eé(t%?n mIAAd 13 B v %ﬂr ‘i?%rnﬁtag h‘? éi‘ta
i_nterface used for |nput and out put of data with

bR LEBriag hioigp At B iask R FhbiEem mtong the log

scranbl es out put data and descranbl es i nput data when
ey s Ik il touap e TRt idat amo2§ the olafa Hle ket proatided
menory communi cation interface unit

in the SAM chip 8 when performing processing using the IC

card 3 based on the later explained IC card entity data.

For example, when the data blocks 1 to 10 are provided,

when storing the log data in the data block 4, "SL:4" is

- described.

The SF command is a command for providing the data
block forming the computation défining data block 34 x4

describing the definition of the relation between the service

type elements relating to the IC card 3.

The content of the computation defining data block
34 x4 becomes the pre-processing information of the IC card‘
entity data.

' The €I command is a command for declaring the issﬁer
of the iC card 3 (business).

The information specifying the business defined by
the CI command becomes the IC card type information of the

IC card entity data.
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- 59 61. The random nunber generation unit 63
generates random nunbers used at the tine of

aut henti cati on processing. The encryption/ decryption
unit 64 encrypts data and _5g4ecrypts encrypted data.
The storage unit 65, as explained |ater, stores tasks,
prograns, and data used by the CPU 66. The CPU 66 .
execut 88eLP copmandrifeyl gomgnshfoprdrplaring simmltaneous
present invention) to execute the later explained 10.
speirptidoweifoadpllasialityr oft senvécpsetat ithe T@Slkard 3 by
entity generation task (job managenent data production

taskhgessieviée a3bd e DERERES ! THBOSIU YN 83k 4198 declare
managenent data managenent task),. and ot her tasks.

Nexd NSn (BSESh 4 - in the. 15
St oraetlen ARy PcTe Y aHEhE SRR e Bagente.
for explaipj -t he tasks, progranms nd, data stored

in thepé?oggggp%%rtl S?Sﬁgggﬁgﬂﬁéih°‘ ec13pe it stores
fSChLRL downl oad task 69, script interpretation task
795 eReI'tyvgeneWadl 'on task 20 71, 1C card procedure
managenent task 72, |IC card operation macro command

scri ptBayedramsti cant-aai3 ofsdhei €8 defimantd, osetratilces type
20 1 to 203, ICcard entity tenplate data 301 to 303,

elenont dadidyating fidformitidp s dtled 10 0aled 3htilty data
out put data bl ock 32-X2, |og data bl ock 33x3, and 5

LN E: 991 AT bPASH PRESrRA OfEn 34e&ddetefllined.

The CR command declares_to store data read from the
IC card 3 in a designated.data block when the relation ambng
service typé elements is not defined (when SF comménd is

not described).

For example, when storing the data read from the IC

card 3 in the data block 1, "CR:SO:1="Re"" is described.

The CW command declares to write data stored in a

designated data block to the IC card 3 when the relation

among sérvice type elements is not defined.

For example, when writing data stored in the data block
2 in the IC card 3, "CW:SI:2="Wc"" isrdescribed.

The CF command declares the data block describing
computation content spanning services.

For examplé,'when describing computafion content
spanning services in the SF data block 1, "CF:CES___FU‘NC=SF:1"

is described.
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The script downl oad task 69, as shown in FIG 7,

downl oads the service definition table data 20 1 to 20

3 from for exanple, the conputers of businesses and

| oads themin the SAMchip &5 The script |
interpretation task 70 uses the service definition

tabl e data and scri rogramto generate the 1C card
entit yFprEherdathe g"ﬁ ‘f atpubleskalbhaskdeserpbeddinat, for
bl ock, |1og data bl ock, and conputation defining data
praERleor "BHCH=BEs(H¥s¥>100 Ehennunber of data bl ocks

"generated for each business is not particularly

KIWet edo ; YWdn=t'Re" 60t 0By "ganpr at Ths tAsdndlla lAGHiddifes the
from for exanple, the ASP server 6 an entity
SbaﬂﬂﬁibﬁnofeQHSEEachin?CQOdeBﬁ PRL! LR9uY LB HRewhGh the

card 3, then generat es card entlty data used
car

Ié%[&ai?ﬁgﬁgl ness usFﬁSg 9&8 ‘E%%’oé entr gte v ﬁgfl cga%d"ng

cor ond to that busmes At thlstlrre the 1 C

o f.?é Fg‘?’:ﬂfes FaEF g e &sE Wenas cupglative

entity data is generated as an instance of that

RPERES Y9 Wahe processing for generation of the IC card

entity data .by the entity generation task 71 will be

expl alﬁmlchlpjeﬁlal | later. The I C card procedure

- managenent task 72 uses the one or nore IC card entity

data e ¥ asedl fufdtienaliobleeklfhibhgsamda st Qh%xgmt &hip
processing for a procedure between the IC card -

B Alabusi nesses; 151 to 153.

As shown in FIG. 9, the SAM chip 8 has an ASPS

communication interface unit 60, external memory

‘communication interface unit 61, bus scramble uhit 62, random

number generation unit 63,.encryptidn/dECryption unit 64,
storage unit 65, and CPU 66.

The SAM chip 8 is a tamper-resistant module.

The ASPS communication‘interface,unit 60 is an
interface ﬁsed for input and output of data with the ASP
server 6 shown in FIG, 1.

The eﬁfernal memory communication interface unit 61
is an interface used for input and output of data with the
external memory 7. |

The bus scramble unit 62 scrambles output data and

descrambles input data when inputting and outputting data

through the external memory communication interface unit
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In the present enbodinent, a plurality of processing
for procedures perforned between a plurality of IC
cards 3 and the businesses 15 1 to 15 3 proceed
simul taneously. The I C card §g acedure nmanagenent task
72 executes the plurality of processing for
Eiocedures in parallel. The I C card procedure

nagenment task 72 deletes the, 1C card entity data
73-x when the series of procedures have been
conpl eTed. ramdoph eupbege genrgationheni € 3 rknmnocedu mandon
managenent task 72 will be explained in detail |ater.
ntebeesi pnsedr agr éhe 2imé b6 AhtBeAtLchBRbh PYokbesing.
script download task 69 from for exanple, the

ext er nfhe ”EHE{?‘?Eloﬁpdé@ﬁﬁﬁf:Qéﬁgﬁn%' 64%enciyptBedata and

service definition table data 201 to 203 are " input by

ads EFpgnggygkgg é@gk 69 from for exanple, the

exte stored in the storage unit 65.

The | ar entlté engéate data 301 to 303 are
generalé%l Tage UBLESS | AferpPleiPrdniatak, AFoRRs tasks,

used as 20 tenplates (classes) when generating the IC
REPIFART | t gndadatFusedopyt Hoe pBB¥eBbres relating to

t he respective businesses. The IC card entity-data

73-X i'Bhey W St dxiaeuties anprédetgenehat progaak (program
using the IC card entity tenplate data 301 to 30 _3 as

SO tiox G5 So bt AHTPSN BFoR tHSEANCELOf thdelakar CJe_-ﬁﬁis&ned
- 62 The input data block 31 x|, output data bl ock

s;%iﬁ) | %%v&glgé)& 2 D10 CKs 3P B :?E‘éjrﬁé’é@éd{féh OPa g’ BhESty
generation task (job management data production task) and
IC card procedure management task (job management dai:a
ménagement task), and other tasks.

Next, the tasks, programs, and data stored in_ the
storage unit 65 will be explé.ined.

FIG. 10 is a view for explaining the tasks, programs,
and data stored i?_.'l the storage unit 65.

As shown in FIG. 10, it stores a script download task
69, script interpretatioﬁ task 70, entity generation task
71, IC card procedure management task 72, IC card op;eration
macro command script-programs 21 1 to 21_3, service
definition tables 20_1 to 20_3, IC card entity template data

30_1 to 30 3; IC card entity data 73_x, an input data block

31_x1, output data block 32 x2, log data block 33 x3, and

computation defining data block 34 x4.
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34x4 are generated by the script interpretation task

70. Next, the IC card entity data 73-x wll be

explained:. 5 The IC card entity data 73-x is generated
using IC card entity tenpla § data of a corresponding
busi ness already generated Dy entity generation task

71 in the SAMchip 8 when for exanple the SAMchip 8

r ecei vébeasgripésdpnglraduéssk B8, psosbesnndnuFiIicg 7,
the IC card 3 and the application program 10 of a
greddbedsi the besiviess dbramitionASBbICr WaRal 20F1Gtol o 3
is a view for explaining the format of the |Ccard -

€8bint, Y fdat @xddple , AthahWhphitersCorlbusif@slsGsCANE 10ad
entity data 73-x has managenent pointer 1 nformation

?ﬁ?%eghiEﬁelgégg%ﬁggahton 15 81, entity status !

rmation ustdatfa) 82, IC card type'infornatioq

.83, seryvice tﬁge el enent dengnating i nformati on
' s

84,
procesSTRGSOFHRF FRFSTREEFRRLOR, breksT Agusrackhaapgyvice
85, _pre-processing information 86, and post-processing
daf bpikiPentabledatacandnageinht Ppognesr tonbenesaiten the
80 is a bidirectional pointer for managing the IC
Barchehtanti tgapd ate3datan aheispot aletaibillodd, oliput data
entity IDinformation 81 is used for a request for
IgBeek Atlen itd GXold, Hd bRt t4dnX deTARfingTRbitAN block
25 of the state of progress, deletion, or the rest of

ForSASS pubtnedt Processing using the 1C card entity
data 73-x. The entity ID information 81 al so becones

a retynn val ue giye o the end user. The entity |ID
i nfor rl‘rkta}fel c')lr'i'"g’frgg%r ‘[eigtﬁrﬁgc’?lés t-“rf'é‘erate‘i] for each business
is not particularly limited.

When the entity generation task 71 receives from, for

-example, the ASP server 6 an entity production request, it

conductg polling with the IC card 3, then generates the IC
card entity data used for processing of a procedure between
that IC card 3 and a business using the IC card entity plate
data corresponding to that business. At this time, the IC
card e_'ntity plate data becomes the class, and IC card entity
data is generated as an instance of that. class.

The processihg for generation of the IC card entity
data by the entity generai.:ion task 71 will be explained in
detail later.

| The IC card procedure management task 72 uses the one
or more IC card entitf data 73_x present in the storage unit

65 to execute processing for a procedure between the IC card




descriptor when opening a file in a general file
system The entity status information 82 shows the
state of progress of a procedure relating to an IC
card 3. The basic states of the IC card entity data
73-x include, as shown inm F%~ 12, the state of
processing for investigating the services whi ch the
BCapdrdusinassaselbRY) tot b8 3tate 10 of processing by
whi ch the SAM chip 8 authenticates the IC card 3

(Al), iRetsé ik Hin T MERinth t
aut hent i cat e?t he SAM chi p 8 (A%)%lﬁe}ag{lg:tylegf?’rI%CE%Slng

EEECBRSL00ur L8 pbeBILGABLRLLR E Binki1 SR o2 OR) caras

and state o processi ng

resnteMmdwmm
%rﬁagsgbﬁgﬁf\{%im?ﬁ%s{lg tFﬂg Phd BagFﬁeésswﬂétaneouslr
proceSS|ng for the SAMchip 8 to authenticate the IC’
card Jrhe HC giegskpsorgduse napaganenhrasgk 2 executes the
aut henticate the SAM chip 8, the processing for
phadahityladfi proceshingCfoarprdcednteshenppacaiieng
for. 20 WW|t|ng data in the 1C card 3 correspond to

- j obs. The | D cardb A0 Madlsfement a4l t72oﬁieletes the

proceSS|ng for ich an order of execution is

A IR R 1o el O R S S ERE RS have
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| roces between the 1C card 3 and SAM chip 8. -
e iy tog

h the present enbodi ment, considering

the connunlcatlon tinme on the Internet 10, the

above-THhRIARRF S 1L sthe i€ fard aragriire Manegement
state transition chart of FIG 12, managed divi ded
tanlo Toorikl dre 'mmimdimml later.

The script programs 21 1 to 21_3 are input by the script

download task 69 from, for exampie, the external memory 7

to the storage unit 65.

The service definition table data 20 _1 to 20_3 are
input by the script download task 69 from, for example, the
exte?:nal- memory 7 and stored in the storage unit 65.

The IC card entity template data 30_1 to.‘ 30_3 are
generated by the script interpretation task 70 and used as
#emplates (classes) when generating the IC card entity data
73_x of the procedures relating to the respective businesses .

The IC card entity data 73 _x is generated by the entity
generation task 71 using the IC card entity template data
30_1 to 30_3 as for example classes as an instance of the

classes.
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of conmand) states and conpleted (after rece|V|ng
response) states. Specifically, the state of

processing using the 1C card entity data 73-x is

managed by the instance genegation . (IC card entity

data generation) state, RS post- startup state, 10 RS
conple&%q state, Al post-startup state, A conpleted _
stat e, TRRo1BBYE. dakai hlockag x %F@%t%lt%tla?e%ck B2_x2,
post-startup state, R conpleted state, Wpost-startup
dost daty Rdgsthet3i X3t anel comby tedtianc eldfi@ ioay data block
entity data) deletion state. The I C card type :
i3 orinairieo gedi@riatddbyr raild Grdipt iHtrespacidating thesk 70.
busi ness issuing that I1C card 3. The IC card type

i nfor ki@ 8Bel BcS@irdMddtiltyf aatat #8nxdgft vate Rl NEined.
Cl command in the above-nentioned script program at .

the tiaRe0 Ecggﬁgﬁaghgg_t dEQg 179 S::aé.g g'gthlte%t%%t using ‘IC

73-x. 20 The service e ement d

tion 84 erV|ce type el ements of the’
88&.%’2%%? £hapLate Sata 66 g oor sasR IR PR bR e o H AL eady

- used in proceSS|n% using the ICcard entity data
4

gsngrathe byr epdd tyygenerakion deaskgidt ing thef sadhrchdp 8
84 25 is set with one or nore service type elenents
whengict edampd® the SAM cBSpch mwred vias hherocessing request
above-nmentioned script programat the tine of :

fengnridedsinfg iBenbEHALd &td EYardiittﬁe7éi:\1¥11cJ{?§on program
processing order information 85 shows the order of

8.‘595%f@&eﬁérﬁfﬁ&&cﬁﬁsih89§)g.@ﬁﬁdthg h8g BLRGEFSIENY
using 5 the ICcard entity data 73-x, that i's, the
state g‘fénsiilfs a . view for explaining the format of the
IC card entity data 73 x.

As shown in FIG. 11, the IC card entity data 73_x has

management pointer information 80, entity ID information

81, entity status information (status data) 82, IC card type -

information 83, service type element designating information

84,_r processing order information (processing order data)
B85, pre-processing information 86, and post-processing
information 87.

The management pointer information 80 is a
bi&irectional pointer for manéging the IC card entity data
73_x in the storage unit 65.

The entity ID information 81 is used for a request
for generation of IC card entity data 73 x, confirmation

of the state of progress, deletion, or the rest of a series-
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shown in FIG 12. That is, the processing order
informati on 85 uses the service type elenents to show
the order of execution of jobs corresponding to the
basi c operations of the IC card 3. 10 Here, the jobs,

as explained earlier, correspond to the RS, A, A2,

R, and Wshown in FIG. 12. Specific operations on the

PE€ predesSsing usialg tbe B¢ ¢dmd @rdertyoBapaotassi Mhe entity
desi gnated using the jobs. For exanple, for processing

UBi hgfommakfonasll 31¥é tiheObthy's r£atiAgWiddL U Jikerlto the
aut hentication, 15 the processing order information 85

éﬁdsﬁgeﬂdthheRénEB% IEUEB?SEmaEQoBhglcﬂégrggpdﬂﬁy'E$ the
and witing with nu#ua aut henti cation,

r informatiQn 85 I S_set
BRREERLaY RhaR] pRhng pr%ce Sifg® oﬁaa%ra?ff S ey ten-
85 is set with the 20 order Lobs shown in FIG 12
cor r espRRAPRE £8 Fﬁétuﬁrﬁ’éf-““&? iepyPeeshrufiekhe state of
designated in the CS command in the above-nentioned
BEPUPESHr ofr ammgﬁdguﬁeralahgnghém encifdcemtd By dat a
73 x. The pre-processing information 86 is set from

 the, A Pasder yeatés sifiehaiithcapdaganityt ddghald ok include,

perform ng processing - 66 using the IC card enfity

Salaholdr ¥n F1Y, eX2riNLsthBE J¥ BrBLREESAL ¥b: aﬁ%@&tﬂg@&mg
86 is set wth p0|nts of a conputatlon formul a of

e ] gg@c%ﬁ;uéﬁ??été Bl M weee

fined, the |nf rmation 86 is set
£¥Eprocess{hgrhy 1c %1p 8 authentlcates the IC

card 3 - (Al), the state of processing by which the IC card

3 authenticates the SAM chip 8 (A2), the state of'proceséing

 for reading data from the IC card 3 (R), and the state of

processing for writing data.in the IC card 3 (W).

In the present embodiment, the processing for
investigating the business, the processing for the SAM chip
8 to authentiéate the IC card 3, the processing for the IC
card 3 to authenticate the SAM chip 8, the processing for
reading data from the iC card 3, and the processing for
writing data in the IC card 3 correspond to jobs.

-A."jo ", as explained later, is a unit of processing
for which an order of execution is determined by the IC card
procedure management task 72.

Note that Al and A2 form the mutual authentication

processing between the IC card .3 and SAM chip 8.
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with the requested processing charge. For exanple, in
the case of settlenent, the state relating to the
anmount of charge or nunber of points given 10 etc. is
set. The post-processing information 87 is set with

. data of the _processing result of the IC card entity

data 73-x required at the ASP server 6 side. For
exanplByrthetrheigathe pfesent|embodiment) scepsideting the
data showi ng the existence 15 of a normal and to the
SehivkRIBAtiohe¥ime dori GitHd M Heldindd QAVES £hRJabYvhbReh€ioned
card procedure nanagenent task 72 shown in FIG 10

| a ur gki f . r Us] .
SELEL R ALY it BB o

n The IC procedu e
(l%lgJ gga a[Q; ec%ﬁ"é'f’ 'fa' g SStAre ggﬁn&ggt?%éséﬂﬁnce
ff60ftheSAMch| sovvnlnFIG9 FIG 13isa

Semand) statqs BPGC%%%P%‘@t‘b‘érf%ﬁ?Pe‘a reﬁ?"t"l’ré‘gi eegRrgse)
procedure managenent task 72. 25 Step STI: - 67 The
stake®d procedure managenent task 72 selects one |C
card entity data 73-x for executing the next
proceSpegifidl Df, tiee pdtuitd idf WioddsEhig wdindythe IC
data 73-x present in the storage unit 65. 5 The -

SERE AN Qeh 5 £18 QIaRGH F78N xoistrmﬂac%&i GRF &hn Ehfslﬁaﬂétea?eza*atlon
may be to- successiVely select ICcard entity da

gl;éég:rgg:h éﬂt}.w d%ltt%r 89:%99&09)5 sq:ratteo, ﬁé%o%l-% h%rxgt&):[ﬂ ts%ate ’
RS completed state, Al post-startup state, Al completed state,
A2 post-startup state, A2 completed state, R post-startup

state, R completed state, W post-startup state, W completed

state, and instance (IC card entity data) deletion state.

The IC card type information 83 is information for

‘specifying the business issuing that IC card 3.

The IC card type information 83 is set with information
defined by the CI command in the above-mentioned script
program at the time of generation of the IC card entity data

73 =x.

The service type element designating information 84
ghows the service type elements of the service defined in
the service défi-nition table data used in processing using
the IC card entity data 73 x.

The service type element designating information 84

is set with one or more service type elements designated
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and select by priority in the order of the highest
priority. Step ST2: 10 The I C card procedure

managenent task 72 judges if the job of the IC card
entity data 73-x selected at step ST1 has al ready

been started up. Wen judgi A§ that it has been :
started up, it proceeds to the processing of step ST5,

B dife e R I nt AL gﬁobésmaga@ﬁsa ééﬂ%tﬁg%i‘é%%gm at

proceeds 15 to the processing of step ST3.

e |C car rocedur e e task 72 j.udges, fr
éﬂ%&%ﬁ%?t%/s;%ﬁ?ﬁg#h;bg%gﬁgggﬁggcéIbmfé%#ﬁﬂﬁgaﬁﬁ.o-—
the 1C card entity data 73-x selected at step ST1
whi ch S EF P h@rsest & HHeHGHioth Sohghovshdie iqrder
FIG 12 the processing relating to that entity data
9% execatd cteef grarvicaeshd jobls) weeddiretheuprdeasgingroning
t he processing order information 85. At this tinme, the
thheodes sang endetyi ddta M8 0N t¥at2isdethaestibe oraiesition
of execution of jobs using the service 68 elenents
Siwrl Nid Eergery ce definition table data as expl ai ned
earlier. Step ST4: The I C card procedure managenent

task Tha¥ 301 5eHg pRodlfed oD SHSLe A TLER BEusdDotne

| C card procédure ‘anagene executes Job
job in the

using the data blocks relating to {hat ] .
R AP R Lo PR Eaha P Be o aieh 0f SuERBELRS 9 Jobs
bl ock

corresponding to the basic operations of the IC card 3.

as

‘Here, the jobs, as explained earlier, correspond to

- tha RS, Al, A2, R, and W shown in FIG. 12. Specific operations

on the IC card 3 are realized by the order of processing

designated using the jobs. For example, for processing using

an IC card 3 wit}x only reading with no mutual authentication,
the processing order information 8% is set with "RS-;->R'_'.
Ft;rther, in the case of reading and writing with mutual
authentication, the processing order information 85 is s_et
with “"RS->A1~>B2->R->W". |

The processing order infcrmatioﬁ 85 is set with ?:he

order of jobs shown in FIG. 12 corresponding to the order

©of service elements designated in the CS command in the

above-mentioned script program when generating the IC card
entity data 73 x.
The pre-processing information 86 is set from the ASP

server 6 side with management data for performing processing
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32-x2, log data block 33-x3, and conputation defining
data 10 block 34-x4. At this tine, the IC card
procedure managenent task 72, when issuing a conmmand
to the IC card 3 in execution of a job, uses the
service el ement correspondisg to that job as a key to
search through the service definition table 15 data to

obtal ervi orr. spondi ng to that '

YA ¢ eﬁénéﬁ?xféﬁg?ﬂ$ ghﬁﬁnd of ICcard 3

abl e to be anal yzed by the I C card 3) Furt her, the

| C caf@*pfieERtife tmmmﬂcquznﬁmattﬁen 86 is set
obt ai ned servi ce nunber to issue a.conmand to the IC :
wdhipgings ¢ kemputhéip@ formuln cdeduserviapagiamignated
task 72, as explained using FIG 4, when key
ilnnfedranes® @iatiss blegk.red for accessing a storage area
of the I1C card 3a, uses the service el enent

correspeafieRd Wichhah LakekQsaedich EB&QH&Qtlbhefunctlon
serV|ce definition table data and obtain the key 25

PRI AEEr BRPA NGB NN, SHAAR ST 1o st

procedur e nmanagemnment

dﬁ?h S that k%% i nf or mat.i on rperformnutua
G RTOcESSERS; ‘encryption and

decryptlon of data, and other proceSS|ng and obtain
t he r Fgrt exgmpdees Snatbﬁeéétser aEneatslsmengge theegtate
the IC card 3. Step ST5: Step ST5 is perfornmed when |
reflati@gc &od theoanduné offachgege ndr traskbe®? ofS Jueintas given:
command to the IC card 3 and is waiting for the
efcQcassSiseg result of the IC-card 3.

The post-processing information 87 is set with data
of the processing result of the IC card entity data 73 x
required at the ASP server 6 side. For example, in the case
of settlement, it is set with data showing the existence
of a normal end to the settlement.

Next, a routine for processing by the IC card procedure
management task 72 shown in FIG. 10 relating to a plurality
of IC cards 3 using a plurality of IC card entity data 73 x
will be explained.

The IC card procedure management task 72 is for example

constantly being started up on the CPU 66 of the SEM chip

"8 shown in FIG. 9.

FIG. 13 is a flow chaﬁt of the processing pexformed
by the IC card procedure management task 72.

Step ST1:




10

15

20

.25

10 When the I1C card procedure nmanagenent task 72

receives the processing result fromthe IC card 3, it

sets this in the ICcard entity data 73-x. Step ST6:

The 1 C card procedure nmanagenent task 72 updates the

15 entity status informat+o6782 of the IC card entity

data 73-x shown in FIG 11. In this way, in the

presegh £ n h card edur na

task pgg?%rgg'EFS%e§§%g fo79a ﬁu?%fﬁtigiﬁéﬁgg%s one
20 whil e,

cards presen e SAM ch| 8 in paralle

Iscg G Y lt;’H X €°Ea?ﬁ ShEIRg Hae et prQsessing
the pldralit of |C cards 3. Therefore, the SAMchip 8
Wh ofsiths t@%@ﬁﬂt’s’r’@! shdéerand [entHctyp dtes i @mapent
when receiving processing requests for procedures :
irsitie astgtagenlunit 51 C cards 3. 2.5 Next, the

overal | operation of the conmunication - 70 system

_ shown Tihe Eehol Wfl Isdlecvipicretnat Gc bhrandniiGy Hata

are views for explaining the overall operation of the
ROPHRLCRE! 08 ﬁé&@%i‘v& V!éleﬂ:ﬂ:'x@ card §B€PB§T3—J£a %3 x
The buSi nesses 151 to a party requeste

t hose bu5| sse roduce S rans 211 212
ik 3 iR o Retrde i ?érgf B S35AR BT b e
y. the bu3|nesses using the IC card 3 for_ exanple on
%Sﬁé% pPrinmiiedd the onder ofhghedsi gyjority.
FIG 1. 10 Further, the nmanager of the SAM chip 8
pr oduS&eps 8M%i:ce

The IC card procedure management task 72 judges if

the job of the IC card entity data 73 _x selected at step

" 8T1 has already been stafted up. When judging that it has

been started up, it proceeds to the processing of step ST5,
while when judging that it has not been started up, proceeds
to the processing of step ST3.

Step ST3:

The IC card procedure management task 72 judges from
the entity status information 82 shown in FIG. 11 of the

IC card entity data 73 x selected at step ST1 which state

of the state transition chart shown in FIG. 12 the processing

:eléting to that entity data is in and decides on the job
to be executea next from the processing order information
85.

At this time, the prbcessing order inforﬁation 85

defines the order of execution of jobs using the service
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| ?’I"i’;la’rne yeth

definition table data 201, 202, and 203 correspondi ng
to the businesses 15 1 to 15 3. Step ST22: The service
definition table data 201, 202, and 203 15 produced
in step ST21 are stored in the external nmenory 7.
Further, the script prograns&®tl, 212, and 213

"produced at step ST21 are downl oaded fromthe persona

gﬁméé%33%@1%“1§§es%%?v163 SER PRSP HEl SRbmoty

Jhat 20 doxmload processing is managed, -as shown in
1€Lceri pt downl oad task 69 in the SAM

chip 8, Ste ST23: The script interpretation task 70

in theSS®¥Rtp shown in FIG 7 uses the service

definition table data and script. 25 programto

gener dfke t B2 ¢@rd gproceduty nHmEgentaita, tasipUut2 -stixrts up

data bl ock, output data bl ock, | og data bl ock, and :

tnapibat seDedebidnatgstdapaspsock for each business. The
generated data is stored in the storage unit 65 of

the SAMEHId c%z@ﬁ%céaugé%agagéné{@ R:agigié Zﬁéaﬂ%@é the

is issued the IC card 3. shown 1 n

5 t IC 3 f th I d t
T Mg nibe B P FEiatind of A et R
iggtzlness t he user contracts with. 10 Note that the
Yo Frep Sioned ntrrubeda g ledhtIactl . urwhade b Helkock

after issuance of the IC card 3 through the
32_x2, log data block 33 x3, and computation defining data

block 34 x4.

At this time, the IC dard procedure matxagement task
72, when issuing a command to the IC card 3 in execution
of a job, uses the service element corresponding to that
job as a kef to search through the service definition table
data to obtain the service number corresponding to that
service element (operational command of IC card 3 able to

be analyzed' by the IC card 3). Further, the IC card procedure

" management task 72 uses the obtained service number to issue

a command to the IC card 3.
Further, the IC card procedure management task 72,

as explained using FIG. 4, when key information is required

for accessing a storage area of the IC card 3a, uses the

service element corresponding to that job to search through
the service definition table data and obtain the key

information corresponding to that service element. Further,
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Internet 10 etc. Step ST25: For exanple, when the user
uses the personal conputer 15 5 to access the server

"2 through the Internet 10 to try to purchase a

product, the server 2 issues a processing request
through the Internet 10 teo 6%e-ASP server 6. Wen the
ASP server 6 receives a processing request fromthe

' £f ORRU 5 I
B R Tl B R gileRY Yo TR g Y
.processi.ng request_issued by the.card reader/witer 4
PRI et piiknah AEE R saf et Sl e
conputer 5, Internet 10, and ASP server 6 to the SAM:
D B, qIprSise ot decraptiow ¢ detut pR atdathe
SAM chip 8 an entity - 72 production request. That
rapdess i dret idhtadeqidet rdighrtedo picgesst im0 pPresiedisimpyg ned
the issuer of the IC card 3. Step ST27: Wien the SAM:
sthijadd e WS tdie ad idagdpBaducti on  request, as
shown in FIG 16B, it conducts polling with the 1IC
card Ftept e@s5ST28: The entity generation task 71 of
the SAM chip 8 judges 10 if the nunber of the IC card

i 3+ i AM &hi |
iy BR335SRk A RRLET LR Brb et

defined by the SC conmand of the script
managemenelta;i ;% issues a command topthe

rogram
R IC card 3 and

is waiting for the‘processing result of the IC card 3.

When the IC card procedure management task 72 receives
therprocessing rasult from the IC card 3, it sets this in
the IC card entity data 73 x.

Step STé6:

The IC card procedure management task 72 updates the
entity status information 82 of the IC card entity data 73 x
shown in FIG. 11.

In this way, in the present embodiment, the IC card
procedure management task 72 performs processing for a
plurality of IC éards 3 present in the SAM chip 8 in parallel
while selecting in order the IC card entity data 73_; for
the plurality of IC ca:ds 3. Thereforg, the SBM chip 8 can
simultaneously proceed with the prqcessing‘even when
receiving rrocessing requests for procedurés using a
plurality of IC cards 3. |

Next, the overall operatién of the communicaticn
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If wthin the maxi mum nunber, it proceeds to the
processing of step ST29, while if not, it ends the
processing. 15 Step ST29: The entity generation task
71 specifies which business, ICcard entity plate
data to use based on the -i#A@ormati on show ng the

i ssuer of the IC card 3 stored in the entity

& te;hggﬁ,{ aqueste f qr v&&a{r@ee 04 M58y that 20
pecitie

Ccard entity plate ddata to generate the IC

card [ d 3-%. _This corresponds .tq th

Dot aBib-gbh 8 FEf . HEoaTe i owh EST ERbladmngrihe opprall
The SAM chip 8 outputs to the ASP server 6 the entity
opRrats oif q'qfw)e‘—hec eampnd i iy Ve tER . fhveeirgriay EFG. 1.
step ST29. - Step ST31: The I C card procedure

manag&tem ST23k 72 of the SAM chip 8 investigates the
services which the IC card 3 can wuse. This is :

pr oceghHa pusieaseendsng o ftihe 3) ok BSpaktyn reduklsGed by
12. Step ST32: The I C card procedure managenent task
thosd i neiMe sl Qrlived RULRBANGGREGRS BA 1€Tidhi BBCYand
of the 1C card 3" This is processi'ng correspondihg to
2&!1% Jc&%c@libﬁr}x%%réc%s@i%g ]f%'r %r%%s%giibns performed by

-

the businesses usiné the IC card 3 for example on the_. personal
computers 16 1, 16 2, and 16_3 shown in FIG. 1. |
Further, the manager of the SAM chip B produces service
definition table data 20 1, 20 2, and 20_3 corresponding
to the businesses 15 1 to 15 3.
Step S8T22:
The service definition table data 20_1, 20 2, and 20 _3
broduced in step ST21 are stored in the external memory 7.
Further, the script programs 21 1, 21 2, and 21 3

produced at step ST21 are downloaded from the personal

computers 16_1, 16_2, and 16_3 through the Internet 10, ASP

server 6, and SAM chip 8 to the external memory 7. That

- download processing is managed, as shown in FIG. 7, by the

script download task 69 in the SAM chip 8.

Step ST23:

The script interpretation task 70 in the SAM chip shown
in FIG. 7 uses the .service‘ definition table data and script.

program to generate the IC card entity plate data, input
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The 1C card 3 authenticates the legitimcy of the SAM
15 chip 8. This is processing corresponding to the
job. A2 shown in FIG 12. By steps ST32 and ST33, the
IC card 3 and SAM chip 8 nutually authenticate each
other. This corresponds to FjG. 20 16C.. Step ST34:.

. The I C card procedure managenent task 72 of the SAM

hi éﬁﬁ{ ads and wites data necessary for the
Fit ik, GHiPTheate Blers, 29 fate Rlaboasd ng
corresponding to the jobs Rand - 74 Wshown in FIG
cPmpieR 1R oas defeim ina . gk dior tareh Gusaimess .
procedure managenent task 72 uses a computation
f or. nuiThes genieradsdoaledth (13 isterpdeipr dbes sithgage unit 65
information 86 of the IC card entity data 73-x to
d¥erdhy mxM pegeterdARad 4 eaessiong for conputation
using the data read fromthe IC card 3. Step ST35: As
shown gl Fldgs 416F, the 1 C card procedure management '
task 72 O0f the SAM chip 8 outputs the processing
result,.of 10 step ST34, to t ASP rver 6. Step
ST365&Egru€f§ﬁ6Pe}sfﬁgdlngaﬁg pfr&€edur e managenent
task _.72 deletes the IC card entity data 73 Xx.

' | As
~expl aPredhanBvén El€or A nfhe oS tPEagd it 2 ioh the IC 3a

of the IC card 3 stores key information used for transactions
with the business the user contracts with.

Note that the user and a business may also contract
with each other after issuance of the IC card 3 through the
Internet 10 etc.

Step ST25:

For example, when the user uses the personal computer
5 to access the server 2 through the Internet 10 to try to
purchase a product, the server 2 issues a processing request
through the Internet 10 to the ASP server 6.

When the ASP server 6 receives a processing request
from the server 2, it accesses the personal computer 5 through
the Internet 10. Further, as shown in FIG. 16A, a processing
reques;: issued by the card lreader/writer 4 for the IC card
3 is transmitted through the personal computer 5, Internet
10, and ASP server 6 to the SAM chip 8. |

Step ST26:.

The ASP server 6 outputs to the SAM chip 8 an entity
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15 system 1, it is possible to generate the IC card
entity data 73-x for each processing for a procedure
occurring with the 1C card 3 and to have the I C card
procedure managenent task 72 use the plurality of IC
card entity data 73-x to si m# t-aneously proceed with
processing for a plurality of 20 IC cards 3. Further,
' t uthentication system1, since it is
12%??{1%112%? ?%&Etgg?é the IC card entity data 733
act ual used_for the, processing of the IC cards 3 in.
fhe ARy RESaRE R natidrs T Tomation
storage areas 25 of the storage unit 65 efficiently.
showing thecl ssueropti Hiyet TSt FRYAud hent i cati on system
1, as shown in FIG 12, since the IC card procedure

- managefieer $B2k: 72 nmnages the states of execution of

the jobs processed divided into post-startup states :

and compdret etk SSAM aship (8 rdcepossidll cr i 5 Ftoddetion

execution of one job, then start the processing

F&EGREE00 49 AMRIDEn FOB .| D6l e STRIRIWMYS $o1Wny B9th the

for data fromthe I1C card 3. Therefore, it is possible
jmpate the wait time caused by transfer of data

%/\(n?t%lhgnh% I C card 3 through the Internet 10. 10

Further, according to the authentication system 1,

the set"AR S inition table data describes a nane

showi n the type of service provided by each ,

busi nddhe ityl genpratigartasie lypf the il chiipe8 judges

nunber of that service used in the IC card 3, and the

e ythenfrounded omf uslosl T erapd Gl tyg dabtd M3 s qinvesent in

This is held in the external nenory 7. Therefore,

- the SAM chip 8 after the end of the polling is within the

maximum number defined by the SC command of the script program.
If within the maximum number, it proceeds to the pProcessing
of step ST29, while if not, it ends the proéessing.

Step ST29:

The entity generation task 71 specifies which
bﬁsiness' IC card entitj plate data to use based on the
information shéwing the issuer of the IC card 3 stored in

the entity production request for example and uses that

- specified IC card entity plate data to generate the IC card

entity data 73 x,.

This corresponds to the instance generation shown in
FIG. 12,

Step ST30:

The SAM chip 8 outputs to the ASP server 6 the entity




busi nesses 151 to 153 not devel opers of the SAMchip 8
can produce their own application prograns for running
on the SAMchip 8 by the script progranms 211, 212,
and 213 and downl oad them through the SAMchip 8 into
the external 20 nenory 7 fof3custom zation. That is,

W t hout being informed of key information,

PYALHRN Y CATRRAS Y dqu;%ieeb' ¥. gensgﬁggagale heed$ sro0o.
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" with

card 3, or other highly confidemnti al ormation to
t he bysi ne 151 to 153, these businesses can

= : . . _
cust oM z& tHelr own application prograns. Further,
when 25 a business custonizes its applicati pr.ogr.am
it dods*$hdi® -caféf BRESE 1Y % i adre ‘%ﬁﬂ“‘o_?#atqfoﬁﬂtﬁ ShM
card operational commands, so the |oad on the
qhig rfesinves tigpkendihe Rervreres advirhli the t3- teard 3 can
aut hentication system1, since it is possible to
wef i ne conputation content spanning 5 a plurality of
services, it is possible to provide diverse services
conbi AiHIG 3 PiproRleislsd ngf coLikEkpBhdiAgdtbaBB8 §6b RS shown
servi ces executed simultaneously with approval at the
IL.C r side. Further, according to the
Qﬁﬁéﬁ%fﬁéﬁion system 1, 10 by introducing the .
concept, of ata bl ock, the data input and out put

§*1éﬁ? ‘d 3 and the log data can be easily
managed. FIG 17 is a functional block diagram show n
nmore TheediG icand prasedune Mamaaemesis tesk He cAvitdis %m
8 shown 15 in FIG 9. As shown in FIG 9, the SAM
adtiipp 8 dwtlearinie tees ttheoUgyitimacy of the IC card 3.

)

This is processing corresponding to the job Al shown
in FIG. 12.
Step 5T33:
| The IC card 3 authenticates the legitimacy of the SAM
chip 8.

This is processing corresponding to the job A2 shown

in FIG. 12.

By steps ST32 and ST33, the IC card 3 and SBM chip

8 mutually authenticate each other. This corresponds to FIG.

1eC.

Step ST34:

The IC card procedure management task 72 éf the SAM
chip 8 reads and writes déta necessary for the procedure
with the IC éard 3.

This is proéessing corresponding to the jobs R and
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an internal bus 90 to an ASPS conmuni cation interface

unit 60, external nenory conmmunication interface unit

61, bus scranble unit 62, random nunber generati on

unit 63, 20 encryption/decryption unit 64, storage

unit 65, and CPU 66. In thesSAM chip 8 shown in FIG

17, for exanple as shown in FIG 18, it is also
ossible.to nnect a.card I/F_unit 91 connected to

*néy?ﬂﬁe+ﬂaFf§Ungoa?% BRCRE 16Rem9 oh®E r ansmi ssi on

unit 92 outside of the SAMchip 8 25 and transfer

dat a vitFther thecif Fardpracesiicemarageyenthask/72 uses
t hrough an antenna 92a of the RF reception/

a reompn tedtiiom fieirmulel sp8ed 6idd Hrdosld manthéherpresetéssing
enbodi nent i s an enbodi nent corresponding 5 to the

Hefenbdtion Bt HE aEReCcte ShrdhéntivVendden. 7516 td bdSform
a view of the overall configuration of a - .

Rl 6 el MLl i LASEN umggéf{sﬁgégféem

shown in FIG 19, the comruni cation system
s&lVv 102 .1 card 103 (integrated circuit of the
ép%gge%e ejglc(‘) 'T‘%r\/%n fon) , card reader/witer 104,

per sonal coggutér 105, ASP (application service

provi r 106, SAM (secure application nodul e)
unit 109, personal conputers 1161, 1162, and 1163,

and adshehpiwpain FE@NLETF,1tHé 1A £A2d pandeddrd nanagement
conmuni cate through the Internet 110 and perform 15

teailk [72Tef! theoGAMS cREp0B 8hGBEGLE RESSI &G Hing result of -
procedure wusing an IC card 103. The SAM unit 109 has

st alo P ASE Gerver 6.
| Step ST36: |

For example, the IC card procedure management task

o deletes the IC card entity data 73 x.

As explained above, according to the communication

system 1, it is possible to generate the IC card entity data

- 13_x for each processing for a procedure occurring with the

IC card 3 and to have the IC card procedure managemgnt task
72 use the plurality of IC card entity data 73 x to
sirgtiltai_xeously proceed with proceésing for a plurality of
IC cards 3.

Fﬁrth‘er . according to the authentication system 1,
since it is sufficient‘ to store the IC card enf:ity data 73_5
actually used for the processing of the IC cards 3 in the
stora;ge unit 65, it is possible to use the storage areés

of the storage unit 65 efficiently.
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(sem conductor storage circuit of the present

i nvention) and SAM chi p 108 (sem conductor circuit -of

the present 20 invention). The SAM chip 108 has the
software configuration shown in FIG 20. As shown in
FIG 20, the SAM chip 108 -has, fromthe bottom| ayer
toward the top Iayer an RW (hardware) |ayer, 25 GS

| ayer, ha a er her dler Ia er, .and

- 78 A 5%%? %%& %ﬁnéh%%ﬁ??ﬁﬁﬂﬂ Iy ¥y 1

i ncl.udes .a driver Ia re, the AP Ia er has

3 it ed th%r}.ﬁogila ziﬂ@ﬂ‘i the I ca&ﬂdpf\ecaéua@fmwa@ement
procedur es usi the 1 C card 103 by the credit card
T ’é%“éﬁeﬁt’%lfr‘ stadieseas @exepion of the jebsipsogessed
shown in FIG 19. In the AP layer, the application

G oledsin®d lpodP-2tartmp #FaBeanand heodp bivesd havaites, it
| ayer are provided between themwth firewalls FW

i(d ipeyed e ofot HiEa Pt CERE ek dWERL OO NIE - orld I8, SAM s Part

- 108 is connected through a SCSI port, the Ethernet,

‘L. f&céé@lrﬁfpréfé ?19‘:@ aJ‘ljl@hé_SP:{ﬁrV thé‘osﬁta.ée ?hile

connected through the Tnternet 110 plurality

t I I 105
LT eRPRRES Sl Ple I B8 hRBF oS R: Lt Samospiple
1163 . 15 of busi nesses 1151, 1152, and 1153. The

Maids timey capgesl by FsanefasceBgdata with

through a serial port or USB port to a Dunb type card
then det /aaid 6 WozpugthetlonrIhrepadslr /Mt ter 104 reali zes

for
Further, according to the authentication system 1,

the service definition table data describes a name showing
the type of service provided by each business, that is,l the
service type element, the number of that service used in

the IC card 3, and the key information used when providing
that service. This is held in the external memory 7. Thereforé,
businesses 15 1 to 15 3 not developers of the SAM chip 8

can produce their own application programs for runn-ing'on

the SAM chip 8 by the script programs 21 1, 21 2, and 21 3

- and download them through the SAM chip 8 into the external

" memory 7 for customization. That is, without being informed

of key information, operational commands for directly
operating the IC card 3, or other highly confidential

information to the businesses 15_1 to 15_3, these businesses

.can customize their own application programs. Further, when

a business customizes its application program, it does not
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exanpl e wirel ess comruni cati on corresponding to the
physical 20 level with the I1C card 103. The _
operational conmands to the IC card 103 and response
packets fromthe I1C card 103 are generated and

anal yzed at the SAM'unit *096si-de. Therefore, the card
reader/witer 104, personal conputer 105, and ASP

R T Krdod A PRLYRSIELNERAN % 30drd 8pkREEOhAT commands,

comrands and response - con
ayl.oad, portion _.and rel ay the sane and . are not
%?1 VIS etPTh R RVTHRIGE 1%k of data,

aut hent'i cation, or other actual operations in the IC
card ¥ ther TiemRrding d&s thes puthenticatdom sy skam 1,
their personal conputers 1161, 1162, and 1163 to

pimeridd tlisepoappbleate clefiineg campusRtion APoRtenhdspdhning
-3 and downl oad the produced application programs -

4 plaugil ihe ouiderntiiceat,i At iBNpbssiBYd, td Igreovidd diverse
t hrough the SAM chip 108 to 10 predeterm ned storage
SHEBACd ddib My R p TR Yyl UF  sefilvilddsS il B raHJE o f
t he businesses 1151, 1152, and 1153 have no rel ation
wi.th each other. .the orage. areas ,.n _the ext.ernal
A pRiSee ARSHERY Be A RS T e 1
and, AP -3.can be downl oaded to are decided in 15

ARt SR whet her one has the right to downl oad to

such a storage area is verified by the SAM chip 108.
Fur t h&urther,e adeergdipia dat ithe pudheatdcaRidbn Aystem 1,
and AP -3 are being executed, the firewalls FW-
byedmtireidvdiag tthansbacepitdofi aWiata Bl A EH®dhtdeinput
application prograns

and output with the IC card 3 and the log data can be easily
managed.

FIG. 17 is a functional block diagram showing more
specifically the function blocks of the SAM chip 8 shown
in FIG. 9.

As shown in FIG. 9, the SAM chip 8 is connected through
an internal bus 90 to an ASPS communication interface unit
60, external memory communication interface unit 61, bus
scramble unit 62, random number generation unit 63,
encryption/decryption unit 64, storage unit 65, and CPU 66.

In the SAM chip 8 shown in FIG. 17, for example as
shown in FIG. 18, it is also possible to connect a card I/F
unit 91 connected to the internal bus 90 to an RF

reception/transmission unit 92 oﬁtside' of the SAM chip 8

and transfer data with the IC card 3 by a noncontact system
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20 AP 1, AP 2, and AP 3. \Wen downl oadi ng the

application prograns AP 1, AP 2, and AP 3 to the SAM
chip 108, the authentication units 117! 1, 1172, and
1173, as explained | ater, perform nutual

aut hentication with the SAM7@hi-p 108, produce the

downl oad - 80 Next, the conponents shown in FIG 19
tﬂhi:éouél@ arC¥RtahAfbad LE Q@éq{ﬁ-gégzégk:g‘oagéri%gﬁliglon unit

functional bl ock diagramof th car

~ghown in FIG 21, the IC card 103 has an IC

(integrated circuit) 103a provided with a storage unit

150 a F;_(pro- ing uniit 151. The storage unit 150, as
shown M@ﬁ%’éﬁw&a storage 10 area 155-1 used by

a credit card conpany or other business 1151, a

st or ag@eyPEgsentoeniedineny iR ennembodisent grprresponding
storage area 1553 used by a business 1153. Furt her,
tcheths grexpn tnitto I6htht Gragmediey dffidrenaiivaemtikaed f or
judgi ng the exi stence of the right to the storage 15

area ¥I®l, 1eeysd Bf QR 0PN thee dvie@al1UeDn?d guRe tACHESE a
right to the storage area 1552, and key informtion

Al iUa 4101 G ddie 135C ' to the stor.age . .area
1553. '1Tl$atl keyég?igjnf or rra%til g)n%sitgﬂeg tercﬁ |nctaﬁ")§53°lﬁ'i;lél%nftdr
ryption and decryption of

mut ua o ‘t)h.en.ti %&# ol etglgl:
dat a, “&t T°UD FUrtRer 7t he™S 1GR i oPspYSteretll uses
ldentification__information of the IC card 103 or IC
feyvar a.é)gr, IC card 103 (integrated circuit of the present
invention), card reader/writer 104, personal computer 105,
ASP (application service provider) server 106, SAM (secure
application module) unit 109, personal computers 116 1,
116_2, and 116_3, and authentication units 117_1, 117 2,
and 117 3 to communicate through the Internet 110 and perform
settlement processing or other processing for a procedure

using an IC card 103.

The SAM unit 109 has an external memory 107

 (semiconductor storage circuit of the present invention)

and SAM chip 108 (semiconductor circuit of the present 
invention) .

The SAM chip 108 has ﬁhe software configuration sh;wn'
in FIG. 20.

As shown in FIG. 20, the SAM chip 108 has, ffom the -

bottom layer toward the top iayer, an HW (hardware) layer,

OS layer, lower handler layer, higher handler layer, and
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Next, the SAMunit 109 will be explained in detail.
[External Menory 107] FIG 23 is a view for explaining
the storage areas 25 of the external nenory 107. - 81
As shown in FIG 23, the storage areas of the external
menory 107 include an AP st®@Bage area 1201 storage
area for storing the application program AP -1 of the

[ [. storage area 1202 for storing
lb‘t}i)uhzl' §ppi |lcnz}1t]l$1(])an pr(%ram AP -2 of the business 1152, an
AP st ar ea 120,.3 fqQr storing the application
progr (é’ Tobapsid e, dpvess infisdes g, dxpVRENAG¥RENt
storage area 121 used by the manager of the SAM chip
108, Hf¥ea ¥ig AFnlaveudiasnagpbicgbion eropramsihi 1, AP_2,
application program AP -1 stored in the AP storage 10
agde &P 20 tefd rdagp pirseehdyires pisimg ithe 0C graogr 4193 by the
nodul es. Access to the AP storage area 1201 is

credliti ched dympariesidewrilerBhkindBeeappiscalinms 2, and
program AP -2 stored in the AP storage area 120_2‘|s

1683 is$eImCfind Ftigur dlg ty of program nodules. 15
AcTess to the AP storage area 1202 is restricted by

t he I FW2 Th &2 cat program AP-
st or e% V? AP o age gﬁ?ééci‘%boﬁ PEOLOIHPY %PZ&'OPP 2,
plurality of grogram modul es.  Access to the AP

agopbgd apdathoohngher handler dlaysr are prowided ketween

FW3. In the present enbodi nent, the above program
thewwweth ifsi neawaldian FHuff mwablbs\mfowecpzfetﬂerax anmyestion) .

fromthe outside
The SAM chip 108 is connected through a SCSI port,
the Ethernet, etc. to the ASP server 106. The ASP server

106 is connected throﬁgh the Internet 110 to a plurality

of terminal apparatus including a personal computer 105 of

an end user and personal compﬁters 116 1, 116 2, and 116 3
of businesses 115 1, 115 2, and 115 3.

The personal computer 105, for example, is connected
through a serial port or USB port to a Dumb type card
reader/writér 104. The card reader/writer 104 realizes for
example wireless commun-ication correspondin§ to the physical
level with the IC card 103.

The operational commands to the IC card 103 and
response packets from the IC card 103 are generated and

analyzed at the SAM unit 109 side. Therefore, the card

reader/writer 104, personal computer 105, and ASP server

106 between them only act to store the commands and response
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of the SAMunit 109 to the external nenory 107. The
nunber of the program nodul es form ng each '
application programcan 25 be freely determ ned by

t he correspondi ng business. - 82 Further, the
application prograns AP 1; AP 2, and AP -3 stored in
the external nmenory 107 are scranbled. They are

e

cgﬁgaggn’?}r.cg¥§€§95§o 1844 F;L&et |0 B hOR, ééilg Gl ana

are, for ducedr3§ t.he bu3|nesse

Fd8RaP*c 8ﬁﬁﬁ?§’§§°’i‘18¥ data,
116 2, ‘and . 1163 shown in FIG, 19 and are downl oaded -
aPﬁPSB&H°Fﬁé°SANPrCHFBGEO8°F&aﬂh€P€%P€Fﬁ§F ﬁénﬁh? I§7card
Access to the AP nanagenent storage area 121 is 10

1p8stricted by the firewall FW4. Note that the
firewalls FW1, FW2, FW3, and FW4 correspond to
the frhewahkinE¥sabonmmsi m,FEG5 20. andei® Bausgefhair
storage area 121 stores the nodule nanagenent data

pé3loaleWRolPutkEs 146 35 1ie poduha TRBage@BNhrdahde the

130 reglsters the nodul € nanes  of the progr am nodul es

2gg19-a8dsd LEOULLS B8 7008 £OT S 18k bkidoa¥'dne

'n-a domn+oa
verlflcatlon ke |nfornat|on &domnload

PYARBFRE, PBRLOFALAERpPESARARSN FBRERER) ChoobFRapRFication
downl oad of a programnodule is allowed conditiona

uphtshdlipdul dldpRagendnildaBathgoughvihg 6AM chip 108 to
downl oadsi gnature verification key information

pregdbstemntefledi Btbragh atwaBCén the external memory 107.

AAt this time, since the businesses 115 1, 115 2, and
115 3 have no relation with each other, the étorage-areas
in the external memory 107 where the application programs
ARHI, AP 2, and AP 3 can be downioaded to are decided in
advance and whether one has the right to download to such
a storage area is verified by the SAM chip 108.

Further, while the application programs AP_1, AP 2,
and AP 3 are being executed, the firéwalls FW restrict the
transfer and viewing of data among the application programs
AP 1, AP 2, and AP_3.

When downioading the application programs AP_l ' AP__Z '
and AP 3 to the SAM chip 108, the authentication units 117;1 .
117 2, and 117 _3, as explained later, perfofm mutual

authentication with the SAM chip 108, produce the download

signature verification key information, etc.
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Furt her, the nodul e managenent data 130 has the nodul e
25 nanes of the program nodul es executed by the SAM
chip 108 83 and the execution signature verification
key information registered init. That is, the right
for a program nodule to be 8ecuted by the SAM chip
108 is obtained conditional on the nodule nmanagenent
data %3Qtha¥hBIchbhfoR¥AtY! kRBwAl JRaFEES YBT Lfihgabkon
key information registered in it in advance. The
mqulgpnagenent data 130, as shown in FIG 24, shows
the correspondence of the firewall nunber of the

fire | restricting access to the program nodul e
(firé@gFlcfﬁdibéhhification i nformation of the present

i nvention), start _address,_ address |ength, downl oad

si gnaFife odr i6] 2afpepticesl plepkhdiagramn @ fhedC card
signature verification key information, and nodul e
1A8ne for each program nodul e of the application
progranms AP-1, AP-2, and AP-3 stored in the AP i5

storage anead 1R0¥1cl202, and i203arde1es hAs &hrewval |
nunber shows the nunmber of the firewall by which

t : QT ' r ict st.art
(345832 2k0 ! BELCRACY! BUTR M vl ded PRI (Amalitf w8l 150

fgr whi ch access.is Eﬁstricted by that firewall. The
284 PESSrEATEN "BASwd2the address I ength of the
storage area for which access is restricted by that
firewhle staraaRiRisaP Qi gfathewn J&r FIF c £4 .0h2R ey storage
information is the key information used for the
axpgndbhrd veedfbyoaiowedit card company or other business

115 1, a storage area 155 2 used by a business 115 2, and
a storagé area 155 3 used by a business 115 3.

Further, thé ;toraée uqit 150 stores key infoimation
used for judging the existence of the right to.the storage
area 155 1, key information used for judging the access right
to the storage area 155_2, and key informatioﬁ used for
judging the access right to the storage area 155_3..That
key information is specifically used for mutual
authehtication,”encryption-and decryption of data, etc.

Further, the storage unit 150 stores identification
information of the IC card 103-or IC card 103 user.

Next, the SAM unit 109 will be explained in detail.

[External Memory 107}

FIG. 23 is a view for explaining the storage areas

of the extexnal memory 107.
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25 performed when downl oadi ng a program nodul e t hrough
the SAM 84 - chip 108 to the external nenory 107. The
execution signature verification key information is
used for verifying the signature information given to
a program nodul e when exeeu8lng that program nodul e by
the 5 SAM chip 108. In the present enbodi nment, for
exa I agR Mo Ig

PR, sREGH iPFIY a8k ?H Iesitliozra% g\%ﬁé g{lﬁ & external

i nformation shomnng |ts pro ram

nodul e ||ICI nDdlfled or, ered w
wIROLY” 102 NS e AE b PO dPadt qreTade drea
verification_ key information to verify that 10
EOrgRACHRS (G ARBLIFAtS To PGP 8P dgiofi ey bysiness
that program nodul e. The nodul e nane is the nane
13Ssilgned 2B sterage ggreanld®d@l €or Fherimy th#(agmmmqatlon
storage area 122 stores the 15 encrypted key
progeamarop i€ @haibaginbes mse35141ga@h§toﬁagé&gﬁa@ue@ 3
1551 of tHe IC card 103 shown Tn FIG 22 by execution

£eh Lherapp It@@t aPPIRRAEI AN PRohraklRPEACLEPLEE bi&Yness
informati on K C2"used when accéssing the storage area

5 t rd 10 h wn |n FI y, execution
7S50 0wtk pPegEd et iRt ST g
|nfornat|on K -C3_used mhen accessi ng the st orage

) °£r e 15706 oiin f08), (3Rd 1 key3iehoRRaELer SLorRge area 122.

execution of the application program AP 3. The key ,
i nf or Fhei appldGrtion @ogranl AR _1CStaredehurijipt &F s2orage
by the key information K -X
area 120 _1 is comprised of a plurality of program modules.

- Access to the AP storage area 120 1 is restricted by the

firewall FW 1.
The application program AP_2 stored in the AP storage

area 120 2 is comprised of a plurality of program modules.

‘Access to the AP storage area 120 2 is restricted by the

'firewall FW_ 2.

The application program AP 3 stored in the AP storage

area 120 3 is comprised of a plurality of program modules.

- Access to the AP storage area 120 3 is restricted by the

firewall FW 3.

In the present embodiment, the above program module
is the minimum unit downloaded for example from the cutside
of the SAM unit 109 to the external memory 107. The number
of ﬁhe program modules forming each application program can

be freély determined by the corresponding business.
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- 85 . Access to the key information storage area 122
is allowed only by the nanager of the SAM chip 108.

[ SAM Chip 108] FIG 25 is a functional block diagram
of the SAMchip 5 108 shown in FIG 19. As shown in

FIG 25, the SAM chip 108-h&as an ASPS communi cati on
interface unit 160, external nmenory conmunication

interf it s..SGranmble unit : i gnatu

or oce Earehbl v bpplatIcH B bating ARG AR 21 A2

64, encryption/decryption unit _165, storage unit 166,
%ﬁ&eépa%é%e &SRO Feporas 10d &rﬁaﬁ}?‘r&?‘-“géﬂjst hey are
nodul e.”  The ASPS communi cation interface unit 160 is
dgg crppbdedy whegs a@ado A ntep Fheg S8Moghdnt 188-data with
the ASP 15 server 106 shown in FIG 19. The externa
menor Furthewni tee iappliichdioaceroarand P ils AR 2, and AP 3
interface used for input and output of data with the .
aexl, eFbal efBAPLY, 1PFoddBedby G1d B iddbdds 163 1, 115 2,
scranbl es out put data and 20 descranbles inpuf data —

eR 1isNAUL.Li; kN h gh t

afel 15N8ULLIAG AL BUBULLNGoABLEe LN 98IR 1886 2, and

ext er nal menory co nication i ace um f

1§ b3 e SRC R TS, AR, AR R BaBLAC nk BbEhemgs sn

downl cadi'ng an application programthrough the

chipe A8t te1khe gxternal memory 107

Access to the AP management storage area 121 is
iestricted by the firewall FW 4.

Note that the firewalls FW 1, FW 2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 20.

The AP management storage area 121 stores the module
management data 130 shown in FIG. 24.

The module management data 130 registers the module
namés of the program modples downloadgd from the personal
computers 116 1, 116_2, and 116_3 in advance and the download
signature verification key information (download key
information of the present invention).

That is, download of a prégram module is allowed
conditionél on the module management data 130 having the
download-signature verification key information registered
in it in advance.

Further, the module management data 130 has ‘the module

names of the program modules executed by the SAM chip 108
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in the external nenory 107 and when executing the
application program The authentication processing
unit 164 as explained |ater perforns nutua

aut hentication with the other party 5 when

downl oadi ng an application ®8ogramthrough the
Internet 110 to the external nenory 107. The

aBIC IRl I QUARGP LG NUL $832060XRLS 930280 mation

ecrypts encryp at a. Fage u

exampl e stqres the key 10 information K _X for
r&@&%&ﬁ?ﬁﬂglphétkey information K Cl, K C2, and K C3

stored in the key informati on storage area 122 of the
aboveTha#t i ®nddre tighfaforenmnparem noHuleptp 38y executed
executes tasks as explained |later based on a
byr chet &AM ©bdppAOfr dm Eptadnad ebntii¢iphadenn the module
invention) 15 and executes a designated application :

mAhageadnit) dataondanhavivg! Rhexexdbuenoal staatasks.
FIG 26 is a view for explaining the tasks executed

vR¥ i FeaERY 19% éfaf%%ﬂ ibf EEQI %Qr hhgnCRY 1&7 .
executes tﬁe an oa w%& tas 7 ) gyst gm t as ﬁf,ance
AP t 172 § rogr am of t?e res i nvention), _and
Sett| EREREORTER HRTRICPERY I HEER A0 1 78 SHREFHGMhFOR 24
task 170, as explained later, perforns_ processing for
shoWs shei FgrraAPappenes: PEntheogianraldnnuphesi g6 she
the SAM unit 109 through the SAM chip 108 to the 25 ‘
faxewaddl reetoigtigg.accadis thhehsystagramslodiilk (fizxewall
task for performng driver ,
identification information of the present invention)}, start
addresé, address length, downlcad signature verification
key information, execution signature verification key
information, and module name for each program module of the
application programs AP 1, AP 2, and AP _3 stored in the AP
storage areas 120 1, '120_2, and 120 3.

Here, the firewall number shows the number of the
firewall by which access to that program module is
restricted.

The start address shows the start address of the
storage area for whicﬁ access is restricted by that firewall.

The address iength shows the address length of the

storage area for which access is restricted by that firewall.

The download signature verification key information

~is the key information used for the signature verification

performed when doﬁnlcading a program module through the SAM
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managenent, operations unique to the IC card 103, and
ot her processing. The AP task 172 conprehensively
manages the execution 5 of the application programns
AP-1, AP-2, and AP-3 perfornmed when the SAM chip 108
receives a processing reque84 from the ASP server 106
or el sewhere outside of the SAM chip 108. The '

RSPl 18ERRL RMACESTNNATOUELAR ! 39k 173 deci des  which

of "the application progr AP-2, and AP-3 to,

10 usi when foE.exa | e the SAN1phh$ 108 receives a .
procedBPnGFPERGEER FLIR PGS Pt qatien ke dndogmation
.the ASP server 106. Next, exanples of the operation

igf usgpd EomniyRrddyiss thpssdgnaturs Apfesmakifon gdyen to
[ Operation for Downl oading AP to External Menory] 15
aFp@rg2dm modul £ovhehaexeduting ptlz hiprwpdrwen opedule iy the
of downl oadi ng an application program AP-1 fromthe

SRR &hipl 1080NPHt Elie IbdsShOvdmbdtimdat 1 Fd0 dufdple, each
external nmenory 107. Step ST101: The persona

'p%%ﬁ?ﬂheﬁoéaﬁé $20¥8 vkl Elifnallre! ARSHRLE: 2R %ﬂohaga its

chip 108 a downl oad réquest designating the np e

n .of eac rogyam nodul-e to he.downl oaded t hrough
1888 ferEn: MoBn ehaf PECYESn Reddiechsobesh, sEaTiaLy
task 170 running on the SAM chip 108 shown 25 in FIG
modified antanpegad wikhedticupreaiklertq nee tiggexecution
aut hentication unit 1171 connected to the persona
stonpbure verdficabivhekeywhnfioemshiohhtesveedifyi thay
is confirnmed
signature information to confirm the legitimacy of that

- program module.

The module name is the name assigned to that program
module.
- The key iﬁformation storage area 122 stores the
encrypted key information K _Cl used when accessing the

storage area 155 1 of the IC card 103 shown in FIG. 22 by

Iéxecution of the application program AP 1, the encrypted

key information K C2 used when accessing the storage area
155_2 of the IC card 103 shown in FIG. 22 by execution of
the application program AR_Z,land the encrypted key
information K C3 used.whén AGcessing the storage area 155 3
of the IC card 103 shown FIG. 22 by execution of the
épplication program AP 3.

The key information K_Cll, K C2, and K C3 are éncrypt_ed

by the key information K X.




10

15

20

‘25

by the nutual authentication, the processing of step
ST103 is perfornmed. 5 Note that, in the present

enbodi ment, it is possible to use various techniques
as the technique for that nutual authentication, but
for exanple the foll ow ng-teshrique is used. Both of
the authentication unit 1171 and SAM chip 10 108 hol d

dent inf] f t f the SA 108, t.
oot hseae D 'R Rclme A e raah ot oRadrer 1o

y information. Further, the authentlcatlon unit 1171
i Sl EAeD MAPAdRE (R (e S EiE:

mast er |nfornat|on 15 and transmts it to the SAM
chip I@@MyﬁﬁéPSAMGdhip 108 decrypts the received
encrypted SAM I D by the nutual authentication master

key aldGcoRpaissaiffunvetivrdie BAMK Qiagrhel df theetdAM chip
If matching, it confirns the legitinmacy of the ;

10@ Ryahvircdld g .unid, 1171. Further, reverse to this,
the SAM chip 108 20 encrypts the SAM I D by the nutual

aut hepll cablan ;MRsher kay %@%g%ﬂﬁ#ﬁgq aR@gt RS UL f5pls

to the authentication uni't uthentlcatlon

clf;)pﬁ:g%l? decr%Etsfthe re%ﬁa Gg)r’ L?éij:eyrgﬁgd SAME:YeDsb?/t :

with the SAMID it holds itself. If matchin 25 it
copprnica tine Hedertnsey vei t HélsAM“@hlsﬁrfG@ e uggt 162,
Step ST103: The downl oad-task 170 j udges whet her each
sagdaite rea peocgssiigga uad. thyl 63h e astdvendddatagne pirogdessing
step ST101 is

unit 164, encryption/decryption unit 165, storage unit 166,
and CPU 167.

The SAM chip 108 is a tamper-resistant module.

The ASPS communication interface unit 160 is an
interface used for input and output of data with the ASP
server 106 shown in FIG. 19.

The external memory communication interface unit 161
is an interface used for input and output of data with the

external memory 107.

The bus scramble unit 162 scrambles output data and

‘descrambles input data when inputting and outputting data

through the external memory communication interface unit

161.

The signature processing unit 163 as explained later .

produces a signature and verifies a signhature when

‘downloading an application.progiam through the Internet 110
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regi stered in the nodul e managenent data 130 stored in
the 5 AP managenent storage area 121 of the externa
menory 107. Step ST104: The downl oad task 170, when
judging at step ST103 that it is not registered, ends

t he processing w thout perf®mng the downl oad
processing, while when judging that it is 10

.regi stered erforns -t racessing of .step ST105.. .
1S SSEn AR SRERD I ABRAGRE eHRha Hths phedicapion
SAM I D as plain text using the AP master key KEY-A to
PYEHERRe t he downl oad signature verification key
inforndtion. 15 Further, it transmts that downl oad

si gna¥theeaufbeptication repcpatdbnrgatndt df4spgnakplained
i nformation produced using that downl oad signature
lueerf peafioamsk ey tiuaflo anhieatica tiiba $AWLCithe $@8er party
Step ST106: 20 The downl oad task 170, when receivVving -

whB8 dow] 8ading iGNabp1 8c i bhigHdid2 kaY-chghotH@ I rnet
at step ST105, judges if the received downl oad

13pORY! Whe USRILhGAl LARiGY 1Nl Ormation mat ches with

ownl oad signature verification Kkey informtion

of the correspondi ng.nmodul e. nanme | 25 nodul e

nanagEhE PROEFREASR B ELOR Tt € 14K ik, data and

170, when receiving the signature information at step
deeryptsyspsryréedofidtdad signature verification key

i nformati on of the corresponding nodule nanme in the

nodul Ehenntgeagat udatalé80fon pydgplehetores the key

information K X for decrypting the key information K C1,
K- C2, and K C3 stored in the key information storage area
122 of the above-mentioned external memory 107.

The CPU 167 ekecutes tasks as explained later based
on a predetermined program (program of the present invention)
énd.executes a designated application program in accordance
with execution of the tasks.

FIG.‘26 is a view for explaining the tasks executed
by the CPU 167.

As shown in FIG. 26, the CPU 167 executes the download
task 170, system task 1-'7'1, AP task 1'_72 {program of the present
invention), and settlement‘processing routine task 173.

The download task 170, as explained later, performs
érocessing for downloading tan application program'from
outside §f.the SAM unit 109 through the SAM chip 108 to the

external memory 107.
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5 legitimacy of that signature information. Step

ST107: The downl oad task 170 proceeds to the

processi ng of step ST108 when judging that they match

at step ST106 or when judging that the signature

information is legitimte~- 8@ and ends the processing

in other cases. Step ST108: The downl oad task 170

speci s [ -he t er pal 7 .
obrreanen ARG 1], 1% e ALK, BB RRITOERING, griver

ST101 by .view ng,t.he nodul e managenent 15 d 130, and
MBSRABENL | REPASIORR HOURE FP id e GaFdolds, and other

conput er 1161 to the specified address on the externa
PRSP IPPE. [ Operation for Execution of Application

Programi FIG 28 is a flow chart for explaining the

oper affhenAP26asly 1A cloemprehgibively h88aghs\wwhe eidd@ition

19 executes the application programAP 1. Step STill:
ofhehet hppIAbathiicn pR8gkamei APS13 ARPORESind AP X @ddfidined

of the application program AP -1 for exanple fTromthe

WhER +23 SAW ehilGod he AR eask bidcahaun YellyBst?Erom

'~ executes the - 91 processing of "step ST1I2.

ep
tﬁzéﬂgb BPefore 4 AP task 172 execq%gs o m, .
BSATE S5 9ef 208 o el 8Rinese SHEHIE L Pe B Yymitoe
executjon 5 signature verification key information
corres snapﬁglﬁgteftﬁeprocessz.ng routine task 173 decides
which 'of the application programs AP_1, AP 2, and AP 3 to:
use iwhen. for example the SAM chip 108 receives a processing

request relating to the IC card 103 from the ASP server 106.

Next, examples of the operation of the communication

' system 101 will be explained.

[Operation for Downloading AP to External Memory]

FIG. 27 is a flow chart for explaining the operation

- of downloading an application program AP 1 from the personal

computer 116 1 shown in FIG. 19 to the external memory 107 .

Step ST101:

The person-al computer 116 1 shown in FIG. 19 t;:ansmits
to the SAM chip 108 a download request designating the modulc;a
name of each program module to be downloaded through the
authentication unit 117 1. |

Step ST102:

The download task 170‘ running on the SAM chip 108 shown

in FIG. 26 performs mutual authentication with the




10

15

20

25

nodul e nanes of the program nodule by referring to the
nodul e managenent data 130. Step ST113: The AP task
172 uses the execution signature 10 verification key

i nformati on obtained at step ST112 to verify the

| egiti macy of the signal rnB8rmation of that program
nodul e. That is,.it judges if the program nodul e has

nﬂﬂédﬁ%ﬁnilttﬂ'?dl %é‘h@me?eéo V@htefygeﬂ-éofg{,}g Rpmputer

ST114: Wen e AP task 17 ver| es at step

fahat; t nat ur e I nf i itimte, it
p?ﬁceeg%ﬁ()%%f pfbéasghggﬁl Y \iif (e fidmped
udges it is_ not i.timate, |t ends_the

g&‘é‘s “i’fb‘alz6“§P€BtS‘F§%5°“Th§h%FPF%§?Si’?‘?;g e ciftqrs ST103
the program nodul e for which the signature
ijsnrenfmrmed .nas been judged to be legitimate. Note
that, the program nodul e may al so be executed by the :
CPU ,1&3tehnm1:i,niﬁl the 2prasent seiltiediméet ) Nt & possible
program 25 [Operation During Execution of

tOPRIseC2hr9BuB @AEAAl queS2asHhie €EchPidud| '.@6% f¥at mutual
explalnlng t he operatlon for executlon of

t T h AP ask .172
LR U o ST VPO A (R
o2 cessi ng shown in FIG. 28 |t j udges mhether the

to be executed next is a.code instructing data

Both of the authentication unit 117 _1 and SAM chip
108 hold identification information of the SAM chip 108,
ﬁhat is, the SAM IP, and the n;utual authentication master
key information.

Further, the authentication unit 117 1 encrypts 1;he
SAM ID by the mutual authentication master key information
and transmits it to the SAM chip 108. The SAM chip 108 decrypts
the received encrypted SAM ID by the mutual authentication
master key and compares it with the SAM ID it holds itself.A

If matdhing, it confirms the legitimacy of the authentication

uanit 117 1. Further, reverse to this, the SAM chip 108

encrypts the SAM ID by the mutual authentication master key
information and transﬁtits it to the authenticationunit 117 1.
The authentication unit 117 1 decrypts the received

encryp_téd SAM ID by the mutual authentication master key

and compares it with the SAM ID it holds itself. If matching,

it confirms the legitimacy of the SAM chip 108.
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transfer or data viewing with another program nodul e.
Step ST122: When the AP task 172 judges that the code
to be executed 10 next does not instruct data
transfer or data viewing with another program nodul e,
it proceeds to the processiff of step ST124, while
when it judges that it does instruct the sane,
procegqs.,t g .processing of step ST123. Step ST123:
15 The AB task 172 executes that code. Step ST124:

The tagk 172 for e erforps_error processing

u thotpeoasetlfag Fask ThusRes Wherbes endh moduls hame
operatlon of the communi cation 20 system 101 shown in
depganpden) Py fhedawnlaag meagesip aits sfep SHL0Fr is
expl ai ning the overall operation of the comunication
regdisdartd ishthwe mpdElE madagSnept ST464:13Mestored in the
busi nesses 1151 to 1153 or a party requested 25 by

APheaeabenenes sesrpgedieas 172 SPPELE VAU D MMBrAR 07 .
1, - 93 AP 2, and AP -3 for enabling the businesses

to pegEgbng@&gquS|ng relating to transactions
per f or med u3|ng the IC card 103 on the persona

conpu 3

Furt nife dirttend i 395, 00, e 3 afep A0S that

,%he nodul e nana ement data 130 shown in FIG 23,
c’r%r’l‘ﬁte§egﬂ'f’te§ﬁﬁ}'s?‘bﬁl%§lﬁet PFAcessing rerihgutpesifprming

107.
the download processing, while when judging that it is

registered, performs the processing of step ST105.

Sﬁep S5T105:

Tﬁe authentication unit 117_1 encrypts the SAM ID as
plain text using the AP master key KEY-A to generate the
download signature verification key information.

Further, it tranémits that download signature
verification key information or signature information
produced using that download sigqature verification key
information to the SAM chip 108"

Sfep ST106:

The download task 170, when receiving the download

. signature verification key information at step ST105, Jjudges

if the received download signature verification key

- information matches with the download signature verification

key information of the corresponding module name in the

ﬁodule ﬁanagement data 130.
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Step ST132: The application prograns AP 1, AP 2, and

AP -3 are i o downl oaded through the authentication

units 1171, 1172, and 1173 fromthe personal

conputers 1161, 1162, and 1163 to the SAM chip 108. At
this time, the processing-effl ained using FIG 27 is
performed. 15 Step ST133: The user is issued the IC

card S .0 Rl el t e J s I

the | fgg}'o%\%goﬁélggdd%%% E?gf’egﬁ%%erklée@fuﬂﬁ% Tne
i.nformation used f.or transactj by the yser,wt
THEETS AT e ToF IADY b ek A cgithad
busi ness may al so conclude a contract through the i
signatiste yegificatippekey dnfayme toion pfethe taryrIpanding
Step ST134: For exanple, when the user uses the

mygthslen alargp dputtie 26A106 menagemsntidataely@rtaOPudge the
‘through the Internet 110 to - 94 try to purchase a -
TgidtiGiacy e HAAS s ighva (SRl S nE RAESHi .Ng  request

. through the Internet 110 to the ASP server 106. The

ASP seypwer shldf7 when receiving a processing request
fromthe server 102, accesses the personal conputer

105 rough the Jlntern 110. Furt her, .the_processin
requediie fgmnatad Eagi § 700 esetss iy the BReFeIIAAY of
reader/witer 104 is transmtted through the persaonal

8 gthen piiaiag thpd: they RevepfestRis St%l-%er

SAM chi p 108. ,
when judging that the signature information is legitimate.

and ends the_procassing'in other cases.

Step‘ST108:

The download task 170 specifies the address in the
ex£erna1 memory 107 corresponding to the module name
designated at step ST101 by viewing fﬁe module managemgnt
data 130 and downloads the program module from the pérsonal
computer 116 1 to the specified address on the external
memory 107.

[Operation for Execution of Application Program]

FIG. 28 is a flow chart for'explaining the operation
ﬁy which'the SAM chip 108 shown in FIG. 19 executes the
application program AP 1.

Step STI11il:

When the SAM chip 108 regeives a request for execution

of the application program AP 1 for example from the ASP

7 server'106, the AP task 172 shown in FIG. 26 executes the
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Step ST135: 10 The SAM chip 108 sel ects an application
program by the settlenent processing routine task 173
in accordance wth the processing reguest received at
step ST1l34and executes that selected application
program The processing exp?hined using FIG 28 and
FIG 29 15 in the execution of that application
PR3 igS ot @repheifiapmed. Step ST136: The SAM chip
108 outputs the result of execution of the
appllg@EEog Ry9gramto the ASP server 106. 20 As

expl al ne gove accordlng to the connunlcatlon

syste expl since the

Y o Bebgra Bec kY SnRRanRL Aol e, porrparam JRaRTY of
~and 1173 to authenticate the downl oader of the
thgppppddicat igno pragramndPalli.odd e ehtRicaedscutien
application programonly to 25 an authorized storage : .
sdgea taret erggKicahabn e ipfidmatiton coFreispopddsighte the
to prevent an unauthorized party fromillicitly

medalanghngs W tRENSFéEhmniddwdie Bftd et g fooghamddule
the external nmenory 107. Further, according to the -

mEAEReGR! @R aSYSoem 101, 5 when the SAM chip 108

runs a plurality of application programs, since data

transf,er_a ta and code viewi ng anong application
progr%%ﬁ Eglggétricted by the firewalls FW1, FW2,

and FW3, it is_possible to _prevent processing of each
appl | €aei BR ﬁﬁaﬁréﬁ?fPEﬁFb@PﬁgeFPFP3FPPySFH ed

W th
verification key information obtained at step ST112 to verify

the legitimacy of the signal information pf’that program
module.

That is, it judges if the program module has been
illicitly altered or tampered with.

Step ST1l1l4:

When the AP task 172 verifies at step ST113 that the

signature information is legitimate, it proceeds to the

. processing of step ST115, while when it judges it is not

" legitimate, it ends the processing.

Step ST115:

The AP task 172 executes the program module for which
the signature information has been judged to be legitimate.

Note that, the program module may also be executed
by the CPU 167 shown in FIG. 25 as a su_broutine in the program.

[Operation During Execution of Application Program]
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10 or tanpered with by another application program
Further, it is possible to inprove the '
confidentiality of each application program Further,
according to the comruni cati on system 101, as

expl ai ned using FIG 28, whea executing an application
15 program by verifying whether that application

progr i S,kei.ng _t er Wi th, i.t .is ssible tQ

ol BT Gen Pt 55, RePLew, 2o Rapternied, RY oBsEalf o, for
an illicitly tanpered with application program

gt Pn ggé‘lndiaﬁ’é’lﬂt?attl’ré’”c@ﬁﬂﬁﬁa(?‘ati on system 101,

20 by conpri.sing each application programby a

pl ur aftep T123rogram nodul es, it is possible to

downl oad to an external nmenory 107 in units of program
nodul WhenFchi¢ A® taak A¥Aergctitethe codenimiacatégham module
system 101, by perform ng the usual scranbling on the.
thrghlgy ¢8ef pbaebkisalindSskewni DHOFTE! i 28, USedidfes whether
operations on an IC card 103 to - 96 encrypt 1t and

oL [ 244 r N [

ttﬁo -c'io%r g&eb%htéal}%ecur ﬁg’%xeve@g%/' (#1%{ ll?tgf:j&a%%s Bt
i-nformation,. Further, accqrding to the communi cati.on
tEFRSERT16F, dadasiviieringe v i%iﬂﬁaﬁ¥ BYr6gram

encryption and decryption at the tinme of code access

by a Btgrs&TaRBle function, it is possible to prevent

an application program stored in the external nenory
107 fvbambghen@Pi taskiltN2y judgab\wded the.cadr lte balaxiearmted
the processing of the SAMchip 10 108.
next does not instruct data transfer or data viewing with

'énother program module, it proceeds to the processing of

step STlé4, while when it judges that it does instruct the
séme, proceeds td the processing of.step ST123.

‘Step ST123:

The AP task 172 executes that code.

Step ST124:

The AP task 172 for example performs error processing
without executing that code.

Next, the overall operatibn of the communication
system 101 shown in FIG. 19 will be explained.

FIG. 30 is a view for'explaining the overall operation
of the communication system 101 shown in FIG..19.

Step ST131:

The businesses 115 1 to 115 3 or a party requested

Ey these businesses produces the application.programs.AE_;,




10

15

20

25

FIG 31 is a functional block diagram show ng nore
specifically the function bl ocks of the SAM chip 108
shown in FIG 25. As shown in FIG 31~ the SAM chip
108 is connected 15 through an i.nternal bus 190 to
the ASPS communication int@Pface unit 160, externa
menory conmuni cation interface wunit 161, bus scranble
ApiZ, Hnd AN WY QHASGIMPHHD Bl inesen & Y% rm
unit 166, and CPU 167. Part of the functions of the

' I i uRi an hepticatio
Ry Rel oYl e Staneaded s e PULRER LEBYs Phhe 3
for le,,the CPU 167. In the SAM chip 8.shown in
o U Brorng Barbanal cABRRErRS ol oe Lo 118 70 AAA16 3
ossi ble to connect the card ,I/F unit 191 connected '
whdn Fl&-nd%-bus 190 to an RF 25
reception/transm ssion unit 192 outside of the SAM
chi p ¥08theg7 thedmamagsficofdiha WAMhchhie 108cgetel@les
by a noncontact system through an antenna 192a of the

the medepk aahhganRenitsaned 1801 nddr. id Hrd. Ebodidibles
The present enbodi nent is an enbodi ment correspondi ng

. ikQ Eha %QbEeEOi%ZHQ.Q%EP%&&é%&ahhEE5EM§ﬂPb§Q- FIG 33

is a view of the overall configuration o

comupij.cat | ystem 201 of the present enbodi nent. As
shomngkﬁsF?%?3§3, t he conmuni cation. system 201 uses
10 a server 202, | C card 203, card reader/witer 204,
per soh3f 2PBbGREAcD0BToaspuEBE| LeaPPoA  sapdi AR _3 are

provi der) server 206,
downloaded through the authentication units 117 1, 117 _2,

and 117 3 from thé personal computers 116 1, 116 2, and 116_3
to the SAM chip 108.
At this time, the processing explained using FIG. 27
is performed.
Step ST133:
The use# is issued the IC card 103.
~As shown in FIG. 22, the storage unit 150 of the IC

103a of the IC card 103 stores the key information used for

- transactions by the user with the contracting business.

Note that, the ﬁser and a business may also conciude
a contract through the Internet 110 etc.'after issuancé of
the IC card 103.

Step ST134:

For example, when the user uses the personal computer

105 to access the server 102 through the Internet 110 to
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SAM (secure application nodule) unit 209, persona
conputers 2161, 2162, and 2163, and aut hentication
units 2171, 2172, and 2173 to conmuni cate' through the
Internet 210 15 and perform settl ement processing or
other processing for a prod®dure using the IC card

203. The SAM unit 209 has an external nenory 207 and
toAMo Gl fcRdSe al peod3Alt; hiRe 28-S 10Res8885 VW R-ocessing
configuration showmn 20 in FIG 34. As shown in FIG
r%%ue%@?t%éwdgw &h%p%nR%QMéEr?qbt S t gt G E@%%Er 106.

toward the top | ayer; an HW (hardware ayer, OS

| | hand| hi gher. hand| | d
w0 T agbr N ARV hs VB en e S At e ST R p Saest

includes a driver layer. - 98 Here, AP layer includes

- £X0P ith& ST ViSTo Ji0%ns amsessespthe pgrgonpl gompuiternd05

procedures using the I1C card 203 by the credit card:
i dhepdndermethddiOnefuethers] thel pZocessdngl 58@quest -
shown in FIG 33. 5 1n the AR |ayer, the application
fproghanaCARakd AR issakd BY tReardriheehdgh¢wrhaed @04
| ayer are provided between themwth firewalls FW

iEher2AlhG RitBa2PRrbagh OPRE G &Ek St 10 Wl t355h 00! Enternet
t he Et hernet, etc. 70 the TASP server 306 The ASP

1361 VSha H822Q0 2. CqBREELELNERYORy B hBE €T net 210
o'a pluralify of term nal apparatuseg includi ng the
per sonal uter 205 of the end user and persona

conpu§5?80§¥g§5:2162, and

The SAM chip 108 selects an application program by
the'settlement précessihg foutine task 173 in accordance
with the processing request received_at step'ST134:and
executes that selected application program.

The érocessing explained using.FIG. 28 and FIG. 29
in the execution of that application program is then
performed.

Step ST136:

The SAM chip 108 outputs the result of execution of

- the application program to the ASP server 106,

As explained above, according to the communication

system 101, as explained using FIG. 27, sinée the SAM chip

108 uses the authentication units 117 _1, 117 2, and 117 3

to authenticate the downloader of the application program
and allows the download of the application program only to

an authorized storage area in the external memoiy 107, it
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2163 of the businesses 2151, 2152, and 2153. The
personal conputer 205; for exanple, is connected 15
through the serial port or USB port to a Dunb type
card reader/witer 204. The card reader/witer 204
real i zes for exanple wrel%3s”comunication

~corresponding to the physical I|evel with the IC card

i20Bosiie1ePes iidnal t GeMaRadenbeikba é&g@r@k&@&ﬁ%iuy

the 20 response packets fromthe I C card 203 are

. d t L. 2 ' .
i Ee%rer?%g“r % %tr}ﬁ é: a@%rggﬂl?egg{e:p/ %ﬁ?i %@%\1%%{1%2 s%#] in the
e%ﬁ%%#%ﬁ{ 205, a % SP server 206 interposed between
] VR Y 0 %Store the conmands or response
contents in data payload portions and relay the 25
sane. Frgdhesr e afserHARY| FodthR FREMBRAFFSEPHn sgetem 101,
decryption - 99 of data, authentication, or other :
whcinubhe §#f ahipAd8 muihe pl@rahi ty 263apfhéchtisonagsgprans,
2151, 2152, and 2153 use the personal conputers 2161
s2hed duth kG sFerDEadlda thhandppbideatiiewiny ameng

~prograns AP-1, AP-2, and AP-3 and downl oad the

i IO r .
REAAG or BlloyEanisOlr B 08 BBt WM IS Fireualls W 1,

o2 SV PS 259 BEIEL U e 9RpRESTRe S oacn

busi nesses 2151, 2152, and 10 2153 have no relation
caddirro PRegraph £ TeMoPdedaiddd ciflyndnteréersd with

menory 207 where the application prograns AP-1, AP-2,

oxndampeTecawitd dywanoided arplpradéver prpggam. Further,

it is possible to improve the confidentiality of each
application program.

Further, according to the communication system 101,
-as explained using FIG. 28, when execuéing an application

program, by verifying whether that application program is

being tampered with, it is possible to avoid identity theft

or other illicit acts based on an illicitly tampered with
application program.
Further, according to the communication system 101,

by comprising each application program by a plurality of

‘program modules, it is possible to download to an external

memory 107 in units of program modules.
Further, according to the communication system 101,

by performing the usual scrambling on the highly confidential

key information used for opefétions on an IC card 103 to-
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Whet her they have the right to downl oad to those

storage areas is verified by the SAMchip 208. 15
Further, the transfer and view ng of data anong the
application prograns AP-1, AP-2, and AP-3 are

restricted by the firewal ts?&W The aut hentication

units 21711 217'21 and 2173, as explained |ater,
PRI AR Al OEhaMddt d eI MRlIR, 2087, it

produce downl oad signature 20 verification key

J f i oot n i I PRld GaL

i SRR e, ARSI, Jegdll e ey
Next, the conmponents shown in FIG 33 will be
1@%&%%&6’.“25 [1C Card 2031 - 100 FIG 35is a
functional block diagramof the IC card 203. As shown

i n FI Burfher,hacrerdapg ro3 thes capmpaicaitiopgsysdem 101,
circuit) 203a provided with a storage unit 250 5 and:
saneee Shien@gppdiitca?5bn Progytaor pge-finmts 2@ ryed-ishovand n
FIG 36, has a storage area 2551 used by a credit card

RPN a¥ Mble MiteN@FS cdlel acked=0L0Q BRA sthtamdle
used by a business 2152, and a storage area 2553 used

f@ﬁc%i%'ﬁs; i €SS ]g Zﬂvég’s iﬁi‘ét s gpxlgé@&'lé 0&11?‘ tégﬁ%ﬁ:&'ﬂi’.én %ﬁ%gram

stores Key information use or judging  the existence

s ¥ordd BMenk0 LR r8LY" 885035°3 077 Fhon Bling illicitly

analyzed etc. while halting the processing of the SAM d_hip
108. |

FIG. 31 is a functional block diagram showing more
specificglly the function blocks of the SAM chip 108 shown
in FIG. 25. | |

As shown in FIG. 31; the SAM chip 108 is connected
through an internal bus 190 to the ASPS communiéation
interface unit 160, externél memory communication interface
unit 161, bus scramble unit 162, encryption/decryption unit
165, storage unit 166, and CPU 167.

Part of the functiops of the signature processing uﬁit

163 and authentication processing unit 164 shown in FIG.

. 25 are realized by, for example, the CPU 167.

In the SAM chip 108 shown in FIG. 31, for example as

shown in FIG. 32, it is also possible to connect the card

I/F unit 191 connected to the internal bus 190 to an RF

;reception/ transmission unit 192 ocutside of thée SAM chip 108
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i nformati on used for judging an access right to the
storage area 255 2, and key information used for
judgi ng an access right to the storage area 2553. That
key information is 15 specifically used for mutua

aut henti cation, encryption 84d- decryption of data,
etc. Further, the storage unit 250 stores the

andeethhieatl @ed Widnehbofc ardd12obGF @ ﬂo%%n%ckhsystem'
user of the IC card 203. 20 Next, the SAM umt 209

t'\gqxjau% a%%n%er}ﬁi% 1rbéj the [ﬁxt egcrl%ltlo anzgn‘?:lss:fon
s a view for pl ai ni ng t torade areas
“H;S:r ternal menory 207 As shown in FIG 37, t he

3'33 ‘areas of the external 25 nenory 207 include a
storage area 2201 in which the - 101 application
pr ogr dthixd Ewpbedimenthsj ness 2151 is stored, a
storage area 220_2 in which the application program AP
2 of TheepbasentsemBddiRent ist ancembadsmentgeozresponding
220_3 in which the application program AP -3 of the
HolHheeIDthl T> JAdth Hspsks IH e Ahvariwigarent
storage area 221 used by the manager of the SAM chip

208. Fhe apml iy a | QR Q¥ NS Dv egr %.tlorc%% :l.ﬁnuﬁ:ﬂ:ﬁ of a

storage area 1i1s conprlse a plura

rglm?lr am_m dg‘lj%‘g’fﬁ%%%%gqt‘ﬁo%\ﬁg AP stq{a%ﬁjeoa ea 2t201

appllcatlon program AP -2 stored in the AP storag

- area 2203he¥n donfiliGed3of the m%qwfdf%rsa’grt@m 201 uses

nodul es.
a server 202, IC card 203, card reader/writer 204, personal

compﬁter 205, ASP (application service provider) server 206,

SAM (secure application module) unit 209, personal 'ccmputers

216 1, 216 2, and 216 3, and authentication units 217 1,

217 2, and 217_3 to communicate through the Internet 210

and perform setﬁlement processing or other processing for
a procedure using the IC card 203.

The SBM unit 209 has an external memory 207 and SAM
<chip 208 ..

The SAM chip 208 has the software configuration shown

in FIG. 34.

As shown in FIG. 34, the SAM chip 208 has, from the
bottom layer toward the top .laYer . an HW (hardware) 1aiyer, '
0S8 layer, lower handigr layer, higher handler layer, and
AP lafer in that order. o

The lower handler layer includes a driver layer.
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Access to the AP storage area 2202 is restricted by

the firewall FW2. 15 The application program AP -3
stored in the AP storage area 220 3 is conprised of a
plurality of program nodul es. Access to the AP

storage area 220_3 is resfr P8t &d by the firewal |l FW 3.
In the present enbodi nent, the above program nodul e

20 i S Helte ,MAF MapdiiinddasdOaged ifcrt iompleydamamhe |
outside of the SAMunit 209 to the external nmenmory

230%, iR BDelde Ofn il PFQRUAPLDA G5y AT 7Y £250 203

application™programcan be freely determ ned by the

P AA SO0 0G5 oS, LA 8 1, 215 2,

exy I nory 207 are scranbled. They are - 102 -
ad‘é’ts% g‘%ﬂﬁﬂ 53&1 rﬂs% the SAM chip 208. Further,

the application prograns AP 1, AP 2, and AP -3 are,
for edanbhe ABrirrRed Bie applicatiessprograms 2R5R, AP 2,
and 215 3 using the personal conputers 2161, 2162, and
and? AF3 3shown the Righe33handlarelapen| andgiirddii ded b teeen
SAM chip 208 to the external nmenory 207. Access to :

thizen AR UFRFAGRARI Sty age area 221 is restricted by
the firewall FW4. Note that the firewalls FWi, FW2,

FW 3, »gad EEWT %glgp‘é%r 93P %%gtnte%t'érc’ie thirod a' '?; f%\gli ?%%

in FIG 34. managenent storage ar es '

the sel.ecti.on datag,23 nd the inter-AP
b RieTReIton <At a Zogbe B GRTVAT A04- Fhe ASP server

206 is connected through the Internet 210 to a plurality

of terminal apparatuses includiﬁg the personal computei: 205

of the end user and personal computers 216 1, 216_2, and

~ 216_3 of the businesses 215 1, 215 2, and 215 3.

The personal computer 205, for example, is connected
through the serial port or USﬁ port to a Dumb type card
reader/writer 204. The card reader/writer 204 realizes for
example wireless comunicaticn corresponding to the physical
level with the IC card 203.

The operaticnal commands to the IC card 203 and the

‘response packets from the IC card 203 are generated and

-analyzed at the SAM unit 209 side. Therefore, the card

reader/writei' 204, personal computer 205, and ASP server
206 interposed between them only act to store the commands

or response contents in data payload portions and relay the

~same. They are not involved in the encryption or decryption
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Here, AP selection data 231 and inter-AP comuni cation
15 data 232 are, for exanple, registered in advance at
the tinme of setting up the SAM chip 208. Further, the
AP selection data 231 and inter-AP comuni cation data
232 can only be rewitten Bf the manager of the SAM
chip 208. FIG 38 is a view for expl ai ni ng the
ec 31,
o R e o AP gl [ o R b e
d AP |2%q1t|f|cat|on i nformation Ilnked t oget her.
card type informati on shows the type of the 25
IC card 203 shown - in FIG 33 and, for exanple, i
103 FHETPRFIEaEFOR A4 drnalPok - omd RAScAstae tbsmﬁrsmal
conpany performng the settlenent for a transaction
agyipvdete2l€_1caeH6 203 anthd1AP3i te prioducst tha application
information, as showmn in FIG 5 34, is identification
pirdigaraigd iAE 10f A appld G D eipwilopeitad ipdpdiced
the AP layer of fhe SAMchip 208. FIG 39 is a view

15U POk Bis | HaRhucienE IR A N AR 23 %17 1,
e |nter comuni cati on- data 232 shows whet her

th
239%&%@%%% e S 8 e
Speci fically, this shows if the conmuni_cation request
sttBré'ﬁeaﬁﬁeia@aﬁ“oﬁ:h&r SFtsrnal 2SREY 2+ ssued by an

application programat a columm itemshown in FIG 39

“is At this time, since the businesses 215 1, 215 2, and

215 3 have no relation with each other, the storage areas
in the external memorir 207 where the application programs
AP 1, AP 2, and AP_3 can be downloaded are predetermined.
Whether they have the right to download to those storage
areas is verified by the SAM chip 208.

Furthér, the transfer and viewing of data among the
application programs AP 1, AP 2, and AP_3 are restricted

by the firewalls FW. The authentication units 217 _1, 2172,

~and 217 3, as explained later, perform mutual authentication

with the SAM chip 209, p;roduce download signature

verification key information, etc. when downloading

application programs AP_1, AP 2, and AP 3 to the SAM chip
208. |

Next, the coinponénts shown in-FIG. 33 will be
explé—ined.

[_IC Card 203}
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15 all owed or not. For exanple, a comrunication
request by the, application programAP_3 to the
application programAP-1 is allowed, but a
comuni cation request to the application program AP
-2 is rejected. 20 Further,1@% shown in FIG 37, the
AP managenment storage area 221 has an inter-AP
COMMUIFLAL I 1 of 3R ALCAA3B1888 00 hOEROBEULHS aic Oazd
(transfer of data) wth an application™ program

p 208] 25 FIG 40 is a functional block di agram of

e SAM chip -. 104 208 shown in FIG 33. As shown in
FIG 40, the SAM chi p 208 has an ASPS _communi cati_on
i nt er Bt SR PBd L ex 3R nafh Srehforgprt dthliMiaadmot €
interface unit 261, bus scranble unit 262, 5 signature
Geneegra brd PR D) mmmveahdomﬁhoeeswngge Uit 250
264, encryption/decryption unit 265, storage unit 266;
antl [RieETing henBAMEDi p 208 is a tanper-resistant
nodul e. The ASPS conmunication interface unit 260 is

an 10 11y sebaageusttk 280, 9 uhondiReimelt 367 il 2 Mdiage
the ASP server 206 shown in FIG 33. The external

§qu'QHéf ?Jg gQn c&:@iﬁrtf g‘dug&%pggﬂ' daif‘ ?rﬁ I%%Séiness

ter ace use I nput an out pu

| §é¥ naI ssmemo 5 207 The ,Psuesd craml & nds 2% 2, and

a storage area 255 3 used by a business 215 3. Further, the
storage unit 250 stores key information used for judging
the existence of a right to the storage area 255 1, key

information used for judging an access right to the storage

area 255 2, and key information used for judging an access

right to the storage area 255 3. That key information is
specifically used for mutual authentiéation, encryption and
degryption of data, etc.

Further, the storage unit 250 stores the
identification information of the IC card 203 or the user
of the IC card 203.

Next, the SAM unit 209 will be explained in det_:-ail.

[External Memory 207]

FIG. 37 is a view for explaining the storage areas
of the external memory 207.

As shown in FIG. 37, the storage areas of the external

mémory 207 include a storage area 220 1 in which the
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descranbl es i nput data when inputting and outputting
data through the external nenory communi cation
interface unit 261. That is, the external nenory 207
stores data in a 20 scra d state. The signature
processing unit 263, as explained |ater, produces a
%nature and verifies a signature when downl oadi ng
ppligaitiont progpasgARMLt Bfothk. buséneaseRAbt 12168 sdored,
the external nmenory 207 and when executing an
aappbiragti ared52p0 0fr am whidi) Shel kppalildadiilanC glricdram AP_2
processing unit 264, as explained later, perforns
offuthal badtihess 2aki oniw kkokba, oshgtoeagéyar%eﬁzo 3 in
“downl oadi ng an application progran1through t he

whil 8 18k a %éa%‘i:%t&%ﬁ ‘%&BSE:Q% - REEACLY 2 bué:.m%s 215 3

encryptlon ecryption-unit encrypts data an
decr encry data. The stora uni t 26 tores,'
LSRR 300 PRANPOP=PRISREPEc85OPAG O e Re SERUISER. bY
The CPU 267 executes | ater | ai ned tasks based on
the &aﬁﬁgﬁét@fnﬁﬁédsﬁﬂbghaﬁ1@Bgegran1of t he present
i nvention) and executes an application program
desi gibeazpplieationigneeyran BF_dxstorednimftiddilt atloxage
FIG 41 is a view for explaining tasks executed by
akba gPU 267s dEmpiSHAWE id) Pilzaldky biFepeBYrd@/modules.

executes a downl oad task 270, systemtask 271, AP
nkasks2¢4. thst hbeH‘EBEaBEOQ?.éé' 550_1 is restricted by the
firewall FW 1.

The application program AP 2 stored in the AP stérage
area 220 2 is comprised of a plurality of program modules.
Access to the AP storage area 220 2 is restricted by the
firewall FW_é.

The application program AP 3 stored in the AP sﬁorage

area 220 3 is comprised of a plurality of program modules.

. Access to the AP storage area 220 3 is restricted by the

firewail FW 3.

In the present embodiment, the above program module
is the minimum unit downloaded for exam;_ﬁle from the outside
of the SAM unit 209 to the external memory 207. The number

of the program modules forming each application program can

be freely determined by the corresponding business.

Further, the application programs AP _1, AP_2, and AP_3

stored in the external memory 207 are scrambled. They are
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routi ne task 273, inter-AP conmunication task 274, and
I nter - SAM comruni cation task 275.- The downl oad t ask
270, as explained later, perforns 20 processing for
downl oadi ng an application programfrom outside of
the SAM unit 209 throughtR&2SAM chip 208 to the
external nenory 207. The systemtask 271 is a task

dRSEHAREN Y HHeerealPRATRAL SARLIALIHORHUNI que to
the IC card 203, or other 25 processing. - 106 The

AP ta for exaqpl .conprehensi vel V. ages

exec U?FS%Z%F ’t%ée aﬁ%‘iﬁg A5 SR ng’f%%‘r@%%n% A%P—ﬁ'ﬁ%.—%—’f“é%——:i
AP- 3 perforned when rQgram.request is received hy .
aFfie FSRVPERFEI20EPFPONT oA PR FURNNARE B2 Lt pr 2152
pl ace outside 5 of the SAM chip 208. As shown in FIG
and 218c8 mgdngAtbehper3o8adeconpiderg @lécdssi2d$ 2, and
request relating to the I1C card 203 fromthe ASP :

23 6ér Beshe®, inh&@ISet BRemadl apeo desmilivg dedl thhveuighs ha/ SAM
obtains identification information of the AP

 chep 29BORdI RBel@xiternhe hemoafdzoype information

i ncluded in that processing request based on the AP

SeleCEEQQsEaEQ gﬁé ﬁ?pﬁgnggeﬁég% §§o§38e2§535t§§%3§s

executes the application pfograns AP-1,

AP- 3 correspondi ng.to that AP.identification
rFﬁFSFﬁ%FPoﬁg t%@ %ﬁ@erﬁﬁgr- 4comuni cation task 274
manages conmuni cati on anong the application srograns.

FIG Hst?stbaFlBRPCﬁ&F?Wﬁnge?HL&hnFﬂg2th€Wp oca’d Hy_4
correspond to the firewalls FW shown in FIG. 34.

The AP management storage area 221 stores the AP
selection data 231 and the inter-AP communication data 232
as shown in FIG. 37.

Here, AP selection data 231 and inter-AP communication
data 232 are, for example, régistered.in advance at the time
of setting up thé'SAM cbip 208. Further, the AP selection
data 231 and inter-AP communication data 232 can only.be
rewritten by the manager of the SAM chip 208.

FIG.738 is a view for explaining the AP selection data
231.

As shown in FIG. 38, the AP selectiqn data 231 shows.

the IC card type information and AP identification

information linked together.

The IC card type information shows the type of the

IC card 203 shown in FIG. 33 and, for example, is
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of the inter-A P comunication task 274. Here, the
explanation will be given illustrating the 20 case of
the application program AP-1 issuing a communication
request for witing data in the AP-2. Step ST201: WWen
an application program AP- £&king executed issues a
comruni cation request for witing data to AP-2, the 25
iHeNAISidad i SiER MBS SPUHOdRMAit I cnfany
ST202: The communi cati on request issued at step ST201
pet£drafifleY AP dthA dnlirfl! Fofe COTRNN LA 1UR tuas% 7t41e IC
Step ST203: 5 The inter-AP conmunication task

%%42 Spe i nter-AP communi cation data 232 shown in

f and judges if the application programAR -1

can c nicate wiith the AP 2. Step ST204: \Wen the

i nt er%Ekm EomiaRPLAfica sk 1??&"}“&&@8?@1”‘5 fowpegn FIG.
ST203 that communication is possible, it executes the
3 ot delantidficatadpsingormaltioni thiet appdicationiprogran
ends the processing. In this exanple, fromFI G 39,
opleraziiplg @it ithe APOJEgRrARE theasapahin e W th the
"AP 2, so the processing of 15 step ST205 i s executed.

Step $1é0539Unden LhewCeBkr @kp?hihhaqg #he! ifARer-ap
conmuni cation task 274, the application programAP -1

B85 423 Baled® Z33t e - AP

The inter-AP communication data 232 shows whether

communication among the application programs AP 1, AP 2,

‘and AP _3 shown in FIG. 34 is possible

Specifically, this shows if the communication request
to an application program at é row item issued by an
application program at a column item shown in FIG. 39 is
allowed or not.

For example, a communiéation request by the
application program AP;B to the application pi:‘ogra.m AP 1
is allowed, but a communication request to the application
program AP 2 is. rejected.

Further, as shown in FIG. 37, the AP management storage
ai:ea 221 has an inter-AP communication storage area 233 used
for communication (transfer of data) with an application
program. |

| [SAM Chip 208]

FIG. 40 is a functional block diagram of the SAM chip
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communi cation storage area 233 shown in FIG 37. 20
~Step ST206: The inter-AP communi cation task 274
notifies the fact of the data being witten to the
application program AP 2. Step ST207: The application
program AP -2 reads data Tridth the 25 inter-AP

communi cati on storage area 233 in accordance with -

2038 sHdwa et iFicatdpn received at step ST206. Due to
this, conmunication between the application prograns

AP_1 and ARwa LG ¥R 4y ougly e fdnly ?"‘@'o‘es Ha ap_ ASPS

conpleted. 5 The inter- SAM cormunl cation task 275,
c%*x‘n%“ m”a F' G 4”1: L, A & R 280 s e”r%%qt oL
SXanpre b Fhe ©9 nt'er: i cat i on task 275

of an SAM ch| 208x outS| de of the SAM chi.p 208 and:

| GOIN 163 T é-"c?iﬁﬁfa?rﬁf W th e ¢t AusAGT RIS i 272 -

task 275 of that SAM chip 208x. 10 Such a renote :
sdeampdmtd Prosmasing wiid | 2fidr aflenddmatiicatbecessing
275 of the SAM chip 208 to the inter-SAM

WAETR64G aéhoyp BEsn 2decofptihon SAM €265 ,288srhger enies266,
that the SAM chip 208x execute at ‘| east part of the
aRdPeessidyy . assigned to the SAM chip 208 when for

exanpl e the processing 15 | oad of the SAM chip 208

beco I cannat it rformt

or ocodlpn SAieRIS 2he” 3RS, Ribed? ot Hodile.
comuni cati on stem 201 shovvn in FIG 33 will be

expl atREJASE FG“X‘B‘“PS“’&%"@WLP&F‘&‘&% PRy 460 15 an
overal |l operation

interface used for input and output of data with the ASP

server 206 shown in FIG. 33.

The external memory communication interface unit 261
is an interface used for input and output of data with the
external memory 207.

Thg bus scramble unit 262 scrambles output data and
descrambles input data when inputting and outputting data

through the external memory communication interface unit

261,

That is, the external memory 207 stores data in a
s¢ramb1ed state.

The signature processing unit 263, as expla:i:ned later,
produces a signature and verifies a signature when
downloading an application program through the Internet 210
'tﬁ the external memory 207 and when executing an applicat;iqn

programn.
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20 of the communication system 201 shown in FIG 33.
Step ST231: The businesses 2151 to 215 3 or a party
requested by these businesses produce application
progranms AP 1, AP 2, and AP -3 for those businesses
to perform processing for 295t ransactions using the IC
card 203 on the personal conputers - 109 2161, 2162,

and 22R3 SheNdnti{cktfon océ%§$hé; -QK% as explalned
appl i cation prograns AP 1, AP 2, and AP 3

| o hr e heptic ion it 217
14045, °BEESo k5 %%2@?%‘&%@@%% St (he oiher parey
162(i qf 63 to th SAM, chip 208. Step ST233: _The
YHgB SR %%‘%‘e‘bg e3P tﬁ?‘d’l% rogras fhropghpihe Isgernet
the 1C 203a of the IC card 203 10 stores the key
218t senkbposxternalopemeaiysd8ii-ons wWith a business
whi ch the user has contracted with. Note that the
cont r'ibe dmtvpehiohideseyptidn auils | 2fS =namyptize data and
concl uded after issuance of the IC card 203 through

débeypakeenekypildeatald Step ST234: For-exanpl e, when
a user desires to use the personal conputer 205 to

-accesppd N SELYE Q2 gy gu&gt}eghgsé MDY qfihe M e the

purchase a proauct, t he server I SSsues a processi ng

re ggstnthr%ugﬂ gg Eéﬁrnet 210 - to the ASP server
P538S=35" 8 8 ASP ver 206 receives a processing

request
The CPU 267 executes later explained tasks based on
a predetermined program (program of the present invention)
and executes an application program designated in accordance
with execution of the tasks.

FIG. 41 is a view for explaining tasks executed by

the CPU 267.

As shown in FIG. 41, the CPU 267 executes a download

- task 270, system task 271, AP task 272, settlement processing

routine task 273, inter-AP communication task 274, and

inter-SAM communication task 275.
Therdownload task 270, as explained later, performs
processing for downloading an application piogram from

outside of the SAM unit 209 through the SAM chip 208 to the

external memory 207.

The system task 271 is a task performing driver
management, operations unique to the IC card 203, or other

processing.
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fromthe server 202, it accesses the personal conputer
205 through the Internet 210. Further, the processing
request for the I1C card 203 issued by the card
reader/witer 204 is sent through the persona

conputer 205, Internet 210, 5 and ASP server 206 to
the SAM chip 208. - 110 Step ST235: The SAM chi p 208,

i n acFeddBcbasktdi’2 h€onr esavplayg comnppaistns ooely ethirgges
step ST234, selects the application programby the

It tdwmtii g o SH e Gipplliidats draPead eI P axe@r @S and
t he sel.ected application program |n the execution of

A AR GRId Ghdd QOB refi@8NIiGA IR IRAId Py RGe

~ bé&Tween application prograns is ~perforned by the

' - -. AP i cad | 4 0 ' .
il Bhisl 28R RLBRCOhe o Whyell 288 000 Hifss quepice
out s .the ults of execution of the ‘

°§8%}’iecag?’t¥{>r?tb‘r‘bg"{°§g§nto the ASP server 206. As

expl ai ned above, according to the conmunication ]
syst efS2Ghovias igh &4 -i ¥2r| ®hen4 thed SRMGeh3p, 20fc receives
application 15 prograns AP-1, AP-2, and AP-3 are

a getodestsdichd nmyueEste g liag-igwc tootther Ti0y chinde B3 £roso the
it is possible to prevent application prograns from

A Rerividhi 206,y tABNb&0EEEnENE piedees Bty Wddtidairdda 273
it is possible to inprove the confidentiality of each

BRI R ULl g 2L U Bihepenatng
t%omniﬁaéé{-’& gfapsek i%%r%@%%ni Engilgdeélirlil Stihr}:lgt processing
request based on‘ the AP selection data 231 shown in FIG.
38 and selects and executes the application programé AP 1,
AP 2, and AP 3 coi:res_ponding to that AP identification
information.

The inter-AP communication task 274 manages
communication among the application programs.

.FIG. 43 is a flow chart fér explaix:ling the processing

of the inter-AP communication task 274.

Here, the explanation will be given illustrating the

case of the application program AP 1 issuing a communication

request for writing data in the AP 2.

Step ST201:

When an application prog:r.fam AP 1 be_ing' executed issues
a communication reqﬁest for writing data to AP 2 ,7 the

processing of sf.ep ST202 is performed.
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the AP managenent storage area 221. of the externa
menory 207 shown i.n FIG 37 to performthe processing
shown in FIG 43, conmunication between application
prograns is allowed 25 in a preallowed range. - 111
Therefore, it is possible &87provi de diverse services
by synchroni zation and cooperation of a plurality of
appl i gatphopTpbegr ans. As such a diverse service, for
exanple, there is the 5 automatic selection of

app'!%ﬁ&'egﬁmgggaéggogyrgag?ﬁfei%L&aan;tpgegsS§&ﬁe1 is

routine tas wn I n That 1s _he

sane | evel uta on _content, .for grent .
=BP5ived By Sher SPERG PR CeRPRERERELBRotaeE 2 Accor di ng
to the issuer of the IC card 203, if the type of 10

the | 8terr §T263:i s known, the corresponding

application programcan be autonatically deternined.:
Ther eTbeeinbgr+AR) icompunigationstask Afdnvigwsctheiimfen—AP
the |l evel of the settlenment processing routine task

chdwunti e Hiype daftat k82| Ghowar An2@3candot kad judges if the

corresponding appl i cation program can be 15
&gggkhgﬂlk¥ %%%ﬁfKbn&dcaQU%ohﬂuhEbatethﬁthO%ﬂeOQPIQG
ve oper of the application programcan be |ightengd

Furth a ing to the comuni cation system 201,

sinces%ﬁg %ﬁ?g?nation stored in the external nenory

207 is scranbled by the bus scranmble unjt 262 of the

SAM cHhpnotbe 2BterohR rAmepmicapioppkagki¢74 judges at

confidentiality with respect to analysis fromthe -

steps B#@03Fghe herommenbrathon tis tivs drruniidaeixgputes the

system 201, .

processing of step ST205 while when it does not, it ends

the processing.

In this example, from FIG. 39, the application program

| AP 1 can communicate with the AP 2, so the processing of

step ST205 is exeéuted.

Step ST205:

Under the control of the inter—-AP communication task
274, the application pr;:gi.'am AP 1 writes data in the inter-AP
communication storage area 233 shown in FIG. 37.

Step ST206:

The inter-AP coﬁmunication task 274-notifiesrthe fact
of fhe data being written to the.application program AP_Z.

Step S5T207:

The app;icatioﬁ program AP 2 reads data from the

inter~AP communication storage area 233 in accordance with
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by the provision of the inter-SAM comuni cati on task
275 shown in FIG 41, it is possible to disperse the
processing 25 load of the SAM chip 208 to ot her SAM
chips. Therefore,. when 112 jggpounting the SAM chip 208
in a store server etc. which has to sinultaneously
handl e pr.ocessing requests for settlenment processing

thegmetifigadiiony recaiged il stopasTid®es, it is

possi ble to use the function of the inter-SAM
comuBibeatroths st ackhmPrbice tivpr bedveles $bet bppddication
processing capability using a plurality of SAM chi ps
p20YramsGAPQ iahda AfPUIRC eRdgled ttMouwdiagamitewald s is
nore specifically the function blocks of the SAM chip
cépigredw in FIG 40. 10 As shown in FIG 46, the SAM
chip 208 is connected through an internal bus 290 to
the ASRS £OBINILLR UL AL LR £725% s SHLELEL F16.
menory conmuni cation I nterface uni , bus scranble
nit. 262, encryptiaqnl/decryption it 265, .storage unit
2956 105 AGERgange. WEhoRAEt PR HOm SRABIRL G, B tARE UP the
signature processing unit 263 and authentication ) _
iptereSiMhgompprniogiisndiask 275 ef an @Akt ehipr2@8umikside
realized by the CPU 267. The SAM chip 208 shown in :
oFl the $8M dloip @08nph@ iasuehd wemdtie Ebitnadd tartle adlrstGger—SAM

- connect the card I/F unit 291 connected 20 to the

cbifn@hRakthbs 29@kt 278N oR- tha&e BAMO AL HARDHIKS S | 0N
~unit 292 outside of the SAM chip 208 and transfer data

W th &g L%&ﬁ&@efzgtgﬂﬁemﬁé 9aN¢Q0LAG! 1YY heM; hiRLeUEAy

an antenna 292a o reception/transm ssion unit
céafiunication task 275 of the SAM chip 208 to the inter—SAM

communication task 275 of the SAM 'chiIS 208x to request that

the SAM chip 208x execute at least part of the processing

- assigned to the SAM chip 208 when for example the processing

load of the SAM chip 208 becomes large and it cannot suitably
perform the processing.

Next, the ovefall operation of the communication
system 201 shown in FIG._ a3 w1:.11 be explained.

FIG. 45 is a view for explaining the overall operation
of the communication system 201 shown in FIG. 33.

Step ST231:

The businesses 215 1 to 215 3 or a par.i;y requested

' By these businesses produce application programs AP 1, AP 2,

and AP 3 for those businesses to perform processing for

.t-ransactions using the IC card 203 on the personél éompute-r_s
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Fourth Enmbodi ment 25 This enbodi nent is an enbodi nent
corresponding to the - 113 13th to 16th aspects of

the invention. FIG 48 is a view of the overall '
configuration of the commynjgation system 301 of the
present enbodinent. As shown in FIG 48, the

comuni cati on system 301 uses the server 302, |IC card
2383 (i RAldg2at @ndtiddQd sifowrhdm®$unt33 . nvention),

card reader/witer 304, personal conputer 305, ASP
(appl istap &T282r:vi ce provider) server 306, SAM (secure
application nodule) unit 309, personal conputers 3161,
3162, T8E6 app13tatiod $rdheamsaniphant n@abi, ORndNials 3 are
3171, 10 3172, 3173, 3174, and 3I75 (a“Thenticatrbn
d@%@%%tdﬁf%hx@‘ugtwg:r}@ B MR an i@ 1P 3 o172,

(in-circult enulat communi cat e t hr ough’

I 10 d develo cysto of re of .t
A FLAH S e ATt Somniite S iE Lo, dx%ﬁﬁ 3
I C card 303, etc. 15 The SAMunit 309 has an externa
¢ nductor storage circuit of the
present invention) and SAM chip 308 (sem conduct or
ci rcuBtepf S&83present invention). The SAM chi p 308
has a software configuration such 20 as shown in FlIG

49. Aghshaseri isFliesuéd, thhe 16AVaehRi p0308 has, from
the lower layer to the upper |ayer, an HW (hardware)

| ayefAs%ohﬁy% rFreverghanglercl ¥k, o ¢her randher 203

| ayer,

stores the key information used for transactions with a
busipess which the user has contracted with.

Note that the contract between ﬁhe user and a business
méy be conc¢luded after issuance of the IC card 203 through
the Internet 210 etc.

Step ST234:

For. example, when a user desires to use the personal

computer 205 to access the server 202 through the Internet

‘210 and purchase a product, the server 202 issues a processing

request through the Internet 210 to the ASP server 206.

When the ASP sarver 206 receives a processing request

from the server 202, it accesses the personal computer 205

through the Internet 210. Further, the processing request
for the IC card 203 issued by the card reader/writer 204
is sent through the personal computer 205, Internet 21b,

and ASP server 206 to the SAM chip 208.
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application (AP) layer in that order. 25 The | ower
handl er layer is a |ayer defining the - 114

processi ng not dependent on the application program

and corresponds to the transport |ayer, network

|l ayer, and data |ink |ayer!3h the OSI protocol. The

| ower handl er |ayer includes a driver layer. 5 The
driversdepyarass:a | ayer perform ng processing

relating to the operation of the LSI. The higher

hand| afhd BARF dnsip? 20,8l I SId Y AR R wil oc‘t‘ﬁﬁas'éﬁ'gzce sing
dependent on the application program an corr sponé%

0 yer higher thgn t nspart layer in .10 I
%ﬁ%ﬁ%ﬁﬁi?e ﬁi%éZ?ﬁaé&?ﬁz%%ggéanéé;ﬁﬁﬁﬁkﬁa?)?ﬁﬁ;%?é§i°n
layer of the present invention, the | ower handler
H‘é{ge?,‘“ &Y e [sgidrlementy BRofRtS itch didtting drask 273 and
correspond to the second | ayer of the present :

exarayhesorthen e keateth dopidicatdmme sysgian o t he 15
third | ayer of the present invention. The AP layer

i ncl udes thiec expiguitian of thagr applARationABrdgraind ARy
-3 defining the procedures for use of the IC card 303

A Halt ioH SFFHIHIE DA 18U 39S is -
APL. 315 AP2. q)and 315 AP3 shomt&?;r? F1 G 48, %2%634 N the -

. ' | L AP 1, AP d AP
p’_é%ég%ﬁx%{ quhﬁ:é%oe.rﬁl%:cé%—:hy ﬁ%ro rn%.@étz.on tads(]ec . 7 r}:ls shown

er andler ayer are provi etween .

themwth firewalls EW(firewalls of the present
1?n3§#t?%ﬁf?“ﬂﬁﬂﬁﬂ%?§§o r &3confi guration shown in
FIG 49, the AP |layer defines processing specific to
each B&SPné¥336for ,

The_SAM chip 268 outputs the results of execution of
the app'licail:.ion program to the ASP server 206.

As- explained above, according to the communication
system 201, as shown in FIG. 34 and FIG. 37, the application
Programs AP 1, AP_2 , and AP_BV are i:estricted from accessing
each other by firewalls, so it is possible to prevent
application programs from being illic.itly monitored and

tampered with. Further, it i_s possible to improve the

- confidentiality of each application program.

Further, according to the ‘communircation system 201,
by the inter-AP communication task 274 shown in FIG. 41 using

the AP management storage area 221 of the external memory

207 shown in FIG. 37 to perform the processing shown in FIG.

43, com_municatidn between épplicati_on programs is allowed

in a preallowed rangé.
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25 exanple, the content of settlenment processing using
the 1C - 115 <card 303. The processing for directly
operating the LC card 303 is defined by the | ayers of

t he hi gher handl er |ayer _ jdown. The SAM chip 308 is
connected wth the ASP servér 306 5 through a SCSI

port, the Ethernet, etc. The ASP server 306 is.
connethedefhreught tihe posisdiiet to3pfoviidd dirveeps: senalices
conmput ers 305, 3161, 3162, 3163, 3164, and 3165. The

‘bpesyarbhirosdzpttien 3hdl codpesatibn de abpdreds t0 oFl5

APl of .the application program AP -1 executed by the

aﬁﬁwhﬁhhﬁoaoﬁro ersonal conputer 3162 is used by
-the busi ness 15 AP2 of the application programAP -1

d t i 15. T I t
SUECONE it s UL o G0 B TP L e

application.program AP-1 execut.ed by the SAM chip 308.
e T N L Sl e L L

devel oper 315 M D able to devel op a_hi gher handl er :
sefjdpmenyy EWQCPéﬁéFGhaﬁuwepe|&y§§ RAS ehowg dme FIG.vdd .

| ayer shown in FIG 49 of the SAM chip 308. The
Thatsbnal wbadputbe 336k levededfbyoiba tativhacontent ,offor
- the SAM chip 308, that is, the software devel oper 315

sStP1eliantngrbbeskight dierariage ihheeSAembnks p388oas1a

whol e. 25 The busi nesses 315 AP1, 315 AP2, and 315 AP3

alS86rlifig to the issuer of the IC card 203, if the type of

the IC card 203 is known, the corresponding application
program can be automatically determined. Therefore, by
registering the settlement processing at the level of the

settlement processing routine task 273, the type of the IC

card 203 and the borresponding application program can be

autbmatically determined. Due to this, the load on the
developer of the application program can be lightened.
Further, acco;ding to the communication system 201,

since the information stored in the external memory 207 is

scrambled by the bus scramble unit 262 of the SAM chip 208

shown in FiG. 40, there is confidentiality with respect to
analysis fﬁom the outside.

Further, according to the communication system 201,
by the provisidn of £he inter-SAM communication task 275
shown in EIG.'41,Ait ié possible to digperse the processing

load of the SAM-chip 208 to other SAM chips. Therefore, when
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- 116 personal conputers 3161, 3162, and 3163 to
produce the application prograns AP 1, AP 2, and AP

-3 and downl oad t he produced application prograns

t hrough the aut hentication its 3171, 317_2, and

317_3 to storage -areas arl&ggtéd 5 in advance in the
external nenory 307 through the SAMchip 308. At this

mbuneinghehbuShAMesbips 308 #Pla HdrAR2rverd etdl5whRZh has

are parties with no relation with each other, so the

6! HIRGEL M ESes 1Y HAIIAX b@blals SABEDF¥qdfd t§ Fhiseh thGent
10 application prograns AP 1, AP 2, and AP -3 can be

2 5 AP _ |

T T e (N R ol G
' ified b he _SAM. chi 08. Furth ' : .

S L et e e S

and AP _3, the firewalls FWrestrict the transfer _and
tapkwelg &P dmPEZoNet fBensekdilspsrtcREPERSEIBYr SARARPLILIEY
AP 2, and AP 3. The software devel oper 315 M D
udbngl sagduzalptrdefefAMnetiipsogP8m i nto t he SAM chi p
308 through the 20 authentication unit.317 4 in
acCorEnece48i ih sefdntbibohsl OP1gekt Atafi-gheshdadayehore
| ayer and | ower handler layer including the driver

s ééé%fié&ﬂ??ﬁei:ﬁe FEGhc€PoR bl bk oA GHY safP3h8LC 208 shown

urt her, sof tware devel oper 315- SUP-downl 0ads a
i%ﬁggéggiégrnined progran1into t he SAM chi p 308 through

As shown in FIG. 46, the SAM chip 208 is connected
through an internal bus 290 to the ASPS communication
interface unit 260, external memory communication interface
unit 261, bus scramble unit 262, encryption/decryption unit -
265, storage unit 266, and CPU 267.

Part of the functions of the signature processing unit

263 and authentication processing unit 264 shown in FIG.

40 are for example realized by the CPU 267.

.The SAM chip 208 shown in FIG. 46, for example as shown

in FIG. 47, may also connect the card I/F unit 291 connected

‘ to the internal bus 290 to an RF reception/transmission unit

282 oufside of the SAM chip 208 and transfer data with the

IC card 203 by a noncontact system through an antenna 292a

of the RF reception/transmission unit 292.

Fourth Embodiment

This embodiment is an embodiment corresponding to the
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aut hentication unit 3175 to custom ze all of the

| ayers shown in FIG 49. The authentication units 3171
to 317_5, as explained later, nutually authenticate

and produce downl oad signature 5 verification key
information etc. with the §' chi p 308 when

downl oadi ng a predeterm ned program fromthe persona
13dip tce A6 t3] Gpert3] 6F tthet HaveMMici.p 308. The

personal conputer 305, for exanple, is used by the

owner Faft;.t Be i€ £ribw30F thBabvegall Neowfilyiistion IOF the
The per.sonal conputer 305, for exanple, is connected

cbﬁH%ﬁﬂ&&%ﬁSﬂW§¥sHEMWBOQToHS%mEP?&é@%d% R di¥Re car d

reader/witer 304. The card rea fwiter 304 rea i zes

for xa s ni cation cqr.res g
the p ysg%)é n ne\?lell%S 4§hm‘pﬁecloemélar &a%d'ﬁ’ % 308 uses
t?lperatlon commands, to_the |1 C card, 303 and the
BHETEEr 302cl Srehi SR iregaad S0t Srel o Fhe Rresent
and analyzed at the SAMunit 309 side. Therefore, the
ipyeatiendor caridt ceaden/wpitenndd4 c arers ara BOSmErb A5,
server 306 interposed between themonly act to store
ASPe (appiandeidfd serveepopsevidatprnésrvdr (306 daam (secure
payl oad portions and relay the sane. They are not

- appYok¥ed ohNmbRG 18 CLYRE 8090 pedechklt LB/ quQthas 1,

aut hentication, or other operations in the IC card

S485a, 1A 2105 | oM S LSS 1 2,
3]:'1182 '\g?ﬁ 3t hfl,(iOET'EJ oneg t3sl'78|']50%ultr111ellelt%ca1§.ovr\4 lalppg?:atuses
of the present invention), and the ICE (in-—cil.:cuit emulator)
318 to communicate through the Internet 310 and devélop or
customize software of the SAM chip 308, perform settlement
processing using the IC card 303, etc.

The SAM unit 309 has an external memory 307
(semiconductor storage circuit of the present invention)
and SaM chiﬁ 308 (semiconductor circuit of the present
invention).

The SAM chip 308 has a software configuration such
as shown in FIG. 49.

As shown in FIG. 49, the SAM chip 308 has, from the

lower layer to the-upper layer, an HW (hardware) layer, 0S
layer, lower handler layer, higher handler layer, and

-application (AP) layer in that order.

The lower handler layer is a layer defining the
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expl ained. IC Card 303 The I C card 303 stores the key
information etc. necessary for the settlenent

processi ng using the SAM chip 308. Authentication

Units 317 1 to 317 5 FIG_ 3& is a functional block

di agram of the authentica i"dn"unit 3171. 10 As shown

in FIG 50, the authentication unit 317 1 has a
PSoaesgs ngn njo t3 debendentr otic thiengpplitaiibh pAsgxaewand
in FIG 50, the storage unit 3501 stores a SAMID
ctrdapoadisheat tRatth SEsten aky | AEekBRki DAyKd, arddata
access.nmaster key information KA 15 The SAMID is

1idgntiflcatinopnbarmticagh the SAM chip 308. The
nmut ual “aut hentication"nmaster key information Kl is,

as explained |ater,..used for genergtin tua

ot heRhRLApieR bRYAL AR CIRYEFoARTRdss 418 i ¥RE, Laver
master key information KA as explained later, is _°
used TBe gek¥ex: Layedohfl Bad2¥rynresfermipgr REPFEAsSing
.used when downl oading a programin the externa
redating3@o. thee operetd ompsifethleeLSInf ormati on KA is
key information necessary for downl oading to the

ext er the Hieghey RARdae25layegr am af 1aparABekapehgothe
the software structure of the - 119 - SAM chip 308

p§BE@QsEHthgﬁeﬁ%en£h%npEﬂgeﬁﬁbﬂgcﬂﬂhbn35}$gr§ﬁ shgwn
in FIG 50, has
corresponds to a layer higher than the transport layer in

0OSI protocol.

Here, the OS layer corresponds t¢ the first layer of

- the present invention, the lower handle,r layer, driver layer,

and higher handler layer correspond to the second layer of
the present invention, and-the AP layer corresponds to the
third layer of the present invention.

The AP layer includes the application programs AP 1,
AP 2, and AP 3 defining the procedures for use of the IC
card 303 by credit card compapies and other businessés
315_AP1, 315_AP2, and 315_AP3 shown in FIG. 48.

in the AP layer, the application programs AP 1, A;Lg,
and AP_? and the higher handler layer are provided beﬁween
them with firewalls FW (firewalls of the present invention) .

In the software configuration shown in FIG. 49, the

"~ AP layer defines processing specific to each business, for

~example, the content of settlement processing using the IC
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a mutual authentication unit 3521 and downl oad
processing unit 3531. 5 The nutual authentication unlt
352 1, as shown in FIG 51, when downl oading a
programto the external nﬂ% 307, encrypts the SAM
ID as plain text using the ual authentication

master key information K1 to generate the nutual

cand i1l c Jhieoprkepsisnhgr fiot | dir&2t B bpiaes-ipthauigatard
10 aut hentication key information K2 for nutual

308 hegtdepined by the 1y SAM S PrSOBigtidie KWWl 020 ayer
processi ng unit 3531, when downl oading a programto
ddeasxt ernal menory 307, as shown in FIG 52,

encrypts the SAMID as plain text using the access

mast er, éﬁ@/ nfo tion KAto ner th ownl oad.

key i nforiatlon KEHE Slﬁjrl%rheecftegcfﬁ'el%b%ﬁleog‘ag server 306
roce S|n unit 3531 uses the downl oad key

tﬁﬂ?"ﬂ’r I Bk o thedithernefe @i oad signature

|nforrrat|on and transmts it to the SAM chip 308. The

aut hefhiec ASPosegvers 386718 apunddted thro@dh cuné i Tnkexhet
the sane as the above expl ai ned aut hentication unit

A7 Jei tHovithee iperfsiin X argiip L e 308 916 Qf, t3¥s accesss 3,
master key information. KA differs for each

AW Iuenta[r@t;gl@ ginit. FIG 53 is a functional block
di agram of thé& 25 authentication unit 3174. - 120 As

:?g\r,\gge uE’ Q‘s?g%l tclg% pr%ggélsnc—ﬁtgl SEI %mggfg’llfﬁ? a%\ﬁ%;’ss
31% AIPCJ-;lL oésthehgpgifég fozlil rgztogs;:Sacx)éAsPt_?Lr eeazscecuted by the SEM
chip 308.

The perspnal computer 316 2 is used by the business
315 AP2 of the application program AP_1 executed by the SAM
chip 308.

The personal computer 316 3 is used by the business

315 AP3 of the application program AP 1 executed by the SAM

- chip 308.

The personal computer 316 4 is used by the software
developer 315 MID able to develop a higher handlér layer
and lower handier layer including the driver layer shown
in FIG. 49 of the SAM chip 308.

The personal computer 316_5 is used by the manufacturer
of the SAM chip 308, that is, the software developer 315_sup
having the right to manaée the SAM chips 308 as a whole.

The businesses 315_AP1, 315 AP2, and 315 AP3 use the
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a SAM I D, nmutual authentication master key information
Kl1, 5 and access naster key information KA and KM
The SAM I D, nutual authentication naster key

i nformati on K1, and access naster key information KA
are the sanme as those expl&l%ed above. The access
master key information KMis key information 10 for

| parsbvalli dempu PEHgr 306 Of | tbﬁsmw@ﬁdhﬁdlfrtéﬁyﬁédéeé the

the | oner handl er | ayer |nclua|ng the driver layer of

ﬁ@éi&@f%ééféi&é W Of Ahe géMdCRbp MQﬁﬁfHQ%éde the

IG. 49 to the ‘external—™ nennry 07 or S

SR SR RLin o ofP Ao LS Bl 908,

aut hentication unit

| t%s”esii?%e g Sy Ty et s thigeated

3521 explained in FIG 51. The downl oad processing
imigdvsme xméihedmﬂe@mmgnem@@yamﬂoghawgb the SAM chip
external nmenory 307, as shown in FIG 54, encrypts

308. SAM I D as plain text using the access master key
informati on KA to generate the downl oad key

i nforpg ithis KimeDA th¥e Hus il sEQV1GAG par qu%ﬁ'm, and
unit 3534 encrypts t he downl oad key |nfornat|on'K -

A% AR rage%}aﬁa&g Jils, %CC%ﬁeaagamfﬁH k%vch ofper, so

i nformat i on generate t

|nfornat|on K DM , the | oad proceSS|ng unj t
e GRA0T RE R K&K h TR ARSI S0 e whilch the
generate the downl oad S|gnature i nformati on and

tion progreps AR\ e R Bo@nd AP 3 can be downloaded

are determined in advance. Whether or not one has the right
to download to -such a storage area is \;eri-fied by the SaM
chip 308. |

Further, during execution of the. application programs
AP 1, AP 2, and AP 3, the firewalls FW restrict the transfer
and viewing of data between the applicationrpr'ogl':ams AP 1,
AP 2, and AP 3.

The software developer 315 MID downloads a
predetermined program into the SAM chip 308 through the

authentication unit 317 _4 in accordance with need to

lcustomize the higher handler layer and lower handler layer
including the driver layer shown in FIG. 49 of the SAM chip

308 eto.

Further, the software developer 315 _SUP_downloads a

Apr'e_detemined program into the SAM chip 308 through the
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5 FIG 55 is a functional block diagramof the

aut hentication unit 3175. As shown in FIG 55, the
authentication unit 3175 has a storage unit 350_5 and
processing unit 351_5. As_ s gwn in FIG 55, the
storage unit 3505 stores 4 S5AM | D, nmut ual

aut henti cati on nmaster key |n_forrmti on KI, and access

mathentkegtiohounmiiti 307K, t&Meusttmkde ADe SAMehD, 1ayers

mutual aut hentication master key information K1, and

skeessineptel key information KA and KM are the sane

as those expl ai ned above. 15 The access master key

i nfor eld YudfRdSd ey, | red for

dovvnl oadi ng a progregt}"r?idﬁt nﬁ‘ +%y€‘? jj’feﬂ e 35oPERERENed
308 in FlG 49 to. the

t & of .t he [

B L M Baddm, 2ughe % §%t€/Faﬂ P36 gEuCSTREBSEk 8 fga ture
unlt 351 5, as shown in FIG 55, has 20 a nutual
YR HeHE? Ber devuAREosmatignde e wHiddy theotAMstinip 3@ when
353 5. The nmutual authentication unit 352 5 is the
dowrleading anprede bentdrbned qategram nftom S5eHe Shensonal
t he above-nentioned FIG 51. 25 The downl oad
qoessENB1RiT 8535 6 Vihero devd | sradli siglip 302, a
programto the external nmenory 307, as shovvn in FIG

56, e Ybhsdda %%liﬂfﬂuﬁ&s A rf&%&ay@r o ,thq-re] used by

access rraster key informati on ‘KAto gen

- f ti.0 downl| oad
. t%‘rocessn ng unlr{L gl'r&d;%aernct{:]ray s PR ’bsd\/wrtl’r ypser.

| nforq,%tl on K -DA as plain text usi ng the access
personal computer 305, for example, is connected

through a serial port or USB port to a Dumb type card

reader/writer 304. The card reader/writer 304 realizes for
example wireless communication corresponding to the physical
level with the IC cax;d 303.

i'he operétiqnal commands to the IC card 303 and the

response packets from the IC card 303 are generated and

analyzed at the SAM unit 309 side. Therefore, the card

reader/writer 304, personal cemputer 305, and ASP server

306 interposed between them only act to store the commands
or ,résponse centents in tlte data payload portions aztd relay
the same. T}tey are not involved in the encryption or |

decryption of data, authentication, or other operations in
the IC card 303.

Further, the ICE 318 is an emulator used when debugging

‘a program running on the SAM chip 308.
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rare

master key information KMto generate the downl oad key
information K -DM Next, the downl oad processing unit

- 3535 encrypts the downl oad key infornmation K -DM as

plain text using the access master key information KS
to generate the 10 downl oad KeyB imformati on K -DS
Next, the downl oad processing unit 3535 uses the

downl oattelk@y ithkOcBRbofenks DRk 98NEHal e 48t R811 be
downl oad signature information and transmts this to

' t@gﬁggmﬂgg.p 308. In the present enbodinent, the

authentication units 15 3171, 3174, and 3175 store
inforna&iog ia EBg storage 20 units 3501, 3504, and

3505 in ate. Wien these wunits are

destroyed b¥ outside factors or forced open, this 1is

det ect e@hBy £& garecBPdnskaresathet keyi inSprmatinn etc.
stored in the storage units 3501, 350 4, and 350 5 is
dekecesgarySANrUthe 8€Btlematbrpedcdlenimy Bditlg e SAM chip
is a view.for explaining the storage areas of the .

esper.nal nenory 307. As shown in FIG 57, the storage
areas of the external 25 nenory 307 include an AP :

- storagepagERand2BatiBnWhslst Be7- 1123 3@ppki cation

programm™AP_I of the busimess 3151 T35 sStored, an AP

st or age eagR20_2_i Leh the i gatign program

AP -2 o?f?he5éug?ngsguﬁgggoPgms?gsgg,aﬁﬁgﬁﬁps?grgsg
% 320.3 in which the Egplication program AP -3 of

t ABpERFigatign3yBit 31di dred, and an AP managenent

storage area 321 used
, As shown in FIG. 50, the authentication unit 317 1

has a storage unit 350_1 and processing unit 351 1.

As shownrin FIG. 50, the storage unit 350 1 stores
a SAM ID, mutual authentication master key information K1,
and acdess master key information KA.

The SAM ID is identification information of the SAM
chip 308.

The mutual authentication master key information KI
-is, as explained latexr, used for generating mutual
éuthentication key information KZ.

The access master key information KA, as‘explﬁined

later, is used for generating download signature information

. used when downloading a program in the external memory 307.

The access master key information KA is key iﬁfomation :
necessary for downloading to the external memory 307 a

program of the AP layer of the software structure of the
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by the manager of the SAM chip 308. The application
program AP -1 stored in the AP storage area 3201 is
conprised of a plurality of program nodul es. Access to
the AP storage area 3201 is restricted by the 10

firewall FW1. The applicati bm9program AP-2 stored in

the AP storage area 3202 is conprised of a plurality

o) r d Acc the AP storage area 3202
|‘L§,m?e§?%$g?8§ gimﬂ%e SEFIG R fw o, 15 The

appllcatlon rogram AP -3 stored in the AP storage

area 32t g e iptt Phile A tshom phvdkm 50, has
nodul es. Access to the AP storage area 120.3 is
refrieakhaushenfsicitigvwaini tFa52, 1 anﬂhéopnleeadtprocessz.ng
enbodi nent, the above program nodule 20 is the
rﬁﬂdtnmﬁmnit downl oaded for exanple fromthe outside

of the SAMunit 309 to the external nmenory 307. The

nunber T wult@alr Qﬂﬁﬁahﬁﬂéakﬁénflﬁ{ﬁ QQZeQChas hown in FIG.
appl i cation progran1can be freely detern1nedﬁ3 the

r { |cat
L S SR % P 3! o BB ooy 207,

extern 07 are s anbled The are - 124 -
B ﬁ%ﬁe"@*m%&%%aam £ D ot W 0 e

t he appllcatlon prograns AP 1, AP 2, and AP -3 are,

- otthenkigation RRRERF Hhex Hotnmakione K3 181 ggksmte the

and 3153 using the personal conputers 3161, 3162, and
Fagqishewthentkb@tidéd keyd iaferdemibadirdntihisigthtltanutual
SAM chip 308 to the external nenory 307.

authentication key information K2 for mutual authentication
with the SAM chip 308.

The download processing unit 353 1, when downloading

a program to the external memory 307, as shown in FIG. 52,

‘encrypts the SAM ID as plain text using the access master

key information KA to generate the download key information

" K DA. Further, the download. pfocessing unit 353 1 uses the

downloadrkey information K_DA to generate the &ownload
signature information and transmits it to the SAM chip 308.

The authentication units 317 2 and 317 3 are
configured the same as thé above exp;ained authentication
unit 317 1. However, for exaﬁple, the conteﬁtof the acéess
master key information KA differs for'each authentication
unit.

FIG. 53 is:a functional blﬁck diagram of thé

authentication unit 317 4.
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Access to the AP managenent storage area 321 is
restricted by the firewall FW4. Note that the

firewalls FW1, FW2, FW3, and FW4. 10 correspond to
the firewalls FWshown in FIG 49. The AP managenent
storage area 321 stores the A20 qranagenent data 330.

The AP managenent data 330 includes for exanple the

SO L MBI 3 OB ORI YA ARA Bl 317_4

mutual 15 authentication master key 1 nformati

a .0ad signat.ur erification. key infornation

e RN IS AL And Farthatiad dhtacired -
verification key .information K DVA is key information

for ver PRyiSRGWHdN EFG-i faoy the siteraiggnandite 350_4 stores
i nformati on generated using the 20 downl oad key

i B &PMRiIDonmrtupA avthbedbinhbadnshgsbeurkeyeimfoomitoon K1,
key information K DVMis key information for

vemid yiong stshand setgirt ikiesyC i niffornialtd ofi gAAtawmde kM f or mat i on
generated using the downl oad key information K -DM

25 The gaenlsasd rsi, Jpaktuas ¥athbheabh@dokChakREQr FRE ON

125 K _DVS is7key information for verifying the

| Qe G of K1t Ne S QRALNE Jnf L,O nerat.ed

usi ng t he down da nkey%%ﬁo?ﬁ%tt%%ﬁ%&_%g fﬁ'g%lon KA are
d W‘Q_-' %adesia%n %‘%re veri.fi.catiop key information 5 is

k&Y i RFOFNALI S FSe§* PIAIEPthAPI¥E veri fi cati on

performed when downl oadi ng that program nodul e through

‘the SAMFRRigreerBmasteRdexinfrapafiapkM dg7key information

for downloading a program of the higher handler layer and
the lower handler layer including the driver layer of the
software structure of the SAM q;1ip 308 shown in FIG. 49 to
t-!?e. external memory 307 or SAM chip 308.

The processing unit 351_4_, as shown in FIG. 53, has

" a mutual authentication unit 352 4 and download processing

unit 353_4;‘
The mutual authentication unit 352_4-isrtﬁe same as
the ﬁﬁtual authentication unit 352_1 explained in FIG.‘sl.
The download processing unit 353;4, wﬁen downloading
a ?rogram‘to the external memory 307, 35 shown in FIG. 54,
encrypts the SAM_iD as plain text ﬁsing the access master

key information KA to generate the download key infoi'maﬁion

: I{_DJX. Next, the download processing unit 353_4 encrypts the

download key information K DA as plaiﬁ text using the access

master key information KM to generate the download key
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[SAM Chip 308] FIG 58 is a functional block diagram
of the SAM chip 10 308 shown in FIG 48. As shown in
FIG 58, the SAM chip 308 has an ASPS communi cation

“interface unit 360, external neEnbry communication

interface unit 361, bus scranblje unit 362,
encryption/decryption unit 363, storage unit 364, and

CRU_ 15 365. The SAM chip 308 is a tanper-resistant
moddiogmatyon KPY.cHRiini thei devntead fRrecessinggmit 353 4
an interface used for input and output of data with

t &eAShes glopml o35 kelyovim fioxmaltGond & DRD tbheremeirertealthe
menory conmuni cation.interface unit 361 is an

i dosmflldad vigHatQiel AEbrARdioH! RNE Sfanshoedi {6 tdeche saM

external nmenory 307. The bus scranble unit 362
Sehapblags out put data and descranbl es input data when
i nputting and outputting data 25 through the externa

menory kcatign_ interfac it.-.126 361, e
encrypt?g§?3§%r§5t?oﬁuﬂﬁ?%°§§§ §28F§p?§aaﬁ?§ 8ﬁdzﬁe
decr*pts_encnygted,dat&. The storage unit 364 stores
Jatitgatacabiopnanis 3tdcdssing by the CPU 365. The

CPU 365 _executes various _processing including :
execut | B shoun aBpFEGatﬁgn phegautheptifatEan vhip 317_5
308 based on a predeterm ned program (program of the
phesent stavegei unjt 350_5 and processing unit 351 5.

As shown in FIG. 55, the storage unit 350_5 stores
a SAM ID, mutual authentication master key information K1,
and access master key information KA, KM, and KS.

Tﬁe SAM ID, mutual authentication maéter key
information K1, and access master key information KA énd
"KM are the_same as those explained above.

The access master key information KS is the key
_infotmation required for downloading a program of the OS
' layer of ﬁhe software structure of tﬁe_SAM Cﬁip 308 shown
in FIG. 49 to the external memory 307 or SAM chip 308.

The processing unit 351 5, as sﬁown in FIG. 55, has
a mutual authenticatién unit 352;5_and download processing
uﬁit 353_5,

| - The mutual authentication unit 352 5 is the same as
the mutual authentication unit 352_} shown in the
above-mentioned FIG. 51.

The download processing unit 353 5, when downloading
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in the formof tasks etc. 10 The CPU 365, for exanple,
executes a downl oad task 365a for performng

processi ng for downl oadi ng program nodul es through
the Internet 310. Next, the downl oad operation of.
program nodul es by the downlload +ask 365a of the CPU
365 will be explained. 15 FIG 59 is a flow chart for

l.oad ti In the foll pwin
B G oW 301 PRERSEY D d07 ot 18 FEG. 56,

operatl Qn v‘\%ﬁg a bu3| ness 315 AP1 downl oads program

o desh Asing dhwvpdaespmaster
FIG 49 and FI G 57 Step ST301: The personal conputer
3¥6Y inSermphipnCKA 4P tgenensttes the download keyUgsformation
designating the nodul e nane of each programnodule to

b&_ dawnNeatiedthe npswisl sud o appinatngt 353p50gidfypts the
AP-1 through the authentication unit 3171, Internet

136wnitad RSY H8f VAkaBén DA LSE Bl 4 GsD ﬂyl Gﬁ'é paccess
308. Step ST302: The nmutuadl authentication uni _

otnag-tﬂ-_arp ﬁc%%eﬁﬂf%g:mslé@&toa 5%.1 £ ﬁ‘tel;]l%r%l‘llzt heRl %%t 'Ing” lé{“key

1, as shown in ryptstheS

t usi cati on naster
|n orma |6'r‘1mK gﬁ% gﬁ?h‘i '@?Rﬂlplﬁiﬁ?ﬁl’ﬁ%d’(’}% 353 5
key information K2 St e§ ST303: The nmnut ual )
aBPRERPESathen ot oago keyr inferpasieasknhM as plain text

using the access master key infqrmation KS to generate the
download key information K DS. Next, the download processing
unit 353 5 uses the download key information K DS té generate
the download signaturé information and transmits this to |
the SAM chip 308.

In the present embodiment, the authentication units
317 1, 317_4, and 317 5 store information in the storage

units 350 1 350 4, and 350 5 in a secure state. When these

units are.destro_y_ed by outside factors or forced open, this

is detected by a detection unit and the information stored
in the storage units 350_1, 350_4, and 350 5 is deleted.

SAM Unit 309

" [External Memory 307]
' FIG. 57 is a view for .explaining the st-orage areas
of the e:_cterhal 'me_mory. 307. |
As shown in FIG. 5;7, the storage areas of the external

memory 307 include an AP storage area 320 _1 in which the
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10 unit 3511 of the authentication unit 3171 perforns

mut ual aut hentication with the downl oad task 365a of

the CPU 365 of the SAM chip 308 using the mutua
authentication key information K2 generated at step

ST302. Step ST304: 15 Wien thgqutual legitimcy in

the nmutual authentication of step ST303 is confirned,

the ynit proceeds to the processing of step ST305,

WRPPS 1ffd o Pragdeadh &P _L iaf e dysingssstHP_IT306 stored,
20 The downl oad processing unit 3531 of the processing

upnt ATS Btoglageh@rams [3@% i2cain ohiwh tthdl AbpdhHewtiich program
FIG 50, as shown in FIG 52, encrypts the SAMID as

pR2i 2 bEXtthel Hiuddnidi® BACLIS IR rdEY an e @dz@%&re&
to generate the download key information K -DA 2

Step ST3R6which2he H}ﬁ:ﬁ%i‘?ﬁﬁP%%%%%@%kﬁ%“@%%}?%%siness

usesthe downl oad key i nformat gener at e

S T305 nerat e e downl oad,si gnature

B BaEt o toedin G M S RaRershs Rede rpea 3L uoed
3531 transmts the downl oad_signature information .
ggﬁngﬁeﬁaR?Q?Feﬁfo§66Sﬁg chi® 38%-chip 308. Step

ST308: The downl oad task 365a of the CPU 365 of the

SAM chi Bhe RERbicxbipn iprd@n 3¢ Jsstorkd dowhedP storage

signature verification :
area 320_1 is comprised of a plurality of program modules.

Access to the AP storage area 320 1 is restricted by the
firewall FW 1.
The application program AP 2 stored in the AP storage

area 320 2 is comprised of a plurality of program modules.

- Access to the AP storage area 320_2 is restricted by the

firewall FW_2.

The appli.cation program AP 3 stored in the AP storage
area 320 _3 isg comprised of a plurality of program modules.
Access to tile AP storage area 120_3 is res_tricted by the
firewall FW 3.
| In ‘the present embodiment, the above program module

is the minimum unit downloaded for example from the outside

. of the SAM unit 309 to the external memory 307. The number

of the program modules forming each application program can
be freely determined by the corresponding business.
Further, the application programs AP 1, AP 2, and AP 3

stored in the external memory 307 are scrambled. They are
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key information K DVA shown in FIG 57 to judge the

| egiti macy of the downl oad signature information
received at step ST307. At this tine, the downl oad
task 365a judges if the downl oad request has been nade
at the AP | ayer based on the12¥5-nodul e nanes received
at step ST301 and specifies t he downl oad signature

VRLLELL rmat i on D it

i é%ﬁﬁﬁﬁigﬁ 5’ EeAHEThER e A, AhBad0%s: gnat ur e
inforna% s | giti te, the task proceeds to 20

the pro ﬁfj'off & pEpliretdonprograms fdt 1, APpRdsand AP 3
the processing. Step ST310: The downl oad task 365a of

t AEecPEPBes*arplae Brodeded bBOthe howinasssG31581, 315_2,
specifies the address in the external 25 nenory 307
cande3pbndi ngihg &havgakeonatecempugaatedlst 15t 806129 and
ST301 by view ng the nodul e managenent data 330 and

deye| 8aghowhhenpreg! aasnad4! Sréeashﬂﬁgaﬁéﬁmthggugh the SAM
personal conputer 3161 to that specified address on

téﬁlﬁxﬁgén% BREOLY 304 N‘R%:g %?aéo*i'he” the sof tware

devel oper 315 D 5 down ogram nodul es of the
hi gher ndler | ower er layer shown in
FI G 45{1'?0 FIhet rfg‘ip ’ﬁ%%‘i’?f“e% 7s QFage Prefyapst is
t he down| oad kez |nfornat|on -PMis generated by
RS toleted By phhe nEtreeahy ??I# 54. Using this, at

step ST306, the downl oad signature information is 10
generatl*Bd:e Fehathethe afistepl BT306,1) FW e, S Thignd FW 4
308, the -download signature verification key

o rambond o DMé sfiDéwalls FW shown in FIG. 49.

The AP management storage area 321 stores the AP
management data 330.

The AP management data 330 includes for example the
SAM ID, mutual authentication key information K2 {or mutual
auﬁhentication master key ihformaﬁion K1), and download
signature verification key information K DA, KDVM, and KDVS.

| Here, the download signature verification key

information K DVA is key information for verifying the
legitimacy of the siéhature informatioﬁ generated using the
download key information K DA.

The download signature verification key information

K DVM is key information for verifying the legitimacy of

the signature information generated using the download key

information K DM.

The download signature verification key information
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.conmmuni catl on Sys

in FIG 57 is used to verify the downl oad signature

i nformati on. Further, when the software devel oper 315
SUP downl oads 15 a program nodul e of the OGS | ayer
shown in FIG 49 to the external nenory 307, at step
ST305, the routine explainedlasing FIG 56 is used to
generate the downl oad key information K DS. Using

U pvsal; SR FEFY he dqunl Qad .si gnat yre _

i nformation I's geng'rmgtt%g?n urt ﬁ'réerr,l¥ TG g‘%‘%’ﬁ‘?@éﬁtﬁ“ﬁ‘cy of
the 20.5AM. chi p.308, the downl oad signature

ve ?’ief g%gfl Ak Hrﬁegln%ﬂFE}FﬁéPPoﬁeRef ptedseing | therdgwiglpad key
is used tq verify the downl oad signature infornmation.
NoR&ECFRatiche KsBSt-war e devel opers 315 M D and 315 SUP

can use the access master key information KA to '

downl oaBhe2dowhdopdogigmatodel eecefifibatdbn kayein¥8rmation
the external nenory - 130 307. Further, the software
destapdnfdtmablidnCased Fod BEgnata@s Svd Bt £a £E¥n performed
informati on KA and KM to downl oad program noduleS o

thﬁeﬁiGbﬁﬁlaaaghérthﬁfebrgggakpmgﬁu?%nthgu #Y the ?%F chip-

to. the external "nenory 3 Next , e proceéssing

i ing<the IC d 303 by th
83682053645 O HSERL1  HRubEy GRYY 303 by the -

expl ai nF-‘%i}érF (%_%690%}55 a view for explaining the

over al | n of the communi cation system 301
shown in FIG 48. Step ST331: The businesses 3151 to
3153 o par8 iseguéynedibpal block diagram of the SAM chip

308 shown in FIG. 48.

As shown in FIG. 58, the SAM chip 308 has an ASPS
c*.;émmunication interface unit 360, external MEeMmory
communication interface unit 361, bus scramble unit 362,
rénqryptj_.on/decryption unit 363, storage unit 364, and CPU
365.

The SAM chip 308 is 'a tamper-resistant module.

The ASPS communication interface unit 360 is an

interface used for input and output of data with the ASP

server 306 sixown in FIG. 48.

The external memory communication interface unit 361
is an interface used for input and output of data with the
gxternal 'mMOry 307.

r'fl‘he bus scramble unit 362 scrambles output data and.

.descrambles input data when inputting and 'outp'utting data .-

through the external memory communication interface unit
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t hese busi nesses produce application.prograns AP 1, AP
2, and AP -3 for those businesses to perform
processing for 15 transactions using the IC card 303
on the personal conputers 3161, 3162, and 3163 shown
in FIG 48. At this tinme, dowdfad processing
explained using FIG 59 is perforned. Step ST332: 20
Th&1iappl i cation prograns AP 1, AP 2, and AP -3 are
downl oaded t hrough the authentication units 317.1,

L2 B SO RO B RERONR. GOS8 T cata and
FIG 56 25
perF%&%%ESSIQ%‘eﬁggfggsgﬁggg?gThe user is :gsued t he

I C card 303. The I1C card 303 stores the key

i nf or matPBnsteEagponnits 3fdastrors dath usbdsfaesthe

whi ch the user has contracted w th. Note that the
cbrrrassibgt etheh€Plis@65and a busi ness .. nmay be
concl uded after issuance of the IC card 303 through

the | ntehaetPB1865t 6xeSheps ST3Bdoud OpFokesy Hg'ﬁncmﬂaﬂng
a user desires to use the personal conputer

aE£866tLBR SELYEL ﬁ@@cLEiQH%J&}% &eéﬁlgtSAM?’(l'glé%oa pased
pur chase a produc? the server 302 sues a proces

[ 88453 ebBE YA RN bAT ) Y FLd T30k Bf BRe TSl liwemon)
in the form of tasks etc. |

The CPU 365,. for example, executes a dowﬂload task
365a for performing processing for downloading program
modules -through the Internet 310.

Next, the download operation of. Program modules by
the download task 365a of the CPU 365 will be explained.

FIG. 59 is a flow chart for explaining that downloét_d
operation.

In the following embodiment, the ekplanation will be
given of the operation when a business 315_APl downloads
program modules of the application ‘progr'am AP_1 shown in
F;G.'49 and FIG. 57,

Step ST301:

The pers‘dnal computer 316_1 shown in FIG. 48 transmiﬁs
a download request designating‘ the module name of each
Program module to be downloaded t_:om‘_r__)rirsi'ng the application

program AP 1 through the authentication unit 317___1 + Internet
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When the ASP server 306 receives a processing request

15 fromthe server 302, it accesses the persona

conputer 305 through the Internet 310. Further, the

processi ng request for the IC card 303 issued by the

card reader/witer 304 is~-s&BAV through the persona

computer 305, Internet 310, and ASP server 306 to the
chi Rp 3 p 35; AM ¢ hi 08, .in '

200 F chfe Py, TOEE Bd rem 308 ROCEC, Bl Shb Tpos.

step ST334, se ts an application programby the

settle ?ﬁprﬁTéﬁiéing routi ne-task and executes the

sel ected application program 25 Step ST336: - 132

The SAVEemwmitzad authenticatienguiit 3b2eteefitihenpopcessing

the application programto the ASP server 306. As

exmpl € 38l_hbofethacautbentitatibe animuBiTali oas shown in

system 301, by the authentication units 317_1, 3172,

e 3158, Raldlivitd hhaA8a8S SDMES ST a ke dt YgTRlg Gheldutual
the authentication unit 3I74 holding the access nmaster

Kﬁﬁtﬂéﬂfiﬁgéigﬂ é&@t&bekéytbﬁﬁ$%§§£i8ﬂ.Hﬁiﬁ%3&25 rate the

hol ding t access naster” key I nformation , and, as

expl ai hed abov erfaormn rocessin or
Snida |%%’%n€%%% %?ﬁ?r%%l’g"{’%rﬂ% T‘Fl’ég'éét ernal nenory

307, it becones possible to downl oad a program

 modul esS¥9P R ance with rights given in accordance
"with the software hierarchy shown in FIG 49.

Ther ef dihes mpttupd aethéemt tcabipr endrit 388_Uefitther predessing
party fromillicitly exchanging or tanpering with

proigk @B1TIdwife$he authentication unit 317_1 performs mutual
authentication with the download task 365a of the CPU 365
of the SAM chip 308 using the mutual authentication key
information K2 generated at step ST302.

Step ST304:

When the mutual legitimacy in the mutual

‘authentication of step S$T303 is confirmed, the unit proceeds
- to the processing of step ST305, while when not, it ends

the processing.

Step ST305:

The download processing unit 353_; of the.proceSSing
unit 351_1 of the authentication unit'311_1 shown in FIG.
50, aé shown inVFIG. 52, encrypts the SAM ID as pléin text
ﬁsing the access master key information KA to génerate the
download key ihformation K_ﬁA.

‘Step ST306:
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15 to be executed by the' SAM chip 308. Further,
according to the conmmunication system 301, as
expl ai ned earlier, the authentication units 317.1,
3174, and 3175 store information in a secure state in
the storage wunits 3501, 3504pgand 3505. \Wen such a
unit is destroyed 20 by an external factor or forced
open, this is detected by a detection unit and_the

h
stored The ciowplend iprerresing el uidk 3eges §hg4download

and 3505 is deleted. Therefore, illicit wuse of the

Kesy | ihbermatbanuEcBAf gendoahtdadingtep ER30SAM ghhprate
308 can be avoi ded. 25 Further, according to the
celdLuadbeAlbad syghatus8linfdsmavhen.t he SAM chip 308
operates a plurality of application prograns, since

dat a trapshesrop7vi ewi ng of data and codes between
application prograns is restricted by the firewalls FW

Lo W 2, 808 Saa| bLbEhLs LAY S PLCPES PF L ABEL LD e
with 5 e proceSS|H% of each”appl'I cati-en program by

anot her _application, program can be prevented. :
Firyhioad; BLpuabEe; HRECTRALiARARCR FRE ook el oBs ST306 to
each application program Further, according to the
cererupdMachén 398t em 301, Dby configuring each

“application programby a plurality of 10 program

nodul essStep $B3PB®ssi ble to downl oad to the external
menory 307 in program nodul es units. Further,

accor difigs LD RN SBE0B£S¥RLPBOI6S F the SAM chip
encrypting the highly confidential key information

U309 R PRI e uBRA BESR A 8ckcacson

xternal nemary 307, i '
ey in%o:martr:?.o% K Dva s‘imown in FIG. 57 to judge the legitimacy

of the download signature information received at step ST307.
At this time, the download task 365a judges if the

download request héé been made at the AP layer based on the

"module names received at step ST301 and specifies the

‘download signatﬁre"verification key information K DVA.

Step ST309:

If it is judged at step STBOB that the download
signature information is legitimate, the task proceeds to
the processing of'step STBlO; while if not, it‘en&s the
processinQL |

Step ST310:

The download task:365a of the CPU 365 of £he SAM chip
308 shown in FIG. 58 specifies the address in the external

memory 307 correspor_ldi-ng to a module name designated at step
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IS possible to inprove the security |evel of the key

i nformation. Further, according to the Internet 301,

the application program can execute encryption and

decryption 20 when accessing codes by the bus

scranble function, so it is pagsible to prevent an

application programstored in the external nenory 307

frombeing illicitly analyzed etc. while rocessi ng

ST IHeby A @ g Fbe pedule managemgnigdats J&G gndtdemloads

bl ock di agram showi ng nore 25 specifically the

fuec progrbmotkdubé rereiSkd €rop 808 pehrawumal &Sdpukter 316 1

FIG 58. As shown in FIG 61, the SAMchip 308 is

NG GpddiOugD At dE £Td1R tH e 3@ d0l e ASPI07.

conmuni cation interface unit 360, external nenory

comuni | QR j , I | t
e Qéi‘xa!ﬂ“(ﬁfg(efna‘i:%é é&]ééwa%‘% ggb}éistog,%&afﬁse.ﬂfﬂ

362, encryption/decryption unit 65, rage untt

4 d, CPU 366. | SAl i p,30 h (N FIL.G
- EPems Frstan it P droner Rndlhy layer and

possi ble to connect the card I/F unit 391 connected to :
thearem hanfdeh §avegoshowR i REF LG 0 4% Lepthgnpxternal memory
transm ssion unit 392 outside of the SAM chip 308 and
B0dnsfadr schera SHIAS + Hihd ManplpaDkdy infwmadrtactK DM is
system through an antenna 392a of the RF

getriiated by alltrsaitine ephlaRded uBiegPFESEH4 . Using this,

‘invention is not limted to the above 15 expl ai ned

%@%@eﬁe@moﬁﬁg W1 du gyt R AAd on is

enbodi nment ,
generated. Further, at step ST308, in the SAM chip 308, the

download signature verification key information K DVM shown

in FIG. 57 is used to verify .1.:he download signature
information. |

Further, then the software developer 315__SUP downloads
a program module of the OS layer shown in FIG. 49 to the
external memory 307, at step; ST305, the routine explained
using FIG. 56 is used to generate the download key informgtion
K DS. Uéing this, at step ST366, the dcimlqad signature
information ié generated. Further, at step ST308, in the

SAM chip 308, the download signature verification key

information K__DVS shown in FIG. 57 is used to verify the

. download signature information.

Note that the software developers 315 MID and 315 SUP

‘can use the access master 'key information KA to download

the program module of the AP layer to t_.he external memory
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case of downl oadi ng program nodul es fromthe personal

conputers 3161 to 3165 through the SAM chip 308 to the

external nmenory 307 was illustrated, but the present

20 invention can simlarly be applied using the

function of the above expl aifgd. downl oad task 365a

even when downl oadi ng program nodules fromthe

personal conputers 3161 to 3165 to a storage unit 364
i3Pthe SAM chip 308. Further, in the above expl ai ned
enbodi nent, the case 25 of providing the

aut hentBuwedthesn, e sElidare Bvibldmrr -31BFBUR ean use the
Internet 310 at the personal conputer 3161 to 3166

Sl #15na d dis kiegt R fobhihtasnSKAMNA KM G dBWnlbhd Srogram
al so possible to provide the authentication units 317
hécﬂlfé]&.y of !t'ﬂet ﬂ§g§éM ﬁghﬂlép 81%19: QI‘JCPWQ%G:‘eﬁﬁnHQ }:h.ie.ayer
aut hentication units 3171 to 31 to the corresponglng
ersgqnal _computers 3161 . 3165. Fifth Enbodi nent The
Bcroe:%}ﬁ eexr%éorlgll‘arr]gn em%r%nggnbodi ment corresponding to

the 17th and 18th aspects of the invention. 10 FIG 64 -
is a vit&tof PRASSA 91 D 9% it TIP3t qRe using the IC
communi cation system 401 of the present enbodi nent. As
$ivath 3083 AnG they cammursieminn 8Y svem |30 e nshioin ybesFIG. 48

the server 402, 1C card 403, card reader/witer 404,
parisionsd expdgiinest. 405, ASP (application service

provi der) server 406, 15 SAM (secure application

nodul elrrgni 50409.a RELROPSL SYPMUE Sy thibdvetd®1%paPetion
4163, and authentication units 4171, 4172, and 41%3

o2 GUTWUERNR SO SN B ot & n FIc. 48.

Step ST331:

The b’usinessés 315 1 to 7315__3 or a part requested by
these businesses p;:oduce application programs AP 1, AP 2,
and AP_3 for those businesses to pe::;foxm processing for
traﬂsac_:tions using the IC card 303 on the personal computers
316 1, 316_2, and 316_3 shown in FIG. 48.

At this time . download"proéessing. ekpléined using _FIG.
59 is performed.

' Step ST332:

The applice_xtion programs AP 1, AP 2, and AP 3 are

: downloaded through the authentication units 317_ 1, 31'7_2-,'

25

and 317_3 from the persdnal computers 316 1, 3176_2 . and 316_3

to the SAM chip 308.

At this time, the proAces.é:i-.ng explained using FIG. 56

is performed.
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and perform settlenent processing or other processing

for a procedure using the IC card 403. 20 The SAM

unit 409 has an external nenory 407 and SAM chip 408.

The SAM chip 408 has a software configuration shown

in FIG 65. As shown in FIG;46,_the SAM chi p-408 has,
from a bottomlayer toward a top |ayer, an HW

(hardware) |ayer, .25 OS |ayer, |ower handler-Iayer,

hi gher StemdiS@3334yer, and 136 AP layer. The | ower

handl er |ayer includes a driver layer. Here, the AP

| ayer iThel wdes dpplissaicddrther ar aardABOB. AP 2, and

AP -3 defining procedures for use of the IC card 5 403

by credine qaf ¢aGAYY &t dHeO MY KNSIIHEFDYEM tdhbhl used for
4152, and 4153 shown in FIG 64. In the AP |layer, the
qHE:' I a . P 2. ia - '

hig rJer ﬂ;%sgrﬁ.ﬂ]g%;ygf bﬁrg él‘ﬁrs %vrééghbgﬁﬁégﬁe‘gtﬁge% évm&t? racted
fi,rewalls FW 10 The SAM chip 408 is connected through

& 419 using a SCSI port, the Ethernet, etc. to

the ASP server 406. The ASP server 406 is connected -
t hr ougHotgethat cthrcontracy hetypgpathe paar pechpepsiness

~apparatuses including a personal conputer 405 of the
oAy beecoardudeds effiferc dspunbce df6the 15C4¢82d 303 through

4163 of the busi nesses 4151, 4152, and 4153. The

RS Tdtle ré@ 316y 4RH, for exanple, is connected
through a serial port or USB port to a Dunb type card
reader KWept @r3444. The card reader/witer 404 realizes
for

For example, when a user desires to use the personal
computer 305 to access the server 302 through the Internet
.310 to purchase a product, the server 302 j;ssﬁes a processing
request throdgh the Internet 310 tﬁ the ASP server 306.

When the ASP servér 306 #eceives amprocessing'réquest
from ﬁhe server 302; it accesses the personal compuﬁer 305
through the Internet 310. Further, the processing request

for the IC card 303 issued by the card reader/writer 304

is sent through the personal computer 305, Internet 310,

and ASP server 306 to the SAM chip 308.

Step ST335:

The SAM chip 308, in acc0rdan§e with the processing
request received at step ST334, selects an application
ﬁrogram by the'settlemént,processingA;outine~task and
executes the selected applicafion program.

Step ST336:
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“the SAM chip 7408 to preaSS|gned

'bu3|nesses

exanpl e wirel ess comruni cati on corresponding to the
physical 20 level with the IC card 403. QOperationa
commands to the I C card 403 and response packets from
the IC card 403 are generated and anal yzed at the SAM
unit 409 side. Therefore, thesxard reader/witer 404,

personal conputer 405, and ASP server 406 interposed

25 bet en onl t to re the c s or .
respon #{eé’ e ﬁeoéf&%ﬁwrm%ﬂe%tmn of
relay the sanme. They are not |nvolved in encryption

dhsd @PRIHGIH UF REsgran &n Hae (AR issEvemB M her

actual operations in the IC card 403. 5 The ’

‘busi nedsecexplained] abovand abthIdisg tHee her Stmmlunication

conputers 4161, 416_2, and 4163 to produce the
R teratzoan t@"ngearHith:%rﬂtchcEJ.?cn R AP-FAand, 317 2, and
downl oad the produced application prograns'fhrough

131G BUHRAMIHALHN JHldss Hhablber 4%’1%9&& EQUGhe

storage areas I'n
th extern Nenn é t.hj.s ti si nce

%:h qzifgll 3%5 q.zf 4A th H:aILSée aﬁ::é::erse nfaster key
w th each other, the st areas in the externa

Py e thee e| a&ﬁt%} Hdneldp 3 hodsling the

and AP -3 can be downl oaded are deci ded in advance 15

- acgefisemasitegnkeainfarmakinn K8, dandll 028 exrlaihed above,

storage area is verified by the SAM chi p, 408. Furt her, _
plea formi fike prake ssiity Fproidodailmaziimg 4 frogram module to

application prograns AP 1, AP 2, and AP3 are

tae! bhkteetalbheiieyf Bogvalits HeWomes possible to download .
a program modules in accordance with rights given in
accordance with the software hierarchy shown in FIG. 49.
Therefore, it is possible to prevent an unauthorized party
from illicitlyaexchanging'o:'tampering‘with;progranlmodules
to be executed by the SAM chip 308.

Further, according toc the commﬁni_cation' system 301,

as explained earlier, the anthentication units 317 .1, 317_4,

‘and 317 5 store information in a secure state in the storage

units 350_1, 350 4, and 350 5. When such a unit is destroyed
by an external factor or forced open, this is detected by
a detection unit_:. and the stored infb.mation in the storage
units 350 1, 350 4, and 350 _5 i3 deleted. ']Thaart:'z:[i’r.):r:¢=_-,-r illicit

use of the key information used for downloading to the SAM

" chip 308 can be avoided.

Further , according to the communication system 301,

7
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20 When downl oadi ng the application prograns AP 1, AP

2, and AP -3 to the SAM chip 408, the authentication

units 4171, 417 _2,, and 4173, as explained |ater,

perform nmutual authentication with the SAM chip 408,
produce the downl oad signatugg verification key
information, etc. 25 Next, the SAM unit 409 shown in

FIG 6 e - 1 expl ained in_detail. External :
N@ﬁ%?yéh%7£%¥69hﬁ% 3@8 °9?EﬁF?5raeRbF5PﬁFﬁ§ Pheapplication
storage areas of the external nenory 407. 5 As shown

i PrEyRRngs, sinee dakadaansfiar ofr tHewhie ofalda tae mody codes
407 include an AP storage area 4201 for storing the
dpptveen iapploragriam pRogkanis fiberdsBideted4ahp kthaafidBwalls

~Storage area 4202 for storing the application program

AR 21 ofFdl e ahdsiwess 1415325 2AnfBrebobnge & %n&%_g.%.ng with
for storlng t he 10“appllcat|on program AP -3 of

P r
b5 PSeddotng X0f Slen el RIRIENER pobgtadied SRkl
t AP -1 st d th AP st .
T MR TN -
nodul es. 15 Access to the AP storage area 4201 is
re t9nhange ihe ecxeqwef | exw 1aPITEEC%1E$a?$ cRrpgram.

_ program AP-2 stored in the AP storage area 4202 is

conpnfﬁu#hﬁéni;ﬂqnqﬂdnqg(ﬁorﬁhguqnmuunhﬁaﬁmodmﬁpssem0301
the AP storage area 4202 is restricted by the 20

- fiy ewdlfii Jiihg each application program by a plurality of

program modules, it is possible to download to the external
ﬁemory 307 in program modules units.

Further, according to the communication system 301,
by encrypting thé highly confidential key information used
‘for operation of the IC‘card 303 in addition to the usual

scrambling and storing it in the external memory 307, it

is possible to improve the security level of the key

inf ormation.

Further; accordiﬁg to the Interget 301, the
application program can execute encryption and decryption'
when accessing codes bj{' the bus scramble function, so it
is possible to prevent an application prog:_:-am stored in the
external mémory 307 from i'Jeing i_llicit'ly anélyz‘ed etc:;. while
prbcessing of thé SAM chip 308 is halted.

FIG. 61 is a functioﬁal block diagra_m showing more

specifically the fqnc_tion blocks of the SAM chip 308 shown
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The application program AP -3 stored in the AP storage
area 420 _3 is conprised of a plurality of program
nodul es.. Access to the AP storage area 420 3 i's
restricted by the firewall FW3. 25 In the present
enbodi ment, the above programyodule 139 is the

m ni mum unit downl oaded for exanple fromthe outside
of the SAM unit 409 to the external nenory 407. The
ABEG - 38t he program nodul es forning each
application programcan be freely determ ned by the
corr espenchiognbdis IS, 61 ,FuttiehSAM dida@il8 da ismnected
progranms AP 1, AP 2, and AP -3 are, for exanple,

Ay iihehisl nass et e, t1vdl 3%ps aisiniibica tion
usi ng the personal conputers 4161, 416_2, and 416 3

ﬁhhl%f JJ::eF {191 t6§ 6@ %ﬂ%M&%}gdcamﬁgHggaﬁ:mgnosﬁl}%erf ace

|p 408 to the exfern menory 10 Access t

%ﬁgg n%fs‘?’%ﬂor ! eq:p%%ég !ﬁf}cfﬁg f-OP %F%E#& unit

hbte that the firewalls FW1, FW2, FW3, and FwW4
&% e ORI WHE 116%bnadd Y ¥own in FIG 65. 15

The AP managenent storage area 421 stores the nodul e
managedenthgataMighiph3@f shoRhGin6BIGHe6E, for ¢pample as
managenent data 421 is used by the SAM chip 408 for

Ehoag Ag @Iecutdnn i ildhelaplpaadikie fodaifecA\RtHe card
AP 2, and AP 3. 20 In the present enbodi nent, the

e Hl‘?ﬁtt' 3D 1P (R B ed ol 1P Pt PR3 ﬁlﬁ #® an. RF

nmanagenent data 421 stored in
reception/transmission unit 392 outside of the SAM chip 308

and transfer data with the IF card 303 by a noncontact system
through an antenna 392a of the RF reception/transmission
unit 392.

The present invention is not limited to the above
explained embodiﬁeni:.

For example, in the above explained embodiment, the

case of downloading program modules from the personal

. computers 316_1 to 316_5 through the SAM chip. 308 to the

external memory 307 was illusﬁrated, but the present

invention can similarly be applied using the function pf
the ab\;.)ve' explained download task 365a even when downloading
program modules from the 'personai computers 316_1 to 316 5
t§ a st?o:cage unit 364 in the SAM chip 308.

Further, in the above explained embodiment, the case

of providing the authentication units 317_1 to 317_5 for
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the external nmenory 407 are, as explained |ater,

scranbled by the bus scranble unit 461 in the SAM

chip .408 using the scranble key K° Wen read into

the SAM chip 408, they are 25 descranbled using the
scranble key K - 140 SAM Chip 408 FIG 67 is a
functional block diagramof the SAM chip 408 shown in
FI.G 64. As sh in FIG 67, the SAM chip 408 has an
Adss Tat E8 3 ErER R REF S0 hFMRISERE b3L6 5L BbPE6_6
unit 461, signature processing unit 462, -
RKidremarzatl psratedsibit amishaes in FIG. 63, it is also
encryption/decryption unit 464, storage unit 465, and
GRS stlidfle THe pSAMidei phdOfutlemticanbsn nasitsd @17 1 to 317 5
nmodul e. 10 Here, the CPU 466 corresponds to the data -
RO GafS 92 Hifs B0l @hd BR1BWEaeBLskN¥8Nth@Nau¥hbh®ication
the bus scranble wunit 461 corresponds to the data

[ YHpyt . &i [ f J [

DR DA P N R BBy, computer
] du ircuit of the present invention, while -

t reg“c]gx %%ﬁ#—%em)ry 407 corresponds to the .

sem conductor_ storage circuit of the present

i nvent EdE thrfmbedimendimni cation interface unit 460

is an interface used for input and output of data -
with t TheABPesgftsanhedinést simmam embpliBneft cdhrebpsnding
scranbl e unit 461 scranbles data to be witten in the
fd afheal1 Teeind A8t ndtkgiasts b ise dadverd€ish f rom

| FIG. 64 is a view of the overall configuration of the
communication system 401 of tﬁe present embodiment.

As shown in FIG. 64, the communication system 401 uses
the server 402, IC card 403, card reader/writer 404, personal
computer 405, ASP (application service provider) server 406,
SAM (secure application module) unit 409, personal computers
416_1, 416_2, and 416 _3, and authentication units 417 1,
417_2, and 417_3 to communicate through tﬁe Internet 410
and perform settlement processing or other proceésing for
a prqcédure using the IC card 403.

The SAM unit 409 has an external.memory 407 and SAM
chip 408.

The SAM chip 40B has a software configuration shown
in FIG. 65. As shown in FIG. 65, the SAM qhiﬁ-408 has, from

a bottom layer toward a top layer, an HW (hardware) layer,

0S layer, lower handler layer, higher handler layer, and
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the external nmenory 407. That is, the external nenory
407 stores data in a. 25 scranbled state. - 141 The
processi ng of the bus scranble unit 461 will be
explained in detail |ater. The signature processing
unit 462, as explained | atery3g produces a signature
and verifies a signature when downl oadi ng an
gﬁglication program through the Internet 410 and when
Af¥S%y an application program The authentication
processing unit 463 as explained |later perforns ‘
mut ual Thet Heweire angd egi tllavere ioxddadesm =t ydrineen layer.
downl oadi ng an application programthrough the
I nter néllexd) 6R8 AW lherekielvdds Mppliv-aAion phegrams AP 1,
encryption/decryption unit 464 encrypts data and

GAC 1Y Plah e i YPIRE Qaldy peiFaIerdNids40F flle IC card
exanpl e storés the data necessary for the processing

app on prograns Al

accessi t he exter menory 407 through the bus
?&ﬂgrﬁ%—%rﬁqu&frhﬁﬁ%er%‘r Ms various - processing

‘corresponding to the services of the SAMchip 408. 20

Next, £ERetBeoRBskavgRyr ofthehappddcadigmppEodipmsiBE i |RP_2,
be explained in detail. Note that, in the present
amgbdPnSnandt kbechighet bamrdlef lapyebuasrepropided bhé¢tween
461 when accessing the externa
them with firewalls FW.

The SAM chip 408 is connected through a bus 419 using
a SCSI port, the Ethernet, etc. to the ASP server 406. The
ASP server 406 is connected through the Internet 410 to a
plurality of terminal apparatuses including a personal
computer 405 of ‘the end user and personal computérs 416 1,

416 2, and 416 3 of the businesses 415 1, 415_2, and 415 3.

The personal computer 405, for example, is connected

through a serial port or USB port to a Dumb type card

reader/writer 404. The card reader/writer 404 realizes for

- example wireless communication corresponding to the physical

level with the IC card 403.

Operational commands to the IC card 403‘and response

packets from the IC card 403 are generated and analyzed at

the SAM unit 409 side. Therefore, the card reader_/wfiter
404, personal computer 405, and ASP server 406 interposed

between them only act to store the commands or response

Qlfo:{ ?ga%ééf@@ar%%&ﬁ?ﬁ% %g%@ﬁg%gﬁ-%@i? es 415 1, 415_2,




T 10

15

20

25

menory 407 is illustrated, but the bus scranble unit
461 25 can al so be applied in the case of inputting
and outputting - 142 data with the outside by another
SAM chi p 408 through an 1/0 bus etc. The bus scranble
unit 461 encrypts the data_i t_from the CPU.466
using a predetermned scranble key K then wites it
through the bus 419 in the external nenory 407.
RAntrrt imcddis raviemd eemiions lanidoredny the shme. They
read through the bus 419 fromthe external nmenory 407
ustencnott hineel e in keayo 1 minch WP eciptton hef GRika,
466. [ Address Space] 10 The encryption bl ock | ength of

(IR 04, AGDITHHUR USARaY plPaRYSnSCEATPhE TC card
unit 461 is made Nc, while the data bus wi dth of the

419 is made Nb. In the follow ng exanple,
consi der the case mhere hb i's a whol e nultiple of Nb,

t hat whol e n / Nb e tha the
hdar s TR REABRSPHE L kB padarind 1180 5ckE ¢ Thgaprsonal

chip 408) and the address space used when the bus -
KRt uAite_4614heces s ARE_Sxkemradunsbhy apglication

(hereinafter also referred to as the "external nmenory
FovhrgEsEes ffucke, )ARIZ f emdleP 1D darrk dadikoash tdie garodyced
and scranbling 20 of the address. Therefore, the bus

Spplilda ilo pré§iamastiansh tReRlykherfSicaomn uhg t3417_1,
address CPU-ADR i nput fromthe CPU 466 (first address

Q17 B RIRE T 'E‘Wl.q{}.tdlgiﬂ e AhAdg]s g%dﬂzl\édb‘%égssz.gned

the—exXternal nenory address space (sécond address of

sl'{:orage areas in the external memory 407.

At this time, since the businesses 415 1, 415 2, and
415 3 have no relation with each other, the storage areas
in the external mémory 407 where the api:lication érbgrams
AP _1, AP 2, and AP 3 can be downloaded are decided in advance
;:a.nd whether one has the right to download to such a storage
area is verified by the SAM chip 408.

Further, the t;.ransfer and vi..eu‘ring of data among the
application programs AP_1, AP 2, and AP 3 are restricted
by the firewal—ls FW. - |

When downloading the application programs AP 1, AP 2,
and AP_3 to the SAM chip 408, the autbenticatidn units 417 1,
417 2, and '41'7_'3, as explained‘ later, perform mu.tual
authentication with the SAM chip A408, produce the download
signature vei:ification key information, etc. |

Next, the SAM unit 409 shown in FIG. 64 will be
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25 present invention) using a predefined map f

(address 143 conversion algorithm. The bus scranble

unit 461 uses the address MEM ADR to access the

external menory 407. This map f, for exanple, as shown

in FIG 69, is defined only yhen the address al
which is an address CPU ADR, is 5 "al nod Nc/ Nb=O

or he other address a2, the external nenory 407 is

Redyir 4e%2%h2 nod No/ Nb)). Here, "x nod y" is

the remai nder after dividing x by Y That is, the bus

scr anblExtginaiddMenaagd0ihd wites 10 data with the
external nmenory 407 in units of the encryption block

| engt h 5. H 6,5 whendwe /B xiplhiiniags iHd ol Gireas
nunber of n or nore is m the bus scranble unit 461
ggffgnéubxﬁéﬁﬂ§gqﬁﬁgggyagpp33|ng the external nenory

407 through the 15 bus 419 (data |nput/output

onoas RSl 1h 1erdy @RS inel (VM eddk Y Hialullrnal
number transactions gurdglon St Bus

Scranbl e Fl G 70 is a functi naI bl ock
&%&%4&%% B <8R AfFans AR 12
in.FIG 70, the bus scramble unit 461 has an
ARRVIAH P URFPITSE ARjck pEpthe Pusdine sg3915 alidrans 3P storage
managenent unit 433, scranble key managenent unit 434,
Parsa 2 (prodessistgringt thdSappl peatienppocgsam@P 2 of the
control unit 436, work nmenory 437, and control unit
?ﬁﬁlﬁﬁ%éﬂxisﬂﬁﬁ¥ﬁiBﬁndﬂaﬁmﬂg%mﬁﬂﬂﬂﬂﬂ$3QQﬁaéﬂH¥ﬂng the

romthe

application program A3_3 of the business 415 3, and an AP
management storage area 421 used by the manager of the SAM
chip 408.

The application program AP_1 stored in the AP storage
area 420 1 is comprised of a plurality of program modules.

Access to the AP storage area 420_1 is restricted'by the

firewall Fﬂ_l.

The application program AP 2 stored in the AP storage

area 420_2 is comprised-of a plurality of program modules.

Access to the AP storage area 420 2 is restricted by the

firewall FW_2.

The application program AP 3 stored in the AP storage
area 420_3 is comprised of a plurality of program modules..
Access to the AP storage area 420 3 is restricted by the
firewall FW_3;

In the present embodiment, the above program module

901aEognBlipring the
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- 144 CPU 466 using a predeterm ned scranble key K
The decryption unit 432 decrypts data read fromthe
external nmenory 407 using the predeterm ned scranble
key K. The address managenent unit 433 converts the
address CPU ADR i nput from tfwg CPU 466 to the address

"MEM ADR expl ai ned above. The scranbl e key managenent

uni t 434 manages the_  scranble key K used at.the g
ere rist PERimNm unst depplradschfyn exegrds £remothpgoutside
suitably switches the scranble key K The parity

o cldus i SPY it 499 &ddthpaekterdal amemory he0 dat The onumber
be witten in the external nenory 407 and verifies

tde tphar pirpgttanamedalbels tinaimy eaath hppltitheient pE8gkam can
menory 407. 15 The pipeline processing control unit

43 A BPUd G iRRE 35351 1Mk Ao SRS B Sl ¢

461 into a plurality of stages and controls the

o cont |
0 i Al L8 R o R RSSO 5 (e, oRa ae_3

t he processing.of the 20 hus scranble unit 46 The :
R T GORSPREIE BRRPEREASPY e éeg‘h‘f’r%ﬁs?ﬁehf‘_l' 415_2,
processi ng of the bus scranmble unit 461. Wite

e A1 wFipg dhaaPawsanal syppuhiegs Alg da 454Gy, and

for explaining the operation of the 25 bus scranble
1&41!'5&__:34&110HIEIiIt EE@PL&M%CBW dqanJoG.de@V thridwggh -the SAM
chip 408 to the external memory 407.

Access to the AP management storage area 421a is
allowed only by the manager of the SAM chip 408 by the firewall
FW 4.

ﬁote that the firewalls FW 1, FW 2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 65.

The AP management storage area 421 sfores the module
management data 421 shown in FIG. GG.IA

Here, the AP management data 421 is used by the SAM
chip 408 for managing execution of the application programs
AP 1, AP 2, and AP 3.

In the present embodiment, the application programs
AP 1, AP;Z, and AP 3 and AP management data 421 stored in

the external memory 407 ére, as explained later, scrambled

by the bus scramble unit 461 in the SAM chip -408 using the

scramble key K. When read into the SAM chip 408, they are

descrambled using the scramble key K.
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data in the external menory 407. FIG 72 is a flow
chart for explaining the operation shown in FIG 71.
Step ST401: The CPU 466 outputs to the bus scranble
unit 461 the data DATAto be witten, that is, "d32",
and the address CPU ADR, thatgg s, "a3". That data
"d32" is witten in the work nenory 437 shown in FIG
70 of the bhus scranble unit 461. 10 Step ST402: When
Ne>Nb, SEHe CRaR- 498 managenent unit 433 shown in FIG
70 uses the address "a3" to find the map f (a3-(a3 nod
Nc/ NoFfG. fRatsiz funetingnl blgkidiasggansef thatSAMchip
f (a3-1) as the address MEM ADR of the external

- M@forshcaddries F¥Ignaed.. 15 Step ST403: The control unit

438 shown in FIG 70 uses the address MEM ADR f

(a3-1) agbksabhad iat FiEeP 69T140A! @aeaflib At Aas an AsPs
external nmenory 407 the encrypted data bl ock e ({X1,

it t hi j.n I iy 2 {
Epppr Aol Bheddsaael il R, BRI RSl 1,
decrypts the data block e ((Xi, read fromthe .
PIRSPSEI PGy M tar? fhé“ﬁ’%&é‘%" PxPrRHSSng
Further, the parity rocessing unit 435 uses the
padit $6dat encEvRELeR/ derrRtion ki hdede stxraggynpit 465,

- for parity processing, then wites the - 146 data

leinglc CPUXB66X2} again in the work nmenory 437.

The SAM chip 408 is a tamper-resistant module.

Here, the CPU 466 corresponds to the data processing
circuit of the present invention, while the hus scramble
unit 461 corresponds to the data input/output circuit of
the present invention.

Further, the SAM chip 408 corresponds to the.
semiconductor circuit of the present invention, while the

external memory 407 corresponds to the semiconductor storage .

-circuit of the present invention.

The ASPS communication interface unit 460 is an
interface used for input and output of data with the ASP
server 406 shown in FIG. 64.

The bus scramble unit 461 scrémbles data to be written
in the external memory 407 and desérambles data read froﬁ
the exterﬁal meﬁdry 407 .

That is, the external memory 407 stores data in a

scrambled state.
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Step ST405: The control unit 438 rewites the "X2"
corresponding to the address "a3" in the data bl ock
{X1, X2} corresponding 5 to the address read fromthe
work menory 437 and already decrypted to the wite
data "d32" to generate the dafja-bl ock {X1, d32} and
wites this in the work nenory 437. Step ST406: The
parity processing unit 435 generates the parity to _.
dat a oflJ%ﬂw Presessdmnge et xhe hys) scxpphlgTypit ffd will be
encryption unit 431 encrypts the data bl ock {X1, d32}
reepd Finsd tine dedrdd Indedrar 437 using the scranbl e key
K. 15 Step ST408: The control unit 438 wites the
dat a biaeks{gdatdse brafcddinmfdhessidd)) ABRekplasndd iter,
the external nmenory 407 and wites parity data

Rl Als il ut Qhd Rreit i AlRdG! @iPn2RG A G

"he external renory 407. 20 Note that the control unit

SR b A M LG 10

7 "a3-1", it rewites the data block Xl by

ST40 | f
- PRE HhSe SHRH I A ARRIHR H PR BFEI R es it in

the external nenory 407. 25 Due to this, it is .
possi bf&et guthgndd cafd ony pyecessing| ypitsAfgs asn eggpd ained
case of witing to successive addresses. Further,
dade rwipery fairints o toeitla asftheenddicatiengwii tb the other party
when downloading an application program through the Internet
410 to the external memory 407.

The encryption/decryption unit 464 encrypts data and
decrypts encrypted data.

The storage unit 465 for example stores the data

‘neéessary for the processing of the CPU 466.

The CPU 466 executes the application programs AP 1,
AP 2, and AP_3 while accessing the external memory 407

through the bus scramble unit 461 and performs various

' pr_ocessing corresponding to the services of the SAM chip

20

25

408.

Next, the processing of the bus scramble unit 461 will

" be explained in detail.

Note that, in the present embodiment, the case of use
of the bus scramble unit 461 when accessing the ‘external
memory 407 is illustrated, but the bus scramble unit 461

can also be applied in the case of inputting and outputting
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in the external nmenory 407, the control unit 438, for
exanpl e, pads data by the data of (Nc-Nb) to obtain
data of the data 5 length Nc, then encrypts it and
wites it in the external nenory 407. That is, a
storage area of a data |lengtjasNc. in the externa
nenory'407 i s assigned even to data of a data |ength
Read From External Menory 407] FIG 73 is a

- {;\bﬁ Mot Ehieiantilde eagnatdes S 40fe through an

external nmenory 407 to the bus scranble unit 461.

/@ brs ietc flow chart for explaining that read
operation. 15 Step ST411l: The CPU 466 outputs to the

bus scraebbeas wiiarflle uha taddl essc: Pt A\BRe' d3'tat Dnpet from
read from Step ST412: When Nc>Nb, the address

n s t en
T R b g e

as t g’?%s‘%’a%gﬁ k%é l?" tﬁe ex%%r%ﬁlatiarrennr &?BESS

space. ST413: 25 TheCPU 466 sho n FIG. 67 yses
t he adEPégg‘eﬁEMti us g@rambls. ‘1”)15\/\4] dre data
ST402 to read the encrypted (scranbl ed) data block e
cpadi thagnph fhebund tfépﬁ'aﬂ:heneaq’e?ynabmwwwégasmg
this in the work nenory 437.

the scramble key K and outputs it to the CPU 466.

{Address Space]

The encryption block length of the encryption

- algorithm used by the bus scramble unit 461 is made Ne, while

the data bus width of the bus 419 is made Nb. In the following
example, consider the case where N¢ is a whole multiple of
Nb, that is, a whole number n {(=Nc/Nb).

Note that the address 'space of the CPU 466 (address
space in SAM chip 408) and. thg address space used when the
bus scramble unit 461 accesses the external memory 40'_?
(hereinafter also referred to as the "external memory ad:cll';'ess
space") di_ffer due to the addition of parity and scrambling
of the acidress.

Therefore . the bus scramble unit 461, as shown in FIG.
6_8., cdnﬁerts an address CfU_ADR input from the CPU 466 (first
address of the present invention)_' to an address MEM ADR of
thé external memory address 'space {second address of‘tha

present invention) using a predefined map £ -(address
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"Step ST414: 5 The decryption unit 432 shown in FIG 70.

decrypts the data block e ({d31, d32}) read fromthe
work menory 437 to generate {d31, d32}. Further, the
parity processing unit 435 uses the parity data added

to the data block e ({d31,_ g32)) for parity

processing, then wites the data bl ock {d31, 10 d32}
again in the work nmenory 437. Step ST415: The control
FRNVeESE T tdiger iihw)da tThe 43 sananbdspeawdithd 6lo ustes the
CPU ADR "a3" in the data bl ock {d31, d32} read from
tadsingersk MBMIADR 437 aarebsa ridad exdeomglt edmokly aod . -

out puts the sanme to the CPU 466. That is, it fetches

the " (ahimodapled, BBY esdamgile dakashdvwh RerEal 0 P6KHefined
and outputs it to the CPU 466. [ Managenent of

%qlwh%,m}ﬂe haisuaml e Jﬁ%hﬂ%a%g{g 4 ggﬁf‘mma, is

sho In FIG 20 70 nanages a scra ey us

t,he enc tion uynit 431 .and _decrypijon unit 2 as

ot Gl W Mt L S R e 2 B et

a different key for every address in the external .
ey AP7 isTRGessses bt § dafedessaod te/hdikd )a
plurality of scranble 25 keys. One exanple of the
met hodBeage ,t Aksmpd ¥hoim Yed ovemaind@r affteesclianidieg x by

key managenent unit 434, as shown in FIG 75, stores a
gl.urality of scranble keys KI, K2, and K3. It swi tches
t he key used according to the address fromthe CPU 466

and ouppYEs ikhetpanBukOskPamBRE! YREEOA6YNbad31aARdwrites

data with the external memory 407 in units of the encryption

‘block length Nc.

Here, when Nc¢/Nb=n and the smallest whole number of

'n or more is m, the bus scramble unit 461 performs

transactions accessing the external memory 407 through the
bus 419 {(data input/output transactions of the present
invention) in units of m number of tranéactions.

[Configﬁfétion of Bus Scramble Unit 461]

FIG. 70 is a functional block diagram of the bus
scramble unit 461.

,AS shown in FIG. 70, the bus scramble unit 461 has
an encryption unit- 431, decryption unit 432, address
management unit 433, scramble key management unit 434, parity
processing unit 435, pipeline processing control unit 436,
work memory 437, and control unit 438.

. The encryption unit 431 encrypts data ihput from the
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decryption unit 432. Specifically, when accessing the

address "al", it uses the scranble key Ki, when
accessing the address "a2", it uses the scranble key
K2, and when accessing the address "a3", it uses the

scranbl e key K3. 10 FUfthQ!ghﬁi_ﬁhomﬂ in FIG 76, the

conputation circuit 434a in e scranbl e key

managenent unit 434 perfornms processing using the key

KPY A efi mpine z imssietatntined dinrzeble keyt K.romt he

CPU 466 and outputs the conmputation result as the

scr anbihek @edfvipa ildhe uvader VPRI decPpts43dhtandedd from the

decryption unit 432. That conputation may include -

AN 10 T o2de WPl f %@%@i JELRA,

by Ks, findi ngﬂfhe eijfﬁgls??\fé‘% (X&%%,Iﬁg?kgf%er e key
onput ati on. Further, the bus scranble unit 461 nay

hol d the 20 scranble keys at a predeterm ned | ocation

of the_pbus d input the scranble key correspondi ng

to t he T8GdPESESPSsRRAgBYREcurbY 466 IMRFfF thha address

bus. In this case, since the .data bus for L.

P SR dintp tt e oge e ICPU d 6 $ot lthesaddrass MEM BEPR

of the bus scranbler, control by a nmenory controller

- 2xpledoexs abeyessary. The | ocation for holding the

scranbl e 150 keys nmay be anywhere inside or outside

of theTﬁéNE&bhﬁbig8ke¥bﬁhn5§eﬁéhﬁiQﬁi9f4§b?mgﬂaﬁestghe
ensure the security of the path to the chip, the key

i me of

..'tsarsﬂ@ugirzgg V;g?ssadta(ﬁ@ie%acgf%%?rg%idce%xpat,%’ BLAN% 5 on

at the bus s

unit 432 and suitably switches the scramble key K.

| " The parity processing unit 435 adds parity data to
the data to be written in the external memory 407 énd verifies
the parity data added to data read from the external memory
407.

The pipeline processing control unif 436 divides the
prdcessing‘of the bus scramble unit 461 into a plurality
of stages and controls the system so that the pipelihe
processing is performed in units of stages.

The work memory 437 is used for the processing of the

- bus scramble unit 461.

The control unit 438 comprehensively controls the

‘processing of the bus scramble unit 461.

‘[Write Operation to External Memory 407]

FIG. 71 is a view for explaining the operation of the

bus scramble unit 461 when the CPU 466 shown in FIG. 67 writes
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5 unit 461. The bus scranble unit 461 holds the
transport key in the formof hardware or software. In
the bus scranmble unit 461, however, even if changi ng
the scranbl e key for each address input fromthe CPU
466, if continually accessijfsa certain address, the
possibility 10 rises of the scranbling of the address
area being anal yzed _ by spendi ng some tinme. Therefore,
tqll%t%ci-%n%l‘%% raahdtemore Aftant one. It is made
vari able by a technique as shown bel ow for exanple.
The scriEifbl dXkdy mafidgenshartinfor 4&4pldininyg atipd eppeddtion
causes the generation of a random nunber when poweri ng
Whowrhei DAMehi 408 or the |ike so as to generate a
scranbl e key. The scranble key basically need only be
known bydheypdpas. scranbler, so the probl ens of
delivery of the key, synchronization, etc. do not

arise. .20 E , the scranb ey _nmana nt upjt

434 smf%% é%ﬁ;?%g SEFQEEFe@Ee§ﬁﬁ§%%Sf%ﬁr%§€f§ URthsibl the

tp the external nmenpry 407. In this case, it is :
s P tiﬁ’aﬁ’et HEF e o rthae At i3 2 "daend then fddness

the external menory 407 and the currently held key

KRU_BPR hethadneis 25'af{eref ore, for exanple, the

scranble key is updated - 151 - as shown in FIG 77

and Fl Ghat8datd]|"d3ZMhésewnes ¥ipén A thé twokdd mempityS48Mashown

data "d3" from the CPU 466, while the bus scranble

WH FEH] 10 R THN BuALWLSH 1A unift ¥t he CPU 466. 5

[2]: The bus scranble unit 461 accesses the address

Step ST402:

When Nc>Nb, the address management unit 433 shown in

' FIG. 70 uses the address "a3" to find the map £ (a3-(a3 mod

Nc/ Nb))}, that is, themap £ (a3-1) and uses that map f (a3-.-2_l.)
as the address MEM ADR of the external memory address space.
Step ST403:

The control unit 438 shown in FIG. 70 uses the address

MEM ADR f (a3-1) obtained at step $T402 to read from the

e#ternal mémory 407 the encrypted data block e ({X1, x2})
.and writes this in the work memory 437.

Step S5T404:

The dec;yption unit 432 shown in FIG. 70 decrypts.the
data b;ock e ({X1, X2}) read'from the work memory 437 to

generate the data block {X1, X2}. Further, the parity

7processing unit 435 uses the parity data added to the data

block e ({Xl, X2}) for parity processing, then ﬁrités.thé
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"f "f (al)" of the external nenory 407. [3]: The data
"e ((dl, d2})" i's read fromthe address (al)" of the
external nenory 407 to the decryption unit 432. 10
[4] : The decryption unit 432 decrypts the data "e
({dl, d2.})" to generate thejgata "(dl, d2}". At this
time, the scranble key managenent unit 434 selects
the scranble key K1, while the decryption unit 432
perkarhtogkc k3t i %2l LRgaip i the et menory 43B.
Further, rewiting is perforned by the data "d3", and

the dat&téﬁcﬁrﬂt&} " is generated. .[5]: The bus

scranmble unit 461 changes the scranble key fromKl to

K2. Therlse residmkeps tK3andels2ide8 ¥ALUEBw oéo:\t:i‘@ﬁ%émdlng
val ues stored at the addresses, or values 20 gene

r eh; g IO ch u
e G AUl A5G 28k IR AP S5 Blnaing

"%93 dgiddus%ggnaﬂgyégqus] f%%hggg%ﬁngg(%ﬁég%Hg}éiready

is witten at the address "f (al)" of the externa
FRFSP YRy to. thgwrite data |'-’>1=188 s&9 ipnsT fthy data block
Processing Unit 435] Wien witing data into the

etdler 32 hearot ywuiithes tite pam tthepreods siempnia37.
cal cul ates in advance the parity data of the data
bef or e Saregy YWI40@ and wites ‘that parity data

The parity processing unit 435 generates the parity
data of the data block {X1, d432}. |

Step STA407:

The encryption unit 431 endrypts ﬁhe data block {X1,
d32} read from the work memory 437 using the scramble key
K.

Step STA408:

-Thé control unit 438 writes the data block {X1, d32})
at the'addfess MEM ADR £ (a3-1) of the exte;nal memofy 407
aﬁd writes pa;ity data generated at step ST406 in a
predetermined area of the external mémory 407.

Note that tﬁg control unit 438 judges if-the address
néxt input from the C?U 466 is "a3-1" before‘encrypting the
data bléck at step ST407. If "a3-1l", it rewrites the data
block X1 by the write data, then encxyptéritfand writes it

in the external memory 407.

Due to this, it is possible to reduce the number of
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5 in the external nenory 407 along with the encrypted
data. Due to this, when sone sort of physical trouble
occurs in the external nmenory 407, data is tanpered
with, etc., this is detected at the tine of readout,

wher eby nore secure executigy of a program becones

possi ble. 10 Further, due to the addition of the

parity data, even if _the length of the plain text and
tHeERR Nt HERR F3Re O Yt HPY ek Sugee s s Addrasses.
address space of the CPU 466 and address space of the
ext er ndumigheor y es@h wihdn nanvidringositet elfy anmdadia lefgth Nb
i s because, for exanple, when witing at the address

lin thbk'et tertll fiemdly 407! thBcGitiol LAR tAE38Y fbitNgkample,
the No portion at f (al), it is. necessary to wite

thea PR day bypltlll'xe( ahe§ oﬁ\'p NN & AdbRaifll datQTBRNERE data
in the externa menory 407.  The parlty datals stored

ar ea, |n he EXL.8 nal 4
exarﬁ)%%% o?rf WHYRE Y A WJ:J'i-‘aer'?i ty d"a gﬁ}e EXternal
pl aced i rmedl ately next to the data - obtai ned by :
&35 4 the corresponding plain text. In this
case,, the bus scranble unit 461. reads the data "e
(dl )" Thah itshe anddicrnge faregl Pf & date dengithaMc in the
menory 407, then reads .the parity data "pl" fromthe
addteasm l nefaly 408 /iMbissignd8 édes toadatatd® abdsta length

. scranbl e unit 461 does not have to perform- 153 any

sfpeci al cal cul ations other than the map f of the
address. Further, in addition, the external nenory

407 ha e torage area

excl usi EI%%C#{) q’tﬁq‘ée:)rgﬁrit aﬂé‘%?& @h parity data "pl"
iswri%ﬁg;n f hat excl ysive st orage are In this

case, b03 1R ANFE BAF (SRIAEART & Fead operation from

the external memory 407 to the bus scramble unit 461.

FIG. 74 is a flow chart for explaining that read

opération.
. Step ST411:

The CPU 466 outputs to the bus scramble unit 461 the
a&dress CPUﬂADR faB" to be read from.

Step Sf412: | |

Hhen Nc>Nb, the address management unit 433 shown in
FIG. 70 uses the address "a3" to find the map £ (a3-(a3 mod
Ne/ Nb)), that is, the map f (a3-1), and uses that map £

(a3-1) as the address MEM ADR of the external memory address

space.

Step ST413:

The CPU 466 shown in FIG. 67 uses the address MEM ADR
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to perform processing based on the parity address nmap
p. The parity data "pl" is witten in the address "fp
(al)" in the external nmenory 407. Wen the parity
processing unit 435 detects a parity 10 error, it
halts the processing of the 1@3J-466 etc. to prevent
illicit processing of the data or progran1 Not e t hat

the af t rocessing i s not
égr‘tﬁfg‘lr}arq aﬁnrﬁ‘{]éadp tﬁ%ﬁ"%’% Poc&SS e prsmy@ etk
ProceSS|ng Control ~Unit 436] 15 In the present
diftsrind) datakdnsie e U@Lt 982}dofmonl thie eixdernal
pi peline processing control unit 436, for exanple,
preoveys 49y @nd harithes Shriantine tiel wodfk]l memoaiyy i4dad

into a plurality.of stages and a pipeline is formed

using sthp shagas as units so as to enable the access
time to the 20 external nenory 407 as seen fromthe

CPU 46§'hE0dQSr§BE§Bﬁ“&Q'1t g éh%wn\g%ﬁni‘fet 'f(?rdﬁ&%@s the

pi pel i ne, l'east the time requir for process

e t|o e ui red for, one access of t
ELBIER 00 (dale Ga2 | PR Lk i i ey 457 o
25 For exagp if formng a pipeline for the . .
geseEatiend By 4321, FYriberny thes PagidnPEogriss ing) unit
in accordance with a read instruction of data of the
43dr uvses" ghe pogidy Pptehedded té66hef datexbipkd, ewldd3l,
the CPU 466 requests data of a higher address
daat}i) nfied play: iftlyopr bbes il f Thenibri by s MY EATRAINESKk (431,
etc., if the bus scranble unit 461 reads in advance

ihe jdabaiaf ibhenaddbegSmehotd! 2RG/. Nb)" after the

‘address

Step ST415:

The control unit 438 fetches therdata "d32"
corresponding to the CPU _ADR "a3" in theraata block {d31,
d32} read from the work memory 437 and already decrypted
and outputs the same to the CPU 466. |

That is, it fetches the " (a3 mod Nc/ Nb) +1" th data

'in the data block and outputs it to the CPU 466.

{Management of Sciémble,Key]

The scramble key management unit 434 shown in FIG.
703managgs a scramble key used in the eﬂcryption unit 431
anﬁ decrypfioh uﬁit 432 as fol%ows.

The scramble key management uﬁit 434 may use a
different key for every address in the external memory 407.
Therefore, it is-necessary to hold a pluralify_of scramble

keys. One example of the method for this is shown below.
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"f (al)" it is possible to elimnate the overhead of

the encryption and decryption processing. For

exanple, if considering the case where when the 10

tinme for the nenory access is ignored, encryption of

each data is perfornmed in tjyee rounds such as with
triple DES or the like, 1 clock is required for one

round Qf encryption, and Nc/Nb=1, the CPU 466 issues

i nst r uctoRSTAREL B ERY MRnagreRfdiBit 34 glas shgwp) in FIG.
and "al +2" for reading data 15 consecutively fromthe

S emt@irareopyuwsrelitx ofhssrainhbde kéyecKl pufilis oid K3. It
decrypti on become necessary, and three clocks are
rssgjticheds fthie Begrypéd nirescdindglaic thef agipekksNfrom the CPU
processing i's not perfornmed, as shown in 20 FIG 79A,

e and kpwild ahd hanePYAGhd r@-z.%a?tﬂ%nf hirsite 1280 ana

instruction, the data "e3 (dl)" romthe externa

Qﬁggé*, i:Ng A address "al" is decrypted three
tine E%Qb #glqgﬁﬁ&?

N e data "dl" which is then input to
t he CPU 466._. t, after another three_ clocks, _.the, s
data " @e(’af)wgiérxd Jaesp ASReERE ek ERe pddnRt ¢ 1fo7it uses
using the address "al +|" is 155 _decr¥Pted three tines
tdeoFeaamblite ket X1 d»hephiagrsissingethe address ('w@", it
CPU 466. Next, after another three clocks, the data
1@ s( dBR" sicgauibflieo neyh &26 X hedn sthene ey s40.1gusiheg address
address "al +2" is decrypted three tines to obtain the
daBa, 3t' d¥esWihehsicrabee kapukstlo the CPU 466. That

is, all of the data "dl", "d2", and "d3" is input

Further, as shown in FIG. 76, the computation dircuit
434a in the scramble key managemeﬁt unit 434 performs
processing using the key Ks forming the class and the address
input fromlthe CPU 466 and outputs the computation result
as the scramble key K to the encryption unit 431 and
decryptiog unit 432.

Thatlcomputationlnay include encryption or decryption
of a pédding address number by Ks, finding the exclusive
OR (XQR), or other computation.

Fufther, the bus scramble unit 461 may hold the
scramble keys at a predetermihed location of the bus and

input the scramble key corresponding to the address issued

by the CPU 466 through that bus. In this case, since the

. data bus for transmitting the scramble key is the same as

. the bus of the bus scrambler, control by a memory controller

becomes necessary. The_location'fpr holding the scramble
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"to the CPU 466 nine clocks after the CPU 466 issues

the first read instruction. As opposed to this, in

t he present enbodi nent, the 10 pipeline processing
control unit 436 converts the decryption processing
of the decryption unit 432 iyH00 i peline processing i.n

: three stages as shown in FIG. 79B usi ng each round as

he oth nd,
Re¥eSHEr, By B eh S ot dant o ainl o5 HecSpl i 408,
I'ssues a read instruction for the data correspondrng
byt A& gudedsle of they gddp .t enspnehdhepsemEity of the
subsequent|ly data corresponding to the addresses
balth| 'toathe" ghip', d&be keyutisseoeayptee byt @ thmnsgiltt key
466 every clock. 20 Due to this, all of the data "dl"
add" deagpted’ altS theRpldindd @£t RE-rGRE146& fihee PP Ecramble
after the CPU 466 first 1issues a read instruction.

dRte hbat, riban, & he (R A6 d1894es! ﬁoﬂat,a?eé ttensport key

address "a2" far fronrthe address "

ta_on t i.peline i dlscarded and the data
EP tﬁ% £ esses r% °f56° f% W&ZF111 ... s packed
in theﬁg qelr Address Scranbl by Address
ManagefRithURPE ﬁ%%i“‘b% apith 46 EAMW‘?QOSV%%‘&H”‘Q

accesses specific consecutive address areas in the
theesnapmbaokpy462r erchs addresss ippyudi irom dher €A 1466,
to a certain extent that this is a subroutine or
afrayntiduahl pracyesyimg Retestthin addbess|etthe epassiftility

~an attacker to obtain beneficial (critical for the

rises of the scrambling of the address area being analyzed

by spending some time. "I‘herefore, the scramble key is not

‘a constant one. It is made variable by a technique as shown

 below for example.

The scramble key management unit 434, for example,

causes the generation of a random number when powering up

"the SAM chip 408 or the like so as to generate a scramble

key. The scramble key basically need only be known by. the

“bus scrambler, so the problems of delivery of the key,

synchronization, etc. do not arise.
Further, the scramble key management unit 434 switches

the scramble key used for every access to the external memory

 407. In this casé, it is necessary that the key for encrypting

data already in the extei‘na]. memory 407 and the currently
held key not be the same.

Theréfo;:e, for example, the scramble key is updated
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operating side) data by focusing the attack on it. To
avoid this, in the present enbodi nent, the address 10
bus between the CPU 466 and SAM chip 408 i's passed

t hrough the bus scranmble unit 461 and the address
managenent unit 433 is nadegp scranble the addresses
as well so as to nmake it possible to prevent access
to consecutive areas in_the external menory 407. This
&5 Yhg e Fi%spbhdd FiGre 78 above- menti oned nap
f. If not scranbling the addresses, the map f becones
a map dfllonThetémcryphton agurted 3lloinphbs pehe tdataddtid” from
For exanple "Va (=- [CPU address space], f (a) = (1+p)

-alhe CHUEr4%56 D witildetld i drabiee Qudit e Paingyts the

data. Next, the overall operation of the comrunication

ggkﬁﬁgkpmdgxlfggmMLﬂé1éﬂd34g%{\MII be expl ai ned. FIG

80 is a view for explaining the overall operation of

‘the cor‘f?ﬁl’]i Gl PsS %?r%%?%l g%}l%m?dln ada 89%35 e %ddre;s

ST431: € busi nesse or a par

requested 25 by these husinesses produce the
a&bﬁ?@dtiéﬂgd?ﬁéﬁﬁmfﬁﬂﬁ memory 4G Ap 2, and AP -3

for the processing for transactions perfornmed by the

busi ned3ds Tbpndataec"e A dkd I3 'f dis seadpfromnthpeaddress
personal conputers 4161, 4162, and 4163 shown in FIG

84£. (Rd)T"hef, thkeertiragal némbhe &AW thi thd MBecenetibesunit
AP managenment data 421, scranbles it, and stores it in

- ube.

{4] :__The decryption unit 432 decrypts the data "e ({d1,
d2})" to generate the data "(dl, d2}".

At this time, the scramble key management unit 434
selacts the scramble key Kl{ while the decryptiqn unit 432
performs decrypﬁion using the scramble key Kl1.

Further, rewriting is performed by the data "d3", and

the data "{d3, d2}" is generated.

- I5]1: Tﬁe bus scramble unit 461 changes the scrambi.e
key from K1 to K2. The scramble keys K1 and K2 are valﬁes:
of timers, values stored at the addresses, or values |
generated by random number-generation or other techniques.

[6]: The encrfgption unit 431 encrypts the rewritten
data "{d3, d2}" using the changed scramble K2 to generate
the data "e ({d3, d2})".

[7] The data "e ({d3, d2})" is written at the address

"£f (al)" of the external memory 407.
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external nenmory 407. Step ST432: The application
prograns AP 1, AP 2, and AP -3 are 10 downl oaded
t hrough the authentication units 4171, 4172, and 4173

- fromthe personal conputers 4161, 4162, and 4163 to

the SAM chip 408. Step ST433:53The user is issued the

I C card 403 15 The I C of the IC card 403 stores the

key information used for transactions by the user

with t KEagdsynBsocessingaofefamity. PRoCESEARY, Unid 435]
contract between the user and a business may al so be-:
concl udbénakirdtings datee ioftot khel ExtartalOBemd@y 407, the
through the Internet 410 etc. Step ST434: For exanpl e,

paed thhBrd685 s UAgul 1€ cRQ w13 Ve COAIEWInct@hel Parity data
access the server 402 through the Internet 410 to try

be %‘éc@%% Pt Cne it \drla %Eeﬁ_&s Y9 2 par:l.tﬁr data
processi ng 25 request through the Internet 4107to the
ASP erver. 406. the ASRE .server 406

S T xézeﬁflge'e?m ngfyr 5 esatl°nfgr SthithdhSe RPSFYRIE 4at2-
accesses the personal conputer 405 through the

| nt or nBES44® L ¢ HBPD SOBFRRKE GRyEREgAEaL| Fgpuble occurs

.relating to the 1C card 403 issued fromthe card

inathe exitegnad pepory t403nsdattmed st thagpgirecharith, ete.,
personal conputer 405, Internet 410, and ASP server
86 st Ds tdetctédd tp tha8timSte) rEhddt, whereby more secure

execution of a program becomes possible.

Further, due to the addition of the parity data, even

. if the l'ength of the piain text and the length of the encrypted

text are the same , the address space of the CPU 466 and address
si:ace of the external mémory 407 w_ill never completely match.
This is because, for example, when wr_iting at the address
"al" the data "d1" , at the same time as writing the Nc portién
at £ (al), it is necessary to write the parity "prl“ (size

Np) of the data "dl1" somewhere in the external memory 407.

. The parity data is stored at any storage area in the éxternal_ '

_niemory 407 in for example the following case.

The parity data is placed immediately next to the data

obtained by encrypting the corresponding plain text. In this

case, the bus scramble unit 461 reads the data "e (dl)" from
' the address "f (al)" of the external memory 407, then reads
‘the par:l.ty data "pl" from the address "f (al) 4+Nc/Nb". In

. this case, the bus scramble unit 461 does not have to perform
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The SAM chi p 408 sel ections an application program in
accordance with the processing request received at
step 10 ST434 and executes that selected application
program In the execution of that application program
the SAM chip 408 and externaly nenory 407 conmmuni cate
based on the processing of the above-nentioned bus

scranble unit 461. Step ST436:. 15 The SAM chip 408
BO¥ RS 19 AR eERes Yran fbe BppI§ et address.

programto the ASP server 406. FIG 81 is a functiona

bl ock Beagham showadditdrn, thecekiemhhad mamofundfiohas

bl ocks of the SAM chip 408 showmmn in FIG 67. 20 As

saourednik| ik G advamdeAN eBbpadBBairsa AL DFely for the

through an internal bus 490 to a card I/F unit 491,

PPt Qﬂﬂﬂﬁ]Qﬁ&ﬁﬂﬂtiﬁ%@ﬁﬁﬁﬁm%d?nﬁg1$§Qbhgy§n§€ﬁ£*naf%lusive

uni t 461, encryption/decryption unit 465, st orage

upii,483 d gpU 6, P f.the f i gns, of,

thotafdarafe Shothld ss%n Forsh =, ao-aHit SRE "6 nas
ut henti cation processjn nit 463 shown in FIG 67 :

B PrOFoER.REPebrainn, BaCEY Phe RRUPAESCY TRECERRFCRER P

408 shown in FIG 81, for exanple as shown in FIG

Bre payitvndata fRi"capdwritteni ingbhecaddresed"fp (81) "

the .internal bus 490 to an RF reception/transm ssion

imi thd 92xbarsaliemehotred4@AM chi p 408 and transfer data
with the |C card 203 by a noncontact systemthrough

?13 2antvﬁma “h2 parifty BrdAed SGRPLIMY W3BNFSEEH@N aUBhlity

error ,' it halts the processing of the CPU 466 etc. to prevent

illicit processing of the data or program. Note that fhe
content of the parity processing is not particularly limited.
[Pipeliné Prdces_sing by Pipeline Processing antrol
Unit 436]
In the present embodimept, for example, under lthe

control of the pipeline processing control unit 436, for

- example, processing of the bus scramble unit 461 is divided

into a plurality of stagesrarrl.d a pipeline is formed using
the stages as-unit's so as to enable the access time to the
external rﬁemory 407 as seen frﬁm £he CPYU 466 to be shortened.
That is, when not forming a pipeline, at least the
t:l.me required for processing one encryption block is required

for one access of the memory from the CPU 466 to the external

. memory 407.

25

For examplé, 'if forming a pipeline for the processing
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As expl ai ned above, according to the comunication 10
system 401, by giving the above-nentioned functions to
the bus scranble unit 461 in the SAM chip 408, the
following effects are obtained. That is, according to
the communi cation system 40}, it is possible to store
for exanple confidential data 15 relating to
processing using the 1C card 403 in an external .
RerbPymed Ay bus semamblst urat 46k tirepccaedendiengith a read

t he communi cation system 401, by formng the
pnetessitignobft dathusfstharhlddresist *4G1 iiBlteddby the CPU
pipeline, it is possible for the SAM chip 408 to

266§ Sfor ZkdniSl £ X WA hEEEPT Y4 66 tfuci i BB taP§EL nigher
Furt her, accordlng to the comuni cation system 401,

Q&dgégkn&ﬁéﬁ?ggﬁgffrm% matdd4 %%s " ir'y fg:r;"lt{]%?taldlg rt]iodes

1S pOSSI nprove e réelrabilit

a ext er nal . nmenor 7. 25 Sixth
EFB o0 TEbe ByS FREABPAScHL briRhizrals Le afivance the data

enbodi nent correspondln to the 19th aspect of the

- phvEhei address 48 R IFHC NI bsfkeErithnliaddngs i t(al) v,

a conmputer for executing a transaction business 5
Pt o aressilnbe abo | Duinkitd the elvairdeaal tofofthiehencryption
present invention will be explained. FIG 83 is a

anddcieongpbtbbacirdcageanyof a conputer 501 used in
el ectronic settlenment of a related art of the present

I nVentgON. example, if considering the case where when the

time for the memory access is ignored, éncryption of each

data is performed in three rounds such as with triple DES

ox the like, 1 clock is required for one round of encrypi;_ion,

and Nc/Nb=1, the CPU 466 issues instructions designating

‘the addresses "al", "al+l", and "al+2" for reading data

consecut;ively from the external memory 407.

At this time, three rounds of decrypti.on become
necessary, and thJ.;ee clécks are required for decryptingl each
data.

1f pipeline processing is not performed, as shown in

- FIG. 797, three clocks after the CPU 466 issues the first

read instruction, the data "e3 {(dl)" read from the external

| memory 407 using the address "al" is decrypted three times

to obtain the data "dl" which is then input te the CPU 466.
Next, after another three clocks, the data "e3 (d2)" read

from the external memory 407 using the address "al+l" is
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the

10 As shown-in FIG 83, the conputer 501 has a CPU
502, nmenory 503, and comunication circuit 504. The
CPU 502, nenory 503, and comunication circuit 504
are connected to a CPU data bus 506. The CPU 502 and
communi cation circuit 504 _argscqQnnected 15 to a CPU

.address bus 507. The CPU 502 conprehensively controls

the operation of the conputer 501, operates based on
ArsryRterokbree Bimes dkp Shtais ddg datre"déflovkighsis then
and accesses the nenory 503 during its operation. 20
Thputobtnuthe ARPW A GH .1 Yextt 584 teenanatharethineé hclditks, the
I C card 508 by the contact system or noncont act
ayshene3l pa3) herQdt febmt ¥iRe, et € @ridl GR&b AP ENd,d the
communi cation circuit 504 are connected by el ectrica

Sw 7 h ) i t V. ) x ;
SOEOEs" aE P NE i o ORESE! Efhet Y05 B (the data

card 508 and the co

, d.th h_el. [ - 161
30 wheen TretispgiFeeky 80 roRPthaore car d 508

t hrough the  communication circuit 504 is processed by -
C%U‘%BZ’*‘? n aldcedr farcda @ t L p'dd"anfedordd"” ids input

the menory 503. Further, 5 the data obtained by the

e ddes €BRG 469 ninre CRYAGPaftert tha Ry W66 ihsveghthdiEirst

conmuni cation circuit 504 to the [|C card 508.

Feadihenstihet@hh. 502 wites the results of settlenent

generated by communi cation with the I1C card 508 in the

MeNor Yas 18ppf8ed to this, in the present embodiment, the
pipeline processing control unit 436 converts the decryption

processing of the decryption unit 432 into pipeline

pProcessing in three stages as shown in FIG. 79B using each

round as a stage.

‘Due to this, on the other hand, while it takes three
clocks from which the CPU 466 first issues a read instruction
for the data corresponding to the address "al" to be input

to the CPU 466, subsequently data corresponding to the

- addresses "al+l" and "al+2" are input successively to the

CPU 466 every clock.

- Due to this, all of the data "dl", "d2", and "d3" is

input to the CPU 466 five clocks after the CPU 466 first

issues a read instruction.

Note that, when the CPU 466 requests data of the address

"a2" far from the address "al" after "al", the data on the

pipeline is discarded and the data of the addresses "a2",
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FIG 84 is a view for explaining the software
configuration of the CPU 502 shown in FIG 83. In FIG
84, the bottommost |ayer is the hardware |ayer, that
is, the hardware conponent of the CPU 502 shown in
FIG 15 83. Above the hard layer is positioned a
comruni cation driver |ayer. he commruni cation driver
 ayer has positioned in it a comunication driver
'a@é¢ld"f or ésnprokedngnt rhe pdpeddneati on circuit 504
connected to the CPU 502. The 20 program of the

conmini{aadiessdst¥ekbiayBy hadveds! ivﬁinﬁ?@ﬁ&ﬂt' On2t 433)
nonvol atil e menory. Above the comunicafion driver

layer wieANtRRCERY Eﬂﬁgs%(éhegb%@);e%iyeéﬁg%s%o *agbﬁlgic

the programformng t oundat I on e operat

The OS [ayer 5 . _provides th )
ﬁ%%?ggpm Radresy i we#ﬂ%\ﬁ Eif ﬁfﬁﬁg ReROTY 407, it
concegt services conpared with the | ower ¥ers. For )
REIAP g, poggtble; tp BXBFArfedor &né’?F&ﬁlngéi‘ eatdthase this
() 11, "read card data ()", and "wite card data ()" .
e esﬂaﬁ'pvesnem anzay - dHoaB a¥rayOsr] cifesr detan Pbecomes
| ayer defining 5 the specific functions (services)
ezsy | e Dy atthtackenp tbeobtafi. bdher A ARyRiritdiscall For the
exanpl e, application prograns MAIN, APl, A22, and

HpSratinghei@epsantacpPodbaRbing! BReCXRLABR bRAN; W | |
be given illustrating the provision of settlenent or

ot her TolfAJorﬁﬂsc@ﬁts' 083 PRLWrd 06 GuliH 208 230 Sddress

application prog

‘bus between the CPU 466 and SAM chip 408 is passed through

the bus scramble unit 461 and the address management unit

433 is made to scramble the addresses as well so as to make

it possible to prevent access to consecutive areas in the

external memory 407. This scrambling corresponds to the

-labovevmen't'ioned map £. If not scrambling the addresses, the
~map f becomes a map of only the areas secured for the parity
- data. For example "Va € [CPU address space], £(a) = (i+p) a".

" Here, p is the alignment size of the parity data.

Next, the overall operation of the communication

- system 401 shown in FIG. 64 will be explained.

FIG. 80 is a view for explaining the overall cperation

of the communication system 401 shown in FIG. 64.

Step ST431:
The businesses 415_1 to 415 3 or a party requested

by these businesses produce the application programs AP 1,
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For exanple;, in the OS |layer and AP | ayer, the
function for determning the type of the IC card 508"
is defined by "get card type 15 In the OS | ayer and
AP | ayer, the type of the IC card 508 can he
specified by calling up thigsfupction. For exanple,
assune that there are three types of IC cards 508,
that is, Types A, B, and C. The return values of the
ABndt iand AEL3 for Yhe pEPESSEHBIF T demnsed tderisprrEormed
85. 20 For exanple, assumng that the Type B IC card
BPsthe busimsesises hesimey urhe VB! uaaref 403 flogs elkampile on the
execution of the function "get card type ()" becones
peidon&Ur tbRputbPst BE6CH, | aY6r 2andndPalgyer showwhadn FIG.
data (*rp) 1s defined as the“function for reading
% ta fromthe internal 25 nenory of the 1 C card 508.

3 Here, "*rp" is simlar in concept to a pointer in
t he | anguage,. "*" shows thai. the fol.] ow vari ab
o REREREvehe mpdasah oF  ph aeentE A | §endPates
| ocation in the internal nenory of the | C card 508., .
Mperanagement dakr it bd s Hdns anth stofeshdtofin the
the "rp address” in the nenory of the |1C card 508.
dxtenpahonembry 402.internal nenory stores data as
shown in FIG 86. Further, if assum ng that "rp=102H",
the resesm sp43®: of the function "read data (*rp)”
becomes "56H' and it is 10. possible to read the data
of t herﬁé%f%&é@:?&ﬁ -pFOGELRS AP Nt hep OB, | 2Y@raRNg 4Fe

[ .

| ayer, "wite data
downloaded tbrough the auﬁhentication units 417 1, 417__2,
and 417 3 from the perscnal com_pui:érs 416_1, 416_2, and 416_3
to the SAM chip 408.

Step ST433:

The user is issuea the IC qard 403

The IC of the IC card 403 stores the key information
used for transactions by the user with .the business
contracted with.

Note that, the contract between the user and a business

‘may also be concluded after issuance of the IC card 403

through the Internet 410 etc.

Step ST434:

For 'exémple , when 1::he user uses the personai 'computei:
405 to access th'é server 402 through thé Internet 410 to
f.ry to purchase a product, the server 492 issues a processing

réquesii through the Internet 410 to the ASP server 406.
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(*wp, wdata)" is defined as the function for witing

.data at a specific address of the internal nenory of
.the IC card 508. Here, "*wp" is simlar to the

concept of a pointer in 15 the C | anguage, "*"

i ndi cates that the foll owngsgariable is a pointer

vari able, and "wp" indicates a specific address of

the internal menmory of the |IC card 508. Wen "*wp" is

i ndi calfBEN the AhisaRveH 40Rc*Rpeivef cd PISICeTing request
internal nmenory of the 1C card 508 is indicated.

fromt &hei segvenr 88| ei RCacersdms \ihe palatanalAssmmitrow 405
that the nmenory of the IC card 508 stores data as

- shevaghntheGinBdrnéler £101 fravgdd2H pittessiin) aeliplds ting

and executing the function "wite data (*wp, wdata)",
2a1akeWg ¢4 thkGe hrd 463 42l LR Eh%ggﬁawm'/wﬂ ter
e

of that nmenory is rewitten to "73H"

| EP%’ @L%ZE%&ESBE‘E%Q”%@B%?A@%\; ?%&*-séﬁils %%‘Mg:é:itgetrl%s

I'ne ‘operations for tfansactions ing t'o

i ff t f _1.C cards 5Q08. The correspondence is
Uhbnrnern LDl Spg AFR BREvess 10 Eoufhe SAM GALE: dORam

MAIN is executed 5 first at the tine of startup of

- the coPbaPePT4d2: The application program MAIN uses

the above-nentioned function "get card type () 11 to
det er nTine Sid ¢hjp 408t heléCtiand 508appitdatibe fPYgram
502 sel ects and executes the correspondi ng

20PAEESLHONCH RUER MRS AESES Mddedthadadit e dthatep
IC 1.0 card 508 determ ned based on the correspondence

52B5% 0a"OxellLELGendl. sbiob¥BE' BpYiBatibHIb:0R-0A.
mﬁich I C cards 5 o? t he . -bB rea b o=

In the execution of that application program, the SaM
chip 408 and external memory 407 communicate based on the
processing of the above-mentioned bus scramble unit 461.

Step ST436:

The SAM chip 408 outputs the execution results of the

- application program to the ASP server 406.

FIG. 81 is a functional block diagram showing more

: 's'pecifica;l.ly the function blocks of the SAM chip 408 shown

in FIG. 67.

As shown in FIG. 81, the SAM chip 408 is connected

through an internal bus 490 to a card I/F unit 491, ASP

: ~communication interface unit 460, bus scramble unit 461,

Encryption/decryptioﬁ unit 465,: storage unit 463, and CPU
466.

Part of the functions of the signature processing unit
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Type A, Type B, and Type C are handl ed by different
busi nesses, the application prograns APl1, AP2, and
AP3 are produced by 15 the individual businesses.
Further, the storage areas of the internal nmenory of
the 1C card 508 are shared hyothe application
progranms APl, AP2, and AP3. The application prograns
ggg_gortions assigned to themin advance. _As_expl ai ned

vend; puthspkication Brogeafingpprikpse3 sBo¥Ry1RPEIG-
are produced by the individual businesses, but '
€dnarentort pepmple zpadirced by shpr 6§PakPban
application program of another business is read by a
busi neEBise @AM chipl 408 citlowmtianFIby &in, ifblri examplegr=awhown
of that business, or a storage area in the IC card

PREFIQ! 8P GhaPNCohnSedOltie HIPWELr AFHASLIIS connected to
illicitly accessed. - 165 - [Enbodi nent of the Present

yent | I 89ahS 1. € WO =Qnfi QO :

HRYCIbLERaT by Aob0 LB MhOHeCkobOBCEBRYLOLRSRLOR10R unse
sent inveniian. hown, n FI 89, the nput. :

BOE°SakeAtrnf e A MR S, And rranenar GRUA Pegh the

504, judgnent circuit 560, and switch circuit 561

Fereard g0 Thy 55 R iy then Hdhxtgiues pefenna 492a

circuit of the present invention, the nenory 553

cbr thepBFdseceptihe/tranagéssirpuinitf 488e present

i nvention, the 10 conmunication circuit 504

Corr egponglep1oi hidd@ SOV £8tbPAing! £6 Uthe Oboiténication

present invention, the judgnent circuit 560

LLERPARES B 18P VRS LY L MU S lorfdld cf‘t!lié%‘.i:qfon@%o the

present 1nvention, and the swtch circuit
5L " €SPONYP 90t 461 in the SAM chip 408, the following

effects are obtained.

That is, according to the communication system 401,

it is possible to store for example confidential data

relating to processing using the IC card 403 in an external

memory 407 in a éecure state.

Fﬁrther, according to the communication systeml401,
by forming the processing of the bus scramble unit 461 into
a pipeline, it is possible_for the SAM chip 408 to #ccess
the external memory 407 at a high speed.

Fu?ther, according to the coﬁmunicatibn system 401, .
by giving the bus-scr#mble unit 46ira parity function, it
ié possible to improve the reliability of the data read.from_

the external,membry 407.

Sixth Embodiment
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connection switching circuit of the present invention.
15 The CPU data bus 506 has a CPU 552, switch circuit
561, judgnent circuit 560, and communication circuit
504 connected to it. The CPU data bus 506 corresponds
to the transm ssion |ine_ofjghhe present invention. 20
Further, the switch circuit 561 is connected through a
menory data bus 562 to the nenory 553. Further, the .
CPU adﬂ?%éérﬁ%“%mm&%ﬁﬁr?“ sybodimaninerrresponding .
circuit 560, and communication circuit 504 connected
to the 29thhespekdé GPUtBB2investies.t he nenory 553 or
a peripheral - 166 device outside of the conputer 551
etc., thel&btHandtess phbdsehf7Edbadsmehs] a CPU ADR
showi ng the address. In FIG .89, the conmunication

ci rcuig; pR4 , @oln%a‘i‘:@&:dfoé Q&e@u\t%%gt e salm s &l 8RG8 ness
nunerals as in Fl 83 are the 5 sane as those

Lned_in F 3, rier, U.552 Rhag,th
Eetaicatacel st s b ok s A =R E e Epk B oent
That gs, as.#gebapgligatioa progranms APl, AP2, and

A3 6ha8 Which 8ePFRe®pPBEessing for transactions
relatigf to three types of 1C cards 508, 10 that is,
Types FIGB 83nks @ Hyechiepal ihtoghtdiagranef arepppnter
| C card 508 through the conmunication circuit 504 is

PP bcessddibyelbetEtPhli&s2ethlemnentr dfinaeralahed prtgp&mthe
‘'stored in the nenory 553. .Further, the data obtained

| peddRt pPiRGEasieg. by the CPU 552 is

As shown in FIG. 83, the computer 501 has a CPU 502,
memory 503, and communication circuit 504.

The CPU 502, memory 503, and communication circuit
504 are connected to a CPU data bus 506.

The CPU 502 and communication circuit 504 are connected
to a CPU address bus 507.

The CPU 502 comprehensively controls the operation

of the computer 501, operates based on iﬁstructions of a

program stored in the memory 503, and accesses the themory
503 during its operation.
The communication circuit 504 communicates with the

IC card 508 by the contact system or noncontact sys_tem'. In

the contact type, the IC card 508 and the communication
circuit 504 are connected by electrical contacts. Further,
-in the noncontact type, the IC card 508 and the communication

circuit 504 are connected through electromagnetic waves or
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15 transmtted to the 1 C card 508 through the

communi cation circuit 504. Further, the CPU 552
wites the result of settlement generated by

conmmuni cation with the IC card 508 in the menory 553.
20 The switch circuit 561 sm&%fhes the CPU data bus
506 and nenory data bus 562" between the connection
state and disconnection state based on a judgment
rkbgitt gtgnal S560. from a judgnent circuit 560
(control signal of the present invention). 25

Furt herrhd hia €Pd:&bi X ot i tHe 1SS O SEX; ) the
- 167 of the prograns of the OS | ayer, program NAI

e AR FEBLOR o  PERE "5 R (RS dd PECHROTR0 Bpp 1

| n_accordance Mﬁth th exe ut| of thos
iah% ru‘g *ons, c%'eﬁe? i T Hat ?%?1 RYPEY . %03. Further,
|nstruct|n si gnal 8552a executlng AP instructing

5‘%?) taiped by h‘é%e%’é%??s%’-%%llmédﬂﬁ@ CPU 502 is

|nstruct|ng signal Sb552c and outputs these to the
j eyt teed cthxowgy . thercommupicationceiveuiyps04 to the
instructing signal S552a 10 is a signal indicating
wetdwerd vBo&h of the fetch instruction, read

‘instruction, and wi.te instruction the CPU 552

execut %rﬂ?ﬁ_&e thizecbat 62 | isi £lE D r'e%u@.@s of settlement
instruction for the CPU 552 to fetch the |nstruct|on

qfér '{&9 B@hcséﬁﬁuﬁ gf‘cg WJRH} ggthJth 1%5&1 50853 :Ln the memory

1 on ruc 1 on
50

FIG. 84 is a view for explaining the software
cdnfiguration of the CPU 502 shown in FIG. 83.

In FIG. 84, the bottommost layer is the hardware layer, -
that is, the hardware component of the CPU 502 shown in ]?IG.
83.

Above the hardware layer is positioned a communication

- driver layer. The communication driver layer has positioned

in it a communication driver layer for controlling the
communication circuit 504 connected to the CP‘U.SOZ. The
program of the communication driver layer is usually stored
in a nonvolatile memory.

Above the communication driver layer is an operaﬁing _
system (0OS) layer for proviciing the p.rograxﬁ forming the
foundation for the operation of the CPU 502. The 0S8 layer

provides the highest application (AP) layer wif:h higher
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552 to read data through the CPU data bus 506. The
wite instruction is an instruction for the CPU 552
to wite data through the CPU data bus 506. Further,
the executing AP instructing signal S552b 20 is a

-signal showi ng of which progigm.the instruction being

executed by the CPU 552 belongs in the instructions of

the application prograns APi, AP2,- AP3, and MAIN, and
O8TGEEST SREVLLPD FemPR ey Bl thenbover lagyeas . For example,
instructing signal S552c shows which 25 program of

tthe appeirceatpbaipedgiomstiAil " g2 casB3typad( VA N redd&ard
and OS progranms the program nodul e of the cal

dashl Mari,oandiekeige Wasd daRho(Namakeddhampai=’y

. executed by the CPU 552. calls up another program

nmodul epyEYRERer anbbe ERhE 832188k%S;5hgnCRY ?g% rbH%gining

506 and 5 its operation when as expl al ned er t
tch cicui b 561.enters a di sconnection,stat

i . . Next
£

Hhe' EBRERY Erpafefhhchiafriogel Siari ARy i in, S uter
%gﬁ jug%nent circuit 560 generates a judgnent result -

si ghal #6580Y6sB8%0n tOke SFATPLEet PBR1LFAE1on programs
i nstructing signal -S552a and executing AP instructing
MpdNal ABRG2BPRapandf ABA- the CPU 552 and the address
CPU ADR i nput through the CPU address bus 507 from
t he CPLn5bReapdesabpuembbdinetd,t hbe ewplahationuwtill be
561. 15 FIG 90 is a view of the configuration of the
bYdeRenl 16kEeHicingb@nahp¥BviBibhGofB88ettlement or other
transactions using the IC card 508 as the application
program.

For example, in the OS5 layer and AP layer, the function
for determining the type of the IC card 508 is defined by
"get ca-rd type ()".

In the 0S5 layer and AP layer, the type of the IC card
508 can be spec.'ifie_d by calling up this function. For example,
assume that there are three types of IC cards 508, that is,
Types A, B, and C. The return values of the 'functiclm for
the IC cards 508 are defined as i_n- FIG. 85.

For example, assuming that the Type B IC card 508 is
used, the return value of the result of execution of the -
-function "get card type ()" becomes "2".

Further . in the OS layer and AP layer, "read data (*xrp)"

is defined as the function for reading data from the internal

memory of the IC card 508.
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As shown in FIG 90, the judgnent circuit 560 has a
selection circuit 570, fetch judgnent circuit 571,

read judgnment circuit 572, and wite judgnent circuit

573. 20 The selection circuit 570 connects the switch

574 to one termnal of the {ggninals 5751, 5752, and

5753 based on the instruction type instructing signal
Sb52a input from the CPU 552 shown in FIG 89.

Speci f idexe .y " *rpd del sémidbarcin @oncapt) tooanpetisteein the
25 switch 574b to the terminal 5751 when the '
ih3angaagen 'tPehdas thawsthecfollbwimgnehrdablae is a pointer
indicates a fetch instruction. Due to this, the fetch
jwdananle | gt b rpi WRdwsa/ dpe8iEREt1dEOR NG of €helinternal
judgnment circuit 571 is output through the term nal

- , , p ! esul t. , _

Z“seg%nf%f]%rﬁfs %ﬂeecjrku(gg%e%t? Etf:tlmre'c{u i gGBul?{)Btsl%e 181-%1]?%%@3&, this
' it .561. Furth h | eGt.i [ [ 570

G (1 FREEARY O P "FB ARUTRERN Ml ER9SAomGREOf the

the instruction type instructing signal S552a -

itdraade’08 .- AsmRe frythpsnthe dnkarnad pepery REoregqdat

judgnment result signal S572 output fromthe read :

jasdgrhenn Girr EHG. B®B. i s out put through the term nal

575 2 and switch 574 as the judgnent result signa

5560 f Fromthiae ) H60APHMmThG Cthidt Y6P=102HYS $het E8turn value
circuit 561. 15 Further, the selection circuit 570

IR Fulnltt i MGy Ut {6 ) Bdldimed’ v diehddGit is
instruction type instructing signal S552a indicates a
wite. instructio

.possible to ¥dad'the data of the "102H address".

Further, in the 0S layer and AP layer, "write data

(*wp, wdata)" is defined as the function for writing data

at a specific address of 'the internal .memory of the IC card
508. Here, "*wp" is gimilar to the. concept of a pointer in
the C language, "*" indicates that the following variable
is a pointer variable, and "wp" indicates a specific address

of the internal memory of the IC card 508. When "*wp" is

indicated, the content of the wp address of the internal

‘ —-memo.ry of the IC card 508 is indicated. "wdata" is a variable

in the write data. Assume now that the memory of the IC card
508 stores data as shown in FIG. 87. Here, if "wp=102H"' and.

"wdata=73H" and -executing the function "write data (*wp,

wdata)", as shown in FIG. 87, the data of the Y102H address"

‘of that memory is rewritten to "73H".

The application programs APl, AP2, and AP3 shown in
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Due to this, the wite judgnment result signal 5573
output fromthe wite judgnent circuit 573 is output
through' 20 the termnal 575 _3 and switch 574 as the
judgnment result signal 5560 fromthe judgnment circuit
560 to the switch circuit.5gly The fetch judgnment
circuit 571 uses the executing AP instructing signal
S552b, called AP instructing signal $S552c, 25 and
dddt e &4 cnfinR oparationmicr teEpsactionydirkalting He
- 170 fetch judgnment result signal S571 and outputs
i axnml dypeiseof ekGricaaids5568 . dfhet korgeisponidemce is shown
circuit 570. FIG 91 is a view of the configuration of
tihe FEg chsg j udgnent circuit 571 shown in FIG 90. 5 As
shown in FIG 91, the fetch judgnent circuit 571 - has

a stor qgieﬁ‘li@t ﬁSltﬂeanpk!ﬂggE@Bﬁ ﬂf’!}éréﬁ%ﬁﬂ?ﬂi T.{@ executed
storage unit 5811 storeS the fetch access range .

defini 41 and felch ingen-AP call relaf]
it i S et sl ol F s B T

dat 4 5841 defines the_addresses in the nenpry 5%3 .
a?é’cfgs‘s‘f%’i"é"bw?e‘r?an?é“ Hpdisuses; the %Y?Tf@e‘?h’eg'ﬁ%‘gcﬁm"tm“
instruction for each case where the CPU 552 is

dastucarg fvegr At be dekewgneyidre fypenpgd that Incard 508

‘prograns MAIN, APl1, AP2, and AP3 shown in FIG 84. 15

Fis@d .9Xties CGPW SR fsmleaxd ami rgadukd=etthie agoasssponding
range defining data 5841. The columm (vertical)

EPAGIdaA I gdgrad? ish QWediindy QAR HY dhe @F the IC
| ayer and the application programs MNAIN, '
card 508 determined based on the correspondence table shown .
in FIG. 88B.

If imagining a situation in which IC cards 508 of the
Type A, Type B, and Type C are handled by different businesses,

the application programs APl, AP2, and AP3 are produced by

the individual businesses. Further, the storage areas of

the internal memory of the IC card 508 are shared by the

application programs AP1, A?Z, and AP3. The épplication
programs use portions assigned to them in advance.

As explained above, the applicatiqn programs AP1, AP2,
and AP3 are produced by the individual businesses, but
sometimes there is an errp; in a program, an applicétion

program of another business is read by a business with

malicious intent by an illicit program of that business,

or a storage area in the IC card 508 for which one is not

allowed access is illicitly accessed.
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AP1, AP2, and AP3 shown in FIG 84. 20 The "FROM' in

the row (horizontal) direction shows the start

address of the storage area in the nmenory 553 where
storage of the program of the corresponding colum is

al l owed. The "FROM' in the.rpgsdirecti on shows the

start address 25 of the address range of the. nenory
553 where the program 171 _of the correspondi ng col um

i s al | olfePeinant o ctherdresenhlavgpiionktion shows
the end address of the address range of the nenory

553 wherEGt B psogrdmw off the configpontion obithencesputer
al l oned access. 5 For exanple, the application program
AP%1i Scabtairg tacarsemboédihentapgethé phesaftr £a8ehtion.
"2000H' to "2FFFH' of the nmenory 553. The fetch

i nter- Ay Cfldwd &P &&f | U0 LR re35551509WSl B8y 552,
conbi nations of prograns to which program nodul es 10

Vﬂ?é&@g;ﬂ?%sbe S%Lﬁgc%fzﬁ?ghoéi{ﬂli@goﬁ?' € Areuit 560,
progr module 1's call'ed up when the I'S
executing a fetch, igﬁ]ruction. FIG 93 is a view for :
X RO t FETFRE PP hter- AP call relation defining
data 5851. 15 The colum direction of FIG 93 shows
t he prdigess the GHE 352 |egmeresprndppie cthe PR WeR bhan
MAI'N, - AP1, AP2, and AP3 shown in FIG 84. The row
deiecti bwiothéife 8his iowentthienyr bhe ansnmfy S6Bec&Bresponds
| ayer and application prograns MAIN, APl, AP2, and
to the storage circuit of the present invention, the
communication circuit 504 corresponds to the communication
circuit of the present invention, the judgment circuit 560
corresponds to the connection contrxol circuit of the present
invention, and the switch circuit 561 corresponds to the
connection switching circuit of the present invention.

The CPU data bus 506 has a CPU 552, switch circuit
561, judgment circuit 560, and communication circuit 504
connected to it.

The CPU data bus 506 corresponds to the transmission
line of the present invention.

Further, the switch circuit 561 is connected through
a memory data bus 562 to the ‘memory 553.

Further, the CPU address bus 507 has a memory 553,
judgment circuit 560, and communication circuit 504

connected to it.

When the CPU 552 accesses the memory 553 or a periphei‘al
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20 AP3 shown in FIG 84. The intersecting positions of
the columms and rows show whet her a program nodul e of
a program of the corresponding columm is allowed to
call up a program nodule of a program of the
corresponding row. The "o"_iy¥H cates 25 that call up
is allowed, while the "x" indicates that callup - 172
is not allowed. For exanple, a program nodul e of the

apricatiwrside f dtheamonputay didd ats calthqFRY address

program nodul e of an OS program MAIN, and

appd 1907 | rapemiorann AA8] ADR skowialg tdd auwkikdss cal |

up a program nodul e of the application program AP2.

The | udgei uBbt E8e lodibladtod €idh@iadadias $0@PhADR: card

is included in the address range of the nenory 553

%ﬁjé %%efg*htehgamg{g}feéggce-r «Qxf:aig]ea§ .q.lnuﬁGS.hg%a}:Q the
corresponding to the programindi cated by

t he execut,ing AP i’nst rcrcli i | S552b based on

AT (P A1 RT U | 'sigig%al S552b and

address CPU-ADR i nput fromthe CPU 552 shown in FIG

89 and Burdbrast.ciHhg &R 358 fe sy dhienised tvasen Sfepr g @

-fromthe storage unit 5811. 15 Wen judging that it is

ienqg Ladigeed mbidwest YyaicdgnFIEG. 8dheThatighentasinthe 5alication
exanpl e generates a fetch judgnent result signal S571
ipYddriGid TP LOMMET] 41 aEl, GHquitwhidh tduin tg¥cessing
termnal 5751 of the selection circuit 570 shown in

R S%n d@bﬁé“%ﬁi@fn&aw’tﬁ'ﬁ@ typil ME thatcddad SS08,

not include
that is, Types A, B, and C, are used.

The data received from an IC card 508 through the
communication circ&it 504 is processed by the CPU 552 in
accordance with a program stored in the memory 553. Further,
the data obtained by the processing by the CPU 552 is
transmitted to the IC card 508 through the communication
circuit 50-4.

Further, the CPﬁ 552 writes the result of settlement
generated by communiéation with the IC card 508 in th;a memory
553.

The sw-itch-circr;ilt 561 switches the CPU data bus 506
and memory data bus 562 between the connection state and

disconnection state based on a judgment result signal S560

- from a judgment circuit 560 (control signal of the present

invention).

Further, the CPU 552 executes the inst;rucﬁions (codes)
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in that judgnent, the judgnment unit 5821 generates for
exanpl e a fetch judgnment result signal S571

instructing disconnection (break) and outputs it
toward,the termnal 5751 of the selection circuit 570
shown in FIG 90. 25 Furtherg-when a program nodul e of

a program being 173 executed by the CPU 552 calls up

a program nodul e _of another program _the_ judgment

Lﬁﬁp thspregrafeetithe f5layan wBrearamMvidy apdiapplication
conmbi nati on shown by the fetch inter-AP call relation
dofagrans ddla 3821 ohdwAPBnsho@n 38 BiGedBdHrfetghed (read)
executing AP instructing signal S552b and called AP

ifsdnl WHd Rgenfdgnd533552¢ i nput fromthe CPU 552 shown

in FIG 89 and the fetch inter-AP call relation

def'n'W%eﬁébﬁ!5§§5$J{Sé@o&&gﬂb&hﬁlﬁﬁQﬁﬁgéxéﬁhklégléf those
V%en Judglng that it is allomed |n t hat judgnment, the

uqi :L%tnsum ene8r ]t f or ex Q‘er %.rrs‘grq.{bta.ng
Ju gien resul i on

Sl gna I ns ruc I nNg onnec

and out put.s this taoward the term aI 5751 of, t

TP 5% (e i AV R sigpat, e"“-"g’ﬁ%r and
hand when judging that it is not allowed 15 in that
jifdprenssariea Faagﬁérﬁf’ dpistrygringesignt b $555c and outputs
exanple a fetch judgnent result signal 5571
ithetseldid tghe divsigmendc tdiomwentd SE@.puts this toward the
term nal 5751 of the selection circuit 570 shown in

FIG 9f@ierdhe thead nistda@ibnCitypdl in2tZudtengt Begnal s552a
executlng AP 20 instructing signal S552b, called AP

@Lréﬁﬁd%bﬁggggltl§ %Pett?é}.d wﬁqgheéf t(l?lpufép& iH M ruction ‘

romt enerate t

read :Lnstruction, and write instruction the CPU 552 executed.

Here, the fetch instruction is an instruction for the
CPU 552 to fetch the instruction codes through the CPU data
bus 506.

The read instruction is an instruction for the CPU
552 to read data through the CPU data bus 506.

The write instruction ié an instruction for the CPU
552 to write data through the CPU data‘'bus 506.

Furthei, the executing AP instructing signal S552b
is a signal éhowing of which progfam the instruction being
executed by the CPU 552 belongs in the instructions of the
application programs AP1, AP2, AP3, and MAIN and OS programé
shown in FIG. 84.

-The called AP instructing signal 8552¢ shows which

- program of the'appli¢ation programs AP1l, AP2, AP3, and MAIN
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read judgnment result signal S572 and outputs this

toward the termnal 5752 of the selection _
circuit-570. FIG 94 is a view of the configuration of

the read 25 judgnent circuit 572 shown in FIG 90. -

174 As shown in FIG 94, ; gead judgnent circuit

572 - has a storage unit 581 and judgnent unit 582 2.

The storage unit 5812 stores the read access range
dapdnPigptieghams4tire prbgxam nadwle A dlhld cadlladesitination
defining 5. data 5852. The read access range defining
dbedoh§4 2whledh: i Hgrddram adddidasPeing éhecuaeadrlyy 583 CPU 552 .
accessi ble when the CPU 552 is executing a read

i gaiiychboanbehetapbogaam MbaLeethe CPU 552 is
executing progranms of the OS | ayer and appllcatlon 10

prograng, Myl A 820nbTes > f bt Bds 506 and

FIG 95 1s a vfeM/?or exp |n|ng t e rea access range
deflnlng gta 5842. The Cﬁé % i %BC dlre &
FHES 9BSLALHE™t HBSP P8 PERL ISPt ERT| A6 Sgﬁ 8“"’“1
Epllcatlon programs MAIN, 15 API, AP2, andAP3 shown

i A6kl epteys ?hélSFﬁEﬂPCFEOPhetFBQ/(horlzontal)

direction shows the start address of the storage area

i n the Mexby ythé3jufignent s¢oraget 0560 heipl ogeaexplaihed in
corresponding colum is allowed. 20 The "FROM' in the
rQacgirecti on shows the start address of the address
range of the menory 553 where the program

The judgment circuit 560 generates a judgment result
signal 8560 based on the instruction type instructing signal
S§552a and executing AP instructing signal S552b input from
the CPU 552 and the address CPU _ADR input through the CPU
address bus 507 from the CPU 552 and outputs this to the
switch circuit 561.

FIG. 90 is a view of the configuration of the judgment
circuit 560 shown in FIG. 89,

As shown in FIG. 90, the judgment circuit 560 has a
selection circuit 570, fetch judgment circuit 571, read
judgment circuit 572, and write'judgment circuit 573.

The selection circuit 570 connects the switch 574 to
one terminal of the terminals 575 1, 575 _2, and 575_3 based
on the_instrﬁction type instructing signal S8552a input from
the CPU 552 shown in FIG. 89.

Specifically, the selection circuit 570_connécts the

switch 574b to the terminal 575_} when the instructiqq type
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of the corresponding colum is allowed access. The

"TO" in the row direction shows the and address of

the address range of the nmenory 553 where the program

.25 of the corresponding colum is allowed access. 175
The read inter-AP call rel atiig® defining data 5852

shows the conbi nati ons of prograns to which program
nodules whi ch may _call frqomar be called fraom bel ong
WhBR tXUGEEBg. fiIRsduSeSRe dAFREatss *héRtche 1oplaRstion.
is executing. aread 5 instruction. FIG 96 is a view

f or. expPuentagthhe,r he Efateh- Apdgwght resudtosignal S571
defining data 5852. The columm direction of FIG 96
shawputhfrnogicfetchl jhligmébt| @ypsubin G 7appki REpwO through
programs MAIN, APlI, AP2, 10 and AP3 shown in FIG 84.

ThRe! QWrAiHaT! 598 _af aEthw%cﬁh@m blae tmeoghag&e%ft result
the OS | ayer and application prograns MAI N

gg&'{;ﬂéfi” S?%B\N@roﬁ E:hg‘ V\g%ﬂlfglgp;ﬁ: Ic']fl:%(:lsl%c%lﬁ%g t%o%htl % %.tch

e colums and whet'her "a progr
nodule.gf a progran1of the corresponding colunn |s
aF+bFBdt 3%al | up a program nodule of a program of
t he corresEondln row, The "o" indicates that callup
i s al | ofBEEhaA; Ithe Felectipagrtaeest (4 cenppghs the switch
not allomed 20 The judgnent unit 582 2 judges if
t hé4atidr the EPomABRL H35. Acwheéwdthe tihetaddtdes tgpge
of the nmenory 553 def i ned by the "FROM' and "TO' of
t PRs€LlidBlngheWgnkl EE62a%ndicates a read instruétion.
Due to this, the read judgment result signal 8572
output from the read judgment circuit 572 is output through.
the terminal 575 _2 and switch 574 as the judgment result
‘signal S560 from the judgment circuit 560 to the switch
circuit 561.
Further, the selection circuit 570 connects the switch
574 to the terminal 575___3 when the instruction type
instructing signal S552a indicates a write instruction.
Due to this, the write judgment result signal S573
oﬁt'put from the write judgment circuit 573 is output through

the terminal 575 3 and switch 574 as the judgment result

'signal S560 from the judgment circuit 560 to the switch

circuit 561.
The fetch judgment circuit 571 uses the executing AP
instructing signal S552b, called AP instructing signal S552¢,

and address CPU_ADR input froni the CPU 552 to generate the
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corresponding to the programindicated by the

executing AP instructing signal S552b based on the
executing AP 25 instructing signal S552b and address

CPU ADR input fromthe - 176 CPU 552 shown in FIG 89

and the read access range defjibping data 5842 read
fromthe storage unit 5812. en judging that it is
included in that judgnment, the judgnent unit 5822 for
efa¥phe Jydamenteregwladionadnhi’/l Bndeoutpugisgthis toward
S572 instructing connection and outputs it toward the

t ¢hei tebrmina2 675t heofelthet seleetion cirédithsmo . in

FIG 90. On the other hand, when judging that it is

not inckydedoli st Batibwdgfehe EBAFiYHPEIRNONUBE! th822etch
generates for 10 exanple a read judgient result

Sk SOR72.1 . Ugtin L.sconn i op.(break) and

oggg gggt%%g%g%% ?hg ?gghingp %g%SZBgf the sel ection
circuit_57b, shown in_Fl 90, . Further, .when a program
modul e 37 Sb3PBgraAnFEEr 3 - ckbe Febohy TFfghent sEscalt 571
calls up a program nodul e of another 15 program the :
j hagnenctanrgessnst| B8ded mpdt Aadomgrtupnis S58R! dwed

by the conbi nati on shown by the read inter-AP cal

rel ati dBheled tonage datit FIHL kehwrds HHeGfelGhl aseessn range

the executing AP instructing signal S552b and call ed
ARefifil hydd Q584 gnalndSEeReni iedrfAwBal eGR4 R definin
shown in 20 FIG ™89 and the read inter-AP call : :
rghaLi @ defining data 5852 read fromthe storage

~unit 581-2. Wien judging that it is allowed in that

jg ggg?‘;tn{é egf?e%%lhug é%e?r_:%n#gxi:gt;es ‘ggixfzfxrig ST | §84_1 defines
the addresses in the memory 553 accessible when the CPU 552
is executing the fetch instruction for each casé where the
CPU 552 is executing programs of the 08 layer and application
progfams MAIN, AP1, AFP2, énd AP3 shown in FIG. 84.

FIG. 92 is a view for e:_cpl_aining the fetch access range

defining data 584 1.

The column (vertical) direction in FIG. 92 shows the

- programs of the OS layer and the application programs MAIN,

AP1, AP2, and AP3 shown in FIG. 84.
The "FROM" in thé row (horizontal) direction shows

the start address of the storage area in the memory 553 wheré.

" storage of the program of the corresponding column is

ailowed.
The "FROM" in the row direction shows the start address

'of the address range of the memory 553 where the program
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result signal S572 instructing connection and out puts

this 25 toward the term nal 5752 of the selection

circuit 570 shown - 177 in FIG 90. On the other

hand, when judging that it is not allowed in that
judgnent, the judgnment unit. 3§32 generates for

exanple a read judgnent result signal S572 instructing

5 di sconnection and outputs this toward the term na
5952the cREresperding codumnt i576ldnwed RACPSS. 90.

The wite judgnment circuit 573 uses the executing AP

i nstrucThag"$0ynah €b62bpwcdiredtPni ahdbwacthageidlgidliress
S652¢c and address CPU ADR i nput fromthe CPU 552 to
gefethteatiitess Wahhe bﬁdﬁﬁﬁnheﬁ8§gl§5§|Gﬂéke5§ﬁé #Bdgram
outputs this toward the termnal 575 3 of the
S8ECEhbOBoctEcHbhaRAg: cBlinnI{s! S1804L8"a0kaL0S
configuration of thewite judgnment circul 3 shown

in FIG .As shown, jn FIG .97, .the wite judgnent
circuitF%%B?xa?%fﬁast%es?%gzbgaﬁﬁ?? %%T%%mﬁngpfuﬂﬁn%%%owed
unit 582 3. The storage unit 5813 stores the wite :
aBTERE HRgthAF IR P P e sulireaaesy"iR000H ) &o- ARFFFH" of
call relation defining data 5853. The wite access

r bhgememeryii Bh3dat a 5843 defines 20 the addresses in

the nmenory 553 accessible when the CPU 552 is

execut i The tfeetolf iirtemAr ueillorlaricacHeEanenyhanea 585 1
the CPU 552 is executing prograns of the OS layer and

PO E HHO Romi9H 3 Ths M ProfFPhms AR ’th_% é@g £880Wlodules
in FIG 84. FIG 98 is a view for explaining tﬁe wite
%ﬁ%ﬁﬁ?x&ﬂPQ§a called from or called belong when a program
'module is called up when the CPﬁ 552 is executing a fetch
instruction.

FIG. 93 is a view for e#plaining the fetch inter-AP
call relation defining data 585 1.

The column direction of FIG. 93 shows the programs
of the OsS laYgr and application programs MAIN, APi, AP2,
and AP3 shown in FIG. 84,

The row direction of FIG. 93 shows the programs of
the OS'layér and application programs MATN, AP1l, AP2, and
AP3 shown in FIG. 84.

The interseécting positions of the co1umns and rows
show whethei a program module of a program of the
corresponding column is allowed to call up a program module

of a program of the corresponding row. The "o indicates

that call up is allowed, while the "x" indicates that callup
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25 defining data 5843. - 178 The columm (vertical)
direction in FIG 98 shows the prograns of the OS

| ayer and the application programs MAIN, API, AP2,
and AP3 shown in FIG 84. The "FROM' in the row
(horizontal) direction shawsi/ the start address of
the storage area in the nenory 553 where storage of

t he program of the corresponding columm is all owed.
e "HR@MIWREdhe row direction shows the start
address of the address range of the nmenory 553 where
the pr @pramxaiplef, tah @ regmass poddileg ofo lthen app ldlcadiodt
access. The "TO' in the row direction shows the and
FIHASM 2001 tihe LRSS tangalofud ke pfgiam ddluikelF an
the program of the corresponding colum is allowed

PSH]‘EOWS t 1P ] (i drf Il d gt 99 @ﬁlﬁjﬁé not

585 ‘e conbi nat | ons of prograrrs to

whi ch nmay ca C f

B R F AT red R Rp Rt g e f%ﬁa@?ﬁé’mgm
CPU552|s executlnga readlnstructlon FIG 99 is a :
W2y f or explaining the wite inter-AP call relation
defining data 5853. 20 The column direction of FIG 99
shows ke prdgrment uniti$R2 (s judges afdthepprddenssfPU_ADR
prograns MAIN, APlI, AP2, and AP3 shown in FIG 84.
The inaludiede Gin aheohdBirEs s9 fanhewsst t tive peagrn553 defined
the OS layer and application prograns MAIN, APl, AP2,

A dre A"ﬁ((ﬁ-hovﬂhd Mg GoB8%he column shown in FIG. 92.

corresponding to the program indicated by the executing AP
instructing signal S552b based on the executing AP

instructing signal S$552b and address CPU_ADR input from the

CPU 552 shown in FIG. 89 and the fetch access range defining

data 584 1 read from the storage unit 581 1.

" When judging that it is included in that judgment,
the judgment unit 582 1 for example generates a fetch
judgment result signal S571 instructing connection and

outputs it toward the terminal 575 1 of the selection circuit

570 shown in FIG. 90.

On the other hand, when judging that it is ndt included
in that judgment, the judgnient unj.t 582 1 generates for
example a fetch judgment result signal S571 ins{:ruci;ihg
disconnection (break) and outputs it toward -the -tefminal
5"7'5_._1 of the selection circuit 570 shown in FIG. 90.

Further, when a program module of a program being
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179 The intersecting positions of the colums and

rows show whet her a program nodul e of - a program of the
corresponding columm is allowed to call up a program

nodul e of a program of the corresponding row The "o"
indicates 5 that callup is_ajfgwed, while the "x"
indicates that callup is not allowed. The judgnent

unit 582 3 judges if the address CPU ADR is included

i axepeteddreddie GRYSHE atld sapoapessratasitle of snether
"FROM' and "TO' of the colum shown in FIG 98 10
corogspapdthg jodgirenprogi ans8adl Cpidgedyif hthat callup is
executing AP instructing signal S552b based on the.

eXELHheAb P\ Rhd BShbiGhitienSsH8Rh 199 LA ILhRES-AP call
CPU_ADR input fromthe CPU 552 shown in FIG 89 and

3 I
E%lé&%%ﬁg@&ﬁ;ﬁx?fn% T % d§é55‘-‘\r7}!lhen ] udgl ng&ﬁz g%ag eﬁ”lm the
i ncluded in_that t he j n|t B
BBy caborbe LPRCPERG, sienst | HEHR, 2nd sﬁﬂ?%%gﬁ&
5573 instructing connection and outputs it toward the
tERFtRArtEYg signal nEO3%F cbRPBR %ﬂr?tauﬁe GEY 3ppuphen in
FIG 90. 20 On the other hand, when judging that it is
MOEG i g9 Laded] then fietath Jll!Id-'gﬁ-'E'lﬁE’ cafd relighton defin$gg3data
generates for exanple a wite judgnment result signal
B8 1 npéadctiog titk seesregs ik € B@BRK). and outputs it
toward the termnal 575 3 of the selection circuit

570 shQyfkd tﬂg@ngtha%51EU{$ wlomr}.natﬂﬁ‘&gﬁﬁgbment the
nodul e of a program bei ng -

judgment unit 582 1 for example generates a fetch judgment
result signal 8571 instructing connéction and Oui;puts this
toward the terminél 575 1 of the selection circuit 570 shown
in FIG. 90.

On the other hand, when judging that it is not alléwed
in that judgment, the judgment unit 582 1 genérates for
example a fetch judgment result signal S571 instructing

‘disconnection and outputs this toward the term-inal‘ 575 1

~of the selection circuit 570 shown in FIG. 90.

The read judgment circuit 572 uses the executing AP
instructing signal S552b, called AP instijucting signal S552¢,
and address CPU_ADR input from the CPU 552 to generate the

read judgment. result signal S572 and outputs this toward

7 . the terminal 575__2 of the selection circuit 570.

FIG. 94 is a view of the configﬁration of the read

judgment circuit 572 shown in FIG. 90.
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executed by the CPU 552 calls up a program nodul e of
anot her program the judgnent unit 5823 judges if
that callup is allowed by the conbinati on shown by
the wite inter-AP call relation defining data 5853
shown in FIG 99 based on the,,5 executing A P
instructing signal S552b and called ALP instructing
signal S552c input fromthe CPU 552 shown in FIG 89
and t hédswshewn i FIP. c34| ot aread jeddmeémy cditreuit 572
5853 read fromthe storage unit 5813. Wen judgi ng
thas atstsragéourilti 881 hat apddgudghentheni s8ggment
unit 5823 for exanple generates a wite judgnment

resul t FlNMoRYS hilSt 581 | 05 COPEECERO el LLLLYL Srange
this toward the termnal 5753 of the selection circuit

TR ERED A0, S0 Pl AL A WA s

S not tJudgnent,

| i%%g%#f’_gglt 5823 generates for exanple a wite

Sult signal S573 instructing disconnection
and outputs this toward the termnal 575 3 of the

sel ect il0i® @aclpecsPe. SABIA dafiring glata\GB4_2 Hefines the

selection circuit 570 will be explained. 20 The
seddeessoms cin cithe et 1o Mt tardadsa ibilict ehen7 4he0CPUNB52 is
of the termnals 5751, 5752, and 5753 based on the,

i tbddueinga tydied | 1154 £116 € 16N SE G badid Sdded IR etk Uy
552. specifically, when the instruction type

953 ol 5D 98168 3 4L o pppbication
e N it RS Y S S 0 AP

E'IG. 95 is a view for explaining the read access range
def-ining- data 584 2.

Tl“lg column {(vertical) directi_on in FIG. 95 shows the
programs of the 0§ iayer and the application programs MAIN,
AP1, AP2, and AP3 shown in FIG. 84.

The "FROM" in the row (horizontal) direction shows
the start adares's of the storage area in the memory -553 whére
s_torage of the procjrém of the corresponding column is
allowed.

The "FROM" .in ther row direction shows the start address
of the address range -;Jf the memory 553 where the pf:o‘grém
of the corresponding column is allowed adcass |

The "TO" in the row 'di.rection shows the end address
of the address range of the memor& 553 where the program

of the corresponding column :i.s_ra..'_l.lowed access.
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judgnment result 5560 to the switch circuit 561. Due to
thi's, the connection/disconnection of, the switch

circuit 561 is controlled by the fetch judgnent

result signal 8571. Further, when the instruction type
instructing signal S552a indycates a read instruction,

the selection circuit 570 connects the switch 574 to

the termnal 5752 and outputs the read judgnent

resul t Bhgnaeadsintes-BRecalilignebatiesudefifihg datahsss 2
swtch circuit 561. Due to this, the 10 _

cshoest the/chrsinEldn O b Obrogeany £6 Ritidit Priodiéh mSdules
controlled. by the read judgnment result signal 5572.

Fihi BRI ma 1 e ddd o' Bet £QN1 EYPLr- R e.rllgt{c_% Nehetl %nﬁlrogram

S552a indicates a wite instruction, the sel ection

' i1 97 nnpects._the it 5Z/4,to the term na
ShhSHLL 158 SaTRAR°EE° phaR B EPnastenEe  SRerREERgna mosd
5573, as the judgnent result S560 to the switch
HPEEFEeE83" Due to thi's, the connection/di sconnection
of the switch circuit 561 is controlled by the wite
j udgmerf1G esP tig ynaiewshor explaininginhesreddtimter-AP
operation of the conputer 551 20 will be expl ai ned.
[Falbtr&kabpoe définibngtdatd 5B%Xt2. an exanple of the
operati on where the conputer 551 executes a fetch

i NSt I UGl Ned Tukd QIDESSEESH UE PREUIO Bh s AHE YK ams
nodul e of the application program AP1 and 25

T T A e A
'd3H G howrd ODLT wfd 04 O

The row direction of FIG. 96 shows the programs of
the 0S layer and ai:plication programs MATN, AP1, AP2, and
AP3 shown in FIG. 84. |

The interseéting positions of the columns and rows
show whether a program module of a progrém of the
corresponding column is éllowed. to call up a prograxﬁ module
of a program of‘ the corresponding row. The "o" indicates
that callup is allowed, while the "x" iﬁdicates that callup
is not allowed. |

The judgment unit 7582_2 judgeé if the address CPU_ADR
is ‘included in the address range of the meméry 553 defined
by the "FROM" and "io" of - the column éhown in FIG. 95
corresponding to *I:I'u‘al program indicated by the executing AP
instructing sgignal '$552b based'oz_). the e'xécutim_# AP

instructing signal $552b and address CPU_ADR input from the
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the CPU address bus 507, and an instruction type
instructing signal S552a indicating a fetch
instruction and an executing 5 AP instructing signha

- Sb52b indicating APl are output from the CPU 552 to

the judgnment circuit 560. Fuytper, the judgment unit
582 1 shown in FIG 91 judges if the address "2100H"

‘is included in the address range "2000H' to "2FFFH'

of PP heSeshnwn 588 FI&.i B8dang the rE;gd BROMs samdngEeffining
the colum shown in FIG 92 corresponding to the APl
bdsed 584t RerexdcHiromgthe sbstaget angtssgnak. S552b

and address CPU ADR input fromthe CPU 557 and fetch

access whew {ndi fiadai@ D34l ShAWY | ih Rlifa £ udgRdn
fromthe s?%?gge %nlt 581 15 Further, the Judgnéu t

u ment ult_sian
5%%% I'n F%@??%§E§§ﬁﬁé£?|on BT Fnef %EF'?OW%¥§J?ﬁgment
tern1ggl 575 $£7%he selectjon circuit, 570 shown in
staphef> 72 nEnEETRCHIRG ToRRertioncARd AREpRts it
the switch 20 574 to the term nal 5751 since the -
i YR YR thheh teypdnaln375 .2 i §hsi eptec S einntiidta 559 shown
fetch. Due to this,.a fetch judgnent result signa
587 IFIGns®Qucti ng connection i s output through the
selection circuit 570 as the judgnent result signa

~ 5560 t @d ltheSsihéh hnd,i whehtjfyistltp Whaithi £l n8% id8Buded
‘Further, the switch circuit 561 places the CPU data

5 SR SRARORE) O B UL W P GG 2o
example a read judgment result signal S572 instructing
disconneétion {(break) and outputs it toward the terminal
575 2 of the selection circuit 570 shown in FIG. 90.
Further, when a program module of a program being
executed by the CPU 552 calls up a program module of another
program, the judgment unit 582_2 judges if that callup is
gllowed by the combination shown by the read inter-AP call
relation defining data 585 2 shown in FIG. 96 based on the

executing AP instructing signal $552b and called AP

-instructing signal S552c input from the CPU 552 shown in

FIG. 89 and the read inter-AP call relation defining data

:+ 585_2 read from the storage unit 581 ‘2.

25

When judging that it is allowed in that judgment, the
judgment unit 582 2 for example generates a read judgment
result signal S572 instructing connection and cutputs this

toward the terminal 575 2 of the selectidn.circuit.S?O'shown
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Note that, in the above explained case, when the 5

address CPU ADR i ndi cates "3100H', since that address

is not included in the address range "2000H' to

"2FFFH', a fetch judgment result signal S571

I nstructing disconnection Lsyg9utput fromthe

selection circuit- 570 to the switch circuit 561. Due

to this, the switch circuit 561 sets the CPU data 10

b8 E6B-afd- menory data bus 562 in the, disconnection
state to prevent the CPU 552 from accessing the

menory @83the oherahand, ofhSegorlribathbhé] i tleid nodnallowed

- exanpl e of the operation in the case where a program

mbautkaef jhdgmenpl i €Réi gadghagtathib2582l P sgdferdfed for
program of the application program AP1 when the

CORRMbEE adPda8X§GHLAENE Eééglhn§i%ﬂgi|§§7¥Aih59§uct1n

expl ained. In this Case, the execuling AP |nstruct|ng

S&EQ@Lm?éQZPonSQRw %EEA'IIJ:I)%S ﬁgw o %%'i' :re & oEPEmRHY oRT5_ 2

|nstruct|ng Si gna

t U 55 the read,judgnent 20 circuit 572 The

Dot Satereien oitrathes Pt puaghart e (881t 579
V|em5 the read inter-AP call relation defining data

5852 sHAurFIiteJadaenheingmgds 578 asesl thereneenting AP
AP2 to APi is allowed. 25 Further, the judgnent unit

58%s rychinqtssgralr 5552h84:a]jlmtgnvrunsm&tixs¢ giagnal S552c¢
S572 instructing connection and outputs this toward

tdved taddi e CRRPADH idpsuts @remt ithie cPur 6gbt té79e§39%e the

in FIG 90. Further, the selection circuit 570
Qﬂﬁﬁﬁétfu&$ﬁbéwﬁié£hlt signal 8573 and outputs this toward
the terminal 575_3 of the selection circuit 570.

FIG. 97 is a view of the configuration of the write
judgmeqt,circuit 573 shown in FIG. 90,

"As shown in FIG. 97, the write judgment circuit 573
has a storage unit 581_3 and judgment unit 582 3.

The storage unit 581 _3 stores the write access range
defining data 584_3 and write intér—AP call relation defining
data 585 3.

The write access range defining data 584 3 defines

the addresses in the memory 553 accessible when the CPU 552

is executing the write instruction for each case where the

' CPU 552 is executing programs of the 0S layer and aipplicatibn

. programs MAIN, APl, AP2, and AP3 shown in FIG. 84.

FIG. 98 is a view for explaining the write access range

defining data 584 3.
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5 574 to the termnal 5752 since the instruction type
nstructing"signal S552a indicates a read instruction.

Due to this, a read judgnent result signal S572

i nstructing connection is output through the selection
circuit 570 as the judgnent igéult signal S560 to the
switch 10 circuit 561 shown Tn FIG 89. Further, the
switch circuit 561 sets the CPU data bus 506 and

menor y e dduunrs et iidad. )cdimection $haFEG. whershyws the
the CPU 552 can access the nenory 553. On the other

hawshrams (i thleove Tager henhda Fmaaeﬂbnléraaﬁlahs MAIN,
of the application program A22 caF S up a program of

(A1 A3 CalA@MAIPS QA ARS Fid . idy j udged from the
read inter-AP call relation efining data 5852 shown

in FIG 96,1 ,a caI fron1t e AP2 t 0o qt

al | oned 0° %S FRshethe d‘rﬁotnt?g‘éz é’?ﬂf’é’s shows
qE% ad 20 ud nent result signal S572. |nstruct|ng

die & éc,tt? r%i 8 Futhet SLeFrES BFRar inthe memerap53 where
5752 of the selection circuit 570 shown in FIG 90. -
Blenage a5, the menuiam gferithe enzne spcpebingSEAl unn is
instructing disconnection is output throughthe

sdlleptachn 25 circuit 570 as the judgnent result

signal S560 to the switch 185 - circuit 561 shown in

FI G 8%heFufrhbmr i BReSMbY 88 rebk§bhismfds %ﬁtass ther Pdress
data bus 506 and nenory data bus 562 to the

@ﬁ%@f@%‘&d sstx%tn% %53%? otrhe_r,@% %e t?xet program

accessing t nMeno Ialne ove
o&gqﬂPnt circuit 560 an SMAtCh

e corresponding column is allowed access.

The "TO" in the row direction shows the end address
of the address range of the memory 553 where the program
of the corresponding column is allowed access.

The write inter-AP call relation defining data 585_3

shows the combinations of programs to which program modules

which xﬁay call or be called from belong when a program module
is called up when the CPU 552 is executing a read instruction.

FIG. 99 is a view for explaining the write inter—-ap

call relation defining data 585 3.

The column direction of FIG. 99 shows the programs

of the 0S8 layer and application programs MAIN,' AP1, AP2,

‘and AP3 shown in FIG. 84.

The row direction of FIG. 99 shows the progfams of
the 0S8 layer and application programs MAIN, AP1l, AP2, and

AP3 s_hown in FIG. 84.
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circuit 561 determ ne the connection state between the
menory 553 and CPU data bus 506 based on data deflned

in advance 1in accordance with each programin

accordance with a program being executed by the CPU

552. 10 Therefore, an appILszgon program bei ng

executed by the CPU 552 can be prevented from

illicitly accessing instructions and data of another

appl i cafheniptegrertsngreesitiviheofireto: yodbdnandaad rows
hi gh security can be obtained anpong application .

pshgwaRReted wPRofhem GROHEDE b6 £XeEdgtad 8f 1Bhe

plurality of application prograns. The present

i &ﬁﬂééﬁ@n&§n& Uodda t:l.%d ah9o}B8 @ﬁoc‘.@ll h)g:%gram module

enbodi nent. FOr exanple, in the above ex

empodi nent . the frated . 1a
J%%gnéﬂf Foe ot g@% s?%ﬁ%EP3R§§%Hcﬁ'% % r%ﬁgéﬂdleates
defining data 5841, fetch inter-AP call relation
d%‘??h.‘?%“d%ﬁ d5588{ovwpdawhilacthe Jiage indicatas thatacallup
584 2, read inter-AP call relation defining data 5852, .
m*$t%°50%%%%w¢%nge defining data 5843, and wite

inter-AP call relation defining data 585_3, but as

shown iThd-[j@dghemt Abikt582 ml:anigmsuﬂaithet addgesancb@ ADR
card 558 storing such data - 186 in a state encrypted

U Nichdayded fia1 Ml QlidfeslsN rhiye 68S€hetl HE€mbYYIFEBt defined
circuit 560 holds the key information K and

Sﬁf‘%ﬁﬁ ?ﬂxﬁ%P%hgylgﬁgu§ﬁgq%§§Q§‘%ﬁﬁ%&éﬁ%ﬁi{%%5§§G' 8

circuit 504, the fetch access, range defining
T atnoning 300 e BEPORaR. ARALraLan| BF HBF| ArAguting AP

data 5851, read access
J.nstructlng signal S552b based on the executlng AP

| instructing signal S552b and address CPU_ADR input from the

- CPU 552 shown in F1G. 89 and the write access range defining

data 584 3 read from the storage unit 581 3.

When judging that it is i'ncludel_d in that judgment,
the judgment unit 582 3 for ex'ample generates a write
judgment result signal 3573 instructing connection and

outputs it toward the terminal 575 3 of the selection circuit

570 shown in FiG. 90.

On the othei: hand, when judging that it is n.ot included
in' that judgment, the Jjudgment unit 582 3 generates for
éxample a write judgment result signal S573 instru'ct_ing.
disconnection (break) and 6utputs it toward ‘the termin'ai
5'75_3 of the selection circuit 570 shown in FIG. 90.

Further, when a program module of a program being




10

15

20

25

range defining data 5842, read inter-AR call relation
defining data 5852, wite access range defining data
5843, and wite inter-AP call relation defining data
5853 from 10 the 1 C card 558, and uses the sane

decrypted using a . predeteryphped decryption program

590 and key information K. Further, the present

invention may store the above decryption programin

. apreretgpthar thea€BUI 552 vl iG wpr d PESgran mahuld kifsanother
- through the comunication circuit 504 and CPU data

bpisogtdm | ntie t redgmegtemi€i 5821 8 $68gedecryphathibalbip is

the judgnent circuit 560 using predeterm ned key

| 4 DEEE iERp ,thébeh%iha%i@ﬁcéﬁ%ﬁ%ﬁjgﬁié/ R Q% Rh%%&:g— call

in the nenory 553, and have the judgnent circuit

r e te the .20 ryption pro fromth ,
EEEa 8 HiEtiing Vet 4TS Boh B BT, UoPRasld on the
enbodi nent,_ the case was shown of _the CPU 552

SHEFTH T o 1MRETeaiRets19nati 5548 07ad eatledi AB

" AR instructing signal S552b-and called AP instructing

sinparudsger signal HERR2c| ippnt fregm athe GRU2552 shown in
generated,, as shown in FIG .101, by the judgnent

FIGUiIR9 Bad the)writket dniteg-RRecePll sdlilaessnbdefbfling data
Sevent h Enbodi nent The present enbodinent is an

SHDE R E¥de i d Rgradd ddiee 28D fnd 21st aspects
of fhe invention. 5 FIG 102 is a vi éw of the

conf i ghal QRaffing +ASE FONMGHA Wl RuS3hatf 5 '
enbodi nment gf ?&gapresenter}'%venﬁ on. 1n°¢hat jéﬁgment, the
judgment unit 582_3 for example Qenerates a write judgment

result signal S573 instructing connection and outputs this

toward the terminal 575_3 of the selection circuit 570 shown

in FIG. 90.

On the other hand, when judging that it is not allowed

in that judgment, the judgment unit 582 3 generates for

example a write judgment result signal S573 instructing

disconnection and outputs this toward the terminal 575 3

‘'of the selection circuit 570 shown in FIG. 90.

Next, the selection circuit 570 will be explained.

The selection circuit 570 connects the switch 574 to

‘one of the terminals 575 1, 575_2, and 575_3 based on the

instruction type instructing signal $552a from the CPU 552,
Specifically, when the instruction type instructing
sigﬁal S552a indicates a fetch insfructioh, the selection

circuit 570 connects the switch 574 to the terminal 575 1
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correspon

As shown in FIG 102, the sem conductor chip 631 has

an internal nmenory 632, switch circuit 633, swtch

circuit 10 634, judgnent circuit 635, selection ‘
circuit 636, and CPU 637. The internal nmenory 632.,

switch circuit 633, switch iircuit 634, judgnent

circuit 635 and CPU 637 are 8dnfiected to a CPU data

bus 640. 15 The internal nenory 632, judgment circuit

688d antpu€RUtBa7fatehcondgneatt kesabtadignal BBY164%. the
The internal nmenory .632, judgnent circuit 635, and
Grii§én &l fe SO0 FHAN thotRe S |diReui4256 Ui "o this,
the internal nenory 632 is further connected 20 to an =~
[ r . L her, ot sw.teh, citcuit,6 .
b POhndatioR/a; RadnpbUELBR of MipePhiFOn biF b cReL 1o
t o an exter.nal mory. 660. .Further, the selection
Foifroliss by e ﬁér-cgoaﬁ%wsatt Frgtgh Shg8ztefndl-

data bus 645 to a debugger 25 661. - 188 Here, the

seni conTtEERer chitherefhecdnpbspehiiontypehdnstructing signal
sem conductor circuit of the first aspect of the ' :
i Pvetr | bndicabes GRUrdatdaibatred40iony r tbeondtetbidbhecircuit
first transmsslon Iine of the first sem conductor

8 7€ didnneldits Phagéwit s BTl4eto Riel te@ni AEROSTS 4 Andloutputs
instruction for executing a program of the first

e Gle Jilmanerlsan Lt | a TR
gs to the storgbéhg??gd$%?%fithe f%?ggﬁégségﬁsult

S.irsoécée‘ gtsc;> ﬂi‘éﬁé‘t L9l NG BV, £346 £OT B ESPRNYE, 1S TS,

.connection/disconnection of the switch circuit 561 is

"COntrolled.by the read judgment result signal 8572,

Further, when the instruction type instructing signal
8552a indicates a write instruction, the selection circuit
570 connects the switch 574 to the terminal 575_3 and outputs

the write judgment result signal 8573 as the judgment result

. 8560 to the switch circuit 561. Due to this, the

éonnéction/discqnnection of the switch circuit 561 is
controlled by the write judgment resu;t signal S§573.

Next, examples of the operation of the coméufer 551
wiil be explained.

[First Example of Operation]

Next, an example of the pperation where the computer

551 executes a fetch instruction in the process of execution

- of a program module of the application p;ogram'API and

designates the address "2IOOH" of the address memory 553




16

- 15

circuit of the first aspect of the invention, the
switch 10 circuit 633 corresponds to the first
connection switching circuit of the first aspect of
the invention, the switch circuit 634 corresponds to
t he second connecti on smﬁtch{ circuit of the first
aspect of the invention, the $%d@nent circuit 635
corresponds to the connection control circuit 15 of
twicl X ibstexgsleipiedf the invention, the selection
circuit 636 corresponds to the third connection
SWi t chifg il Wdse Ofa 018y TDES i rBRRG nf "NVOH" flows on
i nvention, the external nghory 660 corresponds to the

: feathe_first . ct..of the . s
Ut 035 20A2LEL MO bomicahi S 198RS L8 HIBs 4naenyeting
ext er nal paratus of .the first aspect of the .
SRS GRo2arp e tiig e §ﬁ§ﬁa|1fr#'§'al%ﬁlﬂ Gre8pdrRCuting
to the third transm ssion |ine of the first aspect of
e inftematdmg womal SRE2RdérdisabingchRl care caplipt from
to the fourth transmssion line of the first aspect .
dthet GPU hbghtticorkhel Sjudgniendr citremijtudifitent resul t
signal S635a corresponds - 189 to the first contro
si gnal rafrthlee,fithel jaseach tolintifte 582nveRboem ibherc. 91
judgnment result signal S635b corresponds to the

xgNnt ﬁ@ aQff of iar Sts f ot
inventi g%n d}{a&nﬂ he jgudg:zr%atdr?:ii réLs?lletlt SI gnal q§63 C address
[resp W0 .t he thi ntrol si of t.he

1& i%rn < a?&g@t’f oft Eezﬁyrﬁ/}lg’ntoﬁoﬁ;%%mmofggggg 519\#’%%4 &y the
expl ai ning the software configuration of the .
55%0840 nﬁf}gt ofot i thgicshemn shevn dn F1G2 92 ponxgsponding
103, the bottommost |ayer is the hardware | ayer,
to the AP1 based on the executing AP instructing signal §552b

and address CPU_ADR input from the CPU 552 and fetch access
range defining data 584 1 shown in FIG. 92 read from the
storage unit 581

Further, the judgment unit 582 1 generates a fetch
j_ﬁdgme‘nt.result signal S571 instrﬁcting connection and
outputs it toward the terminal 575 1 of the selection circuit
570 shown in FIG. 90.

Further‘, the selection circuit 570 connects the switch

574 to the terminal 575__1 since the instruction type

s instrudting signal S8552a indicates a fetch.

25

' Due to this, a fetch judgment result signal S571

instructing cqnnection is output through the selection

circuit 570 as the judgment result signal S560 to the switch

- circuit 561 shown in FIG. 89.




.10

- 15~

20

25

10 that i-s, the hardware conponent of the

sem conductor chip 631 shown in FIG 102. Above the
hardware | ayer is positioned a communi.cation driver

| ayer. The communication driver |ayer has positioned
in it a comunication driver é§yer for controlling the
15 communi cation. The progran1of t he communi cati on
driver layer is usually stored in a nonvol atile

- menor y.Fotihear t hehe grwibelc atioonide i563 pimwsss i thanCPU data

operating system (OS) layer for providing the program
fiodsn 5w tdipl reididaidatia bils 582 eReeAbi 8nRbcthdn state to
sem conductor chip 631. 20 The OS | ayer provides the

mgmstt@@pémﬁsfwéﬁi’%%é eéhe ayep%%yi concept

services conpared Wi ower urt her,

' above an AP Iayer deﬂ
speC| fi cq?ecﬁ;chh dans rI(é:er |a§’es‘5 ‘Jofgﬁsr?g when the

conductor chip 631. The AP Iay has, for exanple,
?5" CRY PR ipisater" 3UQ0H" o eings that addresy is
the - 190 program nodules PM 1, PM 2, and PM 3 shown :
inetrigcleded inmtde addraak ramae 3'/'.20691_!"stor"@‘11m' , a fetch
program nodule PM -1 of the application program API
shelgment ReEGulldZidrddd SO | infeMicpi P rdidmiddfidon is
the configuration - 5 of the programnodule PM 1. As

Puput FrbhCrhd04e1tbeibh O AR TP HHE BVERd Jsﬁ:.tch circuit
conprised of a plurality of function nodules. FIG 104

WS n kg C wh c % np§$
I oSS0 B1B, UM AT YR S e
04, structlo e) at_the
})us 5 I& memory gag:a l(:j»u)s 562 in the disconnection state
to prevent the CPU 552 from accessing the memory 553.
_[Operatioﬁ of Second Example]

- Next, an example of the operation in the case where

a program module of the application program AP2 calls up

a program of the application program APl when the computer

551 executes a read instruction will be explained.

In this case, the executing AP instructing signal S8552b

- showing AP2 and the called AP instructing signal $552¢

showing AP1 are output from the CPU 552 to the read judgment

circuit 572.

‘ ' The judgment unit 582 2 of the read judgment circuit

572 views the read inter-AP call relation defining data 585 2

shown in FIG. 96 and judges if a call from the AP2 to APl

| is allowed.

Further, the judgment unit 582 2 geherates a read
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head of each of the function nodules FM1 to FMn is
an unl ock instruction, while the tail instruction is a
lock instruction. Here, a lock instruction is an
instruction instructing 15 a later explained judgnment
circuit 635 to hold the switgh, circuit 633 in the
connection state until the néxt unlock instruction.
Further, an unlock instruction is an instruction

i Jmdgment ngesndtsaigualcBbERi inS88utbisyi tohneotiha 3Ad

di sconnection state: The switch circuit 633 is
| ont s ethbet weeardheh&Pbrddhal be35640c8nN€htN8election
internal data bus 643. The switch circCuit 633 becones

ebifehit e7608RERL1 PR FEEat §oOr disconnection state
based on the judgnment result 25 signal S635a i nput

fromt ' cLreuit.635.. 191 swtch circuit .
634 1 s Lot ne b ERbks BR X e 378 GHRREGES e shea ton
E%iﬁrnal data bus 644._The switch circuit 634 becones

e¥© tThe chRREr2 bn° 7312t 81BFe gFaR ok ErRERieR atPe
based on the-judgnent result 5 signal S635b input
ok Etretingi griegnati $2302 ndicabes|adyeadt ivstruetion.
635 nonitors the address bus 641 and signal |ine 642.
Wien t meaddy ddsiss) gnateaplit pudgnan it hees R S8ghdD $H5E2
address bus 641 indicates the address where the

ArgE e thdy| ol dtisn Siore@depie t BRrb iR e SEIOEYion

10 632, and the instruction type instructing signa

%@@uw%ﬁw as bﬂll}]é %cﬁ%&x@g Z:e‘églltthglahgﬂ aéSél‘) % %ﬁ% switch
indicates -a fetc
eircuit 561 shown in FIG. 89.

Further, the switch circuit 561 sets the CPU data bus
506 and memory data bus 562 to the donnection state, whereby
the CPU 552 can access the memory 553.

On the othei'hand, in the above case, when the program
module of the appiication program APZ2 calls up a program
of the applidation Program AP3, it is judged from. the read

inter-AP call relation defining data 585 2 shown in FIG.

_ 96 that a call from the AP2 to AP3 is not allowed.

Further, the judgment unit 582 2 generates the read

judgment result signal S572 instructing disconnection and

=.,Outputs-this toward the terminal 575_2 of the selection

25

‘circuit 570 shown in FIG. 90.

Due to this, a read judgment result signal 8572
instructing disconnection is output through the selection

circuit 570 as the judgment,resuit signal S560 to the switch
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.instruction, it generates a judgnent result signa
S635a instructing connection. In other cases, it
generates a judgnment result signal S635a instructing
di sconnection. 15 The judgnment circuit 635 outputs the
judgnment result signal S635@gL0_the switch circuit

‘633 Furt her, when the judgnent circuit 635 generates

j udgnent resul t signal S635a instructing
d%hﬁ@%%toﬁel ghogendraFEE6. aBPudgnent result signa
S635b instructing 20 di sconnection and outputs it to
t he swiFwtklodr ©Uiie G34.tchFghikbait BPENsd€ $HE@RMNHata bus
circuit 635 generates a .judgnent result signal S635a

| 556 raked | ieindip CORPL BhONs 62t o g@ﬂ&rtﬁ.@éoﬁnéggggﬁ Nftate to
result signal S635b instructing connection an

t t syiteh circuit 634. 25 Furt
THehTe OhS 56 L TaGet Gy by Somody 585

udgne res It Si.g S635a | nstructing caonnection

Ju 3%‘8 aé“ﬁﬁ‘c?&%‘?ﬁ Fgﬁn‘fd%‘%‘%‘h'élclsm& 560 and switch

|nstruct|n i nvalidity/disconnection and outputs this

O EHEL éﬁgc'% eprmine &gﬁcwcmxw Féateletwede the memory

judgment circuit 635 generates a judgnment result

SFhaAndEEITA dats rhics 1 510F dasoshnectdoty ddéfigedeit £8vance

a judgnent result signal S635c instructing

i@l hecbydanaacri tR el pHdlgtdinS ih Hdcd Aaddice S&'iﬁfi b gram

circuit 636. 10 Further, when a function nodule in the
MyuoTe WY I up by a branch

?;r?g?{gﬁgl on |E%}:It§w%l% f]cxgﬁo%%r function nodul e being

execut E-?le%éo@%,cgg g%;lq_%gtl%n program being executed by

the CPU 552 can be prevented from illicitly accessing
instructions and data of another application program stored

in the memory 553 and a high security can be obtained among

_application programs even when the CPU 552 is executiﬁg a

plurality of application programs.
The present invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, the

case was illustrated where the judgment circuit 560 stored

fetch access range defining data 5'84_1 ; fetch inter-AP call
relation defining data 585 1, read access raﬁg’e defining

data 584 2, read inter-AP call relation defining data 585 2,

. write access rat}ge defining data 584_3, and write inter-AP

call relation defining data 585 3, but as shown in FIG. 100,

it is also possible to use an IC card 558 storing such data
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- JFLEFRit 504 readadhe
this tinme, as explained earlier, the switch circuit

execution of the programnodule PM1 shown in FIG 104
by the CPU 637, the judgnent circuit 635 outputs a
judgnment 15 result signal S635a instructing
connection to the switch circuit 633 conditional on

‘the instruction at-the head %E? the call ed function
t

modul e first starting a fetc hat is, when a branch
i nstruction designating the instruction at the head

- oint Aestatbednéupptednuabdyl keysihEomgaeienuked) 20 As

expl ai ned using-FI G 104, since the head of each

functi orn nBiid &3S, athd! Y uidndlis [did&idid 560 holds the key
(di sconnection release instruction of the first

. hewi i i ag it .
FREcknaLs bR, SATBLORYR RO bLAIE bl abDfegeg, the 30
S635a jhnstructi nn iQn.to, the itch 25 circuit .
PR BhEoHER FRBCRED @R FRCPBno0f 1R FimAERESation
193 lock instruction %disconnection start instruction
ofRE FeRent rgngs detiningaintanfbad 1,

6Btel indexcdPacal Ldgdettionedef insng i taSE85b1, read access
instructing disconnection, 5 while the selection

chamye tdéBning i dsted58d | 2dgreadl 1R6etiAP SéQDR| rS63Bson
instructing invalidity/disconnection, so a tenporary

hadtiwing R tAPSEE! pONG td BRdeR B3dgR¥ad i ARPUAGS 584 3,

661 or acquisitiofn of the CPU internal status

SO LA LTV Sofablsy ke BROR) B, 3 om

er e unction.
sho jn FI 4 capnot be accessed_fromthe program
TR RS S S50 B PR EEI TG (e EIRE o Be Sy
660 or the debugger 661. Further, when a function
mFRdatemingd QYR st program 590 and key information

K.
Further, the present invention may store the above
decryption program in an encrypted state in the IC card 558,

read this through the communication circuit 504 and CPU data

‘bus 506 into the judgment circuit 560, decrypt this by the

judgment circuit 560 using predetermined key information,

store the decryPted decryption program'in the memory 553,

:and have the judgment circuit 560 read and execute the

decryption program from the memory 553.
Further, in the above ekplained embodiment, the case

was shown of the CPU 552 outputting to the judgment circuit

- 560 an executing AP instructing signal S552b-and called AP

instructing signal 8552c, but these-signals may also be

genefatedr as shown in FIG. 101, by the judgment circuit
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PM1 is called up by the CPU 637 executing a branch 15
instruction included in another function nodule while
the CPU 637 is executing the program nodule PM i '
shown in FIG 104, when first fetching an instruction
other than the instruction itioned at the head of
the function nodule of that call destination, the
judgment circuit 635 outputs 20 a. judgnment result

S ffhatorgd3nai ndsthae GRh adtigsonioos i5997. to the switch
circuit 633. Further, in this case, the judgnent

Ci rcui tsevdmti @mbxEme: , halts the operation of the
CPU 637 or perforns predeterm ned error processing..

Wien t hgd gﬁa&aﬂt ER5YaEmeh €N a§6§xﬁﬁoémgh£r@orresponding

judgnent 5 circuit 635 indicates
i,V |d| dISC tion the sel ectioon circuit
6% nv%t tes£ﬁ1k§sm K gnafT]tggé’be.La npu’i °%tomthe
debugger 661 &operatlon hal t request of first aspect
of thefHfivertfPorty® &ndifeShdtho fPfiaratdame

'637. Here, the HALT signal S66la is a signa

ﬁ%‘t%‘-ﬁtjmaf shighfFlaaf mn tembhpdimerdp @ftthm fesent
CPU 637. Wen the judgnment result S|gnal S635¢c from
tussrenitdgment circuit 635 indicates

i nval idity/disconnection, the selection circuit 636

i nval i gat seoheifPiI&ENt gopal tﬁéaﬁéﬁlcéﬁaﬁcﬁéﬂl&aﬂp 631 has

* signal S661b and CPU internal status rewite

884 0 S D PSS

T BB SR L S SR ! L coo

st at us of t he CPU 637.
637.

The internal memory 632, switch circuit 633, switch

‘circuit 634, judgment circuit 635, and CPU 637 are connected

to a CPU data bus 640.
The internal memory 632, Jjudgment circuit 635, and
CPU 637 are connected to an address bus 641.

. The internal memory 632, judgment circuit 635, and

CPU 637 are connected to a signal line 642,

Further, the internal memory 632 is further conhected
to an internal data bus 643.

Eurther, the switch circuit 634 is further connected

- through an external data bus 644 to an external memory 660.

Further, the selection circuit 636 is further

connected through an external data bus 645 to a debugger

661
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15 The CPU internal status rewite request signa

'S661c is a signal for requesting a rewite of
-information showing the internal status of the CPU

637. On the other-hand, when the judgnment result

signal S635c fromthe judgmypls circuit 635 indicates

20 validity/connection, the selection circuit 636

outputs the HALT signal S66la input fromthe debugger

661 to HREecPbhegsemippaducker| ghdmehBlr coukesprgdal to the
S635¢c fromthe judgnent «circuit 635 indicates
vaeimndicpptocteectivonithef stiedtirat 35pactcolf ttifi3@nvention,
outputs the CPU internal status read request 195
stHeatpG6dd ba Apdls B4 | b LEdbofd AMS tHIVE NS ¢ 3USSmission
signal S661c i nput fron1the debugger 661 to the CE

6 Fugt , [ r 6 Ruts the

Bine FYFE LHRL £1 A€ sSGL EGN! %é:%%?gykéug? ftrqgém Bho eqrdgbmodule

CPU i nt ernal status S|gna I npu

6 n th the jnternal status read
ré&qu%s g%?%né? §§6%) ’trhSt’&écﬁL){ﬁ’g?g'é o gkecHid g3 prpIram
outLp he address of the internal nenory 632 to the .
%%rgég %b§354isﬁﬁﬁtlﬁ§tFHEtFﬁﬁeﬁ§b€nvn§bﬁuéPFﬁ§nal menory
nal S637a showing the type of the instruction being

| 1 L xeRuxrererds heo sthmag torage gixramid iof &beofdaste aspect

wWth the sane perforns processing using the
| o1 ttrthee tiinves teiroh dathe COU 682 oo sponds e thY ptocessing
read fromthe internal nmenory 632 through the switch

hifdiit 658 end @.E’Js%éaatéﬁéeé 8£0tnEUL hhehcibhe ggé’t gﬁtch

out puts the address of e 15 external nenory

téﬁ@(@é €33 b&?r:@é;p&qgst Qg Lﬂét E:HJ(::;{: connection switching

.c1rcu1t of the first aspect of the invention, the switch

circuit 634 corresponﬂs to the second connection switching
.circuit of the first aspect éf the invention, the judgment
circuit 635 corresponds toc the connection control circuit
of the first aspect of the invention, the selectioﬁ circuit
636 correqunds to the third connection switching circuit
of the first aspect of the invention, the extérna1~mémdry
660 corresponds to the storage apparatus of the first aspect
of the invention, and the debugger 661 corresponds to the
external.apparatusAof the first aspect of the invention.

Further, the signal line 642 corresponds to the third

. transmission line of the first aspect of the invention, while

.the' address-bus 641 corresponds to the fourth transmission
line of the first aspect of the invention.

-Furthej:,' the judgment result signal S635a corresponds
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type instructing signal S637a to the signal |ine 642
and in accordance with the sanme perforns processing
using the instructions and data of the program

- nodules PM2, PM3 read fromthe external nenory 660

t hrough the external data bu 0 644, switch circuit
634, and CPU data bus 640. a HALT signal S66la is

i nput through the selection circuit 636 fromthe
débudber f665t domt@dl GIgnadl of tthe fApetatisprecd dfhahe
CPU 637. Further, when the CPU 637 receives as input a

CRhvedtiont, eipal jﬁa?ﬁléﬁj:r £a8u1 WESha Bl L Xfitsponds to
through the 196 selection circuit” 636 fromthe

d i ' | i gnal .
S%g%%%ﬁ %Dn't&.cﬁ%.@%&l %‘% t Qtfq.rrlg}.% ﬁé@ég S’Q:ES {:gg a:l.nvent:l.on ;

|ng|nfor tiron show n I ntern

tatus in the CPU 637 designat that signal = S661b, .
AP OReBeRr rraR ETNL B930F SOke Ry e B thizd

5 Further, when the CPU 637 receives as input a CPU

i AiPRERgl signrgd Péwtheefizghessrscinalf tbeldnvensdgn .

the selection circuit 636 fromthe debugger 661, it

rew it eBIGt hB0Bnisranvien Showerglaheingt thaakostahre

of the CPU 637 by the content desi.gnated by that
segnfiigtfationDof thet Bemicbdadubeoepenapl e3106hbla €RUFIG.
637 is controlled by the debugger 661. The debugger -
6pd2 uses the HALT signal S66la in accordance with the
debuggi ng object to control the operation of the CPU

637, nng&%q&; % eration of CPU.GSé usi ng, 15

the internal s Q?Uﬁ%g’gt%é’a'ﬁgsst h%lqé%lél’" %Té‘%'%%f'are tayer,
internal status signal S637d, and custom zes the CPU
6€l7a{)y1§ hei_:le?daardware component of the semiconductor chip
631 shown in FIG. 102.

Above the hardware layer is positioned a communication
driver layer. The communication driver layer has positioned
in it a communication driver layer for controlling the
communication. The program of the communication driver layer

is usually stored in a nonvolé.tile-memory.

Above the communication driver layer is an operating

'-s.ystem (OS) "layer for providing the program forming the

- foundation for the operation of the semiconductor chip 631.

Thg 0S layer provides the highest application (AP) layer
with highef concept servides cdm_par'.ed with the lower layers.
Further, above the 0S 1é.yer is an AP layer t;lefining
the specific ;functions '(services) realized by the
semiconductor chip 631. The AP layer has, for example,

application programé AP1, AP2', and AP3 realized by the
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.internal status rewite request signal S661c. Next,
exanpl es of the operation of the sem conductor chip

631 will be explained. 20 [First Exanple of QOperation]
For exanpl e, consider the case where the debugger 661
outputs to the selection cirgug 636 one of the HALT
signal S66la, CPU internal status read request sigha
S661b, and CPU internal status rewite request signal
SBEPETaBsmpdudgiss Béhde, BMi@n e BMU363homec dos #9G.ha 02.
internal 197 nenory 632 through the CPU data bus 640
and swi The itexndl ne3®ryt BaR storemahe peogvhinafivdule PM 1
circuit 633 is in the connection state, due to the

j uggenat appltibh tSogn proge3RC AP1OELLIS inU#dEENL 03 .

circuit 635, the selection circuit 636 becomes the 5

'nval'dFi&/di§goﬂge§tbQQwSEQLfﬁx§E§t§Eng nagcééﬁ%lguratlon

circuit- 636 does not output

dEH LpLernal statu agﬁFéequest signal S661b, and
ntefhaf™ a?a?u request signal S661c to

the CPU 637. Therefore t he debugger 661 cannot access

the cP33howp %HdFE%nn%?4acEB%sPFﬂér?ﬂt@Pﬂﬂlenﬁﬁniyls

632 either. On the other hand, when the CPU 637 is not

eerrE} pedidie a pluradi tyerd @rmom hatlules . IAE®. t1(81 shows

swtch circuit 633 is in the disconnection state, due

tthe lpaserearati tt &sUtdmp Bi g lo £36 FeHE0BF tfithd tidgRBHY 1 es

circuit 635, the selection 15 circuit 636 becones the

vk i di ¢/ @@nection state, and the selection circuit
636‘outputs the HALT signal S66la, CPU

As shown in FIG. 104, the instruction (coda) at the
head of each of the function modules FM 1 to FM n is an unlock
instrﬁctioh, while the tail instructien is a lock
instruction.

Here, a lock instruction is an instruction instructing
a later explained judgment circuit 635 to hold the switch
circuit 633 in the connection state until the next unlock
instruction.

Further, an unlock instructiqn is an instrﬁction
instrﬁcting the switch circuit 633 to switch to the
disconnection state. |

The switch circuit 633 is interposed between the CPU
data bus 640 aﬁd the internal data bus 643.

The switch.circuie 633 becomes either the connection
state or discennection state based on the judgment resalt

signal S635a inpﬁt from the judgment circuit 635.




internal status read request signal S661b, and CPU
internal status rewite request signal S661c to the
CPU 637. Therefore, the debugger 661 can nonitor and
set the 20 operation of the CPU 637, but since the
switch circuit 633 is in thgqgedi sconnection state,

', cannot access the internal nenory 632. [ Second
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Exanpl e_of eration] For exanple, consider the case
wher e t'ﬁgec%légb FITCYEt 834 sk P terpesqd hrtwenmdhe CPU

. 660 through the switch circuit 198 - .634 and external

ddaiapbysc440 pndt eixdegasd, dake bost IGeMj.udgmsnt resul t
signals S635b and S635c fromthe judgnent circuit

635, thEhevswiboki €Ltdhit 68 Buble i e ivhdlidor®rdftion
beconme the connection state, 5 but due to the judgnent

rSEHE& §kga§5c§ﬁ§éét15nes%ﬂ%gcgasghr8 Ehg3§ ﬁ&%ﬁ%Sresult

t he di sconnection state. Therefore

accessed.fromthe external dat a
b A
sem cogﬂrctor 631 10 when the internal nenory .
632 an ‘?1@"@55‘ % £3hsaida § 35, moni forgethe mddyewn bus 641

state, external access fromthe external dat a buses

- cad oFipmal 1ine @42y (Wwenl thfhadshess  siaperldiowpput by the

the sem conductor chip 631, it is possible to .
reP¥ o3y o otlestaddree gy dgrsaedmduldd el the aHdreds Ghere
the internal menory 632 fromillicit access from

OtH& | si€o@farh hBo§@TE COMAYUCE 97 s €51 03634 end iﬁﬁéfﬁgi memory
possible to maintain The confidentiality of
8% 20 %H"B@'é‘ ll(flstMul:tlon type instructing signal S637a output
by the CPU 637 to the signal line 642 indicates a fetch
instruction, it genérates‘a judgment result signal S635a
instructing qénhection. In other cases, it generates a
judgment result signal S635a instructing disconnection.
The judgment cifcuit 635 outputs the judgmént rasult
signai S635a to the switch circuit 633. |

Further, when the judgment circuit 635 generates a

judgment result signal SGSSa,inst:ucting connéction, it

‘'generates a judgment result signal S635b inétructing

disconnection and'outputs it to the switch circuit 634.

Further, when the judgment circuit 635 generates a

- .Judgment result signal S635a instructing disconnection, it

geﬁerates a judgment result signal S635b instructing

. connection and outputs this to the switch circuit 634.

Furthér, when the judgment circuit 635 generates a
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Further, according to the sem conductor chip 631, the
process of execution of the program nodule PM 1 by the
CPU 20 637 cannot be nonitored and anal yzed fromthe
outside. Further,, according to the sem conduct or
chip 631, it is possible to prgyent a confidentia
program nodule PM 1 from being illicitly accessed
fron1pro ram nodul es PM 2 and PM 3 stored in the
bEggnpd E6@Heh iBsioniatamg teGneftdion, it

- present enbodi nent i s an enbodi nent corresponding to

t gen2@talteanad Fielgraspetesulft Hignialy SHE5Y indtEuckihg
is a view of the configuration of the sem conductor

C inRra 134 t91/ 3R RnhedtIBR aﬂfii bhe ?Q{'_gséﬁ]is o, the select:l_on

|nvent|on As shown in FIG he sem conducto

1 S an encryptlon/decryptlon circuit 6134,
§§ﬁ§%? g??CU|t 6135, selection circuit 6136, and

CPU 613 e encr |gn/decr ption_circuit 6134 and
CPU 613 g ihih, HBE: dndobont pirauis 633 gemerates
The | udgnent circuit 6135 . and CPU 6137 are connected o
auﬁﬁmﬁa&r gesubtissbamal 6353 ydyHemctbing dits@rgicticdon, it
CPU 6137 are connected to a signal line 6142. 15
Foenteateshe gndgmphtormededtyptigonlcB8686et i6k34ucting
further connected through an external data bus 6144 to
avaliditg/oahneetnoy 8Ad6ButphatBethikNeoSeh&CEb®Bction
circuit 6186 is further
circuit 636. '

Further, when a function module in the program module
PM 1 is called up by a branch instruction included in another
function module being executed by the CPU 637 during
execution of the ‘program module PM 1 shown in FIG. 104 by
the CPU 637, the judgrhent circuit 635 outputs a judgment
result signal 8635a instructing connection to the switch
circuit 633 conditional on the instruction at the head of
the called function module first starting a fetch (that is,
when a branch instruction designating the instruction at
the head of the called function module is being executed).

As expiained using. FIG. 104, since the head of each
function module has an unlock instrx_xctioh' (disconnection
felease instructipn' of the first aspect' of the invention)
positioned at it, the judgment circuit 635 outputs a judgment

result signal S635a ihstructing connection to the switch

circuit 633 based on the unlock instruction until -i:he next
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connect ed t hrough, an external data bus 6145 to a _
debugger 20 6161. Note that in the sem conductor chip

6131 as well, the software structure shown in FIG
103 is simlarly applied. Here, the semniconductor
chip 6131 corresponds-to the iconductor circuit of

t he second aspect of the invéntion, 25 the externa

data bus 6144 corresponds to the first 200

t FaRiiagitenation Jdisnenneatticns pder tofinsdtaruction of the
invention, the external nenory 6160 corresponds to :

t g rstto azge cap pdr ahes invention)edend@sRaeld OfAd Rhis time,
i nvention, the program nodule PM 1 corresponds to the

| B8t etpliadneiOba®ige | Hhed sHEQPHAPi 2 ¢ RY 59PN sneq a
aspect of the invention, the encryption/decryption

Cls L. 61 r ngs he ncryption/.decryptiaon
cPngk%n%fiéﬁgegeggﬁgagsgecéhbﬁnfﬁgu |ﬁ€@hgﬁ5ﬁ9%ﬂ%¥tl°n'

ju ng. circuit 6135 corresponds to the control

L PBITR, tf FHLe St ik OO0 E Aot PRVSHS Gitdment result
sel ection circuit 6136 corresponds to the selection -
cftenpt S8PSehanskrvgiingpdavadfidiky/disconnestiome so a
CPU 6137 corresponds to the second conputation
ctespprarmdtiithef he epeaia tianaiod thes5ECRE €31 bgstivd dibugger
to the second transm ssion |ine of the second aspect

o66Lheri avgaisD8iodSofi Rk, chUeifkbenaal s#BHALY i8E6%mation
will be explained. As shown in FIG 105, the externa

: t d R P 2 .
TR 1P 3ed M ERUABIIER UL, DU functson
f;F%{JQ%&Q r %g]__l rTEg ui?ﬁ_l? Msl]ioﬂg Sizci OEHE d e%k atlzg'u_ »:3\1/:\/I la ggces sed

strat

from the program modules PM_Z and PM 3 present in the external
memory 660 or the debugger 661.

| Further, when a function module in the program module
PM 1 is called up'}:;y the CPU 637 executing a branch
instruction included in another function module while the
CPU 637 is executing the program module PM 1 shown in FIG.
104, when first fetching an instruction oﬁher'than’ the '

instruction positioned at the head of the function module

- of that call destination, the judgment circuit 635 outputs

" a. judgment result signal S635a instructing disconnection

to the switch circuit 633. Further, in this case, the judgment
~circuit 635, for example, haits the operation of the CPU
637 or performs pz;:ede_termined' error processing.
When the ju_d_gmeht result sigﬁal SGBScfrgni the judgment

circuit 635 indicates invalidity/disconnection, the
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20 The confidential programnodule PM1 is encrypted

and stored in the external nenory 6160. The
nonconfidentlal program nodules PM 2 and PM 3 may be
encrypted or not. FIG 106 is a view for expl aining

the configuration of the proggam.nodule PM 1. 25 As

shown in FIG 106, the programnodule PM1 is 201
conprised of a plurality of function nodules. FIG 106
sﬁggsctitﬁa Trih 878 invalidahgs theHAHT signadeP66ta input
function nodules. FM1 to FMn. As shown in FIG 106,

t fivonddus debugberf ¢4k t(operatdoinckal § Hedule sto oEM ir st @aspect
set with I D nunber designating informati on designating

t&e thenifitengsiodfeah® duabehodesigpati N8 to the CPU 637.
instructions are not encrypted. Here, an |ID nunber is

| RELE MLh@NHARY | T ¥EBP2255CQ0 di; i aQn
nmodul e. As expla?ﬂggs}a¥gﬁgamﬁgngt%gaﬂgg &HQtEHB%&h& a

epSh L o /%g LypLi ciLeui}, 8134 cr S hge

fund¥|on ﬂn uFes, i?ﬂ?soﬁseﬂ Tor g%e%ﬁ?y%% F "key

i nfor i on bp . be used for .that decryption. Further, :
at the HBRT CHRGAITRERE THRLY BHORBHS COF R o hepdgment
are placed instructions desjignating the |ID nunber 15
Rirgepit ($33tindicakes| havabidhty{dbsconeetbitowi hhe

i nstructions do not use keys, that is, are not

esetgptiol) ciiheuitunélé cinvalidates ashe hOPM intékfral status
107, are encrypted in units. of block data of

Rt estet SE i eeEl fiodal S661b and CPU internal status rewrite
request signal S66lc input from the debugger 661 and does
not output them to the CPU 637.

Here, the CPU internal status read request signal 5661b
is a signal for requesting information showing the internal
status of the CPU 637.

The CPU internal status rewrite request signal S66lc
is a signal for requesting a rewrite of information showing
the internal status of the CPU 637.

On the other hand, when the judgment result signal
S635c from the judgment circuit 635.indicates
validity/connection, the selection circuit 636 outputs the
HALT signal S66la input from the debugger 661 to the CPU
637.

When the judgment result signal S635c from the judgment

circuit 635 indicates validity/connection, the selection

circuit 636 outputs the CPU internal status read request
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| engths. The block data 1 to n have parity data 1 to n
added 20 to them The encryption/decryption circuit

6134, for exanple, encrypts the function nodul es

shown in FIG 106 of the programnodule PM 1 to be

witten in the external menory 6160, as shown in FI G

107, in units of predeterm ned block data. 25 At this

time, the encryption/decryption circuit 6134 202

e ﬁéﬂ?ﬁtlss gath ang GRbAnfegoRrlustauanyewkiye request signal
information and sets at the head of each function
bEé6kcunnpotyfred théadebudexi)6éD tuindind clasigal i ther,
instructions (information) designating the ID nunber

f @hel Qamabiﬂbagcmeuwn%bksoe.u%pmgu'tﬁé_- 2PueiRkarned status

earller using FIG 106. Further, th
XQ&' 88 é?&ci ?M:OP &Lr uét?ﬁ}% rcaw:t:to r?‘rﬁeGWJ'th the

s the key | or mat on

ncti on

, h the | D d t d f t f
n§§ HURC AR BRatie e Fesent, Podol B e i e

asgect 10 of the invention) and key information used
encryptlng the function nodul es Iinked together.
Furt her, when the encryption/decryption circuit 6134
encr ypt Bhe KPWDH63T kodtpats dshes hddreiss 6fGhd Ghtdrnal memory
generates parity data for the block data and stores

t632 tpArttey addiraskSbhsnEel ad e AiIHGSRYPE Bstructing
bl ock data in the external nmenory 6160. At this tinme,

tOE LT ¥PE TR néﬁi&@{ﬂ?t tR8 & uj, t?é Sﬁngg? Eigé being

parity data so that The su ot a ata
o ABRBRALYSq Ut SRR bl 7 SHEL 28512 4mpce i ene
same perfoms' processing using the instructions and data
qf the program module PM 1 read from the internal memory
632 through the sﬁitch circuit 633 and CPU data bus 640.
Further, the CPU 637 éutputs the address of the

éxternal memory 660 to the address bus 641 and the ins truc_tion
type instructing signal 8637_51 to the signal line 642 and
in accordance with the same pe_rforms. proceésing using the
instructions and déta of the -program modules PM 2, PM 3 read
frbm the external memory 660 through the external data bus |
644, switch circuit 634, and CPU data bus 640.

| When é HALT si_gnal-SGGla is input' through the selection

ci-rcuitr 636 from the debugger 661, the CPU 637 halts the

.operation of the CPU 637.

Further, when the CPU 637 receives as input a CPU

"ihtern_a]_- status read request signal S661b through the
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20 obtains key information for the function nodul e

input from the external nenory 6160 by view ng the

key information table 6190 shown in FIG 108 using as

a key the I D nunber designated by the |ID nunber
designating instruction at _t head of that function
modul e. Further, the encryption/decryption circuit 25

6134 uses that key information to encrypt that

f GRterbhon 9pBcuibdaBe fromrthe dgbuggenififile, ngntdubpacts an
bl ock data. Further, the encryption/decryption
cinterhablstatdscsipisl t963Td MGid1AITY UnFork¥fion showing
judges the legitimacy of the parity data

CEhé ERPOIERAD st thitAinf €& Ids 6¥9IHES 1 gra fbgl iy, SHd " ®ignal
if judging it legitimate, it outputs tﬁat ecrypted

1 .the ot her i f, judgin
6610 AR e I o CPs SRTG AR WA vl b ishiftiber s61.
CPU 61 of; perfarns predeterpined error processing.
Not e tﬁ‘g‘f’;’{’?%t h‘@‘%‘? e@éehtc PR3l ERtet YRR 33t AnPRRgRhCPU
10 of the block data and the data |ength of the
AT ndtRiFes Reyrbketreasent signalf8f6he. tirheugh the

~judgnment circuit 6135 generates a judgnment result

ettt B 3Girent £ UE3 6 nEromvithe dideéhigger 066Ect f bnrandites
outputs it to the selection circuit 6136 when the CPU

Gl ik oramanteions ShgeildP rtiRX Atiednal1estAiti®) oF the CPU 637
confidential program nodule PM 1. Further, judgnent

Hy Eiel cBA8anHCRES BEFS L IBIF YR o SﬁHhtsééﬂ@?'tn%g l:t%ﬁte:his ,

instructing validity/connection an out puts 7
SPACCHE G U B 53,108 CYSLH 20,1408 et
661.

The debugger 661 uses the HALT-signal S66la in
accordance with the debugging object to céntrol the operation
of the CPU 637, monitofs-the operation of the CPU 637 using

the internal status read request signal S661b and internal

status signal S637d, and customizes the CPU 637 by the CPU

.internal statﬁs rewrite request signal S66lc.

Nexﬁ, examples of the operation of the semiconductor
chip 631 will be explained.
"{First Example of Ope¥ation]

' For example, consider the case where the debugger 661
outpgts fo fhe selection circuit 636 one of the HALT signal
Sé6la, CPU_interﬁél staﬁus read request signal SGSib, and
CPU infernal status rewrite request signal SGGlc.

In this case, when the CPU 637 accesses the internal
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‘program nodule PM 1. The judgnent circuit 6135

nmonitors the addresses and instructions output by the

CPU 6137 and flowi ng over the address bus 6141 and

signal line 6142 and, based on the sane, 25 judges if

the CPU 6137 is accessing thegprogram nodule PM 1. -

204 When the judgnent result signal S6135 fromthe
judgnment circuit 6135 indicates

iPRIBP Y €32 dthweongle dihien GPU Ivla tas Blusc 6i40n aoidr swiittchldfrcuit
i nval i dates the HALT signal S616la input fromthe
dEIRIgIMha this ]l Wiapethti A tul tireqiesé3Piishi s et donnection
aspect of the invention) and does not output it to

datdl) MiSTeo HEKS yldigndit esLafg! o F0L1 355358 2HORne

instructing to tenporarily halt the operation of

- ' t [t signal f
Tl BT RS 495, IERLAL S A0 BRI, e

'anwiiﬁéggquconnectipn, the selection circuit 6136

Rt HREVBPT R BFateatRd theseleghkien circuit
signal S6161b and CPU internal status rewite request -
sﬁﬁﬁwapesmwtﬁpﬁttkq SALThei gl §§63 a6 16RBU dmtatuesl status
not output themto the CPU 6137. 15 Here, the CPU

- ineagt rEquststt wdgnedd S66dbesthnd ghHl inte#hdb s8aus rewrite

signal requesting information showing the interna
Herjusis t0fs iigia ICRIE68 ko e @y iggernal status

rewite request signal S6161c is a signal requesting
rewn it gnaloleled NEALTBLL Oy A '
status of Fhe CPU 6137. gggége&%?ﬁg?aﬁg%%%c%%%hE@%ECPU 637

cannot accesssl_ YL internal memory 632 either.

10 Lydonent result al

On the other hand, when the CPU 637 is not accessing.
the internal memory 632, that is, when the switch circuit

633 is in the disconnection state, due to the judgment result

| signal S635c from the judgment circuit 635, the selection

circuit 636 becomes the validity/connection state, and the

selection circuit 636 outputs the HALT signal S66la, CPU

internal status read request signal 8661lb, and CPU internal

status rewrite request signal S66lc to the CPU 637.
Therefore, the debugger 661 can monitor and set the

operation of the CPU 637, but since the switch circuit 633

* is in the disconnection state, cannot access the internal

memory 632.
{Second Example of Operation]
For example, consider the case where the CPU 637 is

accessing the external memory 660 through the switch circuit
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S6135 fromthe judgnment circuit 6135 indicates

val i dity/ connection, the selection circuit 6136
outputs the HALT signal S616la input fromthe
debugger 6161 to the CPU 25 6137. 205 Wen the
judgnent result signal 861§51% om t he judgnent

circuit 6135 indicates validi @/connection, t he
selection circuit 6136 outputs the CPU interna
s63tuandeadtergatsdatai hnal 686161b and CPU i nterna
status rewite request signal 5 S6161c input fromthe

- debuggern Gk taskhedeE 4t Hhé JhHGhERE, red L S.ﬁ!(_ﬁﬁli@%ﬁ35b

circuit 6136 outputs the CPU internal status sigha

S613 7k 4 ‘ t 1 L ac d e wst, the ..
T e fronl Te, IR b e bR PESS TR Al flBouie
d er 6161.. .10 The CP 7. outputs.to the address

et B s Rt RN kSR thenoPpRsTegmatate.
to th si%nal line 6142 an instruction t Be .

it e )y %‘il@nwdmevar%ﬁwnglmlt%i apf thfgeswitch

i nstruction being executed and, -in accordance with .
tperagyie 635 PRoome sptbecdisseopnsd hipn rtatect Thesediodte, the
data 15 of the program nodules PM 1, PM 2, and PM 3

rigsice fnapin ndmorie X6 32 neknEt by HAGEsséd oftigbnt HRe external
external data bus 6144 and encryption/decryption

dattd iBudsda346 4 ety téwes CPU 6137 receives as input the
HALT signal S616la through the selection circuit 6136

fromt e 61,. operation, of. the .CPU
6157 | 25 GiHeted t%%’e"l% i s Sepifpoilide ton b 631,

y ut the CPU internal status read request signa
-é@%ﬁ‘lb‘&ﬁﬁdﬂbﬁf‘tgﬂ% memory 66%2 anc‘f the CPU data gbus 640 are

in the _connection state, external access from the external
data buses 644 and 645 is not allowed.

Therefore, according to the semiconductor chip 631, "
it is possible to reliably protect the program module PM 1
stored in the internal memory 632 from illicit access from

outside of the semiconductor chip 631 and therefore possible

‘  to maintain the confidentiality of the program module PM__ll.

Further, according to the semiconductor chip 631, the

process of execution of the prog.i:am module PM 1 by the CPU

637 cannot be monitored and analy#ed from the outside.

Further, accoxding to the semiconductor chip 631, it

'is‘ possible to prevent a confidential program module PM 1
- from being illicitly accessed from program modules PM 2 and

"PM_3 stored in the external memoxry 660.

- Eighth Embodiment
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selection circuit 6136 fromthe debugger 6161, it
outputs the internal status signal S6137d i ncl uding
information 25 showing the internal status in the CPU
6137 designated by 206 that signal S6161b through the

. selection circuit 6136 to _thggedebugger 6161. Further,

when the CPU 6137 receives the CPU internal status
rewite request signal S6161c through the selection 5

ci r cui t Thha FFagent emboddmegdei-s 616 Enliadimeat resrelsponding

i nformati on show ng the internal status of the CPU
6€87thg 20hk andt 2hstdaspgoatedrbyhehensibgrabnS6161c.
Due to this, the operation of the CPU 6137 is

cont r ol gl byos hes debyfee” o 6dd - chinT&&rQGPHﬂgﬁf fel
uses the HALT signal S616la corresponding to the

d ' L ec r he tation of 1he CPU
SR Qb ECknl SESLI BE LiCopRRRLFbNeReS the| REorent
tfevégéernal status read request signal 56161b and

i Wt eThat®St at us signal S6137d, and custonizes the CPU

15 6137 by _the CPU internal status rewite request -
si gnal PSEPeHD iReREC - ek@Ppl Bre sfemiqondngtay shist 6134 has
sem conductor chip shown in FIG 105 wll be

e eaicmyi t iphi/ decripddipinecbf cgpe Ediddgnjudfment tdiiscui t 6135,
exanpl e of operation, the case where the CPU 6137
vselestich citemikt€rIe] aeporyy 64697 data of the

program nodule PM1 will be explained. The CPU 6137

out put Sreh @nMriyit idat A1d W pigihhd N ARH ¢ 6134 and cPu 6137
are connected to a CPU data bus 6140.

The judgment circuit 6135 and CPU 6137 are connected
to an address bus 6141,

- The judgment circuit 6135 and CPU 6137 are connected

~ to a signal line 6142.

Further, the encryption/decryption circuit 6134 is
further connected through an external data bus 6144 to an
external memory 6160

Further, the selection circuit 6136 is further

connected through an external data bﬁs 6145 to a debugger

616l.

| Note that in the semiconductor chip 6131 as well, the
software structure éhown in FIG. -103 is similarly applied.
Here, the semiconductor chip 6131 corresponds to the
semiconductor circuiﬁ of the second aspect of the invention,

the external data bus 6144 corresponds to the first




data bus 6140 to the encryption/decryption circuit

6134. 25 Further, the encryption/decryption circuit

6134 207 encrypts the wite data, as expl ai ned

earlier, using key information corresponding to the
function nodules in units _OP | ock data and wites

the sane through the externa ata bus 6144 in the

: external nmenory 6160. 5 Further, information relating

; t brahsmiepipnf bimatoHtheifdastoaspaetanf rsha iidiventtion, the
| added to the key information table 6190 shown in FIG
léRteAhal hinémbirgee16bechudgsBBhdsi £6Utheb488rYbPEbPadatus
judgnent result signal 56135 showi ng 10

i g¥athdi 1 §C [ t i 0 i it
5o he eEoPhE RIPASE, 88 PR TRYSR Rah oné REPbLen, poduie

rﬁqdlreoéjest s&sg.q%l 6161b an}o%CPUinternal Status

Fews te T egURa S Gnare SBTETECHELNtPY (BIRTHE NG 2 program

selection circuit 6136 are not output to the CPU
5 G457the RGP cRsPeFhcet | Fe Wi PYen BaeR, | Shaol
encrypted on the external data bus 6144, even if the
srerYRion deprepbida cizcuit 6134 ycorovbepondaeto the
confidentiality of the program nodule PM1 is not
| erstxyp Seow dle Exgpiol en ofi fpei Bit bONEh@0sddonhdi SsP&8EPLE the
of operation, the case where the CPU 6137 reads

| NIStEMEL OISt Fladgmiht { HBEr i 007 EIRE0E Lo DbAdE " €8 the

the external nmenory 6160 will be expl ai ned. eto a
EHEA P IO de URH UL ALRHRIBE: cnbPRVUELISRS the
or data of the program no Gl'e BVPI ar e read

10 selection circuit 6136 corresponds to the selection circuit

of the second aspect of the invention, the CPU 6137
corresponds to the second computation circuit, and the

external data bus 6145 corresponds to the second transmission

line of the second aspect of the invention.
15 First, the external memory 6160 will be explained.
As shown in FIG. 105, the external memorj 6160 stores
the program modules PM 1, PM 2, and PM 3.
In the present émbodiment, the case where the program
module PM 1 haé confidentiality will be illustrated.

20 The confidential program module PM 1 is encrypted and
‘stored in the external memory 6160. The nonconfidential
program" modules PM 2 and PM_3 may be encrypted or not.

FIG. 106 is a view for explaining -thé configurat_ion.
of the program module PM 1.

25 ~ As shown in FIG. 106, the program module PM 1 is
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25 . fromthe designated address of the externa

menory 6160 and 208 output through the external data
bus 6144 to the encryption/decryption circuit 6134.
Further, the encryption/decryption circuit 6134 views
the key information table 6190 shown in FIG 108 based
on 5 the ID nunber shown by 4%e 1D nunber desi gnating
instruction set at the head of each function nodul e

i rqmmp:armlad)btfaarxsluﬁahaﬁgeysfl PhREIR6h LA ELS 7Fad| D86 shows
to that | D nunber. Further, the encryption/decryption

C'ﬁl@bhsé%f@ﬁﬁyg thﬁﬁlbgﬁtéf‘ ‘;‘lt llnglﬂgeg éj?{lﬁc{:ign modules
fromthe external 10 nenory 6160 usi ng
[ K | in units of block data and then perforns
pgﬁgegq%}oceéglng Further, the parity processed data
or instructions  are ou ut t hrough the CPU data bus
6140 t oPFnEhewy igy §3G. ké) 6t fhe heads qffhpyfgnehion modules
circuit 6135 outputs a 15 judgment result signal S6135

i A datrnfM R Aze istit ywidhsEBrmmaehe nriasigriet Tef dotficamation
CIrCUIt 6136, and the HALT signal 5616la, CPU
|d@engahtshatmberéﬂdnanEest Thieg I8 nGMbelb dedign@ing
internal status rewite request signal S6161c issued

f instihetsehechireNnoitr elckyptad@.are not output 20 to
the- CPU 6137. Further, since the wite data is not

encrypt n eyne I ggyen if e.
exteygaﬁgﬁgfagﬁu§06éhﬁﬁgé l??%$€$¥§a@probear %ﬁgntlgylng a

onti dent| ity.of the program nodule PM 1 is not

T ERreSEe AR B St P e 25 FRGat BefiHkatex, when the

sen1conduct? . . .
encryption/decryption circuit 6134 decrypts the function

modules, it is used for specifying the _key infor_mation to
be used for that decryption.

Further, at the tail ends of the function modules Fm;_l
to FM n are pléced instructions designating the ID number
as "#0" (instructions indicating that the following
instructions do not use keys, that is, are not encrypted) .

The fun_ction mOduleg , as shown in FIG. iO'T , are

encrypted in units of block data of predetermined data

- lengths. The b_lock data 1 to n have parity data 1 to n added

to them.

The encryption/decryption circuit 6134, for example,
encrypts the function modules shown in FIG. 106 of _thé program
module PM 1 to be written in the external memory 6160, as
shown in FIG. 107, in units of prede_.términed block data.

At this time, the encryption/decryption circuit 6134 '
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209 chip 6131, even when storing a confidentia

program module PM1 in an external memory 6160

out side of the sem conductor chip 6131, the
confidentiality of the programnodule PM1 can be

held. 5 That is, when a configggtlal program nmodul e PM

| stored in the external nenbry 6160 is accessed by

the CPU 6137, the selection circuit 6136 prohibits

t FEPFERE a1 Fumgtgmn ddmmknusdhign gnyl kbyt IRf6Phhtion and
6137, so it is possible to prevent .the processing of

t IRe %% Gt dthenbeuide omelacheragpexeauﬁfécxloumnabg%,@é’& (plain
6137 frombeing illicitly nonitored by the deE;rn:r

6 Hidx £)FUIT hRimbest el iRATA M Pr-AEESSING d.5s PES .
after ) decrypting dat%nd idralst ruct |c?%'skrsea_gu¢ :)?Irrm;ﬁt‘i o‘:‘)

e i RN nsui { ahle key in ]

[ s)aeﬁ{sle@g{ a%tc?r 15 I%éhe&%gg‘cr ype'tlnoéjnm:orlc{\ﬁrﬁ‘tei‘ﬁ""Zt]I qtjﬁ’t}%?t ﬁ?‘:‘:‘:—:n

[ j 1§ ,;desiroyed or tanpered with,

bg"%gedti%tﬁ g‘%s t‘?"??“’t%ﬁé“ é‘t'i ilﬁ”od’é’s"éﬁ_%f%d 16t abl y

dealt wth, The present invention is not limted to

t he abg%grtgﬁﬁkaFﬁ@de@ﬁﬁﬁeﬁﬁén{dQQOYFanoexeupba;u 6134
the above expl ai ned enbodi ment, the case was -

i BPRSER&esdand hhilds the key iinfornmtion tabiie G1%Q shown
shown in FIG 108, that is, the key information, was

- hahFIG n10Beshauighe RheCGin auhbe®b3es Ytaldq El%é:a{;ﬁ% d:'unction

possible to encrypt the key information ta oo
aﬁddﬁlaée(kéyl QpéenggﬁgefLEB%LtEg:qo (r3¥ glligoee;:onéli aspect

of the invention) and key information used for encrypting
the function modules linked together.

Further, when the encryption/decryption eircuit 6134

- encrypts the block data, as shown in FIG. 107, it generates

parity data for the block data and stores that parity data |
linked with the corresponding block data in the external
memory 6160. At this time, the encryption/decryption circuit
6134 generates parity data so that the sum totai of the block
data and parity‘ data becomes a predetermined value.
Further, the enc;yption/decryption cireuit 6134
obteins key information for the function module input from
the external memory 6160 by viewing the key information i:able
6190 shewn in FiG. i08 using as a key the ID number designated
l.by the ID number designating instruction at the head of that
funcj:ion module. Furtﬁer, the encryption/ decryption circuit

6134 uses that key information to encrypt that function
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Ni nt h Enbodi nent The present enbodi nent is an

enbodi nent corresponding to the 22nd to 24th aspects
of the invention. Next, this enbodi nent of the present
invention will 5 be explained with reference to the
attached drawings. FIG 109 %‘? a view of the overall
configuration of the comunic Pon system 701 of the
present enbodiment. As shown in FIG 109, the
cargrimle ain omiystefn 7I0d abows-hdet SERa@ bIddx dfigar d
703, card reader/witer 704, 10 personal conputer 705,
ASP ( ap[EimHdOn @RS i@ WdfiRidoryiflie JilbuANb134
SAM (secure application nodule) unit 709 to

C QBB {LoTvels et,,710 an erf.or L.
.settl erren?t ﬂp{ocessﬁ%}?o‘é&%ﬁ%’r %l}%%e%%?%egs fidre g\iegltlmacy

pro%qgilgear% ing,the |1 C card 703 (integrated circuit
of the presen T RS HOdAR nWhah (fumstiemimedule.

prqcessi ng apparatus of the present invention) has an
eﬂ%e%iﬁs ﬁ"é’fg‘rfy Hyoginihdd kagiddimatsf, tife qriasemt that

i nvention) and SAM chi p.708 (sem conductor circuit of

t Repa@das dphacke ithe) CPUSIRRE. SAMbaiqrhBhankl, if judging

necessary, transfers data with another SAM chip 708a

. (&t hernclediegpinineity, ditf Rl tsOfhd PpedtERNLE the CPU 6137
invention) . The SAM chip 708a, for exanple, as shown

| BrFpGrfbis b eaRPaeHigEd M 5P _server 719a
MEiE et ot SAMlchidge%é’ig?frg%séﬁgﬂfﬁ in FIG

L Tk AR o R T e
C‘Q% ptizg %ﬁolcﬁc kc)iaaﬁziaa.cglnlciythe data length of the function module
may be the same or different.

The judgment circuit 6135 generates a judginent result
signal S6135 instructing invalidity/disconnection and
outputs it to the selection circuit 6136 when the CPU 6137
is accessing (for example, fetching) a confidential program
module PM 1.

Further, judgment circuit ‘6135 geﬁerates a judgment

result signal S$6135 instructing validity/connection and

outputs it to the selection circuit 6136 when the CPU 6137

7 is not accessing (for example, fetching) a confidential

program module PM 1.

The judgment circuit 6135 monitors the addresses and

~ instructions output by the CPU 6137 and flowing over the

address bus 6141 and signal line 6142 and, based on the same,

~ Judges if the CPU 6137 is accessing the program module PM 1.
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the same as the SAM chip 708. Next, the conponents
shown in FIG 109 will be explained. 5 [IC Card 703]

"FIG 112 is a functional block diagramof an |IC card

703. As shown in FIG 112, the I1C card 703 has an IC
(integrated circuit) 703a provided with a nenory 750
and 10 CPU 751. The nennry'f@U:'as shown in FIG 113,
has a storage area 7551 used by a credit card conpany

or ot heMiser the g uddintessslo bighal! 9689 R thaSdigment
used by a service business 7152, and a storage ar€a

7 . YT . i A Eurt:her, ,the
T e IRy albtomneH e e
tec.It(lotnh %is.'tlcq{i%g % Ge t% 6er5 é.’dgtl%%%a 32.%: f[@i‘f’l‘s dgg.fg?}ra]aﬁfil 6la

gi ng an access right

Ju .
key datg used.for. judging an_access right to the
s %*ﬁ@bgaﬁmhﬁﬁﬁ ﬂé?qgge?h§96§eﬁ°&&F&P1P§ hedd frequest of

mut ual aut hentication, data encryption and :
dEerppd aspestc ofF¢bhehdnvendondneny @Abessnotesutput it t
identification information of the IC card 703 or user

otheh€PUC63877d PeTe, Maxt HALWesS4MaUNE61689 Wl b REgnal

expl ained in detail. 25 The SAMunit 709, as expl ai ned

eahkiteacthag 28 exhpbRakiZ$2naBMehy¥ 4B4-5858R2G
circuitcgf ?he presgnt iﬁv%nt?on) and BSKM cﬁﬁp?oghe CPU

" (gegiconductor circuit of the present

When the judgment result signal S6135 from the Jjudgment
circuit 6135 indicates invalidity/disconnection, the
selection circuit 6136 invalidates the CPU internal status
read request signal $6161b and CPU internal status rewrite
request signal S616lc input from the debugger 6161 and does
not output them to the CPU 6137.

Here, the CPU internal status read request signal
S6161b is a signal réquesting information showing the
internal status of the CPU 6137.

The CPU internal status rewrite request signai 561610 :
is a signal requesting rewrite of the information sf\owing
the internal status of the CPU 6137,

On the other hand, when the judgment result signal
S6135 from the judgment circuit 6135 indicates
validity/connection, the selecﬁion circuit'61f36 outputs the

HALT signal S6l6la input from the debugger 6161 to the CPU

- 6137,
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i nvention). [Software Configuration of SAMchip 708] 5

The SAM chip 708 has the software configuration as

shown in FIG 114. As shown in FIG 114, the SAM chip

708 has, fromthe bottomlayer toward the top |ayer,

an HK (hardware) |ayer, OS'[’;\:ﬁ er, |lower handl er

| ayer, higher handl er |ayer AP 10 layer. The | ower

handl er |ayer include a driver layer. Here, in the AP

| ayer, afipin theijprigreogr aeBull shigrd 861380640 $he judgment
(application progranms of the present invention)

dedd it P IBE G e d s Wall i dy)eddn i/ O selection
credit 15 card conpani es or other businesses 1,

715 [ d 09 are read .out and, run
f}%fnr?ﬁ{e@e%%_%a rrermﬂrilyej: f’%” ]jlnﬁli:t;"trhneal lAﬁq?aa%}’esr ,hretarfb request
appl i cat .00 progr Pi, AP 2, —and AP3 and the )
e, SRAPP P8 ST htoThof e Bt few . teoremenpt signal
with firewalls FW [External Menory 707] FIG 115 is a

viSA 66 2BRBE i rth fherdekiggan S 14lche the CRRE6ERT erfatther,
menory 707. As shown in FIG 115, the storage areas of .
t fhecsedession28inanbty6¥86 outputie tie ARPBLOMRGM AN eftatus
72201 in which the - 213 application program AP -1 of

t lsd gpeilvised Idsiinpat Fioml the sPOr €d372An RcHc¥@d®e with

area 72202 in which the application programAP -2 of
t khes ey (iﬁtahl'ﬁhﬂe§%a%a§2rleﬁdsgrgﬁﬁgs‘_tagignal S6161b to the
debugger 6161.

The CPU 6-13'7 outputs to the address bus 6141 the address
of the external memory 6160 and to the signal line 6142 an
instruction type instructing signal S6137a showing the type
of the instruction being executed and, in accordaﬁce with
the same, performs processing using instructions and data
of the program modules PM 1, PM 2, and PM 3 read from the
external memory 6160 through the exterqal data.bﬁé 6144 and
encryption/decryption circuit 6134,

When the CPU 6137 receives as input the HALT signal
S6l6la through the selection circuit16136 fﬁom the debugger
6161, the operation of the CPU 6137 is halted.

Further, when CPU 6137 receives as iﬁput the CPU
‘inte:nal status read request signal S6161b through the
selection circuit 6136 from the debugger 6161, it outputs
the internal status signal S6137d including information

showing the internal status in the CPU 6137 designated by
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AP storage area 72203 in which the application program

AP -3 5 of - the service business 7153 is stored, and an

AP managenent storage area 7221 used by the manager

of the SAM chip 708. The application programAP -1

stored in the AP storage area27 201 is conprised of a

| ater explained plurality of 0a6[23p'l ication el enent data

APE (data nodul es of the present 10 invention). .
Addeds signade SR &libo rtdgeowyte ahe? 280 dot ioes Idiirdld 136 to
the-firewall FN 1. The application programAP -2

Stilee dbBuddea: Alelt.orage. area 7220_2.is conprised of

a later explained plurality of application el enent

dat a AP, SS -t t e area 15.72 .S

restri cfE gé:% %%gt'hghgflrg&%ﬁﬁPiﬁﬁﬁ%c%ﬂﬁsl csgfef %ﬁ;{; internal
pr.ognam Agw-g gtored in the AP storage area 72203 is .
cOmprised “BF15S hegPeakpPional $P161F throtgh the selection
application_element data APE. Access to the AP storage
afFeZci3308138 faop thecdebpoore Filfdvait EeNrites ithe

the present enbodi ment, the application el enent data .
APBfpgmakion shawingnithe donhéonakds fatuexahie fAEAME137 by
outside of the SAMunit 709 to the external nenory

78He Ehatentnbesighatpl bgathensehaAeNEefsia. ABRe to this,
form ng each application programcan be freely

deher ghaest byn tde the? 261 85PPHY | INGS 3,

214 urt her ,nt he appli cat :ign g?g%é}gtn%?%{%ﬁ%% g%n%algger
stored in the external nmenory 707 are

scranbl ed. They are descranbled when read into the

SAM chip 708.. Further, the application prograns AP 1,
AP 2. & sbugger 6161 uses the HALT signal S6161a

corresponding to the debugging object to. control the
operation of the CPU 6137, monitors the operation of the.
CPU 6137 using the internal status read request signal 736161b

and internal status signal S6137d, and customizes the CPU

6137 by the CPU internal status rewrite request signal

Sélé6lc.

Next, examples of the operation of the semiconductor
chip shown in FIG. 105 will be explained.

iFirst Example of Operation]

In this example of operation, the case where the CPU

6137 writes into the external memory 6160 data of the program

module PM 1 will be explained."
The CPU 6137 outputs the write data through the CPU
data bus 6140 to the encryption/decryption circuit 6134.

Eurther, the encryption/decryption circuit 6134
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5 are, for exanple, produced by the service businesses
7151, 715 2, and 7153 using the personal conputers

7161, 7162, and.7163 shown in FIG 109 and downl oaded
through the SAM chip 708 to the external nenory 707.

Next, the application progragg,AP 1, AP 2, and AP -3

10 will be explained in detail. There are one or nore
application_ progranms for each service business in the
SRRUCTYRE Sy e waditen dptegr anseaPlaingd- garinerpPusing key
(hereinafter also referred to as AP) are, as shown in
Figforistide, cearhsponfiihgeto i dentfivdriditidd madfile AR Rnits
for identifying the application program AP, data APE _
Nolf! Bhowk Nga £ Garitt WA/t thBesaRe! HHHdAD 8lEBie 912 data
APE included in that application program and one or ,

NBGS 8RRUI ¢At kAR SkeARAL) ﬂéﬁggfptg%fﬁo The

identification data AP IDIs s e different for

each segyi busi ness. sho in FIG 116, the .
appl i cg%"?%‘%g%f eneht >t °’A¢”€T tingba £be kevgipforpation
SI ZE showing the data si.ze of that application :

cFRRRMicTuihE pErYRHeR i eddedEusha ey APEamaEtyon table
identifying that application elenment data APE, - 215 -

a®H9¢ hehdwr ainrBF@r ME-PL. Here, the identification
data APE-1D is-conprised of data APE-TYPE show ng the

type ofat hehiapptima) i the ej wigudnt ol ARE eIsb therslats a

I NS- NUM showi ng the identification nunber (instance

| S@dgrhérh € afd O PUSDSKA1 Od61 e ARRLILRTT ON
invalidity/disconnection to the selection circuit 6136, and
the HALT signal S6l16la, CPU internal status read request
signal S6161b, and CPﬁ internal status rewrite request signal
S6l16l1lc issued_from the selection circuit 6136 are not output
to the CﬁU 6137.

Furthei, sinqe the write data is not encrypted on the
external data bus 6144, even if the external data bus 6144
is illicitly probed, the confidentiality of the program
module PM 1 is not lost.

[Second Example of Operation]

In this example of operétion, the case whe‘;re the CPU
6137 reads ir%structions or data of the program module‘PM__l
from the external memory ‘61_60 will be explained. |

Due to a rrea'd instruction iésued by the CPU 6137,
instructions or data of the program module PM 1 are read

from the designated address.. of the external memory 6160 and
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el ement data APE wthin that type. The data INS-NUMis
managed by the end user (service business) side. |
For exanpl e, when the application elenent data APE is
the file systemconfiguration, the data APE-TYPE
becomes 10 "2" and the data I _NS-NUM becones "I". Due
to this, if the sanme SAM i @Oias'possi ble to specify
the application el enent data APE unanbi guously by the

i dertputi chidomghdahe AREerRalThataxbaksnah 49e ey ¥he07

shown in FIG 115 stores the 15 above expl ai ned

aRRIGreitiomn /HeRay A8 oAP i ARyl 434, and AP__3)

encrypted by the encryption key data K- AP outside of

~ the SA [ 09.,as the application pr.ogram package .
wpp. . AEuprbedn S ehskvBRTon TR IRg O ATLRREE P ag views

n
data .differing for each application programis used.
2%Bﬁekﬁ¥ ﬂﬁ§°F%B§§°BftﬁhéeaEbPPcﬁbPﬁﬁ tneFEft 48Babaped on
exgl ained using FIG 116 will be explained. FIG 117

i $hg I® awrdsnshgwarke theplP mimbdmre desplgnedtingn instruction
el enent data ARE stored in one AP area. As shown in -
FE€t at7thehbeAl afeceashofesctisnl medese 2hpleYyafdt 8btains
file system configuration data, SAM nutual - 216

athBeRéy CahEOPmE EYohlatdrrb BhShaADRY KEYeRAEK P enliGNer .
data, |C card operation nacro command scri pt program
(procesgi oug4i f esent_invention

nenory sﬁdlih%/llgg?%h ubté]ese rg%a%é%e?&é}?ee‘g Z‘b’l‘%’f Gt %‘ﬁ"geén £
pggléa e a{_jﬁa del etion, key package, service

r BT SV EF | ek’e’g‘lsg’é‘&‘ﬁ 18 o \Jatd rradifrpm e external
package, and AP resource key data K APE as the

APPPPEGL PLPO cheingt that keypEnformation in units of block

data and then performs parity processing.
Further, the parity processed data or instructions
are output through the CPU data bus 6140 to the CPU 6137.

At this time, the judgment circuit 6135 outputs a

- jJudgment result signal S6135 indicating

j,nvalidity/discon_nection to the selection circuit 6136, and-
the HALT signal S$616la, CPU internal status read ‘req'uest '
signal S§6161b, and CPU internal status rewrite request signal
S616lc issued from the selection circuit 6136 are not output
to the CPU 6137. |

Furthe;:, since the write data is not encrypted on the
external data bus 6144, even if the external data bus 6144
is illicitly probed, thé confidentiality of ‘the program
module PM 1 is not lost.

As explained above, accorxrding to the semiconductor
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Next, the application elenment data APE shown in FI G
117 will be explained. 10 o Card Access Key Data The
card access key data is the key data used for a read
or wite operation with respect to the nenory 750 of
the IC card 703. Further, key data to be viewed by the
| ater explained IC card opeﬁgFﬁon macr o conmmand
script program 15 is also included in the same type of
apbiipc 4133n evenewhen dstordiF & Scddii I h £C GRS KBY module -

‘data. o File System Configuration Data The file system

cenf 1giuhain @xtddhadl hehofy¥TEE ouﬂs‘l@eugf St Al mductor

negative data, and genre data. 20 The ata 1s
exfqBl ta f the applic t|on
eleggnﬁlggtat%%Ehg 28%%%%%1 Ydﬁ?atg SPF8Prg§ %@1e PM 1
|rgt| n |nfornat|on of the 1C card, and the genre
ails or exanple the record of execution at the
SAM 25 For. exanple, the file system configuration
sel ect sThaY i /hehepseconfidentind prorsm fipdude®M el stored
designation sort ring) and, if a record key, sets the
ré8oFHespxternabibeemony 6£60rls ascassbal By tREOCHU 6137,
signature version, record signature nethod type,

r tlyer i Tt i oni 26.r itk B2GE Préh§Paty ehe d@ﬁggféif i1 from.
when witing data fromthe outside in the fil

SYShufihid £ 16§ hAR] eRe VWSS 8§37t O 8 %.rii L :Eetgls:l.bsig nal uﬁfs?vent

verification etc. Here, a fecdrd
Qtt.he ‘%Béé‘@éiﬁé‘ o l?é g:l:-cl:g?rgni‘tmodule PM 1 be:.ng executed

by the CPU 6137 from being illicitly monitored by the debugger
6161.

Further, since parity processing is performed after
decrypting data and instructions read from the external
memory 6160, wl;en unsuitable key information is used for
t'he decryption or when the data and insfruéti'ons are
destroyed ox tampered with, this can be detected by the parity
proce_ssing and suitably dealt with.

The present invention is not limited to the above
explained embodiment.

For example, in the above explaineci embodiment, the‘
case was illustrated in which the key information table 6190
shown in FIG. 108, that is, the kéy information, was held
in the judgment ciréui’t 6135, but it ig also possible to
gncryfpt the key infgrmation table 6190 aﬂd store it in the

external memory 6160.
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~the or

'0 SAM Mutual Authentication Key Data 10 This is al so
‘used for nutual authentication between APs in the

same SAM The SAM nutual authentication key data is
key data wused when accessing the corresponding
application elenment data APE_from another AP in the

. sane SAM or anot her SAM 15239 it er - SAM Key Package

Key The inter-SAM key package key is encryption key
data uNeédtihBmbedihangi ng card access key data or
other data after Tnter-SAM nutual authentication. o
| C Car driieali o MERUGRIEEE S o dindH P Bbr r8lponding
The 1 C card operation macro command scri pt progran1§é

e e e Vi busi ness,itsel f and descri bes
g Ii:ﬁ%erzg%ﬁ %?og§§Siﬁ%S?g%3tP§g§P3 tRESPE®Ard 703 or
transac%io s With the ASP server 719. The IC Card ]
oper at i Of- na€$bsc%ﬂh%ﬂ%F%QFi%f Phepresert stavention will
SAM unit 709, 25 then analyzed by the SAM chip 708,
wRer explagpedoritlpsafengnce2ts the Gathachedtdtgwilnga.
is generated. o Menory Division Key Package The nenory
di-vi si oft&eylpAckage viewlavB tisebtaralliconfigitdion of
storage areas of the external nmenory 707 or 5 nenory

Othé heomfusdcdt 168 HpEesR POBCHF | Che PSLAESE SHBSASniAL.
run a service using the IC card 703. o0 Area

Regi st rad | b ute Vi Laekage gde ﬂ*eeacd’nﬁtgjnsitc[a?:i!o%n K¥eem 701

package is data use when ~ ‘per ormng are
f@gégt ﬁ?@tz ! soé]rw!rerz]r a’l(ﬁ Pr]‘}geca?]g;%(% R tgaerdr-rerrreoara/er/writer 704,

personal computer 705, ASP (application service provider)

server 719, and SAM (secure application module) unit 709
to communicate through the Internet 710 and perform
-settlement processing or other processing for a procedure

using the IC card 703 (integrated circuit of the present

~invention) .

The SAM unit 709 (data processing apparatus of the

- bresent invention) has an external memory 707 (storage

ciz;cuit of the present invéntion) and SAM chip 708
(semiconductor circuit of the present invention).

The SAM chip 708, if necessary, transfers data with
another SAM chip 708a (other semiconductor circuit of the

_ptesent invention). The SAM chip TOBa, for example, as shown

" in FIG. 110, is connected with another ASP server 71.9a

.diff'erent from the SAM chip '7-08 or, as shown in FIG. 111,

is connected to the same ASP server 719 as the SAM chip 708.
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10 of the I1C card 703 before a service business starts
running a service using the IC card 703. o Area

Del eti on Key Package (Internal Generation) The area

del eti on key package is a package which can be
automati cal ly generated in_tgﬁ SAM fromthe card

access 15 key data. 0 Servic ﬁegistration Key

(I'nternal Ceneration) The service registration key
packageThe gesfiiforatieni sf ethagsappthipt 708acisnBAkically
data APE of the external nenory 707 before the

sehe cambUaksnNehse ShAT ERipUNDRNY a 20 service using

the IC card 703. The service registration key package
isap e I,C aut omat i c rat in -

t he SAﬁlAﬁ%?gfn ‘é\g% dg%%égggggie%/ﬁ%? ar g]H-é%r \%F@g ‘f)bfgt*’ﬁn.

Kg* Fggﬁg e (Internal CGeneration) 25 The service

def Bt on ey package is used for deleting - 219
application el enent data APE registered in the

ext er nalTC nfed®dy793Y. . The service del etion key

package is a package which can be autonmatically : .
gener atBEF i nl ihd SAVfungrhicaad bioeksdibgkay 68t an ¥C card
Key Data K - APE The key data K -APE is used-as an
e€mM3ypti on key when setting the application el enent

data APE. Different key data K -APE is assignhed for

setti nchARHdwRtid 1Rl B, 43l PR T3 S8 YallFrc

ar ea.
(integrated circuit) 703a provided with a memory 750 and

CPU 751.

The memory 750, as éhown in FIG. 113, has a storage
area 755__1 used by a credit card company or other servi;::e
business 715 1, a storage area 755 2 used by a service
business 715 2, and a storage area 755 3 used by a service
business 'f15_3.

Further, the memory 750 stores key data used for
judging an access right to the storage area 755 1, key ciata
used fo;:' judging an access right to the storage area 755;2,
and key data used for judging an acéess ri'gh_.t to the storage
area 755 3. That key data is used for ﬁutual authenticatibn,
data‘ enéryption and decryption, etc.

Further, the memory 750 stores identification
information of the IC card 703 or user of the IC card 703.

Next, the SAM unit 709 will be explained in detail.

The SAM unit 709, as explained earlier, has an external
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Next, the above explained IC card operation nmacro
comrand script program (hereinafter also referred to
as a script programj will be explained in detail. The
script programis a programfor defining 15
appl i cation prograns AP-l,_Aglg, and AR -3 of the
service business 7151, 71527 &nd 7153 running on the
SAM chip 708 and procedures of processing perforned
birempey| T0Faldtor8@ewhinceitcafi thet beegppti £AvEABion) and
progranms. In the present enbodi ment, as expl ai ned

| 88Hr chap 308WiserOcofidiibfor 1d8rchie SAMRD! Prdf8nt
performnms processing based on the script downl oad task
76fvandiskyipt interpretation task 770 and generates
fromthe AP managenent table data and script program

the IC ity t | ate data 7 1, input data

bl ock 7 %‘?y%%t%%?*eﬁ'f%a%P&Wa%%g‘ic}r’@ 8% bl ock
733x3, 25 and. cqnputation defining data bl ock 734x4

used forPepM p?*%dmeesh%ﬂat% wPirate eanfiquration as
busi nesses 7151, 7152, and 7153 FIG 119 is a view
fehowxplai Hfhg ¥He- commands used for describing the

| C card operation macro conmand script 5 progranms. In

t he cofmmami®wncdmminids flad,t kheSAMICBhRp 79881 h88! f from the
are given the first letter "S", while comuands

&) tdn d dyer AReadd @heOkoph®abbrCakfl 3 (124 Faib] |
the first letter "C'. Furt er?&thé second(lettg%¥§£ layer,

¢ quie\iﬁl M.o%%%d hbgdlépreig%g;:gaﬁgghyrt ﬁa}lgg?fl Zh%yer and AP |

appl i cation.. For exanp or "an~rssuer

qgclaration of the ICcard 703, it is "I", for a
ayer. .

The lower handler layer include a driver layer.

Here, in the AP layer, applicafion programs AP_l . AP 2,
and.AP_B (application programs of the present invention)
defining procedures for use of the IC card 703 by credit
card companies or other businesses 715_1, 715 2, | and 715 3

shown _in FIG. 109 are read out and run from the external

. memory 707 .

In the AP layer, the application programs AP_l, AP;_Z, |
and AP 3 aﬁd the higher handler layer are provided between
them wii.:h. firewalls FW.

[External Memory 707]

FIG. 115 is a view for éxplaining the storage areas

of the external memory 707.

As shown in FIG. 115, the storage areas of the external

menory 707 include an AP storage area 7220 1 in which the
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decl aration of the application el enent APE (service

type elenent declaration), it is "S", for a sinple

read declaration fromthe I1C card 703, it is "R', for

a sinple 15 wite declaration to the I1C card 703, it

is "W, and for an appllcatlgg el enent data APE
conputation definition "F". The commands used

for describing the script prograns 7211, 7212, and
72pPligeltide preg3EmcaPrindf Shecesruide bubibkss 715 1 is
command, SL command, SF conmand, Cl command, CS

CQ&B&&GW aﬁRAPOBHBQQgea&ﬂe£3~2¥ﬁn§”¥$ ﬁHT%hS@hgogg%?gcation

|s a command decl aring the. nunber of the naxi
f cakd t a Lch th chi
can g%ggeéggglﬁg F§%e§%§F$gg ﬁ%ﬁnesfh gﬁ% gt75§§ » an
P gultagpous % g cess 1000 221 - sets of IC card
i Ty RIR 2R 18 ERE PPIAALRE T RRORF A AR_3
a connand for declarlng the data bl ock for formng
t A€ i servaseLwsbersyILE 3 Asvitiered handden AR madagement
fromthe I1C card 703 will be stored anong the data 5 .
bfbekageraveaded2?2h whed IAM thd marBdgeshef phef SAM ahip 708.
processing using the I C card 703 based on the |ater
expl ai Mette dApp iarLt i ipnbgdandnPFors exsd® i tWeeRpt Borage
data blocks | to 10 are provided, when storing the

d@iéhrfﬁﬁbficigtéghﬂéiééﬁ($f7g3lh@e&hSxﬂ%&?ge&ogpﬁggkaty of

1, 11SC 11T is described. The SI comm

&%@%ﬂﬁ?&@%&ggiih egétg ICh ef&iti‘%éﬁﬂ%%érg%'{ﬁz present
inventiqn). Accegs to the AP storage area 7220_1 is
restricted by the firewall FW 1.

The application program AP 2 stored in the AP storage.
area 7220 _2 is comprised of a later explained plurality of
application element data APE. Access to the AP storage area
7220_2 is restricted by the firewall FW 1.

The applicatibn.program.AE_B stored in the AP storagé
area 7220 3 is comprised of a later explained pluiality of
application element data APE. Access to the AP storage areé
7220 _3 is restricted by thg firewall FW 1.

In the present embodiment, the application element

-data APE is the minimum unit downloaded for example from

outside of the SAM unit 709 to the external memory 707. The

number of application element data APE forming each

application program can be freely determined by the

corresponding service business.
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data to be witten in the I1C card 703 is stored anong
the data blocks provided in the SAM chip 708 when
performng 15 processing using the IC card 703 based
on the later explained IC card entity data. . For
exanpl e, when the data bl ocks,l, to 10 are provided,
.when storing the data to be ﬂfitten inthe IC card

: 703 in the data blocks 2, 3, 1I1SI:2, 311 is

descri bé‘dlrté@rrhthLamtimMQmpaognmm  flor AP 2, and AP 3
declaring the data block forming the | og data Bl ock

733k efdbrims tthid Rk tHai®allog 709 akkeNgct-8mBied. ‘They are
operati on among the data bl ocks prOV|ded in the SAM

C el c£R@aRn f Qign 0 Sig I C card
703 based on pﬁ%hiater g?%%a?ﬁ%d %gé Flty data.

25 For en t data bl ocks 1 taq 10 are

provi deg{@ggfg agplc:'])'rlfcﬁ TPRPTIE R &A1t AB_fatapd AR_3
bl ock gb Il SL: 411 is described. The SF command is a
c8ﬁﬁan FoT*HRAR o BFPeediky athe | sntvias Pusgnesses 715 1,
ngutatlon defining data block 734x4 5 describing .
t At2d@s i ardi BP0} usheg shatpersdes hemmmitemppiliecal,i ne 2,
elenent data APE relating to the 1C card 703. The
cdndefil6o8 shewsohpWEs i dodehdidegndabdcll eakoudBitfie sam
becomes t he pre-processing information of the |IC card

- echipy7dat ao &ﬂeTbﬁtglngpnaa@g€?37@qconnand for
the |

decl aring the issuer of card 703 (service

Qurt negxe T BREALIH 10 A ' O° HPIA°%8a ap 3

defi ned by comran Co

‘p{ﬂ r@tl on ](.)alneg in detail.

There are one or more application programs for each
service business in the SAM.

The application programs AP 1, AP 2, and AP 3
(hereihafter aleo referred to as AP) elre, as ‘shown in FIG.
116, each comprised identification data AP ID for

identifying the application program AP, data APE_NUM showing

" the number of the appln.catlon element data APE included in

that appl;.cat:.on program, and one or more appl:.cat:.on element
data APE.

The j.dentifj.cation data AP ID is set to be diffe:eht
for each service business.

As shown in FIG. 116, the applicaieion element data
APE is comprised of data APE_SIZE showing the data size of
that application element data APE, identification data |

APE_ID for identifying that application element data APE,
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IC card entity data. 15 The CS command is a conmand
for declaring sinultaneous operation of a plurality
of services to the IC card 703 by citing the name APE
N of the application elenent data APE (service type
el ements). The CS conmand ca %Iso declare a function
defi ning processing anong ap 1lcatlon elenment ,20
dat a APE desi ghated by the nane APE-N. For exanple, it
i ansbdhiep|datiao pdeplear APE' @R. "Rcl ' +"W" +"WI" Based on
the content of the CS command-, APE-N designating

i nf or maHee8, Of:héhﬁdé@tﬁﬂitgagﬂt)h t a2 bR G 1¥%omp_ﬁ%sed of
processi ng order information are determmed

MR 14 p! r ta.read fro .
SE?SC‘&ms S d%éﬁéa‘g?e%‘*%a?xﬂ%l 86k SHRen E“éf Eﬁgﬁ Gement
I ti ne data APE is not ef i ne

3 2R LA R RetaolaoBf shayingBoe axamshsication
mhen storing the data read fromthe IC card 703 in
t REmRgta (bngtpnge idgntificarion nuphkwcoifhébe aphdiCation

‘command declares to wite data stored in a designated

detemppscle toAPRaevi b igntia Ay pehelhe hintr=e LIRS | NUM ianRAgaged
application el enent data APE is not defined.” 10 For

elkpphe, enblenseri (sagvilakabes9heds) Nsidg, data bl ock 2
in the IC card 703, WwWCWSI:2="WT T is described.

The CF eofmanhsies) aifsn it dgidy :’é&éﬁ"o.{t%m &’A@ APE

comput ati on content spanning services exanpl e

V\ilgr\:lg&%irl' bEQQt&ﬁ”@é‘ﬁﬂg&’ra& o erl:the data APE TYPE becomes
"2" and the data INS NUM becomes "1", Due to this, if the
same SAM, it is possible to specify the application element

data APE unambiguously by the identification data APE ID.

The external memory 707 shown in FIG. 115 stores the

above explained application programs AP (AP__lI,' AP;Z, and

~AP_3) encrypted by the encryption key data K AP outside of

the SAM uﬁit 709 as the application program package APP.
'As the encryption key data K AP, encryption key data
differing for each app_lication program is used.
Next, the types of the application element data APE |
explained using FIG. 116 will be explained.
FIG. 117 is a view showing an example of the a.pplicati_qn
element data APE stored in one AP é.rea-.
- As shown :i.n FIG. 117, the AP area stores card access

key data, filé system configuration data, SAM mutual
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15 spanning services in the SF data bl ock 1,
CF: CES-FTINC=SF:1'1 is described. Further, the SF

data block 1 has described init, for exanple,

~"t Wl =L ("We">10) then ("W"-10; "W"="W" *O0.

08+"W") ". This fornmula exps nges t he operation 20

of subtracting 10 fromthe value of W when the

remaj ning nunber of services W is |larger than 10 and
adaFhgntinakber key gatar sinbereSirkbngackde dieydata,
as cunul ative points to WI. Next, the data stored in

the gurdrapgenteitn staarig @odmatie ac:?Zﬁﬁ Btodhsm e@ﬁéé@é sing

menory 707 shown in FIG 115 will - 224 be explained.
AESEEHné 0dA B8 S HROAGROBI ¢ SI VA8 G ea o
restri cted by the firewal| FW4. Note Yhat %@’?élsy division

4 c S 5 f| wal | FWsho
e BRE IR he e my SR hasion
935} ata stored in the AP nmana nent storage area
B e g T I Bt et %mcw%hmwwe
120, stores the AP managenent table data 73001, -
-lopdseyparkegey pRAME aRIAURLE keyf dake KrABBrds the
|nvent|on) and the APP table data 73101, 73102, and '

APrddiqaiiage elldmenthglatgatAPHf the present invention).
Here, the AP managenent table data 73001, 7300 2, and

73003 wmeskt,hehaPEppabbatdshaeTaddt IHHAPRNLAIL0% FIG.
15 are for exanple preregistered at the tine of setup
Afi1 2 RA11 be explained.

o Card Access Key Data

The card access‘key data is the key data used for a
read or write operation with respect to the memory 750 of
the IC card 703. Further, key data to be viewed by the‘ later
explained IC card operation macro command script program
is also included in the same type of application element
data APE as fhe card access key data.

o File System Configuration Data

The file system configuration data, for example,

includes log data, negative data, and genre data.

The log data is for'ekample data of the history of

use of the application element data APE, the negative.data

o is for‘examéle expiration information of the IC'card, and

the genre data is for example the record of_executioﬁ at
the SAM.

For example, the file system configuration selects
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SAM chi p 708. Further, the AP managenent table data
73001, 73002, and 73003 and the APP table data 73101,
7310.2, and 7310 can be rewitten only by the manager

of the SAM chip 708. 20 The AP nmanagenent table data
73001, 73002, and 73003 are g fined for each

appl i cation program AP. Furt A “the APP table data

7310 1, 73102, and 73103 are defined for each SAM
ntthealtypet béntheafide kepedat drectbt & kd@ldésign¥te¥h sort
for explaining the AP managenent .25. table data

78084) aha, AEfﬂanaeaaeatkéablgeggtahJSQnggad51zg25% or
7300 3 have the sane fornmat as the AP nanagenent ?mb

dakarddfPds abs Shﬂﬁﬁe'”f§$8%d13} ? verflon, record

identification ata APE |nter er na

d natin 5 ide |f|cat|on dat a SAM
'gfﬁga | catg‘}eg% %’%P%P ﬁeﬁo"’lgfe aty sz WBRC@QC%WE“:“”‘E
k¥¥ data of the present invention), key data K_SAM

¥ stFyihhen: aben vritirecdata Expanthemutslide iSEthe file
APP data FLAG I P, and data FLAG STR | i nked toget her
fe¥stemh bt desigaatesPihethet td el tppldicaiatire
element 10 data APE used in the 1 C card operation
rieeey Of Domtbon stel pllerd) oY aracdh® Mgt miN o QI8 of
application el ement data APE is the nane assigned to

tvhei s/ fSadanpl beati oh glepent data APE) provided by
the application programof the service 15 businesses

7151, ol%%‘M gﬁ&{éf%utm% 1%”‘?;1%55 N #)s an identifier

V|emed I nste he service

This is also used for mutual authentication between
APs in the same SAM.

The SAM mutual authentication key data is key data
used when accessihg the corresponding application element
data APE from another AP in the same SAM or another. SAM.

o Inter-SAM Key Package Key

The inter-SAM key package key is encryption key data
used when exchanging card access key data or other data after
inter-SAM mutual authentication.

o IC Card Operatian Macro Cqmmand Script Program

_The IC card operation macro command script program

is generated by the service business itself and describes

-the order of processing relating to the IC card 703 or

transactions with the ASP server 719. The IC card cperation

macro command script program is set in the SAM unit 709,

‘then analyzed by the SAM chip 708, whereby the corresponding
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service which the application program of each service
busi ness can use. Here, the identification data APE I D
is identification 20 data of the application el enent
data APE. The internal/external designating data |El

is aflag for differentiati gqabgtmeen whet her the APE
exists as an entity (interndl “designation), or

whet her reference is made from another SAM (exter nal
dd&i frd emtitys date didegenkiregedon data SAMID i s
identification data 226 of the SAM at the other party

transf eor Megottgt BivlielohhRey SAYLRREE 708 is perform ng
processing relating to that application el enent data

ARE. Fl €helddmbs$vagyi£s QT ) the,SAM1D. .5
The SAM ID is 4§gyt es %?’Bga}tcg%g%%éggggal%o% Bruded for
ngt. sigilar to a TCP/IP. _The net nmask_ can be set
iﬁ";"vglat§ hﬂnft?p S. 3 SF28%afthras PhatPfet*hasRal Jeerasyn7PR or
FIG 122, classified into three types, that is, an

[
ANEPRgEY, ©8 EPESEC ArhnPchatere argerNdce busimess starts
SAM's to which the sanme net mask is allocated, one S
t §Pe*BP Re§eruigeussingotheutCatardutd@ntication is
sufficient. In the present enbodinment, for exanple,

the sane BeexiRegihuistaiessn ikeylBaaaiqd the same net

mask. 15 In FIG 122, the A class net mask is

i ndi catBte yrea 28Ry 206242550 'k@%ég%ij%y %%1% Ih aEfEd when

assigned a predeterm ned valué

%@:.Sﬁorrﬁ’% thed 9@85.3%&@4&83 & storage area of the memory

of the ;C card 703 before a service business starts running
a service using the IC card 703.
o Area Deletion Key Package (Internal Generation)
The area deletion key package is a rackage which can
be automatically generated in the SAM from the éard access
key data.
| © Service Registration Key (Internal Generation)
The service registration key package is used for
registering‘application element data APE of the e%ternal
memory 707 before the service business starts running a
service using the IC card 703.
The service registratipn key package is a package which

can be automatically generated in the SAM from card access

key data.

© Service Deletion Key Package (Internal Generation)

The service deletion key package is used for deleting
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assigned val ues-for specifying the individual SAMs
belonging to that class. Here, ""XX' can be set to
any value. That is, 20 the net nask of the A class can

. be used to define the 16777215 SAM | Ds bel onging to

that A class. Further, the B Elass net mask is .

i ndi cated by "255, 255, XX, 2,9tﬁe hi gher 2 bytes are
assigned predeterm ned values for specifying that
Cepplicatdonheleavtt datd Apkegeghistazedonfdidal 888ernal

~for specifying the individual - 227 SAMs belonging to

t helnoshage7.That is, the net nmask of the B class can
be used to define the 65535 SAM | Ds bel ongi ng to that

B cl ass u t cl ass_net sk i s indicated by, .

5 Cros ThE5eRFiee BRLGfE P BadRde Lis A Ridhge Whicn
prede erniged val u for specifying_ that class, and

t ig™ 8Re?" im%!j’r%afilf Hgreted b dda SPM feerf garg access -
the individual SAMs belonging to that class. That is,
the¥ndetfmsk of the B class can be used to define the

255 SAM | Ds belonging to that C 10 class. The

i dentifecitey dpatatl® X¥E| D is identification data of

an application program executed by the SAM of the ,
other Tios they rdetsd & NP idAkZad8R hhHCeséM/E0i8n 78y when
is performng proceSsing relating to that application

es&EBM g 4alPa Eicl@izneei(ééﬁaﬁﬁ%ﬁ:§ %D%ﬂ%%tdgtﬁg data

used for transter of data w e nenory

¥ . 703, wh SAM. . chi p_708_ perf ' .
o0 D g id R BRI aPETARE R o RPRonE datd are

for every AP area.

- Next, the above explained IC card operatiox; macro
command script program (he;:einafter also referred to as a
sceript program) will be explained in detail.

. The script program is a program for defining
application programs AP 1, AP 2, and AP_3 of the service

business 7151, 715 2, and 715_3 running' on the SAM chip

708 and procedures of processing performed by the IC card

703 when executing the application programs.
Ip the present embodiment, as explained later, as shown

in FIG. 118, -the SAM chip 708 performs processing based on

: . the script download task 769 and script interpretation task

25 -

770 and generates from the AP management table data and script
program the IC card entity template data 730 '1, input data
block 731_x1, output data block 732_x2, log data block 733 x3,

and computation defining data block 734 x4 used for
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The key data K SAMis key data used for transfer of

20 data with anot her SAM when the SAM chip 708 is
perform ng processing relating to that application

el ement data APE. The data SET APP is data for

specifying the APP table data /3101, 73102, and

7310_3 used (viewed) when the SAM chip 708 perforns
processing relating to that application 25 elenent
darposulures ypdating tatthdisa@viiRe buéingssas T hay Mys 2,
whet her to disclose data nmanaged (hel d) by the SAM -
Clingl 705 30 another SAM chip 708 etc. The data FLAG

STR is flag data showi ng whether to allow data

d | g) gby st hey LPaZ092k 03 d
Anot. %ng&geAMg)éﬁi% 85 vEeN e0LPafh? ’tigi%}st e (pimgnds used

" Vi ho.is the cess ke of . the IC card 703 .

o 2P S ihid, 8, 3 B3k Pharakiph mprne SamRrod. sexipt
The key data of the "Service Al is set to be 10 not
dP§8P§é@6; so cannot be viewed by an application

program of another SAM or anot her application program

of the ¥AnEhsmamEndhecommaadsSEpyi the GAM shilpe 708 itself
access key of the IC card 703 defined by that

appki gavenntpe offfast Mherer ha SAMdile comassdgnedlbheng to
net mask of the |later explained C class, the key data

obpeBatiSaryE ahedCici SadiSH PR H9val AP!diGAd 9B ter mov .
programon the SAM having the SAMID "43,17, 19, XX". At

(0 idbe ot LA, SRR Ak e
ngcgg&gnégewﬁqy thaet gpplication. For example, for an issuer
setting declaration of the IC card 703, it is "E", for a
declaratiop of the application element:APE (sexrvice type
element declaratipn); it is "S", for a simple read
deélaration from the IC card 703, it is "R", for a simple

write declaration to the IC card 703, it is "W", and for

an application element data APE computation definition, it

is ]} Fll .

The commands used for describing the script programs

721 1, 721_2, and 721_3 include the SC command, SO command,

_'SI command, SL command, SF command, CI command, €S command,

CR command, and CW command.

The SC command is a command declafing the number of
the maximum number of IC card entity data which the SAM chip
708 can process simultaﬁeously. -

When the SAM chip 708 can simultaneously process 1000
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20 of the "Service C'" until the next use is

determ ned. When possible, when the other SAM next

uses the "Service C' on the card, it is not necessary

to obtain the card access key again fromthe SAM The

access key of the Service B 5§ obtai ned not fromthat

SAM but fromthe SAM havi ng he~SAM I D 25

"43,13, 137, XX'. As the nutual authentication key

beekserf22g cagdVentiB§ldataSSnick s000edis\WeLhesnad .

not the access key of the "Service B'" can be held

until tiYRensstcésRahd 8! Lr MR DYrSy f | d

by that SAM 5 The "Servi%é&% Lod$ ?éﬁ“éé%%é??%%n€$$edata

[ §C [ t he, SAM | . ]

BR00k et S ol BB B8R Back Yz g, i wpign the

Lgg, is 1 sa SAM, net sk as_the "Service B", so

(e, FoRT TATPHENE LGSR KRS H3dd bagtored ggeng the data

g%ie, APP tabl e data is provided for each nutual 10
PektieapYidedein thet ehibpple8 weemi pei Hoxrhing

accessing the "Service B log" and "Service B" is .

dereersising usiag\Phetblerdal 3 Fakadobntite: dblter &AM ained

whi ch the AP managenent table data on that other SAM

Vievwsard|dantildd dsta. vi ew for explaining the APP table

data 15 73101. The APP.table data 73102, 73103, and

7310 haws: bhEmpd : ;

73101. As shown ?ﬁlﬁ% rq%s‘,aéttﬁgﬁ /@% %ﬁ%iﬁggg%ﬁ%ﬁlded'

| , oplicati | dat it
S AL BRBL S0P 8L SR SR T e e

ﬁ%é-kc%,i QJ}:Oe:l 1q|rreiné c?easfc%:i%i%.

Tl;le SI command is a command for declaring the data
block for forming the input data block 731_x1 in which the
data to be written in the IC card 703 is stored amoﬁg the

data blocks provided in the SAM chip 708 when pe.rforming

pProcessing using the IC card 703 based on the later explained

. IC card entity data.

For example, when the data blocks 1 to 10 are provided,

- when storing the data to be written in the IC card 703 in

the data blocks 2, 3, "SI:2, 73" is described.

The SL comman& is a command for declaring‘ Athe data
block forming the log data block 733 x3 for stofing the log'
data reiating'ﬁo an operation among the ciata 151_0cks’ provided.
j.n the SAM chip 708 when performing processing using the
IC card 703 based on tﬁe later_explaj.ned IC cérd entity data.

For example, when the data blocks 1 to 10 are provided,
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- (del etion) is inpossible. -
“managenment storage area 7221 of the external nenory

can be read, witten, or executed from anot her
application program (another application el enent data
APE) . For exanple, the APP table data 7310 1lshown in
FIG 123 shows for the "Service B |og" that reading
IS possible, 25 witing is gggsLble, and execution
Further, the AP

787eBhsWAringFEle 106 fatacimanphe débacslodP &gl BSLian is

~ data showing the IC card type data and AP ID |inked

tdgsthiébedThe | C card type data shows the type of the
IC card 703 shown in FIG 109 and for exanple is

i dent i fig@tsPrediahing o s LSS SR
perform ng settl ement f%r transaé%f%%éqﬁglnﬁipﬁ% ?&? data
B 0 h resent. enbodi t,.the 1C card
op%gggigﬁrﬁggéo TN u%%gg%?iégikﬁfﬂﬁeﬂﬁ?ﬂ#?}@%k 734_x4
(describes) jn it a service content conbining the
n‘g‘?r%"%ﬂéél‘-’%l B‘?e aé%ﬁﬁ’aﬂ?‘}/ of thppretation ketyesn the
data APE. By reflecting this in the later explained
|1aPRE R eien t9lement (Jabr MPB gesdatintntted , the IG card 703.
possi bl e to provide a service conbining services 15

corr esvadiqunttemta off sl idompaftaiipn GRIFIGNA R R block
data APE. For exanple, a servi.ce conbining the service

0f34 aatibegondal 8hé Bt dds G 1 403 AR bA% AU $8 card
of witing data to the server 702 can be defined in

iy ¢ entity data. 20 Further, the APEN or its
servi ¢e nunber is an operational conmmand issued to the

| C carg,703,.and abl 0
%he %I commang Es a command for declaring the issuer

-of the IC card_703 (service business) .

The data specif&iﬁg the service business defined by
the CI command becomes the IC cardAtyﬁe information_ﬁf the
IC card entity data.

The CS command is a command for declaring simultaneous

operation of a plurality of services to the IC card 703 by

" citing the name APE N of the application element data APE

(service type elements). The CS command can also declare

a function defining processing among application element

) data APE designated by the name APE N.

For exémple, it is possible to declare
"CS_: !chll+lchll+1lwd1l n .

Based on‘thé content of the CS command, APE N
designating information of the IC card entity'data and

processing order information are determined.
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.script programstored in the

be anal yzed by the 1 C card 703 when performng a
service provided by the service businesses 7151, 715
and 7153. The application program AR -1 is defined by
the AP 25 managenent table data 73001 and a
predetermned | C card 231 BZQation macro conmmand
téernal nenory 707. The
application program AP-3 is defined by the AP
managenEné CRbtemtand defDRresdta Precet @ied neshd From the
card 5 operation nmacro command script program stored

| DCt BRraxvesnah aNBEBLYndOdd dheaaPLLE attvhegﬁ] PhO9% &1L tion

AP -3 is defined by the AP managenent ta e dat a
73009 h. ter 19Peral
.conngﬁdéggr?%$£%€§gran1 io Szln héSeR er ?1“T§ {when sF

M, Chi The SAM chip 708 is
6%%%%0? ?h$%€‘ e%?%fgfg ort, the Ethernet, etc. to
the ASP_server 719 The ASP server 719 is connected
t hr ougF Phe iR Yhetwherp shening (e idata rasd thram e IC

'apparatuses i ncl udi ng a personal conputer 705 of an

ePRIFUSHY3 ditdl Yher darkal bdorpuler $CR180; 1182 v ahsl ddé@ribed.
of service businesses 7151, 7152, and 7153. The

per sondthec A Wickimatth deddla e Y Grite GAVE GG ed in a
through a serial port or USB port to a Dunb, type card

Ao s nprerdrd 4l bl% t-gh%h%a&@ Eﬁ@ge?éﬁ\”*ﬁgﬁ 4 relation

realizes for exanple wreless connunlcatlon

COIdP RS 0 Lot N DR Gl e PR3 L LG P2 O

For example, when writing data stored in the data block -
2 in the IC card 703, "CW:SI:2="Wc"" is described.

The CF command declares the data block for describing
computation content spanning services.

For example, i-when describihg computation content
spanning services in thé SF data block 1, CF:CES_FUNC=SF:1"
is described.

Further, the SF data block 1 has described in it, fo;r:_

example, ""We"=If ("Wc">10) then ("Wc"-10;

"WA"="Wa"*0 .08+"Wd") " . This formula expresses the operation

of subtracting 10 from the value of We when the remaining

number of services Wc is larger than 10 and adding a numbexr

- of points corresponding to 8% of Wc as cumulative points

to Wd.
Next, the data stored in the AP managemeht storage

area 7221 of the external mémpry 707 shown in FIG. 115 will
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“and 10 AP 3. "FIG 1

The operational commands to the IC card 703 and
response packets fromthe 1C card 703 are generated
and 25 analyzed at the SAM unit 709 side. Therefore,
the card - 232 .reader/witer 704, personal conputer
705, and ASP server 719 betyfgghtjuﬂn‘only act to store
t he commands and response ¢ ent in the data payl oad
portion and relay the sanme and are not involved in
t e exerdaimesh or decryption of data, authentication
or other actual operations in the IC card 703. The
personahceesButer thélAb, mAhGdendld £E63a58N2rH3WHH93d ;¢
the later explained script programto thé SAM chip
708 eGSO 1N 520011520 Programs AP 1, AP 2,
24 1s a fumrctional bl ock di agr am
of the SAM chj 7 shown in FILG - 109. As shown in
FI G 12§?M?hgh§}im gﬁ?pgi‘ﬁg"ﬁgé EH_Aseerreghandschei She
iﬁterfagg unit 760, .external menory 15 conmuni cati on
i ht&PFace &N ehode, ipuEi6er Adle unit 762, random
nunber generation unit 763, encryption/decryption unit :
764, stbilgel2fhiis A6FieanfoCRekFhSinihe GPALTE b Bhe data
is a tanper-resistant nodule. The ASPS conmuni cati on
i aterédcénubhe XBOmanagamdAti Bterhgecaysgdrpor i nput
and output of data with the ASP server 719 shown in
FI G 10Phe He ndbadiciith tT8RBEUEOMPUDI #2431 Ohd ThELIASE Frc.

unit 761 is an interface used for input an o

“£86 2 YbPelNehe AP management table data 7300 _1, 7300 2,
and 7300 3 (management data of the present invention) and
the APP table data 7310_1, 7310_2, and 7310_3 (usage allowing
data of the present invention)-.

Here, the AP management table data 7300 _1, 7300 2,
and.7300_3.and.the<APP table data 7310_1, 7310 2, and 7310_3
are for e#amplé p#eregistered at the time of setup of the
SAM chip 708. Further, the AP management table data 7300 1,

7300_2, and 730Q_3 and the APP table data 7310_1, 7310 2,

and 7310 can be rewritten only by the manager of the SAM

'chip 708,

The AP management table data 7300 1, 7300_2, and 7300 _3
are defined for each applicatioﬁ program AP.

Further, the A_PP table data 7310 1, 7310_2, and 7310_3
aré defingd for each.SAM'mutual authéntication key_daté.

FIG. 121 is a view for explaining the AP management

table data 7300 1. The AP management table data 7300 2 and
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external nmenory 707. 25 The bus. scranble unit 762
scranbl es out put data and - 233 descranbl es input

~data when inputting and outputting data through t he

external menory conmuni cation interface unit 761 The
random nunber generation uni§2ﬁ63 generates a 5 random
nunmber used at the tine of authentication processing.

Ths encryption/ decryption unit 764 encrypts data and
d&2P00P Ha¥R iR sqmp£ermafcas: thadP manages@ntatable data
e&glained | ater, stores tasks, prograns, and data used
by3@fel CPU 766. 10 The CPU 766 executes the later

expl ai ned -script download task, script interpretation

task, exdishowgeRarPi¢ 2T ask $héks BRAgARR: fddkdion data
production task), and I C card procedure managenent

teek b Pbiﬁ@élﬁgﬁﬂpgitgfﬁél r%@@g%@@in%g a@é%q Py Ot her

t askS based on predeterm ned progra progr ans of

t jnvention).. Next, tasks,. prqgramns, an
620k LALLMy X 3 B BB 10, ey
%§£Iaugﬁsgaflﬁl 125 i s a view for explaining the . :

(B K rfAntsecand koY A3tdrefl the teresenk abpvenkion) ,
765. 20 As shown in FIG 125, it stores a script

destn | e (B s§OM 760l rse ke dataergf cthe imresenk itv@ention),
entity generation task 771, |IC card procedure

e tay SRENAPPaska U4 FLAGCIParahd fatat FERG ST 0 ia@@dpEsgether
script progranms 7211 to 721-3,, AP nanagenent table

dRin 42D £t Ehed I A@EENt’ &Pt %tiéwéﬁlQﬁpchZ 2193 element

data APE used in the IC card operation macro command script
program.

The name APE N of the application element data APE

“is the name assigned to the service (application element

data APE) provided by the application program of the service
businesses 715 1, 715 2, and 715 3. The name APE N is an
identifier viewed instead of_ the s.ervice number of the
service which the application pJ;:ogram of each service
business can use.

Here, the :i_.dentificatio_n data APE ID is identification
data of the application element data APE,

The intefnal/éxternal designéting data IEI is a flag

for differentiating between whether the APE exists as an

-entity (internal designation), or whether reference is made

- from another SAM (external designation) .

The identification data SAM ID is identification data
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~the'ICcard entity tenp

25 IC card entity tenplate data 7301 to 7303, I1C card
entity 234 data 773-x, input data bl ock- 731 xl,

out put data bl ock 732x2, 1og data bl ock 733x3, and
conput ation defining data bl ock 734x4. The script

downl oad task 769, as shown 5g FIG 118, 5 downl oads

t he AP managenent tabl e data §001 to 73003 (if
necessary, the APP table data 73101 to 73103) , for
egfinthe, SAMr etn the othput pardiy ¢ashsferving HHthnehen the
and loads it in the SAMchip 708. The script

| shMr ph@baﬂbenibaﬁlérz'agl_nﬁlﬁgspkaeeggiﬂ?cEel;Qing to that
definition table data (if necessary, the APP table

Iy 123194n! 8123108) aaRd fpki Pt programto generate

ate data, input data bl ock

out put a ck |l og data bl ock,.and conputation

def i ni ngf%atgégllo%kaf‘é oy (ER BRI SLALNG (RN SAM, Th

of the data bl ocks generated-for each service

busi nesSe SSAMLID I 2 puEey of ety anhdins e epreent of
generation task 771 for exanple receives an entity

PR JiRiE 1Pk rejukelar ftom (TRF/ASR Jheyaiet R48k can be set in
perfornms polling with the I1C card 703, then generates
Mithenitscard entity data to be used for the

. processing for the procedure between that |IC card 703

and Serpd i NES thats it WK, CaGakilofhl ihYFREaAt €22, is
data corresponding to that service business. At this

t ; ' |t t data b h
08 B B SR B S B R 00

anc'irtst ce of _that class. .
an class. Further, between SAM’'s to which the same net

mask is allocated, one type of key data used for mutual
authentication is sufficient. In the present embodiment,
fo'rr example, the samé service business is allocated the same
net mask.

In FIG. 122, the A classr net mask is indicated by
"255,XX,XX,XX", the higher 1 byte is assigned a predetermined
value for specifying that class, aﬁd the lower 3 bytes are
assigned values for specifying the individual SAMs belonging
to that class. Here, "XX" can be get to any value. That is,
the net mask of the A class can be used to define the 16777215
SAM IDs belonging to fha_t A class.

Further, the B class net mask is indicated by

. "255,255,XX,XX", the higher 2 bytes are assigned -

p:édetermined values for specifying that class, and the lower

25 2 bytes are assigned values for specifying the individual




10

15

20

235 The processi.ng by the entity generation task 771

for generation of the IC card entity data will be
explained in detail later. The IC card procedure
managenent task 772 uses one -5 or nore IC card entity
data 773x present in the stopage- unit 765 toexecute

the processing for a procedure between the IC card

7 ar he servjce businesses 7151 to 7153. In the
P8 Fe LORaTRbeb CHAR Thara (THR oSy (s Ry may of the
procedures perfornmed between the plurality of 1C cards

1B eb3sangarheesusofctobdsfhnegsthe7655350SANM5BDpr bedodging
si mul taneously. The I1C card procedure managenent task

77 thatuBesladese plurality of processing for

procedures in parallel. The IC card procedure

managenditiask the dabries dde mdsk | L5 catdi &0téd by
data 773x when the series of procedures have been

ek Zoe e Wyl LEvag 4o gl

managenent task 772 wi e exp

05 5 B OB TR A P TG PR e

gégprnaL menoy /07 and stored in the storage unit

YEehis 8 Yahuas,brE sReei7ebed the 13dévidual SAMs
I nput by the script downl oad task 769 from for
dadnneinhdockhat elasse fivat 767 thel nsttomadki of tihe B class
storage unit 765. 25 The APP table data 73101 to 73103
a1 ipuisdly tdedefididd the 255 SAM IDs belonging to that C

class.
The identification data AP ID is identification data

cf an application program executed by the SAM of the other

party transferring data when the SAM chip 708 is performing.

pProcessing relating to that application element data APE.
- The key data K CARDA is key data used for transfer
of data with the memory.750_of the IC card 703 when the SAM
chip 703 performs-processing relating to that apélication
element data APE.
| The key data K _SAM is key data used for tranéfer of
‘data with another SAM when the SAM chip 708 is performing
processing relating to thaf application element dataAAPE.
The data SET*APP is data for specifying the APP table

data 7310_1, 7310_2, and 7310_3 used (viewed) when the SAM

" . chip 708 performs processing relating to that application

25

element data APE.
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script downl oad task 769 from for exanple the external
menory 707 and stored in the storage unit 765. The IC
card entity tenplate data 7301 to 7303 are generated
by the script interpretation task 770 and used as the
tenpl ates (cl asses) when ge_nezr%aet ing the I1C card entity
data 773x of the procedures relating to the service
busi nesses. The | C card entity data 773_x is generated
by the &R B9tagERBEafPod st £dkrg7 Aatasishgwiing WBethed to
entity tenplate data 10 7301 to 7303 as for exanple
t Hdsecllgse detanmanagedctheld) thattiel a8 il 70®Wo another
data bl ock 731 x|, output data block 732-x2,, |og
dahd khapk 7083%%c.and conputati on defining data bl ock
734x4 are generated by the script interpretation task
770. 15q Ceamal t ata 773 x will be

HE el MRalsmoTh o BT dabl' ol whipthed b aliow

expl ai ned. The I C tard enti 3

b ' [ k 7 ' he SAM chip 708 -
DA AR B0 350 T B i B TR e

\?\g&kt% gl a data of the service business for exanple
théps cﬁFﬁ'708 receives 20 fromthe ASP server

719 a processing request for processing using the IC
card 708 dEF apb?l cdthooMER gYrSemfidehd" [iscdbibcari-aed key
service business. FIG 126 is a view for explaining

te thenBC cArdhe03 Giehidednbyt ¥hdabppT7da¥iorSpfSgram in
shown in FIG 126, the I1C card entity data 773X 23?

Qﬁﬁfr}mw; Y U Jalp o@%heemtsietr»itzg _ﬂat 35’8t o be
not disclosed, s¢ cannot be viewed by an. application program
of another SAM or another applicatio.n program of the séme
SAM.

Further, _ﬁhe "Service C" is the access key of the IC
card 703 defined by that application program. When that SAM
is assigned the net mask of the later explained C class,
the key data of the "Service C" is disclosed to an applidatioﬁ

program on the SAM having the SAM ID "43,17,19,XX". At this

time, the SAM mutual authentication key is “TT1..., TTa",

- Further, whether or not another SAM can hold the key data -

of the "Service C" until the next use is determinéd. When

. possible, when the other SAM next uses the "Service C" on

25

- the card, it is not necessary to obtain the card access kéy

again from the SAM. The access key of the Service B is obtained

not from that SAM, but from the SAM having the SAM ID

- "43,13,137,XX". As the mutual aﬁthentication key between
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status data (status data) 782, I1C card type data 783,

APE -N designating data 784, processing order data

785, pre-processing data 786, and post-processing

data 787. 5 The nmanagenent pointer data 780 is a

bi directional pointer for mynaging the IC card entity
data 773x in the storage unit 765. The entity ID data

781 is used for requests for generation of I1C card

efitMey J&F4 -773S8n"cdsf msesti on of 10 the state of.
progress, deletion, and other of the series of

pr ocessWhgthasi ag hbe the cacdeeftidy dRithe! 7Seevihe B can
entity |IDdata 781 is also a return value to be given

t el N&1 & Rth tisCthe Thex €Ridd ¥ s! db abfi f@%&?

a descriptor when openi r% g% e |nr7§ibgr)1ér Q%%ltg%ated
sk¢t eflhelaafne entity status data 782 shoms the state

of “progress of the procedures relating to the IC card

703. Thg, bag] state f the | C card entity data 773X
|nclud2Fh %ﬁﬁﬁhc?n F? Vs 139dicptes the %*1ﬁrbEe§§%ﬁ§ log
§ i nvestigating the services which the 1C card 703 -
cAntasEeovhirk) thenh gAY ZPcost "AB0ddsEBRgXBY whi ahsitped is
SAM chip 708 authenticates the IC card 703 (Al), the
stheredi Thectissivigce (B Log"chst hbel £anargh Gt mask as the
aut henticates the SAMchip 708 (A2) , the state of
proeesstage’ prss agd R tiaila suthenidieatEontkdy ZQés( R)ssl
and the state of processing for witing data in

tdnd C I@@{'éi Rsp (Wble d£§§ 141 npi'g@:. %& Sg, a?]ﬁemutual

enbodi ment, " t he proceSS|ng I nvestigaiin
SRIMGE PUSLDST 568y . 1 0063%19 éf”pemsmn for

accessing the "Service B log" and ."Service B" is defined
in the APP table data 7310 of the other SAM which the AP
mémagement table data on that other SAM views.

FIG. 123 is a view for explaining the APP table data
7310 1.

- The APP table data 7310 2, 7310_3, and 7310 have the

same format as the APP table data 7310 1.

As shown in FIG. 123, the APP table data 7310_1 shows,
rfor each _application- element data APE, its identification

data APE_ID and whether that application element data APE

‘can be read, written, or executed from another application

program (another application element data APE).
For example, the APP table data 7310_1 .shown in FIG.
123 shows for the "Service B log" that reading is possible,

writing is possible, and execution (deletion) is impossible,
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the SAM chip 708 to authenticate the I1C card 703, the
processing for the IC card 703 to authenticate the SAM
chip 708, the processing for reading data fromthe IC
card 703, and the processing for witing data in the

| C card 703 correspond to.jphs._ A "job", as expl ai ned
later, is a unit of processing for which the order of .
execution is deternined by the IC 10 card procedure
nmanagefdHithek the ARRanagementy stanage axam 122l 9k the
mut ual aut hentication processing between the |IC card
Frcternhloaendnyp 7U8. shown tirerEIG N 11e fowessxdmple stores
enbodi ment, considering the comunication tine on the

AR eveioic Fildh daten e PEHO NSl cdid bagls & @ &nd ap 1D

are, as shown in the state transition chart of FIG
- BAhkd® KHvided into states after startup (after

i ssuance 0 connand) and conpleted (response received)

ﬂﬁ:t ??:T O(ZT‘[(c;dardgt ent| YV gﬁt #’i’:’x art rra%%}iﬁ’q%)#’t el% card

ce gene card entity data generation) -
ﬂ);{ ﬂ°ré§ b’as‘% é‘t %Q’Pué gt%?’é exRERISEPeldentifieatpn data
post startu state, Al conpleted state. A2
tioard oRmRanYp RerfeTming: settdsmenttarfam
sta_te R conpleted state, Wpost-startup state, W
doapisatcdd ofs stsdingr tdved Ihsteadc §03.C card entity data)
del eted state. - 239 The IC card type data 783 is

dat a spacthyipi@ddift s8b¥HEAenRYSENEIT LasHl %f@@lét@maero
card 703. The IC card type data 783 is set with
@%&hﬁ%ﬁ.scrlpt program defines (describes) in it a service
content combining -the name APE N of a plurality of
application ele;neht data APE. By reflecting this in the later

explained IC card entity data (job management data), it is

possible to provide a service combining services

-correSponding to a plurality of application element data

APE.

For example, a sgrvice combining the service of reading
data from the IC card 703 and the service of writing data |
to the server 702 can be defined in the I.C card entity data.

Further, the A-PE-_N or its service number is é.n

operational command issued to the IC card 703 and able to

. be analyzed by the IC card 703 when performing a service

provided by the service businesses 715 1, 715-2, and 715 3.
The application prdgra.m AP 1 is defined by the AP

management table data 7300 1 and a predetermined IC card
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" the APP table data 73101 to

by a C command in the above-nentioned script program
at 5 the tinme of generation of the IC card entity
data 773-x. The service type el enent designating data
784 shows the AP nanagenent table data 73001 to
7300_3 and application elequ%_gata APE defined in
103 used in processing
using the IC card entity data 773-x. 10 The service
topeer adl iorenbcdotgmetridigcttdp & pilsgrtzam s€bredi ih theee¥ternal
nore application el enment data APE designated by the
in the above-nentioned script program at
the tinme of generatiaon of the IC card entity data
773- X. e I5 f a S t Qrqer
of 15 Seoc sPpliearad Hdbaiiad F3 il oY Wl 20
rocessin Siy t IC card entjty data 773 x, that
et S, it R umnd, Faedpsprmiiad (1 cara
t he processing order data 785 uses the name APE - N of
OReTAFANCRACER crEand seaint appramm abarefdd ptierextarnal
of execution of jobs corresponding to basic operations .
gfemortye 710G .card 703. Here, the jobs, as explai ned
earlier, correspond to. the RS, A, A2, R and W
‘shown TheFhEpli2atiSpepirbiggafParatli @8S de@inbleb/Cthar dp
703 are realized by the order of "processing 25
[ : [ ' L I far j _
g Pl P 3500 o e SR 3Y Wara
tual .authentication,. the processing order,
CRPER PRI See SoImagyl yor pRPEReTamstoted in the pxternal
case of _reading and witing with nutual _
mePRENt 784ti on, the processing order information 785

i s set
[SAM Chip 708]

The SAM chip 708 is connected through a SCSI port,

.the Ethernet, etc. to the ASP sé:_:ver 719. The ASP server

719 is connected through the Internet '7-]_.0 te a plurality
of termingl apparatuses including a personal compﬁter 705
of an end user _z-md personal computérs 716_1, 716 2, and‘716_3
éf service businesses 715 1, 715_2, and 715 3.

The personal computer 705, for example, is connected

o tihrough a serial port or USB port to a Dumb type card

reader/writer 704. The card reader/writer 404 realizes for

. example wireless communication corresponding to the_e' physical

25

level with the IC card 703.
The operational commands tc the IC card 703 and
re‘zsponée packets from the IC card 703 are generated and

analyzed at the SAM unit 709 side. Therefore, the card




5to "RS->Al ->A2->R->W . The processing order
information 785 is set wth the order of jobs shown
in FIG 127 corresponding to the order of service

el ements designated in the CS command in the
above-nentioned script progragpywben generating the I1C

- - card 10 entity data 773-x. The pre-processing
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|nfo %lon 786_is set fromthe ASP server 719 side
Vit ??1 whtheht 784t aPeEFopat f eemPRERT p7 82 esanAASE| sgrver
the IC card entity data 773-x. For exanple, the

1 hedownn dpembolyaebrto/86orre thé eimarids) apdi pésSponse
of a conputation forrmula of a designated service in
téenBintain theodatappliyicaid @oralideanddabdafdPEhe: same and
Further, when an inter-service processing function 1is

Nofe debt NBvolRed Pig- PRECESSHAT1 & °$P3&é S0t So e&ata,

with the requested processing charge.. exanp

[ sef | : tate elatln

a%rhoﬂﬁr}% of cﬁgérée %Jf %%?% sa%?‘\?/aeﬁ Oe‘?era{%c’%s " Pg card
-proceSS|ng information 787 isset with data of -

t'he Pprocessing result of the IC card entity data 773 x

25 reqU|red at the ASP server 719 side. For exanple,

i n t he I3g1 Paxfanads agmmutanm(716.(1,i J1be2 wiand Jitéa 3 can

showi ng the existence of a nornmal end to the

glgv{qlgmgqﬂ:he[\légﬂ:eraexpllalnedfmrwwq:&ﬁgm ey the $&41 chip

card procedure nanagenent task 772 shown in FIG 125

(7@i8attion gistcnifleirild applE diftildn fﬁrddﬁaZ&S AMSNI2P 2, and
plurality of IC card entity data
AP_3.

FIG. 124 is a funétional block diagram of the SAM chip
708 shown in FIG. 109,

As shown iﬁ_FIG. 124, the SAM chip 708 has an ASPS
communication interface unit 760, external memnory
communication interface unit 761, bus scramble unit 762,
random number generation unit 763 , encryption/decryption
unit 764, storaqe unit 765, and CPU 766.

The SAM chip 708 is a tamper-resistant module.

- The ASPS communication interface unit 760 is an
inﬁerface used for input and output of data ‘with the ASP
server 719 shown in FIG. 109.

The externél memory commuﬁication interface unit 761
is an interface used for input and ocutput of data wii;h the

external memory 707,

The bus scramble unit 762 scrambles output data and
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773x w Il be explained. The 1 C card procedure
managenent task 772 is constantly being started up on
the CPU 766 of the SAM chip 708 shown in FIG 124. 10
FIG 128 is a flow chart of the processing perforned
by the IC card procedure nmanagenment task 772. Step
ST701: The |IC card procedure managenent task 772
selects one IC card entity data 773x for executing
RS ereatblesctapyhdats when cinpietiptagiraid tquigbutfing data
card entity data 773x present in the storage unit
Mgiroddgie vint hatitefnsE| Mo O dmdditicd G el thedtfdde unit
data 773x may be to successively select IC card
eity data 773.x present in the storage unit 765 or

to assign a priority order 20 and select by priority

in the oM g Bi est priaqrity. ..S ST702: The

1 C car (}q{or %E:aé'g{uornlemrmndég]{; erﬂeortaa{:s'“l? W%’?ﬁ%?&%s qq‘neli‘#ees_ a
j,ob of the IC card entity data 773x selected at step
ﬁ?@?”%&é‘mﬁ’ﬁfe‘éﬂ? frefhg tive pLuputhpebiratiPRproressing.
it has 25 started up, it proceeds to the processing of -
step SThesensxyrtipn/degraptiongingtt R64 énchustaodata and
been started up, proceeds to the processing of step
SETOYPISt qn8F703d Batd .C card procedure managenment

task 772 judges from 5 the entity status information

782 shame stofdde uhdf P65] @ ekl &2h8d ARltdy, 980248k s,
sel ected at step ST701 which state

programs, and data used by the CPU 766.
The CPU 766 executes the later explained script
download task, script interpretation task, entity generation

task (job management data production task), and IC card

. procedure management task (job management data management

task) or other tasks based on predetermined programs
(programs of the present invention). |
Next, tasks, programs, and data stored in the storage

unit 765 will be explained.

FIG. 125 is a view for explaining the tasks, programs,
and data stored in the storage unit 765.

As shown in FIG. 125, it stores a scri_pt download task
769, script interpretation task "770, entity generation task
771, IC card procedure management‘ task 772, IC cérd operation
macro cémmand script programs 721 1 to 721 3, ‘AP management

table data 7300_1 to 7300_3, APP table data 7310 1 to 7310 3,

IC card entity template data 730_1 to 730_3, IC card entity




10

15

20

25

of the status transition chart shown in FIG 172 the
processing relating to that entity data is in and
decides on the job to be executed next fromthe
processing order 10 information 785. At this tinme, the
processing order informationyy85. defines the order of

~execution of jobs using the service elenents set in

the, service definition table data as expl ai ned
57 31 BeRpt Sptoublerk 133 oo doptpeédiata block 732_x2,
managenent task 772 starts up the selected job at step
S Ha th dlagk J33_prdoc @sdr eompnagéiont defiskiZg2dasasblock
the data blocks relating to that job in the input
de34 bt ock 20 731 x|, output data block 732 x2, |og
data bl ock 733x3, ,and conputation defining data bl ock
734x4 el addiagh RRMMIGH G 76925 4O MRS HYE. 118
job_ At this time, the IC card procegure managemnment !
task, eRpl ' o) d t | C.card .
in exle%azct%f g'\#é gg lﬁ%#éggljn%%? %%%{s]e tc%agzas te}?\?’ioe& gf’e?réﬁ{;—?' (if
correspaondi to that .243 | as .a key to search :
BTN usgsﬁaxiiﬁe @%ﬁ % é‘@jé’f'r&n‘ga?%%%& Oadi B %&f’t ofegoyemple,
to obtain the service nunber corresponding to that

dbec compriteropér aarbnaprebanshvs bhes€ and lgods it in
able to be analyzed by the I1C card 703). Further, the
the &M obdiged®®.e nmanagenent task 772 uses the
obt ai ned service nunber to issue a command to the IC
farg ;gge Euktiper intBepketa®idnPtasRdy0 HBRIVERRNservice
as :

- definition table data (if necessary, the APP table data

7310_1 to 7310_3) and script program to generate the IC card
entity template data, input data block, output data block,
log data block, and computation defining data block for each
business.

The number of the data blocks generated .for each
éervice business is not particularlyllimited;-

When the entity gene;ation task 771 for example
receives an entity production request f;om the ASP server
719, it perforﬁs polling with the IC card 7.03, thén generates

the IC card entity data to be used for f:.he prbcessing for

,the procedure between that IC card 703 and sexrvice business

using the IC card entity plate data corresponding to that
service business. At this time, the IC card entity plate
data becomes the class, and the IC card entity data is

generated as an iﬁsta_nce of that class.
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as explained using FIG 113, when key information is
required for accessing the storage area of the IC

card 703a, uses 10 the service el enent correspondi ng

to that job to search through the AP nmanagenent table
data 73001 to 73003 and obtaigs the key information
corresponding to that service elenent. Further, the

| C card. procedure nmanagenment task 772 uses that key

i nf or NnEX 1R PESHTINF hmbhaalenddtive gerexnitdon] Samkt #71 for
the IC card 703, encrypt and decrypt the data, or
preheration hef ithedds siaxyl amdidiyt dartat Walli bbt ekplained in
access a predeterm ned storage area of the IC card
TA3taibt Ept&F 705: Step ST705 is performed when the |1 C
card procedure 20 managenent task 772 issues a

COMMBANGHD Fd1%:d L QLA Hhd Fgdlfledd ML diR77 DS s0e one

processing result e I C car h car
rocessin

procedur nagenent.task 77 ceives the,

R R PEE R e o TS K i apnt T4 68 | eboFage
card entity data 773 25 Step ST706: - 244 The IC card :
m'b‘c‘édfﬁ% tREreEHR thsspreressiag: 9Tt RePreaeduye between
status information 782 of the IC card entity data 773
thehdith 9ard7G3 apgl the shirviweybusinehsepr@tBnl to 715 3.
enbodi nent, the IC card procedure managenent task 772

sel ect Ini thensassdrie eboddindn tgNthé Y1ditaA i A48 £ PFodd@sing
plurality of 1C cards 703 present in the SAMchip 708

L AR By She FEOBAERL' B £ covas
703 and the service businesses 715 _1 to 715_3 proceed
simul taneously .

The IC card procedure ménagement task 772 executes
these plurality of processing for procedures in parallel.

The IC card procedure managemént task 772 delef.es the
IC card entity data 773_x when the series of procedures have
been. finished.

The processing of the IC card procedure management
task 772 will be explained in detail later.

The script programs 721 1 to 721_3 are input by,the
script download task 769 from for example the external memory

707 and stored in the storage unit 765.

The AP management table data '7300_1 to 7300_3 are input

: biy the sbript downlcad task 769 from for example the external

'm.e-_mory 707 and stored in the storage unit 765.

The APP table data 7310_1 to 7310 _3 are input by the




chip 708 can sinultaneously proceed wth the

processi ng even .10 when receiving processing requests

for procedures using a plurality of 1C cards 703. FIG

129 and FIG 130 are views for explaining the

processi ng defined by anotquf?pplication el ement data
APE in accordance with a rolGtine defined by

application elenment 15 data APE or processing when

&t dgwddvadpbasloMGSdL bym tive: eSihblaitthe/ 88 twtanl memory
executing a job at step ST764 in the above expl ained

FIOR k28, st5hegd ShY Adie Theo:SAM Gl 7085 . whi | e
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executing processing in 20 accordance with

predet gig 1ed Rl IdhAllQN hipiait Ml A 1SREILS are

an application program (access

P R R R

witing, and execution of that application el ement ‘
&t Fhaperpi gy fcdrrses) Mzen yepecatiag bhedS ragdeantity
if the application elenent data APE specified at step :
Srtel 173 _pr exferkhs pudeadugay aielatipgs to ftheudginwice
that it is not present, it proceeds to the processing
blussinesseEl43, while. if judging that it is present,

5 proceeds to the processing of step ST745. Step

ST743: ThaerSoMrehbwt /68 d4itap73 he iARdREA0EIB My LRL htity
data 73001 to 73003 corresponding to the application

ALAP: BCIAAK1 9T UEETnG OLRE UL ' Sadd LD U] 468 Mata
orrespondi ng .

730_1 to 730 3 as for example the class as an instance of
that class.

The input data block 731 _x1, output data block 732 x2.,-
log data block 733 x3, and computation defining data block
734 _x4 are generated by the script interpretation task 770.

Next, the IC card entity data 773 x wili be expiained.

The IC card entity data 773 x is generated by the entity

generation task 771 in the SAM chip 708 using the already

- generated corresponding IC card entity plate data of the

service business for example when the SAM chip 708 receives

from the ASP server 719 é proceséing— request for processihg
using the ic c;ard 703 and apprl;ication program of. the
predetermined service bu.-?.ines‘s.

FIG. 126 is a view for explaining the fqrmat of the
IC card entity data 713 _x. |

As shown in FIG. 126, the IC card entity data 773 x
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10 to the correspondi ng service (application el ement

data APE) and uses that key data K -SAMto for nutua
authentication wth the SAM chip 708a having the
application el enent data APE to be used. Step ST744:

15 |f the SAM chips 708 and ,/8a authenticate each

other' s legitimacy in the nutual authentication of

step ST743, the SAM chip 708 groceeds to the
&ﬁé%%%?@ﬂnf‘s?¥44atﬁf7 hotentitypAbcdats 78lsteptity
ST751. Step ST745: 20 The SAM chi.p 708 views the AP
refEgenelita disite tdat dataB0062 | T 3G tgpecdpoadiay, tmpE N
the application program being executed and acquires

tehees ikpya i da t=SAM £OIgRSRAMEINRY oddesd M BEr MK e
(application el enent data APE). Further, for t he'

- Efﬁst“é‘? S HIS T, TR, 2 @Aﬁ%ﬁ?ﬁou P g e’ﬂ??

X

Vi ews e AP na agenent .t bIe dat 0Ql to, 73003
correspondlng qugﬁﬂl CEFafP g@@n&ﬁtadEFg%ﬁﬁ§qﬁ?“al

acquire the key data K - SAM correspondln to the :
@&&%rﬁ%gﬂm% the 6 icaand entd) tagt73_apEn the
5 Further, the SAM chip 708 conpares the two acquired
ﬁé?nﬁm@aQQiﬁ$Mﬂ5-Scranbler 746: \Wen the SAM chip 708
judges at the processing of step ST745 that the two
key daraeKenSAlMymabcHatah@sLoliki Beelr E6eedequdd tiso folze

processing of step ST747, while when it does not,
generation of IC card entity data 773 _x, confirmation of
the state of progress, deletion, and other of the series

of processings using the IC card entity data 773 x. The entity

ID data 781 is also a return value to be given to the end

-user. The eptity iID data 781 corresponds to a descriptor

when opening a file in a general file system.

The entity status data 782 shows the state of progress
of the procedures relating to the IC card 703.

The basic states of the IC card entity data 773 x
inél‘ude, as shown in FIG. 127,7 the state of processing for

investigating the services which the IC card 703 can use

. (R8) , the state of processing by which the SAM chip 708 -

* authenticates the IC card 703 (Al), the state of processing

- 25

by which the IC card 703 authenticates the SAM chip 708 (A2),

‘the state of ‘processing for reading data from the IC card

703 (R}, and the state of processing for writing data in

the IC card 703 (W)
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it proceeds to step ST751. Step ST747: The SAM chip

708 or 708a views the AP nanagenent table data 73001

to 73003 corresponding to the application 15 program
specified at step ST741 and specifies the APP table

data 73101 to 73103 correspondi ng to the application

el enent data APE used. Ste 748: The SAM chip 708

or 708a judges the access.right of 20 the application

el enentindathe AREsen th emimeld memd( e $hed privaead i ngn floie

APP table data 73101 to 73103 specified at step ST747.
SppMd i tidhg Ithd WERS dd'dud idlds Y, I@lig¥bcessing for

witing, and executing the application el enent data

t e : 149:. - 7 Al

A= RENT0s [ i ince B 1q M |03 ne

an access right,_it_proce to step. ST750, whjle .
HFEPSEs sk oot p%’eigfoﬂs? e Fﬂghsmi&sgaen hg{SaM chip
step ST751. 5 Step ST750: The SAM chip 708 or 708a

§e£ the mppiceesingn ferereadingadataptrencthe| By eard 703,
step ST741 for the usage specified at step ST741. .
8ngh tHE/ ProckEsing AW oirifiZE data/(8a tdeeIatands 703

the application elenment data APE specified at step

- Sbi4bspeind o Uykge

A "job", as explained later, is a unit of processing
for which the order of execution is determined by the IC
card procedure managemenﬁ task 772,

Note that, Al and A2 comprise thé mutual anthentication
processing between the IC card 703 and SAM chi;; 708.

Further, in the present embodiment, cénsidering the

communication time on the Internet 710, the above-mentioned

basic states are, as shown in the state transition chart

of FIG. 127, managed divided into states after startup (after
issuance of command) and completed (response received)
states.

Specifically, the states of processing using the IC

- card entity data 773_x are managed by the instance -generati;:n
{IC card entity' data generation) state, RS post-startup state,
‘RS completed state, Al posf—startup state, Al completed state,
A2 post-startup state , A2 completed state, R post-startup

state, R completed stétte, W post-startup state, W completed

state, and instance (IC card entity data) d_életed state.
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specified at step ST741. Further, when executing a job
at step ST704 of the above explained FIG 128, when
the SAM chip 708 transfers 15 data with the I1C card
703 in accordance with the routine defined by the
application el ement data APE, e SAM chip 708 views
t he AP managenent tabl e data 01 to 73003 shown in
FIG 125 to acquire the key data K CADR correspondi ng

t o t hat TspI¢ catricohypé ehwint 78atias a&&a&&mdiﬁe@rvme
data 20 . K -CARD to access the nenory 750 of the IC

canckifks iNading htheO VRS &ldrPPRYALI ON Of the
comuni cation system 701 shown in FIG 109 will be

expl ai nefle EcGealdl rtg?;% Haa ]7§% grgsséhg\{v\%.az%t@aﬁegﬁned |

expl ai ning the ove operation

sySt eMef0L showy i.n 25 FLG 109 - 248 Step ST721:
ThY SoCE) eotRed ah & <7 5P VEo mPPdd ogeda Sﬁ&fiw: program at

servi ce buSinésse .
rggueg}ed by these servi-ce busi nesses produce that
sCrTpt™fr 8gr GrEeretiony of) thendCreard desdtiybidatat WI3 x .
processing 5 for transactions perforned by the service
busi nestls asrvicet hepeCetamen¥03esdgnekiny! da€A B8 shows
personal conputers 7161, 7162, and 7163 shown in FIG

168e ARmbhegembhe taibbgataf 7806 SAM 9968 30 PLAEYG8S tion
the AP nmanagenent table data 73001 to 73003

seLessesidios gy AQuiissoeh) As P PERTE"aR bt o
t%f@g@_%s@&:’gﬂi)%cessing using the IC card entity data 773 _x.

The service type element designating data 784 is set
with one or more application elemént data APE designated
by the CS command in the ‘a.bove-.-m.entioned script progra:t; at
the time of generation of the IC card entity data 773 x.

The proceséing order data 785 shows the order of. _
execution of services (jobs) used in the processing using
the IC card entity data 773 _x, that is, the state transition
shown in FIG. 127.

That is, the processing order data 785 uses the name
A?E__N of thé application element data APE to show the order
of execut.ion of jobs corresj_)onding ‘1';0 basic operations of

the IC card 703.

Here, the jobs, as explained earlier, correspond to

- the RS, Al, A2, R, and W shown in FIG. 127, Specific operations

25

on the IC card 703 are realized by the order of processing

desig_nated using the jobs. For example, for Processing using
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at step ST721 are stored in the external nenory 707.
Further, the script prograns 721 1, 7212, and 721 3 15
produced at step ST721 are downl oaded fromthe

personal conputers 7161, 7162, and 7163 through the
Internet 710, ASP server 719,5,and SAM chip 708 to the
external menory 707. The processing for that

downl oad, as_shown in FIG 118, is nmanaged by the

s & ForeageviP 3 s thaerly @eaidd nohed SAMoot bu D &u thizf: tStasytion,
ST723: The script interpretation task 770 in the SAM
clthe piogesisdmg iorderGinEbEmasesnt T65AR sNe@d( &FE MRS ->R" .
tabl e data 73001 to 73003 and script programto

gEnetake | GaaRHeeRaisky oft @8RHALE HAHAWr3RikEP Wi titd e
bl ock, output data blogk, | og 25 datawgloékgpand ual

camrHkakield tdeh Nin eﬁ%&?egﬁg% o%‘geregﬁgo' azl%g,olnn'l?ﬁ ds set

service business. T ener at als store

staorage_uni.t 765 _of _the SAM chip 708 shown in FIG
1%%.‘§§e%RgT?§g:> éWUSer Is issued the IC card 703.

As shown in FIG 113, the nenory 750 of the IC 703a :
of the TS RFACTIILRG Rrdex Hnfapatdian J&ki #soiset with the
transactions by the user with the service business :
certpaCcPEdIobE hshown ein [BRG. (1Y contreaponkkitvean tthe order
user and a service 10 business may al so be concl uded

abf esersscanetenénthedéfigaided 798 the 0gghcbii®and in the

Internet 710 etc. Step ST725: For exanple, when the
USIes v&lSRen £ 16n 88T SOPAbt GHBYM L when generating the IC card
entity data 7?3_3.

The pre-processing information 786 is set from the
ASP sérver 719 side with management data for performing
processing using fhe IC card egtity data 773 x.

For example, the bPre-processing information 786 is
set with points of a computation formula of a designated
service in thg SF data block (application element data APE).

Further, when an inter-service p;ocessing function
ié not defined, the pre-p;oceséing informatipn 786 is set
with the requested processing charge. .

For example, in the case of settlement, the state
relating to‘ghe amount of charge or points given etc. is
éet.

The posﬁ-progessing information 787 is'set with data

of the processing result of the IC card entity data 773 x

required at the ASP server 719 side. For example,'in the
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705 to access the server 702 through the Internet 710
to ,15 try to purchase a product, the server 702

i ssues a processing request through the Internet 710
to the ASP server 719. \Wen the ASP server 719

recei ves a processing requestyifromthe server 702, it
accesses the personal conputer 705 .through the
Internet 710. Further, a processing requesting 20 ,
r PSR MG Sedlsdent cAF d 5798t with diateophonangakhe existence
reader/witer 704 is transmtted through the personal
cofpat aprmal, ehdt dpnkhe7E0ttinteASP server 719 to the

SAM chip 708. Step ST726: The ASP server 719 outputs:

to the Bédtchi pod@8nant®inpirbitesd? i RyOSY AHPRCI SOME Plrocedure
That entity production request stores 250 data

ShaWnhB8mbhe 4 0 | r . t.ep ST727: .
T Db T T2 R S TI8 S a1 B B Breratiey

S8 T a0 ChILog “poniiattbhv: a6 L7550 ehgiemupata

- chip 708, fter finishing the polling, judges if the
OB B

¥ ¥t e e¥PLateeentity data 773 x present in

the SAM chip 708 is wthin the maxi num nunber defi ned
by the B d6rrrrd Papcedureguanagerent dgiskny 72 fisrcbhsbantly
t he maxi mum nunber, it proceeds to the processing of
Sen@TTRortadhike o t10d,CPU PHEISof Nehe PSR ESHIPI708 shown
Step ST729: The entity generation task 771, for
exanpie, mpecifies,

FIG. 128 is a flow chart of the processing performed
by the IC card procedure management task 772,

_ Step ST701:

The IC card procedure management task 772 selects cne
IC card entity data 773_x for executing the next processing
ocut of the plurality of IC card entity data 773 x present
in the storage unit 765.

?he method of selection of that IC card entity data
773_x may be to successively select IC card entity data 773 x
present in the storage unit 765 or to assign a priority order
and select by priority in the order of the highest priority.

Step ST702:

The IC card procedure management task 772 Judges if
the job of the IC card entity data 773 x selected at step

ST701 has already been started up. When judging that it has

started up, it proceeds to the processing of step ST705,
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15 based on the data showi ng the issuer of the IC card
703 stored in the entity production request, which
service business[] IC card entity tenplate data to use
and uses that specified 1Ccard entity plate data to
generate the I C card entity -data 773x. 20 This
corresponds to the instance generation shown in FIG
127...Step ST730: . The SAM chip 708 outputs to the ASP
s &R vign; Jrdoing that ptohas mot beear gtantedyuplaroceeds
773_x generated at step 25 ST729 at step ST731. 251
THe thec prooesedaducd Py STTOB3 .t ask 772 of the SAM
chip 708 investigates the services which can be
utilize8tepystrne3:C card 703. This is processing

- corresponding to. the job RS showmmn 5 in FIG 127. Step

ST732: The 1€ &arfdl gYRURAYL mIBY %QF@ tggﬁk’l']Z &uc{%es from
the SAM chip 708 aut henti cat es egl t1nmacy

Jl gﬁg&mtﬁgﬁs’c%{‘ iﬁ-f%“gigSSI g.?ge%or!r esgondl n ‘tCo]r?;F?S’f the

t t th egitim of the. SAM chip 708. :
ThC S S AR B0 e AR Ted o REep BTG sitviah state

of the status transition chart shown in FIG. 172 the
Processing relating to that entity data is in and decides
_6n the job to be executed next from the pProcessing order
inforﬁation 785.

At this time, the processing order information 785

defines the order of execution of jobs using the service

elements set in the service definition table data as

.explainéd earlier.

Step ST704:

The IC card procedure management task 772 starts ué
the selected job at step ST703.

The IC card procedure management task 772 uses the
data biocks relatiné to that job in the input data block

731 x1, output data block 7132 _x2, log data block 733 x3,

‘and computation defining data block 734 x4 explained above

'using FIG. 125 to execute that job.

At this time, the IC card procedure management task
772, when issuing a command to the IC card 703 in execution

of a job, uses the service element corresponding to that
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15 in FIG 127. According to steps ST732 and ST733,

the 1C card 703 and SAM chip 708 are nutually

aut henticated. At this tine, as explained earlier, in
accordance with the application el enent data APE

bei ng executed by the SAM 20,gRi p 708, the AP

managenent table data 73001 to 73003 shown in FIG 121
are_viewed, the key data KCARD is acquired, and that
kdPPdaF a2 e ARD Searcde §hronghhEhen AR managerant dakilendata
bet ween the SAM chip 708 and CPU 751 of the 'IC card
73300_3t bp BIHB43 {26 oblte inCthearskpriose duivbanaageaeponding
task 772 of the SAM 252 chip 708 reads and wites
dabathafus e dole Idint (opdratsonWilt BokbSnd G£ard carvdv 703

-703. This is processing corresponding to the jobs R

sheYE tb"bE! fnalgZedadpiubhlete LREal $0§ rdFH%gﬁgglﬂr%he ic

managenent task 772 uSes the processing for
S I3 | b d_on_the re- ssin ata_of the IC |
SEE bR nDa0herk Eolk PR end, i Srdarngn pREvice
IC card 703, to performthe predeterm ned conputation "
p?%é%§§iﬁ%.liﬁ“ t BpCLEPand tpcthe TG gapd 0?@3ur e
managenent task 772 of the SAM chip 708 outputs the

pr oces STHitheryu| thefIG eard IrScedntd ananiferporty ckask 772,

719. Step ST736: 15 For exanple, the I C card procedure
e ggplevinedasking FIG. 113, when key information is required

for aécessing the storage area of the IC card 703a, uses

the service element correépondi'ng to that job to search

through the AP management table déta 7300_1 .to 7300_3 and
obtain the key information corresponding to that ‘ser\.rice '
element. Further, thé IC card procedure management task 772
uses that key information to perform mutual authentication
with the IC card 703_, encrypt and decrypt the data, or perform

other processing and obtain the right to access a

‘predetermined storage area of the IC card 703.

Step ST705: |

Step ST'I(_)S is perfo:rmed when the IC card procedu;:e
‘management task 7727 issues a com:ﬁand to the IC card 703 and
is Waiti_ng for the processing result of the IC c'ard. 703.;

When the IC card proceduré man'agement task 772 receives

the processing result from the IC card 703, 'it sets this

- in the IC card entity data 773 x.

Step ST706:




772 deletes the IC card entity data 773x. As expl ai ned
above, according to the communication system 701 and

SAM unit 709, by configuring the application program

AP using a plurality of application. elenent data 20

APE and using the AP managepegj,table data and APP

table data to define the conputation content of the
application _elenent data APE, it is possible to

provi de TS s &aze preeedunsi pynagement dask 702 updates the
Further, according to the communication system 701,

. ZPtity sshbes birfoonasion NEB AR FBERE EIE Néatd b £t D6 adata
and APP 253 table data to flexibly realize

ut713 zatsieowwfimppi¢ cat29n el enent data APE in the

‘same SAM and utilization of application elenment data

APE bet weenndid fglenti SANG WUl maj nt aj.ni nq a hi gh
security. 5 Furthgf', 1accord;gr¥éist%c§1ﬁ r?g%c?orﬁ?i?ﬁ&daﬁqﬁn IC card
i on el epent data APE

S en usi,ng appligati

b)ebtgtt\/\c/gr'tegnc7 % it erelﬂem%&-l\/g:,asﬁﬁpﬁgé ft GSESatPherteEathenIC caxd
isenq:erfo?%%d ggévveen the SAMs, it is possible to .
i TV FRER A3t §o5f the P lasliidat io6nI6r oardas703 present
Further, according to the conmuni cati on system 701, by

- affothei fiiMackiot 708 ofhitliee peaforaiagsthe phecessing for the

application programs of the same service business, it-
i 9195'95'!1&[1’6_@0 Iicardst 703N @&Eﬁ_dl@lt.uﬁ'lherefore, the SAM
aut henti cation processing from being perforned
behwpeTo8 R ea2Ra8keER - application

T LR e T, e MR i even

prograns of the sane businéss and there

‘10 DWhERNzBETRRAGCHRRLLAG:KEY +baLAL B QD And prOcessing
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plurality of IC cards 703.

FIG. 129 and FIG. 130 are views for explaining the

: Processing defined by another applicatilon element data APE

in accordance ﬁith a routine defined by application element
data APE or processing when accessind data performed by the
SAM chip 708 when exe;cuting a job at step ST704 in the above
explained FIG; 128.

Step ST741:

| The SAM chip 708, whi_l_e executing processing in
Aaccordance with predetermined application element dai:a APE,
specif_ies an application progrém for use (access) and
applicatiftn element data APE J.n that application pfbgram.

Further, that use speéifie_s one of reading, w:i:ii:ing,
gnd execution of that application elex_ne.ni_: data APE.

Step ST742:




‘plural i tThefs

of the SAM chi p. Further, according to the
comruni cation system 701, it is possible to generate
IC card entity data 773x for 20 each processing for

~procedures occurring with the IC card 703 and have the

| C card procedure managenent Lask_ 772 use the
plurality of IC card entity data 773x to
simul taneously proceed with processing relating to the-

XMZ ¢hipis70& 0Pudgss Rk tthes | appelciorak itsh tellement
the authentication system 701, 254 since it is
suddtaiAlR specsifieed abestép CITLICALI p¥esddhe 47 Phat SAM chip
actually used for the processing for the IC card 703

i mode ISt Pi@ghd Nat 6% e ot Bﬁsagan%?,eiﬁegioégscis to the

storage unit 765 can be efficiently utiliz

F ' e entd cation stem 701,

Bl pBle s B B O 17C BRI SRRy BSECTR Esfpppoent,
j Qbs. _pr cesseﬂhby the | C card_ procedure nanagenent

t &SK S MR AP R ERDAT R art up states

and conpleted states, after starting to execute one

~job, it §St€HFEIHe 10 to start the processing for

another job in the state waiting for data fromthe IC

card 70FheTisdMefodrigy 708 ivsiepes dihel AP manalgefichd! dab1e data

wait time due to the transfer of data with the IC

CaRBO7A3 thrramh 3 hesdmdsicitingl Go Fitfd hgip1 iRGAATHH

to the authentication system 701, 15 the AP Program

MBRAGYRRE R tdahR 43001 Q CrdAe AL, Jhem o g
g eted , gé Og gfégvllz%’g 1 E8SE _C#ezgf t3::}‘/:3x:tr.i,]eespond:.m_:[

names show ng the typ S provi

10 1R ¥hdUaL - SELNLSE: BYINESIRES (abT chtion S1 A0en Y 4t S Ak
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and uses that key da_ta K SAM to for mutual authentication

with the SAM chip 708a having the application element data

APE to be used.

Step ST744:

If the SAM chips 708 and 708a authenticate each other’ s
.;egitimacy in the mutual authentication of step ST743, the

t

SAM chip 708 proceeds to the processing of step ST747. If

-not, it proceeds to step ST751.

Step ST745:

The SAM chip 708 views the AP inanagement table data
'7.’3()0.___1 to 7300_3 correspondj.ng to the application program
'being executed and acquires the key data K__SAM corresponding
to thg service (applicatiqh element data APE) .

Further, for the application element data APE to be

used specified at step ST741 as well, the SAM chip 708




~so the load on  the service~ bhusi ness

- sin

nunbers of services used in the IC card 703, and the
key data used when providing those services. These
are held in 20 the external nmenory 707. Therefore,
servi ce businesses 7151 to 7153 not the devel opers of
the SAM chip 708 can custom zgggtheir own application
prograns running on the SAM chip 708 by produci ng

scLi rograns 7211, 7212, and 721 3 and downl oadi n
RS e ©iRiAs Rpnse8nen b ke BetAa 08 1 to 7300_3
menory 707. That is, service businesses 7151 to 7153
catP PRt RFitPcth e APrdirakipni ebenent daterAPR to acquire
wi t hout the service businesses being inforned of the
keShelkey dataBeSat orritespondiang tof €hie dokeespynding service
operating the 1C card 703 or other highly '

c ofafppiieindd 0 ortl ad Pomdmif tdie¥a AP Service businesses 5
do not have to know the key data or card operationa

commandra el CUHLHaf s e RLOgrams, .
’ . 191670%0@01:%?1?% 5 geht éwr?e &cqu:l.red

Fuyr. [ Nng to the authentication system 701, )

[ eg);%{:a&ﬁaggfgﬁ%n content spanning a plurality of

services, 10.can be defined, it is possible to provide

diverSe%§§?WP & 3&ﬁﬁin ing a plurality of services in

“the range of services which are executed sinmultaneous
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wi t'h al FhfEnthe S3AM [ghipCT708ajwdges i dbe puothssing of step
according to the authentication system 701, 15 by

- | ATTESuChay ke taorkepidaiia Kheadaiatdl Otke $HELLM Proceeds

i nput and output with the I'T card 703 and the | og
dabathanpheceasing of ¥RERJISF747, while when it does not,

,it proceeds to step ST751.

Step 85T747:

The SAM chip 708 or 708a views the AP management table
data '73'00_1 to 7300_3 corresponding to the application
p.fogra.m specified at step ST741 and specifies the APP table
data 7310_1 to 7310 _3 corresponding to the,‘, application
element data APE used.

| Step ST748:

The SAM chip 708 or 708a Judges the éqcéss right of
the application eiement data APE to be used (accessed) based
on the APP table data 7310_1 to 7310_3 specified at step
ST747.

Specifi,qélly, it judges the right for reading, writing,
and executing the application eiement data APE to be used.

Step S5T749:
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256 CLAIMS: 1 A data processing nethod by which a
sem conductor circuit or a sem conductor storage

appar atus accessi bl e by said sem conductor circuit
downl oads a programrunning in said senm conduct or
circuit, wherein said sem congygtor circuit has a
software structure conprised of a plurality of |ayers

and havi qS%Qload signature verification key : .

i nfor mat'ig’%{‘ FELh Ghdithf 4% e dPBaayadass et stse ST748
viewed by said sem conductor circuit, said data

pridtds sihrrecihcth argessiTighthe idt qpadeds ey iSHEMET750,
by said sem conductor circuit downl oad signature

| ol twiom geneladsechot), ace Prbieishidd) the PMHNMing of
request using said downl oad signature verification
keytdpnfaaramt i on when receiving said downl oad request,

and all owi ng by said sem conductor circuit the issuer

of sai dglawnlqads.equest to downl oad a program of a

| ayer cor espongrng to the downl oad signature

verific %io A@e .information used for that. '
verifi cg' |eo§ o?Y\li'ﬂ‘? H&él°roﬂoe§aFﬁeﬁoWﬁ_c?£P]3’r%‘m &lement
information being legitimate. 2. A data processing '
neetdd ARE §ae°r=ér1teﬁil At AtePMSTT41f foxh dhec mspgiesispgcified
the steps of: storing by an authentication apparatus
aetestep ST741.

Step ST751:

The SAM chip 708 or 708a does not use the épplication
element data APE specified at step ST741 for‘the usage
specified at step ST741. |

Further, when executing a job at step ST704 of the
above explained FIG. 128, when the SAM chip 708 transfers
dgta with the IC card 703 in accordance with the routine
defined by the application element data APE, the SAM chip
708 views the AP management table data 7300_1 to 7300 _3 shown
in FIG. 125 to acquire the key data K_QADR-corresponding

to that application elemen£ data APE and uses that key data

- K_CARD to access the memory 750 of the IC card 703.

| Next, the overall operation of the cémmunication
system 701 shown in FIG. 109 wili be explained,

FIG. 131 and FIG. 132 are views for explaining the
overall operation of the communication system 701 shown in

FIG. 109




master key information corresponding to a |ayer to
which a programallowed to be downl oaded bel ongs,

“transmtting by said authenticati on apparatus said
~downl oad request to said sem conductor circuit, and

usi ng by said authentication ggparatus the access

master key information to generate said downl oad 257

signaturg information and transmt that downl coad

si gnat urdtTiSY teti on to said semiconductor circuit..

3. A data processing nethod as set forth in claim 1,

furt her Bshprentime thusStepeof1Stlortin 1y Awr a party

aut henti cati on apparatus identification information

ofrespiets tgadiilgonched O st ¥ Ttk I ithe s iy S8l script

aut henti cati on apparatus using said identification

| g7 2aS 1) Fiog hex St | ter .

kg/ informati 6h to ge'hzg'r 'gtng Zg%n?g% 5%%%?5 ﬁ%}% processing

[ i ' h | pad naster key . .

i AR pad e ORY AP AR ttn i inesses using
cessing nethod as set forth '

i ti dat
T B 420 i AL g OReEs g LS 8o oL forin

by .sai_d aut henticati on apparatus first access naster
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d
kdy S frorg i7dif_coshesmodid FF&-0198.d | ayer where

~downl oad to said sem conductor circuit is allowed and

one or. Fpréhercohble auamage e dhek SEMi clh Dy MH08 Produces the
corresponding to one or nore higher |layers of said
| APemanagement table data 7300_1 to 7300_3 corresponding to
the service businesses 715 1 to 715 3.
. Step ST722:
The AP management table data 7300_1 to 7300 3 preduced
at step ST721 are stored in the external memory 707.
V'Further, the script programs '};21_1 721 _2, and 721 3
produced at step ST721 are downloaded ffom the personal
computers 716_1, 716_2, and 716 3 threugh the Internet 710,
ASP server 719, and SAM chip 708 to the extei:nal memoery 707.
The processirig for that download, as shown i.n FIG. 118,“is
managed by the script _dewnload task 769 in the SAM chip 708.
Step ST723:
The ecript interpretation task ;7'70 in the ‘Sm..-! chip
708 shown in FIG. 118 uses the AP mer_xaéement table cieta 730d__-_i
to 7300 3 .and script program to generate iC ‘card entity
template data, Van input data block, output data bleck, lrog

data block, and computation defining data block for each
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and using by said authentication apparatus said first

~access nmaster key information and said one or nore

second access master key information to generate said
downl oad signature information. 5. A data processing
met hod as set forth in cl alm further conprising a
step of perform ng by said enticati on apparat us
mut ual authentication with sal d sem conduct or

- cisexivicetheminesmsni tting sai d downl oad signature

information to said sem conductor circuit. 258 6. A

dat a pranes gei@ratididata 98! skl iA €h8! Ttdrage unit 765
further conprising the steps of: storing by salﬁ

aMerid Carnr @t tyale @uty tication nmaster
key i nf%rrratlcgo}h aﬁgdl d%?lovypfjl ggtl on | ‘ormati on of

sai d se &on . Circuit, encrypting by said

aut hent i caetP | On ‘apparatus said identification as plain

text using said nmutual authentication nmaster key

i nf or mati®en Use Ty diferigaetuttha ICagamdn{03at i on key

i nformati on, and using by said authentication .
appar at &s ﬁWWUQIG-aGﬂBenttheamiemnrkeysiOnb&r fehlel MT 703a
for nmutual authentication wth said sem conductor

- ciofc bhe. 10 .cardiqN3 pLoLasstig ket Badaasse@tird P ihrddbctions

claim 1, wherein the software structure of said

SBY ededuEed witih' Gel setvilcdS By ﬁgs'smc%n%rf \e3ly with.
| ayer for which only a manager fl sard sem conauct or
circui th’iQ:eg{:ﬂSQ q:hdeo con ract between the user and a service
business may also be concluded after issuance of tihe. IC card
703 through the Internet 710 etc.

Step ST725:

For example, whé.n the user uses the perscnal computer
'};05 to access the server 702 through the Internet 710 to
try to pﬁrchase a product, the sexrver 702 issues a procéssing
request through fhe Internet 710 to the ASP server 719.

ﬁhen. the ASP server 719 receives a processi—ng.request
ffom the server 702, it accesses the personal computer 705
.th'rough the Internet 710. Further r & processing requesting -

relating to the IC card 703 issued from the card reader/writer

704 is transmitted through the personal domputer 705,

_ Internet 710, and ASP server 719 to the SAM chip 708.

Step ST726:
The ASP server 719 outputs to the SAM chip 708 an entz_ty

product:.on request That entity production request stores




right, a second | ayer positioned higher than said

first layer and to which a programfor operating a
predeterm ned integrated circuit belongs, and a third

| ayer positioned higher than said second |layer and to

whi ch an application program gggi ni ng transaction
procedure content using said integrated circuit

bel,opgs., 8. /A data processing nethod as set forth in

cl ‘é?ﬁg shoyfing cFhe sasauent efr thedICi eaui t 703. nount ed

in a card.-and said sem conductor circuit accesses

sai d i ntEepmtIWI2Tircuit through a communi cation |ine
and a communi cati on apparatus connected to said

conmmuni Gidrwntheé EAM Ghih ORI FUQCHRRS é%r}r,gr ;
forth in ctaim 7, V\herlgzi' n applicati onr%lr:)%ra Prélction
(XEé@@Q@@gifg i 1v- qQf. busji.ne s _perf i ng
transacti ons u%ﬁgolé%%?éjficﬁ? g{leigtgaifhe%sfccfer%%f‘% @e#nbng

to Saidéﬂ%ﬁ“%ﬂ r, firewalls are defined for said
plurality of application prograns, and data transfer

or dataT ieMAQ%Tbetmeen said application prograns :
t hr ough Fritanderenations daskc(1dd. of0 the &k chip 708,
processing nethod as set forth in claim 2, further

c Gffasifigishing thehaelddmant ingigephiyfsithel numbet ret the

-force applied to said authentication apparatus by

WHCC ipagal eretdidys slatms 7613 _lke priedfetitTali ahelistM 8p 708 is
illicitly operated on, deleting by said authentication

apfiahdhushalhaRiinkfchiibed de 81 ALA P CORS SSE B fiak®Yor the

10 - script program. If within the maximum number, it proceeds
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to the processing of step ST729, while if not, it ends the
processing. |
S";tep ST729:
The entity generation task 771, for exémple, specifies,
based on the data showing the issuer of the IC card 703 stored

in the entity production request, which service businessi]

.IC card entity_ template 'data to use and uses that specifieci

IC card entity plate data to generate' the IC card entity

. data 773 x.

This corresponds to the iﬁstancé generation shown in
FIG. 127.

Step ST730:

The SaM chip 708 outputs to the ASP server 719 the

entity ID of the IC card entity data 773 _x genéfated at step

 ST729 at step ST731.
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‘second

information. 11. A sem conductor circuit having a
software structure conprised of a plurality of
| ayers, said sem conductor circuit able to view
downl oad signature verification key information.
corresponding to each |ayef,2%5erifying downl oad
signature informati on generated in accordance with a
downl oa e st..using sai d downl oad signature
verifi cgrtll{eo#tﬁézfﬁ% 5}%?3 % WRBAIPBERLVFAgka’72 of the SAM
do Joaﬁ) equest, and allowi ng the issuer of said
‘%’r da 4 RItigrtepviihe stpvigey il ean derutilized

corresponding to the download signature verification
k&Y irokmigard B8 for  that verification to that

sem conductor circuit or a sem conductor storage

circuit Thdsedsi preckysingldcorel8kp8RdingOfo Cth&€ Wb RS shown
condi tional on said download signature informtion
bainhgrdeegiftdmate. 12. A sem conductor circuit as set
forth-in claim 11, wherein the software structure of

-sai d segkg n%&@%&n circuit is classified into a first
‘layer for Ich only a 260 nmanager of said

senicon?gctg circguit is_given a dowload right, a
Fer CpGRFt BRRgefRER dranagement task sf72 |of cthe SAM
and to_which a programfor operating a predeterm ned
i fPigr 4084 apthenticadiesngbe dmgikimhcydof] &her IC card 703.
positi oned higher than said second |ayer and to which
an appl Thasi b progessisglddt NegspordiSaf ticdthe job Al shown
in FIG, 127.

Step ST733:

The IC card 703 authenticates the legitimacf of the

SAM chip 708.

This is processing corresponding to the job A2 shown

in FIG. 127.
. ‘According to steps ST732 and ST733, the IC card 703
and SAM chip 708 are mutually authenticated.

At this tj.me, as explained earlier, in accordance with

_ the application element data APE being executed by the SAM

chip 708, the AP management table daitta‘7300_1 to 7300_3 shown

in FIG. 121 are viewed, the key data .K__'_CARD is acquired,

and that key data K_CARD is used for the mutual authentication
between the SAM chip 708 and CPU 751 of the 'IC card 703.
Step ST734:

The IC card procedure management task 772 of the SAM
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procedure content using said integrated circuit

bel ongs. 13. A sem conductor circuit as set forth in

claim 11, wherein said integrated circuit is nounted

in a card and said sem conductor circuit accesses

said integrated circuit thyoagh @ communi cation |ine

and a conmmuni cation apparatus connected to said

co i.ﬁj'aé il%ra si ne.q 14.. A ssrgri conductor circuit as set

forti in clam P8e WkdrEsn9a5p reariordpf oy e procedures

corresponding to a _plurality of businesses performng

tr'é’rf’sthc'ilf%r%"glﬁa}’ffb 7&hid integrated circuit belong to

said third layer, firewalls are defined for said

pl ur al i tBhisf iapptdomtsiony cpregspondiagdtdaha §6B8H eW shown

or data viewi ng between said application prograns

t imowyie saiar firewalls is restricted. 15. An

aut henti cati on apparatus used for. authentication when

domﬂlOa@hE&h@rQrQﬂk@ﬁkfQEEHP%rb%e@uﬁﬁeghﬁgggﬁgﬁyltask 772
software

circuit to a sem conductor circuit having

StaloldGt lys oI ofc a plurality af ers. or
s_er?i co%%c%or ftszsﬁglé’e féopfﬁglrlaat usgeé%gg‘?g &yaé;e&/ Fhdtre
sem conduct or, circuit, said authentjcation agpar at us:

sPEFT R CLEEEITIEGE TS AeyFhen il AT f dditie iT@_x and

to a layer to which a program all owed to be downl oaded
b¥FgHgdhe2dnta raashifromfheall§ dowdl G83 rteqpestfdrm the
Sgggdetermined computation processing.

Step ST735:

.The IC card procedure management task 772 of the SAM
'chipl708 outputs the processing result of step ST734 to the
ASP server 719.

Step ST736:

For example, the IC card procedure management task
772 deletes the IC card entity data 773 x.

+

As explainéd above, according to the communication

', system 701 and SAM unit 709, by configuring the application

20

25

prégram APrusing a plurality of applicationlelement data
APE and using the AP management table data and APP table
data to definé the computation contént 6f the application
-element data APE, it is possible to provide diverse sem—rices
.uéing the IC card 703.

Further, accoiding to the communication system 701,

it is possible to use the AP management table data and APP
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sem conductor circuit, and using that access naster

key information to generate said downl oad signature
information and transmtting that downl oad signature
information to said sem conductor circuit. 16. An

aut henti cation apparatus as ost3 forth in claim 15,

whi ch: stores identification information of said

semh ganduct or, cigicui.t .and encrypts .said. identification .
A b RN b ek v =0, oifmepiioation
key infornmation to generate download master key

i FREMERSG ftandPEsde ther saBenSold andastdd ikefion of
information to generate said downl oad signature

i aPplAgaitdon elemantadaltenfPEabetweappdififesent SAMs while
forth in claim16, which: stores first access naster
keginthenimg anhighlr cesperdiyNg to said | ayer where

downl oad to said sem conductor circuit is allowed and

one or PREEhSLCORHcoRGERGSLERE Sfﬁ§§M?£E£Q££§§i§g?5em 701,

corresponding to one or “nore hig ayers

I id. tirst t k . )
S BBt Shptfede s oh 51 8R8RE 0 E3 BRE Bétweenifpront
k information to enerate said downl oad signature

| P et TBTS atuad, SHINRIG A Uh idp PaF4ouRest bokween the

forth in claim16, which perforns nutual

- athMentitaisopesribleatd imprpventhbet securityi 0f the

transmts said downl oad
application programs,

- Further, according to the communication system 701,
by allocaf:ing a SM_ID of the same class to the application
programs of the same service business, it is possible to
prevent complicated mutual authentication processiné from
being performed between appiidation element data APE of
application programs of the same business and thereby lighten |
the burden c;f management of key information and processing
of f:he SAM chip.

Further, according to the communication system 701, -
it is possible to generate IC card entity data. 773 x for
'éach processing for procedures occurring with the IC card
703 and have the IC card procedure management task 772 use
the plurality of IC card entity data 773 x to simultaneously
prp‘c&.eed with processing relating to the plurality of IC cards

703.

Further, according to the auth_en_ticaitioh system 701,
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signature information to said sem conductor circuit.

262 19. An authentication apparatus as set forth in
claim 18, which: stores nutual authentication naster
key information and identification information of

sai d sem conductor circuit, ppcrypts said

identification as plain text using said nutua

aut.henti.cati on yraster key information to generate

mit' e a&t hE YR T G % EP sHeee e 6, candiendddysdatia 773 _x
mut ual aut hentication key information for nmnutual
afdfermlilganised fierhtbei proces simguitmothel TCUEArd2003 Aln the
aut henti cati on apparatus as set forth in claim16,
WeitthragsheniteV66t, i the as Physde Ared 8FNBhef 8E68age unit 765
applied to said authentication apparatus by which said

aeees bRl ieat i U iMBLILY) M ght be illicitly
operated on, automatically del etes said stored access

mast er fﬁ)éth%!&f Oégﬁkkaﬁng?%o h@hé’r o&?e?bt%j%éfjeoeﬁ(es%uét%% 701,

by a sem conduétor CITcC avr n
structure co | Se f a lurality of |ayers, said ) o
p?&?%?n"%oﬁ%ﬁé#hg&@ F&d‘t"'{ené‘hﬁoFt?E??f% RFEAFrOBPE Jobs
signature informati on generated in accordance with a
dBuArgsgedr Rfutke Ifecrard eietedprn elarmgkmentodesk 772 are
request using said download signature verification
kegnpgedr dividedofindo postespardipgstayes hAdsabfipleted
plurality of |ayers, and

states, after starting to execute one job, it is possible
to start the processing for another job in the state waiting
for data from the IC card 703. Therefore, it is possible
to eliminate the wait time due to the transfer of data with
the IC card 703 through the Internet 710.

Further, according to the authentication system 701,
the AP managemeht table data 7300_1 to 7300_3 describe in
them names showing the types of services provided by the
individual service businesses, that is, the APE N, the
numbers of services used in the IC card 703, and the key
data used when providing those services. These are held in
the external memory 707. Therefore, service businesses 715 1
to 715_3 not the developers.of the SAM chip 708 can customize
their own application programs running on the SAM chip 708
by producing script programs 721_1, 721 2, and 721_3 aﬁd

downloading them through the SAM chip 708 to the external

memory 707. That is, service businesses 71‘5_1 to 715‘3 éan




a routine for allowing the issuer of said download
s request to downl oad a programof a | ayer correspondi ng
to the downl oad signature verification key
information used for that verification to that
sem conductor circuit or a .sgfgconductor storage
circuit accessible by said sem conductor circuit

conditional on said downl oad signature information
b eqq.@tq)w% ithedg own application programs without the service

businesses being informed of the key data or operational
commands for directly operating the IC card 7b3 or other
highly confidential data. Ful;’ther . the ‘service businessgs
5 do not have to know the key data or card operational c;:mmands
when customizing the application programs, so the load on
- the.service businesses is lightened.

Further, according to the authentication éystem 701,

since computation content spanning a plurality of services
10 _cém be defined, it is possible to provide diverse services
combin_ing a plurality of services in the range of services
which are executed simultaneous with allowance at th.e IC

card 703 side.

Further, according to the authentication system 701,
15 by introducing the concept of the data block , the data input
and output with the IC card 703 and the log data can be easily

managed.
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CLAIMS:

1. A data processing method by which a
semiconductor circuit or a semiconductor storage
apparatus accessible by said semiconductor circuit
downloads a program running in said semiconductor
‘circuit,

wherein said semiconductor circuit has a software
structure comprised of a plurality of layers and having
download signature verification key information
corresponding to each layer able to be viewed by said
semiconductor circuit,

said data processing method comprising the steps
:Of:

verifying by said semiconductor circuit download
signature information generated in accordance with a
download request using saild download signature
verification key information when receiving said download
request, and

allowing by said semiconductor circuit the issuer
of said download request to download a program of a layer
corresponding to the download signature verification key
information used for that wverification conditional on

said download signature information being legitimate.

2. A data processing method as set forth in claim
1, further comprising the steps of:

storing by an authentication apparatus access
master key information corresponding to a layer to which
a program allowed to be downloaded belongs,

transmitting by said authentication apparatus said
download reguest to said semiconductor circuit, and

using by said authentication apparatus the access

master - key information to generate said download
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signature information and transmit that download
signature information to said semiconductor circuit.

3. A data processing method as set forth in claim
1, further comprising the steps of:

storing by an authentication apparatus
identification information of said semiconductor circuit
and

encrypting by said authentication apparatus using
said identification information as plain text using said
access master key information to generate download master

key information and wusing the download master Kkey

information to generate said downlecad signature
information.
4. A data processing method as set forth in claim

2, further comprising'the steps of:

storing by said authentication apparatus first
access master key information corresponding to said layer
where download to said semiconductor circuit is allowed
and one or more second access master key information
corresponding to one or more higher layers of said layer
and

using by said authentication apparatus said first
access master key information and said one or more second
access master key information to generate said download

signature information.

5. A data processing method as set forth in claim
2, further comprising a step of performing by said
authentication apparatus mutual authentication with said
semiconductor circuit, then transmitting said download

signature information to said semiconductor circuit.
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6. A data processing method as set forth in claim
5, further comprising the steps of:

storing by said authentication apparatus mutual
authentication master key information and identification
information of said semiconductor circuit,

encrypting by said authentication apparatus said
identification as plain text using said mutual
‘authentication master key information to generate mutual
authentication key information, and

using by said authentication apparatus said mutual
authentication key information for mutual authentication

with sald semiconductor circuit.

7. A data processing method as set forth in claim
1, wherein the software structure of said semiconductor
circuit is classified into a first layer for which only a
manager of said semiconductor circuit is given a download
right, a second layer positioned higher than said first
layer and to which a program for operating a
predetermined integrated circuit belongs, and a third
layer positioned higher than said second layer and to
which an application program defining transaction

procedure content using said integrated circuit belongs.

8. A data processing method as set forth in claim
7, wherein

said integrated circuit is mounted in a card and

said semiconductor circuit accesses said integrated
circuit through a communication line and a communication

apparatus connected to said communication line.

9. A data processing method as set forth in claim
7, wherein application programs corresponding to a

plurality of businesses performing transactions using
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said integrated circuit belong to said third layer,
firewalls are defined for said plurality of application

programs, and data transfer or data viewing between said

application programs through said firewalls is
restricted.
10. A data processing method as set forth in claim

2, further comprising a step, when detecting a physical
external force applied to said authentication apparatus
by which said access master key information might be
illicitly operated on, deleting by said authentication
apparatus automatically sald stored access master key

information.

11. A semiconductor c¢ircuit having a software
structure comprised of a plurality of layers,

said semiconductor circuit able to view download
signature verification key information. corresponding to
each layer,

verifying download signature information generated
in accordance with a download request'using said download
signature verification key information when receiving a
download request, and

allowing the issuer of said download request to
download a program of a layer corresponding to the
download signature verification key information used for
that verification to that semiconductor circuit or a
semiconductor storage clrcuit accessible by said
semiconductor circuit <conditional on said download

signature information being legitimate.

12. A semiconductor circuit as set forth in claim
11, wherein the software structure of said semiconductor

circuit is classified into a first layer for which only a
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manager of said semiconductor circuit is given a download
right, a second layer positioned higher than said first
layer and to which a program for operating a
predetermined integrated circuit belongs, and a third
layer positioned higher than said second layer and to
which an application program defining transaction

procedure content using said integrated circuit belongs.

13. A semiconductor circuit as set forth in claim
11, wherein

said integrated circuit is mounted in a card and

said semiconductor circuit accesses said integrated
circuit through a communication line and a communication

apparatus connected to said communication line.

14. A semiconductor circuit as set forth in claim
13, wherein application programs corresponding to a
plurality of businesses performing transactions using
said integrated circuit belong to said third layer,
firewalls are defined for said plurality of application

programs, and data transfer or data viewing between said

application programs through said firewalls is
restricted.
15. An authentication apparatus used for

authentication when downloading a program running in a
semiconductor circuit to a semiconductor circuit having a
software structure comprised of a plurality of layers or
a semiconductor storage apparatus accessible by that
semiconductor circuit,

sald authentication apparatus:

storing access master key information corresponding
to a layer to which a program allowed to be downloaded

belongs,
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transmitting said download reguest to said
semiconductor circuit, and
using that access master key information to
generate said deownload signature information and
transmitting that download signature information to said

semiconductor circuit.

i6. An authentication apparatus as set forth in
claim 15, which:

stores identification information of said
semiconductor circuit and

encrypts said identification information as plain
text using said access master key information to generate
download master key information and uses that download
master key information to generate said download

signature information.

17. An authentication apparatus as set forth in
claim 16, which:

stores first access master key information
corresponding to said layer where download to said
semiconductor circuit is allowed and one or more second
access master key information corresponding to one or
more higher layers of said layer and

uses said first access master key information and

said one or more second access master key information to

generate said download signature information.

18. An authentication apparatus as set forth in
claim 16, which performs mutual authentication with said
semiconductor circuit, then transmits said download

signature information to said semiconductor circuit.
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19. An authentication apparatus as set forth in
claim 18, which:

stores mutual authentication master key information
and identification information of said semiconductor
circuit,

encrypts said identification as plain text using
said mutual authentication master key information to
generate mutual authentication key information, and

uses said mutual authentication key information for

mutual authentication with said semiconductor circuit.

20. An authentication apparatus as set forth in
claim 16, which, when detecting a physical external force
applied to said authentication apparatus by which said
access master key information might be illicitly operated
on, automatically deletes said stored access master key

information.

21. A program to be executed by a semiconductor
circuit having a software structure comprised of a
plurality of layers,

said program comprising:

a routine for verifying download signature
information generated in accordance with a download
request when receiving such a download request using said
download signature verification key information of a
corresponding layer in said plurality of layers, and
a routine for allowing the issuer of said download
request to download a program of a layer corresponding to
the download signature verification key information used
for that verification to that semiconductor circuit or a
semiconductor storage circuit accessible by said
semiconductor circuit conditional on said download

signature information being legitimate.




