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Method and Apparatus for Marking Manufactured Items

The present invention relates to methods and apparatus for marking manufactured items. In
particular, the present invention relates to marking packaged goods, for example packs or cartons
of cigarettes and other tobacco products.

Contraband and counterfeit goods cause a significant loss of revenue to producers and to
government authorities. Counterfeit goods of inferior quality which are illegally sold are also
detrimental to the customer and to the manufacturer. Customers are affected because they could
obtain goods of inferior quality which may be hazardous. This is particularly important for products
such as pharmaceuticals. Manufacturers are affected because they may suffer a loss of reputation,
an increase in competition with their own products, and infringement of other legal rights.
Contraband goods, which are goods manufactured for the purposes of evading taxes or
government regulations, are also a considerable problem for producers and government
authorities. These goods are illegally traded or imported and can resuit in significant losses in
revenue.

The problems of contraband and counterfeiting are also particularly acute for goods subject to
taxation, for example tobacco products. The problems also exist for many other kinds of traded
products carrying a strong brand vaiue. These include many internationally traded products such as
perfumes, alcohols, watches and luxury goods. So, manufacturers, customers, distributors,
wholesalers, importers, government authorities and other authorized parties need to be able to
verify easily that particular goods are genuine. Moreover, government authorities and other
authorized parties need to be able to verify easily that the volume of items manufactured adheres to
authorized volumes, particularly for goods subject to taxation. Government authorities and other
authorized parties further need to be able to verify tax status for goods subject to taxation and
protect revenues derived from such taxation.

There exists a need for an improved method and apparatus for marking manufactured items,
particularly one which can be used for tax verification, production volume verification and
authentication of manufactured items.

According to a first aspect of the invention, there is provided a method of marking
manufactured items, comprising: providing a cryptographic key in an inactive state to a point in a
supply chain for the manufactured items; providing the cryptographic key in an active state and an
activation code for activating the cryptographic key in the inactive state to form the cryptographic
key in the active state, to a verification centre; providing the activation code to the point in the
supply chain in response to the point in the supply chain transmitting information relating to the
received cryptographic key, the activation code allowing the cryptographic key in the inactive state
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at the point in the supply chain to be activated to form the cryptographic key in the active state;
generating, at the point in the supply chain, an identification (ID) code for each manufactured item,
the ID code being derived from the cryptographic key in the active state and a dynamic key
generated for each batch of manufactured items; providing the dynamic key for each batch of
manufactured items to the verification centre; marking each manufactured item with the ID code;
and counting the number of ID codes marked on the manufactured items.

The invention provides an improved method for marking manufactured items. This method
may be used for tax verification (for manufactured items which are subject to taxation), for
production volume verification and for authenticating manufactured items. One ID code is marked
on each manufactured item, such that each manufactured item can be uniquely identified. Counting
the number of ID codes marked on the manufactured items ensures that rejected or removed
manufactured items are not identified. That is to say, the correct or actual number of manufactured
items marked is counted.

The manufactured items may be any manufactured items, including tobacco products, such
as cigarette packs or cigarette cartons, or other items carrying a strong brand value or subject to
taxation. The point in the supply chain may comprise any location, site, place or position within a
supply chain for the manufactured items. For example, the point in the supply chain may comprise
an importation point, a distribution point, a purchaser, a wholesaler or any other link in the supply
chain. Most preferably, however, the point in the supply chain comprises a production centre or
production line for the manufactured items.

The step of marking each manufactured item may comprise ink jet printing, holographic
printing, laser printing or any other printing or marking that allows printing or marking of the {D
codes on each item. The step of marking each manufactured item may comprise printing or
marking each item, printing or marking external packaging, printing or marking adhesive labels or
tags or any other appropriate printing or marking. The point in the supply chain may comprise a
sensor for detecting the marked ID codes on manufactured items. The sensor may confirm that
each ID code has been properly marked on the manufactured item. The sensor may count only the
number of ID codes properly marked on the manufactured items.

In one embodiment, the cryptographic key is generated in a key generator separate from the
point in the supply chain.

The cryptographic key is simply any piece of information (for example a number) which can
be used in combination with other parameters to form a code. The cryptographic key in the active
state is preferably the cryptographic key in an unencrypted state. The cryptographic key in the
inactive state is preferably the cryptographic key in an encrypted state. Thus, the activation code is
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preferably a decryption mechanism to convert the encrypted key into the unencrypted key. The
cryptographic key may include a number of portions including a plurality of secret codes.

The step of providing the cryptographic key in an inactive state to a point in a supply chain
may comprise sending the cryptographic key in the inactive state from the key generator to the
point in the supply chain on a non-volatile data support. The non-volatile data support is a data
support including non-volatile computer memory, that is to say, computer memory that can retain
the stored information even when not powered. Examples include, but are not limited to, a CD-
Rom, a DVD-Rom or a removable hard disk. Alternatively, the step of providing the cryptographic
key in an inactive state to a point in a supply chain may comprise providing the cryptographic key in
the inactive state via a secure network connection.

The key generator preferably forms part of the verification centre. In that case, the step of
providing the cryptographic key in an active state and the activation code to the verification centre
may comprise storing the cryptographic key and the activation code in a database accessible to the
verification centre. No transfer of the cryptographic key or the activation code is required.

The step of providing the activation code to the point in the supply chain preferably comprises
sending the activation code from the verification centre to the point in the supply chain.

The step of the point in the supply chain transmitting information relating to the received
cryptographic key preferably comprises sending information relating to the received cryptographic
key from the point in the supply chain to the verification centre.

Preferably, the step of providing the activation code to the point in the supply chain in
response to the point in the supply chain transmitting information relating to the received
cryptographic key constitutes registration of the point in the supply chain. Preferably, the
information relating to the received cryptographic key and the activation code are transmitted by
means of an asymmetric key pair exchange. In that case, the cryptographic key may include a
digital cryptographic certificate and the asymmetric key pair may comprise a public key and a
private key associated with the digital cryptographic certificate. The point in the supply chain may
provide the information relating to the received cryptographic key encrypted using the public key of
the asymmetric key pair. This allows the recipient, for example the verification centre, to decrypt the
information relating to the received cryptographic key using the private key of the asymmetric key
pair. The information relating to the received cryptographic key may be sent together with
information identifying the point in the supply chain, for example the production centre. That may
also be encrypted using the public key of the asymmetric key pair. Thus, a particular key is linked to
a particular production centre or other point in the supply chain. The point in the supply chain may
receive the activation code, for example from the verification centre, encrypted by the public key of
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the asymmetric key pair. This allows the point in the supply chain to decrypt the activation code
using the private key of the asymmetric key pair.

The information relating to the cryptographic key is preferably stored in a database accessible
to the verification centre. Preferably, the information relating to the cryptographic key is stored
together with information identifying the point in the supply chain associated with the key.
Preferably, the information identifying the point in the supply chain is stored together with the
cryptographic key.

The step of providing the dynamic key for each batch of manufactured items to the
verification centre may comprise sending the dynamic key from the point in the supply chain to the
verification centre. The dynamic key may be sent via a secure internet connection. Preferably, the
dynamic key for a batch of manufactured items is sent together with information about the batch of
manufactured items. The dynamic keys are preferably stored in a database accessible to the
verification centre. Preferably, each dynamic key is stored together with information about the
associated batch of manufactured items.

The dynamic key is simply any piece of information (for example a number) which can be
used in combination with other parameters to form a code. In one embodiment, the dynamic key is
a secret code which is defined for a particular batch of items. The ID code for each manufactured
item may be derived from the cryptographic key in the active state and the dynamic key by any
number of mechanisms. In one embodiment, the dynamic key and the cryptographic key are
combined to form a pseudorandom noise code which may be used as a digital signature for the ID
code. The noise code may be derived additionally from the ID code itself.

In a preferred embodiment, the generated ID codes are not stored. This reduces the
possibilities for counterfeiters to access valid ID codes.

The methed may be used for tax verification and the method may further comprise reporting
to a government authority the number of ID codes marked on the manufactured items; and the
verification centre storing information connecting the ID codes marked on the manufactured items
to information specific to those manufactured items such that tax paid or owed can be verified
against the actual number of items manufactured.

Thus, the count of the codes marked on the manufactured items can be used for tax
verification or collection purposes. That is to say, the count of the correct or actual number of
manufactured items marked may be used for tax verification or collection purposes. This provides
an entirely electronic means for a government authority to assess whether the correct amount of
tax has been paid. Of course, the reporting may be to any interested third party although, for tax
verification, the third party will usually comprise a government authority. The potential tax collection,
based on the number of ID codes reported, can be compared and reconciled with actual tax paid,
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for example based on actual tax receipts. The verification centre may be managed by a trusted
party independent from the manufacturer of the manufactured items. For example, the verification
centre may be managed by a government authority. This is particular advantageous for tax
verification.

The reporting may be performed per shipment and per excise warehouse such that tax paid
or owed can be verified or calculated per shipment and per excise warehouse. This is
advantageous because, in many jurisdictions, shipment of products from an excise warehouse is
the trigger for tax payment. The reporting may be performed only per shipment. The reporting may
be performed only per excise warehouse. The reporting may be performed for any desired unit. The
method may further comprise automatically calculating the tax owed per shipment and per excise
warehouse. The method may further comprise automatically collecting the tax owed per shipment
and per excise warehouse. The method may comprise monitoring payment of the tax owed per
shipment and per excise warehouse.

The method may be used for tax verification and the method may further comprise, before the
step of generating an ID code for each manufactured item, the step of a government authority
authorizing the point in the supply chain to generate a defined number of ID codes.

The authorization may be transmitted from the government authority to the point in the supply
chain. Alternatively, the authorization may be transmitted from the government authority to a
manufacturing portal in communication with the point in the supply chain. The authorization may be
transmitted from the government authority via a secure communication channel. The secure
communication channel may be dedicated to the communication between the government authority
and that point in the supply chain or manufacturing portal.

Preferably, the defined number of ID codes corresponds to a batch of manufactured items.
Preferably, the authorization corresponds to a defined number of manufactured items having
common tax constraints.

The method may further comprise, before the step of the government authority authorizing
the point in the supply chain to generate a defined number of ID codes, the step of requesting the
authorization from the government authority.

The request may be transmitted to the government authority from the point in the supply
chain. Alternatively, the request may be transmitted to the government authority from a
manufacturing portal in communication with the point in the supply chain. Preferably, the request is
transmitted via the secure communication channel. The secure communication channel may be
dedicated to the communication between the government authority and that point in the supply

chain or manufacturing portal.
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The method may further comprise reporting to the government authority the number of 1D
codes marked on the manufactured items.

The reporting may be performed by the point in the supply chain. Alternatively, the reporting
may be performed by a manufacturing portal in communication with the point in the supply chain.
This step allows the government authority to verify that the actual number of ID codes marked on
the manufactured items complies with the defined number of ID codes authorized by the
government authority. The reporting may be to any interested third party although, for tax
verification, the third party will usually comprise a government authority. The verification centre may
store information connecting the ID codes marked on the manufactured items to information
specific to those manufactured items, such that tax paid or owed can be verified against the actual
or correct number of items manufactured. Thus, the count of the ID codes marked on the
manufactured items can be used for tax verification or collection purposes. This provides an entirely
electronic means for a government authority to assess whether the correct amount of tax has been
paid. The point in the supply chain may also report to the government authority the tax rate for each
manufactured item. If the defined number of ID codes corresponds to a batch of manufactured
items, preferably each manufactured item in the batch of manufactured items is associated with a
single tax rate.

The method may further comprise a user transmitting the ID code marked on a selected
manufactured item to the verification centre; the verification centre deriving, from the 1D code, tax
information relating to the selected manufactured item; and the verification centre transmitting at
least some of the tax information relating to the selected manufactured item to the user. The user
may comprise a government authority or other official body.

Using the method of the invention for tax verification provides a number of advantages. Prior
art methods and systems typically use tax stamps or fiscal stickers for tax verification. Both are
usually in the form of adhesive labels directly attached to consumer packaging on manufactured
items. The adhesive label typically includes visible and invisible security features. Tax stamps are
used for tax collection and verification of tax-paid status. Usually, tax stamps carry the actual excise
value due on the specific item on which the tax stamp is applied. Fiscal stickers are also used for
tax collection and verification of tax-paid status, but this is usually through verification of production
volume. Generally, the number of fiscal stickers sold or sent to a manufacturer will need to
correspond to the actual or correct number of manufactured items sold or distributed for sale.
Usually, fiscal stickers do not carry a particular excise value but the manufacturer will need to pay a
price per fiscal sticker issued.

Although there is a widespread belief that fiscal stickers and tax stamps still provide a

secure and effective means to protect excise revenues, recent developments have shown that even
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the most sophisticated paper stamps have been successfully counterfeited. Such counterfeiting will
only increase as counterfeiting technology and know-how increases. In addition, valid stamps may
be diverted, for example from one authorized manufacturing centre to another unauthorized
manufacturing centre. Thus, the unauthorized manufacturing site appears to be authorized because
the tax stamps are valid.

Using the method of the invention for tax verification provides a number of advantages.
Firstly, there is no need for distribution of physical markers (for example, adhesive labels), which
could easily be intercepted. This also results in a lower environmental impact. Secondly, preferably
the ID codes are not stored, which reduces the possibilities for counterfeiters to access valid ID
codes. The method is extremely secure to forgery and tampering of valid codes and to theft of
codes. This also prevents counterfeiters from hacking into the valid ID code database and
inserting unauthorized codes, thus making it impossible to distinguish between valid and invalid
codes. Thirdly, compared with other tax verification technology, the method of the invention is
inexpensive to implement, which allows it to be more widely used than existing systems, particularly
for small and medium-sized manufacturers. Further, many manufacturers already use a system of
ID codes for identifying manufactured items. Such a system can easily be adapted to be used with
the method of the invention for tax verification purposes. Finally, if desired, users, government
authorities or other parties can easily access tax information about a particular manufactured item
in real time. No specialized systems or training are required and any interested party, for example
importers, point-of-sale entities and other members of the supply chain, can access tax information.

The verification centre may be managed by a trusted party independent from the
manufacturer of the manufactured items. For example, the verification centre may be managed by
a government authority. This is particular advantageous for tax verification.

The method may be used for production volume verification and the method may further
comprise reporting to a third party the number of ID codes marked on the manufactured items.

Production volume verification is the verification of the actual volumes produced, for example
the actual number of items manufactured. The reporting may be performed by the point in the
supply chain. Alternatively, the reporting may be performed by a manufacturing portal in
communication with the point in the supply chain. Preferably, the reporting comprises securely
reporting, for example over a secure network connection. Preferably, the verification centre stores
information connecting the ID codes marked on the manufactured items to information specific to
those manufactured items. Thus, ID codes marked on the manufactured items can be linked to
information specific to the actual or correct number of manufactured items marked. The number of
ID codes marked on the manufactured items may be reported per tax level, per unit of time, or per
Stock Keeping Unit (SKU).
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This allows the third party to verify the number of manufactured items produced and
distributed. The reporting may take place at regular time periods. The reporting does not need to
take place immediately after the manufactured items are marked. The third party may be a
government authority or another party having interest in the number of items manufactured, for
example manufactured at a particular production centre. The reporting may comprise sending the
ID codes marked on the manufactured items to the third party.

The reporting may be performed per shipment and per excise warehouse such that
production volumes can be verified or calculated per shipment and per excise warehouse. This is
advantageous because, in many jurisdictions, shipment of products from an excise warehouse is
the trigger for tax payment, so the volume of products exiting a particular warehouse is critical.

Using the method of the invention for production volume verification provides a number of
advantages. For example, many manufacturers already use a system of ID codes for identifying
manufactured items. Such a system can easily be adapted to be used with the method of the
invention for production volume verification purposes. In addition, production volumes can be
reported to the third party, for example a government authority, regularly and in real time.

The verification centre may be managed by a trusted party independent from the
manufacturer of the manufactured items. For example, the verification centre may be managed by
a government authority. This is particular advantageous for production volume verification.

The method may be used for authenticating a selected manufactured item and the method
may further comprise: a user transmitting the ID code marked on the selected manufactured item to
the verification centre; the verification centre deriving from the ID code, the cryptographic key and
the dynamic key used to generate the ID code; the verification centre deriving from the
cryptographic key and the dynamic key information relating to the selected manufactured item; and
the verification centre transmitting at least some of the information relating to the selected
manufactured item to the user.

This allows a user to verify that the selected manufactured item is genuine. This also allows
the user to obtain selected information about the manufactured item. The information may include
information regarding the production centre or manufacturing site of the manufactured item,
information regarding the code generator which generated the ID code on the manufactured item,
information about time (for example, date, hour, minute) of production and other information which
may be associated with the ID code. The user may comprise a government authority or other
official body, an importer, point-of-sale entity or member of the supply chain, an end-consumer, or
any other interested party.

Preferably, the cryptographic key is stored in a database accessible to the verification
centre. Preferably, the cryptographic key is stored together with information identifying the point in
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the supply chain, for example the production centre. In that case, the step of the verification centre
deriving from the cryptographic key information relating to the selected manufactured item may
comprise the verification centre accessing the database and obtaining information identifying the
point in the supply chain associated with the cryptographic key.

Preferably, the dynamic key is stored in a database accessible to the verification centre.
Preferably, the dynamic key is stored together with information about the associated batch of
manufactured items. In that case, the step of the verification centre deriving from the dynamic key
information relating to the selected manufactured item may comprise the verification centre
accessing the database and obtaining information about the batch of manufactured items
associated with the dynamic key. If the dynamic key and the cryptographic key are combined to
form a pseudorandom noise code used as a digital signature for the ID code, the unsigned ID code
may be derived from the digitally signed ID code. Then, the verification centre can determine the
dynamic key and the cryptographic key from the database and independently derive the noise code
for comparison with the received digitally signed ID code.

The ID code transmitted from the user to the verification centre may be transmitted via a
secure or non-secure internet connection. The information transmitted from the verification centre
to the user may be transmitted via a secure or non-secure internet connection.

The verification centre may be managed by a trusted party independent from the
manufacturer of the manufactured items. For example, the verification centre may be managed by
a government authority.

According to the invention, there is also provided apparatus for marking manufactured items,
comprising: a key generator for generating a cryptographic key, the cryptographic key having an
active state and an inactive state; at least one point in a supply chain for the manufactured items,
the key generator being arranged to send the cryptographic key, in the inactive state, to the point in
the supply chain, wherein the point in the supply chain is arranged to receive, in response to the
point in the supply chain transmitting information relating to the received cryptographic key, an
activation code for activating the cryptographic key, the activation code allowing the cryptographic
key in the inactive state to be activated to form the cryptographic key in the active state; a
verification centre for verifying properties of the manufactured items, the key generator being
arranged to provide the cryptographic key in the active state and the activation code to the
verification centre; a code generator, at the point in the supply chain, for generating an identification
(ID) code for each manufactured item, the ID code being derived from the cryptographic key in the
active state and a dynamic key generated for each batch of manufactured items, wherein the
dynamic key for each batch of manufactured items is provided to the verification centre; a marker at
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the point in the supply chain for marking each manufactured item with the ID code; and a counter
for counting the number of ID codes marked on the manufactured items.

The apparatus is an apparatus for marking manufactured items, which may be used for tax
verification (for manufactured items which are subject to taxation), for production volume
verification and for authenticating manufactured items. The correct or actual number of
manufactured items marked is counted. One ID code is marked on each manufactured item, such
that each manufactured item can be uniquely identified.

The apparatus may further comprise a database accessible to or forming part of the
verification centre. The cryptographic key may be stored in the database. The cryptographic key
may be stored in the database together with infarmation identifying the point in the supply chain
associated with the key. The dynamic key may be stored in the database. Each dynamic key may
be stored in the database together with information about the associated batch of manufactured
items. The key generator may form part of the verification centre.

Features described in relation to the method of the invention may also be applicable to the
apparatus of the invention.

According to the invention, there is also provided a method of marking manufactured items,
the method used for tax verification and comprising: generating a plurality of identification (ID)
codes for the manufactured items; marking each manufactured item with an ID code of the plurality
of ID codes; counting the actual number of ID codes of the plurality of ID codes marked on the
manufactured items, wherein the actual number of ID codes is the same as or less than the plurality
of ID codes; reporting to a government authority the actual number of ID codes marked on the
manufactured items; and storing information connecting the ID codes marked on the manufactured
items to information specific to those manufactured items, such that tax paid or owed can be
verified against the actual number of items marked.

The ID codes may be generated and marked onto the items at any point in the supply chain
for the manufactured items, for example at an importation point, a distribution point, a purchaser, a
wholesaler or any other link in the supply chain. Most preferably, however, the point in the supply
chain at which the 1D codes are generated and marked onto the manufactured items comprises a
production centre or production line for the manufactured items.

The method may further comprise, before the step of generating a plurality of ID codes for the
manufactured items: requesting authorization from a government authority to generate ID codes for
the manufactured items; and receiving authorization from the government authority to generate a
defined number of ID codes for the manufactured items.

The step of requesting authorization from a government authority may comprise transmitting

a request to the government authority via a secure communication channel. The request may be
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transmitted from any point in the supply chain, for example a production centre. Alternatively, the
request may be transmitted from a manufacturing portal in communication with the point in the
supply chain. The secure communication channel may be dedicated to the communication between
the government authority and that point in the supply chain or manufacturing portal.

The step of receiving authorization from the government authority may comprise receiving the
authorization from the government authority via a secure communication channel. The
authorization may be transmitted to any point in the supply chain. Alternatively, the authorization
may be transmitted to a manufacturing portal in communication with the point in the supply chain.
The secure communication channel may be dedicated to the communication between the
government authority and that point in the supply chain or manufacturing portal. Preferably, the
defined number of ID codes corresponds to a batch of manufactured items.

The step of reporting to the government authority the number of ID codes marked on the
manufactured items may comprise reporting to the government authority via a secure
communication channel. The reporting may be performed by any point in a supply chain for the
manufactured items. Alternatively, the reporting may be performed by a manufacturing portal in
communication with a point in the supply chain. The secure communication channe! may be
dedicated to the communication between the government authority and that point in the supply
chain or manufacturing portal. This step allows the government authority to verify the number of ID
codes marked on the manufactured items. information connecting the ID codes marked on the
manufactured items to information specific to those manufactured items may be stored, such that
tax paid or owed can be verified against the actual or correct number of items manufactured. Thus,
the count of the ID codes marked on the manufactured items can be used for tax verification or
collection purposes. This provides an entirely electronic means for a government authority to
assess whether the correct amount of tax has been paid. The tax rate for each manufactured item
may also be reported to the government authority. If the actual number of ID codes corresponds to
a batch of manufactured items, preferably each manufactured item in the batch of manufactured
items is associated with a single tax rate.

The method may further comprise a user transmitting the ID code marked on a selected
manufactured item to a verification centre; the verification centre deriving from the ID code, tax
information relating to the selected manufactured item; and the verification centre transmitting at
least some of the tax information relating to the selected manufactured item to the user. The user
may comprise a government authority or other official body. The verification centre may be
managed by a trusted third party independent from the manufacturer of the manufactured items.

For example, the verification centre may be managed by a government authority.
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The method of this aspect of invention provides a number of advantages. As already
discussed, prior art methods and systems typically use tax stamps or fiscal stickers for tax
verification. Although there is a widespread belief that fiscal stickers and tax stamps still provide a
secure and effective means to protect excise revenues, recent developments have shown that even
the most sophisticated paper stamps have been successfully counterfeited. Such counterfeiting will
only increase as counterfeiting technology and know how increases. In addition, valid stamps may
be diverted, for example from one authorized manufacturing centre to another unauthorized
manufacturing centre.

The method of this aspect of the invention provides a number of advantages. Firstly, there is
no need for distribution of physical markers (for example, adhesive labels), which could easily be
intercepted. This also results in a lower environmental impact. Secondly, preferably the ID codes
are not stored, which reduces the possibilities for counterfeiters to access valid ID codes. The
method is extremely secure to forgery and tampering of valid codes and to theft of codes. Thirdly,
compared with other tax verification technology, the method of the invention is inexpensive to
implement, which allows it to be more widely used than existing systems, particularly for small and
medium-sized manufacturers. Further, many manufacturers already use a system of ID codes for
identifying manufactured items. Such a system can easily be adapted to be used with the method
of the invention for tax verification purposes. Finally, if desired, users, government authorities or
other parties can easily access tax information about a particular manufactured item in real time.
No specialized systems or training is required and any interested party, for example importers,
point-of-sale entities and other members of the supply chain, can access tax information.

In one particular embodiment, the step of generating the plurality of ID codes for the
manufactured items comprises generating the ID codes from a cryptographic key in an active state
and at least one dynamic key, each dynamic key being associated with a batch of manufactured
items. The cryptographic key may be generated in a key generator. The cryptographic key in the
active state may be provided to the verification centre, together with an activation code for
activating the cryptographic key in an inactive state to form the cryptographic key in the active
state. The cryptographic key in the inactive state may be provided to the code generator. The
verification centre may provide the activation code to the code generator in response to the code
generator transmitting information relating to the received cryptographic key, thereby registering the
code generator for code generation. The cryptographic keys may be stored in a database. The
dynamic keys may be stored in a database. Preferably, the ID codes are not stored.

Features of one aspect of the invention may be applicable to another aspect of the invention.
Moreover, features described in relation to tax verification may be applicable to production volume
verification and to authentication, features described in relation to production volume verification
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may be applicable to tax verification and to authentication, and features described in relation to
authentication may be applicable to tax verification and to production volume verification.

Embodiments of the invention will now be described, by way of example only, with reference
to the accompanying drawings, of which:

Figure 1 is a schematic view of a marking system according to one embodiment of the
invention;

Figure 2 is a flow chart showing three steps of the method of one embodiment of the
invention which may be carried out on the system of Figure 1;

Figure 3 shows a further step of the method of Figure 2 when the system of Figure 1 is used
for a first embodiment of tax verification;

Figure 4 shows a further step of the method of Figure 2 when the system of Figure 1 is used
for a second embodiment of tax verification;

Figure 5 shows a further step of the method of Figure 2 when the system of Figure 1 is used
to verify a production volume; and

Figure 6 shows a further step of the method of Figure 2 when the system of Figure 1 is used
for authenticating a manufactured item.

Figure 1 is a schematic view of a marking system according to one embodiment of the
invention. In this embodiment, system 101 comprises one or more production centres 103, 105,
107 for producing manufactured items 109. Each production centre may comprise a production line
or facility which may be a cigarette making and packaging line. Preferably, production is carried out
in batches, each batch being dedicated to the production of a certain number of individual
manufactured items. If there are two or more production centres, these may be physically located at
the same or different manufacturing sites. In this preferred embodiment, the system includes
production centres 103, 105, 107, but the invention may in fact be performed at an importation
point, a distribution point, a purchaser, a wholesaler or any other point in the supply chain.

Each production centre inciludes a code generator 111 for generating codes for the
manufactured items 109. Preferably, the code generator 111 is a fully autonomous computer or
microcantroller dedicated to a particular production centre. In this embodiment, each production
centre also includes a marker 113 for marking the generated codes onto the manufactured items
109. The marker 113 may comprise any suitable marking means, for example but not limited to, a
continuous ink jet printer, a drop-on-demand ink jet printer, a holographic printer, a laser printer, or
any other printer or marker that allows printing or marking of the generated codes on the individual
manufactured items. The printing or marking of the generated codes may be on each item, on an
external package, on labels or in any other convenient way. In one embodiment, the generated
codes are printed on adhesive tags or labels to be applied to the manufactured items, preferably
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non-removably. In one embodiment, the generated codes are printed by a laser beam on a layer of
laser-sensitive material deposited on the manufactured item or on the item’s packaging. This
method allows a code to be impressed through a transparent wrapping layer.

The system 101 further comprises a verification centre 114 which includes a key generator
115 for generating keys 209, 211 for use in the marking and authenticating of the manufactured
items and a central server 117. In this embodiment, the code generator 111 can communicate with
the verification centre 114 via a secure internet connection 119 and a server 121 local to the
production centre, or by other data communication means. Alternatively, the code generator 111
might communicate with the verification centre via a manufacturing portal dedicated to one or more
production centres.

Figure 2 is a flow chart showing three steps of the method of one embodiment of the
invention which may be performed on the system 101 of Figure 1. Referring to Figures 1 and 2, in
first step 201 of the method, the key generator 115 generates a cryptographic key in the form of a
machine key. The key generator 115 generates an unencrypted version of the machine key and an
encrypted version of the machine key. The unencrypted version of the machine key, known as the
active machine key 209, is shown with a solid border in Figures 1 and 2. The encrypted version of
the machine key, known as the inactive machine key 211, is shown with a dotted border in Figures
1 and 2. The active machine key 209, that is to say the unencrypted version of the machine key, is
generated in the key generator 115 and is therefore accessible to the central server 117. This is
shown in both Figures 1 and 2. The key generator 115 sends the inactive machine key 211 to the
code generator 111 at the production centre 103, 105, 107. This is shown in both Figures 1 and 2.

The inactive machine key 211 may be sent from the key generator 115 to the code generator
111 on a non-volatile data support, for example a CD-Rom, a DVD-Rom or a removable hard disk.
The data support is physically transferred to the code generator 111 at the production centre 103,
105, 107. Alternatively, the inactive machine key 211 may be sent from the key generator 115 to
the code generator 111 via a secure network connection, for example one involving encryption.
This may be on request from the code generator 111. This ensures authenticity, confidentiality and
integrity of the machine key.

The key generator 115 also generates the activation code 213, which comprises the key or
code for decrypting the inactive machine key 211 to form the active machine key 209. This
activation code 213 is also accessible to the central server 117 and this is also shown in Figures 1
and 2. Preferably, the active machine key 209 and activation code 213 are stored together with
identification of the production centre 103, 105, 107 to which they are allocated.

In one embodiment, the machine key comprises a number of portions. The primary portion
may be a plurality of secret codes, for example a salt matrix. A salt matrix may be, for example, a
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long string of random or pseudorandom digits of characters. The number of portions may further
include a unique identifier for the machine key, a serialized code defining how the machine key is to
be combined with a dynamic key (discussed below), a digital cryptographic-certificate associated
the machine key’s unique identifier and a machine key policy or licence that contains the digital
cryptographic certificate generated above.

Preferably, the inactive machine key, that is to say the encrypted version of the machine key,
and particularly the plurality of secret codes, is encrypted using a strong cipher. An example of a
suitable cipher is the Triple DES (Data Encryption Standard) block cipher or the Triple DES/
Rijandel block cipher. Both apply the Data Encryption Standard cipher algorithm three times to
each data block and the Triple DES/ Rijandel is a minor variation of the Triple DES which has been
developed by IBM. In that case, the Triple DES or Triple Des/Rijandel key comprises the activation
code 213. Thus, in a preferred embodiment, the active machine key 209 is unencrypted, the
inactive key 211 is encrypted using the Triple DES or Triple Des/Rijandel key, and the activation
code 213 comprises that Triple DES or Triple Des/Rijandel key.

At next step 203, the inactive machine key 211 received by the code generator 111 is
registered. This is done by the code generator 111 sending to the verification centre 114
information 215 about the received machine key and any relevant machine information (not shown).
This is preferably sent via secure internet connection 118, as shown in Figure 1, but may be sent
by another suitable route. The verification centre 114 sends back to the code generator 111 the
activation code 213. The activation code 213 allows the inactive machine key 211 to be activated,
and this is shown schematically at 217. The activation code 213 is preferably also sent via secure
internet connection 119, as shown in Figure 1. The registration procedure is preferably arranged
such that the active machine key 209 is never transferred over the internet.

The registration procedure may take the form of a conventional public/private key pair
exchange mechanism. This may use an asymmetric key pair associated with the digital
cryptographic certificate forming part of the machine key, as discussed above. in that case, the
public key of the asymmetric key pair may be in the form of a key issued by a third party, for
example, a government authority. The information 215 about the received machine key which is
sent from the code generator 111 to the verification centre 114 may comprise the unique identifier
for the machine key which forms part of the machine key, as discussed above. The relevant
machine information (not shown) which is also sent from the code generator 111 to the verification
centre 114 may comprise a unique identifier or certificate for the code generator 111 or production
centre. That unique identifier may include information about the location and identity of the code
generator or production centre, which has been pre-authorized for production. Preferably, the
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machine key unique identifier and the code generator or production centre identifier are encrypted
using the public key of the asymmetric key pair associated with the certificate of the machine key.

Once the verification centre 114 receives the encrypted machine key unique identifier and the
code generator or production centre identifier, the verification centre 114 can decrypt using the
private key of the asymmetric key pair associated with the certificate of the machine key. The
verification centre may then check that the machine key unique identifier and the code generator or
production centre identifier are valid. Then, the verification centre 114 sends back to the code
generator 111 the activation code 213. As already mentioned, preferably, the activation code 213 is
in the form of a Triple DES or Triple DES/Rijandel cipher. The verification centre encrypts the
activation code (for example the Triple DES or Triple DES/Rijande! ¢ipher) with the public key of the
asymmetric key pair associated with the certificate of the machine key. This allows the activation
code (for example the Triple DES or Triple DES/Rijandel cipher) to be decrypted by the code
generator using the private key of the asymmetric key pair associated with the certificate of the
machine key. Then, the inactive machine key 211 can be activated using the decrypted activation
code 213 in order to form the active machine key 209.

Once the inactive machine key 211 at the code generator 111 has been activated, the
production centre is able to manufacture items and produce codes for the manufactured items at
the code generator 111. As shown at next step 205, the code generator 111 generates a dynamic
key 219 per batch of manufactured items. The dynamic key 219 is preferably a random dynamic
secret code. The code generator uses the dynamic key 219 for a batch, together with the active
machine key 209, to generate codes 221 (for example alpha-numeric codes) for the manufactured
items in that batch. As mentioned previously, the particular mechanism to combine the dynamic key
219 for a batch with the active machine key 209 is defined in the serialized code which forms part
of the machine key. The codes 221 may be marked onto the items by marker 113. Only one code is
marked onto each manufactured item 109. The code generator 111 or production centre 103, 105,
107 keeps a count 223 of the codes which are marked onto the manufactured items.

In addition, the code generator 111 sends the dynamic key 219 for each batch, together with
information about the batch (not shown), to the verification centre 114. This may be performed via
secure internet connection 119. The information about the batch may include various information,
for example but not limited to brand, intended market or intended destination. The dynamic keys
219 do not need to be sent to the verification centre 114 in real-time and can be communicated to
the verification centre at any appropriate time, for example monthly. The dynamic keys 219 sent to
the verification centre 114 are stored in a database (for example at central server 117) at or
accessible from the verification centre 114. The dynamic key 219 for each batch is preferably
stored together with the batch information sent to the verification centre 114 at the same time.
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As already discussed, the particular mechanism to combine the dynamic key 219 for a batch
with the active machine key 209 is defined in the serialized code which forms part of the machine
key. In one embodiment, the dynamic key 219 and active machine key 209 are combined by the
code generator to form a pseudorandom noise code which is safe from cryptographic attacks. The
noise code does not allow reconstruction of the dynamic key 219 and active machine key 209 from
the noise code. A variety of known techniques are available for generating the noise code,
including, but not limited to, table substitution, indexing, hashing, and variations thereof. The noise
code is preferably used as a digital signature for the 1D code. The noise code may be derived from
the ID code itself. The dynamic key 219 and the active machine key 209 are known only to the
verification centre 114 and the code generator 111.

Preferably, the active machine key 209 is deleted when the code generator 111 at a particular
production centre 103, 105, 107 is put out of service. This prevents a malicious user from gaining
access to the active machine key 209 without proper registration. Additional means for disabling the
code generator 111 and preventing unauthorized use of the code generator 111 and production
centre may be provided.

Figure 3 shows a further step 207 of the method of Figure 2 when the system of Figure 1 is
used for a first embodiment of tax verification. In this case, the steps of the method are carried out
in the order 201, 203, 205, 207. Production volumes, for example the number of items produced in
each production batch by each production centre, as well as statistical production data per brand or
per intended market, may be gathered and stored. Such production volume information may be
used to verify tax collection. The system may be used instead of, or in addition to, a conventional
system of tax stamps or fiscal stickers to enable verification of tax-paid status, to protect excise
revenues and to prevent counterfeiting of tax stamps or fiscal stickers.

At the third step 205 of the method of Figure 2, the code generator 111 or production centre
103, 105, 107 keeps a count 223 of the codes which are marked onto the manufactured items
during the production process. The counting may be done by the code generator 111 and marker
113 at each production centre or at another appropriate location. If the production centre includes a
sensor for detecting the marked |ID codes on manufactured items, the sensor may perform the
counting. This produces the exact number of codes 221 which were printed or marked and this
count 223 can be reported to a third party, for example a government authority 301. This is shown
in Figures 1 and 3.

The tax rate for each manufactured item may be sent to the government authority 301, or
other relevant party, together with the count 223. Taxes owed may then be computed by multiplying
all printed codes associated with a specific tax rate by the tax rate itself. This enables a government
authority to verify or compute the taxes owed or the taxes already paid. The system can be used
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with different tax rates if desired, in which case the rates may be input as part of the batch
information before production of a batch of items. Preferably, the verification centre 114 stores
information connecting the ID codes marked on the actual or correct number of manufactured items
to information specific to those marked manufactured items. Then the tax paid or owed can be
verified against items manufactured. The verification centre 114 may be managed by a trusted third
party, for example the government authority itself.

The production volume information which is reported to the government authority 301 may be
reported per shipment or per excise warehouse or per shipment and per excise warehouse. The
production volume information can be reported by categories such as volume per SKU (stock
keeping unit), volume per retail price, volume per domestic production, volume per export
production, volume per duty free. The production volume information can be reported periodically,
for example each month or at another appropriate time.

In some cases, the government authority 301 or other party, may submit a request to the
verification centre 114 to obtain production information, such as production volume. In that case,
the verification centre 114 may be maintained by a trusted third party independent from the
producer of the manufactured items. The verification centre 114, in response to such a request, can
then obtain the data from the relevant production centres 103, 105, 107. This may enable
government authorities to verify the production volumes declared.

One of the advantages of the embodiment of Figure 3 is that no preliminary authorization is
required for each batch of manufactured items. As long as the production centre or particular code
generator is registered with the government authority, the code generator can simply produce as
many codes as required. Then, the actual or correct number of codes used can be reported once
the items have been manufactured and marked.

Figure 4 shows a further step 204 of the method of Figure 2 when the system of Figure 1 is
used for a second embodiment of tax verification. In this case, the step 204 shown in Figure 4 is
carried out before step 205, either after or in parallel with steps 201 and 203. The system may be
used instead of, or in addition to, a conventional system of tax stamps or fiscal stickers to enable
verification of tax-paid status, to protect excise revenues and to prevent counterfeiting of tax
stamps or fiscal stickers.

At step 204, the code generator 111 and marker 113 at each production centre request
authorization from a government authority 301 to generate a defined number of ID codes. This is
shown schematically at 403. Alternatively, the request may be sent from a manufacturing portal
dedicated to one or more production centres. In response, the government authority 301 authorizes
the production centre to generate a defined number of ID codes. This is shown schematically at
405.
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Preferably, the request 403 triggers payment for the quantity of ID codes ordered. The
authorization may therefore indicate a tax-paid status. The production centre is only eligible to
manufacture items and produce codes for the manufactured items at the code generator 111 once
authorization is received. A request may be sent for each production batch of manufactured items.
Preferably, all manufactured items in the batch have the same associated tax rate.

The step of Figure 4 may be combined with reporting to the government authority the actual
or correct number of ID codes marked on the manufactured items, as described in relation to Figure
3. This may provide confirmation of the production volume.

Figure 5 shows a further step 208 of the method of Figure 2 when the system of Figure 1 is
used to verify a production volume. In this case, the steps of the method are carried out in the order
201, 203, 205, 208. Production volumes, for example the number of items produced in each
production batch by each production centre, as well as statistical production data per brand or per
intended market, may be gathered and stored. Such production volume information may be used
for production management, or for official purposes, and may be available to selected users.

At the third step 205 of the method of Figure 2, the code generator 111 or production centre
103, 105, 107 keeps a count 223 of the codes which are marked onto the manufactured items
during the production process. The counting may be done by the code generator 111 and marker
113 at each production centre or at another appropriate location. If the production centre includes a
sensor for detecting the marked ID codes on manufactured items, the sensor may perform the
counting. This produces the exact number of codes 221 which were printed or marked. As shown in
Figure 5, the fourth step 208 of the method for production volume verification is to report the count
223 to an interested party, for example a government authority 301. This is shown in Figures 1 and
5.

Preferably, the verification centre 114 stores information connecting the ID codes marked
on the manufactured items to information specific to those marked manufactured items. In some
cases, the government authority 301 or other party, may submit a request to the verification centre
114 to obtain production information, such as production volume. In that case, the verification
centre 114 may be maintained by a trusted third party independent from the producer of the
manufactured items. The verification centre 114, in response to such a request, can then obtain the
data from the relevant production centres 103, 105, 107. This may enable government authorities
to verify the production volumes declared.

The production volume information which is reported to the government authority 301 may
be reparted per shipment or per excise warehouse or per shipment and per excise warehouse. The
production volume information can be reported by categories such as volume per SKU (stock
keeping unit), volume per retail price, volume per domestic production, volume per export
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production, volume per duty free production (if the manufactured items are subject to special
taxes). The production volume information can be reported periodically, for example each month or
at another appropriate time.

Figure 6 shows a further step 210 of the method of Figure 2 when the system of Figure 1 is
used for authenticating a manufactured item. In this case, the steps of the method are carried out in
the order: 201, 203, 205, 210. At step 210, when a user 601 wishes to authenticate an individual
manufactured item, the user sends the code 221 on the item to verification centre 114. This is
shown in Figures 1 and 6. The user 601 may send the code to the verification centre 114 by any
suitable means such as a secure or non-secure internet connection. From the code 221, the
verification centre 114 can derive the dynamic key 219 and the active machine key 209 used to
generate the code 221. This is done by a reverse of the process used to generate the code 221 at
step 205.

For example, if the dynamic key 219 and active machine key 209 are combined to form a
pseudorandom noise code which is used as a digital signature for the ID code, the verification
centre can derive the unsigned ID code from the digitally signed ID code. Then, the verification
centre 114 can independently derive the dynamic key 219 and active machine key 209 from
information relating to the ID code and check this against the received noise code.

From the derived active machine key 209, the production centre 103, 105, 107 at which the
item was manufactured can be determined, since the active machine keys are preferably stored in
the database together with details of their associated production centres. From the derived dynamic
key 219, the batch information for the item can be determined since the dynamic keys are
preferably stored in the database together with the associated batch information. Thus, the
verification centre 114 can derive, from the code 221 sent from user 601, various information 603
about the individual item. This is shown schematically in Figure 6. The verification centre may also
undertake checks that the various parameters (for example, the active machine key, the dynamic
key, the batch information) have valid values. Then all, or selected portions of, the information 603
can be sent to the user 6801. This is shown in Figures 1 and 6. The information 603 is preferably
sent to the user 601 via the same means as the original code was sent.

A privileged user, for example an employee of the manufacturer or of a government authority
may receive additional privileged information not available to a generic user. Such privileged
information may include production volume information, statistical information related to the
production centre or to verification centre access, the expiry date, warranty information, importation
routes and so on,

The embodiments described provide an improved method and system for marking

manufactured items, which may be used for tax verification as shown in Figures 3 and 4, for
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production volume verification as shown in Figure 5 and for authenticating manufactured items as

shown in Figure 6.
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CLAIMS

1. A method of marking manufactured items, comprising:

- providing a cryptographic key in an inactive state to a point
in a supply chain for the manufactured items;

- providing the cryptographic key in an active state and an ac-
tivation code for activating the cryptographic key in the inactive state to form
the cryptographic key in the active state, to a verification centre;

- providing the activation code to the point in the supply
chain in response to the point in the supply chain transmitting information
relating to the received cryptographic key, the activation code allowing the
cryptographic key in the inactive state at the point in the supply chain to be
activated to form the cryptographic key in the active state,

wherein the step of providing the activation code to the point
in the supply chain comprises sending the activation code from the verifica-
tion centre to the point in the supply chain;

- generating, at the point in the supply chain, an identification
(ID) code for each manufactured item, the ID code being derived from the
cryptographic key in the active state and a dynamic key generated for each
batch of manufactured items;

- providing the dynamic key for each batch of manufactured
items to the verification centre;

- marking each manufactured item with the ID code; and

- counting the number of ID codes marked on the manufac-
tured items,

characterized in that the verification centre encrypts the acti-
vation code with a public key of an asymmetric key pair associated with a
certificate of the cryptographic key such that the activation code can be de-
crypted by the point in the supply chain using a private key of the asymmet-
ric key pair associated with the certificate of the cryptographic key.

2. The method according to claim 1, wherein the cryptograph-
ic key is generated in a key generator separate from the point in the supply

chain.

3. The method according to claim 1 or claim 2, wherein the
verification centre encrypts the activation code with a public key of an
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asymmetric key pair associated with a certificate of the cryptographic key
such that the activation code can be decrypted by a code generator at the
point in the supply chain using the private key of the asymmetric key pair as-
sociated with the certificate of the cryptographic key..

4. The method according to any preceding claim, wherein the
step of the point in the supply chain transmitting information relating to the
received cryptographic key comprises sending information relating to the re-
ceived cryptographic key from the point in the supply chain to the verifica-
tion centre.

5. The method according to any preceding claim, wherein the
generated ID codes are not stored.

6. The method according to any preceding claim, wherein the
method is used for tax verification, the method further comprising:

- reporting to a government authority the number of ID code
marked on the manufactured items; and

- the verification centre storing information connecting the ID
codes marked on the manufactured items to information specific to those
manufactured items such that tax paid or owed can be verified against the

actual number of items manufactured.

7. The method according to claim 6 wherein the reporting is
performed per shipment and per excise warehouse such that tax paid or
owed can be verified or calculated per shipment and per excise warehouse.

8. The method according to any preceding claim, wherein the
method is used for tax verification, the method further comprising, before the
step of generating an ID code for each manufactured item, the step of

- a government authority authorizing the point in the supply
chain to generate a defined number of ID codes.

9. The method according to claim 8, further comprising, be-
fore the step of the government authority authorizing the point in the supply
chain to generate a defined number of ID codes, the step of

- requesting the authorization from the government authori-

ty.
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10. The method according to claim 8 or claim 9, further com-
prising

- reporting to the government authority the number of ID
codes marked on the manufactured items.

11, The method according to any preceding claim, wherein
the method is used for production volume verification, the method further
comprising

- reporting to a third party the number of ID codes marked on

the manufactured items.

12. The method according to any preceding claim, wherein
the method is used for authenticating a selected manufactured item, the
method further comprising:

- a user transmitting the ID code marked on the selected
manufactured item to the verification centre;

- the verification centre deriving from the ID code the crypto-
graphic key and the dynamic key used to generate the ID code;

- the verification centre deriving from the cryptographic key
and the dynamic key information relating to the selected manufactured item;
and

- the verification centre transmitting at least some of the in-
formation relating to the sclected manufactured item to the user.

13. An apparatus for marking manufactured items, compris-
ing:

- a key generator for generating a cryptographic key, the
cryptographic key having an active state and an inactive state;

- at least one point in a supply chain for the manufactured
items, the key generator being arranged to send the cryptographic key, in the
inactive state, to the point in the supply chain, wherein the point in the sup-
ply chain is arranged to receive, in response to the point in the supply chain
transmitting information relating to the received cryptographic key, an acti-
vation code for activating the cryptographic key, the activation code allowing
the cryptographic key in the inactive state to be activated to form the crypto-
graphic key in the active state;
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- a verification centre for verifying properties of the manufac-
tured items, the key generator being arranged to provide the cryptographic
key in the active state and the activation code to the verification centre,

wherein the verification centre is structured to provide the ac-
tivation code to the point in the supply chain by sending the activation code
from the verification centre to the point in the supply chain;

- a code generator, at the point in the supply chain, for gener-
ating an identification (ID) code for each manufactured item, the ID code be-
ing derived from the cryptographic key in the active state and a dynamic key
generated for each batch of manufactured items, wherein the dynamic key for
each batch of manufactured items is provided to the verification centre;

- a marker at the point in the supply chain for marking each
manufactured item with the ID code; and

- a counter for counting the number of ID codes marked on
the manufactured items,

characterized in that the verification centre is structured to
encrypt the activation code with a public key of an asymmetric key pair asso-
ciated with a certificate of the cryptographic key such that the activation code
can be decrypted by the code generator using a private key of the asymmetric
key pair associated with the certificate of the cryptographic key.

14. A method suitable for tax verification and comprising:

- generating a plurality of identification (ID) codes for the
manufactured items;

- by means of an apparatus of claim 13 marking each manu-
factured item with an ID code of the plurality of ID codes;

- counting the actual number of ID codes of the plurality of
ID codes marked on the manufactured items, wherein the actual number of
ID codes is the same as or less than the plurality of ID codes;

- reporting to a government authority the actual number of
ID codes marked on the manufactured items; and

- storing information connecting the ID codes marked on the
manufactured items to information specific to those manufactured items,
such that tax paid or owed can be verified against the actual number of items

marked.
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15. The method according to claim 14, further comprising, be-
fore the step of generating a plurality of ID codes for the manufactured items:

- requesting authorization from a government authority to
generate ID codes for the manufactured items; and

- receiving authorization from the government authority to
generate a defined number of ID codes for the manufactured items.




