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DEVICE IDENTIFICATION USING BANDWIDTH EFFICIENT TEGINIQUES

BACKGROUND

[0001] A mobile device may broadcast packets to devicesral the mobile device.
Another device may receive the advertised packetnaay identify the mobile device without

establishing a communication link with the mobiévite.

SUMMARY

[0002] In some possible implementations, a device maydebne or more processors. The
one or more processors may receive, from a beaeane] a first message including a first
identifier. The first identifier may be associateih the beacon device. The one or more
processors may receive, from a user device, a daovessage including a second identifier. The
second identifier may be associated with the useicd. The one or more processors may
determine the second identifier based on the secwssage and the first identifier. The one or
more processors may determine an event associdtethe second identifier based on the first
identifier. The one or more processors may prqwa@nother device, information that
identifies the second identifier and the eventdmpt the other device to identify a displacement

trajectory associated with the user device.

[0003] Preferably, the second message is a wireless @rama network advertisement
signal.
[0004] Preferably, the one or more processors as spedaifipdragrapf0002] are further to

receive, from the user device, a third messageding) the second identifier and a third

identifier, the third identifier being associatedhwanother beacon device; determine another
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event associated with the second identifier baseith® third message and the third identifier;
and where the one or more processors, when prayttminformation that identifies the second
identifier and the event, are to provide the infation based on the event and the other event.

[0005] Preferably, the one or more processors as spedaifipdragrapf0002] are further to
determine context information based on the firsnidier; and where the one or more
processors, when determining the event, are tordate the event based on the context
information.

[0006] Preferably, the device as specified in parag{@002] is a first device; and where the
one or more processors are further to determirsdwge\associated with the first message;
receive, from a second device, another value assakcwith the first message, the second device
to determine the other value based on receivinditftemessage; and where the one or more
processors, when determining the event, are taordate the event based on the value and the
other value.

[0007] Preferably, the one or more processors as spedaifipdragrapf0002] are further to
identify an algorithm associated with the user deythe user device to encrypt the second
identifier using the algorithm; and where the onenore processors, when determining the
second identifier, are to determine the secondtiienusing the algorithm to decrypt the second
identifier.

[0008] Preferably, the one or more processors as spedaifipdragrapf0002] are further to
determine a location of the user device; and wttere@ne or more processors, when determining
the event, are to determine the event based dioc¢h#&on.

[0009] In some possible implementations, a non-transitorpputer readable medium may

store instructions. The instructions may causeoagssor to receive, from a beacon device, a
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first message including a first identifier. Thetiuctions may cause the processor to receive,
from a user device, a second message includingaandadentifier. The user device may

provide the second message using wireless peracgamhetwork advertisement mode signaling.
The instructions may cause the processor to daterthe second identifier based on the second
message and the first identifier. The instructiova/ cause the processor to determine an event
based on the second identifier. The instructioag cause the processor to provide, to another
device, information that identifies the second idesr and the event to cause an action to be
performed.

[0010] Preferably, the one or more instructions, when eteztby the one or more
processors, further cause the one or more procegsdetermine a location of the user device in
association with an identification area based ensércond message; and where the one or more
instructions, that cause the one or more processatstermine the event, cause the one or more
processors to:determine the event based on thednca

[0011] Preferably, the one or more instructions as spgtifi paragrapf0009], when
executed by the one or more processors, furthesecdne one or more processors to determine a
velocity associated with a vehicle, the beaconaetieing associated with the vehicle; and
where the one or more instructions, that causemieeor more processors to determine the event,
cause the one or more processors to determinevéme leased on the velocity.

[0012] Preferably, the one or more instructions as spegtifi paragrapf0009], when
executed by the one or more processors, furthesecdne one or more processors to determine a
plurality of user device identifiers associatedhvatplurality of user devices, the plurality of use
devices including the user device; receive inforamathat identifies a quantity of users in

association with an identification area; compaeedbantity of users and the plurality of user
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device identifiers; and provide information to a@wety device based on comparing the quantity
of users and the plurality of user device identfie

[0013] Preferably, the one or more instructions as spagtifi paragrapf0009], when
executed by the one or more processors, furthesecdne one or more processors to determine a
first location of a vehicle based on the secondsags; receive, from the user device, a third
message; determine a second location of the vebéded on the third message; and where the
one or more instructions, that cause the one oempacessors to determine the event, cause the
one or more processors to determine the event lwaste first location and the second location.

[0014] Preferably, the device as specified in paragf@pf9], is a first device; and where
the one or more instructions, when executed bytieeor more processors, further cause the one
or more processors to determine a received sigreadgth value associated with the second
message; receive, from a second device, inform#tianidentifies another received signal
strength value associated with the second mesgagsecond device to determine the other
received signal strength value based on the sem@sdage; and where the one or more
instructions, that cause the one or more processatstermine the event, cause the one or more
processors to determine the event based on theedcggnal strength value and the other
received signal strength value.

[0015] Preferably, the one or more instructions as spagtifi paragrapf0009], when
executed by the one or more processors, furtheyectdne one or more processors to receive,
from the user device, a third message; determinthanevent based on the third message;
determine a sequence of the event and the othat;arel where the one or more instructions,
that cause the one or more processors to provamtbrmation, cause the one or more

processors to provide the information based orsélggience of the event and the other event.
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[0016] In some possible implementations, a method maydwcteceiving, by a device and
from a first beacon device, a first message. Ththod may include activating, by the device, a
scan mode based on the first message. The metapédhoiude receiving, by the device and
from a second beacon device, a second messagedratieglscan mode. The method may
include determining, by the device, a first idertibased on the second message. The first
identifier may be associated with the second bedeoite. The method may include providing,
by the device and to another device, a third messeguding a second identifier. The second
identifier may be associated with the device. ®tier device may determine the second
identifier based on the first identifier. The dsvimay provide the third message to the other
device without establishing a communication linkhathe other device.

[0017] Preferably, the method further comprises encryptiegsecond identifier based on
the first identifier to generate an encrypted id@nt and where providing the third message
comprises providing the third message includingatherypted identifier.

[0018] Preferably, the method specified in paragriiii6] further comprises determining
that a value associated with the second messagéesaa threshold value; and where providing
the third message comprises providing the thirdsags based on the value satisfying the
threshold value.

[0019] Preferably, the method as specified in paragf@ph6] further comprise providing a
fourth message including the second identifier; proyiding a fifth message including the
second identifier, a first time interval betweea third message and the fourth message being
different than a second time interval between theth message and the fifth message.

[0020] Preferably, the method as specified in paragf@phe] further comprises

determining that a value associated with the firessage satisfies a threshold value; and where
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activating the scan mode comprises activating the snode based on the value satisfying the
threshold value.

[0021] Preferably, the method as specified in paragf@phe] further comprises providing a
plurality of response messages for a threshold atmftime based on the second message, the

plurality of response messages including the timegsage.

BRIEF DESCRIPTION OF THE DRAWINGS

[0022] Figs. 1A-1F are diagrams of an overview of an edampplementation described
herein;
[0023] Fig. 2 is a diagram of an example environment inctvisystems and/or methods,

described herein, may be implemented;

[0024] Fig. 3 is a diagram of example components of onaare devices of Fig. 2;

[0025] Fig. 4 is a flow chart of an example process farceidentification using bandwidth
efficient techniques;

[0026] Fig. 5 is an example interaction diagram of operaticapable of being performed by
one or more devices of Fig. 2;

[0027] Figs. 6A-6C are diagrams of an example implemetatelating to the example
process shown in Fig. 4; and

[0028] Figs. 7A and 7B are diagrams of an example implé¢atem relating to the example

process shown in Fig. 4.
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DETAILED DESCRIPTION

[0029] The following detailed description of example implentations refers to the
accompanying drawings. The same reference nuntbdiferent drawings may identify the
same or similar elements.

[0030] In some situations, identification of a device §s@ciation with a particular area may
be desired. For example, in a shipping scenani@ndity may be required to identify a group of
devices that are associated with a particular dcgphent trajectory. For example, a group of
devices may pass through an identification areacaintrolled rate and/or in a particular order
(e.g., serially via a conveyor belt and/or via ottmeans). In some cases, the entity may utilize
an identification technique, such as near-field samication (NFC), radio-frequency
identification (RFID), and/or Bluetooth to identifyparticular device.

[0031] As another example, an entity (e.g., a transporatntity) may screen bags, luggage,
or the like, that include devices (e.g., mobile pé®m tablet computers, or the like) to determine
whether the devices are associated with an idenfii.g., a passenger name, a confirmation
number, etc.) on a ticket at an airport. If theides pass through an identification area in a
controlled manner (e.g., in a particular order andt a controlled rate), then an identification
device may utilize one of the above techniquestéopm the device identification. However, if
the devices pass through the identification aremninncontrolled manner (e.g., in bulk, or at an
increased rate), then the identification device ip@ynable to identify each device based on a
reduced amount of time to perform the identificatprocess (e.g., establish a communication
link) and/or based on a limited quantity of avaiéabandwidth.

[0032] In other situations, identification of a user amaletermination of a displacement

trajectory in association with a particular areaas may be desired. For example, in a transit
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scenario, a transportation entity may be requioadentify a user, assess a fare, and/or control
access to a transit station and/or vehicle accglylinAdditionally, the transportation entity may
be required to perform the above operations iniekcand efficient manner so as to
accommodate a large throughput of users.

[0033] In some cases, a user may utilize an NFC devige, @ NFC card) and/or an RFID
tag to gain access to the transit station andfrige payment for transportation. However, this
method may require that the user carry and useliaated device (e.g., the NFC card or RFID
tag) when transiting, and may require that the pséiorm a physical operation (e.g., perform a
tap operation in association with a card readeth bf which may prove inconvenient for the
user and may impede the throughput of a large gyanftusers.

[0034] In other cases, a user may utilize a mobile defgag, a smart phone) to establish a
communication link (e.g., a wireless personal aeavork communication link, such as a
Bluetooth link) with an access device for fare aition and access purposes. While this
method may enable a hands-free user experiencemdtieod may nonetheless require a
particular amount of time to establish the commaitmn link (e.g., perform protocol
handshaking). Thus, this method may not accomreaaigh throughput of users, and may
also consume mobile device battery, processorpantmory resources based on the additional
steps required to establish the communication link.

[0035] Implementations described herein may enable a dewiee to identify a mobile
device based on broadcast signaling which may erthblzone device to identify a mobile
device without establishing a communication linkhathe mobile device. Implementations
described herein may enable a mobile device tadmtified without requiring that the user

perform a physical operation, without requiringtttiee user utilize a dedicated device, and/or
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without requiring that a mobile device include @adeonnection. Implementations described
herein may improve convenience and scalabilityedick identification in high throughput
scenarios. Additionally, implementations describedein may alleviate a need of a mobile
device to establish a communication link with aoess device, and/or may alleviate a need of a
mobile device to determine an event associated avithnsit scenario and communicate that
event to a server device, thereby conserving hateocessor, and/or memory resources of the
mobile device.

[0036] While some implementations described herein areribesl in terms of identifying a
device and/or a user in association with a trast@hario, implementations described herein may
be applied to other user identification scenaisosh as a sporting event scenario, a theme park
scenario, or an entertainment scenario (e.g., eecgra play, a movie, or the like). In practice,
these implementations may be used in conjunctidh @ther types of systems that are associated
with device identification.

[0037] Figs. 1A-1F are diagrams of an overview of an eXanmpplementation 100
described herein. As shown in Fig. 1A, assumedl@bximity beacon device (e.g., a Bluetooth
Low Energy (BLE) beacon), a challenge beacon dele@ag, a BLE beacon), and a zone device
(e.g., a computing device) are located in a pddiradentification area. Additionally, as shown,
assume that a mobile device (e.g., a smart pharte)sethe identification area. For example,
assume that the mobile device is being transpanieadigh the identification area (e.g., via a
conveyor, or via another transportation means) sisvn by reference number 105, the mobile
device may receive a proximity message and mayadeta scan mode. For example, the

proximity beacon device may broadcast proximity sages, which may cause the mobile device
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to activate a scan mode to scan for challenge rgesga.g., launch an application associated
with the mobile device).

[0038] As shown in Fig. 1B, and by reference number 11€ challenge beacon device may
broadcast a challenge message. The challenge gee®ssgy include a unique challenge
identifier (e.g., “89M4XPK”). As shown, the zonewdce may receive the challenge message,
and may store the unique challenge identifier. ifolaally, as shown by reference number 115,
the mobile device may receive the challenge messemgemay activate a broadcast mode to
broadcast response messages.

[0039] As shown in Fig. 1C, and by reference number 2 mobile device may provide a
response message (e.g., may broadcast a BLE a#veeit signal) that includes an encrypted
identifier (e.g., “AM82TF”"). For example, the méddevice may encrypt a mobile device
identifier (e.g., “49SGHA”) using the unique chalige identifier and an algorithm (e.g., a
cryptographic algorithm) to generate the encryjpdedtifier. As shown by reference number
125, the zone device may receive the response geeasa may determine the mobile device
identifier and an event. The zone device may unsalgorithm (e.g., the same algorithm used by
the mobile device) and the unique challenge idientib decrypt the encrypted identifier.
Additionally, the zone device may determine the ieotbevice identifier. The zone device may
correlate the unique challenge identifier with thallenge beacon device (e.g., associated with
an entrance of an identification gate), and magrieine an event (e.g., that the mobile device
has entered the identification gate).

[0040] As shown in Fig. 1D, and by reference number 186tleer challenge beacon device
may provide a challenge message including a urchaenge identifier (e.g., “489MPL3"). As

shown, the zone device may receive the challengsage, and may store the unique challenge

10
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identifier. Additionally, the mobile device maycedve the challenge message, and may generate
a response message.

[0041] As shown in Fig. 1E, and by reference number 135ntobile device may encrypt
the mobile device identifier using the unique obadje identifier and an algorithm to generate an
encrypted identifier (e.g., “SP3L4M”), and may pid®/the response message to the zone
device. As shown by reference number 140, the demie may decrypt the encrypted
identifier, and may determine the mobile devicentdir and another event. For example, the
zone device may correlate the unique challengdiftamne.g., “489MPL3”") with the challenge
beacon device, and may determine an event (eaj.thte mobile device has exited the
identification gate).

[0042] As shown in Fig. 1F, and by reference number 14& zbne device may provide, to a
server device (e.g., a server), information thanidies the event(s). As shown, the zone device
may provide information that identifies that thebie device (e.g., the mobile device identifier)
is associated with an enter event and an exit evidditionally, as shown, the zone device may
provide context information such as respective sim&sociated with the events. As shown by
reference number 150, the server device may igetE mobile device identifier and perform
an action (e.g., “update account”). In this wéng rone device may receive broadcast signals
from the mobile device, may determine events aasediwith the mobile device identifier, and
may provide information that identifies the evetaishe server device.

[0043] Implementations described herein may enable a dewiee to identify a mobile
device based on broadcast signaling, thereby erptilie zone device to identify the mobile
device without establishing a communication linkhathe mobile device. In this way,

implementations described herein may enable ideatibn of mobile devices in a high

11
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throughput scenario. Additionally, implementatiatescribed herein may conserve battery,
processor, and/or memory resources of a mobilecdevhen providing identification
information. Additionally, implementations desatherein may enable a mobile device to
provide identification information to a zone devigghout requiring that the mobile device
include a data connection (e.g., an internet camm®&g and without requiring that the mobile
device provide identification information to a serdevice, thereby conserving battery,
processor, and/or memory resources of the mobileele

[0044] As indicated above, Figs. 1A-1F are provided measlyn example. Other examples
are possible and may differ from what was descriligla regard to Figs. 1A-1F.

[0045] Fig. 2 is a diagram of an example environment 200hich systems and/or methods,
described herein, may be implemented. As shoviAign2, environment 200 may include one
or more user devices 210 (hereinafter referredliecively as “user devices 210,” and
individually as “user device 210”), one or morexinoity beacon devices 220 (hereinafter
referred to collectively as “proximity beacon deasc220,” and individually as “proximity
beacon device 220”), one or more challenge beaewvites 230 (hereinafter referred to
collectively as “challenge beacon devices 230,” maddvidually as “challenge beacon device
2307), one or more zone devices 240 (hereinaftermed to collectively as “zone devices 240,”
and individually as “zone device 240"), a servevide 250, and a network 260. Devices of
environment 200 may interconnect via wired conma&sj wireless connections, or a
combination of wired and wireless connections.

[0046] User device 210 includes one or more devices capalykceiving, generating,
storing, processing, and/or providing informati@s@ciated with a user device identifier. For

example, user device 210 may include a communicaiia/or computing device, such as a

12
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mobile phone (e.g., a smart phone or a radioteleph@ laptop computer, a tablet computer, a
handheld computer, a gaming device, a wearable econwation device (e.g., a smart
wristwatch, a pair of smart eyeglasses, a smad,&tn.), or a similar type of device.

[0047] Proximity beacon device 220 includes one or mokacege capable of receiving,
generating, storing, processing, and/or providirfigrimation associated with a proximity
message. For example, proximity beacon devicen2@pinclude a communication and/or
computing device, such as a wireless personalre®eork beacon (e.g., a Bluetooth beacon or a
BLE beacon), an NFC beacon, or the like. In sam@ementations, proximity beacon device
220 may broadcast proximity messages throughoideniification area, which may cause user
device 210 to launch an identification application.

[0048] Challenge beacon device 230 includes one or maneatecapable of receiving,
generating, storing, processing, and/or providirigrimation associated with a challenge
message. For example, challenge beacon devicemda@idnclude a communication and/or
computing device, such as a wireless personalrea®eork beacon (e.g., a Bluetooth beacon or a
BLE beacon), an NFC beacon, or the like. In saom@ementations, challenge beacon device
230 may broadcast challenge messages, includinggaeichallenge identifier, throughout an
identification area.

[0049] Zone device 240 includes one or more devices capdblkceiving, generating,
storing, processing, and/or providing informati@s@ciated with a response message and/or an
event. For example, zone device 240 may includengputing device, such as a desktop
computer, a laptop computer, a tablet computeenees device, a mobile phone (e.g., a smart
phone or a radiotelephone) or a similar type oficevin some implementations, zone device

240 may receive challenge messages and/or respmwssages, and may identify user device
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210 and/or challenge beacon device 230 based aetbared messages. In some
implementations, zone device 240 may determinevanteassociated with user device 210, and
may provide, to server device 250, information idantifies the event.

[0050] Server device 250 includes one or more devicesbbaméd receiving, storing, and/or
providing information associated with a user. &xample, server device 250 may include a
server or a group of servers (e.g., a cloud-baseaets an application server, a content server, a
host server, a web server, etc.), a desktop compmrta similar device. In some
implementations, server device 250 may receiven fzone device 240, information associated
with user device 210 and/or an event, and may parém action based on the received
information (e.g., may assess a fare, may chargeewunt, may update a profile, etc.).

[0051] Network 260 includes one or more wired and/or veselnetworks. For example,
network 260 may include a cellular network (e.dgrag-term evolution (LTE) network, a third
generation (3G) network, a code division multipteess (CDMA) network, etc.), a public land
mobile network (PLMN), a local area network (LAM)wide area network (WAN), a
metropolitan area network (MAN), a telephone nefwer.g., the Public Switched Telephone
Network (PSTN)), a private network, an ad hoc nekyan intranet, the Internet, a fiber optic-
based network, a cloud computing network, or tke, land/or a combination of these or other
types of networks.

[0052] The number and arrangement of devices and netvebidsn in Fig. 2 are provided
as an example. In practice, there may be additamaces and/or networks, fewer devices
and/or networks, different devices and/or netwoodks]ifferently arranged devices and/or
networks than those shown in Fig. 2. Furthermiwve,or more devices shown in Fig. 2 may be

implemented within a single device, or a singleideghown in Fig. 2 may be implemented as

14
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multiple, distributed devices. Additionally, otenatively, a set of devices (e.g., one or more
devices) of environment 200 may perform one or nfionetions described as being performed
by another set of devices of environment 200.

[0053] Fig. 3 is a diagram of example components of acd#e800. Device 300 may
correspond to user device 210, proximity beaconcee2?20, challenge beacon device 230, zone
device 240, and/or server device 250. In someemphtations, user device 210, proximity
beacon device 220, challenge beacon device 23@, device 240, and/or server device 250 may
include one or more devices 300 and/or one or momgonents of device 300. As shown in
Fig. 3, device 300 may include a bus 310, a prared®0, a memory 330, a storage component
340, an input component 350, an output componebit&éd a communication interface 370.

[0054] Bus 310 includes a component that permits commtiaictamong the components of
device 300. Processor 320 is implemented in harglWiiamware, or a combination of hardware
and software. Processor 320 includes a processpr & central processing unit (CPU), a
graphics processing unit (GPU), and/or an acceadnatocessing unit (APU)), a microprocessor,
a microcontroller, and/or any processing compofewt, a field-programmable gate array
(FPGA) and/or an application-specific integratagwit (ASIC)) that interprets and/or executes
instructions. In some implementations, procesg6riBcludes one or more processors capable
of being programmed to perform a function. Mem88( includes a random access memory
(RAM), a read only memory (ROM), and/or anotheretyi dynamic or static storage device
(e.g., a flash memory, a magnetic memory, and/apaical memory) that stores information
and/or instructions for use by processor 320.

[0055] Storage component 340 stores information and/dwsoé related to the operation

and use of device 300. For example, storage coempd@40 may include a hard disk (e.g., a
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magnetic disk, an optical disk, a magneto-opti&,dsd/or a solid state disk), a compact disc
(CD), a digital versatile disc (DVD), a floppy disk cartridge, a magnetic tape, and/or another
type of non-transitory computer-readable mediumnglwith a corresponding drive.

[0056] Input component 350 includes a component that pgemeivice 300 to receive
information, such as via user input (e.g., a tosmieen display, a keyboard, a keypad, a mouse, a
button, a switch, and/or a microphone). Additibpadr alternatively, input component 350 may
include a sensor for sensing information (e.gloaa positioning system (GPS) component, an
accelerometer, a gyroscope, and/or an actuatarpudcomponent 360 includes a component
that provides output information from device 30@(ea display, a speaker, and/or one or more
light-emitting diodes (LEDS)).

[0057] Communication interface 370 includes a transceikereomponent (e.g., a
transceiver and/or a separate receiver and trates)rthhat enables device 300 to communicate
with other devices, such as via a wired connectonireless connection, or a combination of
wired and wireless connections. Communicationriate 370 may permit device 300 to receive
information from another device and/or provide mfiation to another device. For example,
communication interface 370 may include an Etheimtetface, an optical interface, a coaxial
interface, an infrared interface, a radio frequefiRly) interface, a universal serial bus (USB)
interface, a Wi-Fi interface, a cellular networkeiriace, a BLE interface, or the like.

[0058] Device 300 may perform one or more processes thescherein. Device 300 may
perform these processes in response to procesB@x@2uting software instructions stored by a
non-transitory computer-readable medium, such asang330 and/or storage component 340.

A computer-readable medium is defined herein asmatransitory memory device. A memory
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device includes memory space within a single playsitorage device or memory space spread
across multiple physical storage devices.

[0059] Software instructions may be read into memory 380@ storage component 340
from another computer-readable medium or from aratlevice via communication interface
370. When executed, software instructions stanedemory 330 and/or storage component 340
may cause processor 320 to perform one or moreepses described herein. Additionally, or
alternatively, hardwired circuitry may be used lage of or in combination with software
instructions to perform one or more processes textherein. Thus, implementations
described herein are not limited to any specifimbmation of hardware circuitry and software.

[0060] The number and arrangement of components showig.ir3 Fare provided as an
example. In practice, device 300 may include &oiaiti components, fewer components,
different components, or differently arranged comgras than those shown in Fig. 3.
Additionally, or alternatively, a set of compone(gsy., one or more components) of device 300
may perform one or more functions described asgoearformed by another set of components
of device 300.

[0061] Fig. 4 is a flow chart of an example process 40@l&vice identification using
bandwidth efficient techniques. In some implemgaie, one or more process blocks of Fig. 4
may be performed by user device 210 and/or zoneel@40. In some implementations, one or
more process blocks of Fig. 4 may be performednogheer device or a group of devices separate
from or including user device 210 and/or zone dew40, such as proximity beacon device 220,
challenge beacon device 230, and/or server de@0e 2

[0062] As shown in Fig. 4, process 400 may include reogia proximity message and

activating a scan mode (block 410). For examper device 210 may receive, from proximity
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beacon device 220, a proximity message and mayaéeta scan mode. In some
implementations, proximity beacon device 220 magdsociated with an identification area.

An identification area may include a geographi@atem, such as a location associated with a
transit scenario (e.g., a train station, a subvalyos, a bus station, an airport, or the like),
and/or a location where access may be controlldébamonitored, such as an arena, a venue, a
store, a restaurant, a school, or the like. Adddilly, or alternatively, an identification areayna
be associated with a vehicle, such as a trainba@y, a bus, a vessel, an airplane, or the like. |
some implementations, proximity beacon device 22§ be associated with a particular location
of an identification area, such as an entrancexénor the like.

[0063] In some implementations, proximity beacon device 22y provide proximity
messages (e.g., may broadcast BLE advertisemerd gigdals). A proximity message may
cause user device 210 to activate a scan modeitiéwmilly, user device 210 may launch or
activate an identification application based orergag a proximity message from proximity
beacon device 220. Additionally, or alternativalger device 210 may activate a scan mode to
scan for challenge messages that may be broadcakabenge beacon devices 230, as
described elsewhere herein. By launching or atitigahe identification application and/or
activating a scan mode based on receiving a proximessage, user device 210 may conserve
processor, memory, and/or battery resources bgaastning for challenge messages and/or not
broadcasting response messages when user devide riddt0associated with an identification
area.

[0064] In some implementations, proximity beacon device 22y provide proximity
messages based on a configuration parameterdggwer level, a range, or the like).

Additionally, or alternatively, proximity beaconwdee 220 may provide proximity messages to
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cover a particular portion of an identification @rdn some implementations, user device 210
may receive a proximity message, and may determiether a value (e.g., a received signal
strength indicator (RSSI) value), associated withgroximity message, satisfies a threshold
value, may determine whether a proximity of usesfi@e210 to proximity beacon device 220
satisfies a threshold proximity, or the like. Afiloinally, user device 210 may activate a scan
mode based on the value satisfying the threshdidgeythe proximity satisfying the threshold
proximity, or the like.

[0065] As further shown in Fig. 4, process 400 may inclugtiving a challenge message
and activating a broadcast mode (block 420). kample, user device 210 may receive, from
challenge beacon device 230, a challenge messagaayactivate a broadcast mode. In some
implementations, challenge beacon device 230 masbeciated with the identification area,
and/or a particular location associated with tlentdication area (e.g., a gate, an entrance, an
exit, or the like). Additionally, challenge beacdevice 230 may provide challenge messages
(e.g., may broadcast BLE advertisement signala},rttay be received by user device 210.

[0066] In some implementations, a challenge message nclydma unique challenge
identifier (e.g., a universally unique identifi@JID), or the like), such as a string of characters
(e.g., alphabetic, numeric, symbols, a combinadioalphabetic, numeric, and/or symbols, or the
like. Additionally, or alternatively, a challengeessage may include a beacon identifier that
may identify a particular challenge beacon devig@. 2Additionally, or alternatively, a
challenge message may include a key. As descellsetvhere herein, zone device 240 may use
a unique challenge identifier to identify user aev210, identify challenge beacon device 230,

and/or determine an event associated with usecd@iio.
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[0067] In some implementations, challenge beacon deviben2y dynamically change a
unique challenge identifier. For example, chalkebgacon device 230 may broadcast different
unique challenge identifiers based on a time fraananterval, or the like. Additionally, or
alternatively, challenge beacon device 230 maydwast different unique challenge identifiers
based on providing a threshold quantity of chakkengessages that include a particular unique
challenge identifier. In this way, security assoed with a user device identifier of user device
210 may be improved (e.g., because the user delgadifier may be encrypted using unique
challenge identifiers that are dynamic and/or difased on location). In some
implementations, challenge beacon device 230 mawigie challenge messages based on a
configuration parameter (e.g., a configured poweagnge, or the like).

[0068] In some implementations, user device 210 may aeti@droadcast mode based on
receiving a challenge message, and/or based ae&ed value (e.g., RSSI value) associated
with a challenge message satisfying a thresholdeva proximity of user device 210 to
challenge beacon device 230 satisfying a thregh@igimity, or the like. In some
implementations, user device 210 may activate adwast mode and may broadcast response
messages that may enable zone device 240 to igentger device identifier of user device 210,
as described elsewhere herein. By activating admast mode based on a value satisfying a
threshold value, or the like, user device 210 n@serve processor, memory, battery, and/or
network resources by preventing signaling when dserce 210 is not located in a particular
area of the identification area.

[0069] As further shown in Fig. 4, process 400 may inclteteiving the challenge message
and storing a unique challenge identifier (block}3For example, zone device 240 may

receive, from challenge beacon device 230, thdaigd message and may store a unique
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challenge identifier associated with the challemgssage. In some implementations, zone
device 240 may receive a challenge message andderatyfy a unique challenge identifier

based on the challenge message. Additionally, demice 240 may relate the unique challenge
identifier to a particular challenge beacon dev8e (e.g., based on received information, based
on a beacon identifier, or the like). Additionallone device 240 may store (e.g., in a data
structure) information that identifies the unigualienge identifier and/or relates the unique
challenge identifier to the particular challengadmn device 230. In this way, zone device 240
may receive, from user device 210, a response mesaad may determine a user device
identifier and/or an event associated with useia#e®210 based on the stored information, as
described below.

[0070] As further shown in Fig. 4, process 400 may inclpd®viding a response message
(block 440). For example, user device 210 may igigwto zone device 240, a response message
(e.g., a BLE advertisement signal) based on aatigahe broadcast mode. In some
implementations, the response message may includeralevice identifier (e.g., an identifier
that identifies user device 210, a user of userce@e®10, an account associated with user device
210, or the like). Additionally, the response naggsmay include the unique challenge identifier
(e.g., associated with challenge beacon device. 28@dlitionally, or alternatively, the response
message may include a key.

[0071] In some implementations, user device 210 may ehtngpuser device identifier
using the unique challenge identifier (e.g., ushgunique challenge identifier as a key for an
encryption algorithm, a cryptographic algorithngheallenge-response mechanism, or the like).
Additionally, user device 210 and zone device 24y mse the same algorithm when encrypting

and/or decrypting the user device identifier ughmgyunique challenge identifier, thereby
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enabling zone device 240 to determine the usercdedentifier, as described elsewhere herein.
In some implementations, user device 210 may irchrdidentifier (e.g., that identifies

challenge beacon device 230) in a response messadjepne device 240 may identify

challenge beacon device 230 based on the respassage. Additionally, zone device 240 may
identify a unique challenge identifier associatathwhallenge beacon device 230 (e.g., based on
stored information), and may decrypt the user deidentifier using the unique challenge
identifier. By encrypting the user device idemtifusing the unique challenge identifier, user
device 210 may improve security of the user deideetifier. For example, the unique

challenge identifier may change based on a tinevat, and/or may differ between challenge
beacon devices 230.

[0072] Alternatively, user device 210 may encrypt the uice identifier and/or the
unique challenge identifier using a key (e.g., p $eared by user device 210 and zone device
240). For example, user device 210 may combineske device identifier and the unique
challenge identifier, and may encrypt the combiigeahtifier. Alternatively, user device 210
may encrypt the user device identifier and the uaighallenge identifier separately.

[0073] In some implementations, user device 210 may lwasidesponse messages for a
threshold amount of time (e.g., may activate braatimode for the threshold amount of time).
For example, user device 210 may broadcast respnessages for ten seconds, thirty seconds,
or the like. Additionally, or alternatively, usdéevice 210 may broadcast a threshold quantity of
response messages. Additionally, or alternativuedgr device 210 may broadcast response
messages based on receiving additional challengeages from challenge beacon device 230,
and/or based on receiving proximity messages froximity beacon device 220. For example,

user device 210 may determine that user devica2lb@ated within and/or nearby the
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identification area, and may broadcast responssages based on being located within and/or
nearby the identification area.

[0074] In some implementations, user device 210 may bamdesponse messages at a
particular time interval (e.g., every 10ms, 25n@n3, etc.). Additionally, or alternatively, user
device 210 may adjust a time interval between pliogi response messages. For example, user
device 210 may provide a first response messaggpnoide a second response message 10
milliseconds after the first response message,pnayide a third response message 20
milliseconds after the second response messageocamal In this way, user device 210 may
reduce a quantity of collisions with other respom&ssages provided by other user devices 210.
For example, assume that a particular quantitysef devices 210 are associated with the
identification area and are broadcasting resporessages. In this case, zone device 240 may
fail to receive particular response messages basedllisions. By adjusting a time interval
between response messages, user device 210 mag duantity of response message
collisions, thereby conserving battery, procesand/or memory resources of user device 210
and/or zone device 240, and/or conserving netwes&urces.

[0075] In some implementations, user device 210 may recaivadditional challenge
message from another challenge beacon device 280iated with the identification area, and
may provide another response message based odditiermal challenge message. Additionally,
or alternatively, user device 210 may receive atitemhal challenge message from a particular
challenge beacon device 230, and may provide ancglponse message based on the additional
challenge message.

[0076] As further shown in Fig. 4, process 400 may inclugtiving the response message

and determining a user device identifier (block 4add determining an event associated with
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the user device identifier (block 460). For exagalone device 240 may receive, from user
device 210, the response message, and may detearaser device identifier based on the
response message. In some implementations, zemee @10 may decrypt the response
message using the unique challenge identifier arelgorithm (e.g., the same algorithm used by
user device 210 to encrypt the response messagkeimay identify the user device identifier.

[0077] In some implementations, zone device 240 may déteran event associated with
the user device identifier. In some implementaj@n event may include a movement of user
device 210 in association with the identificatiora an association of user device 210 with a
particular area of the identification area, orlike. For example, an event may include an entry
of user device 210 through a ticketing gate, ahaiser device 210 through a ticketing gate, or
the like. Additionally, or alternatively, an evantty include a duration of time in which user
device 210 is associated with one or more idetifon areas.

[0078] In some implementations, zone device 240 may déteran event associated with
user device 210 based on an identifier associaitdcivallenge beacon device 230 (e.g., a
unique challenge identifier, or the like). For exde, zone device 240 may decrypt an encrypted
identifier using a particular unique challenge itifggr. Additionally, zone device 240 may
identify a particular challenge beacon device 288 on the unique challenge identifier (e.g.,
may identify challenge beacon device 230 basedaredinformation). For example, zone
device 240 may identify a unique challenge idemtibased on a response message, and may
correlate the unique challenge identifier with atipalar challenge beacon device 230 (e.g., a
challenge beacon device 230 associated with aarer@rto a ticketing gate). In this case, zone
device 240 may determine that a user entered thraugketing gate based on the unique

challenge identifier.
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[0079] In some implementations, zone device 240 may reaewitiple response messages
that include multiple encrypted identifiers (ewpser device identifiers that were encrypted using
various unique challenge identifiers), and may wheitee multiple events based on the response
messages. For example, assume that a user mowegtitan entrance and an exit associated
with a ticketing gate. Further, assume that & fingllenge beacon device 230 is associated with
the entrance of the ticketing gate, and a secoallertge beacon device 230 is associated with
the exit of the ticketing gate. In this case, uB®rice 210 may provide a response message that
includes a first encrypted identifier (e.g., themndevice identifier encrypted using a first unique
challenge identifier associated with the first tdvade beacon device 230), and may provide
another response message that includes a secaryptedicidentifier (e.g., the user device
identifier encrypted using a second unique chadladgntifier associated with the second
challenge beacon device 230). Additionally, zoeeick 240 may receive the response
messages, and may determine an entrance evenih axit avent based on the response
messages.

[0080] In some implementations, zone device 240 may déteran event based on a
response message and context information. For@eacontext information may include a
time, a date, a location (e.g., based on GPS coateh), a velocity, an acceleration, an odometer
value, a speedometer value, etc. As an exampeneasthat zone device 240 is associated with
a vehicle (e.g., a bus). In this case, zone de4€emay receive context information associated
with the vehicle (e.g., an odometer reading, a G&8dinate, a velocity, or the like), and may
determine an event based on the context information

[0081] For example, assume that a user enters a vehialpaticular location. In this case,

user device 210 may provide a response message twaske user entering the vehicle, and
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zone device 240 may determine an entrance eveet lmasthe response message. Additionally,
zone device 240 may correlate the entrance eventoentext information (e.g., a time, an
odometer reading, a location, etc.). Additionadlgsume the user exits the vehicle at another
location. In this case, user device 210 may pmwadother response message based on the user
exiting the vehicle, and zone device 240 may detegran exit event based on the response
message. Additionally, user device 210 may caedlze exit event with additional context
information and may compare context informatioroasged with the entrance event and

context information associated with the exit event.

[0082] In some implementations, zone device 240 may déteran event based on
information received from other zone devices 2B0r example, assume that multiple zone
devices 240 are associated with an identificatr@a.a In this case, user device 210 may
broadcast a response message, and each zone 24¥Qioey receive the response message.
Additionally, each zone device 240 may determinalae associated with the response message
(e.g., an RSSI value), and may provide the valuegarticular zone device 240. In some
implementations, the particular zone device 240 reagive the values, and may determine a
position (or positions) of user device 210 in agsmn with the identification area based on the
values (e.g., based on performing a triangulatiaseld calculation). In this way, zone device
240 may more accurately determine an event asedamth a user device identifier (e.g., may
more accurately determine a movement of a usessacation with the identification area).

[0083] In some implementations, zone device 240 may rec&om another device such as
an analysis device (e.g., a video analysis devicthe like), information that identifies a
guantity of users that are associated with thetifiestion area. For example, zone device 240

may receive information that identifies that a jgaifar quantity of users entered through a
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ticketing gate for a particular time frame, or tike. Additionally, zone device 240 may
compare the information and information identifymguantity of user device identifiers (e.g.,
determined by zone device 240 for the particulaetframe). In some implementations, zone
device 240 may determine a discrepancy betweemiatityiof identified users (e.g., identified

by the analysis system) and a quantity of usercgedentifiers identified by zone device 240,
thereby indicating that particular users did natviale identification information. Additionally,
zone device 240 may provide a message to anothi@edbat identifies the discrepancy, thereby
enabling a user (e.g., an enforcement officereidgom an audit.

[0084] As further shown in Fig. 4, process 400 may inclpdeviding information that
identifies the event associated with the user @ewmentifier to permit and/or cause an action to
be performed (block 470). For example, zone deXif&may provide, to server device 250,
information that identifies an event associatedhaituser device identifier to permit and/or cause
server device 250 to perform an action. In son@ementations, server device 250 may store
validation rules and/or may process events assatiaith user device 210 (e.g., based on a user
device identifier). For example, server device &ty charge an account associated with user
device 210, may update a profile associated wign dsvice 210, or the like. In some
implementations, sever device 250 may receive, fa@arvice provider system (e.g., another
server device, or the like), location informati@saciated with user device 210. Additionally,
server device 250 may use the location informatboidentify a location associated with user
device 210. Additionally, server device 250 magnpare the location information and
information associated with the identification aréar example, server device 250 may validate
that user device 210 is associated with the ideatibn area. Additionally, server device 250

may charge an account based on the validation.
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[0085] In some implementations, zone device 240 may peowitbrmation that identifies an
event associated with the user device identifigreionit server device 250 to identify a
displacement trajectory associated with user deX¥i€e A displacement trajectory may include
a travel trajectory between a first location arseeond location. For example, a displacement
trajectory may include a travel trajectory betwaerentry location and an exit location. As an
example, assume that user device 210 is assoeidgtedn event at a first location (e.g., an entry
to a transit station), and is associated with aneuat a second location (e.g., an exit associated
with another transit station). In this case, sedevice 250 may identify a displacement
trajectory, such as a travel route, of user de2id®@ based on the events.

[0086] As another example, server device 250 may ideatdysplacement trajectory of user
device 210 in association with a particular idecdifion area. For example, server device 250
may determine a displacement trajectory of useic@e®10 is association with an entrance and
an exit of a transit station, or the like. Additally, server device 250 may perform an action
(e.g., charge an account) based on the displacenagattory.

[0087] In some implementations, zone device 240 may peowitbrmation that identifies an
event based on determining the event. Additionalhalternatively, zone device 240 may
provide information that identifies multiple evetigsed on determining that the events are
associated with a particular sequence. For exaraptime that a user is located near a
particular challenge beacon device 230 (e.g., #®acwith an entrance to a ticketing gate), but
does not enter through the ticketing gate. Ind¢hise, user device 210 may receive, from
challenge beacon device 230, a challenge messadjeay provide a response message to zone
device 240. Thus, zone device 240 may determire/ant (e.g., an entrance event), despite the

user not actually entering the ticketing gate. uhss that zone device 240 does not determine a

28



PATENT
Docket No. 0095-0324SG

corresponding event (e.g., an exit event). Ind¢hse, zone device 240 may not provide
information that identifies the event. Alternativezone device 240 may provide information
that identifies the event based on receiving anatsponse message (e.g., associated with an
exit event). Thus, zone device 240 may providsgetwer device 250, information that identifies
an entrance event and an exit event (e.g., intecplar sequence) based on determining the
particular sequence of events, which may enableraoccurate event identification (e.g., when
the user actually enters through the ticketing)gate

[0088] As another example, assume that a user enters@devéhg., a bus). In this case,
user device 210 may receive, from challenge bedesite 230, a challenge message, and may
provide a response message to zone device 24 ddwice 240 may determine an event, such
as that the user has entered the vehicle, and etagngine context information (e.g., a time, a
location, an odometer reading, etc.). Additionalgsume that the user remains in the vehicle
for a particular amount of time. In this case,rudgvice 210 may provide a particular quantity of
response messages to zone device 240, and zome @4@d may determine additional events
(e.g., indicating that the user is still inside Hehicle). Additionally, the user may exit the
vehicle, and user device 210 may fail to be wigrioximity of zone device 240. Additionally,
zone device 240 may determine that a particulanernaf time has elapsed (e.g., without
receiving a response message from user device &i@)nay determine an event (e.g., an exit
event) based on the particular amount of time (barause zone device 240 fails to receive
response messages).

[0089] Additionally, zone device 240 may determine an &yery., an exit event) based on
the response message. Alternatively, zone deviOaerfay fail to receive a response message

from user device 210 (e.g., a response messagmthedtes that user device 210 is still within
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the vehicle), and may determine an event (e.gexéirevent). In either case, zone device 240
may provide, to server device 250, information fdantifies multiple events (e.g., an enter
event and an exit event) based on determining thigpte events, thereby enabling server
device 250 to, for example, calculate a fare.

[0090] In some implementations, zone device 240 may peowitbrmation that identifies an
event based on receiving a particular quantityesponse messages, based on determining a
threshold quantity of events, based on a timewateor the like. Additionally, or alternatively,
zone device 240 may store information that idezgigvents (e.g., may buffer events), and may
provide the information to server device 250. &wmmple, assume that zone device 240 is
associated with an intermittent network connectigs.an example, zone device 240 may be
associated with a vehicle. In this case, zonecge240 may store information that identifies
events, and may provide the information based tabkshing a network connection.

[0091] In some implementations, server device 250 mayigepvo user device 210,
information that identifies that an action was pearied (e.g., a user account was charged).
Additionally, user device 210 may provide, for despvia a user interface, information that
identifies that user device 210 was identified antiiat an action was performed by server
device 250. In this way, user device 210 may mlewnformation for display that may enable
validation (e.g., by an enforcement officer).

[0092] Implementations described herein may enable zovieal240 to identify user device
210 without establishing a communication link wither device 210. Thus, implementations
described herein may enable user identificatiom mgh throughput area in a secure and
convenient manner. Implementations described hmenay enable an action to be performed

based on an event associated with user device RWOurequiring that user device 210 provide
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information that identifies the event to serveride\250, thereby conserving battery, processor,
and/or memory resources of user device 210.

[0093] Although Fig. 4 shows example blocks of process #D8ome implementations,
process 400 may include additional blocks, fewecks, different blocks, or differently
arranged blocks than those depicted in Fig. 4. itkaidhlly, or alternatively, two or more of the
blocks of process 400 may be performed in parallel.

[0094] Fig. 5 is an interaction diagram of an exampleradgon 500 of example operations
capable of being performed by one or more devit€sgp 2. As shown in Fig. 5, and by
reference number 505, proximity beacon device 229 pmovide, to user device 210, a
proximity message that may cause user device 2lEHuteh or activate an identification
application. As shown by reference number 510 dseice 210 may activate a scan mode
based on the proximity message. For example,desgce 210 may launch or activate the
identification application and may scan for broadacdallenge messages. As shown by
reference number 515, challenge beacon device 2¥bnoadcast a challenge message, which
may include a unique challenge identifier. As shpmone device 240 may receive the challenge
message, may identify the unique challenge identiind may store the unique challenge
identifier. As further shown, user device 210 megeive the challenge message, and may
identify the unique challenge identifier.

[0095] As shown by reference number 520, user device 2d\0autivate a broadcast mode
based on the challenge message, and may provespanse message. For example, user device
210 may broadcast (e.g., broadcast BLE advertisegigmals) response messages that include

the user device identifier. For example, userde?2i10 may encrypt the user device identifier
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(e.g., using the unique challenge identifier an@aeryption algorithm) to generate an encrypted
identifier.

[0096] As shown by reference number 525, zone device Z0datermine a user device
identifier. For example, zone device 240 may nezé#e response message, and may decrypt
the encrypted identifier (e.g., using the uniquallemge identifier and the encryption algorithm).
As shown by reference number 530, zone device Z0datermine an event associated with the
user device identifier. For example, zone devié@e @ay determine the unique challenge
identifier, and may identify challenge beacon de\280 that is associated with the unique
challenge identifier (e.g., based on stored infaiomy. Additionally, zone device 240 may
determine an event based on the particular chaleegcon device 230 that is associated with
the unique challenge identifier (e.g., challengado® device 230 may be associated with a
ticketing gate entrance).

[0097] As shown by reference number 535, zone device 240provide, to server device
250, information that identifies the event anduler device identifier associated with the event.
Server device 250 may perform an action based®mtbrmation, such as, for example,
charging an account associated with user device 210

[0098] While a particular series of operations and/orrextéons have been described above
with regard to Fig. 5, the order of operation anditeractions may be modified in other
implementations. Further, non-dependent operatiweng be performed in parallel.

[0099] Figs. 6A-6C are diagrams of an example implemeama@00 relating to example
process 400 shown in Fig. 4. Figs. 6A-6C showxamwmle of device identification using

bandwidth efficient techniques.
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[00100] As shown in Fig. 6A, assume that a user enteraraitrstation (e.g., a bus station).
As shown by reference number 610, proximity beat®nce 220 may provide, to user device
210, a proximity message, that may cause user@@\li@ to launch an identification application
and/or activate a scan mode. As an example, asthanthe user is commuting via a vehicle
(e.g., a bus), and that a fare may be charged &@e@ount of the user.

[00101] As shown in Fig. 6B, and by reference number 6B8llenge beacon device 230 may
broadcast, throughout an identification area (¢h@.vehicle), a challenge message that may be
received by user device 210 and zone device 243ume that the challenge message includes a
particular unique challenge identifier. As shownréference number 630, user device 210 may
provide, to zone device 240, a response messagmthales the user device identifier (e.g., as
an encrypted identifier). As shown by referencmbear 640, zone device 240 may determine
the user device identifier (e.g., “49SGHA"), andyntketermine an event (e.g., that the user has
entered the vehicle) associated with the user dadntifier. As further shown, zone device
240 may correlate context information and the imfation that identifies the event and the user
device identifier. As shown, zone device 240 ntayescontext information, such as a time, an
odometer reading, a location (e.g., GPS coordihaaesl/or other context information (not
shown). Assume that the user remains inside thiehkeefor a particular amount of time. In this
case, challenge beacon device 230 may provideiadalitthallenge messages (e.g., including
the same unique challenge identifier or differemtjue challenge identifiers), and user device
210 may provide additional response messages ®aevice 240. In this way, zone device 240
may determine additional events that may indidad¢ aiser device 210 is inside the vehicle.

[00102] As shown in Fig. 6C, assume that the user exity¢hecle. As shown by reference

number 650, challenge beacon device 230 may pravatallenge message to zone device 240.
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As shown, the user may exit the vehicle, and thssr device 210 may fail to receive the
challenge message and/or may fail to provide sorespmessage to zone device 240. As shown
by reference number 660, zone device 240 may deteram event, such as that user device 210
is no longer associated with the identificationeafe.g., inside the vehicle). For example, zone
device 240 may determine that user device 210 lsmger associated with the identification

area based on not receiving a response messagsponse messages) from user device 210.
Alternatively, zone device 240 may determine ttsatridevice 210 is no longer associated with
the identification area based on receiving a responessage that includes a unique challenge
identifier associated with another challenge beatmice 230 (not shown) associated with
exiting the vehicle.

[00103] As further shown in Fig. 6C, zone device 240 mayetate the event and context
information, such as an exit time, an updated odenmreading (e.g., indicating that the vehicle
has traveled 15 miles since the user entered thieleg and an updated location (e.g., GPS
coordinates associated with a location where tee ested the vehicle). In this way, zone
device 240 may provide information, that identifiee event (or events), and context
information to server device 250. Additionallynser device 250 may perform an action (e.g.,
charge a user account) based on the context infammand information that identifies the
event(s). For example, server device 250 may eharfgre based on the distance travelled by
the vehicle, or the like.

[00104] As indicated above, Figs. 6A-6C are provided measlyan example. Other examples

are possible and may differ from what was descriliglal regard to Figs. 6A-6C.
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[00105] Figs. 7A and 7B are diagrams of an example implé¢atiem 700 relating to example
process 400 shown in Fig. 4. Figs. 7A and 7B showxample of device identification using
bandwidth efficient techniques.

[00106] As shown in Fig. 7A, assume that a user is assstiaith an identification area (e.g.,
is located within a transit station). As shownrbference number 710, user device 210 may
broadcast a response message throughout the idatif area (e.g., based on a challenge
message received from challenge beacon devicer2B@ljown)). As shown, the identification
area may include multiple zone devices 240, whiely ach receive the response message.
Assume that each zone device 240 determines a aafioeiated with the response message. For
example, each zone device 240 may measure an R&@lassociated with the response
message.

[00107] As shown in Fig. 7B, and by reference number 788gzdevice 240-1 may provide,
to zone device 240-2, a message that includes aurezhRSSI value associated with the
response message. Additionally, as shown, zone&l@40-3 may provide a message that
includes a measured RSSI value associated wittetipwnse message. Zone device 240-2 may
receive the measured RSSI values, and may perfdriangulation-based calculation using the
measured RSSI values to determine a position,i@tattc. of user device 210 in association
with the identification area. Zone devices 240 mepeat the above process to more accurately
determine a position of user device 210 in assiociatith the identification area, thereby
enabling a more accurate determination of an emeavents.

[00108] As indicated above, Figs. 7A and 7B are providedetgeas an example. Other

examples are possible and may differ from what aessribed with regard to Figs. 7A and 7B.
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[00109] Implementations described herein may enable a dewiee to quickly identify a user
device without requiring that the zone device d&hla communication link with the user
device, thereby conserving battery, processor,camidémory resources of a user device.
Additionally, implementations described herein neagble a user to be identified, without
requiring that the user carry a dedicated devigeediorm a physical operation. Additionally,
implementations described herein may enable atades identified quickly and without
requiring that the user’s progress be impeded. ithahdlly, implementations described herein
may enable a user device to provide an encrypteddevice identifier that may depend on a
location and/or time, thereby increasing the ségwifithe user device identifier. Thereby,
implementations described herein may provide a eoi@nt, and scalable solution for high
traffic areas where user identification may be [fierz.

[00110] While some implementations described herein areribesl in terms of using BLE
advertisement mode signaling, implementations dssgherein may be used in conjunction
with other types of communication methods.

[00111] The foregoing disclosure provides illustration aedcription, but is not intended to

be exhaustive or to limit the implementations t® pinecise form disclosed. Modifications and
variations are possible in light of the above disare or may be acquired from practice of the
implementations.

[00112] As used herein, the term component is intendee torbadly construed as hardware,
firmware, and/or a combination of hardware andvearfe.

[00113] Some implementations are described herein in caiomewith thresholds. As used
herein, satisfying a threshold may refer to a vélemg greater than the threshold, more than the

threshold, higher than the threshold, greater traequal to the threshold, less than the
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threshold, fewer than the threshold, lower thanttineshold, less than or equal to the threshold,
equal to the threshold, etc.

[00114] Certain user interfaces have been described hangifor shown in the figures. A

user interface may include a graphical user intex;fa non-graphical user interface, a text-based
user interface, etc. A user interface may proui@mation for display. In some
implementations, a user may interact with the imfation, such as by providing input via an
input component of a device that provides the uderface for display. In some
implementations, a user interface may be configarbp a device and/or a user (e.g., a user may
change the size of the user interface, informagtimvided via the user interface, a position of
information provided via the user interface, et@ditionally, or alternatively, a user interface
may be pre-configured to a standard configuratiospecific configuration based on a type of
device on which the user interface is displayed/@ma set of configurations based on
capabilities and/or specifications associated wittevice on which the user interface is
displayed.

[00115] It will be apparent that systems and/or methodsciileed herein, may be
implemented in different forms of hardware, firm@aor a combination of hardware and
software. The actual specialized control hardvearsoftware code used to implement these
systems and/or methods is not limiting of the impdatations. Thus, the operation and behavior
of the systems and/or methods were described hertinut reference to specific software
code—it being understood that software and hardeanebe designed to implement the systems
and/or methods based on the description herein.

[00116] Even though particular combinations of featuresracged in the claims and/or

disclosed in the specification, these combinatemesnot intended to limit the disclosure of
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possible implementations. In fact, many of thesdures may be combined in ways not
specifically recited in the claims and/or disclogethe specification. Although each dependent
claim listed below may directly depend on only atem, the disclosure of possible
implementations includes each dependent claim mmbioation with every other claim in the
claim set.

[00117] No element, act, or instruction used herein shbeldonstrued as critical or essential
unless explicitly described as such. Also, as imedin, the articles “a” and “an” are intended to
include one or more items, and may be used intagdebly with “one or more.” Furthermore,
as used herein, the term “set” is intended to ohelane or more items (e.g., related items,
unrelated items, a combination of related and aiedlitems, etc.), and may be used
interchangeably with “one or more.” Where only deen is intended, the term “one” or similar
language is used. Also, as used herein, the tdrass’ “have,” “having,” or the like are

intended to be open-ended terms. Further, thespiftased on” is intended to mean “based, at

least in part, on” unless explicitly stated othessvi
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WHAT IS CLAIMED IS:

1. A device, comprising:
one or more processors to:
receive, from a beacon device, a first messagedinaj a first identifier,
the first identifier being associated with the lmadevice;
receive, from a user device, a second messagalingla second identifier,
the second identifier being associated with the dseice;
determine the second identifier based on the secwmssage and the first
identifier;
determine an event associated with the secondifigertased on the first
identifier; and
provide, to another device, information that idkesi the second identifier and the
event to permit the other device to identify a thispment trajectory associated with the

user device.

2. The device of claim 1, where the second messageviseless personal area network

advertisement signal.

3. The device of any one of claims 1-2, where the@mmn®ore processors are further to:
receive, from the user device, a third messagedint) the second identifier and a third
identifier,

the third identifier being associated with anotheacon device;
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determine another event associated with the seidemtifier based on the third message
and the third identifier; and

where the one or more processors, when providiagntfiormation that identifies the
second identifier and the event, are to:

provide the information based on the event anather event.

4, The device of any one of claims 1-3, where the@mmn®ore processors are further to:
determine context information based on the firshidier; and
where the one or more processors, when determihangvent, are to:

determine the event based on the context infoonati

5. The device of any one of claims 1-4, where thed®is a first device; and
where the one or more processors are further to:
determine a value associated with the first message
receive, from a second device, another value assacwith the first message,
the second device to determine the other valuedo@seeceiving the first
message; and
where the one or more processors, when determihangvent, are to:

determine the event based on the value and bz value.

6. The device of any one of claims 1-5, where the@mmn®ore processors are further to:

identify an algorithm associated with the user deyi

the user device to encrypt the second identiamgithe algorithm; and
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where the one or more processors, when determihengecond identifier, are to:
determine the second identifier using the algoritbrdecrypt the second

identifier.

7. The device of any one of claims 1-6, where the@mmn@ore processors are further to:
determine a location of the user device; and
where the one or more processors, when determihangvent, are to:

determine the event based on the location.

8. A non-transitory computer-readable medium storimggruictions, the instructions
comprising:
one or more instructions that, when executed byavmeore processors of a device,
cause the one or more processors to:
receive, from a beacon device, a first messadading a first identifier;
receive, from a user device, a second messagalingla second identifier,
the user device to provide the second message waielgss personal area
network advertisement mode signaling;
determine the second identifier based on the seowmssage and the first
identifier;
determine an event based on the second identfiet;
provide, to another device, information that ideeg the second identifier and the

event to cause an action to be performed.
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9. The non-transitory computer-readable medium ofhcldj where the one or more
instructions, when executed by the one or moregqa®ars, further cause the one or more
processors to:

determine a location of the user device in assiociatith an identification area based on
the second message; and

where the one or more instructions, that causemnieeor more processors to determine
the event, cause the one or more processors to:

determine the event based on the location.

10.  The non-transitory computer-readable medium of@rgy of claims 8-9, where the one or
more instructions, when executed by the one or mpeessors, further cause the one or more
processors to:
determine a velocity associated with a vehicle,
the beacon device being associated with the \eland
where the one or more instructions, that causemnieeor more processors to determine
the event, cause the one or more processors to:

determine the event based on the velocity.

11. The non-transitory computer-readable medium of@mg of claims 8-10, where the one
or more instructions, when executed by the oneaemrocessors, further cause the one or
more processors to:

determine a plurality of user device identifiers@sated with a plurality of user devices,

the plurality of user devices including the usevide;
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receive information that identifies a quantityusiers in association with an identification
area,

compare the quantity of users and the pluralitys#r device identifiers; and

provide information to a security device based omgaring the quantity of users and the

plurality of user device identifiers.

12.  The non-transitory computer-readable medium of@mg of claims 8-11, where the one
or more instructions, when executed by the oneanemrocessors, further cause the one or
more processors to:

determine a first location of a vehicle based angbcond message;

receive, from the user device, a third message;

determine a second location of the vehicle basdti@third message; and

where the one or more instructions, that causemnieeor more processors to determine
the event, cause the one or more processors to:

determine the event based on the first locati@htha second location.

13.  The non-transitory computer-readable medium of@wgy of claims 8-12, where the
device is a first device; and
where the one or more instructions, when execoyeitie one or more processors, further
cause the one or more processors to:
determine a received signal strength value agtativith the second message,;
receive, from a second device, information thanhidies another received signal

strength value associated with the second message,
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the second device to determine the other receiggdlsstrength value
based on the second message; and
where the one or more instructions, that causerlesor more processors to
determine the event, cause the one or more prasesso
determine the event based on the received sigmaigth value and the

other received signal strength value.

14.  The non-transitory computer-readable medium of@mg of claims 8-13, where the one
or more instructions, when executed by the oneanemrocessors, further cause the one or
more processors to:

receive, from the user device, a third message;

determine another event based on the third message;

determine a sequence of the event and the othat;are

where the one or more instructions, that causemieeor more processors to provide the
information, cause the one or more processors to:

provide the information based on the sequenckeoévent and the other event.

15. A method, comprising:

receiving, by a device and from a first beacon ceva first message;

activating, by the device, a scan mode based ofirthenessage;

receiving, by the device and from a second beaewitd, a second message based on the
scan mode;

determining, by the device, a first identifier bd&m the second message,
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the first identifier being associated with the@®t beacon device; and

providing, by the device and to another devicdi@tmessage including a second

identifier,

and

16.

the second identifier being associated with thaode

the other device to determine the second identifised on the first identifier,

the device to provide the third message to theratbeice without establishing a

communication link with the other device.

The method of claim 15, further comprising:

encrypting the second identifier based on the iiitshtifier to generate an encrypted

identifier; and

17.

and

18.

where providing the third message comprises:

providing the third message including the encrgptientifier.

The method of any one of claims 15-16, further cosnpg:

determining that a value associated with the secoessage satisfies a threshold value;

where providing the third message comprises:

providing the third message based on the valusfgag the threshold value.

The method of any one of claims 15-17, further cosnpg:

providing a fourth message including the secondtitier; and
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providing a fifth message including the second iifien,
a first time interval between the third messagetaedourth message being

different than a second time interval between theth message and the fifth message.

19. The method of any one of claims 15-18, further cosnpg:
determining that a value associated with the firessage satisfies a threshold value; and
where activating the scan mode comprises:

activating the scan mode based on the value watsthe threshold value.

20. The method of any one of claims 15-19, further cosny:
providing a plurality of response messages forestiold amount of time based on the
second message,

the plurality of response messages includinghird tmessage.
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