5 e3e~~|: T60T~813 DEC 2004 1 DESCRI PTION Interception Method ar@i BEsﬁ;‘Qqupr
Conpénsatlng D sadvant ageous Characteristics of a Conmuni cati on Protoc
‘Background of the Invention 1.1 Field of the Invention The present
invention relates to a nmethod and corrgspondi ng neans for conmuni cation

bet ween conputer systens and/or pervasive conputing devices
particularly the. current invention proposes a teaching to comHWMWHWMWMWMI

di sadvant ageous characteristigsgof @ gcampuni gagiwn protocol in sifuatjons
where the conmuni cati on protocol itself cannot be replaced. 1.2 Descrlptlon
and Di sadvantages of Prior Art The current invention deals with the
handl i ng of di sadvantages of a conmuni cati on protocol. Such di sadvant ages

(as it will be seen later) are inherent to many types of comuni cation
prot ocol s.Indmngepsies sMettad mnda by oFemp o £6TReRT - iMPe PAS LV R SR

wel | - known protocol g Leflgetifng sugh 4 YRasullcotsaivartages the current
description will concentrate on wreless comuni cation protocols

Neverthel ess, the sanme or simlar disadvantages nay be found in other types
of conmmuni cation protocols; of course the current teaching may be applied

to these EOW¥HH#§%LBQ” oPT PlOCQvinasonel I . The current teaching is

i ndependent the very conmunication protocol it is applied to. For
several years industry watchers have been forecasting an explosion in

Wirel ess |{nfefnaly UsagBe Widdnhtmne than 200 nillion Internet users and nore
than 400 mllion nobile subscribhers in.the rgetglace there |s every
reason tOT%%IRQﬁﬁ?th&FVFHF%OH relates to a met d corresponding

means for communication between computer systems and/or
pervasive computing devices. More particularly the current
invention proposes a teaching to compensate for disadvantageous
characteristics of a communication protocol in situations where

the communication protocol itself cannot be replaced.

1.2 Description and Disadvantages of Prior Art

The current invention deals with the handling of disadvantages
of a communication protocol. Such disadvantages (ag it will be
seen later) are inherent to many types of communication
protocols. As wireless communication protocols are the most
prominent well-known protocols reflecting such types of
disadvantages the current description will concentrate on
wireless communication protocols. Nevertheless, the same or
similar disadvantages may be found in other types of
communication protocols; of course the current teaching may be
applied to these communication protocols as well. The current
teaching is independent from the very communication protocol it

is applied to.

For several years industry watchers have been forecasting an
explosion in wireless Internet usage. With more than 200 million
Internet users and more than 400 million mobile subscribers in

the marketplace there is every reason to believe that this
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13 DEC 2004 4 - 2 industry, as it grows, will have a dramatlc |§p
the way how we access information. The nobile comuni cations mar @ggg@fﬂr
scontinues to expand incredibly fast, with potential revenue growh
supported by an ever-increasing variety; of new services and new target
segnents. Each of these new services and segnents bring with themfresh
chal | enges for business activities outside traditional office settings. The

Wi rel ess !I.Qé\?é ‘é%a% gl oy JAusi Resses drandelibvenpaew drypes wayservi ces
both interna r'vices | ke sal es automation, document nmanagenent ; and

external bewvweesdasige infay@atidservations, stock trading, .information
selling - faster and easier than ever before Mobi | e dat a comruni cation

w || set new busjness standards for pPES .8, ad
i nf or mat i 8RS AEFer ™LAk %nspé“ratrECSEEiXC@ggogitgggg? gxecﬁ)tl ves-all of

whom ar e gxpesdash cm&mendmmr}souﬁntnhél revémee igrorhE SRRPAUSHA PYpABfit from

renote access to enterprise, netwo I d gg)fg@ml tkapsand its
i ncr easi nGVEETEPTETRE G VAT REY uostrers Wi F %staglr?t ?gi@l éhl nf I uﬁce the

advancenemt caf ot hendLr mest seab it \mrdksegmplatrfc Hrigg wheh i HendEedét ur al

effects, whi ch resulf fromthe_s ing .o edmghhgt{@,qdp@@@
transm ssiCORTMEPRDT KT PREFESTS %rtglggtg? s%)lé%:'llla | ens, whi ch are

exenplifi Q;(étmhbsatTm rveJreSSsdaIJat@mmﬁﬁéa@l@nlop\rsoioéééwgss%‘?f @our se ot her

conmmuni cat | rot ocol s suf fer . foomd hesangcdefdicisenciess Sore @fiekhese
di sadvant éjﬁ’gévglre tHhe ¥ OWI F’lelg\éln(gegsﬁt 1. Low bandvvlsdt h / transm ssion speed

- the trarh&iﬂo&&ltoanbamhm@mh mﬁnam@tdataadt?&Wﬁ@sﬁéﬁ"é%‘?%@é‘s& r emai ns

today still far behind t.hat o ti,0nany, neh Worfkstiod skl gingostmstetrhe
t ransni ssidif E&SFSS%r\éartlva%rél fggéggommm Ation networks are much hi gher

than the costsastati tmar yeverlBebEre 206pile datcfaikd ca8ioR Fhl o Gl exity

- in.a dynant ¢ arebiLesti e laokeal . GanReations Migldpecrapped on different
physi cal s FUSres "4 Low relia bility - wireless connectlon are

si gni fi camﬂgpﬂm&tsonelmmg@rtsheﬁuwlﬁ%ﬁ R IEBRRBCET Bhgecount

executives-all of whom are expected to spend more of their time
in the field-will profit from remote access to enterprise

networks.

The mobile data communication and its increasing acceptance with
the users will substantially influence the advancement of the
terrestrial networks. Apart from the infrastructural effects,
which result from the spreading of the mobile radioc data
transmission networks, there is a set of special problems, which
are exemplified with at wireless data communication protocols;
of course other communication protococls suffer from the same

deficiencies. Some of these disadvantages are the following

ones:

1. Low bandwidth / transmission speed - the transmission
bandwidth of radio data transmission services remains today

still far behind that of stationary networks.

2. High costs - the transmission costs over wireless

communication networks are much higher than the costs stationary



5. Hgh latency - the response tine for wireless links is rrucl1 al QEQCZI@?
that "of terrestrial links. 6. H gh connection overhead - each ‘dat

sfor a TCP/I P based server requires the client part to open an TCP/IP
socket. The consequence is intensification of the data overhead and
increasing of the latency. A wide variety of problens could cone up when

W rel ess communi cations termnals send and receive signals over the air.
The si gnaAe »\%frkgll the termnals are subject to nutual interference. The
characteristics of the propagati on nedi um change randomly as users nove,
and the nobile radio channel introduces randomvariation in the received

si gnal poyeryiad cehpeexliyst-orihi angynatich agshi Feefuaitcy °§AFRts and t he
spreadi ng of signals over tinme. Signals t |.Qvek Lheugdd. are al so
mor e vul NP 1085 BRiT if éf}"i‘é’pfa%t rrlcéelpftéleg%%ch ﬁy%ceaqt %gge transmtted
through wires or fibers. As a result transmtted data packets could be

| ost. Thege ﬁiﬁﬁrte%if,%ﬁ@i e Qfitencaddi@ssed ivht Ara cigmiifnabhbhy dfess
sophi sti cated signal processing techni ques and antennas, but there is no
conpr ehenséVirislof ttherewbeskid s GloBRFER °However, these sol utions add to the
conplexity of wireless networks and increase power requirenents. The small
bandw dth is the reason, ich additio Ve Gr i t1he kg0st Sm@dn dat a

li nks with-witet &?&er%%.reﬁpog%%sg%{‘é tfﬁg "E'J\rigﬁlsﬁl&ssll on speed is linited
to 9600 Bilhswélt IMNn GAH2000f BidyrsstrThlslimstriction i s based on the

t-echni cal concept of 13 DEC 2004 - 4 GSM (gl obal systemfor nobile
Communi cation). It transfers only approxinmately 13 k@i%/rs ap%EP(}Q?nnel .
There wer 6 . dif§lereammegtienp?serisInoder st 4 e Y685 dvant'ades enti oned at

| east. with Lhe sSpRal fﬂega&kgg afe the EEMphase bbeonen SpEwiIki edchedat a node
for the transfer wth 19,9 kBit/s. But .the %r‘;%lre%s?g 5\%% QeS,q at expense
of the FoiMhar doEs@Hercsr fEctPbINsSHHERELBP et he' qual Tty of t he connecti ons
sinks wi th contipyouss idpkr astemeg ure. GSMis not actually designed for

nobil e Internet access. Even with a 14,4 kBit/s data rate these procedures
‘of fer only punctual inprovenents. Fundanmental disadvantages of the original
concept i o fiixedvani¢tie ofpeeehlerarfomlss FeHe dd ﬁﬁ‘teneViLﬁ?aﬁ%ise them For
exanpl e t he . i Mhd SnAPREOPITata ghal s aovémestmediiat i ng

net wor K. ﬁot@%gg??% i%ﬁgﬁgggged for the durati ong t he di scussion or the
dat a transhiessiignals oEonitlr &8¢ EOXBHIRES éFEa%‘ﬁiﬂ‘ i n?‘8rlrl}% Y%nh technol ogy,
wirel ess cQIYNi.GahlonSiPAs ehotor Canver ge tonasibragatngh endcsictii cal
standard or even a very small nunber of them I(gos.tlead i'_gLoa ae%} S t hat

di versi ty shdrigeemdndemivras meersrBRealiie FHE PP A 'FEAG A5 thi's techni cal

standard iﬁ?ﬁl%tdu%\é@i L ahh& ¥alrigthes Wayhemustebeed migsti gaoed: (quer haps
(0]

based on software solutions), in order to be_able tq proyi Qluticon to
the above PrlotH e LOALERRT heIChr BB E’fﬁ%%ﬁsf%ﬁk?s’s 4 ﬁtg uggla@ab(f/l the use of
TCP/ | P oveg; yidel @ss:netmor ksignSuehtioft & reondi mati drheokia #1¢ lsnd a

second protocol is sonetimes inevitable. The fi ot acal v+ JLP/ 1P, has to
be used beBaEReYSCEPRPFYE® THREMIBH of 62 ot " ST tehlé}i?l?]ttg{ranet; on the other hand

t he secondps@imicaled theowdlt eliess oonfribcat Penapretwdoltr2ahasitlebhe used
due to the specific comunication. _enyiron : iGh theeg this is no
g§ QﬁﬁﬁqtébF8u£%qa ¥?ese'¥?ﬁitg9£ H@ya !

ot her prot68 rPSdSit utTon. Th Suc situations one mght be
conf r ont ed ;Miitbis e Warabk esasi daawoh oo tlead phiistth c df s digimrdgBBRE s S1nY

characteristics of a certajn protocol which either mght he.inbergneto the
protocol i t&ePrigesuaNEn2Rtghtes %ﬁgDE%eﬁeogf rb Eomp st st ts of the
conbi nati op,9fqt ¥oL iRhoCcAbSever, these solutions add to the complexity

of wireless networks and increase power regquirements.

The small bandwidth is the reason, which additionally drives up
the costs of data links with wireless terminals. At present the
transmission speed is limited to 9600 Bit/s (ISDN: 64,000

Bit/s). This restriction is based on the technical concept of



In the current situation of TCP/IP over wirel ess networks hi gI“n 31435;6 Q@(ﬂl&
variation in data | oss result in unacceptable performance for many standard
‘rul ti medi a applications and reliable protocols such as TCP/IP. Both

mul ti medi a applications and reliable protocols adapt to long term
end-to-end estimates of delay and packet | oss between the data source and
destination. However the do not performwell when raid variations in

net wor k Chgﬁ"aft 0 St s ?tgﬁcﬂfr Gawsile bommufiasstiont i obis §iRtHESE 88ty mates.
In order P fiese apg i cations and prot 0fol LQ aehi eyes gaeshtper f or mance,
t he prot oapprbormdtredysAit tBhy YatH lcga%%l l e hosts nust provide _

communi cat | 2 W LhJ ‘%'rloid%%%ecgﬂmeﬁtga@nsnamgieme@rﬁtg'pbﬁ@ HatEasEss "t ch i s
not the ca%&“FBr°wiTel ess communi cation rﬂo&&l ec]8€ed YPIAal yovkr el ess
I nternet atceespewdfketiony o Fie £#°M c??‘ﬁg?wor k access using fixed data
nmodens. Usual lt?é tjgga‘?g)ggll e tar i palkHia /conbitnathicon e eRBELLITTIE &7F°wi r el ess
dat a phonef;éI Fs~a"tixed network m)demcpl a gl the L Sbré | tieer net Service
Provi der) i dapefiherebytlia FRARRIGSE B tﬁérg’g %FClGGZ), or the.

SLI P(RFC1055), ,iih QLdefe & fRakk end G2 oxeh phioreUdUse s £ AT OISy
there are &%o gr oprietary solutions of individual portable radi o network
carriers). But both PPP and SLIP are not ver well suited for unreliable
radi o connig&iiog%ot&eﬁé%@lﬂf delsapaet ss omapidehBakE I e PE PSS a & ai n
amount of tTransm ssion overhead i n.t hghésseeng%@geaggeg esgiew BgLgommuni cati on
part assocwatid Wi4/H #ﬁﬂhf%\iqﬁtﬁgrﬁ' ters,” schedul i ng processes and srpaelci fic
pr ot ocol cgg{)&g&aldq%mbgméﬂlw.emmaﬁaﬁ?eot&)bcﬂi)saﬁwat?%%é’d‘t i*Gfil 859"
packet-oriented protocol of the network.layar; Qfochhgo Gt reafiedeate nodel .
In the transpoeptiaydi*g8udt | eréB Ctransport control gr otocol ) is applied.
TCP uses | Ry, JCPris egca%meeﬁlﬁé _o:n}mrcih:annebl eRP Vel ap| . ﬁ%ﬁ@& 7 rncl udi ng
error recognition and -correction, W, £on 1sa¥8h efcof thengestion in
routers ané ﬂéh?n‘é%%la&rﬁ‘ﬁgnet‘i%roﬁghfgoﬁﬁ? iG{r@network %%w onents. , A user
of the TCP pLQt968! oEahdbaistnestan gat thiesddet &Pl et €and wit hout

errors. The price for that is a slower transm ssion over error susceptible
channel s. But by using a perfected w ndow n e i elyiddnakes this
shortage. Arsldoditngs Wi FRIGHIEF] BRE2TCH ﬁ&wsoén%hsoecr?/emreg#ﬁaggysegrr,ent s and
awai t their_é r;lq?ﬁagggl% 1afd elwatdscorAe rgeonossrart FERAGRI BEYE ISy ecei ved,
the wi ndow §6 shifted and anot her se N1 G3N,Pe 158N d 1 nEeEa8VEL Yarpenlrs
segnent TCPststrafatrsl arsepelt &t & tinels iy possibly signals a mssin
acknow edge%méii@ietrisﬂ: SwALY ehvapsnfssite dorepee HEUERY 4 thé el p of
Congestion Avoi dance, Miltjplicative.Dec ; aWoShatt wdeP radapt s to
t he net wor kas coridi ttieshrandt a?fﬁ“gifr ncgtleaél 1180t Y e

nﬁt wo][ ks o{jggriry@e(rj%ilgg\ﬁ/ear(}gerrtraq:tseba(seqoorﬁ)sofFWérTCﬁif’]ﬁ'btclﬁélﬁi)Srr%nare I

t herefore desi ne or wred, networ j cEEhOe MAt@S.emA.t ypi ca

wirel ess netaoPk ¥AP LopPOHIYHE saucsﬁligg%ﬁthtrda%\sﬁm ssi on %}:Jal ity and snal |

del ays. Mreover the lower OSI |layers for wirel ess netwrks use te?hni gues
for error f?f%%g%jﬂé? N4 GOBL RS 1 iwhishrodicredabe the Wl &fsTCP/IF
additional ly. mag}lt ake such del ays for congs sti B8R oYW I | Aheapearéected
mechani sms efverheingted eetHet hwr kg‘icé\/&fsap? ovide a ?aul tl ess transm ssion,
TCP tiners expire ‘él%'t&fﬂlt i3t 8oh&t I1IS Mnesi oalsl e TH&se 1§ HlerRF %6 °ddapt ed
dynami cal | y By neasuring the round trip ti me.lm@ e.vyhgiungrj)@o@m Wt aken when
an acknow edge/i1®, r beei redef g RE F*Whi Ch *has not“yet been

retr agsrri ltte 'te@fnte‘?:r;f @nﬁ@r{é Qdnek Eiﬁ@rt-ﬁe;eecbnar@trﬁt@ffpén the WitkdrStare
accordingly short. If there is a short ase [ Stour CEp&F i PQOr

transmi ssi oncoondiicieGAsy E?Ifféoérollorh%%r‘}cgae’l gﬁgére%ke;r#s%@ofpt he wireless
net wor k | ayer s use ¢k 8Rgeky dein@ys t anelk turercdbyh b o gerl STEP PBUNE Y i p
tl.mes. TCP reacts with expiring tinmers and retra | SSi ionfeynheare
unnecessary, pbecause avhélap el s SHBF%?L%HOélyetr[é g?(gﬂe:%;gg?ovl des an error
free transm ssion., TCR ieDLREDS Qlish tire 3pDECQER00T hexpia edad Hesh (or data

| oss) al vvaysma% a sign of congestion. The egfe%%rggﬁ]lﬁqg%rcoqi peLshand a
reduction of dskzevaftadeeus| ey WrAdont® The @ ransni ssion rate drops
dramatical ly. Eggp m the; LEansid $si enei prdtveocnet workf i pBAFBCE Hfai n,
TCP still neéd$"Sone tine to adapt its tinmers to this condition.

18 1
gn overl oad of the network. Todgt Ay



Since TCP interprets all acknow edge del ays as congesti on, |t1z€n\gd<§ﬁég
correctly in these situations which are typical to a wirel ess t

sTCP is not the optimal protocol solution for transferring data in wreless

networks. 1.3 Objective of the Invention The invention is based on the

obj ective to provide an approach that sconpensates for di sadvantageous

characteristics of a communication protocol in situations where the

comuni cation protocol itself cannot be replaced. 2, Summary and Advant ages

of the Invention The objectives ] iJFventi proarelsol ved by the

i ndependeat tled afierw.ltﬁu?%h e acg\r}lgg %%%%‘us arrangemints nae@q, Egpoﬁi@f@nts of

the inventiopon. arg sk bottdrion plieTeBspPecticve” LBCTH ns. The present

invention réelates to neans andda%anggg%)drégulciaﬁa aoamerptedtlieon conpensat i ng

di sadvanuagepusnt iraéter st cs of "a first prot ocgr)l for. datascommuni cati on

bet ween aeglf'bElggn@é)pﬁcjrcatah@nsmcﬂaadséﬂi/*élfm%gﬁl PERtTOh: ébmmni cation

requests 6 the client application andpt he @erverinppls oqtilds24dREFing to a

second pr@ﬂebllea?@qoﬁtoétscéﬂf%aasoy an client | ntercggg%&d a%qi%agggver

I nt er cept or, r@ﬁhgﬁé PRARICBYS t hiargedondopd okl Eh e Tirst protocol

and back again the Inter cepéors sapensahe di sadvantageods characteristics
0

i nherent ¢ del@yf Pﬁ%tpaﬁ?}ﬁtt 8F>or- ari si ng fromt he:L co e'hng; Qp of protocols
2R : OTTIT S devel opers

t ranspar ent |.y.... .l.0  AOd€s W Uit e LB on ke 5%
of 13 DCE%%SEQSHSW i cati ons . ELYe 088 sabec Ot daneéngnhs@l ecting t he
type of commaf R Bt Gcof~""For instance toc%artih%isgagg { ndhedant er net
most  appl i ¢atd QNS odkeignfinsaedstonaked oilh CRESTCH P3P0t ocbl . On the ot her
hand a te ogy expl osi onrh.vgvteh LE§ PSSt £ drhafiRbi | enangtopereasfee conputing
devi ces t ak@sPTHERELISWPEh THESE few conputi ng devi ces. new hiyaesonf | ower

| evel comuupjcatdomgpuatacod sidte bosbe HWATIPEE T interconnect with these
devi ces. Very often the Strg'{g({}{s fa%\ﬂlﬁé?ilia@m@aahtaolwnmwat &SV TCP/ | P
directly ovéh ek i%wer Teve protocols int rtod%ci‘g?s] above nenti oned

defi ci encigs. <Tbe ot ericepros GPPRBACATOP™ tE Clrrent invention provides an
efficient teaching to conpensate for these deficiencies transparently. 3.
Brief Description of the Draw ngs_Figur | KMsZ€sra &ypileal tstate of
the art siqthﬁattiypmcv\hltfwldﬁe\%?r?%‘_ée]ir%%a S%eeyéneso&rﬁ oned g obl s, Figure 2
visual i zes_in. 8,CQPLESStidIGgTENREA datsh medepectV T8 ' #Vg "1 how and where the
proposed | At er cepting nechanism is extendingndheisdiatse dhte Hehogre)

si tuati on. t&ingued 32y ePTRCIS SR overal |l situatjon 4 (\Qgitggngpeséy\gp;@sed

I nterceptof_{fchnaliQey setwdie: expEoi kar s R8f Fof at € i'gure 4 visualizes
the system architecture of the%}) ntersepti e 2al uhé OrpR NRICLAGEl i Py thidel .

Provider) side. Ther

) .. & e

o

V

Wil O

SLIP(RFC1055) in order to enable TCcp/IP over phone lines

re are also proprietary solutions of indi
put both PPP and SLIP are not

vidual
(additionally the
e radio network carriers) .

portabl

very well suited for unreliable radio conn . |
a certain amount of transmission

ections because of

transmission overhead. There 15
d receiving communication part

scheduling processes and

overhead in the sending an
associated with maintaining timers,

specific protocol control data.

j -oriented
IP (Internet Protocol) is a connectionless packet orient

work layer of the 0sT reference model. In the

protocol of the net

er usually TCP (transport control protocol) 1s

t la
transpor Y ed and reliable

d. TCP uses IP. TCP is a connection-orient

applie |
- —correction, flow

including error recognition and

rotocol, |
; n routers and fairness among

control, avoidance of congestion 1



Figure 5 visualizes the Interce [ [

[ _ _ ptor architecture of Fig. 9 n

‘?Leas?ggg g?dngra¥;e$%eF;?ﬁr: 6 ggPictﬁ a typical GSN?netmo?Efgé%EE%FEgggg

_ ( _ nobi | e phone i s connect
258:gfﬁéhon.1glggggzgozeflects how t hegl nt er cept or app?gazﬁ Egﬁ Egrver
( ( g _tomultiplex a multitude of

Eﬁggg?;;ﬁ?slover a single connection. 4. Description of Pﬁ;angierred

oo né%hgg%%gggn S and specification there has been set forth a

preterre e | et He invention and, although spegiflc.4 are

used, t?%ggﬁgrbmttna TMM$mg¢veﬁlu%@%1¥%FHFﬁoF%dVgiﬁ”ﬁ gener?éﬁgﬁge

Rt SR TN T P R
n , software, or a i i

23; g\t/\g(rj ef g{r;lg% safdorasescdpyitienghapnebip i DYy St e -2 c?%?:ot 'ﬁg?&égga?; us

VP cal CORBRTT T e e o s i cou o be. 2. Be0BLal - purp
dware and software coul d ge acggggg@1j%qpose

conput e - i
nput er sygshem siltdwsaTcpnputemdpseyeait t4pe SRABR beiHy "'oaded and

execut
desclrji gceia %23&%4‘3%%%2%?%@@#%-né%ﬁ%?%S*‘g““‘ haknbt/ledyd iies regEivE® et hods
Pro?ran1p&ﬂéuﬁinthHehsb@ﬁp¢d§¥§i@PptggéC%%E%%iggggnggﬁﬁ%gﬂsﬁg@ Bveapiput et
angorerpnﬁ?te ,%telglgg?g%? é“mfs{%; ngf%ggﬁéyggafbteﬁﬁha, ahdchpess iblvheadndhdied in
_ ry ou ese neth
gﬁinfagrugp&@ueeggpamanmﬁﬁdget¢mﬂ;ﬂﬂ%&éﬁ?eéoﬁt%S&rﬂ%§§g§%ﬁ§pg§§&§%snggr?2]
guage, code or notation, of a set of instructions intended to,cause

a systen1ﬁ§@@ﬁ6 an information pr i i,
part: cul amdiineheone i (HoCouIPECt Py T AREEE aNHAPIS  E0h of the"

rgLLgSLQ?i%%iﬁﬁﬂxﬁgﬁ%gg'ﬁﬂ)%BQFE@Ft&aﬂﬁﬂ&@ewoﬁbdanuﬁin@pa@p@ﬂﬁngps an

illustratedbénﬁq;; % tgrent material form The current i nvention is

the TPl b ? e nstaitpke of a wirel ess communication protocol and
'légé 01 0C Q.+ ASr kSRS EEeNtaky vesw afrrarf rrses aftd Osé¢ ondlgrEtocol

Nevert hel e§8°the current inv i i i
speci fic D el L 5 GO GL @l Yok NeRRAGENL; Lo he
gcot bet ng used and t hus C%P be

applied to_otbher ot 0got $pasa Melilceless network can't provide such goo

transmission quality and small delays.

-

Moreover the lower OSI

layers for wireless networks use techniques for error
recognition and correction, which increase the delays'
additionally.

TCP may[take such delays for congestion. While the perfected

mechanisms of the wireless network layers provide a faultless
transmission, TCP timers expire and initiate retransmissions.
These timers are adapted dynamically by measuring the round trip
time. A new time is only taken when an acknowledge is received
for a segment, which has not yet been retransmitted. After a
period of error-free transmission the timers are accordingly
short.

Tf there is a short phase of disturbance or poor transmission
conditions, the error correction mechanisms of the wireless
network layers cause longer delays and thereby longer TCP round
trip times. TCP reacts with expiring timers and retransmissions.

They are unnecessary, because the wireless network layers

already provides an error free transmission. TCP interprets



4.1 Introduction and Overvi ew of the Proposed Interceptor Fi gdra @EC 20%4
visualizes a typical state of the art situation which gives rise to abov
‘ment i oned probl ens. The conmuni cation platform 101, 102, 103 enabl es nobile
client devices 104 to 105 to exchange data with a stationary gateway
conmponent 103 using wireless radio networks 109 (e.g. the GSM network). The
comuni cation platformensures a reliable and effi ci gntC transm ssipgn of the
data. It provigdesgeasihy eeevelyst)o aleeyeabPbi 3hs ¥ oken “G0%n" conrect i ons and
short hol d”“fode to m ni m ze .t he COSt s, Jlaueepr essesi Zhefdaba soidpeed up

t ransm sseDifgctnade éP%%e%éfsm&Sgi ive effect on the cost%. Th&&pr’g’f}éﬂi cation
pl atform&iljmg _ ohfter samsrcldsaph appt i bamisoAr ADBL R 1E07 "§R"eVery hobi | e
device the ability to communi cat ekm'&%kﬁearﬁecrtvg@ai&)ﬁ,To/mis(thliLsne:mmect ed to
t he commuhizatiicsighatf o Gt ERAY. y one sérver application can be
connect ed o the coumuahsatiton tphat§ oten getsewaPdat - time. Ml tiple nobile
devi ces c3n be connect ed si mul.tanegus!y.if (e gemEintaafdsaiogat ehay, so
mul tiple theﬁtTCa‘?pG{r‘it@éPF%ﬁ% %dn 2ESmuny cat e wth this sertv%ricgggpu) cation.
Despite all of [he prebkesslyment ithred, sWhiah-oas ¥B-FR the dFruation
depicted in Fig. 1, digital .CO cty FiRMm oM ecril predtPCs to

cor por atevxia?ée%%m%tr"%or&fE?dﬁéﬁlﬁs’e\g}gﬁsgf&?nﬁ%bi | tggto renote access users.
The I ntercept @, 50F i 0y aatprioposeelyst Aet¥ient i nvention exploits this
facility and conplenents it to overconme sone inherent disadvantages of GSM
data - high cost, unreliable connections, restricted bandw dth and exposure
to | oss ofy @owbhdenivalaft yhendnvertef ty. The Interceptor applies an

i nterception nmechani smin QLdarof ochdpEOeetine to gromissi 8h FPRAGYPes of
the wirel eS¥ ¢EYREELT on 13 DEC 2004 - 11  apd compensate éeracertain

di sadvant agesusorpenagtes i ki 63SaEVIHE G T8l esS communi cat i on prot ocol .

Fig. 2 visuallzes in a SOMJR3!kAGs Maneons ther esPetcFBURHG? 1 *"how and
where the f)?%‘boseg i ntercepting mechani s represented by a client

| nt er cept opr&lOo]cnﬂnthQQfa‘?@“é’tsé’fevé‘?g?ﬁeer'cept or 203, is extending the
state of the art situation. Wth the interception nechanism the
Interceptor is not aware of the existj | ions. Al outgoing TCP/IP
connect i ong. asemanye eedphavRR 2ARSH 8 elﬁg‘?yﬁg%ngﬁi%&eint and server gi des using
| ow- | evel iffgte%}g 14i:QR sNBEhami sifivebheynazes t4rdivegabyelint o T8 E Rtini cat i on
part that rwards them usi n% W rel ess (:5& 1,581 QR4f edbed@sentEhbs alpproach
does not redaime. afir Wsdi PREARTHT XS the /1P stack, but relies on
operating %){%Teﬁgl&pe;pﬂé‘ isetmeshami isnghleok e pRetie’ste ish‘f’é;Lﬁé‘b?i on. In this way
the aimcould be obtained very efficiently without the need for changes in
the TCP/I P based client/server application. Thi [ Of fTR}GR system
consi sts ofrHemprbasnt Eh@nEaes, r%f?%é&dgﬁa%%n%%ﬂéag?egg?&tran_spar ent

i nterception_ of ICEé%E’n regieskat & gmiviaheageomuritearcsA bt atF ot 2The

I nt er cept or® TEEE 56t conponents that run.on t?gt‘/géé'rﬁl’ét -andnhen the server
side for theipropoobbeekpiacsrtat CANH Y M Zatton, or in general for
conpensation of, defii i engi s 0% etheppmiderdipnng wirel ess communi cati on

prot ocol . THE obi Te conmmuni cati on pl at f orm nakes type and behavi or of a
physical wireless network transparent to applications. Thi t

conponent cagmhe iapplibadrs ¢ guaitst efehbe k¢ P oPPRFFATETY radi gmre\g%h?o\fefs and
isinastate in which it nee or. cedSotdecexpect ethttzanrdpic €8¢ P AVt dance
and decreaséﬁp#@ﬂqlﬁnaégégglﬁ qn:é)s aagégﬁi atsped with any wirel ess network_ .
The | nt er cept 9&nfrakes riceppossitl @ BEL¥BRf IYFEPHE way a cl i ent agd i (Es
server exchange data taq _ne S ' -8yt & ENRIYeS ththéitsafifriotoean &t her
be connecti 8f%6FF2AtEROF g%ﬁn%%ﬁlgnlpéss; or 13 DEC 2004 - 12 in other
wor ds t he cWaqun@&ﬁaqiﬂengncanf:@et@ﬁplcp@ae’ﬂ%)atbeotdrjrsé 488649t pr ot %col s. In
case of a connection-oriente l.vikhe; f ot lowdtagofiunct a wirealniat if&8™can. be
enbodi ed i ntGEREERHt B SEPL O e?%r?% é.CCoO(r)rptgtraisati ng %;Msadvant ageous

char act er i stiyes c8fbt her indert| progoprlst degpsparently.

. ' s of
In modern interconnected computers environments developer



1. Scalability The enterprise environnment can be configured i F] 31 DE@ ?DOI,P‘C
topol ogies to neet the needs of specific applications and installations
‘Various cellular radio networks can be used at the sanme tine by the
Interceptor. 2. Reliability All data-i$ transmtted unchanged and wi t hout
any loss. During nobile calls disconnections can al so happen at unexpected
tinmes - for exanple when entering a tunnel while downl o%gi ng a dO unment .
The | nt er ceptQra thassate exediteent raobit dreesini ehkeE@Rd hoFdsYthe 'session in
a special Togical off-line de_unt] canpecth oy Cigateeiaf tiect ed by

aut omat i coemuynicagioBhBFe S -Mode hSC)L{at%hol d I\gde means { hat '&Ilg/f[ps no

| onger negessaryt hRshohgpLizdtiencabte durfiargerddre S Gds TERE- T rt'er cept or
detects these 1dle periods and. drgp £Alogy EgsosdIast kighauégpatt cal |y
when t her erpéomeotnréP?i%t.hefhihgnaogeig%%n Ct?tgycal costs Si gni,gi cantly. 4.
Repl aci ng  JCR4AA byurti petessiepionpaeing ramspsst tpket cUd1°eThE*blit goi ng
TCP/I P data streamis intercepted,. A {@gége%tfslgg,grrpéﬁegd over one

wirel ess GbARGCRTHIT I VEVDT of%)%gecsogte%y onnection establi shmantw%\;/ﬁr head.
Request's angdn(§SOASES pabeotrlld implvexed by eranics EBNMRET SR SThe" Wit el ess

connection uses an optin zed propriet priot atQkiakrd sheFadno tbeduce t he
dat a tr af fiheseTREYE S P’ﬁf@r%g% rgrthl%nggg?]cée mul ti SI exes

N onr%eﬁgtggg% over
a single Vigehgssaps ofioc ok PeDRNECEcA YT eHEF ZHiFakoReT- NV ¥ BEC 4 - 13
connection mapping. 5 Authenticatin The,cléentrHushtadthentd cate at the
gat eway beffdredyata ‘t‘kf%vr‘?sfﬁeggil%?léé r]%tlhe user' s sessi on.is r’%aitrétaacihggg over
potential giscaeRestioms dirntentimrmraition BEAEFIRSEY, e TLetty ty evel is
essential. I't is vital to preyent. ong Mseksfpimaonreetyng to another's
of f-1ine of° é’r?(‘}‘lpfa-nﬁi’}?%l %ﬁrs%%ﬁ%gct% Session. The |nter ceptor security
approach ensures that this cannot happen based on a correspondi ng
functional ity & GRUREESSIAN ofNEndatmaimafsfi c is conpressed using the
V42bi s al gori thm t 0 speed up the transfers and to reduce costs. |In other
words, the Interceptor also nmay nmake use of specific cam %«E%gri)ovgnich
al gori t hnsyidsrallT eadyal itk cat s4rapales e Pit EP%e?J‘EtorSlgg’pr vach'i's not
limted to connection-orjented nrgtogols,Hiketsween, the client Interceptor
and the sePV¥FS It (?gpf"f(o)?\f? %%Sr Y nstgélce to reduce transm ssion costs, the
| nterceptor supports in addition connectionless radio networks in the sane
way. 4.2 IQ,E_SGEgpi af; AaGhit ectrure contrasting manner with respect to Fig.

1 how and where the proposed intercepting mechanism is extending

the state of the art situation.

Figure 3 reflects an overall situation in which the proposed

Interceptor technology can be exploited beneficially.
Figure 4 visualizes the system architecture of the Interceptor

solution in a layering model.

Figure 5 visualizes the Interceptor architecture of Fig. 4 now

making use of a more modular view.

Figure 6 depicts a typical GSM network according to the state of

the art wherein a mobile phone is connected to the server

application.

Figure 7 reflects how the Interceptor approach can be exploited



Fig. 3 reflects an overall situation in which the proposed IntLﬁchEGrZUOIr
t echnol ogy can be exploited beneficially. It my be viewed as a typical
'scenario for using the Interceptor. The nobile user represented by the
client system 301 (being represented-fér-instance by a nobile conputer or a
nmobi | e phone) may use various TCP/| P based applications. Exanples of that

ki nd of applications are Internet browsers using HTTP , e-nai I.n%rogram;

usi ng SMIP, fewspiskng MNNERtutier of e radasl at ¢ B Priografictist iy ECNET or
Lotus Notes using a proprietary protocol. The correspondi ng application
server 3020RRffWépart of the intranet or the Internet. 13 DEC 2004 - 14
Besi de the user applications the client systemconsists of the client parts
of SOCKS, ,Interceptqr 3 cEAsANIisatinent pl at f orm The SOCKS cl i ent
is used t6‘r%%ﬁcrré?ttgg?lggou%iptﬁggTCP/ | P connections to the Interceptor
client. The Interceptor client receives all data sent by the user
application over.such / @npecthonrerd haansedrt setthénrovex t he Radio
Net wor k 362 HEf n%rat‘”ﬁélg%oﬁn%%acﬁ?gﬁspl atform cl.i eni. Dathasr egﬁifygd by the
comuni cabireme pted fanbmdfinent tafe tRadiBY RS R7fs ¢+HH81%Er P8d to the
appropri ate user_appli.cat] I8 itheohtriLepven akéenterniihelSgy ver Byst em
conpri ses tteﬁg‘sc%ﬁ%tlfe)sregér {tislgoq%égtcﬁelbl nt er cept ?ﬁ client agg O(‘S%rgrrH@i cations

pl at f or m glenent ¢ aadrelgscrhetive et BFl%eﬁ‘\ng%Ogoﬁ ommuni cat i on

pl atform\s,Lerv.%at.Tlpe data sent by the Cient System over the Radi o Network
are recei é‘ﬁ‘lby thie’ comuni cat i on pl atform server which delivers themto
the Interceptor server. Knowing the |IP address and 0 h estination
t he | nter cept presenyeynveatdsnt e gt éef‘glf‘ﬁ lcno?lraé:gg]g%%i nggoéltsglr?éati on

server over g TCPLLP caMeathonre ANt woEewsss s@nyd&tadsehtcdsputhe

a

application server over the TCP/I P connectipon to nLef ceRt Ql-t88AYEr are
transnittesysttent heoll ¢ehtr 89@?5%%@9@&8%%% o tr?\%tr)l k~usin t he

comuni cat i on. phatf Qe servek. sitddie rsegpacad cepiiopsdonnof iRfrd&aset he
potential application server 306 nay he so e Q@ W, Ehin dihe knternet;
‘Wit hout dewmdtdafFvRrentehe! E6r F‘eﬁ?n‘%/%agc iuﬁgg%ﬁe&% i éa%?on server .may al so
be | ocat ed, yjthid} %rng@t@laimt wReetbdiehi Adadedend peeshtedy KRINTC36i  as
visual i zed by the application servers 308, This archideeaturads vi ew nicely
reflects theepediiytar P¥fFETt 5r‘i‘§ﬁi %h%tetl\:/}\tegr?rqtlﬂ%ent appl ication, cljent

| nt er cept OfesSEIYE! Happkhcatlicomprandns eimentiabefRRpIGC. PEr BRYEFES 17
perspective of the client appli ion,the Ghbented iEr cept @eatsrgy et endi ng
to represedt CPRRYEHT \Péf’g’é?)lbllgrcoa ?:I%harll# cli e%t a%pl i cation and client,

| nt er cept obnEBSife R tihelsmmeaiobi P& ‘ore Pertiade ve§scriPsIske 204 %15
conputing device, as int cyr rent, .6asEy wRg byia akGR kB cenngciuton

(bei ng bas&@6h tnhE eélssqﬁﬁ% ?oﬂ{ of amir;el i abii’lgg communi cation nedia), this
connecti on piekk methdies .subj ect of any di sturbance. The current teachi ng may
be applied as || to a si L o} Whgheriherdqrant iapphd gateisentand t he
client Int 51"3‘83?8? Resde %ggfﬁff‘er enE) conput i ngl devices. but the, greatest
advant ages e eachhemedriyf ebpt ¢53 st anBedny dGWE2ERA t N Sarre 'Conput i ng
device as in this case vylnecabil ity ghelneo TR slePacopseeat ilaiving seduced to
the | ar gestOfef‘t &Rt ° rlonnsil{trhe'per splectéi vg of theﬁservgr a]_p@ilci gation the
server | ntenceptetips prasessdnagCIRFHpFEsENPTHE B feft” application. The
greatest bepefits ar igvediid dherservertidn erceptorof egicdes on this
conputing sg%rfcetrﬁonv\%?t represen%’s the end fOi nt. of the upreldable,;
connecti on followiadi 6) NEXWHIRIPA ERSAPFENt*REES"’ n"a typi cal

envi ronnent rY.et s apPpl Gati ensravid maresige mrrnconputing systemns

di fferent t%} E%aﬁ%%g\grrpbti ng1 system whi ch hosts the server |Interceptor; but
of course it is not excluded that the server Interceptor and the server
appl i cati onyghare the SavEncoNPULi hplsststeert Piged PvitdGaP¥aBa & Kd Syst em
architecture of the Interceptor solption i e i1 predste1 The

comuni cat i Bhrpleats GOMBRLEHe 8 PER O%%/stag% gg%a?,s /Iconr?ect ed to the

conmuni cat i 8@8%@&3&&%98 bhe: Farver asy steemnd0proverola Nevst ERplTedie a
wireless radio network 403 in the current. MRLEnt FFQIR @nkogheal fic

per spect i vecvﬁrgn‘énlafmeél?%ncbﬁnﬁfﬁ‘ipgﬁt['?%ﬁ ligj}%bet ween t he tvvogﬂ():omruni cation
platforns. According to the state of the art the client application 905
woul d set up a TCP/IP connection (the second protocol) over the

comuni cation platformwith its application server 906. This would
establish a | ogical communication connection 907 between application client
and application server. In contrast to the state of the art the current
teaching introduces 2 new instances, the client Interceptor 908 and the
server Interceptor 909. If the client application attenpts to



13 SEC 2004 - 16 set up a connection based on the second protocol (the

TCP/ I'P protocol) to the server application, then actually a corrhgc[jag mé?
the client Interceptor will be the established. In a certain senset

client Interceptor pretends to represenigthe server application with
respect to the client application. The client Interceptor is intercepting
all comruni cation requests of the client application and maps these

requests fromthe _secon r cQled TCRY kRLs0BLR Bhedpiistt pood oot
(unreli ab|fe\/1pe\,\,,0?epgg§0$%d?’§9%§t work): it then communicates over the

communi catgmtoaloatf eenveélol.its counterpart, the server Interceptor. By neans
of this logical Interceptor-to-Interceptor comunication 410 the basis has

been created to conpensate for defjciencies i egtagol . The
server | ntérkdpttaodirEion fad S¥EX V=% °cor$§’éac?§:8%g§%é t]{%ttesr%r ger appl i cation

and will performthe reverse mapping fromthe first protocol to the second

protocol. Due to its intercepting behaviar the sery : LGERt Phi Pk et ends
to represeRtgutre lciviskelhppi iacétyf’&)ﬁag/i H5%S egﬁet%§§ hgel s%ﬁge? appl i cati on.

The Inter cgp{,&r ArLhictegh s e rinthoged 4picblango represented within Fig. 5,

but now making use of nore nodul ar view. sq Lefery] Hhe .desggiption
of Fig. 4,THegcomuygsréientRtatdorant® pp%ﬁdaﬂiogngn%]ajlg%pﬁ%%&lgoﬁ, I Ssui ng

comuni cat &ggbgggmt $00Y66 ©f Seeanfepiotocalth5@3statidranyl igateway
G ;

I nt er cept or i ntercepting these comunicatiqn._r esls,. apd BBRAPI ng
these cormuniperédh YU8qUEsRe BHio°55f FFE1° pio wg%gls Egg o S%LS DEC 200 - 17

t he comuni,gatippy platd ebRnehi@nticanglsefyer SGEiranda50dl drhfuddat i ng vi a

this first protocol, the server Interc or i ek se
mappi ng beekééaiehe FiaSMIaALCT H s@@gﬁ%‘%f oﬁgg)gl%)&ggg% g%%iér?ﬁreercger vgr

applicatiops 510sHp10s15bloken ddven exanpteiais Ringl shorheoldieqadefttor

consists of a nmobile (client)_and a LO YadSEh¥ELheB@rtp 4.3
| nt er cept i GATARERFt BT lfroé%ﬁndl ar ¢ 6?5%%%% Cation Pr %teocolps 1. The

st andard LANagkineBbiser weratsednariias @poisagivTepffect on the costs.
The communication platform client offers a client application
106 and 107 on every mobile device the ability to communicate
with a server 108, which is connected to the communication
platform gateway. Only one server application can be connected
to the communication platform gateway at a time. Multiple mobile
devices can be connected simultaneously to the communication

gateway, so multiple client applications can communicate with

this server application.

Despite all of the problems mentioned, which arise in the
situation depicted in Fig. 1, digital data connections from
GSM-equipped PCs to corporate data centers offer new levels of
mobility to remote access users. The Interceptor solution as
proposed by the current invention exploits this facility and
complements it to overcome Some inherent disadvantages of GSM
data - high cost, unreliable connections, restricted bandwidth

and exposure to loss of confidentiality and integrity.

! The Interceptor applies an interception mechanism in order to

improve the transmission qualities of the wireless connection



connections In this scenario client applications communicate w t1h3s@E\Ler200
applications using TCP/IP connections. Both partners may initiate 4
‘connections or listen for incom ng connections. The characteristics of the

| ocal area network meet the design goals of the TCP protocol. Thus
application of the interception architecture in such an environnment w ||

not achieve the full spectrum of adVaHa’ges. For instance, the advantage of
increased reliability (as described above) will not be achieved in a nere
LAN environnment. 2. The wireless scenario in a connect.i on-g%?n&sd radi o

network Ged gomdESiMalbeafer arbwildeiisardaida@eRIfet WOt "Eannecti ons for data

transfer can be crea by; dialdnngracdediephone nunber. The GSM tel ephones,
whi ch ar& Sb‘l‘”érptloest%r tggg?erl dat a, gsual |y provide a Hayes-conpati bl e

interface to a conputer, like a nodem So standard 13 DEC 2004 18 _
i npl errentqui. ons, ofud11eeBPPPh pr aicotakst see 1REO1661Fh cearisetusedfid connect a

conputer to a LAN via the GSM nefwork. Significant gg'\f“i criéi;}@isggt@glhere to
such envibcwnagdt€rerdds Eﬁ%ﬁ’%tgc’idterling f%%&%fmg{ h‘e G3M network and ot her

connect i %S, Qr Lo od Tradireepes ks aneqri? exhd @ Sendedt FFersSPECFons t han

PPP (Point to Point protocol): the radjo networ .gday offer only slow
dat a trardBer ipagekendid@alh§ 60T Bit glé‘%c%rﬁtd\)%q&égg%dﬁhg on the radio

coverage the speed of the data transm ssion rmay be much sl ower a data
connection is lost jf there_i a9, e LRI thicovebage Waetot hevarebble
conput er W%hnﬁb?nbn%?r(;sep&al Poﬁ%over age may. change rapi dﬁll%/ and. permanent|y
These chairactesiissingsaprasigetipns t Helif GRLBGT MY Tpﬁ%dl}lpeﬁgn th :iSJPCg: once the
data conngction_ is,l |l €X1 St nd 1 E&P/ AR coanneat isanss aneirgd osed the TCP
ti meout - n’é?:tl‘?dfrﬁegrtfgda?%&}ls * desi %ned for networks with such varyin

transm ssion lsyeddiahercantignotfenanirds / (5BRY REC 419 PARSHY opose% t eachi ng

of the current .inyeniion s an abikAcls taefolsingpwirelehese probl ems. Due
to the In‘f%r?“(l:ep or technol ogy adapted to the s ecitalreck&il(:gcgaéi stics of the
wirel ess nesnvorilssithefedovee sreRPiondPI5P6H BRE° f1% Bypassed: Broken data

connect | RSkl e lRypek pas eadieestiabké shed an tipeut t &hd exyts tem
X ) 219 AEL YO TRPG _ :
exi sting connections The TCP gro,t col i ;1 Dot ﬁseﬁ%ignwﬁyeﬁ/@ rel ess
link, instped five meshrnnfeatiodn TEARETorMGSE§PE" DY ot'ocol Wi h' ad) ust ed
ti meout - mechapi s1E pEhepeal tdd QR riyS et Fanispangntitioothe sl nead &od server
applications. That neans they still use their ol T%DJ#P int eff ace. 1By
means of thengl @rrbé@eogcgb}%d’ﬁ’éﬁfj, C%{ﬁrb Cat'c egp}f’ e élgh P traffic (using
SCCKS) angekkéﬂ%ﬁ‘dé dylst US| Aghdibe scommumi datsiione pbmetitr marakrbadye®xi st i ng
oA omoonene PR FaL AN P nREPELLi T O BB/ PHTIRfest LR NG
mobile communication platform. The Interceptor uses both
components that run on the client and on the server side for the
protocol replacement and optimization, or in general for
compensation of deficiencies of the underlying wireless
communication protocol. The mobile communication platform makes
type and behavior of a physical wireless network transparent to
applications. This software component can be applied to
different kinds of cellular radio networks and is in a state in

which it meets or exceeds the expected bandwidth avoidance and

decreased TCP/IP access times associated with any wireless

network.

The Interceptor makes it possible to configure the way a client
and its server exchange data to meet special requirements. The

traffic can either be connection-oriented or connectionless; or



13 DEC 2004 - 19 adaptation effort directed to these applicat} -l
ot her words, existing applications can exploit the current teai@i]ﬁthUUQ
transparently. To give sone further exanples, the foll ow ng protocols can
be handl ed by the Interceptor technology: http (see RFC 2068) , SMIP
(Internet Mail, see RFC 821) , NNTP (Ipnternet News, see RFC 977) and of
course many nore. 3. SOCKS In a preferred enbodi nent the current

i nvention, exploits the SOCKS protocol (see RFC 1928) to catch all the

TCP/ 1 P connections a client application op j t i88r¥&rpafpl i cation.
Usual | y tife o5bERS'Pidt SE6I CFEP%%te %tagggrslgag i sBr,? .'I{21 ?I P connections_over a
firewal | ..1AsSOGKSE Chi @Ricolledi TeotesscopdnangoMERIiPrcEnheRt i Y04t socks
server. The first bytes transferre r Qanegkhbopndé el I the SOCKS
server tHe&d Foadaress féﬁ]&ttlﬂgafle?rlnetdse%\égr%ogt e cciaiqaginteL application originally
used when;QREREeREot heo € anRpehE onindalitshd vEODKE 3 VEAr8aRe bt & $écond
TCP/ I P connection wth this | P address and renote port and forward the
traffic ofheadRestvine PESSPFP ¢onnections to its counterpart. The
Interceptor client acts as a SOCKS server; this allows the client

I nt er cept or Stc%l%%el%gg}g to represent the correspondi ng server application. A
SOCKS cl i ent e installed on the nobile. co ter to rgdjc{]e&i all

out goi ng TGP/ drR ecpmneet ¢rs opERBEpEan I]chélolnéégug%gnlﬁ}e& "8nsY o the
Interceptor client ("l t Sl dRsS f127aPpDidy)tio8E@CKSdcl i ents are
avai | abl et?%ér:loaqlr%st oe@%%r%%epgfgjﬁ sysﬁm 4. 4@E|) nt er cepti qn, Cppnecti on
Handl i ng mdtmiﬁesolmimﬂﬁélﬂhfﬁ EstSr DEFIRRES aid the Pnger cept or
server co enéa%gg g {Ysi g the Gorrupheati on platform Every tine a client
applicati tries to open a TCP/IP connection with a server application,
the connection is redirected to the Interceptor client. The Interceptor
client febchgs)idie ariygi nal destination | P address and the renote port

usi ng the SOCKS protoqcol. Then. i DEC, s>u0ant rNansf.ebarihg s

i nformat i ALt 92 thetS AT EPERHE B suglrc\?églgev\hi ccghqgﬁgns a TCP/ 1P connec?i on with
the serveropppki €atinridsbngedtions| Pandales appeTy BhoteeRFGted) £1PR2

| nterceptor server fails to t N Wabiini bediser wer

appl i cati onfOFhe* T TR Er (‘:”7218 o?g‘gﬁlgﬁ?%c?gglg%t%% connect i onﬁ\f/i\nit.h the client
appl i cati ercudkht datiee Senerbyptdie helsi ent capPiddt FGRILS eF oS H +FEsF B
connection is forwarded by.th LGeRpLOY &1 i &t-1¥ha hbde cormmni cati on

pl atform tk@lfiﬁeg{‘%tsé?scselﬁ?lorlhsgrg ercéagmi@cﬁ sends it .to the correspondi ng
server appldcoahieoniomldardieacsbentasy vhavseRryerC &5 Ycati on over a TCP/ I P
connection is forwarded by the Interceptor server via the conmuni cation
platformto the Interceptor client, which sends it to the corresponding
client Appti SROESROIHEN S he client or the server application cl oses a
TCP/ | P connaatdrond tbee Imtaersceptoritwiild nel sBI¢he sasGiieEY | b Rakh ubt s
counterpart. The proposed j.nterceptio i daksetk ot raskl @sg et he
pr obl em oftkffhrfélﬁeSBFh?? olréleTf?Sf%:gﬁynctﬁgggt%g%Bér}gsne resolution is

provi ded bye sazalhaddt doneine nahk, seyadansestippngjtomatically when

there is more traffic. This mode can cut call costs

significantly.

4. Replacing TCP/IP by wireless optimized transport protocol

The outgoing TCP/IP data stream is intercepted. All requests are
routed over one wireless connection to avoid the costly
connection establishment overhead. Requests and responses are
multiplexed over this connection. The wireless connection uses
an optimized proprietary protocol in order to reduce the data
traffic. Thus the Interceptor instance multiplexes N connections

over a single wireless protocol connection realizing an N-1-N



Most avail able SOCKS clients handle only TCP/IP traffic. This i s a%ggm
because the client applications mght use domain nane resol ution (
‘RFC 1101) to obtain an I P address of the host of a server application.

uses UDP. For this reason the current i&achi ng suggests to inplenent the

I nterceptor such, that it also acts as a domain nanme server. Every name
resolution request it receives froma client application is forwarded to an
| nt er cept QL S&&Vi@n MaBpehgagain forwards it to a real domain nanme server.
For each request the Interceptor server forwards it uses a different |ocal
UDP port, so the answers of the real domain nane server can be assigned to
13 DEC 2064 Auﬂienttj}wtriel:{uesti ng clients. The Interceptor server sends

t hose ansy t h nLer eiePptprcethiyent fomhiddtaf or war ds t hem
to the ort Fn‘é b? m%stt gﬁg%clft?lecﬁlttlea%pl i catgfaon ,yThe system wi de_doppi n
name ser veﬁ:aadﬁltes:eorof Ashehel Reatt' ssyeFehPinist "B EBRPTYUTEd €8 %

"l ocal host" (I P _address , olrNo@R&BFi den , SHppoctr DS leved is

I nterceptS‘r“ @ e(&%loehens(;['t%lzg%t%ur?l%ltl onalities of the | ntercet% r.As already
expl ai ned ealseneiih. t-‘ne ir s Enk et SHSSEPeRte S5 Th& Clr FERLT gntl onit is
suggest ed tOtIh%QC,I:%(Cng tihe §%§ol}1{_@{ogaohlbg/oﬂﬂm:tebl easszmd %ﬁver

| nt er cept 6S I's a protocol that relay €SS t iyrewal |
host to alﬂrmﬁrapptpcaﬁ%ﬁll‘}s’eﬁgplf‘?%ﬁé‘rseﬁ? {§%éér8§§§?ﬁ a?)PFeV\/aII

Because tt}ge rdotoplc 61Sré51i5@%g§ﬁ efuncm‘loaaphtjzatl on protocols, it can be
(and has been use ? many different services, such as telnet, ftp,
finger, whois, gopher, WAWV etc. The server sinply relays the data between
the clientg artdm{ﬁ}@s@p@hl cation server, incurring nmninmm processing

over head. since SOCKS _pever W anyt bhoagy shaut aggerﬁﬂm{lmbatl on

pr ot ocol , The K& &faFE " be’ é:é)gl%/i?og&?t tolﬁaccorrrmdate FI ica V\:hl ch
use encrypgp&m tup phet ecingfreisr andatd i xefICEnFABSRY Isnné’&%& sWoy tea& to
comunicate with the SPLUGE 10 the Peef ef ¢ esbrgreedibrnt of the
current |n¥/1eth‘?‘7co‘?ttoﬁea@§%a I ent c%mmrﬁat es with the Interceptor client
runni ng onaiderinwhisd.e device. All data the Interceptor client receives from

the SOCKS client will be send to the Interceptor server using the
comuni cation platform_  The ks n V. eohy SECKS gsever is now
done by thésl.ﬂfe?%btlé‘PlEFFee 22N ? ngirljéteer%(%? ger?/%é%al 6 depjcts a

typi cal GSMipetu@rio Q%&aédtﬂgl{dlﬂeheeStlalt@O@fOltShéb%fWe% i RLABBY I e

devi ces 601 exploit nobil hones 6 Ct pLP A SEINRS tapptdead i on
603. The cEPERECHRtNOARY §§}§ %bvfrugégggc%l\%}qhoﬁe 602 to physical | y

connect tott-hasgatevay ceatwprkhd alyelercw’eova@ﬁéﬁé torffistdoPo 13 DEC

2004 - 22 a base station e @MQ}%V&H& peovi der and the sw tching
center 606 CSPPEREMPY ?/slsdé:ragggnﬁéetéts via | SDN 607 to the gateway network

| ayer 608 (using the V.110 protocol). If within this exanple environnent
the Intercepbor,techgiHonrasigesameed above woul d be introduced,

Fig. 3 reflects an overall situation in which the proposed
Interceptor technology can be exploited beneficially. It may be
viewed as a typical scenario for using the Interceptor. The
mobile user represented by the client system 301 (being
represented for instance by a mobile computer or a mobile phone)
may use various TcP/IP based applications. Examples of that kind
of applications are Internet browsers using HTTP , e-mail
programs using SMTP, news using NNTP, terminal emulation
programs using TELNET or Lotus Notes using a proprietary

protocol. The corresponding application server 302 can be part

of the intranet or the Internet.



W thin each of the nobile devices 60l a client |Interceptor woul g BeDEC 2004
enbodi ed between the client applications 609 and the comuni cation
platforns 604; and a server Interceptor woul d be enbodi ed between the
server application 603 and the comuni gation platform gateway 608. In such
an exanpl e environnment enhanced with the proposed Interceptor technol ogy
the cooperation of the client Interceptors and the server Interceptors
woul d achi eve significant advantages by successfully dealing with the
foll owi ng problem situations; 1.. a ReCQVRT ¥y Physi &ilsigerneet tigns over
GSM net woPR&1fy e WWePPBE%%%tlé)gsa%etl e Sueyt o aloss of radio
cover age. cThifit Wit hamFpeocks edirrrcypwhers Ghanfobhe & TBWEE2FLaT Iy is
moving around. , The Interceptor tech waulh de senpensatcgot Ay s
def i ci encplagfery- t1hfe sgckgt %lreknﬁ g}%egg ggé/%o sen(cai sone data and there is
no physi cak pg@rneskhaitionsptaceye ilntertesten déentip B hew shySPERF
connection with its peer. Th ttenmpt.to t diR apePnhectdoRves Eepeat ed
until it icd1€BECESST ‘fesof"llhga dgica b&o%ﬁ%c‘}ti on ng cl osed ttI)\‘y t he session
| ayer becausepvhe &ehhadtiont yndayemshassdebettedrathesiiGre Newgnt. 2.
Shorthol d Mbde The | nterceptor LOgY¥ rh e DlaGe Whth £daseeahysi cal
connect i or?so‘l\/\,i’ﬁséﬁga{;lée no m{l}gg aﬁgér:rbgﬁlaong]ér tine to reduce cost% and,to
reduce t heef kokinhocadnimipdbeformutsd EbANRRYTOHSEWAEK shy RS RETC
reliability layer passes new.data, iNe«GeANGEL iR 1ntdrSEtd0@4ien23 will
be set up %/Pgaﬁ .a?ﬁﬁgpflhaetel nsgr?ce or approach allows to compensate
efficiency deficiencies of the underlying protocol. 3. Establishing a new
Connect i onﬂw%r@e'g@gpgé@(t&lpir%és wishesuhoe gsddts ioghthe chMaESPER t 0 an
i t

application server, e SOCKS cli ent%{]% rst _pust, o%%gleaglggeconnecti on to

the I nter celptart @ndefPmnyRiqaidoBsnhietti9 Fegiest succ the SOCKS
client senfs & Mgltsir0Beidentids and/ comtmdasebratiadiforassageer THa®

I nterceptor client sends a NET sel ection. nessage LR+l Bex SOQKS client
sayi ng " NO'®UTHENT EATFER ‘ﬁé@ﬂ‘lHtcREﬁ.ge%otvéer ttﬂgté%ﬁle SOCKS ¢l jent sends a

CONNECT 1 egeesivd® dyhenknt @fmepitcatich i@t foont a¢ v ey WHendesti ¥t on

address and destination port. The | r ~Clientp evakuat esnd v request
and sends &P¢RpEY %g&&grg%ﬁioﬁg S‘%B%%EE%%B"%PO the 'SOCKS cl i ent. Nbreover

the | ntercgpt ehe Chdarimasendstizan IOpenceriyue serFasketndydPet ARERa o Net wor k

usi ng the comruni cation platformt denceph pfp SRIMveELidhil sarden
r equest paERéfeﬁ%?ﬁ‘%ﬁl}?s agﬁgi%{sﬁnngﬁggﬁr addregs, destinati on. port @}d a
client conneetivarsalentithi eent dhv die eRPMGALONTRRIYHE SYVEEpEBr Server

establ i shes al TCP. connection o tNe -appLi¢at QR $esvaii dtsidngot hiee gi ven
dest i nat i ofi°&Hares%" ancnodct gstjn'flnat iéci)bn oport. This TCP connection is_associated
with the giczeantl sestercoveecthorRadOniPEVers AFdREhERTI TEMFGEntTT i er

(client id). 4. ¢ osinga qanpeetihaThe agpldieat iantohiment asevel | as the
applicationserver nmay close a connection. In the first 5ase thenin

| nt er cept opotknentl seprlsica tEPBsee FEGuast PREKS STBFngttHe comruni cati on
platformtaq, the |0t ELCER}AHoNE ¥&FiatWRigChrbhaiheckosesnt he=dfGRNgokhection to

the application server. In the second case the l.nterceptor r Sepds a
O ose requesplpaeképn ust gt H‘éyc?ﬁﬁﬁJrﬁecéPF%ecglwdtt}%Prr?t%mt\h%%l \r%tgrecrrcept or

client, whigh then gkosgse tdie rIEBwgoNnect kenvimaineedppyication client.

application servers 308.

This architectural view nicely reflects the peculiar
relationship between client application, client Interceptor,
server application and server Interceptor. From the perspective
of the client application the client Interceptor is pretending
to represent the server application. If client application and

client Interceptor reside on the same (mobile or pervasive)



13 DEC 2004 - 24 5. Transferring data The data originated by Bheg:lm
appl.ication is send to the Interceptor client. The Interceptor-c t S
the client connection identifier to the data before sending themto the
Intercept server. Wth the informatienlbf-the client connection identifier
the Interceptor server decides over which TCP connection the data have to
be send to the appropriate application server. The data origi nated by the
server apphi,Gatirn desité Angamitt edet outrentl waeecaprwid $or pefCB(EY the

exi sting TCP connection. The Inter tor r ds tdig ;ghkent connection
dent i 1 ePoRRCTIRg (PERIE MR Pon D 1Ha RSt S @Ofwi the ot her hand the

| nt er cept g, Sk Melt iRoNEat e, alhientohdentioh erillchoterte isyPIPeF ¢herCP

connection and can send the data to the Intekrce S ignte1Wih 4 he
i nf or mat i 8hsBRrkINE| fréﬁtc‘d%"rﬁi‘éccttieélﬁgllra%ﬁ%yf ;b%r Qﬁﬁiel%lta%r ceptor client

deci des oyeg,yhi&h JHEReConaestican tbpl et dravedt thoeckicid to the

appropriate application client,,. | nsuff ] cj 1 sSghRnhtkapacity If
the | nter EBBEBFLPRI A8 PR 1ft6‘i? e(rzlgpcé%nill}%q“lytq?{gh%g?ié% h?u%aﬁd wi dt h) of

the connegtigpcks Nflansubbicientadideprdcessath fipahans s iAeqaBsE % t hin

a the certain tinme frame, the client Int e dit S ek | nterceptor
coul d decis@Bet 6OBRY IS SRVAHTi 17 olﬁialthécsjn%ge% B}éﬁg}eggt %iéﬁy both in parallel.

Due to thechyukbi tegieeafiopaial Feduaentecthensaysesti dkhghaddi ti onal

transm ssion capabilities . .the Lnterc S, Al 6 JAQWoabtge to RRf orm t he
transm ssiFdﬁ“wtgﬁiPleras%eic i i8antfhesh%r%§$ e Frame. 7. Ml tirpl.exi ng

Mul tit ude 19fcCoBPESE | DNPrEitgndIng efd gcpsehont: tihe FALERERRILES3 Bach can

be exploited to nultjnplex nmul tit par allLlsgorpeeti &Hepver a single
connect i orthe 9f§3pe %‘fﬁt%a%ee%%ﬁre?]fﬁg to Fi 9. 7 the client appli gati on
701 communiales vhatii<ldomputing esyeqsmer wIpeh LeRE6Afithf B SRR 5r m 703

on the client system.a conmunicalion Rhathers hen thetseraairesyst em
with a ser?/%rthlenflélfglelpa%lre %%%g@%%e (seraver application 706. As can be seen

fromFig. daddie ahi entypintedr coptoenment tthe 8eFVRT IPRLEFREDTG} be used

to multiplex a nulti alLlel g connesti enstA? conput angl sy ssiengl e
connect i ont 798¢ Wit ﬁg%{ﬁ?tsﬂ{%% rsce tor functionaljty expl ﬁ%t ati on of the

under | yi ngwipia@t doslt scahe bee Bt ANEBECERT Aér REL of L T EPehty  and costs. 13

DEC 2004. é%%ﬁuded that the server Interceptor and the server application

share the same computing system.

Fig. 4 visualizes the system architecture of the Interceptor
solution in a layering model.

The communication platform on the client system 401 is connected
to the communication platform on the server system 402 over a
first protocol, a wireless radio network 403 in the current
example. From a logical perspective this enables a communication
404 between the two communication platforms.

According to the state of the art the client application 405
would set up a TCP/IP connection (the second protocol) over the
communication platform with its application server 406. This
would establish a logical communication connection 407 between
application client and application server.

In contrast to the state of the art the current teaching
introduces 2 new instances, the client Interceptor 408 and the

server Interceptor 409. If the client application attempts to



CLAIM5S 1. A nethod of data conmmunication conpensating di sadvant,a@;e@EsC 200
characteristics of a first protocol for data conmunication between a 4
‘client-application and a server-application, wherein said
client-application and said server-applliécati on using a second protocol for
data communi cation, which is mapped onto said first prot ocol for actual
communi cation, said nethod conprising a first steg V\/ner

dat a- comatC@@l@m@m@esuoha)smhd)erahd seted PEPBR b | t&*le ggpél}?

client-application is . inter cep ted e NLerGePiwra @aghihBgt 0én behal f
of said seF9EPCAbhITTAoR®hY b & r% (taﬂ ?ﬁgéﬁorghggr esent syglad

server - apphikgathon1iand satdr@mﬁmd w&d:ﬂrpbqa silreg eatabbbwterdst dB, awher ei n,

transparently to said clien app L i efyef parpggl heathen, said
client-i ntcélrgéb?o?e’?sse espi ﬁ'lbelg %%gﬁ?ggﬁ%gcﬁq?%queste onto sai d first

protocol apgvper &ep i talon @mﬂnumamatqtonomh%l déener apmtigradtdstor Thand

wherein said client-interceptor I eLLendor epessate said
di sadvant &g¢68% Eﬂ%‘?’é%etpgcrl ‘s |sc§n€%}gcn§%ellg jfilecromlmﬁhsal d rretrhecq((g1 conprising a

third stephewderenn,applansparenshy nta@sséhdS@llieémeSéﬁpﬁ%t‘ift?n s&f@"€ai d
server-applicati g” @E‘}p]rdpéser eredf tﬁrr%‘%pg%t@&&l NGneB1 behad f afresakd

client- ap@rlo(,téﬂfjf’ t Sndi ng o represent said client-application is
mappi ng saigdicomaynbeari a- Itequesdmubaulca@ﬁﬁoo‘eé%ﬁ dhee OHEUBFRAGOHN and

deliver it to said server - o] reYeXe) b$ an
unrel i abl @@t oEBnHBHF BT Qer§§E£ o e\c,)\,{(%gft%fl ﬁ?dv?/%g%g?%l Iﬁlgys)al g

second- st eghid flogakdl ctmteerncapmpert;@pirdrer@le%% FagmppdFatheRrtéptde
determ necL aSJ,lsO%S OEe C@P&q:%tdl €8 cét@éjis%lt'eeﬁgr Qe farGeRt0Es 05 f Saied

first protocol. The server Interceptor will then set up a
connection to the server application and will perform the
reverse mapping from the first protocol to the second protocol.
Due to its intercepting behavior the server Interceptor pretends

to represent the client application with respect to the server

application.

The Interceptor architecture of Fig. 4 is also represented
within Fig. 5, but now making use of more modular view.

Also referring to the description of Fig. 4, Fig. 5 represents:

. client applications 501 up to 502,
. issuing communication requests over of second protocol
503,

the client Interceptor 504, intercepting these communication requests, and mapping

these communication requests onto a first protocol 503,



13 DEC 2004 -27 server-interceptor transparently conpensatin
reestabl i shing a new connection instead of signaling said Iogspﬁk[g;£b2004

‘client-application and said server-application, and/or wherein in said
second step, if said client-interceptol7of said server interceptor
determned that a connection is idle, conpensating by dropping said
connection transparently and reestablishing a new connection once a new
comuni cation-request fromsaid client-application or said
server-application is intercepted, and/or wherein in said second step, if
said client-interceptor or said server interceptor determ ned that thé
capacity of said connection is not sufficient to process said

connunicatipn-re uest within a certaip ti f COURRRS En
reestablishing o €0 FORBR St T 8&3#9%%%2§6F%gg§n?or pa?a?Pglgn@y507
comuni cation. 2.cd¥RiRedaaceprdiangntie timitmdrotehekrei n sai d second protocol

i's connection-oriented, and erein saigd,clj - at ([S9F-=1g! i
server-intercept di§ ﬁFéV‘EEpP}r‘I%gmleﬁtgﬁi d&? ier}!set%r&tst'fde1 %El%er%té,?ésgeg%lﬁ%iﬁ ep a
mul titude of conngahicenstbé siatgt s@dohde prastarciobrpeeeler?dai gnd

client-application and said clientﬂin eL CenLor, agglbetmeen said

server-appl i cat i or*arfg Y& ¢2RRHE R ercepFBFP Met hod according to

claim2, wherein said multiple connections are nultiplexed over a single
Tn the example of Fig. 5 the Interceptor consists of a mobile

(client) and a stationary (server) part.

4.3 Interception Architecture and Various Communication

Protocols

1. The standard LAN client/server scenario using TCP/IP

connections

In this scenario client applications communicate with server
applications using TCP/IP connections. Both partners may
initiate connections or listen for incoming connections. The
characteristics of the local area network meet the design goals
of the TCP protocol. Thus application of the interception
architecture in such an environment will not achieve the full
spectrum of advantages. For instance, the advantage of increased
reliability (as described above) will not be achieved in a mere

LAN environment.

2. The wireless scenario in a connection-oriented radio network

(e.g. GSM bearer service)

In the GSM network, connections for data transfer can be created
by dialing a telephone number. The GSM telephones, which are
able to transfer data, usually provide a Hayes-compatible

interface to a computer, like a modem. So standard



connection of said first protocol to provide for a efficient t
_ ( _ _ usa &W)E
under | yi ng communi cation nedia. 4. Method according to claim 2, \glluhereincznolr

'sai d second protocol is connection-oriented, and 13 SEC i
said client-interceptor, upon intercepténg in said first sfgg4a quﬁggie;g
open a connection to said server-application, is opening a connection to
said server-interceptor instead and said server-interceptor is opening a
connect i ofy, t0..83{td t38hY €6 £ A iPe@t poatodnl MseRoBFAckeidi Gt B i 4

wherein said client-interceptar is cei Vi kih i
_ : ( _ request to open a
connect i oho agPTSiit Bf FERPYY 3¥’§aFéﬁs€}%é$g%§% i%ﬁﬁ%iﬁ{' gnd mhereiﬁ sai d

g: :c ]gegﬁ eln ?gggﬁgﬁ%ﬂ%ﬁeﬂr \!jieeEEQdiEﬂ\?xﬁcﬂid'ﬁg aglakde | ‘dne(rjﬁu'dhi eavipennents -pdpential |y

_ erver-interceptor for S j i i i

first prorbentstaic bifér 8f ntkéeaic%tb'gpf%“ﬁ S?nﬁﬁz&ggr&%@éﬁ?ﬁg ggli%hf?t Sr ned
addr ess f Qr 0penifgh 5@l FegONAECtiOFiha sther selwsionntdrgeFEsr (PEintvet hod
according to any one of the preceding clains, wherein said .
cI|entappﬁpca?iﬁﬁlEﬁﬂ$9§ﬁﬂa’client-interceptor resides in a first conputer
system ang Sajge radio networks today offer only slow data transfer rates

(usually 9600 bit/second)
. depending on the radioc coverage the speed of the data
transmission may be much slower
. a data connection is lost if there is no more radio coverage
. when the mobile computer is moving it's radio coverage may

change rapidly and permanently

These characteristics result in the following problems with PPP:

. once the data connection is lost, all existing TCP/IP
connections are closed

. the TCP timeout-mechanisms are not designed for networks with
such varying transmission speed and turnaround times (see RFC
813)

The proposed teaching of the current invention is an attractive

solution to these problems. Due to the Interceptor technology

adapted to the special characteristics of the wireless network,

the above mentioned problems are bypassed.

. Broken data connections on the network layer are
reestablished without effect on existing TCP/IP connections

. The TCP protocol is not used on the wireless link, instead
the communication platform uses a protocol with adjusted
timeout-mechanisms

The solution is transparent to the client and server

applications. That means they still use their old TCP/1P

interface. By means of the Interceptor component, which catches

the TCP/IP traffic (using SOCKS) and transfers it using the

communication platform, already existing client and server

applications may benefit from the current teaching without any



server-interceptor resides in a second
: _ conputer system 7. Me ﬂﬂj
to any one of the preceding clains, wherein said ?irst protocgr éigggg;&

n&iﬁggszcggggyggc?gigrapro;ocaL over wireless conmuni cation nmedia. 8

( im7, erein-sa & first is fo

e _ _ _ _ conputer systemii

e first end of said wreless communi cati on nedia and saié seconz LSLSLPgr

systemis formng the second end of said
W rel ess conmuni cat i '
wherein saj %tgggggldepﬁmuhﬂeéyédetm |t$1efsermﬁ?ﬂglqaﬁé°flﬁr st? &?&’Ieg? ge\(/jv: ?e’ o?nd

flber-base conmuni cati on nedi a, and
a t
13 DEC 26@tds29esesviig apprication’ i {;ni’o tnﬂr?e‘é ggégﬁﬁﬁ Sir?o?@élm? ﬂg;: ggwsfiafj

or fiber-has i ,
onid i dasa ggggysygﬁ%qgﬁg/ggma ft&thl\%bt hwnmfrﬁn&hﬁgf%l%ﬁléﬁgm 8, wherein

conput er gygnemﬂslganwg%H&@d&88053|%§dﬁ§ﬁg %fgﬁﬂkk%ho§&§yewnm@ a mobi l e
(see RFC 2068) , SMTP (Internet Mail, see RFC 821) , NNTP

(Internet News, see RFC 977) and of course many more.

3. SOCKS _

In a preferred embodiment the current 1nvention.exploits the
SOCKS protocol (see RFC 1928) to catch all the TCP/IP
connections a client application opens with a server
application. Usually the SOCKS protocol is used to establish
TCP/IP connections over a firewall. A SOCKS client redirects
opening TCP/IP connections to a SOCKS server. The first bytes
transferred over a new connection tell the SOCKS server the IP
address and the remote port the client application originally
used when opening the connection. So the SOCKS server can open a
second TCP/IP connection with this IP address and remote port
and forward the traffic of each of the TCP/IP coﬁnections to its
counterpart. '

The Interceptor client acts as a SOCKS server; this allows the
client Interceptor to pretend to represent the corresponding
server application. A SOCKS client must be installed on the
mobile computer to redirect all outgoing TCP/IP connections
{except "localloop"-connections) to the Interceptor client
("localhost", IP address 127.0.0.1). SOCKS clients are available

for almost every operating system.

4.4 Interception, Connection Handling and Name Resolution

The Interceptor client and the Interceptor server communicate
using the communication platform. Every time a client
application tries to open a TCP/IP connection with a server
application, the connection is redirected to the Interceptor
client. The Interceptor client fetches the original destination

1P address and the remote port using the SOCKS protocol. Then it



wherein said nobile conputer s [ [
\ _ ystemis a nobil e phone, and/or V\}‘IQ’
second protocol is the TCP/IP protocol. 11. A systemfor data comﬁfc%’?iogg
conpensating di sadvant ageous characteristics of a first protocol for data
comtmm cation between a client-appli€dlon and a server-application, said
Zgio(ra(rjni (r:]grr{)gl Zlnng rreanfs aflapt ed for carrying out the steps of the rrét hod

. . y one of clains 1 to 10. 12. A data processin ro
execution /i;fs@e dat @iy qeﬁssingizsrysttoemh@oﬁpt%‘?%%ogﬁﬁ?é?re' 86"‘%&%0?[ ?(Tnfso; or

perform ng a method according.to a i i i
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is provided by so-called "domain name services" (DNS).

Most available SOCKS clients handle only TCP/IP traffic. This is
a problem, because the client applications might use domain name
resolution (DNS, see RFC 1101) to obtain an IP address of the
host of a server application. DNS uses UDP.

For this reason the current teaching suggests to implement the
Interceptor such, that it also acts as a domain name sServer.
Every name resolution request it receives from a client
application is forwarded to an Interceptor server, which again
forwards it to a real domain name Server. For each request the
Interceptor server forwards it uses a different local UDP port,

so the answers of the real domain name server can be assigned to
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be configured to pe "localhost" (IP address 127.0.0.1), in order

to support DNS over Interceptor.

4.5 Compensation Functionalities of the Interceptor

' As already explained above in the preferred embodiment of the
current invention it is suggested to intercept the SOCKS
protocol by the client and server Interceptors. SOCKS is a
protocol that relays TCP sessions at a firewall host to allow
application users transparent access across the firewall.
Because the protocol is independent of application protocols, it
can be (and has been) used for many different services, such as
telnet, ftp, finger, whois, gopher, WWW, etc. The server simply
relays the data petween the client and the application server,
incurring minimum processing overhead. Since SOCKS never has to
know anything about the application protocol, it should also be
easy for it to accommodate applications which use encryption to
protect their traffic from nosey snoopers.

Instead to communicate with the SOCKS server in the preferred
empodiment of the current invention the SOCKS client
communicates with the Interceptor client running on the mobile
device. All data the Interceptor client receives from the SOCKS
client will be send to the Interceptor server using the
communication platform. The tasks normally done by the SOCKS
server is now done by the Interceptor client and Interceptor

server.

Fig. 6 depicts a typical GSM network according to the state of

the art wherein mobile devices 601 exploit mobile phones 602 to
connect to a server application 603.

The client network layer 604 uses a GSM phone 602 to physically

connect to the gateway network layer. The GSM phone connects to
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described above would be introduced,

. within each of the mobile devices 601 a client Interceptor
would be embodied between the client applications 603 and the
communication platforms 604; and

. a server Interceptor would be embodied between the server

application 603 and the communication platform gateway 608.

In such an example environment enhanced with the proposed
Interceptor technology the cooperation of the client
Interceptors and the server Tnterceptors would achieve
significant advantages by successfully dealing with the

following problem situations:

1. Crash Recovery

Physical connections over GSM networks may be interrupted at any
time due to a loss of radio coverage. This will happen
frequently when the mobile device really is moving around.

The Interceptor technology would compensate this deficiency:
every time a network layer has to send some data and there is no
physical connection in place, it tries to set up a new physical
connection with its peer. The attempt to set up a connection is
repeated until it 1is successful or the logical connection is
closed by the session layer because the reliability layer has

detected a session timeout.

2. Shorthold Mode

The Interceptor technology in place will close physical
connections which are not used for a longer time to reduce costs
and to reduce the effort to administer unused connections. AS

soon as the reliability layer passes new data, the connection
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application server, the SOCKS client first must open a TCP
connection to the Interceptor client. If the connection request
succeeds, the SOCKS client sends a version identifier / method
selection message. The Interceptor client sends a METHOD
selection message to the SOCKS client saying ,NO AUTHENTICATION
REQUIRED". After that the SOCKS client sends a CONNECT request
to the Interceptor client containing the destination address and
destination port. The Interceptor client evaluates the request
and sends a reply message saying , SUCCEEDED" to the SOCKS

client.

Moreover the Interceptor client sends an Open request packet
over the Radio Network using the communication platform to the
Interceptor server. This Open request packet contains the
destination address, destination port and a client connection
identifier (client conn id). The Interceptor server establishes
a TCP connection to the application server using the given
destination address and destination port. This TCP connection is
associated with the givenlclient connection identifier and the

client identifier (client id).

4. Closing a connection

The application client as well as the application server may
close a connection. In the first case the Interceptor client
sends a Close request packet using the communication platform to
the Interceptor server, which then closes the TCP connection to
the application server. In the second case the Interceptor
server sends a Close request packet using the communication
platform to the Interceptor client, which then closes the TCP

connection to the application client.
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5. Transferring data

The data originated by the client application is send to the
Interceptor client. The Interceptor client adds the client
connection identifier to the data before sending them to the
Intercept server. With the information of the client connection
identifier the Interceptor server decides over which TCP
connection the data have to be send to the appropriate

application server.

The data originated by the server application is transmitted to
the Interceptor server over the existing TCP connection. The
Interceptor server adds the client connection identifier for
that TCP connection to the data. On the other hand the
Interceptor server knows the client identifier (client id) for
the TCP connection and can send the data to the Interceptor
client. With the information of the client connection identifier
the Interceptor client decides over which TCP connection the

data have to be send to the appropriate application client.

6. Insufficient Transmission Capacity

If the Interceptors determine that the capacity (that is the
band width) of the connection is not sufficient to process of
transmission request within a the certain time frame, the client
Interceptor and the server Interceptor could decide to establish
additional connections between both in parallel. Due to the
multitude of parallel connections providing additional
transmission capabilities the Interceptors are now able to
perform the transmission within a significant shorter time

frame.

7. Multiplexing Multitude of Connections
Fig. 7 reflects how the Interceptor approach can be exploited to
multiplex a multitude of parallel connections over a single

connection.
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sysgem, with a ézver Interceptor 705 to the server application
706. As can be seen from Fig. 7 the client Interceptor and the
server Interceptor can be used to nultiplex a multitude of
parallel connections 707 over and a single connection 708. With

this Interceptor functionality exploitation of the underlying

protocol can be optimized in terms of efficiency and costs.
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1. A method of data communication compensating disadvantageous characteristics

of a first protocol for data communication between a client-application and a

server-application,

wherein said client-application and said server-application using a
second protocol for data communication, which is mapped onto said first

protocol for actual communication,

said method comprising a first step, wherein a data-communication-
request based on said second protocol of said client-application is intercepted by
a client-interceptor acting on behalf of said server-application by pretending to

represent said server-application, and
said method comprising a second step,

wherein, transparently to said client-application and said server-
application, said client-interceptor is mapping said communication-request onto

said first protocol and performs data communication to a server-interceptor, and

wherein said client-interceptor and said server-interceptor compensate

said disadvantageous characteristics transparently, and

said method comprising a third step, wherein, transparently to said
client-application and said server-application, said server-interceptor acting on
behalf of said client-application by pretending to represent said client-application
is mapping said communication-request back onto said second protocol and

deliver it to said server-application;

wherein said first protocol is an unreliable and connection-oriented

protocol, and

wherein in said second-step, if said client-interceptor or said server-

interceptor determined a loss of a connection, said client-interceptor or said
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server-application, and/or

wherein in said second step, if said client-interceptor or said server-
interceptor determined that a connection is idle, compensating by dropping said
connection transparently and reestablishing a new connection once a new
communication-request from said client-application or said server-application is

intercepted, and/or

wherein in said second step, if said client-interceptor or said server-
interceptor determined that the capacity of said connection is not sufficient to
process said communication-request within a certain time frame, compensating

by reestablishing one or more additional connections for parallel communication.
2. Method according to claim 1,
wherein said second protocol is connection-oriented, and
wherein said client-interceptor and said server-interceptor intercepting
in said first step and said second step a multitude of connections of said second
protocol between said client-application and said client-interceptor and between

said server-application and said server-interceptor.

3. Method according to claim 2,
wherein said multiple connections are multiplexed over a single
connection of said first protocol to provide for a efficient usage of underlying
communication media.

4, Method according to claim 2,

wherein said second protocol is connection-oriented, and
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wherein said client-interceptor is receiving with said request to open a

connection an identification of said server-application, and

wherein said client-interceptor is forwarding said identification to a
potentially different second server-interceptor for address resolution within said

first protocol, and

wherein said client-interceptor is using said returned address for

opening said connection to said server interceptor.

6. Method according to any one of the preceding claims, wherein said client-
application and said client-interceptor resides in a first computer system and said
server-interceptor resides in a second computer system.

7. Method according to any one of the preceding claims,

wherein said first protocol is a wireless communication protocol over

wireless communication media.
8. Method according to claim 7,
wherein said first computer system is forming the first end of said
wireless communication media and said second computer system is forming the

second end of said wireless communication media , and

wherein said second computer system is forming the first end of a wire-

or fiber-based communication media and a third computer system executing said
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server application is forming the second end of said wire- or fiber-based

communication media.
Method according to claim 8§,

wherein said first computer system and/or said second computer system

is a mobile computer system.

Method according to claim 9,
wherein said mobile computer system is a mobile phone, and/or
wherein said second protocol is the TCP/IP protocol.

A system for data communication compensating disadvantageous characteristics
of a first protocol for data communication between a client-application and a
server-application, said system comprising means adapted for carrying out the

steps of the method according to any one of claims 1 to 10.

A data processing program for execution in a data processing system comprising
software code portions for performing a method according to any one of claims 1

to 10 when said program is run on said computer.

A computer program product stored on a computer usable medium, comprising
computer readable program means for causing a computer to perform a method
according to any one of claims 1 to 10 when said program is run on said

computer.



