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SPECIFICATION

TITLE OF INVENTION:

APPROVAL SYSTEM, NETWORK SERVICE PROVISION SYSTEM,

USER DETERMINATION SYSTEM, APPROVAL METHOD, NETWORK SERVICE

PROVISION METHOD, AND USER DETERMINATION METHOD5

TECHNICAL FIELDTECHNICAL FIELD

[0001]

The present invention relates to an authentication system, a network service

provision system, a user authorization system, an authentication method, a method for10

providing network services, and a user authorization method.

BACKGROUND ART

[0002]

In recent years, illegal use represented by so-called spoofing has been

increasing rapidly in services such as Internet banking services and online stores via the15

world wide web (WWW).

[0003]

Further, in recent years, the development of blockchain technology has not only

increased the popularity of crypto-assets such as bitcoin as investment targets and

speculation targets but also increased the use of such crypto-assets in commercial20

transactions such as electronic commerce in place of the legal tender.

[0004]

However, in recent years, the use of crypto-assets has become a hotbed of

money-laundering and illegal transactions, and therefore, in the electronic commerce (e-

commerce) based on the crypto-assets, a commercial transaction method that registering25

the address of the recipient of the crypto-assets is required (for example, the Japan

Virtual and Crypto assets Exchange Association, "Notice on Correspondence to Travel
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Rules in Self-Regulatory Rule determined by the Association", [online], March 1, 2022

[retrieved on December 20, 2022], Internet <https://jvcea.or.jp/news/main-

info/20220301-001/>).

[0005]

In order to prevent such illegal transactions, a technique for monitoring illegal5

transactions also appear (for example, Japanese Patent Application Publication No.

2022-514612).

[0006]

Recently, for example, a technique is known for detecting unauthorized access

based on information on the user's operation when the user accesses a Web site10

providing various services on the Internet using an ID and a password.

[0007]

As a typical example, a system is known which determines the presence or

absence of an illegal use using position information when accessing a Web site using an

ID and a password (i.e., when performing personal authentication) (for example,15

Japanese Patent Application Publication No. 2012-3299).

SUMMARY OF THE INVENTION

PROBLEM TO BE SOLOVED BY THE INVENTION

[0008]20

However, in the system of Japanese Patent Application Publication No. 2012-

3299, since the unauthorized access is monitored by acquiring the personal information

of the user, especially, the position information, there is room for improvement from the

viewpoint of the protection of the personal information.

[0009]25

Further, with the method of the commercial transactions described in the

"Notice on Correspondence to Travel Rules in Self-Regulatory Rule determined by the
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Association", it is difficult to prevent the money-laundering or the illegal transactions

when the sender or receiver of the crypto-assets is an illegal user, even if the address of

the receiver of the crypto-assets is registered.

[0010]

In the system of Japanese Patent Application Publication No. 2022-514612,5

also the unauthorized access is monitored by acquiring the personal information of the

user, especially, the position information. In the same way, there is room for

improvement from the viewpoint of the protection of the personal information.

[0011]

The present invention is made to solve the above problems and provides an10

authentication system or the like capable of avoiding unauthorized use in applications

such as hacking of a user's account, spoofing or hijacking in a given network service

while taking into consideration the acquisition of personal information.

[0012]

Alos, the present invention is made to solve the above problems, and provides15

an electronic commerce authentication system which is used for fair trade, authentic

transactions and highly reliable transactions in electronic commerce (e-commerce)

using the crypto-assets while taking into consideration the acquisition of personal

information.

20

SOLUTION TO THE PROBLEM

[0013]

(1) In order to solve the above problem, an authentication system according to

a first aspect of the present invention, for authenticating a given action when a user is

enabled to receive a given network service, the authentication system has:25
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a management unit for managing reference distance related information, which

is information registered in advance in a storage unit and in which a reference distance

for authenticating an execution of the action by the user or information related to the

reference distance is defined;

an identification unit for identifying a user who instructs the execution of the5

action as a specific user based on user information relating to a user who executes the

action when the action is executed;

a determination processing unit for executing a determination process of

determining whether the specific user when the action is executed satisfies a given user

condition; and10

an authentication processing unit for executing an authentication process of

authenticating the execution of the action based on a result of the determination process

at an action execution timing at which the action is executed,

wherein the determination processing unit executes, as the determination

process:15

a position information acquisition process of acquiring difference

information at an action execution timing or an action execution related timing related

to the action execution timing, the difference information indicating a difference

between a current position of the specific user at the action execution timing or the

action execution related timing and a position of the specific user at a past timing; and20

a condition determination process of comparing the acquired

difference information and the reference distance related information, and of

determining whether the result of the comparison satisfies a given user condition.

[0014]

(2) In order to solve the above problem, an authentication method according to25

a second aspect of the present invention for authenticating a given action when a user is

enabled to receive a given network service, the authentication method has:
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managing reference distance related information, which is information

registered in advance in a storage unit and in which a reference distance for

authenticating an execution of the action by the user or information related to the

reference distance is defined;

identifying a user who instructs the execution of the action as a specific user5

based on user information relating to a user who executes the action when the action is

executed;

executing a determination process of determining whether the specific user

when the action is executed satisfies a given user condition; and

executing an authentication process of authenticating the execution of the10

action based on a result of the determination process at an action execution timing at

which the action is executed,

wherein the determination process includes:

a position information acquisition process of acquiring difference

information at an action execution timing or an action execution related timing related15

to the action execution timing, the difference information indicating a difference

between a current position of the specific user at the action execution timing or the

action execution related timing and a position of the specific user at a past timing; and

a condition determination process of comparing the acquired

difference information and the reference distance related information, and of20

determining whether the result of the comparison satisfies a given user condition.

[0015]

Based on this configuration, the authentication method according to a second

aspect of the present invention can determine whether a specific user is the authorized

party by using the difference between the current position and the past position, not by25

using the position of the specific user itself.

[0016]



6

Therefore, the authentication method according to a second aspect of the

present invention can avoid unauthorized use in applications such as hacking, spoofing

or hijacking of a user's account in a given network service while taking into

consideration the acquisition of personal information.

[0017]5

(3) In order to solve the above problem, a network service provision system

according to a third aspect of the present invention for providing a user with a given

network service including that a given action is authenticated when a user is enabled to

receive the network service, the network service provision system has:

a management unit for managing reference distance related information, which10

is information registered in advance in a storage unit and in which a reference distance

for authenticating an execution of the action by the user or information related to the

reference distance is defined;

an identification unit for identifying a user who instructs the execution of the

action as a specific user based on user information relating to a user who executes the15

action when the action is executed;

a determination processing unit for executing a determination process of

determining whether the specific user when the action is executed satisfies a given user

condition; and

an authentication processing unit for executing an authentication process of20

authenticating the execution of the action based on a result of the determination process

at an action execution timing at which the action is executed,

wherein the determination processing unit executes, as the determination

process:

25

a position information acquisition process of acquiring difference

information at an action execution timing or an action execution related timing related
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to the action execution timing, the difference information indicating a difference

between a current position of the specific user at the action execution timing or the

action execution related timing and a position of the specific user at a past timing; and

a condition determination process of comparing the acquired

difference information and the reference distance related information, and of5

determining whether the result of the comparison satisfies a given user condition.

[0018]

(4) In order to solve the above problem, a method for providing network

services according to a fourth aspect of the present invention for providing a user with a

given network service including that a given action is authenticated when a user is10

enabled to receive the network service, the method has:

managing reference distance related information, which is information

registered in advance in a storage unit and in which a reference distance for

authenticating an execution of the action by the user or information related to the

reference distance is defined;15

identifying a user who instructs the execution of the action as a specific user

based on user information relating to a user who executes the action when the action is

executed;

executing a determination process of determining whether the specific user

when the action is executed satisfies a given user condition; and20

executing an authentication process of authenticating the execution of the

action based on a result of the determination process at an action execution timing at

which the action is executed,

wherein the determination process includes:

a position information acquisition process of acquiring difference25

information at an action execution timing or an action execution related timing related

to the action execution timing, the difference information indicating a difference
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between a current position of the specific user at the action execution timing or the

action execution related timing and a position of the specific user at a past timing; and

a condition determination process of comparing the acquired

difference information and the reference distance related information, and of

determining whether the result of the comparison satisfies a given user condition.5

[0019]

(5) In order to solve the above problem, a user authorization system according

to a fifth aspect of the present invention for executing determination relating to a user

for a given action when a user is enabled to receive a given network service, the user

authorization system has:10

a management unit for managing reference distance related information, which

is information registered in advance in a storage unit and in which a reference distance

for authenticating an execution of the action by the user or information related to the

reference distance is defined;

an identification unit for identifying a user who instructs the execution of the15

action as a specific user based on user information relating to a user who executes the

action when the action is executed;

a determination processing unit for executing a determination process of

determining whether the specific user when the action is executed satisfies a given user

condition; and20

a provision unit for providing a determination result of the determination

process to an information processing device,

wherein the determination processing unit executes:

a position information acquisition process of acquiring difference

information at an action execution timing or an action execution related timing related25

to the action execution timing, the difference information indicating a difference
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between a current position of the specific user at the action execution timing or the

action execution related timing and a position of the specific user at a past timing; and

a condition determination process of comparing the acquired

difference information and the reference distance related information, and of

determining whether the result of the comparison satisfies a given user condition.5

[0020]

(6) In order to solve the above problem, a user authorization method according

to a sixth aspect of the present invention for executing determination relating to a user

for a given action when a user is enabled to receive a given network service, the user

authorization method has:10

managing reference distance related information, which is information

registered in advance in a storage unit and in which a reference distance for

authenticating an execution of the action by the user or information related to the

reference distance is defined;

identifying a user who instructs the execution of the action as a specific user15

based on user information relating to a user who executes the action when the action is

executed;

executing a determination process of determining whether the specific user

when the action is executed satisfies a given user condition; and

a provision unit for providing a determination result of the determination20

process to an information processing device,

wherein the determination process includes:

a position information acquisition process of acquiring difference

information at an action execution timing or an action execution related timing related

to the action execution timing, the difference information indicating a difference25

between a current position of the specific user at the action execution timing or the

action execution related timing and a position of the specific user at a past timing; and
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a condition determination process of comparing the acquired

difference information and the reference distance related information, and of

determining whether the result of the comparison satisfies a given user condition.

[0021]

(7) In order to solve the above problem, an authentication system according to5

a seventh aspect of the present invention for executing authentication to log in to a

given network service for a user, the authentication system has:

a management unit for managing reference distance related information, which

is information registered in advance in a storage unit and in which a reference distance

for authenticating login of the user or information related to the reference distance is10

defined;

an identification unit for identifying a user who instructs the execution of the

action as a specific user based on user information relating to a user who executes the

login;

a determination processing unit for executing a determination process of15

determining whether the specific user when the login is executed satisfies a given user

condition; and

an authentication processing unit for executing an authentication process of

authenticating the execution of the login based on a result of the determination process

at a login execution at which the login is executed,20

wherein the determination processing unit executes, as the determination

process:

a position information acquisition process of acquiring difference

information at a login execution timing or a login execution related timing related to the25

login execution timing, the difference information indicating a difference between a
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current position of the specific user at the login timing or the login execution related

timing and a position of the specific user at a past timing; and

a condition determination process of comparing the acquired

difference information and the reference distance related information, and of

determining whether the result of the comparison satisfies a given user condition.5

[0022]

(8) In order to solve the above problem, an authentication method according to

an eighth aspect of the present invention for authenticating a given action when a user is

enabled to receive a given network service, has:

managing reference distance related information, which is information10

registered in advance in a storage unit and in which a reference distance for

authenticating an execution of the action by the user or information related to the

reference distance is defined;

identifying a user who instructs the execution of the action as a specific user

based on user information relating to a user who executes the action when the action is15

executed;

executing a determination process of determining whether the specific user

when the action is executed satisfies a given user condition; and

executing an authentication process of authenticating the execution of the

action based on a result of the determination process at an action execution timing at20

which the action is executed,

wherein the determination process includes:

a position information acquisition process of acquiring difference

information at an action execution timing or an action execution related timing related

to the action execution timing, the difference information indicating a difference25

between a current position of the specific user at the action execution timing or the

action execution related timing at position of the specific user at a past timing; and
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a condition determination process of comparing the acquired

difference information and the reference distance related information, and of

determining whether the result of the comparison satisfies a given user condition.

BRIEF DESCRIPTION OF DRAWINGS5

[0023]

Fig. 1 is a system configuration diagram illustrating a network service

provision system according to a first embodiment.

Fig. 2 is a functional block diagram illustrating an example of a configuration

of a service management server according to the first embodiment.10

Fig. 3 is a functional block diagram illustrating an example of a configuration

of an authentication server according to the first embodiment.

Fig. 4 is a diagram for explaining an authentication process and an authenticity

determination process as a determination criterion of the authentication process

executed by the authentication server according to the first embodiment.15

Fig. 5 is a diagram illustrating an example of reference distance related

information stored in a position related information storage unit according to the first

embodiment.

FIG. 6 is a flowchart illustrating the operation of the authentication process

executed by the authentication server of the first embodiment.20

Fig. 7 is a system configuration diagram illustrating a network service

provision system of a first modification according to the first embodiment.

Fig. 8 is a diagram for explaining the authentication process executed by the

authentication server when a given action is executed on a terminal device in the first

modification according to the first embodiment.25

Fig. 9 is a system configuration diagram illustrating a network service

provision system of a second modification according to the first embodiment.
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Fig. 10 is a system configuration diagram illustrating a network service

provision system of a seventh modification according to the first embodiment.

Fig. 11 is a system configuration diagram illustrating an electronic commerce

system according to a second embodiment.

Fig. 12 is a functional block diagram illustrating an example of a configuration5

of a commercial transactions management server according to the second embodiment.

Fig. 13 is a diagram for explaining an authentication process executed by the

authentication server with each process relating to electronic commerce executed by the

authentication server, the authentication process according to the second embodiment.

FIG. 14 is a flowchart illustrating the operation of the authentication process10

executed by the authentication server of the second embodiment.

Fig. 15 is a system configuration diagram illustrating the electronic commerce

system according to the second embodiment.

Fig. 16 is a diagram for explaining the authentication process executed by the

authentication server of the first modification according to the first embodiment.15

Fig. 17 is a system configuration diagram illustrating the electronic commerce

system of the second modification according to a second embodiment.

Fig. 18 is a system configuration diagram illustrating the electronic commerce

system of the seventh modification according to the second embodiment.

20

DETAILED DESCRIPTION OF THE EMBODIMENT

[0024]

(1) In order to solve the above problem, an authentication system according to a first

embodiment of the present invention is an authentication system for authenticating a

given action when a user is enabled to receive a given network service, and has:25

a management unit for managing reference distance related information, which

is information registered in advance in a storage unit and in which a reference distance
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for authenticating an execution of the action by the user or information related to the

reference distance is defined;

an identification unit for identifying a user who instructs the execution of the

action as a specific user based on user information relating to a user who executes the

action when the action is executed;5

a determination processing unit for executing a determination process of

determining whether the specific user when the action is executed satisfies a given user

condition; and

an authentication processing unit for executing an authentication process of

authenticating the execution of the action based on a result of the determination process10

at an action execution timing at which the action is executed,

wherein the determination processing unit executes, as the determination

process:

a position information acquisition process of acquiring difference

information at an action execution timing or an action execution related timing related15

to the action execution timing, the difference information indicating a difference

between a current position of the specific user at the action execution timing or the

action execution related timing and a position of the specific user at a past timing; and

a condition determination process of comparing the acquired

difference information and the reference distance related information, and of20

determining whether the result of the comparison satisfies a given user condition.

[0025]

Based on this configuration, the first embodiment of the present invention can

determine whether a specific user is an authorized party by using the difference between

the current position and the past position, not by using the position of the specific user25

itself.

[0026]
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Therefore, the first embodiment of the present invention can avoid

unauthorized use in applications such as hacking, spoofing or hijacking of a user's

account in a given network service while taking into consideration the acquisition of

personal information.

[0027]5

The “network services” include providing services to the user using the

network, the providing services indicating that banking services, which are financial

institution services; reservation services for restaurants, hotels, and transportation;

product sales services; SNS; services for providing content such as games, music, and

videos; and information providing services including search and advertising.10

[0028]

The "action" is a process executed by a user's instruction or a program, and

indicates a process relating to the network service, such as reservation of a service,

execution or cancellation of purchase of a commodity, upload or transmission of a

comment or an image to another user, download of data of a moving image or a15

photograph, or use of an application.

[0029]

The "user information" is information such as a user ID registered in advance

or the user ID and a user password.

[0030]20

The "specifying the user as a specific user" indicates that:

(A1) in a dedicated server different from a service providing server providing a network

service for the specific user, or the terminal device, the specific user is specified based

on the user ID transmitted from the service providing server or terminal device; or

(A2) in the service providing server, the specific user is specified based on the user ID25

of the user logged in the service providing server.

[0031]
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The recitation "reference distance related information in which a reference

distance for authenticating the execution of the user's action or information related to

the distance is defined" is information indicating a proper difference (a positional

difference that can identify the user) of the user when each user moves from a position

where the user existed in the past.5

[0032]

For example, the "reference distance related information" may be differences in

latitude and longitude or distance between two points. In the case of an area or a country

is long from the east to west or north to south, the latitude and longitude may be either

one of the latitude and longitude as long as one of the latitude and longitude can be10

limited.

[0033]

The "reference distance related information" may be information on a height,

and for example, indicates information is a difference between the previous ground

height and the current ground height.15

[0034]

The "action execution related timing" includes, for example, an arbitrary timing

designated by the user, a random timing, a timing before the action execution timing

arrives, and a timing that arrives at each predetermined period.

[0035]20

For example, the "position distance information" may be differences in latitude

and longitude or distance between two points. In the case of an area or a country that is

long from the east to west or north to south, the latitude and longitude may be either one

of the latitude and longitude as long as one of the latitude and longitude can be limited.

[0036]25
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The "determination process" includes a process of determining the validity of a

procedure (instruction) for authentication of an action to be executed, or an

authentication process of performing user authentication.

[0037]

The "user condition" includes a condition that the position difference of the5

specific user is within the distance range of the reference distance related information

registered as the specific user, for example.

[0038]

(2) In the first embodiment of the present invention,

the determination processing unit:10

acquires difference information indicating a difference between the

current position of the specific user and the position of the specific user at a past timing,

every timing predetermined as an action execution related timing, as the position

information acquisition process;

registers the acquired difference information in a storage unit as15

recorded information of the corresponding user; and

executes the condition determination process of comparing the

recorded information of the specific user with the reference distance related

information, and of determining whether the comparison result satisfies the user

condition.20

[0039]

Based on this configuration, the first embodiment of the present invention can

determine whether a specific user is the authorized party by using the difference

between the current position and the past position, while taking into consideration the

acquisition of personal information when the action is executed.25

[0040]
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The "every predetermined timing" includes once a day or a week, or every time

a user logs in to the network service for performing electronic commerce.

[0041]

The "condition determination process" indicates a process of performing based

on determining a condition that the position difference of the position difference5

information acquired every predetermined timing is within the distance range of the

reference distance related information registered as the transaction target in addition to

or in place of the above user condition.

[0042]

(3) In the first embodiment of the present invention,10

the determination processing unit:

acquires difference information indicating a difference between the

current position of the specific user and the position of the specific user at a past timing,

every timing predetermined as an action execution related timing, as the position

information acquisition process;15

registers the acquired difference information in a storage unit as

recorded information of the corresponding user; and

executes the condition determination process of comparing the

recorded information of the specific user with the reference distance related

information, and of determining whether the comparison result satisfies the user20

condition, before the action execution timing or a timing after the action is executed.

[0043]

Based on this configuration, the first embodiment of the present invention can

determine whether a specific user is the authorized party before or after the execution of

the action in the network service. Therefore, in the network service in which the action25

timing is important, the time for the authentication process can be simplified, and as a

result, the user can perform the action accurately at the desired timing.
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[0044]

The recitation, "before the action execution timing" is not limited to the timing

as long as it is before the execution timing at which the action is executed.

[0045]

(4) In the first embodiment of the present invention,5

the determination processing unit executes the determination process of

determining authenticity of the specific user when the action is executed based on the

determination result of the condition determination process as the determination

process.

[0046]10

Based on this configuration, the first embodiment of the present invention can

determine the validity (i.e., authenticity) of the procedure (instruction) for

authentication of the action as the specific user and therefore can execute the

authentication process of performing user authentication based on the position

information.15

[0047]

(5) In the first embodiment of the present invention,

the determination process unit:

acquires, as the position information acquisition process, time

information indicating a time at the action execution timing or the action execution20

related timing when the difference information is acquired; and

determines, as the condition determination process, whether the

difference information based on the time information satisfies the user condition with

respect to the reference distance related information.

[0048]25

Based on this configuration, the first embodiment of the present invention can

recognize the time when the position difference occurs and therefore can detect
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irrational movement such as a long-distance movement of a transaction target in a

moment.

[0049]

Therefore, the first embodiment of the present invention can more reliably

determine whether the movement range (i.e., activity range) of the specific user is5

reasonable and thus can avoid unauthorized use in applications such as hijacking,

spoofing, or hacking of the user's account in a given network service while taking into

consideration the acquisition of personal information.

[0050]

The "time information" includes, for example, information indicating a date10

synchronized with location information such as GPS, information indicating a date and

time, or information indicating a time.

[0051]

(6) The first embodiment of the present invention further has a provision unit

for providing the user with an execution result of the action.15

[0052]

Based on this configuration, the first embodiment of the present invention can

provide the user with the result of the execution of the action, and therefore, the user can

be made to recognize whether the action can be executed.

[0053]20

(7) In the first embodiment of the present invention,

In the case where an electronic commerce is executed as the action, and the

reference distance related information has: information of a distance serving as a

reference for authenticating the electronic commerce; or information related to the

distance,25

the identification unit identifies, as the specific user, a transaction target person

who conducts the electronic commerce based on transaction target person information
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that relates to a transaction target person who is at least one user of a supplier and a

client of the electronic commerce, and that is transmitted from an information

processing device executing the electronic commerce, and

the authentication process unit executes the authentication process of

authenticating the electronic commerce between the identified supplier and the client5

based on the determination result of the determination process at a transaction execution

timing at which the electronic commerce is executed as the action execution timing; and

the determination process unit

executes the information acquisition process of acquiring position

difference information indicating a difference between a current position of the10

transaction target person at a timing corresponding to the transaction execution timing

or a transaction execution related timing related to the transaction execution timing and

a position of the transaction target person at a past timing, at the transaction execution

timing or the transaction execution related timing; and

compares the acquired position difference information with the15

reference distance related information and executes the condition determination process

of determining whether the result of the comparison satisfies a transaction target person

condition that indicates the user condition.

[0054]

Based on this configuration, the first embodiment of the present invention can20

determine whether a supplier or a customer is an authorized party by using the

difference between the current position and the past position, not by using the position

of the specific user itself.

[0055]

In other words, the first embodiment of the present invention can prevent risks,25

such as:
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(A1) disadvantages due to the absence of a central administrator for crypto assets (lack

of stability due to value guarantees for fiat currencies, etc.);

(A2) reduction of the credibility risk of business transactions based on non-face-to-face

transactions (reduction of the reliability of information such as whether the transaction

source and the business partner exist); and5

(A3) the occurrence of illegal transactions based on such reduced credit risk

(exploitation of assets and funds or their use for money laundering), in the electronic

commerce using a crypto-asset, while taking into consideration the acquisition of

personal information.

[0056]10

Therefore, the first embodiment of the present invention can achieve the fair

trade, authentic transactions and highly reliable transactions in the electronic commerce

using the crypto-assets, while taking into consideration the acquisition of personal

information.

[0057]15

The recitation "Crypto-assets" indicate property values that can be exchanged

over networks such as the Internet and are assets that can be used for payment of goods

in commercial transactions, can be exchanged with legal tender, and can be

electronically recorded and transferred.

[0058]20

For example, Bitcoin, Ethereum and the like are known as typical crypto-

assets. Additionally, the "crypto-assets" in this embodiment may include the legal tender

(the electronic legal tender) issued in digital form such as "yen", "dollar", "euro", or

"yuan".

[0059]25

The electronic commerce indicates conducting commercial transactions such as

the sale of products or services, exchanging crypto-assets as consideration for products
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or services, or exchanging crypto-assets for legal tender as consideration for the

acquisition of crypto-assets (i.e., a commercial transaction to sell or buy crypto-assets

themselves) by electronic means on a network or computer.

[0060]

The "supplier" is a user who conducts a transaction to provide the transaction5

object or offer the transaction, such as a product or service in the electronic commerce,

and the "client" is a user who conducts a transaction to obtain a proposed transaction

object in exchange for payment of a price in the electronic commerce.

[0061]

The "information processing device" may be a terminal device owned by the10

user, or a server used for mediating the electronic commerce (so-called server having a

function of an exchange).

[0062]

The "transaction target person information" is, for example, information such

as a user ID registered in advance or the user ID and the user password.15

[0063]

The phrase "identify the transaction target person" indicates that:

(B1) in a dedicated server different from a service providing server executing the

electronic commerce, or the terminal device, the user is specified based on the user ID

transmitted from the service providing server or terminal device; or20

(B2) in the server of an electronic commerce system executing the electronic commerce,

the user is specified based on the user ID of the user logged in the server.

[0064]

The recitation "reference distance related information in which a reference

distance for authenticating the commercial transactions or information related to the25

distance is defined" is information indicating a proper difference (a positional difference
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that can identify the user) of the user when each user moves from a position where the

user existed in the past.

[0065]

For example, the "reference distance related information" may be differences in

latitude and longitude or distance between two points. In the case of an area a country is5

long from the east to west or north to south, the latitude and longitude may be either one

of the latitude and longitude as long as one of the latitude and longitude can be limited.

[0066]

The "reference distance related information" may be information on a height,

and for example, indicates information is a difference between the previous ground10

height and the current ground height.

[0067]

The "transaction execution related timing" includes, for example, an arbitrary

timing designated by the user, a random timing, a timing before the transaction

execution timing arrives, and a timing that arrives at each predetermined period.15

[0068]

The "transaction target person’s condition" includes, for example, a condition

that the position difference at the time of authentication of the supplier or the customer

is within the distance range of the reference distance related information registered in

association with the transaction target person.20

[0069]

(8) In the first embodiment of the present invention,

the determination processing unit:

acquires, as the difference information, a position difference

information indicating a difference between the current position of the transaction target25

person and the position of the transaction target person at a past timing, every timing
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predetermined as the transaction execution related timing, as the position information

acquisition process;

registers the acquired difference information in a storage unit as

recorded information of the corresponding transaction target person; and

executes the condition determination process of comparing the5

recorded information of the transaction target person with the reference distance related

information, and of determining whether the comparison result satisfies the transaction

target person condition.

[0070]

Based on this configuration, the first embodiment of the present invention can10

determine whether the transaction target person such as the supplier or the customer is

the authorized party by using the difference between the current position and the past

position, while taking into consideration the acquisition of personal information when

authenticating the electronic commerce.

[0071]15

The "every timing predetermined" includes once a day or a week, or every time

a user logs in to the network service for performing electronic commerce.

[0072]

The "condition determination process" indicates a process of performing based

on determining a condition that the position difference of the position difference20

information acquired every predetermined timing is within the distance range of the

reference distance related information registered as the transaction target, in addition to

or in place of the above transaction target person condition.

[0073]

(9) In the embodiment of the present invention,25
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the information processing device registers the information relating to the

electronic commerce as electronic commerce information in a plurality of databases in a

distributed manner, and

the electronic commerce information is formed by block information which is

blocked based on a plurality of pieces of electronic commerce information including the5

electronic commerce information and a hash value determined from past electronic

commerce information when the electronic commerce is authenticated.

[0074]

Based on this configuration, the first embodiment of the present invention can

register the electronic commerce information in a plurality of databases or the like by10

using a distributed ledger technology such as a blockchain which is difficult to be

falsified.

[0075]

(10) In order to solve the above problem, the second embodiment of the present

invention is an authentication method for authenticating a given action when a user is15

enabled to receive a given network service, and has:

managing reference distance related information, which is information

registered in advance in a storage unit and in which a reference distance for

authenticating an execution of the action by the user or information related to the

reference distance is defined;20

identifying a user who instructs the execution of the action as a specific user

based on user information relating to a user who executes the action when the action is

executed;

executing a determination process of determining whether the specific user

when the action is executed satisfies a given user condition; and25
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executing an authentication process of authenticating the execution of the

action based on a result of the determination process at an action execution timing at

which the action is executed,

wherein the determination process includes:

a position information acquisition process of acquiring difference5

information at an action execution timing or an action execution related timing related

to the action execution timing, the difference information indicating a difference

between a current position of the specific user at the action execution timing or the

action execution related timing at position of the specific user at a past timing; and

a condition determination process of comparing the acquired10

difference information and the reference distance related information, and of

determining whether the result of the comparison satisfies a given user condition.

[0076]

Based on this configuration, the second embodiment of the present invention

can determine whether a specific user is the authorized party by using the difference15

between the current position and the past position, not by using the position of the

specific user itself.

[0077]

Therefore, the second embodiment of the present invention can avoid

unauthorized use in applications such as hacking, spoofing or hijacking of a user's20

account in a given network service while taking into consideration the acquisition of

personal information.

[0078]

(11) In order to solve the above problem, the third embodiment of the present

invention is a network service provision system for providing a user with a given25

network service including that a given action is authenticated when a user is enabled to

receive the network service, and has:
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a management unit for managing reference distance related information, which

is information registered in advance in a storage unit and in which a reference distance

for authenticating an execution of the action by the user or information related to the

reference distance is defined;

an identification unit for identifying a user who instructs the execution of the5

action as a specific user based on user information relating to a user who executes the

action when the action is executed;

a determination processing unit for executing a determination process of

determining whether the specific user when the action is executed satisfies a given user

condition; and10

an authentication processing unit for executing an authentication process of

authenticating the execution of the action based on a result of the determination process

at an action execution timing at which the action is executed,

wherein the determination processing unit executes, as the determination

process:15

a position information acquisition process of acquiring difference

information at an action execution timing or an action execution related timing related

to the action execution timing, the difference information indicating a difference

between a current position of the specific user at the action execution timing or the

action execution related timing at position of the specific user at a past timing; and20

a condition determination process of comparing the acquired

difference information and the reference distance related information, and of

determining whether the result of the comparison satisfies a given user condition.

[0079]

Based on this configuration, the third embodiment of the present invention can25

determine whether a specific user is the authorized party by using the difference
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between the current position and the past position, not by using the position of the

specific user itself.

[0080]

Therefore, the third embodiment of the present invention can avoid

unauthorized use in applications such as hacking, spoofing or hijacking of a user's5

account in a given network service while taking into consideration the acquisition of

personal information.

[0081]

(12) In the third embodiment of the present invention,

in the case where an electronic commerce is executed as the action, and the10

reference distance related information has: information of a distance serving as a

reference for authenticating the electronic commerce; or information related to the

distance,

the identification unit identifies a transaction target person who conducts the

electronic commerce based on transaction target person information that relates to a15

transaction target person who is at least one user of a supplier and a client of the

electronic commerce, and that is transmitted from an information processing device

executing the electronic commerce as the specific user, and

the authentication process unit executes the authentication process of

authenticating the electronic commerce between the identified supplier and the client20

based on the determination result of the determination process at a transaction execution

timing at which the electronic commerce is executed as the action execution timing; and

the determination process unit

executes the information acquisition process of acquiring position

difference information indicating a difference between a current position of the25

transaction target person at a timing corresponding to the transaction execution timing

or a transaction execution related timing related to the transaction execution timing and
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a position of the transaction target person at a past timing, at the transaction execution

timing or the transaction execution related timing; and

compares the acquired difference information with the reference

distance related information and executes the condition determination process of

determining whether the result of the comparison satisfies a transaction target person5

condition that indicates the user condition.

[0082]

Based on this configuration, the third embodiment of the present invention can

determine whether a supplier or a customer is an authorized party by using the

difference between the current position and the past position, not by using the position10

of the specific user itself.

[0083]

Therefore, the third embodiment of the present invention can achieve the fair

trade, authentic transactions and highly reliable transactions in the electronic commerce

using the crypto-assets, while taking into consideration the acquisition of personal15

information.

[0084]

(13) In order to solve the above problem, the fourth embodiment of the present

invention is a method for providing network services for providing a user with a given

network service including that a given action is authenticated when a user is enabled to20

receive the network service, and has:

managing reference distance related information, which is information

registered in advance in a storage unit and in which a reference distance for

authenticating an execution of the action by the user or information related to the

reference distance is defined;25
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identifying a user who instructs the execution of the action as a specific user

based on user information relating to a user who executes the action when the action is

executed;

executing a determination process of determining whether the specific user

when the action is executed satisfies a given user condition; and5

executing an authentication process of authenticating the execution of the

action based on a result of the determination process at an action execution timing at

which the action is executed,

wherein the determination process includes:

a position information acquisition process of acquiring difference10

information at an action execution timing or an action execution related timing related

to the action execution timing, the difference information indicating a difference

between a current position of the specific user at the action execution timing or the

action execution related timing at position of the specific user at a past timing; and

a condition determination process of comparing the acquired15

difference information and the reference distance related information, and of

determining whether the result of the comparison satisfies a given user condition.

[0085]

Based on this configuration, the fourth embodiment of the present invention

can determine whether a specific user is the authorized party by using the difference20

between the current position and the past position, not by using the position of the

specific user itself.

[0086]

Therefore, the fourth embodiment of the present invention can avoid

unauthorized use in applications such as hacking, spoofing or hijacking of a user's25

account in a given network service while taking into consideration the acquisition of

personal information.
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[0087]

(14) In order to solve the above problem, the fifth embodiment of the present

invention is a user authorization system for executing determination relating to a user

for a given action when a user is enabled to receive a given network service, and has:

a management unit for managing reference distance related information, which5

is information registered in advance in a storage unit and in which a reference distance

for authenticating an execution of the action by the user or information related to the

reference distance is defined;

an identification unit for identifying a user who instructs the execution of the

action as a specific user based on user information relating to a user who executes the10

action when the action is executed;

a determination processing unit for executing a determination process of

determining whether the specific user when the action is executed satisfies a given user

condition; and

a provision unit for providing a determination result of the determination15

process to an information processing device,

wherein the determination processing unit executes:

a position information acquisition process of acquiring difference

information at an action execution timing or an action execution related timing related

to the action execution timing, the difference information indicating a difference20

between a current position of the specific user at the action execution timing or the

action execution related timing at position of the specific user at a past timing; and

a condition determination process of comparing the acquired

difference information and the reference distance related information, and of

determining whether the result of the comparison satisfies a given user condition.25

[0088]
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Based on this configuration, the fifth embodiment of the present invention can

determine whether a specific user is the authorized party by using the difference

between the current position and the past position, not by using the position of the

specific user itself.

[0089]5

Therefore, the fifth embodiment of the present invention can avoid

unauthorized use in applications such as hacking, spoofing or hijacking of a user's

account in a given network service while taking into consideration the acquisition of

personal information.

[0090]10

The "information processing device" may be a terminal device owned by the

user, or a server providing the network service.

[0091]

(15) In the fifth embodiment of the present invention,

in the case where an electronic commerce is executed as the action, and the15

reference distance related information has: information of a distance serving as a

reference for authenticating the electronic commerce; or information related to the

distance,

the identification unit identifies a transaction target person who conducts the

electronic commerce based on transaction target person information that relates to a20

transaction target person who is at least one user of a supplier and a client of the

electronic commerce, and that is transmitted from an information processing device

executing the electronic commerce as the specific user, and

the authentication process unit executes the authentication process of

authenticating the electronic commerce between the identified supplier and the client25

based on the determination result of the determination process at a transaction execution

timing at which the electronic commerce is executed as the action execution timing; and
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the determination process unit

executes the information acquisition process of acquiring position

difference information indicating a difference between a current position of the

transaction target person at a timing corresponding to the transaction execution timing

or a transaction execution related timing related to the transaction execution timing and5

a position of the transaction target person at a past timing, at the transaction execution

timing or the transaction execution related timing; and

compares the acquired difference information with the reference

distance related information and executes the condition determination process of

determining whether the result of the comparison satisfies a transaction target person10

condition that indicates the user condition.

[0092]

Based on this configuration, the fifth embodiment of the present invention can

determine whether a supplier or a customer is an authorized party by using the

difference between the current position and the past position, not by using the position15

of the specific user itself.

[0093]

Therefore, the fifth embodiment of the present invention can achieve the fair

trade, authentic transactions and highly reliable transactions in the electronic commerce

using the crypto-assets, while taking into consideration the acquisition of personal20

information.

[0094]

(16) In order to solve the above problem, the sixth embodiment of the present

invention is a user authorization method for executing determination relating to a user

for a given action when a user is enabled to receive a given network service, and has:25

managing reference distance related information, which is information

registered in advance in a storage unit and in which a reference distance for
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authenticating an execution of the action by the user or information related to the

reference distance is defined;

identifying a user who instructs the execution of the action as a specific user

based on user information relating to a user who executes the action when the action is

executed;5

executing a determination process of determining whether the specific user

when the action is executed satisfies a given user condition; and

a provision unit for providing a determination result of the determination

process to an information processing device,

wherein the determination process includes:10

a position information acquisition process of acquiring difference

information at an action execution timing or an action execution related timing related

to the action execution timing, the difference information indicating a difference

between a current position of the specific user at the action execution timing or the

action execution related timing at position of the specific user at a past timing; and15

a condition determination process of comparing the acquired

difference information and the reference distance related information, and of

determining whether the result of the comparison satisfies a given user condition.

[0095]

Based on this configuration, the sixth embodiment of the present invention can20

determine whether a specific user is the authorized party by using the difference

between the current position and the past position, not by using the position of the

specific user itself.

[0096]

Therefore, the sixth embodiment of the present invention can avoid25

unauthorized use in applications such as hacking, spoofing or hijacking of a user's
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account in a given network service while taking into consideration the acquisition of

personal information.

[0097]

(17) In order to solve the above problem, the seventh aspect of the present

invention is an authentication system for executing authentication to log in to a given5

network service for a user, the authentication system has:

a management unit for managing reference distance related information, which

is information registered in advance in a storage unit and in which a reference distance

for authenticating login of the user or information related to the reference distance is

defined;10

an identification unit for identifying a user who instructs the execution of the

action as a specific user based on user information relating to a user who executes the

login;

a determination processing unit for executing a determination process of

determining whether the specific user when the login is executed satisfies a given user15

condition; and

an authentication processing unit for executing an authentication process of

authenticating the execution of the login based on a result of the determination process

at a login execution at which the login is executed,

wherein the determination processing unit executes, as the determination20

process:

a position information acquisition process of acquiring difference

information at a login execution timing or a login execution related timing related to the

login execution timing, the difference information indicating a difference between a

current position of the specific user at the login timing or the login execution related25

timing and a position of the specific user at a past timing; and
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a condition determination process of comparing the acquired

difference information and the reference distance related information, and of

determining whether the result of the comparison satisfies a given user condition.

[0098]

Based on this configuration, the seventh embodiment of the present invention5

can determine whether a specific user is the authorized party by using the difference

between the current position and the past position, not by using the position of the

specific user itself.

[0099]

Therefore, the seventh embodiment of the present invention can avoid10

unauthorized use in applications such as hacking, spoofing or hijacking of a user's

account in a given network service while taking into consideration the acquisition of

personal information.

[0100]

(18) In order to solve the above problem, the eighth embodiment of the present15

invention is an authentication method for executing authentication to log in to a given

network service for a user, and has:

managing reference distance related information, which is information

registered in advance in a storage unit and in which a reference distance for

authenticating login of the user or information related to the reference distance is20

defined;

identifying a user who instructs the execution of the action as a specific user

based on user information relating to a user who executes the login;

executing a determination process of determining whether the specific user

when the login is executed satisfies a given user condition; and25
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executing an authentication process of authenticating the execution of the login

based on a result of the determination process at a login execution at which the login is

executed,

wherein the determination process includes:

acquiring difference information at a login execution timing or a login5

execution related timing related to the login execution timing, the difference

information indicating a difference between a current position of the specific user at the

login timing or the login execution related timing and a position of the specific user at a

past timing; and

comparing the acquired difference information and the reference10

distance related information, and of determining whether the result of the comparison

satisfies a given user condition.

[0101]

Based on this configuration, the eighth embodiment of the present invention

can determine whether a specific user is the authorized party by using the difference15

between the current position and the past position, not by using the position of the

specific user itself.

[0102]

Therefore, the eighth embodiment of the present invention can avoid

unauthorized use in applications such as hacking, spoofing or hijacking of a user's20

account in a given network service while taking into consideration the acquisition of

personal information.

[0103]

Hereinafter, embodiments of the present invention will be described with

reference to the drawings.25

[0104]

[A1] Outline of Network Service provision system
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First, the outline and system configuration of a network service provision

system S1 in the present embodiment will be described with reference to Fig. 1.

[0105]

Fig. 1 is a system configuration diagram illustrating the network service

provision system according to the present embodiment.5

[0106]

In order to prevent the drawings from becoming complicated, only some

terminal devices 20 used by users are illustrated in Fig. 1. In other words, the network

service provision system has more terminal devices 20 than shown on Fig. 1.

[0107]10

The following embodiment is an embodiment in which the authentication

system and network service management system of the present application are applied

to a network service provision system using a network, the network service provision

system having a service management server for managing a network service, a terminal

device used by a user who receives the network service, and an authentication server for15

authentication of an action of the network service.

[0108]

Specifically, the network service of the present embodiment is described by

taking, as an example, the sale of goods or the provision of services by electronic means

on a network or a computer.20

[0109]

(Outline of the System)

As illustrated in Fig. 1, the network service provision system S1 of the present

embodiment is a system for providing a service (i.e., a network service) to a user by

using a network.25

[0110]
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The network service provision system S1 has a configuration for allowing the

user to properly use the network service while avoiding unauthorized use of the network

service, such as hijacking, spoofing, or hacking of the user's account.

[0111]

The network service provision system S1 of the present embodiment is5

configured to provide the user with a banking service that provides a service of a

financial institution, a reservation service for restaurants, hotels, transportation facilities,

etc., a product sales service, an SNS, a content providing service for games, music,

videos, etc., a cloud service such as various applications including e-mail and the like,

or an information providing service including search and advertisement, etc., as network10

services.

[0112]

(System Configuration)

As illustrated in Fig. 1, the network service provision system S1 of the present

embodiment has a service management server 10 for executing various processes for15

managing network services, terminal devices 20 (for example, terminal devices 20A,

20B, and 20C) connected to the service management server 10 via a network such as the

Internet and used by users who receives the network services, and an authentication

server 30 for executing various processes for authentication of the network services in

conjunction with the service management server 10.20

[0113]

The service management server 10 is an information processing device that

executes various processes for providing the network services to the user by using, for

example, an API (application programming interface) or a predetermined platform.

[0114]25
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The service management server 10 has a function for providing the service to a

user, including a user's log-in to a network service, and a function for cooperating with

each other in the case of communication between users.

[0115]

The service management server 10 may be configured by one device (or5

processor) or a plurality of devices (or processors).

[0116]

In the case of storing information on each network service used by the user, the

service management server 10 may have a configuration in which the information is

registered in a plurality of databases (not shown) using a distributed ledger technology10

such as a blockchain which is difficult to be falsified.

[0117]

The terminal device 20 is a communication terminal device that serves as an

information processing device used by users such as a PC (personal computer), a tablet-

type information communication terminal device, a smart phone, a mobile phone and an15

HMD.

[0118]

The terminal device 20 is connectable to the service management server 10 via

a network such as the Internet (WAN) or a LAN, and has a configuration for

establishing a communication line with the service management server 10 by wire or20

wireless to transmit and receive various data.

[0119]

The terminal device 20 has a communication control function for

communicating input information input by the user with service management server 10,

a function for acquiring the current position of the user, and a display function for25

performing display control using data received from the service management server 10.

[0120]
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The authentication server 30 is an information processing device that executes

various processes for authenticating a given action of the network services by using, for

example, an API (application programming interface) or a predetermined platform.

[0121]

The authentication server 30 may be configured by a single device or5

processor, or a plurality of devices or processors, as in the case of the authentication

server 30.

[0122]

The authentication server 30 is configured to execute an authentication process

of authenticating the network service by determining whether the user is the authorized10

party based on the position difference information of the user.

[0123]

[A2] Service Management Server

Next, the configuration according to the service management server 10 of the

present embodiment will be described with reference to Fig. 2.15

[0124]

Fig. 2 is one example of a diagram illustrating functional blocks of the service

management server10 of the present embodiment.

[0125]

As illustrated in Fig. 2, the service management server 10 of the present20

embodiment includes a processing unit 100, a storage unit 170, an information storage

medium 180, and a communication unit 196.

[0126]

The service management server 10 of the present embodiment may be

configured by omitting one or more composing elements illustrated in Fig. 2.25

[0127]
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The storage unit 170 serves as a work area for the processing unit100, and the

like, and its functions are configured by a RAM (VRAM) or the like.

[0128]

Specifically, the storage unit 170 includes a main storage unit 171 used for a

work area used when various processes are executed, and a user information storage5

unit 172 storing user information.

[0129]

The storage unit 170 of the present embodiment may be configured such that a

part of the configuration of the main storage unit 171 and the user information storage

unit 172 is omitted.10

[0130]

The information storage medium 180 is readable by a computer, and programs,

data, and the like are stored in the information storage medium 180. In other words, the

information storage medium 180 stores programs for causing the computer to function

as the respective units of the present embodiment (programs for causing the computer to15

execute the processing of the respective units).

[0131]

The processing unit 100 can perform the various processes of the present

embodiment based on data read out from programs (data) stored in the information

storage medium 180.20

[0132]

For example, the information storage medium 180 is an optical disk (CD,

DVD), a magneto-optical disk (MO), a magnetic disk, a hard disk, a flash memory such

as a solid-state drive, a magnetic tape, a memory (ROM), or a memory card.

[0133]25

The communication unit 196 performs various controls to communicate with

an external device (for example, the terminal device 20 or the authentication server 30).
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The functions of the communication unit 196 is configured by hardware of various

processors or ASICs for communication, program and so on.

[0134]

The processing unit 100 performs the various processes of the present

embodiment based on programs (data) stored in the storage unit 170.5

[0135]

The processing unit 100 of the present embodiment may read out the program

and data stored in the information storage medium 180, temporarily store the read-out

program and data in the storage unit 170, and perform processing based on the program

and data.10

[0136]

The processing unit 100 executes various processes using the main storage unit

171 in the storage unit 170 as a work area. The processing unit 100 is implemented by

hardware such as various processors (CPU, DSP, etc.), and programs.

[0137]15

Specifically, the processing unit 100 includes a communication control unit

101, a service providing management control unit 102, a user information management

control unit 103, and a timer management unit 110.

[0138]

The communication control unit 101 establishes communication lines with the20

terminal device 20 and the authentication server 30 through the network and performs

communication with each other.

[0139]

The service providing management control unit 102 works the terminal devices

20 of the users and executes a process of managing the transaction.25

[0140]
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The service providing management control unit 102 executes various processes

such as login from the user and providing the various services described above.

[0141]

Specifically, the service providing management control unit 102: works with

the authentication server 30. When executing the action of the service, for example, the5

service providing management control unit 102 receives the result of the authentication

processing of the authentication server 30, and executes each process relating to

execution or suspension of the action based on the received result.

[0142]

The user information management control unit 103 manages information of10

each user.

[0143]

Specifically, the user information management control unit 103 manages, for

example, registration and update of each piece of information required for logging in to

the service and each piece of information required for providing the service in the user15

information storage unit 172.

[0144]

The timer management unit 110 has a function of performing measurement

from the current date and time or a predetermined timing, and outputs the current time

or a measurement result when the predetermined timing is detected.20

[0145]

[A3] Authentication server

Next, the configuration according to the authentication server 30 of the present

embodiment will be described with reference to Fig. 3.

[0146]25

Fig. 3 is one example of a diagram illustrating functional blocks of the

authentication server 30 of the present embodiment.
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[0147]

As illustrated in Fig. 3, the authentication server 30 of the present embodiment

includes a processing unit 300, a storage unit 370, an information storage medium 380,

and a communication unit 396.

[0148]5

The authentication server 30 of the present embodiment may be configured by

omitting one or more composing elements illustrated in Fig. 3.

[0149]

The storage unit 370 serves as a work area for the processing unit 300, and the

like, and its functions are configured by a RAM (VRAM) or the like.10

[0150]

The storage unit 370 includes: a main storage unit 371 used as a work area used

when various processes are executed; and a position related information storage unit

372 that stores information on a reference distance or information related to the distance

(hereinafter referred to as "reference distance related information") for determining15

whether or not the user is the authorized party and information on the user's position

acquired from the terminal device 20 at every predetermined timing (hereinafter

referred to as "position related information").

[0151]

Specifically, the position related information storage unit 372 stores reference20

distance related information in which a reference distance for authentication of an action

for a network service or information related to the distance is defined for each user of

the network service in association with user identification information (UID) for each

user.

[0152]25
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The storage unit 370 of the present embodiment may be configured such that a

part of the configuration having the main storage unit 371 and the position related

information storage unit 372 is omitted.

[0153]

The information storage medium 380 is readable by a computer, and programs,5

data, and the like are stored in the information storage medium 380. In other words, the

information storage medium 380 stores programs for causing the computer to function

as the respective units of the present embodiment (programs for causing the computer to

execute the processing of the respective units).

[0154]10

The processing unit 300 can perform the various processes of the present

embodiment based on data read out from programs (data) stored in the information

storage medium 380.

[0155]

For example, the information storage medium 380 is an optical disk (CD,15

DVD), a magneto-optical disk (MO), a magnetic disk, a hard disk, a flash memory such

as a solid-state drive, a magnetic tape, a memory (ROM), or a memory card.

[0156]

The communication unit 396 performs various controls to communicate with

the service management server 10. The functions of the communication unit 396 is20

configured by hardware of various processors or ASICs for communication, program

and so on.

[0157]

The processing unit 300 performs the various processes of the present

embodiment based on programs (data) stored in the storage unit 370. The processing25

unit 300 of the present embodiment may read out the program and data stored in the
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information storage medium 380, temporarily store the read-out program and data in the

storage unit 370, and perform processing based on the program and data.

[0158]

The processing unit 300 executes various processes using the main storage unit

371 in the storage unit 370 as a work area. The processing unit 300 is implemented with5

hardware such as various processors (CPU, DSP, etc.), and programs.

[0159]

Specifically, the processing unit 300 includes a communication control unit

301, a position information management unit 302, a determination processing unit, and

an authentication processing unit 304, a timer management unit 310, and an information10

providing unit 311.

[0160]

The communication control unit 301 establishes communication lines with the

service management server 10 through the network and performs communication with

each other.15

[0161]

The position information management unit 302 manages reference distance

related information of each user and position related information of each user

transmitted from each terminal device 20 every predetermined timing as recorded

information.20

[0162]

The determination processing unit 303 executes a determination process

(hereinafter referred to as "authenticity determination process") for each user at a given

timing, based on the corresponding reference distance related information, to determine

whether the user (hereinafter referred to as "specific user") who is instructing the25

execution of a given action on a network service is the authorized party (in other words,

the true and correct party), the given timing being a timing such as the timing of
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executing the network service (hereinafter, referred to as "action execution timing") and

the timing associated with the action execution timing (hereinafter referred to as "action

execution related timing").

[0163]

For example, the determination processing unit 303 executes authenticity5

determination process of determining the authenticity of the specific user who instructs

execution of the action, which is executed by a user's instruction or a program, and

which relates to the above network service, the action including execution or

cancellation of reservation of a service or purchase of a commodity, upload or

transmission of a comment or an image to another user, download of data of a video or a10

photograph.

[0164]

When the action for the network service is executed, the authentication

processing unit 304 executes an authentication process of determining whether to

authenticate the action based on the result of the authenticity determination process.15

[0165]

The timer management unit 310 has a function of performing measurement

from the current date and time or a predetermined timing, and outputs the current time

or a measurement result when the predetermined timing is detected.

[0166]20

The information providing unit 311 provides the service management server 10

with authenticity determination result information indicating a determination result by

the authenticity process.

[0167]

[A4] Method of the Present Embodiment25

[A4-1] Overview



50

Next, the authentication process and the authenticity determination process

which are executed by the authentication server 30 of the present embodiment will be

described with reference to Fig. 4, the authenticity determination process serving as the

basis for the authentication process.

[0168]5

Fig. 4 is a diagram for explaining an authentication process and an authenticity

determination process as a determination criterion of the authentication process

executed by the authentication server 30 according to the present embodiment.

[0169]

The authentication server 30 of the present embodiment is configured to10

determine whether or not a specific user who instructs the execution of a given action of

a network service is the authorized party (in other words, the true and correct party), at

an action execution timing or an action execution related timing when a given action is

executed in the network service of the service management server 10, and to execute an

authentication process of authenticating the specific user is a legitimate user on the15

basis of the result of the determination.

[0170]

The authentication server 30 of the present embodiment is an device for

authenticating the execution of a given action in a network service, such as the

execution or cancellation of a reservation of a service or purchase of a commodity, the20

upload or transmission of a comment or an image to another user, the download of data

of a moving image or a photograph, or the use of an application, based on the position

of a specific user when the action is executed.

[0171]

On the other hand, the authentication server 30 of the present embodiment has25

a configuration for determining the authenticating of a specific user by using the

difference between the positions of two points of the user acquired at a given timing, not
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the position of the user itself, in order to restrict the acquisition of personal information

such as the position of the user.

[0172]

The authentication server 30 of the present embodiment has a configuration

that can determine the authenticity of the specific user by using the difference between5

the current position and the past position, not the position of the specific user itself,

when executing authentication process of authenticating that a given action of the

network service is being executed by a legitimate user.

[0173]

Specifically, the authentication server 30 of the present embodiment has a10

configuration for managing reference distance related information which is registered in

advance and serves as a reference for authenticating the action of a corresponding user,

as illustrated in Fig. 4.

[0174]

It is preferable that the reference distance related information is stored for each15

user who executes a given action of the network service and is stored in association with

each user.

[0175]

As illustrated in Fig. 4, the authentication server 30 is configured to identify the

user who instructs execution of an action as a specific user based on user information20

relating to the user who executes the action when the action is executed.

[0176]

As illustrated in Fig. 4, the authentication server 30 is configured: to execute a

determination process (specifically, an authenticity determination process) for

determining whether or not a specific user when an action is executed satisfies a given25

user condition; and to execute an authentication process of authenticating the execution
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of the action at an action execution timing when the action is executed based on the

determination result of the authenticity determination process.

[0177]

The authentication server 30, as illustrated in Fig. 4:

(A1) executing, at the action execution timing or the action execution related timing, a5

position information acquisition process of acquiring difference information indicating a

difference between the current position of the specific user at the corresponding timing

and the position of the specific user at a past timing;

(A2) executing a condition determination process of comparing the acquired difference

information with reference distance related information of the specific user and10

determining whether the result of the comparison satisfies a given user condition.

[0178]

As illustrated in Fig. 4, the authentication server 30 has a configuration for

providing the result of the authentication process to the service management server 10.

[0179]15

Fig. 4 shows an example of a terminal device 20 that acquires position

difference information specified from position information based on a GPS signal

transmitted from a GPS satellite 40, transmits the acquired position difference

information to an authentication server 30 via a service management server 10,

transmits a registration instruction to a network service, transmits an execution20

instruction of the given action, receives the result of authentication process, and receives

the execution result of the action.

[0180]

Specifically, Fig. 4 shows an example in which a laptop is used as the terminal

device 20.25

[0181]
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Fig. 4 shows an example of the service management server 10 that performs

registration process of the network service, management of user-related information

used for executing each process relating to the network service, execution of a given

action for the network service, and the process relating to the execution of the action.

[0182]5

Fig. 4 shows an example of the authentication server 30 that executes a

registration request for the reference distance related information transmitted from the

service management server 10, acquisition of the position difference information based

on the current position of the terminal device 20, the identification process of the

specific user, the authenticity determination process (the position information10

acquisition process and the condition determination process), the authentication process

of authenticating execution of an action, and the provision process of providing the

result of the authentication process.

[0183]

The authentication server 30 of the present embodiment has such a15

configuration and thus can determine whether the specific user is the authorized party

by using the difference between the current position and the past position, not the

position of the specific user itself.

[0184]

Therefore, the authentication server 30 of the present embodiment can avoid20

unauthorized use in applications such as hacking, spoofing or hijacking of a user's

account in a given network service while taking into consideration the acquisition of

personal information.

[0185]

[A4-2] Reference Distance Related Information and Position Difference Information25

Next, the reference distance related information and the position difference

information of the present embodiment will be described with reference to Fig. 5.
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[0186]

Fig. 5 is a diagram illustrating an example of the reference distance related

information stored in the position related information storage unit according to the first

embodiment.

[0187]5

(Reference Distance Related Information)

The reference distance related information is information specifying a

reference distance for determining the authenticity of a user who has instructed an

action for a network service or information relating to the distance, and indicates the

authenticity difference (positional difference that allows identification verification) of10

the user when each user moves from a position where the user existed in the past.

[0188]

The reference distance related information is stored in the position related

information storage unit 372 in association with user identification information (UID)

for each user.15

[0189]

The reference distance related information is information that serves as a

criterion for determining the authenticity of the use (i.e., the specific user) that has

instructed the action for the network service and is information that defines the

maximum movement range between two points of the trader that can be determined as20

the authenticity.

[0190]

For example, the reference distance related information may be differences in

latitude and longitude or distance between two points. In the case of an area of a country

that is long from the east to west or north to south, the latitude and longitude may be25

either one of the latitude and longitude as long as one of the latitude and longitude can

be limited.
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[0191]

The reference distance related information is stored in the position related

information storage unit 372 for each user identification information under the operation

input of the terminal device 20 of each user through the service management server 10

when the user newly registers in the network service.5

[0192]

For example, the reference distance related information activity location

includes, as shown in Fig. 5:

(A1) a user ID (UID) as user identification information; and

(A2) the longitude and the latitude as the location of activity for reference.10

[0193]

The reference distance related information may define a range of the height

between two points of the user. For example, when the reference distance related

information indicates information on the height, the reference distance related

information is information indicating the difference in height between the previous15

ground height and the current ground height. Additionally, the reference distance related

information may be only information of the height or may be included together with

information indicating the difference between the longitude and latitude or the distance

difference.

[0194]20

The reference distance related information may be stored in the position related

information storage unit 372 not for each user but for all users or for each attribute of

the user.

[0195]

For example, the attributes of the user include the user's nationality, address or25

residence, or the frequency of logging in to the electronic commerce service or the

frequency of performing an action.
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[0196]

In this case, for example, the distance difference in the reference distance

related information may be changed depending on the nationality or address of the user,

or the distance difference may be increased when the log-in frequency or the execution

frequency of the action is high.5

[0197]

(Position Difference Information)

The position difference information of the present embodiment has, for

example, a difference between two points of longitude and latitude or a distance

difference, as in the case of the reference distance related information.10

[0198]

The position difference information of the present embodiment is information

of a position difference calculated by each terminal device 20 of the user and is

provided from each terminal device 20 to the authentication server 30 via the service

management server 10 or directly at an action execution timing or an action execution15

related timing when a network service is provided.

[0199]

For example, the position difference information is a difference in latitude and

longitude, a difference in distance, a difference in height, or a difference in both based

on the current location of the terminal device 20 at the last action execution timing (i.e.,20

immediately preceding) when the network service is provided and at the current action

execution timing when the network service is provided. Additionally, the previous

action execution timing may be the action execution timing before the previous action

execution timing or may be the action execution timing before the previous action

execution timing, and may be the timing in the past.25

[0200]
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The position difference information of the present embodiment is specified by

each terminal device 20 using a GPS signal or the like and is basically provided from

each terminal device 20 to the authentication server 30.

[0201]

The position difference information is provided to the authentication server 305

via the service management server 10. Note that the position difference information

may be directly provided from each terminal device 20 to the authentication server 30.

[0202]

In the case where the longitude and latitude are used, or an area or a country is

long from the east to west or north to south, the latitude and longitude may be either one10

of the latitude and longitude as long as one of the latitude and longitude can be limited.

[0203]

The position difference information is stored in the position related information

storage unit 372 in association with the user identification information (UID) for each

user, as in the case of the reference distance related information.15

[0204]

Specifically, when the position difference information of each user is acquired

every action execution timing or every action execution related timing while the

network service is provided, and when new position difference information is

registered, the position difference information registered in the past is stored in the20

position related information storage unit 372 as recorded information.

[0205]

The action execution related timing includes, for example, an arbitrary timing

designated by the user, a random timing, a timing before the action execution timing

arrives, and a timing that arrives at every predetermined period (every day or every25

week, etc.).

[0206]
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[A4-3] Management of Reference Distance Related Information and Position Difference

Information

Next, the process executed by the authentication server 30 of the present

embodiment, which is the management of the location information of the supplier and

the client, will be described.5

[0207]

The position information management unit 302: works with the service

management server 10; acquires, for each user at a given timing such as when the user

is registered in the network service, the reference distance related information which

serves as a reference for determining the authenticity of a user who has instructed a10

given action for a network service; and registers the reference distance related

information in the position related information storage unit 372.

[0208]

When the position difference information of the specific user is acquired at the

action execution timing, the action execution related timing, or every action execution15

related timing, the position information management unit 302 registers the acquired

position difference information in the position related information storage unit 372 in

association with each user.

[0209]

Specifically, the position information management unit 302 registers the20

position difference information acquired by the identification process of each specific

user in the position related information storage unit 372 at the action execution timing.

[0210]

When new position difference information is registered, the position

information management unit 302 updates the position difference information registered25

in the past as recorded information.

[0211]
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When the position difference information of a specific user is acquired for

every action execution related timing such as an arbitrary timing designated by the user,

a random timing, a timing before the arrival of the action execution timing, or a timing

that arrives every predetermined period, the position information management unit 302

registers the acquired position difference information in the position related information5

storage unit 372 as recorded information in association with each user.

[0212]

For example, the timing that comes at each predetermined period includes a

timing requested by the electronic commerce service provider (for example, once or a

timing of using the electronic commerce service), a specific timing such as once a day10

or once a week, or a timing of logging in the electronic commerce service.

[0213]

[A4-4] Identification Process

Next, the process executed by the authentication server 30 of the present

embodiment, which is the identification process to execute the electronic commerce,15

will be described.

[0214]

The position information management unit 302 works with the service

management server 10 and executes the identification process of identifying the specific

user (including the user who is assumed to become the specific user in the future). when20

executing the authentication process or the authentication determination process.

[0215]

Specifically, the position information management unit 302 identifies the user

based on the user ID that has logged in the network service.

[0216]25
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The position information management unit 302 receives user identification

information (e.g., UID) of the user transmitted from the service management server 10

via the communication control unit 301.

[0217]

The position information management unit 302 searches the position related5

information storage unit 372 based on the received position related information of the

user (hereinafter referred to as "received user identification information").

[0218]

When detecting the user identification information that matches the received

user identification information and that is stored in the position related information10

storage unit 372, the position information management unit 302 identifies the user

having the detected user identification information as the specific user.

[0219]

For example, the user information is information such as a user ID or the user

ID and a user password registered in advance.15

[0220]

[A4-5] Authentication Determination Process

Next, the authentication determination process executed by the authentication

server 30 of the present embodiment will be described.

[0221]20

(Outline of Authentication Determination Process)

The determination processing unit 303 determines whether the specific user

who has instructed the action is authentic at the action execution timing when the action

for the network service is executed.

[0222]25

The determination processing unit 303 determines whether the user (including

an organization such as a company) who lives in the real world is the authorized party,
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and who is not a member of any Antisocial Forces, as the authenticity of the specific

user.

[0223]

Specifically, the determination processing unit 303 performs as the

authentication determination process:5

(A1) a position information acquisition process of acquiring position difference

information indicating a difference between the current position of the specific user and

the position of the specific user at a past timing at an action execution timing or an

action execution related timing; and

(A2) a condition determination process of comparing the acquired position difference10

information with reference distance related information of the user who becomes the

specific user and determining whether the result of the comparison satisfies a given user

condition.

[0224]

The determination processing unit 303 determines the authenticity of the15

specific user based on the determination result of the executed condition determination

process.

[0225]

(Position Information Acquisition Process)

The determination processing unit 303 acquires, from the service management20

server 10, position difference information of the specific user at the action execution

timing when the action for the network service is executed in the terminal device 20 of

the specific user.

[0226]

Specifically, the determination processing unit 303 acquires, as position25

difference information, a difference in latitude and longitude or a difference in distance

based on the current position of the action execution timing of the last (i.e., immediately
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preceding) action for the network service and the action execution timing of the current

action for the network service for the specific user from the service management server

10.

[0227]

The determination processing unit 303 may directly acquire the position5

difference information from the terminal device 20 to which the specific user

corresponds.

[0228]

The determination processing unit 303 may acquire, as the position difference

information, a difference between the previous action execution timing and the current10

action execution timing, such as the previous time (the time before the previous time) or

the time before the previous time, instead of the difference between the previous action

execution timing and the current action execution timing in the position difference

information.

[0229]15

Every time the position difference information of each user is acquired, the

determination processing unit 303 registers the position difference information in the

position related information storage unit 372 in association with the already registered

position difference information and updates the already registered position difference

information as recorded information.20

[0230]

(Condition Determination Process)

As the condition determination process, the determination processing unit 303

compares the position difference information of the specific user acquired at the action

execution timing when a given action for the network service is executed with the25

reference distance related information registered in association with the user who
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becomes the specific user, and determines whether the result of the comparison satisfies

the given user condition.

[0231]

Specifically, the determination processing unit 303 uses, as the user condition,

for example, a condition that the distance indicated by the position difference5

information of the specific user is within the distance range (for example, within 10 km)

defined in the reference distance-related information.

[0232]

In the authentication determination process, the determination processing unit

303 determines that the specific user is the authorized party when the user condition is10

satisfied and determines that the specific user is not the authorized party when the user

condition is not satisfied.

[0233]

On the other hand, when the position difference information of the specific user

is registered in the position related information storage unit 372 at every predetermined15

timing, the determination processing unit 303 may execute the condition determination

process based on the recorded information of the specific user.

[0234]

In this case, the determination processing unit 303 executes the condition

determination process on the basis of: the position difference information indicated by20

the position difference information of the specific user acquired at the action execution

timing; the recorded information (position difference information) of the relevant

specific user already registered in the position related information storage unit 372, and

the reference distance related information registered as the user of the specific user.

[0235]25

In other words, in this case, since the active position of the specific user can be

continuously recognized at the time of executing the network service, the authenticity of
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the specific user can be determined by using the difference between the present position

and the past position while taking into consideration the acquisition of the personal

information.

[0236]

Specifically, in this case, the determination processing unit 303 compares each5

piece of the position difference information of the corresponding user stored as recorded

information of the specific user with reference distance related information registered in

association with the user who becomes the specific user, and determines whether all

comparison results satisfy a given user condition.

[0237]10

The determination processing unit 303 uses, as the user condition, for example,

a condition that the position difference indicated by the position difference information

of the specific user is within the distance range of the reference distance-related

information registered as the specific user.

[0238]15

In the case where the reference distance related information is stored for each

attribute of the user, the determination processing unit 303 may specify the attribute of

the transaction source based on the already registered attribute and acquire the reference

distance related information based on the specified attribute when executing the

condition determination process.20

[0239]

For example, the already registered attribute indicates an attribute specified

based on information input by each user at a given timing such as when the user is

registered in a commerce service.

[0240]25

[A4-6] Authentication Process
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Next, the authentication determination process executed by the authentication

server 30 of the present embodiment will be described.

[0241]

At the action execution timing when a given action of the network service is

executed, when the authentication determination process determines that the specific5

user is the authorized party, the authentication processing unit 304 executes

authentication process of authenticating the execution of the corresponding action.

[0242]

Specifically, the authentication processing unit 304 authenticates the execution

of the corresponding action when the specific user is determined to be the authorized10

party by the authentication determination process, and rejects the execution of the

corresponding action without authentication the execution when the specific user is

determined not to be the authorized party.

[0243]

When determining that the specific user is the authorized party, the15

authentication processing unit 304 may authenticate the execution of the corresponding

action on the assumption that the identification of the specific user has been confirmed.

When determining that the specific user is not the authorized party, the authentication

processing unit 304 may reject the execution of the corresponding action without

authentication the execution on the assumption that the identification of the specific20

user cannot be confirmed. In this case, the authentication process may be used together

with another authentication process of identifying the person, such as face image

authentication, two step authentication, or one time password, in order to increase the

accuracy of the authentication process.

[0244]25

[A4-7] Providing Process
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Next, the providing process of providing the result of the authentication

process executed by the authentication server 30 of the present embodiment to the

service management server 10 will be described.

[0245]

When the authentication is rejected by the authentication process, the5

information providing unit 311 provides the service management server 10 with result

information indicating the result of the authentication rejection by the authentication

process.

[0246]

At this time, the service management server 10 notifies the result information10

that the authentication of the corresponding terminal device 20 has failed, and ends the

process relating to the action on the assumption that the execution of the action has not

been established.

[0247]

When the authentication process succeeds in the authentication, the15

information providing unit 311 provides the service management server10 with result

information indicating the result of the successful authentication.

[0248]

At this time, the service management server 10 notifies the result information

that the authentication of the corresponding terminal device 20 has succeeded, and20

controls the execution of the corresponding action.

[0249]

Further, the information providing unit 311 may provide the result information

of the authentication process to the terminal device 20 of the corresponding user directly

or via the service management server 10.25

[0250]
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When the authentication is successful by the authentication process, the

information providing unit 311 provide the service management server 10 with the

information on the assumption that the identification of the specific user has been

confirmed. In this case, when the authentication is rejected by the authentication

process, the information providing unit 311 provides the service management server 105

with the information on the assumption that the identification of the specific user cannot

be confirmed.

[0251]

[A5] Operation of the Present Embodiment

Next, the operation relating to the authentication process executed by the10

authentication server 30 of the present embodiment will be described with reference to

Fig. 6.

[0252]

FIG. 6 is a flowchart illustrating the operation of the authentication process

executed by the authentication server 30 of the present embodiment.15

[0253]

In the operation, it is assumed that reference distance related information,

which is defined as information of reference distances of a plurality of users or as

information related to the distances, is registered in advance.

[0254]20

In the operation, it is assumed that the service management server 10 executes

each process related to the network service with the corresponding terminal device 20,

and that identification information and current position information have been obtained

already.

[0255]25

First, when receiving an authentication request for a given action for the

network service from the service management server 10 (step S 101), the position
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information management unit 302 acquires user identification information for

identifying a specific user as user information from the service management server 10

(step S102).

[0256]

Next, the position information management unit 302 searches for the position5

related information storage unit 372 based on the acquired user identification

information, and determines whether the reference distance related information based

on the user identification information is stored in the position related information

storage unit 372 (step S103).

[0257]10

At this time, when determining that the reference distance related information

is stored in the position related information storage unit 372 in association with the

acquired user identification information, the position information management unit 302

proceeds to the process of the step S104.

[0258]15

When it is determined that the reference distance related information is not

stored in the position related information storage unit 372 in association with any of the

acquired user identification information, the information providing unit 311 transmits a

notification to the service management server 10 that the authentication of the execution

of the given action for the network service is refused (step S111), and terminates the20

operation.

[0259]

Next, when determining that the reference distance related information is

stored in the position related information storage unit 372 in association with the

acquired user identification information, the position information management unit 30225

executes an identification process of specifying the user corresponding to the user
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identification information as a specific user who executes the action for the network

service (step S104).

[0260]

Next, the determination processing unit 303 executes a position information

acquisition process of acquiring position difference information indicating a position5

difference when a given action is executed for the network service of the specified user

specified from the service management server 10 (step S105).

[0261]

Next, the determination processing unit 303 compares the acquired position

difference information of the specific user with the reference distance related10

information, and executes authentication determination process of determining whether

the result of the comparison satisfies a given user condition (step S106).

[0262]

At this time, when determining that the comparison result satisfies the given

user condition, the determination processing unit 303 proceeds to the process of the step15

S107, and when determining that the comparison result does not satisfy the given user

condition, the user information management control unit 103 proceeds to the process of

step S109.

[0263]

Next, when determining that the specific user is the authorized party by the20

authentication determination process, the authentication processing unit 304 executes

authentication process of authenticating execution of a given action for the

corresponding network service (step S107).

[0264]

Next, the information providing unit 311 transmits a notification indicating that25

the execution of the corresponding action is authenticated (the authentication is
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successful) to the service management server 10 (step S108), and terminates this

operation.

[0265]

On the other hand, when it is determined that the specific user is not authentic,

the authentication processing unit 304 executes an authentication process of rejecting5

the authentication without authentication for the execution of the corresponding action

(step S109).

[0266]

Next, the information providing unit 311 transmits a notification indicating that

the authentication of the corresponding action has not succeeded to the service10

management server 10 (step S111), and terminates this operation.

[0267]

[A6] Modification

[A6-1] First Modification

Next, a case where the execution of the above actions is executed on the15

terminal device 20 such as an application will be described as a first modification of the

above embodiment with reference to Figs. 7 and 8.

[0268]

Fig. 7 is a system configuration diagram illustrating a network service

provision system S2 of the present modification, and Fig. 8 is a diagram for explaining20

the authentication process executed by the authentication server 30 when a given action

is executed on the terminal device 20 in the present modification.

[0269]

The network service provision system S2 of the present modification is a

system for allowing a user to use the network service by using a given application25

registered in the terminal device 20, as illustrated in Figs. 7 and 8.

[0270]
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Specifically, the network service provision system S2 of the present

modification is an effective system for preventing a specific user from impersonating a

legitimate user and executing the network service using the terminal device 20.

[0271]

As illustrated in Fig. 7, the network service provision system S2 of the present5

modification is configured by the terminal devices 20 (for example, terminal devices

20A, 20B, and 20C) that directly executes a network service with another terminal

device 20, and the authentication server 30 that executes each process of authenticating

the network service.

[0272]10

Specifically, the terminal device 20 uses a network service by using an

application, for example, and executes an action for the network service (i.e., an action

in the case where a process on the network is executed by the application).

[0273]

When instructing execution of the action for the network service, the terminal15

device 20 transmits position difference information as the specific user to the

authentication server 30, and controls execution of the action when the terminal device

20 is authenticated as the specific user.

[0274]

At this time, the authentication server 30 has a configuration for managing20

distance reference information of a user, which is information registered in advance.

[0275]

The authentication server 30 is configured to specify the specific user who

instructs execution of an action for the network service based on user information of the

terminal device 20 that indicates the specific user transmitted from the terminal device25

20 that executes the network service.

[0276]
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As illustrated in Fig. 8, the authentication server 30 is configured: to execute:

(A1) the authentication determination process of determining authenticity of the specific

user when a given action is executed for the network service;

(A2) the authentication process of authenticating the network service based on a result

of the authentication determination process at the timing of execution of the action; and5

(A3) providing process of providing the result of the authentication process to the

terminal device 20 of the specific user.

[0277]

Specifically, the authentication server 30 executes the authentication

determining process as in the above embodiment, as the authentication determining10

process:

(A2-1) a position information acquisition process of acquiring at a timing corresponding

to an action execution timing or an action execution related timing related to the action

execution timing, position difference information indicating a difference between a

current position of a specific user and a position of the specific user at a past timing; and15

(A2-2) condition determination process of comparing the acquired position difference

information with reference distance related information of the user who becomes the

specific user, and determining whether the result of the comparison satisfies a given

user condition. The authentication server 30 executes the authentication determining

process based on the result of the determination of the executed condition determination20

process.

[0278]

Fig. 8 shows an example of the terminal device 20 that: acquires the position

difference information specified from position information based on the GPS signal

transmitted from the GPS satellite 40; transmits the acquired position difference25

information to the authentication server 30; and receives the result of the authentication

process, while executing a given action for the network service.
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[0279]

Further, Fig. 8 shows an example of an authentication server 30 that: executes

the management of reference distance related information; the identification process of

the specific user, acquisition of position difference information based on the current

position of the terminal device 20; the authentication determining process (position5

information acquisition processing and condition determination process); authentication

process of authentication execution of an action; and provision process of providing a

result of the authentication process.

[0280]

[A6-2] Second Modification10

Next, a case where the service management server 10 has the respective

functions of the authentication server 30 in the above embodiment will be described as a

second modification of the present embodiment with reference to Fig. 9.

[0281]

Fig. 9 is a system configuration diagram illustrating the network service15

provision system S3 according to the present modification.

[0282]

The service management server 10 of the present modification has a

configuration for executing authentication determination process of determining the

authenticity of a specific user and authentication process of authenticating the network20

service when a given action for the network service is executed by the specific user

using user-related information relating to the managed user.

[0283]

Specifically, the service management server 10 is configured to manage

reference distance related information of the specific user, which is information25

registered in advance.

[0284]
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As illustrated in Fig. 9, the service management server 10 is configured to

execute:

(A1) the authentication determination process of determining whether the specific user

satisfies a given user condition when a given action is executed for the network service;

(A2) the authentication process of authenticating the network service based on a result5

of the authentication determination process at the timing of execution of the action; and

(A3) providing process of providing the result of the authentication process to the

terminal device 20 of the specific user.

[0285]

Specifically, the service management server 10 executes the authentication10

determining process as in the above embodiment, as the authentication determining

process:

(A2-1) a position information acquisition process of acquiring, at a timing

corresponding to an action execution timing or an action execution related timing

related to the action execution timing, position difference information indicating a15

difference between a current position of a specific user and the position of the specific

user at a past timing; and

(A2-2) a condition determination process of comparing the acquired position difference

information with reference distance related information of the user who becomes the

specific user, and determining whether the result of the comparison satisfies a given20

user condition. The authentication server 30 executes the authentication determining

process based on the result of the determination of the executed condition determination

process.

[0286]

[A6-3] Third Modification25

Next, a third modification of the above embodiment will be described in which

the authenticity of a specific user is determined in advance before a given action is
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executed for a network service, and an authentication process of authenticating the

execution of the action is executed based on the result of the determination.

[0287]

(Characteristics of Present Modification)

The present modification is characterized in that, the authentication5

determination process is executed at the timing related to the execution of the action

such as before or after the execution of the action, and the execution of the action is

executed as the authentication process based on the result of the authentication

determining, instead of executing the authentication determination process and the

authentication process based on the position difference information of the specific user10

when a given action is executed for the network service in the above embodiment.

[0288]

The authentication server 30 of the present modification has a configuration for

determining the authenticity of a user who can be the specific user before executing the

action based on the position difference information of the user acquired at a given15

timing or every predetermined timing.

[0289]

Specifically, the authentication server 30:

(A1) executes the position information acquisition process of acquiring position

difference information indicating a difference between the current position of the20

specific user and a position of the specific user at a past timing, every timing

corresponding to a predetermined timing, as an action execution related timing;

(A2) registers the acquired position difference information in the position related

information storage unit 372 as recorded information of the corresponding user; and

(A3) executes the authentication determination process of comparing the recorded25

information of the specific user with the registered reference distance related

information of the user as the specific user, and determine whether the comparison
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result satisfies the user condition, before or after a given action is executed for the

network service.

[0290]

Specifically, the recitation "before the action is executed" includes a timing

when the user logs in the network service (i.e., the service management server 10), a5

timing when the user executes a predetermined action such as data saving, a

predetermined timing (a predetermined time such as 0:00 every day), or the like. Note

that the timing is not limited to the timing before the execution timing of the action.

[0291]

The authentication server 30 holds the result of the authentication10

determination process, and executes the authentication process based on the result of the

authentication determination process when the action is executed.

[0292]

On the other hand, the recitation "after the action is executed" indicates, for

example, the timing of the confirmation of the content of the comment or the timing of15

the reflection of the content of the comment in the Web service in the case where the

content of the comment is confirmed and posted in a given Web service and the posted

comment is reflected in the Web service after the confirmation of the content of the

comment.

[0293]20

[A6-4] Fourth Modification

Next, as a fourth modification of the above embodiment, a case where the

position difference information of the user is acquired in the above embodiment or the

above modifications, the time when the position difference information is acquired is

specified, and the time information indicating the time is used for the authentication25

determination process will be described.

[0294]
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The authentication server 30 of the present modification has a configuration

for: acquiring the position difference information of the user every action execution

timing, the action execution related timing, or every action execution related timing; and

specifying the time when the position difference information is acquired.

[0295]5

The authentication server 30 of the present modification has a configuration for

executing authentication determination process based on each piece of position

difference information including time information indicating the specified time.

[0296]

Specifically, when the authentication determination process of the specific user10

is executed using the time information of the position difference information, the

determination processing unit 303 determines whether the moving speed or acceleration

of the user as the specific user is consistent.

[0297]

For example, the determination processing unit 303 calculates the moving15

speed or acceleration of the specific user based on the time information associated with

the previous position difference information, the time information associated with the

position difference information acquired this time, and the distance between the two

points of the previous and current position difference information.

[0298]20

The determination processing unit 303: determines whether or not the

calculated moving speed or acceleration is within a predetermined range on the user

condition that the comparison result between the position difference information and the

reference distance related information of the above embodiment; and determines that

the specific user is the authorized party when the calculated moving speed or25

acceleration is within the predetermined range.

[0299]
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Specifically, the determination processing unit 303 determines whether the

calculated moving speed or acceleration is equal to or less than a reference moving

speed or acceleration (i.e., reference speed or reference acceleration) associated with the

reference distance related information.

[0300]5

The determination processing unit 303 determines that the specific user is the

authorized party when the calculated moving speed or acceleration is equal to or less

than the reference moving speed or reference acceleration.

[0301]

The time information of the present modification indicates information of a10

term when the distance difference of the position difference information occurs

(hereinafter, referred to as "position difference period"), instead of the time information

of the time when the position difference information is acquired.

[0302]

The information may be the information of the position difference period from15

the time information associated with the previous position difference information to the

time information associated with the position difference information acquired this time.

[0303]

In this case, the position difference period is also used when calculating the

moving speed or acceleration of the transaction target person, as described above.20

[0304]

[A6-5] Fifth Modification

Next, a description will be given of a case where the network service is

executed based on the result of the authentication determination process without

executing the authentication process in the fifth modification of the above embodiment.25

[0305]
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The authentication server 30 of the present modification has a configuration in

which, when it is determined that the specific user is the authorized party, the result is

provided to the service management server 10 or the terminal device 20 that executes a

given action for the network service.

[0306]5

Specifically, the authentication server 30 is configured to manage reference

distance related information of the specific user, which is information registered in

advance.

[0307]

The authentication server 30 is configured to specify a specific user who is to10

be executed an action for the network service based on user information of the terminal

device 20 which is to be the specific user and transmitted from the service management

server 10 or the terminal device 20 which executes the network service.

[0308]

The authentication server 30 is configured: to execute:15

(A1) the authentication determination process of determining authenticity of the specific

user when an action is executed; and

(A2) the provision process of providing the determination result of the authentication

determination process to the service management server10 or the terminal device 20 at

the action execution timing.20

[0309]

Specifically, the authentication server 30 executes the authentication

determining process as in the above embodiment, as the authentication determining

process:

(A2-1) a position information acquisition process of acquiring, at a timing25

corresponding to an action execution timing or an action execution related timing,
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position difference information indicating a difference between the current position of a

specific user and the position of the specific user at a past timing; and

(A2-2) a condition determination process of comparing the acquired position difference

information with reference distance related information of the user who becomes the

specific user, and determining whether the result of the comparison satisfies a given5

user condition. The authentication server 30 executes the authentication determining

process based on the result of the determination of the executed condition determination

process.

[0310]

[A6-6] Sixth Modification 610

Next, as a sixth modification of the above embodiment, a case where the

authentication process of the network service is used for login process in the above

embodiment or modification will be described.

[0311]

The authentication server 30 of the present modification has a configuration for15

executing the authentication process of authenticating a login of the specific user to the

network service based on a result of the authentication determination process at a timing

when the user logs in to the network service as the action execution related timing.

[0312]

Specifically, the authentication server 30 of the present modification is20

configured to:

(A1) acquire, at a timing at which the specific user logged in to the network service, as

the position information acquisition process, the position difference information

indicating a difference between a current position of the specific user and a position of

the specific user at a past timing (for example, a timing at which the specific user25

logged in to the network service in the past), and
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(A2) execute the authentication determination process of comparing the acquired

position difference information with the registered reference distance related

information of the specific user when the login is executed, and determining whether the

comparison result satisfies the user condition.

[0313]5

The authentication server 30 of the present modification may execute the

authentication determination process at a timing related to the execution of login, such

as before the user logs in to the network service.

[0314]

In this case, the authentication server 30 of the present modification may10

acquire the position difference information at another timing, such as a timing when the

user is not logged in to the network service.

[0315]

[A6-7] Seventh Modification

Next, a network service provision system S4 configured by a plurality of15

servers according to a seventh modification of the above embodiment will be described

with reference to Fig. 10.

[0316]

Fig. 10 is a system configuration diagram illustrating the network service

providing system according to the seventh modification of the present embodiment.20

[0317]

In the above embodiment or the above modifications, the network service

provision system S3 may be configured by a plurality of service management servers 10

or a plurality of authentication servers 30.

[0318]25

When the network service provision system S4 is configured by the plurality of

service management servers 10, the network service provision system S4 includes the
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terminal devices 20 of the specific user and the service management servers 10A and

10B for executing the processing relating to the specific user, as illustrated in Fig. 10.

[0319]

The service management server 10A and the service management server 10B

establish a communication line through the network N and perform various processes in5

conjunction with each other to perform various processes related to the networks

service.

[0320]

When the network service provision system S3 is configured by a plurality of

authentication servers 30, the network service provision system S3 includes, as10

illustrated in Fig. 10, the authentication servers 30A and 30B that execute the

authentication process of the specific user in conjunction with the service management

servers 10A and 10B that execute process of the specific user.

[0321]

[B] Second Embodiment15

[B1] Outline of Electronic Commerce System

First, the outline and the system configuration of an electronic commerce

system S in the present embodiment will be described with reference Fig. 11.

[0322]

Fig. 11 is a system configuration diagram illustrating an embodiment of an20

electronic commerce system S11.

[0323]

In order to prevent the drawings from becoming complicated, only some

terminal devices 20 used by users and only some databases 50 are shown in Fig. 11. In

other words, the electronic commerce system S11 has more terminal devices 20 and25

more databases 50 than shown on Fig. 11.

[0324]
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The embodiment described below is an embodiment in which the electronic

commerce authentication system, the electronic commerce management system, and the

like of the present application are applied to an electronic commerce system using a

network that has a commerce transaction management server for managing electronic

commerce, a terminal device used by a user who performs electronic commerce, and an5

authentication server for authenticating the electronic commerce, and registers

information on electronic commerce in a plurality of databases in a distributed manner.

[0325]

The electronic commerce indicates conducting commercial transactions such as

the sale of products or services, exchanging crypto-assets as consideration for products10

or services, or exchanging crypto-assets for legal tender as consideration for the

acquisition of crypto-assets (i.e., a commercial transaction to sell or buy crypto-assets

themselves) by electronic means on a network or computer.

[0326]

(Outline of the System)15

As illustrated in Fig. 11, the electronic commerce system S of the present

embodiment is a system for realizing commercial transactions such as a sale of products

or a service by electronic means on a network or a computer using crypto-assets.

[0327]

The electronic commerce system S11 has a configuration for realizing20

commercial transactions between a user (i.e., a supplier) who performs a transaction to

propose the provision or transaction of a transaction object such as a product in the

electronic commerce, and a user (i.e., a client) who performs a transaction to obtain the

proposed transaction object in exchange for payment of a price in the electronic

commerce.25

[0328]
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Specifically, the electronic commerce system S11 of the present embodiment is

configured to be able to realize fair, genuine, and highly reliable transactions in

electronic commerce using a cryptographic asset in order to reliably specify the cash

flow when electronic commerce using a cryptographic asset is executed or the history

(tracking) of a product that has been the subject of the electronic commerce, based on5

the result of a determination as to whether the transaction source and the transaction

partner are appropriate as transaction subjects, and therefore to be able to realize fair,

genuine, and highly reliable transactions in electronic commerce using a cryptographic

asset.

[0329]10

(System Configuration)

As illustrated in Fig. 11, the electronic commerce system S11 of the present

embodiment has: an transaction management server 11 to execute various processes for

managing electronic commerce; terminal device 20 (for example, terminal devices 20A,

20B, and 20C) connected to the transaction management server 11 through a network15

such as the Internet and used by a user who performs electronic commerce; and an

authentication server 30 to execute various processes for authenticating electronic

commerce in conjunction with the transaction management server 11.

[0330]

The transaction management server 11 is an information processing device that20

executes various processes related to the electronic commerce using, for example, an

API (application programming interface) or a predetermined platform.

[0331]

Specifically, the transaction management server 11 has an exchange function

for executing the electronic commerce, and also has a function as a custodial wallet for25

managing information (e.g., a secret key) for authenticating the user on behalf of the

user when a money transfer is executed between users.
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[0332]

The transaction management server 11 may be configured by one device (or

processor) or a plurality of devices (or processors).

[0333]

Specifically, the transaction management server 11 is configured; to manage5

the electronic commerce between the supplier and the customer, and when the electronic

commerce is approved by the authentication server 30, and to resister the electronic

commerce information in a database (hereinafter, also referred to as "DB") 50.

[0334]

The transaction management server 11 is configured to register the electronic10

commerce information in a plurality of databases 50 using a distributed ledger

technology such as a blockchain which is difficult to be falsified.

[0335]

In particular, the transaction management server 11 configured: to generate

block information by blocking the electronic commerce information based on a plurality15

of electronic commerce information and a hash value determined from past electronic

commerce information; and to register the block information in each database 50.

[0336]

The terminal device 20 is a communication terminal device that serves as an

information processing device used by users such as a PC (personal computer), a tablet-20

type information communication terminal device, a smart phone, a mobile phone and an

HMD.

[0337]

The terminal device 20 is connectable to the transaction management server 11

via a network such as the Internet (WAN) or a LAN and has a configuration for25

establishing a communication line with the transaction management server 11 by wire

or wireless to transmit and receive various data.
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[0338]

The terminal device 20 has a communication control function for

communicating input information input by the user with the transaction management

server 11, a function for acquiring the current location of the user, and a display

function for performing display control using data received from the transaction5

management server 11.

[0339]

The authentication server 30 is an information processing device that executes

various processes of authenticating the electronic commerce using, for example, an API

(application programming interface) or a predetermined platform, as in the case of the10

transaction management server 11.

[0340]

The authentication server 30 may be configured by a single device or

processor, or a plurality of devices or processors, as in the case of the transaction

management server 11.15

[0341]

The authentication server 30 is configured to execute an authentication process

for authenticating the electronic commerce by determining the authenticity of the

supplier and the customer based on the location information of the supplier and the

customer.20

[0342]

The database 50 may be configured by various databases (storage devices and

memories in a broad sense) such as a hard disk drive connectable to the network N, or

may be added in an information processing device connected to the network N such as a

PC (personal computer) or a server.25

[0343]

[B2] Electronic Commerce Management Server
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Next, the transaction management server 11 of the present embodiment will be

described with reference to Fig. 12.

[0344]

Fig. 12 is one example of a diagram illustrating functional blocks of the

transaction management server 11 of the present embodiment.5

[0345]

As illustrated in Fig. 12, the transaction management server 11 of the present

embodiment includes a processing unit 100, a storage unit 170, an information storage

medium 180, and a communication unit 196.

[0346]10

The transaction management server 11 of the present embodiment may be

configured by omitting one or more composing elements shown in Fig. 12.

[0347]

The storage unit 170 serves as a work area for the processing unit100, and the

like, and its functions are configured by a RAM (VRAM) or the like.15

[0348]

Specifically, the storage unit 170 includes a main storage unit 171 used for a

work area used when various processes are executed, and a user information storage

unit 172 storing user information.

[0349]20

The storage unit 170 of the present embodiment may be configured such that a

part of the configuration of the main storage unit 171 and the user information storage

unit 172 is omitted.

[0350]

The information storage medium 180 is readable by a computer, and programs,25

data, and the like are stored in the information storage medium 180. In other words, the

information storage medium 180 stores programs for causing the computer to function
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as the respective units of the present embodiment (programs for causing the computer to

execute the processing of the respective units).

[0351]

The processing unit 100 can perform the various processes of the present

embodiment based on data read-out from programs (data) stored in the information5

storage medium 180.

[0352]

For example, the information storage medium 180 is an optical disk (CD,

DVD), a magneto-optical disk (MO), a magnetic disk, a hard disk, a flash memory such

as a solid-state drive, a magnetic tape, a memory (ROM), or a memory card.10

[0353]

The communication unit 196 performs various controls to communicate with

an external device (for example, the terminal device 20 or the authentication server 30).

The functions of the communication unit 196 is configured by hardware of various

processors or ASICs for communication, program and so on.15

[0354]

The processing unit 100 performs the various processes of the present

embodiment based on programs (data) stored in the storage unit 370.

[0355]

The processing unit 100 of the present embodiment may read out the program20

and data stored in the information storage medium 180, temporarily store the read-out

program and data in the storage unit 170, and perform processing based on the program

and data.

[0356]

The processing unit 100 executes various processes using the main storage unit25

171 in the storage unit 170 as a work area. The processing unit 100 is implemented by

hardware such as various processors (CPU, DSP, etc.), and programs.
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[0357]

Specifically, the processing unit 100 includes a communication control unit

101, an electronic commerce management control unit 105, a user information

management control unit 103, and a timer management unit 110.

[0358]5

The communication control unit 101 establishes communication lines with the

terminal device 20 and the authentication server 30 through the network and performs

communication with each other.

[0359]

The electronic commerce management control unit 105 works the terminal10

devices 20 of the users of the customer and the supplier, and executes a process for

managing the transaction.

[0360]

The electronic commerce management control unit 105 manages the

transaction object, such as products sold by the supplier, and executes the processes15

related to transactions with the customer who desires to purchase the products, and

various processes for executing the payment of the consideration when the transactions

are successful.

[0361]

Specifically, the electronic commerce management control unit 105: works20

with the authentication server 30. When the electronic commerce such as a transaction

of the sale of a product is executed, for example, the service providing management

control unit 102 receives the result of the authentication process of the electronic

commerce in the authentication server 30. The service providing management control

unit 102 executes each process after the transaction is successful or each process after25

the transaction is unsuccessful on the basis of the received result.

[0362]
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The user information management control unit 103 manages information of

each user as a supplier or a customer.

[0363]

Specifically, the user information management control unit 103 manages, for

example, registration and update of information required for selling a transaction object5

such as a product and information required for purchasing the transaction object in the

user information storage unit 172.

[0364]

The timer management unit 110 has a function of performing measurement

from the current date and time or a predetermined timing, and outputs the current time10

or a measurement result when the predetermined timing is detected.

[0365]

[B3] Authentication Server

Next, the configuration according to the authentication server 30 of the present

embodiment will be described.15

[0366]

The authentication server 30 of the present embodiment includes a processing

unit 300, a storage unit 370, an information storage medium 380, and a communication

unit 396, as in the first embodiment.

[0367]20

Specifically, the processing unit 300 includes the communication control unit

301, the position information management unit 302, the determination processing unit

303, and an authentication processing unit 304, the timer management unit 310, and the

information providing unit 311, as in the first embodiment.

[0368]25

The authentication server 30 of the present embodiment may be configured by

omitting one or more composing elements, as in the first embodiment.
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[0369]

[B4] Method of the Present Embodiment

[B4-1] Outline

Next, the authentication process and the authentication determination process

which are executed by the authentication server 30 of the present embodiment when the5

electronic commerce is executed, and will be described with reference to Fig. 13, the

authentication determination process serving as the criteria for the authentication

process.

[0370]

Fig. 13 is a diagram for explaining the authentication process and the10

authentication determination process as a determination criterion of the authentication

process executed by the authentication server 30 according to the present embodiment

when the electronic commerce is executed.

[0371]

The authentication server 30 of the present embodiment is configured: to15

determine whether or not at least one of a supplier and a customer of the electronic

commerce is the authorized party (in other words, the true and correct party) at the

transaction execution timing when the electronic commerce is executed by the

transaction management server 11 or at the transaction execution related timing; and to

execute the authentication process of authenticating the electronic commerce is valid20

based on the result of the determination.

[0372]

In other words, the authentication server 30 of the present embodiment is a

device for authenticating a given electronic commerce based on a crypto-asset such as

Bitcoin or Ethereum when the supplier and the client execute the electronic commerce25

based on the position of the supplier and the client.

[0373]
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On the other hand, the authentication server 30 of the present embodiment has

a configuration for determining the authenticity of the supplier and the client by using

the difference between the positions of two points of the user acquired at a given timing,

not the position of the user itself, in order to restrict the acquisition of personal

information such as the position of the user.5

[0374]

In other words, the authentication server 30 of the present embodiment has a

configuration that can determine the authenticity of the supplier or the client by using

the difference between the current position and the past position, not the position of the

transaction target person itself, when executing the authentication process of10

authentication whether or not the electronic commerce is a legitimate transaction.

[0375]

Specifically, the authentication server 30 of the present embodiment has a

configuration for managing reference distance related information which is registered in

advance and serves as a reference for authenticating the execution of an action of a15

corresponding user, as illustrated in Fig. 13.

[0376]

More specifically, it is preferable that the reference distance related information

is stored for each user who executes a given action of the network service, and is stored

in association with each user.20

[0377]

The authentication server 30 identifies a transaction target person based on

information (hereinafter referred to as "transaction target person information") relating

to at least one of the supplier and the client.

[0378]25

As illustrated in Fig. 13, the authentication server 30 is configured to: execute

the determination process (more specifically, the authentication determination process)
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for determining whether or not a transaction target person satisfies a given transaction

target person condition when an electronic commerce transaction is executed; and to

execute an authentication process of authenticating the electronic commerce transaction

between the specified supplier and the specified client at a transaction execution timing

based on the determination result of the authentication determination process.5

[0379]

As illustrated in Fig. 13, the authentication server 30 has a configuration for

providing the result of the authentication process to the transaction management server

11.

[0380]10

The authentication server 30, as illustrated in Fig. 13:

(A1) executing, at the action execution timing or the action execution related timing, a

position information acquisition process of acquiring difference information indicating a

difference between a current position of the transaction target person at the

corresponding timing and a position of the transaction target person at a past timing;15

(A2) executing a condition determination process of comparing the acquired difference

information with the reference distance related information and determining whether the

result of the comparison satisfies a given user condition.

[0381]

The transaction management server 11 is configured to register information on20

the authenticated electronic commerce in a distributed manner in a plurality of databases

50 as an electronic commerce information when the electronic commerce is

authenticated.

[0382]

The transaction management server 11 stores as the electronic commerce25

information such as types of funds or types of products or services, distribution
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channels including information on past suppliers and clients, past transaction dates or

date-times, past transaction volumes, and past transaction amounts.

[0383]

Fig. 13 shows an example of the terminal devices 20A and 20B that acquire

position difference information specified from position information based on a GPS5

signal transmitted from the GPS satellite 40, transmit the acquired position difference

information to the authentication server 30 via the transaction management server 11,

transmit a registration instruction to the electronic commerce service, transmit a

transaction instruction for the commerce, receive a result of the authentication process,

and receive a transaction result of the commerce.10

[0384]

Specifically, Fig. 13 shows an example in which a laptop is used as the terminal

device 20A and a smartphone owned by the user P is used as the terminal device 20B.

[0385]

Fig. 13 shows an example of the transaction management server 11 that15

executes a process of the registering to the electronic commerce service, a process of

managing user-related information used for executing each process relating to electronic

commerce, and each process relating to electronic commerce.

[0386]

Fig. 13 shows an example of the authentication server 30 that executes a20

registration request for the reference distance related information transmitted from the

transaction management server 11, acquisition of the position difference information

based on the current position of the terminal device 20, the identification process of the

supplier and the client, the authentication determination process (the position

information acquisition process and the condition determination process), the25

authentication process of authenticating execution of an action, and the provision

process of providing the result of the authentication process.
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[0387]

In other words, the authentication server 30 of the present embodiment can

prevent, in the electronic commerce using a crypto-asset, while taking into

consideration the acquisition of personal information:

(B1) disadvantages due to the absence of a central administrator for crypto assets (lack5

of stability due to value guarantees for fiat currencies, etc.);

(B2) reduction of the credibility risk of business transactions based on non-face-to-face

transactions (reduction of the reliability of information such as whether the transaction

source and the business partner exist); and

(B3) the occurrence of illegal transactions based on such reduced credit risk10

(exploitation of assets and funds or their use for money laundering).

[0388]

The authentication server 30 of the present embodiment is configured to be

able to realize a fair, genuine, and highly reliable transaction in electronic commerce

using a cryptographic asset while taking into consideration the acquisition of personal15

information.

[0389]

In this embodiment, the crypto assets refer to assets of financial value that can

be exchanged over a network such as Ethereum, can be used to pay for purchases in

commercial transactions, can be exchanged for legal tender, and are electronically20

recorded and transferable.

[0390]

For example, Bitcoin and Ethereum are known as typical crypto-assets.

Additionally, the "crypto-assets" in this embodiment may include the legal tender (the

electronic legal tender) issued in digital form such as "yen", "dollar", "euro", or "yuan".25

[0391]

[B4-2] Reference Distance Related Information and Position Difference
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Next, the reference distance related information and the position difference

information according to the present embodiment will be described.

[0392]

(Reference Distance Related Information)

The reference distance related information of the present embodiment is5

information indicating a positional difference that enables identification of verification

as in the first embodiment, but is information in which a distance that serves as a

reference for determining the authenticity of each user (supplier and client) of electronic

commerce or information related to the distance is defined, and is information

indicating a difference in the authenticity of each user when the user moves from a10

position where the user has existed in the past.

[0393]

The reference distance related information is stored in the position related

information storage unit 372 in association with user identification information (UID)

for each user.15

[0394]

The reference distance related information is information that serves as a

criterion for determining the authenticity of the use (i.e., the supplier and client) that has

instructed the action for the network service, and is information that defines the

maximum movement range between two points of the trader that can be determined as20

the authenticity.

[0395]

For example, the reference distance related information may be differences in

latitude and longitude or distance between two points. In the case of an area or a country

that is long from the east to west or north to south, the latitude and longitude may be25

either one of the latitude and longitude as long as one of the latitude and longitude can

be limited.
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[0396]

The reference distance related information is stored in the position related

information storage unit 372 for each user identification information under the operation

input of the terminal device 20 of each user through service management server 11

when the user newly registers in the network service.5

[0397]

For example, the reference distance related information includes, as in the first

embodiment:

(A1) a user ID (UID) used as the user identification information; and

(A2) difference of the longitude and the latitude as the location of activity for reference.10

[0398]

(Position Difference Information)

The position difference information of the present embodiment has, for

example, a difference between two points of longitude and latitude or a distance

difference, as in the case of the reference distance related information, as in the first15

embodiment. The position difference information of the present embodiment is

information of a position difference calculated by each terminal device 20 of the user,

and is provided from each terminal device 20 to the authentication server 30 through the

transaction management server 11 or directly at the transaction execution timing or the

transaction execution related timing of the electronic commerce.20

[0399]

For example, the position difference information is a difference in latitude and

longitude, a difference in distance, a difference in height, or a difference in both based

on the current position of the terminal device 20 at the transaction execution timing of

the last (i.e., immediately preceding) electronic commerce transaction and the25

transaction execution timing of the current electronic commerce transaction. Note that

the transaction execution timing of the last electronic commerce may be the transaction
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execution timing before the last transaction execution timing, or may be the transaction

execution timing two times before, and may be the timing in the past.

[0400]

The position difference information is stored in the position related information

storage unit 372 in association with the user identification information (UID) for each5

user, as in the first embodiment.

[0401]

Specifically, when the position difference information of each user is acquired

every action execution timing or every action execution related timing of the electronic

commerce, and when new position difference information is registered, the position10

difference information registered in the past is stored in the position related information

storage unit 372 as recorded information.

[0402]

The transaction execution related timing includes, for example, an arbitrary

timing designated by the user, a random timing, a timing before the transaction15

execution timing arrives, and a timing that arrives at every predetermined period (every

day or every week, etc.).

[0403]

[B4-3] Management of Reference Distance Related Information and Position Difference

Information20

Next, the process executed by the authentication server 30 of the present

embodiment, which is a process of managing the reference distance related information

and the position difference information of the supplier and the client will be described.

[0404]

The position information management unit 302: works with the transaction25

management server 11; acquires the reference distance related information which serves

as a reference for determining the authenticity of the supplier and the client of an
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electronic commerce for each user who becomes the supplier or the client at a given

timing such as when the user is registered in the electronic commerce service; and

registers the reference distance related information in the position related information

storage unit 372.

[0405]5

When the position difference information of the transaction target person is

acquired at the transaction execution timing, or the transaction execution related timing,

or every transaction execution related timing, the position information management unit

302 registers the acquired position difference information in the position related to the

position related information storage unit 372 in association with each user.10

[0406]

Specifically, the position information management unit 302 registers the

position difference information acquired by the identification process for each

transaction target person in the position related information storage unit 372 at the

transaction execution timing.15

[0407]

When new position difference information is registered, the position

information management unit 302 updates the position difference information registered

in the past as recorded information.

[0408]20

When the position difference information of the transaction target person is

acquired for each transaction execution related timing such as an arbitrary timing

designated by the user, a random timing, a timing before the arrival of the transaction

execution timing, or a timing that arrives every predetermined period, the position

information management unit 302 registers the acquired position difference information25

in the position related information storage unit 372 as recorded information in

association with each user.
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[0409]

For example, the timing that comes at each predetermined period includes a

timing requested by the electronic commerce service provider (for example, once or a

timing of using the electronic commerce service), a specific timing such as once a day

or once a week, or a timing of logging in the electronic commerce service.5

[0410]

[B4-4] Identification Process

Next, the process executed by the authentication server 30 of the present

embodiment, which is the identification process to execute the electronic commerce,

will be described.10

[0411]

The position information management unit 302 works with the transaction

management server 11 and executes the identification process for identifying the

supplier and the client (including the user who is assumed to become the supplier and

the client in the future). when executing the authentication process or the authentication15

determination process.

[0412]

Specifically, the position information management unit 302:

(A1) specifies the user based on the user ID transmitted from the transaction

management server 11 executing the electronic commerce or the terminal device 2020

when the transaction management server 11 or a dedicated server different from the

terminal device 20 specifies the user; and

(A2) specifies a user based on the user ID logged in the transaction management server

11 when the transaction management server11, which executes electronic commerce as

the electronic commerce authentication system.25

[0413]
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Specifically, the position information management unit 302 receives the user

identification information (e.g., UID) of the supplier and the user identification

information of the client, transmitted from the transaction management server 11 via the

communication control unit 301.

[0414]5

The position information management unit 302 searches for the position related

information storage unit 372 based on the user identification information (hereinafter

referred to as "received user identification information") of the supplier and the client.

[0415]

When the position information management unit 302 detects the user10

identification information that matches the received user identification information and

that is stored in the position related information storage unit 372, the position

information management unit 312 identifies the user having the detected user

identification information as the supplier or the client.

[0416]15

The transaction target person information is, for example, information such as a

user ID registered in advance or the user ID and the user’s password.

[0417]

[B4.5] The authentication Determination Process

Next, the authentication determination process executed by the authentication20

server 30 of the present embodiment will be described.

[0418]

(Outline of Authentication Determination Process)

Each time an electronic commerce is executed, the determination processing

unit 303 determines whether the supplier and the client, who are transaction users of the25

electronic commerce transmitted from the transaction management server 11, are the

authorized party.
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[0419]

The determination processing unit 303 determines that the supplier and the

client are the authorized party when the user is determined to be the user (including an

organization such as a company) living in the real world and being a user who exists as

a person who is not a member of an anti-social force.5

[0420]

Specifically, the determination processing unit 303 performs, as the

authentication determining process:

(A1) a position information acquisition process of acquiring position difference

information indicating a difference between the current position of the transaction target10

person and the position of the target person at a past timing, at an action execution

timing or an action execution related timing; and

(A2) a condition determination process for comparing the acquired position difference

information with reference distance related information of the user who becomes the

transaction target person, and determining whether the result of the comparison satisfies15

a given user condition.

[0421]

The determination processing unit 303 determines the authenticity of the

specific user based on the determination result of the executed condition determination

process.20

[0422]

Specifically, the determination processing unit 303 executes, as the condition

determination process, a supplier condition determination process of executing the

condition determination process of executing the condition determination process of the

supplier, and a client condition determination process of executing the condition25

determination process of the client.

[0423]
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The determination processing unit 303 determines the authenticity of the

supplier or the client as the transaction target person based on the determination result

of the executed condition determination process.

[0424]

In the case where one of the suppliers or the clients is a user whose5

authentication has already been determined, such as a public institution, or a user whose

authentication does not need to be determined, the determination processing unit 303

may determine the authenticity of only one of the suppliers or the clients.

[0425]

(Position Information Acquisition Process)10

The determination processing unit 303 acquires, from the transaction

management server 11, position difference information of the user at the transaction

execution timing when the electronic commerce is executed in the terminal device 20 of

the user of the supplier and the client.

[0426]15

Specifically, the determination processing unit 303 acquires, from the

transaction management server 11, a difference in latitude and longitude or a difference

in distance based on the current position of the transaction execution timing of the last

(i.e., immediately preceding) electronic commerce transaction and the transaction

execution timing of the current electronic commerce transaction, as position difference20

information, for the customer (i.e., buyer).

[0427]

Similarly, the determination processing unit 303 acquires the difference in

latitude and longitude or the difference in distance based on the current position of the

transaction execution timing of the last electronic commerce transaction and the25

transaction execution timing of the current electronic commerce transaction from the
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transaction management server 11 as the position difference information with respect to

the supplier (i.e., the seller).

[0428]

The determination processing unit 303 may directly acquire the position

difference information from the terminal device 20 corresponding to the supplier or the5

client.

[0429]

The determination processing unit 303 may acquire, as the position difference

information, a difference between the transaction execution timing of the past electronic

commerce transaction, such as the time before the previous time or the time before that,10

and the transaction execution timing of the current electronic commerce transaction,

instead of the difference between the previous action execution timing and the current

action execution timing in the position difference information.

[0430]

Further, when determining the authenticity of either one of the supplier and the15

client, the determination processing unit 303 may acquire the position difference

information of the corresponding transaction target person among the supplier and the

client.

[0431]

Every time the position difference information of each user is acquired, the20

determination processing unit 303 registers the position difference information in the

position related information storage unit 372 in association with the already registered

position difference information, and updates the already registered position difference

information as the recorded information.

[0432]25

(Supplier Condition Determination Process)
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In the supplier condition determination process, the determination processing

unit 303 compares the position difference information of the supplier acquired at the

transaction execution timing when the electronic commerce is executed with reference

distance related information registered in association with the user who is the supplier,

and determines whether or not the result of the comparison satisfies the transaction5

target person condition (supplier condition).

[0433]

Specifically, the determination processing unit 303 uses, as the transaction

target person condition, for example, a condition that the distance indicated by the

position difference information of the supplier within the distance range (for example,10

within 10 km) defined in the reference distance related information.

[0434]

In the authentication determining process, the determination processing unit

303 determines that the supplier is the authorized party when the transaction target

person condition is satisfied, and determines that the supplier is not the authorized party15

when the transaction target person condition is not satisfied.

[0435]

On the other hand, when the position difference information of the transaction

target person is registered in the position related information storage unit 372 every

predetermined timing, the determination processing unit 303 may execute the condition20

determination process based on the recorded information of the transaction target

person.

[0436]

In this case, the determination processing unit 303 executes the condition

determination process on the basis of: the position difference information indicated by25

the position difference information of the transaction target person acquired at the

transaction execution timing; the recorded information (position difference information)
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of the corresponding transaction target person (i.e., supplier) already registered in the

position related information storage unit 372, and the reference distance related

information registered as the supplier.

[0437]

In other words, in this case, since the active position of the supplier can be5

continuously recognized at the time of executing the electronic commerce, the

authenticity of the supplier can be determined by using the difference between the

present position and the past position while taking into consideration the acquisition of

the personal information.

[0438]10

Specifically, in this case, the determination processing unit 303 compares each

piece of the position difference information of the corresponding user stored as recorded

information of the supplier with reference distance related information registered in

association with the user who becomes the supplier, and determines whether all

comparison results satisfy a given transaction target person condition (supplier15

condition).

[0439]

The determination processing unit 303 uses, as the transaction target person

condition, for example, a condition that the position difference indicated by the position

difference information of the supplier is within the distance range of the reference20

distance related information registered as the transaction target person.

[0440]

In the case where the reference distance related information is stored for each

attribute of the user, the determination processing unit 303 may specify the attribute of

the transaction source based on the already registered attribute and acquire the reference25

distance related information based on the specified attribute when executing the

condition determination process.
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[0441]

For example, the already registered attribute indicates an attribute specified

based on information input by each user at a given timing such as when the user is

registered in a commerce service.

[0442]5

(Client Condition Determination Process)

In the client condition determination process, as in the supplier condition

determination process, the determination processing unit 303 compares the position

difference information of the client acquired at the transaction execution timing when

the electronic commerce is executed with reference distance related information10

registered in association with the user who is the client, and determines whether or not

the result of the comparison satisfies the transaction target person condition (client

condition).

[0443]

Specifically, the determination processing unit 303 uses, as the transaction15

target person condition, for example, a condition that the distance indicated by the

position difference information of the client within the distance range (for example,

within 10 km) defined in the reference distance related information.

[0444]

In the authentication determining process, the determination processing unit20

303 determines that the client is the authorized party when the transaction target person

condition is satisfied, and determines that the client is not the authorized party when the

transaction target person condition is not satisfied.

[0445]

On the other hand, when the position difference information of the transaction25

target person is registered in the position related information storage unit 372 every

predetermined timing, as in the client condition determination process, the
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determination processing unit 303 may execute the condition determination process

based on the recorded information of the transaction target person.

[0446]

In this case, the determination processing unit 303 executes the client condition

determination process on the basis of: the position difference information indicated by5

the position difference information of the transaction target person acquired at the

transaction execution timing; the recorded information (position difference information)

of the corresponding transaction target person (i.e., client) already registered in the

position related information storage unit 372, and the reference distance related

information registered as the client.10

[0447]

In other words, in this case, since the active position of the client can be

continuously recognized at the time of executing the electronic commerce, the

authenticity of the client can be determined by using the difference between the present

position and the past position while taking into consideration the acquisition of the15

personal information.

[0448]

Specifically, in this case, the determination processing unit 303 compares each

piece of the position difference information of the corresponding user stored as recorded

information of the client with reference distance related information registered in20

association with the user who becomes the client, and determines whether all

comparison results satisfy a given transaction target person condition (client condition).

[0449]

Similarly, the determination processing unit 303 uses, as the transaction target

person condition, for example, a condition that the position difference indicated by the25

position difference information of the supplier is within the distance range of the

reference distance related information registered as the transaction target person.
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[0450]

In the case where the reference distance related information is stored for each

attribute of the user, the determination processing unit 303 may specify the attribute of

the client based on the already registered attribute and acquire the reference distance

related information based on the specified attribute when executing the client condition5

determination process, as in the case of the supplier condition determination process.

[0451]

For example, the already registered attribute indicates an attribute specified

based on information input by each user at a given timing such as when the user is

registered in the commerce service, as in the case of the supplier condition10

determination process.

[0452]

[B4.6] Authentication Process

Next, the authentication determination process executed by the authentication

server 30 of the present embodiment will be described.15

[0453]

The authentication processing unit 304 executes the authentication process of

authenticating the electronic commerce when the supplier and the client are determined

to be the authorized parties by the authentication determination process at the

transaction execution timing when the electronic commerce is executed.20

[0454]

Specifically, the authentication processing unit 304 authenticates the electronic

commerce when the supplier and the client are determined to be the authorized party by

the authentication determination process, and rejects the electronic commerce without

authentication the electronic commerce when the supplier or the client is determined not25

to be the authorized party.

[0455]
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When the supplier and the client are determined to be the authorized party by

the authentication determination process, the authentication processing unit 304 may

authenticate the corresponding electronic commerce on the assumption that the

identification of the supplier and the client has been confirmed. When the supplier or

the client is determined to be not the authorized party, the authentication processing unit5

304 may reject the corresponding electronic commerce without authentication of the

electronic commerce on the assumption that the identification of the supplier and the

client cannot be confirmed. In this case, the authentication process may be used together

with another authentication process of identifying the person, such as face image

authentication, two step authentication, or one time password, in order to increase the10

accuracy of the authentication process.

[0456]

[B4-7] Provision Process

Next, the providing process of providing the result of the approval process

executed by the authentication server 30 of the present embodiment to the transaction15

management server 11 will be described.

[0457]

When the approval is rejected by the approval process, the information

providing unit 311 provides the transaction management server 11 with result

information indicating the result of the approval rejection by the approval process.20

[0458]

When the approval process succeeds in the approval, the information providing

unit 311 provides the transaction management server 11 with result information

indicating the result of the successful approval.

[0459]25
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When the result information indicates that the approval has failed, the

transaction management server 11 notifies the corresponding terminal device 20 of the

result and terminates the corresponding electronic commerce as unsuccessful.

[0460]

In the case of the result information indicating that the approval has succeeded,5

the transaction management server 11 establishes the electronic commerce, converts the

electronic commerce information into a predetermined format, and registers the

electronic commerce information in a plurality of databases 50 in a distributed manner,

while notifying the terminal device 20 of the fact.

[0461]10

The information providing unit 311 may provide the result information of the

approval process to the terminal device 20 of the corresponding user (i.e., the user of the

supplier and the client) via the transaction management server 11 or directly.

[0462]

When the authentication is successful by the authentication process, the15

information providing unit 311 provide the transaction management server 11 with the

information on the assumption that the identification of the users of the supplier and

client have been confirmed. In this case, when the authentication is rejected by the

authentication process, the information providing unit 311 provides the transaction

management server 11 with the information on the assumption that the identification of20

the supplier client cannot be confirmed.

[0463]

[B5] Operation of the Present Embodiment

Next, the operation relating to the authentication process executed by the

authentication server 30 of the present embodiment will be described with reference to25

Fig. 14.

[0464]
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FIG. 14 is a flowchart illustrating the operation of the authentication process

executed by the authentication server 30 of the present embodiment.

[0465]

In the operation, it is assumed that reference distance related information,

which is defined as information of reference distances of a plurality of users or as5

information related to the distances, is registered in advance.

[0466]

In this operation, it is assumed that the transaction management server 11

executes each process related to electronic commerce with the corresponding terminal

device 20, and that identification information and position difference information of10

suppliers and clients have already been acquired from each terminal device 20.

[0467]

First, when receiving an authentication request for electronic commerce from

the transaction management server 11 (step S101), the position information

management unit 302 acquires user identification information for identifying a supplier15

and a client from the transaction management server 11 as supplier’s information and

client’s information (step S102).

[0468]

Next, the position information management unit 302 searches for the position

related information storage unit 372 based on the acquired user identification20

information, and determines whether the reference distance related information based

on the user identification information is stored in the position related information

storage unit 372 (step S103).

[0469]

At this time, when determining that the reference distance related information25

is stored in the position related information storage unit 372 in association with the
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acquired user identification information, the position information management unit 302

proceeds to the process of the step S104.

[0470]

When it is determined that the reference distance related information is not

stored in the position related information storage unit 372 in association with any of the5

acquired user identification information, the information providing unit 311 transmits a

notification to the transaction management server 11 that the authentication of the

electronic commerce is rejected (step S111), and terminates the operation.

[0471]

Next, when determining that the reference distance related information is10

stored in the position related information storage unit 372 in association with the

acquired user identification information, the position information management unit 302

executes an identification process for identifying the user corresponding to the user

identification information as transaction target persons of the supplier and client who

execute the electronic commerce (step S104).15

[0472]

Next, the determination processing unit 303 executes position acquisition

process of acquiring the position difference information that indicates the position

difference acquired from the transaction management server 11 when executing the

electronic commerce, and which the identified transaction target person has (step S105).20

[0473]

Next, the determination processing unit 303 compares the acquired position

difference information of the transaction target person with the reference distance

related information, and executes authentication determining process of determining

whether the result of the comparison satisfies a transaction target person condition (step25

S106).

[0474]
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At this time, when determining that the comparison result satisfies the

transaction target person condition, the determination processing unit 303 proceeds to

the process of the step S107, and when determining that the comparison result does not

satisfy the transaction target person condition, the determination processing unit 303

proceeds to the process of step S109.5

[0475]

Next, the authentication processing unit 304 executes the authentication

process of authenticating the electronic commerce when the supplier and the client are

determined to be the authorized parties by the authentication determination process

(step S107).10

[0476]

Next, the information providing unit 311 transmits a notification indicating that

the authentication of the corresponding electronic commerce has been successful to the

transaction management server 11 (step 108), and terminates this operation.

[0477]15

On the other hand, when it is determined that the supplier or the client is not

the authorized party, the authentication processing unit 304 executes an authentication

process of rejecting the authentication without authentication of the electronic

commerce (step S109).

[0478]20

Next, the information providing unit 311 transmits a notification indicating that

the authentication of the corresponding electronic commerce has not been successful to

the transaction management server 11 (step S111), and terminates this operation.

[0479]

[B6] Modification25

[B6-1] First Modification
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Next, a case where the execution of the above electronic commerce is executed

on the terminal device 20 will be described as a first modification of the above

embodiment with reference to Figs. 15 and 16.

[0480]

Fig. 15 is a system configuration diagram illustrating an electronic commerce5

system S12 of the present modification, and Fig. 16 is a diagram for explaining the

authentication process executed by the authentication server 30 in the present

modification.

[0481]

As illustrated in Figs. 15 and 16, the electronic commerce system S12 of the10

present modification is a system for executing the electronic commerce using a wallet

application (application for a non-custodial wallet) registered in the terminal device 20.

[0482]

Specifically, the electronic commerce system S12 of the present modification is

an effective system when a malicious third party masquerades as a legitimate user and15

executes the electronic commerce using the terminal device 20.

[0483]

As illustrated in Fig. 15, the electronic commerce system S12 of the present

modification is configured by the terminal devices 20 (for example, terminal devices

20A, 20B, and 20C) that directly executes the electronic commerce with another20

terminal device 20, and the authentication server 30 that executes each process for

authenticating the electronic commerce.

[0484]

Specifically, the terminal device 20 transmits the position difference

information as the supplier to the authentication server 30, and executes a process25

relating to electronic commerce with another terminal device 20 of the client when the

terminal device 20 is authenticated as the supplier.
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[0485]

At this time, the authentication server 30 has a configuration for managing

distance reference information of the supplier, which is information registered in

advance.

[0486]5

The authentication server 30 is configured to identify a transaction target

person as the supplier of the electronic commerce, based on the transaction target person

information, the supplier, transmitted from the terminal device 20 which executes the

electronic commerce.

[0487]10

As illustrated in Fig. 16, the authentication server 30 is configured to execute:

(A1) the authentication determination process of determining authenticity of the

transaction target person (supplier) when the electronic commerce is executed;

(A2) the authentication process of authenticating the electronic commerce based on a

result of the authentication determination process at the transaction execution timing;15

and

(A3) the provision process of providing the result of the authentication process to the

terminal device 20 of the specific user.

[0488]

Specifically, the authentication server 30 executes the authentication20

determining process as in the above embodiment, and the authentication determining

process based on the result of the determination of the executed condition determination

process. The authentication determining process includes:

(A2-1) a position information acquisition process of acquiring position difference

information indicating a difference between a current position of the transaction target25

person at a timing corresponding to a transaction execution timing or the transaction
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execution related timing related to the transaction execution timing and a position of the

transaction target person at a past timing; and

(A2-2) a condition determination process of comparing the acquired position difference

information with the reference distance related information of the user who becomes the

transaction target person, and determining whether the result of the comparison satisfies5

a given user condition.

[0489]

Fig. 16 shows an example of the terminal devices 20A and 20B that acquire

position difference information specified from position information based on a GPS

signal transmitted from the GPS satellite 40, transmit the acquired position difference10

information to the authentication server 30, and receive a result of the authentication

process.

[0490]

Further, Fig. 16 shows an example in which a laptop is used as the terminal

device 20A of the supplier and a smartphone owned by the user P is used as the terminal15

device 20B of the client.

[0491]

Fig. 16 shows an example of the authentication server 30 that executes a

registration request for the reference distance related information transmitted from the

terminal device 20A, management of the position difference information based on the20

current position of the terminal device 20A, the identification process of the supplier,

the authentication determination process (the position information acquisition process

and the condition determination process), the authentication process of authenticating

the electronic commerce, and the provision process of providing the result of the

authentication process.25

[0492]

[B6-2] Second Modification
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Next, a case where the transaction management server 11 has the respective

functions of the authentication server 30 in the above embodiment will be described as a

second modification of the present embodiment with reference to Fig. 17.

[0493]

Fig. 17 is a system configuration diagram illustrating an embodiment of an5

electronic commerce system S13.

[0494]

The transaction management server 11 of the present modification has a

configuration for executing: the authentication determination process of determining the

authenticity of a supplier or a client when executing a process relating to the electronic10

commerce by the supplier and the client using user-related information relating to a

managed user; and an authentication process of authenticating the electronic commerce.

[0495]

Specifically, the transaction management server 11 is configured to manage the

distance reference of the supplier or the client information which is information15

registered in advance.

[0496]

As illustrated in Fig. 17, the transaction management server 11 is configured to

executes:

(A1) a transaction process of executing process relating to electronic commerce by a20

supplier and a client;

(A2) authentication determination process of determining whether at least one of the

supplier and the client when the electronic commerce is executed satisfies a given

transaction subject condition;

(A3) an authentication process of authenticating the electronic commerce based on the25

result of the authentication determination process; and
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(A4) a registration process of the registering the electronic commerce information of the

authenticated electronic commerce in a plurality of databases in a distributed manner.

[0497]

Specifically, the transaction management server 11 executes as the

authentication determining process as in the above embodiment:5

(A2-1) a position information acquisition process of acquiring position difference

information indicating a difference between a current position of the transaction target

person at a timing corresponding to a transaction execution timing or the transaction

execution related timing related to the transaction execution timing and a position of the

transaction target person at a past timing; and10

(A2-2) a condition determination process of comparing the acquired position difference

information with the reference distance related information of the user who becomes the

transaction target person, and determining whether the result of the comparison satisfies

a given user condition.

[0498]15

[B6-3] Third Modification

Next, a case where the execution of the authentication process of the electronic

commerce when the authenticity of the user is determined in advance before the

execution of the commercial transaction, and the authentication process of the

commercial transaction is executed based on the result of the determination, will be20

described as a third modification of the above embodiment,

[0499]

(Characteristics of Present Modification)

The present modification is characterized in that, the authentication

determination process is executed at a timing corresponding to a transaction execution25

timing such as before or a timing after the execution of the electronic commerce action,

and the authentication process is executed based on the result of the authentication
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determination process, instead of executing the authentication determination process

and the authentication process based on the position difference information of the

supplier and the client when executing the electronic commerce in the above

embodiment.

[0500]5

The authentication server 30 of the present modification has a configuration for

determining the authenticity of a user who can be a supplier or a client before executing

the electronic commerce based on the position difference information of the user

acquired at a given timing or every predetermined timing.

[0501]10

Specifically, the authentication server 30:

(A1) executes the position information acquisition process of acquiring position

difference information indicating a difference between the current position of the

transaction target person and the position of the transaction target person at a past

timing, every timing corresponding to a predetermined timing, as a transaction15

execution related timing;

(A2) registers the acquired position difference information in the position related

information storage unit 372 as recorded information of the corresponding user; and

(A3) executes the authentication determination process of comparing the recorded

information of the transaction target person with the registered reference distance20

related information of the user as the transaction target person, and of determining

whether the comparison result satisfies the transaction target person condition, at least

one of before and after the electronic commerce is executed.

[0502]

Specifically, the recitation "before the electronic commerce is executed"25

indicates the timing when the user logs in the electronic commerce service (i.e., the

transaction management server 11) for executing the electronic commerce, or a
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predetermined timing (a predetermined time such as 0:00 every day). Note that the

timing is not limited to the timing before the execution timing of the electronic

commerce.

[0503]

The authentication server 30 holds the result of the authentication5

determination process, and executes the authentication process based on the result of the

authentication determination process when the electronic commerce is executed.

[0504]

On the other hand, the recitation "after the electronic commerce is executed"

indicates, for example, the timing when the amount of trading (for example, as a legal10

currency) of the virtual currency (i.e., the transaction object) is determined after the

purchase of the virtual currency is executed as the electronic commerce in the case of

purchasing the virtual currency.

[0505]

Further, "after the electronic commerce is executed" indicates, in the case15

where the electronic commerce is a lottery or auction transaction, or where the

electronic commerce is finalized after the application under the tentative conditions is

made (for example, the purchase of the shares after the application for book building

such as at the time of initial public offering of the shares), the timing of winning the

lottery or auction, the timing of winning the auction, or the timing of finalizing the20

electronic commerce after the application under the tentative conditions is made,

assuming that the application under the tentative conditions is the execution of the

electronic commerce.

[0506]

[B6-4] Fourth Modification25

Next, as a fourth modification of the above embodiment, a case where the

position difference information of the user is acquired in the above embodiment or the
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above modifications, the time when the position difference information is acquired is

specified, and the time information indicating the time is used for the authentication

determination process will be described.

[0507]

The authentication server 30 of the present modification has a configuration for5

acquiring the position difference information of the user at the transaction execution

timing, the transaction execution related timing, or every transaction execution related

timing, and at that time, specifying the time when the position difference information is

acquired.

[0508]10

The authentication server 30 of the present modification has a configuration for

executing authentication determination process based on each piece of position

difference information including time information indicating the specified time.

[0509]

Specifically, when the authentication determination process of the supplier or15

the client is executed using the time information of the position difference information,

the determination processing unit 303 determines whether the moving speed or

acceleration of the supplier or the client is consistent.

[0510]

For example, the determination processing unit 303 calculates the moving20

speed or acceleration of the transaction target person based on the time information

associated with the previous position difference information, the time information

associated with the position difference information acquired this time, and the distance

between the two points of the previous and current position difference information.

[0511]25

The determination processing unit 303: determines whether or not the

calculated moving speed or acceleration is within a predetermined range on the
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transaction target person condition that the comparison result between the position

difference information and the reference distance related information of the above

embodiment; and determines that the supplier or the client is the authorized party when

the calculated moving speed or acceleration is within the predetermined range.

[0512]5

Specifically, the determination processing unit 303 determines whether the

calculated moving speed or acceleration is equal to or less than a reference moving

speed or acceleration (i.e., reference speed or reference acceleration) associated with the

reference distance related information.

[0513]10

The determination processing unit 303 determines that the supplier or the client

is the authorized party when the calculated moving speed or acceleration is equal to or

less than the reference moving speed or reference acceleration.

[0514]

The time information of the present modification indicates information of a15

term when the distance difference of the position difference information occurs

(hereinafter, referred to as "position difference period"), instead of the time information

of the time when the position difference information is acquired.

[0515]

The information may be the information of the position difference period from20

the time information associated with the previous position difference information to the

time information associated with the position difference information acquired this time.

[0516]

In this case, the position difference period is also used when calculating the

moving speed or acceleration of the transaction target person, as described above.25

[0517]

[B6-5] Fifth Modification
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Next, a description will be given of a case where the electronic commerce is

executed based on the result of the authentication determination process without

executing the authentication process in the fifth modification of the above embodiment.

[0518]

The authentication server 30 of the present modification has a configuration in5

which, when it is determined that the supplier, the client, or both are the authorized

parties, the result is provided to the transaction management server 11 or the terminal

device 20 that executes the electronic commerce.

[0519]

Specifically, the authentication server 30 is configured to manage reference10

distance related information of the supplier, which is information registered in advance.

[0520]

The authentication server 30 is configured to identify a transaction target person as the

supplier of the electronic commerce, based on the transaction target person information,

the supplier, transmitted from the transaction management server 11 or the terminal15

device 20 which executes the electronic commerce.

[0521]

The authentication server 30 is configured to execute:

(A1) the authentication determination process of determining authenticity of the

transaction target person (supplier) when the electronic commerce is executed; and20

(A2) the provision process of providing the determination result of the authentication

determination process to the transaction management server 11 or the terminal device

20 at the transaction execution timing.

[0522]

Specifically, the authentication server 30 executes the authentication25

determining process as in the above embodiment, and the authentication determining
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process based on the result of the determination of the executed condition determination

process. The authentication determining process includes:

(A2-1) a position information acquisition process of acquiring position difference

information indicating a difference between a current position of the transaction target

person at a timing corresponding to the transaction execution timing or the transaction5

execution related timing, and a position of the transaction target person at a past timing;

and

(A2-2) a condition determination process of comparing the acquired position difference

information with the reference distance related information of the user who becomes the

transaction target person, and determining whether the result of the comparison satisfies10

a given user condition.

[0523]

[B6-6] Sixth Modification

Next, as a sixth modification of the above embodiment, a case where the

authentication process of the electronic commerce is used for login process in the above15

embodiment or modification will be described.

[0524]

The authentication server 30 of the present modification is configured to

execute the authentication process of authenticating the login to the electronic

commerce service based on the determination result of the authentication determination20

process at a login execution timing when a user logs in to the electronic commerce

service that causes the user to execute electronic commerce.

[0525]

Specifically, the authentication server 30 of the present modification is

configured to:25

(A1) acquire, at a timing when the transaction target person logged in to the electronic

commerce service, as the position information acquisition process, the position
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difference information indicating a difference between a current position of the

transaction target person and a position of the transaction target person user at a past

timing (for example, a timing at which the transaction target person logs in to the

electronic commerce in the past), and

(A2) execute the authentication determination process of comparing the acquired5

position difference information with the registered reference distance related

information of the user when the login is executed, and determining whether the

comparison result satisfies the user condition.

[0526]

The authentication server 30 of the present modification may execute the10

authentication determination process at a timing related to the execution of login, such

as before the user logs in to the electronic commerce service.

[0527]

In this case, the authentication server 30 of the present modification may

acquire the position difference information at another timing, such as a timing when the15

user is not logged in to the electronic commerce service.

[0528]

[B6-7] Seventh Modification

Next, an electronic commerce system S14 is configured by a plurality of

servers according to a seventh modification of the present embodiment will be described20

with reference to Fig. 18.

[0529]

Fig. 18 is a system configuration of an electronic commerce system S14 in the

seventh modification of the embodiment.

[0530]25
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In the above embodiment or the above modification, the electronic commerce

system S13 may be constituted by a plurality of transaction management servers 11 or a

plurality of authentication servers 30.

[0531]

In other words, when the electronic commerce system S11 is configured by the5

plurality of transaction management servers 11, the electronic commerce system S14

includes the supplier and the terminal devices 20 and the transaction management

servers 11A and 11B for executing the process relating to the supplier, as illustrated in

Fig. 18.

[0532]10

The transaction management server 11A and the transaction management

server 11B establish a communication line through the network N and perform various

processes in conjunction with each other to perform various processes related to the

electronic commerce.

[0533]15

In the case where the electronic commerce system S14 is configured by the

plurality of authentication servers 30, the electronic commerce system S14 has

authentication servers 30A and 30B for executing the authentication process of the

supplier or the client in conjunction with the transaction management servers 11A and

11B for executing process of the supplier and the client, as illustrated in Fig. 18.20

[0534]

[C] Other

The present invention is not limited to those in the above-described

embodiments, and various modifications and variations can be made. For example,

words cited as broadly or synonymously in the description or drawings may be replaced25

by broadly or synonymously in the description or drawings.

[0535]
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The present invention includes substantially the same configuration as the

configuration described in the embodiment (for example, configuration with the same

function, method and result, or configuration with the same purpose and effect). The

present invention also includes a configuration in which non-essential parts of the

configuration described in the embodiment are replaced. The present invention also5

includes a configuration that achieves the same effects as the configuration described in

the embodiment or a configuration that can achieve the same purpose. The present

invention also includes a configuration obtained by adding a known technique to the

configuration described in the above embodiment.

[0536]10

Although the present embodiments of the present invention have been

described in detail as described above, it will be readily apparent to those skilled in the

art that many variations are possible without departing materially from the new matter

and effect of the present invention. Accordingly, all such modifications are intended to

be within the scope of the present invention.15

REFERENCE SIGNS LIST

[0537]

S ：Electronic commerce system

S1, S2, S3, S4 ：Network service provision system20

S11, S12, S13, S14 ：Electronic commerce system

10 ：Service management servers

11 ：Transaction management servers

20 ：Terminal device

30 ：Authentication server25

40 : GPS satellite

50 ：Database
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100 ：Processing unit

101 ：Communication control unit

102 ：Service providing management control unit

103 ：User information management control unit

105 ：Electronic commerce management control unit5

110 ：Timer management unit

170 ：Storage unit

171 ：Main storage unit

172 ：User information storage unit

180 ：Information storage medium10

196 ：Communication unit

300 ：Processing unit

301 ：Communication control unit

302 ：Position information management unit

303 ：Determination processing unit15

304 ：Authentication processing unit

310 ：Timer management unit

311 ：Information providing unit

312 ：Position information management unit

370 ：Storage unit20

371 ：Main storage unit

372 ：Position related information storage unit

380 ：Information storage medium

396 ：Communication unit

25
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CLAIMS

[Claim 1]

An authentication system for authenticating a given action when a user is

enabled to receive a given network service, comprising:5

a management unit for managing reference distance related information, which

is information registered in advance in a storage unit, and in which a reference distance

for authenticating an execution of the action by the user or information related to the

reference distance is defined;

an identification unit for identifying a user who instructs the execution of the10

action as a specific user based on user information relating to a user who executes the

action when the action is executed;

a determination processing unit for executing a determination process of

determining whether the specific user when the action is executed satisfies a given user

condition; and15

an authentication processing unit for executing an authentication process of

authenticating the execution of the action based on a result of the determination process

at an action execution timing at which the action is executed,

wherein the determination processing unit executes, as the determination

process:20

a position information acquisition process of acquiring difference

information at an action execution timing or an action execution related timing related

to the action execution timing, the difference information indicating a difference

between a current position of the specific user at the action execution timing or the

action execution related timing and a position of the specific user at a past timing; and25
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a condition determination process of comparing the acquired

difference information and the reference distance related information, and of

determining whether the result of the comparison satisfies a given user condition.

[Claim 2]5

The authentication system according to claim 1, wherein

the determination processing unit:

acquires difference information indicating a difference between the

current position of the specific user and the position of the specific user at a past timing,

every timing corresponding to a predetermined timing, as the position information10

acquisition process;

registers the acquired difference information in a storage unit as

recorded information of the corresponding user; and

executes the condition determination process of comparing the

recorded information of the specific user with the reference distance related15

information, and of determining whether the comparison result satisfies the user

condition.

[Claim 3]

The authentication system according to claim 1, wherein20

the determination processing unit:

acquires difference information indicating a difference between the

current position of the specific user and the position of the specific user at a past timing,

every timing predetermined as an action execution related timing, as the position

information acquisition process;25

registers the acquired difference information in a storage unit as

recorded information of the corresponding user; and
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executes the condition determination process of comparing the

recorded information of the specific user with the reference distance related

information, and of determining whether the comparison result satisfies the user

condition, before the action execution timing or a timing after the action is executed.

5

[Claim 4]

The authentication system according to any one of claims 1 to 3, wherein

the determination processing unit executes the determination process of

determining authenticity of the specific user when the action is executed based on the

determination result of the condition determination process as the determination10

process.

[Claim 5]

The authentication system according to any one of claims 1 to 3, wherein

the determination process unit:15

acquires, as the position information acquisition process, time

information indicating a time at the action execution timing or the action execution

related timing when the difference information is acquired; and

determines, as the condition determination process, whether the

difference information based on the time information satisfies the user condition with20

respect to the reference distance related information.

[Claim 6]

The authentication system according to any one of claims 1 to 3, further

comprising25

a provision unit for providing the user with an execution result of the action.
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[Claim 7]

The authentication system according to any one of claims 1 to 6, wherein

in the case where an electronic commerce is executed as the action, and the

reference distance related information has: information of a distance serving as a

reference for authenticating the electronic commerce; or information related to the5

distance,

the identification unit identifies, as the specific user, a transaction target person

who conducts the electronic commerce based on transaction target person information

that relates to a transaction target person who is at least one user of a supplier and a

client of the electronic commerce, and that is transmitted from an information10

processing device executing the electronic commerce, and

the authentication process unit executes the authentication process of

authenticating the electronic commerce between the identified supplier and the client

based on the determination result of the determination process at a transaction execution

timing at which the electronic commerce is executed as the action execution timing; and15

the determination process unit

executes the information acquisition process of acquiring position

difference information indicating a difference between a current position of the

transaction target person at a timing corresponding to the transaction execution timing

or a transaction execution related timing related to the transaction execution timing and20

a position of the transaction target person at a past timing, at the transaction execution

timing or the transaction execution related timing; and

compares the acquired position difference information with the

reference distance related information and executes the condition determination process

of determining whether the result of the comparison satisfies a transaction target person25

condition that indicates the user condition.
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[Claim 8]

The authentication system according to claim 7, wherein

the determination processing unit:

acquires, as the difference information, a position difference

information indicating a difference between the current position of the transaction target5

person and the position of the transaction target person at a past timing, every timing

predetermined as the transaction execution related timing, as the position information

acquisition process;

registers the acquired position difference information in a storage unit

as recorded information of the corresponding transaction target person; and10

executes the condition determination process of comparing the

recorded information of the transaction target person with the reference distance related

information, and of determining whether the comparison result satisfies the transaction

target person condition.

15

[Claim 9]

The authentication system according to claim 7 or 8, wherein

the information processing device registers the information relating to the

electronic commerce as electronic commerce information in a plurality of databases in a

distributed manner, and20

the electronic commerce information is formed by block information which is

blocked based on a plurality of pieces of electronic commerce information including the

electronic commerce information and a hash value determined from past commercial

transaction information when the electronic commerce is authenticated.

25

[Claim 10]
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An authentication method for authenticating a given action when a user is

enabled to receive a given network service, comprising:

managing reference distance related information, which is information

registered in advance in a storage unit, and in which a reference distance for

authenticating an execution of the action by the user or information related to the5

reference distance is defined;

identifying a user who instructs the execution of the action as a specific user

based on user information relating to a user who executes the action when the action is

executed;

executing a determination process of determining whether the specific user10

when the action is executed satisfies a given user condition; and

executing an authentication process of authenticating the execution of the

action based on a result of the determination process at an action execution timing at

which the action is executed,

wherein, as the determination process:15

acquiring difference information at an action execution timing or an

action execution related timing related to the action execution timing, the difference

information indicating a difference between a current position of the specific user at the

action execution timing or the action execution related timing and a position of the

specific user at a past timing; and20

comparing the acquired difference information and the reference

distance related information, and of determining whether the result of the comparison

satisfies a given user condition.

[Claim 11]25
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A network service provision system for providing a user with a given network

service including that a given action is authenticated when a user is enabled to receive

the network service, comprising:

a management unit for managing reference distance related information, which

is information registered in advance in a storage unit and in which a reference distance5

for authenticating an execution of the action by the user or information related to the

reference distance is defined;

an identification unit for identifying a user who instructs the execution of the

action as a specific user based on user information relating to a user who executes the

action when the action is executed;10

a determination processing unit for executing a determination process of

determining whether the specific user when the action is executed satisfies a given user

condition;

an authentication processing unit for executing an authentication process of

authenticating the execution of the action based on a result of the determination process15

at an action execution timing at which the action is executed; and

an execution control unit for controlling an execution of the action when he

execution of the action is authenticated by the authentication process,

wherein the determination processing unit executes, as the determination

process:20

a position information acquisition process of acquiring difference

information at an action execution timing or an action execution related timing related

to the action execution timing, the difference information indicating a difference

between a current position of the specific user at the action execution timing or the

action execution related timing at position of the specific user at a past timing; and25
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a condition determination process of comparing the acquired

difference information and the reference distance related information, and of

determining whether the result of the comparison satisfies a given user condition.

[Claim 12]5

The network service provision system according to claim 11, wherein

in the case where an electronic commerce is executed as the action, and the

reference distance related information has: information of a distance serving as a

reference for authenticating the electronic commerce; or information related to the

distance,10

the identification unit identifies a transaction target person who conducts the

electronic commerce based on transaction target person information that relates to a

transaction target person who is at least one user of a supplier and a client of the

electronic commerce, and that is transmitted from an information processing device

executing the electronic commerce as the specific user, and15

the authentication process unit executes the authentication process of

authenticating the electronic commerce between the identified supplier and the client

based on the determination result of the determination process at a transaction execution

timing at which the electronic commerce is executed as the action execution timing; and

the determination process unit20

executes the information acquisition process of acquiring position

difference information indicating a difference between a current position of the

transaction target person at a timing corresponding to the transaction execution timing

or a transaction execution related timing related to the transaction execution timing and

a position of the transaction target person at a past timing, at the transaction execution25

timing or the transaction execution related timing; and
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compares the acquired difference information with the reference

distance related information and executes the condition determination process of

determining whether the result of the comparison satisfies a transaction target person

condition that indicates the user condition.

5

[Claim 13]

A method for providing network services for providing a user with a given

network service including that a given action is authenticated when a user is enabled to

receive the network service, comprising:

managing reference distance related information, which is information10

registered in advance in a storage unit and in which a reference distance for

authenticating an execution of the action by the user or information related to the

reference distance is defined;

identifying a user who instructs the execution of the action as a specific user

based on user information relating to a user who executes the action when the action is15

executed;

executing a determination process of determining whether the specific user

when the action is executed satisfies a given user condition; and

executing an authentication process of authenticating the execution of the

action based on a result of the determination process at an action execution timing at20

which the action is executed,

controlling an execution of the action when he execution of the action is

authenticated,

wherein the determination process includes:

a position information acquisition process of acquiring difference25

information at an action execution timing or an action execution related timing related

to the action execution timing, the difference information indicating a difference
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between a current position of the specific user at the action execution timing or the

action execution related timing at position of the specific user at a past timing; and

a condition determination process of comparing the acquired

difference information and the reference distance related information, and of

determining whether the result of the comparison satisfies a given user condition.5

[Claim 14]

A user authorization system for executing determination relating to a user for a

given action when a user is enabled to receive a given network service, comprising:

a management unit for managing reference distance related information, which10

is information registered in advance in a storage unit and in which a reference distance

for authenticating an execution of the action by the user or information related to the

reference distance is defined;

an identification unit for identifying a user who instructs the execution of the

action as a specific user based on user information relating to a user who executes the15

action when the action is executed;

a determination processing unit for executing a determination process of

determining whether the specific user when the action is executed satisfies a given user

condition; and

a provision unit for providing a determination result of the determination20

process to an information processing device,

wherein the determination processing unit executes:

a position information acquisition process of acquiring difference

information at an action execution timing or an action execution related timing related

to the action execution timing, the difference information indicating a difference25

between a current position of the specific user at the action execution timing or the

action execution related timing at position of the specific user at a past timing; and
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a condition determination process of comparing the acquired

difference information and the reference distance related information, and of

determining whether the result of the comparison satisfies a given user condition.

[Claim 15]5

The user authorization system according to claim 14, wherein

in the case where an electronic commerce is executed as the action, and the

reference distance related information has: information of a distance serving as a

reference for authenticating the electronic commerce; or information related to the

distance,10

the identification unit identifies a transaction target person who conducts the

electronic commerce based on transaction target person information that relates to a

transaction target person who is at least one user of a supplier and a client of the

electronic commerce, and that is transmitted from an information processing device

executing the electronic commerce as the specific user, and15

the authentication process unit executes the authentication process of

authenticating the electronic commerce between the identified supplier and the client

based on the determination result of the determination process at a transaction execution

timing at which the electronic commerce is executed as the action execution timing; and

the determination process unit20

executes the information acquisition process of acquiring position

difference information indicating a difference between a current position of the

transaction target person at a timing corresponding to the transaction execution timing

or a transaction execution related timing related to the transaction execution timing and

a position of the transaction target person at a past timing, at the transaction execution25

timing or the transaction execution related timing; and
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compares the acquired difference information with the reference

distance related information and executes the condition determination process of

determining whether the result of the comparison satisfies a transaction target person

condition that indicates the user condition.

5

[Claim 16]

A user authorization method for executing determination relating to a user for a

given action when a user is enabled to receive a given network service, comprising:

managing reference distance related information, which is information

registered in advance in a storage unit and in which a reference distance for10

authenticating an execution of the action by the user or information related to the

reference distance is defined;

identifying a user who instructs the execution of the action as a specific user

based on user information relating to a user who executes the action when the action is

executed;15

executing a determination process of determining whether the specific user

when the action is executed satisfies a given user condition; and

a provision unit for providing a determination result of the determination

process to an information processing device,

wherein the determination process includes:20

a position information acquisition process of acquiring difference

information at an action execution timing or an action execution related timing related

to the action execution timing, the difference information indicating a difference

between a current position of the specific user at the action execution timing or the

action execution related timing at position of the specific user at a past timing; and25
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a condition determination process of comparing the acquired

difference information and the reference distance related information, and of

determining whether the result of the comparison satisfies a given user condition.

[Claim 17]5

An authentication system for executing authentication to log in to a given

network service for a user, comprising:

a management unit for managing reference distance related information, which

is information registered in advance in a storage unit and in which a reference distance

for authenticating login of the user or information related to the reference distance is10

defined;

an identification unit for identifying a user who instructs the execution of the

action as a specific user based on user information relating to a user who executes the

login;

a determination processing unit for executing a determination process of15

determining whether the specific user when the login is executed satisfies a given user

condition; and

an authentication processing unit for executing an authentication process of

authenticating the execution of the login based on a result of the determination process

at a login execution at which the login is executed,20

wherein the determination processing unit executes, as the determination

process:

a position information acquisition process of acquiring difference

information at a login execution timing or a login execution related timing related to the

login execution timing, the difference information indicating a difference between a25

current position of the specific user at the login timing or the login execution related

timing and a position of the specific user at a past timing; and
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a condition determination process of comparing the acquired

difference information and the reference distance related information, and of

determining whether the result of the comparison satisfies a given user condition.

[Claim 18]5

An authentication method for executing authentication to log in to a given

network service for a user, comprising:

managing reference distance related information, which is information

registered in advance in a storage unit and in which a reference distance for10

authenticating login of the user or information related to the reference distance is

defined;

identifying a user who instructs the execution of the action as a specific user

based on user information relating to a user who executes the login;

executing a determination process of determining whether the specific user15

when the login is executed satisfies a given user condition; and

executing an authentication process of authenticating the execution of the login

based on a result of the determination process at a login execution at which the login is

executed,

wherein the determination process includes:20

acquiring difference information at a login execution timing or a login

execution related timing related to the login execution timing, the difference

information indicating a difference between a current position of the specific user at the

login timing or the login execution related timing and a position of the specific user at a

past timing; and25
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comparing the acquired difference information and the reference

distance related information, and of determining whether the result of the comparison

satisfies a given user condition.


