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METHOD FOR TRANSMITTING AND STORING VALUE AND VALUE
STORE ELECTRIC POWER METER USING THE SAME

Technical Field |

The present invention relates to a value store electric power meter
of a new concept, and more particulaﬂy, toa value storing method by |
which the server of an electric power supplier or an'e!ectric power re-
seller transmits a value through a power line modem and storés the value
in a store _value. module (SVM) or an IC card and an electric power meter
of advance and direct payments without requiring' a metering.

Backaround Art ,

A conventional watt/hour meter for measuring the amount of
consumed electricity per hour in a certain périod by a meter man has
been used éo far in_all institutions éonsumi_ng electricity such as a home,
an office, and a public building. Such a first generafion electric power
meter is managed in a very complicated and expens'ivé way wherein a
meter man visits places in which the eiectric' power meters of homes and
businesses are installed and checks the difference between the amount of
power consumed at the previous measurement and the power |
consumption amount at the measuﬁng_ point in time, i.e., the amount of
consumption in a month or a certain period. A calculation of supply and
consumption results is completed by the supplier and a bill is printed and
mailed to the consumer after perfbrming_ a computational process such as
a data input and a calculation of the consumption amount, a consumer
taking a request for paymént paper and making payment, and processing
the request. The bill must be mailed once again for processing arrears
and nonpayment. |

As burglars pretending to be meter men have appeared and
measuring éosts contribute to a large part of electric pbwéf supplying
costs due to the increase of the personnel expenses of meter men, a
remote measuring electric power meter which is a sécond generation
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product is under_ consideration as a new measuring method and is
currently not widely applied. It is possibie to reduce the personnel
expenses of meter men by the remote measuring electric power meter.
However, the consumptlon amount every month must be computer
processed the bill must be mailed, and the arrears must be processed.
In partlcular the management of the remote. measurrng electric power
meter with respect to gas and water meters, which requires additional
power, and. communication lines such as a telephone line, or a radio, are
avoided by the supplier and the consumer. This is due to the rise in cost
caused by the operaﬁon between the gas and water meters, the server of
a remote measuring center and the installation and operation of
communication equrpment according to the addltron of a communication

function for remote measurrng
Therefore an IC card payment electnc power meter of a third

generatlon whlch reqwres no visual measunng can be considered. The

iC card payment electric power ‘meter can solve the problems of the

 electric power meters of the first and second generatlons to some extent.

However, the effectlveness of the IC card payment electnc power meter
depends upon how to perform processes of re—chargmg and calculating

value mformatron in an IC card. In partrcular when electric power is cut
out due to the complete consumptton of the value rnformatlon on the iIC

card, an unexpected accrdent may occur c

- Disclosure of the Inve'ntion

It is a first object of the present invention to provide value
transmitting and storing methods in which the server of an electric power

supplier or an electric power re-seller communicates with value store

electric power meters of the respective subscribers, stores value in a

‘store value module (SVM) inside the value store electric power meter

according to the present invention, and transmits added credit value
mformatron to and stores added credit value information in an IC card.
Accordmgly, suppliers or re-sellers create a high added value for
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consumers by increasing the effectiveness of management and
considerably reducing the price of electric power.
It is a second objeét of the present inyéntion to provide a value
storing method for storing value on the IC card by which it is possible to
use credit value information transmitted through a power line modem with

- all the meters in homes and factories, such as a gas meter, a water

meter, and a calorimeter for measuring heat energy, which are installed
and operated on an off-line basis. _

It is a third object of the present invention ti_) provide a value store
electric power meter by which it is possible for the electric power supplier
or the electric power re-seller to increase the effectiveness of
management by communicating with the host of an authenticated agency
through the power line modem and transmitting the credit value
information to and storing the credit value information in the IC card.
Accordingly, it is possible to reduce the price of electric power to
consumers by remarkably reducing incidental expenses related to 'electric
power supply and to omit inputting and calculating the amount of |
consumed electric power during a certain period, through the use of a
server for printing bills, and mailing and calculating the bills.

it is a fourth object of the present invention to provide a value store
electric power meter by which it is possible to completely solve all the
problems of the electric power meters of the first, second, and third

- generations, to swiftly and easily re-charge value, and to charge the

added value on the IC card using a value charging channel. Accordingly,
the value store electric power meter can be applied to various meters
such as the gas meter, the water meter, and the calorimeter.
Accordingly, it is possible to maximize the effectiveness of various
businesses.

Accordingly, to achieve the above objects, there is provided a value
store electric power meter for communicating with the server of the
electric power supplier through a power line modem included in the
electric power meter, storing value information in a value store module
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inside the electric power meter, calculating value according to the amount
of electric power oonsumptlon ‘and stopplng electric power supply when a

credit value is completely consumed.

According to an aspect of the present mventlon there is provided a
method for stonng credit information in a value store module in a value
store electric power meter by communication between a host and each
terminal through an electric power modem included in the value store
electric power meter which is a terminal, comprising the steps of (a) the
host generating first random data, sending the first random data to a
terminal, generatirig. a session key by a key generating algorithm using a
terminal intrinsic secret'key, 'generating a first signature value by a
signature generation algorithm for a comparison during a terminal-
authentication, and the terminal receiving the first random data and
generating the session key by the same method as the host, (b) the
terminal generating a second signature value by a signature generating
algorithm and second random data and sending the second random data
to the host, (c) the host comparing the first and second signature vaiues
and authenticating the terminal, the host generating a third signature
value ar_rd. sending the third signature value to the terminal with
information on an amount of money when the terminal is authenticated
and the terminal receiving the third signature value and the information on
the amount of money from the host, generatin_g-a fourth signature value,
and authenticating the host by comparing the third and fourth signature

~ values with each other, and (d) the terminal increasing the vaiue by

decoding the information on the amount of money and sending the value
obtained by encrypting a balance and a terminal ID using an encrypting

algprithm to the host and the host receiving the encrypted value, decoding
~ the encrypted value, comparing the stored terminal ID with the decoded |

terminal 1D, authenticating the terminal once again, and backing up the

balance in a record file when the authentication is completed.
According to another aspect of the present invention, there is

provided a value store electric power meter including an electric power
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line input and output terminal for measuring the amount of used electric

power, comprising an electric power consumption operating portion for
measuring the voltage and current of an electric power line and
calculating used electric power, an electric power modem for performing
data communication between the host and the terminal through the

- electric power line, a secure storing portion including a secure access

module (SAM) having a CPU and an encryption key and an encryption
algorithm for storing value and a store value module (SVM) for storing
value, for preventing the fraudulent use of the value information and
hacking, excluding a cryptographical attack, and requiring the
authorization process of the SAM in requesting a token from the SVM, an
on/off latch relay switch for breaking the supply of electric power

- according to the balance result of the SVM, and a token exchanger for

reducing a token from the value information input from the SVM according
to the amount of electric power consumed per unit time, the __SVM
requesting a new token to a token tank when an inner token is exhausted.
Preferably, the value store electric power meter further comprises
an IC card reading and recording portion to allow use with other meters
such as water, gas, and calory meters by inserting an IC card into the

-electric power meter, receiving value from the host on-line, recording the

received value on the inserted IC card, and reading the received vaiue
from the IC card. _ .

Preferably, the IC card reading and recording portion is applied to
water, gas, and heat meters employing an IC card method operated in an
off-line state by recording added value for things such as gas and water
in the IC card through the electric power modem, by which it is possible
to store electric power value in the 1C card by including a communication
port comprised of eight terminals defined by the ISO 7816 Part 2 having
Vee, Clk, DIO, Reset, and Gnd for synchronously and asynchronously
communicating with the IC card. _ _

. Preferably, the value store electric power meter further comprises
an AC/DC converter for supplying an operation voltage required by the

PCT/KR99/00233
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electric pdwer meter, a power consumption sensor for sensing that the |
electric power is normally used when the output of a sensor is “0" and
that terminals are bypassed and the electric power is surreptitiously used
when the output of the sensor is "1", and a buzzer for generating an

" audible alarm and guiding a user to perform value transfer and storage

when a last token is received by requesting a new token from the SVM
after the balance of the token exchanger is exhaustéd. .

" Preferably, the electric power consumption operating portion
comprises a shunt resistor for measuring an amount of AC: current, a
voltage divider for serially connecting two resistors and selecting from a
voltage range given by the ratios of the two resistors in order to adjust the
AC voltage of the electric power line within the range of the input voltage
of a voltage meter, an analog to digital converter for cbnverting an AC
current Signal which flows thfough the shunt resistor into a digital signal of
16 or 20 bits, and an analog to digital converter for converting an AC -

'voltage into a digital signal of 16 bits, wherein the phase of the voltage is

compared with the phase of the current and -an anglée by which the two
phases are different from each other is calculated and ‘output as a signal
for applying differential rates. '

N Prefera'bly', the value store electric power meter further comprises
an electric power é:onsump'tion table which is an electric power fee mode
table for differentially applying multiple step electric power use rates such
as 50%, 75%, 100%, 150%, and 200% according to electric power supply
and demand states on the basis of a real time clock: compnsed of year,
month, time, minute, and second.

Preferably, the value store electric power meter. comprises a non-
volatile memory storing a characteristic 3 byte ID number and recording
an electric power use state during a certain period of hours, days, or
months for remotely monitoring the surreptitious or abnormal use of
electric power and perfdrming an electronic sealing function.

' Pféferably. the value store electric power meter comprises an LCD
display for visually displaying the balance of the value, the transfer state
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of the value, the real time électric power consumption status, and the
accumulative electric power use states.

The value store electric power meter which can be used for simple
and sound fee payment means by a SET electronic commercial
transaction process using rjext generation credit and direct payment cards

~ of EMV '96 mixed with the IC card reader and rect:_order. further comprises

means such as a telephone, an Internet, a P-ATM (EMV '96), and a

- digital interphone for performing audio communication with a person in

charge of the host server or transmitting an audible message to help the
user with matters such as storage and a keypad foi' a user directly
requesting the value to be stored.

Preferably, the electric power input and output termlnal of the
electric power meter comprising a cover and physical sealing for
preventing physical tapping, prevents the surreptitious and abnormal use
of electric power. '

Preferably,.the value store electric power meter further comprises
an arrester circuit for absorbing lightning or a surge voltage on an electric
power line of a supplier. |

Preferably, the electric power meter ¢an request a voice message
from a person concerned with the service by a speaker and a key pad
switch of a digital intercom. Processes of transmitting and storing credit
value are facilitated by a person concerned with transmitting the voice
message service to'a_subscriber. '

Brief Description of the Drawings .

The above objects and advantages of the present invention will
become more apparent by describing in detail a preferred embodiment
thereof with reference to the attached drawings in which:

FIG. 1 is a flowchart illustrating a method for transmitting and
storing value according to the present invention,; |

FIG. 2 is a flowchart illustrating the flow of muiti-step differential
charge mode correcting commands (the exchange of an electric power
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charge system) by hours, days, months, and seasons applied to a value
store electric power meter according to the present inventidn;
FIG.3isa flowchart iliii’stratinQ processes for monitoring an
abnormal consumption of electric power such as conductance and -
preventing an illegal consumption by comparing the total power used by

- subscribers to the electric power meter acoordmg to the present invention

per unit of tnme ‘such as days, weeks or months with the total amount of
electnc power consumptton per unit time; '
FIG. 4 schematlcally descnbes a signature generating method and

~ an encryption method appl_le_d to the present invention;

FIG. 5 is a block diagram showing the inner structure of the value
stdre eléctric power meter according to the'present-.invention;

FIG. 6 shows the structure of a system according to the present
invention fo_r describing the flow of the value information; and

FIG. 7 is a split perspective view showing the exterior view of the

value store electric pOWer meter according to the present invention.

Best mode for carrying out the Invention |
Hereinafter, a method of transmitting and storing value according to

a preferred embodiment of the presént invention and the structure and
operation of a value store electric power meter without the need for visual
measurement by a meter using the same will be described in more detail.
The present im)ention can be applied to an electric power meter, a
gas meter, a water meter, and a calorimeter, employing direct payment
and pre-payment calculating methods mixed with an electronic purse
method. Here, the present invention will be restricted to the electric
power meter for convenience sake. Also, in all the communication
processes of transmitting and storing value according to the present
invention, a basic encryption algorithm triple-DES is applied.
Communication between a server host and an electric power meter
terminal is performed as follows. First, a task of making a session key
(Ks) is performed in the server and the terminal. An encryption algorithm
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triple-DES is applied through the session key. Also, when a task of
making a signature is necessary, a MAC CBC usihg the triple-DES is
used. When values are stored in the electric power meter terminal, a
value storage, an electric power use calculatmg mode table, a unit
charge, and a time to be corrected are stored. When values are read
from the electric power meter termmal the credit balance, date, month,
and year use details, the electric power use calculating mode table, the
unit charge, and timer hours are read, thereby provudmg information to

.detect abnormal use.

First, before describing the method for transmitting and storing
value according to the present invention, examples of the signature
generation and the encryption algorithm applied thereto will be described
hereinafter with reference to FIG. 4. | |

After the task of makmg the session key (Ks) i is performed in the
server and the terminal through communication between the server and
the value store electric power meter, the encrybtion algorithm triple-DES
is applied through the session key (Ks). Thé MAC CBC using the triple-
DES can be used for the task of sighature generation. Hereinafter, the
signature generation and the encryption algorithm will be described in
more detail with reference to FIG. 4.

For the signature generation, the magmtudes of original data are
made multiples of 64 bits by applymg padding in step 1. These are
D,--- and D, of FIG. 4. In step 2, the data values (D ) of the 64 bits

]
are F encrypted, applying triple-DES, according to an input key (K).

- Signature values are O,, - - -, and O, of step 3. At this time, values

obtained by adding the respective data values (D,) to signature values

(Oy.,) except for a first signature value O, are F encrypted.

For the encryption, the magnitudes of original data are made
multiples of 64 bits by applying padding in step 1. These are
D,, - - -, and Dy. Instep 2, the _t_riple—D_ES algorithm is applied to the F

-encryption. The encrypted messages are O, + - - - +0,, of step 3.

A master key (KH) of the host, an intrinsic secret key (KT) of each
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termtnal and a secret session kéy (KS)"' used in a communication
process, each havmg a magmtude of 128 bits, are used. The terminal
|ntr|nS|c key (KT) |s generated from the master key (KH) of the host. The
session key (Ks) rs generated from the terminal intrinsic key (KT). The
master key of the host’ (KH) and the terminal mtnnsrc key (KT) are
arbrtrarrly selected from various sets. -

The termmat intrinsic key (KT) is generated by encryptmg the ID of
the terminal by the tnple-DES algorithm using the master key (KH) of the
host An intrinsic key is stored in the terminal in a generation step and is
generated in the host in an mrtral stage of communication. Namely, KT =
Encrypt (ID, KH).

The session key (Ks) is generated by encrypting random numbers
R generated in the host by the tripleQDES algorithm using the terminal
intrinsic key (KT) whenever communication is performed. All the
encryptlons are perfon'ned using the session key (Ks) in the
communlcatlon process Namely, Ks = Encrypt (R,KT).

In the present invention, algorithms of (1) a value store command,
(2) a differential charge mode control command based on hours, days,
months.or 'seasons), and (3) use during days, weeks, or months and timer
information check command (abnormal monitoring are adopted) are
adopted. These will be described with reference to FIGs. 1 through 3.

First, the flow of the value store command will be descrrbed with

reference to FiG. 1.

STEP 10: The host generates ﬂrst random data (R1, R2, and n)
and sends the t‘ rst random data to the terminal. The session keyis
generated by the key generatlon algorithm usnng the terminal intrinsic
secret key (KT [n]) Namely, Ks = Encrypt (R1, KT [n]) For comparison
during a terminal authentrcatron a first stgnature value S1h = Sig (R2, Ks)
is generated by the srgnature generatron algorithm. The terminal receives
the first random data (R1 R2, and n) and generates the session key as
done in the host using the termmal mtnnsac secret key (KT[n]). Namely,
Ks = Encrypt (R1, KT[n])
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STEP 12: The terminal generates a second signature value Sit=
Sig (R2, Ks) by the signature generation algorithm, generates second

-random data R3, and sends S1t and R3 to the host.

STEP 14: The host can authenticate the terminal by comparing
S1h with S1t. ‘When the terminal is authenticated, the host generates a

“third signature value S2h = Sig (H+R3+EnAmnt, Ks) and sends S2h to the
“terminal with encrypted total amount of money information (EnAmnt).

Here, H is a header representing the value store command. The terminal
generates a fourth signature value S2t = Sig (H+R3+EnAmnt, Ks) and
authenticates the host by comparing S2h with S2t.

STEP 16: When the host is authenticated, the termlnal increases
the value, encrypts Balance + D as M = Encrypt (Balapce+lD,_ Ks), and
sends the encrypted value M to the host. The host authenticates the
terminal once again by decoding the encrypted value M as
Balance'+ID'=Decrypt (M, Ks) and comparing ID’ with ID. When the

. terminal is authenticated, the balance is stored on a record file.

The flow of the differential charge mode control command based
on hours, days, months, and seasons (the charge system) will be
described with reference to FIG. 2.

STEP 20: The host generates the first random data (R1, R2, and n)

- and sends the first random data to the terminal. The session key is

generated by the key generation algorithm using the secret key (KT[n}).
Namely, Ks=Encrypt (R1, KT[n]). For the comparison during the terminal
authentication, the first signature value S1h=Sig (R2, Ks) is generated by
the signature generation algorithm. . Th_e terminal receives the first
random data (R1, R2, and n) and generates the session key in the same
way as the host using the terminal intrinsic secret key (KT[n]). Namely,

-~ Ks=Encrypt (R1, KT[n]).

STEP 22: The terminal generates the seoond signature value
S1t=Sig (R2, Ks) by the signature generation algorithm, generates the
second random data (R3), and sends S1t and R3 to the host.

STEP 24: The host can authenticate the terminal by comparing
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S1h with S1t. When the terminal is authenticated, the host generates the

third signature value S2h=Sig (H+R3+Mode+Unit, Ks) and sends the third
signature value to the terminal together with the mode information and the
unit charge information. The terminal generates a fourth ‘signature value
S2t = Sig (H+R3+Mode+Un|t Ks) and authenticates the host by

comparmg S2h with S2t.

STEP 26: When the host is authenticated, the terminal converts a
charge system encrypts Balance+ID as M=Encrypt (Balance+ID, Ks) and
sends the encrypted value M to the host. The host authenticates the
terminal once again by decoding the encrypted value M as
Balance'+D'=Decrypt (M, Ks) and comparing ID' with ID. When the
terminal is authenticated, the balance is stored on the record file.

Finally, the flow of the use during days, weeks, or months and
timer information check command (used in the monitoring of abnormal
use) will be described in détail with reference to FIG. 3.

STEP 30: The host generates the first random data (R1, R2, and n)
and sends the first random data to the terminal. The session key is
generated by the key generation algorithm using the terminal intrinsic
secret key (KT[n]). Namely, Ks=Encrypt (R1, KT[n]). ‘The first signature
value S1 h=Sig (R2 Ks) is generated by the signature generation |
algorithm for the',compa'rison during the terminal authentication. The
terminal receives the first random data (R1, R2, and n) and generates the
session key as done in the host using the terminal intrinsic secret key
(KTIn]). Namely, Ks=Encrypt (R1, KT[n]).

STEP 32: The terminal generates the second sighature value
S1t=Sig (R2, Ks) by the signature generation algorithm, generates the
second random data (R3), and sends S1t and R3 to the host.

STEP 34: The host can authenticate the terminal by comparing
S1h with S1t. When the terminal is authenticated, the host generates the
third signature value S2h=Sig (H+R3+Time, Ks) and sends the third -
signature value to the terminal together with Time. The terminal
generates a fourth'signat'ure value S2t=Sig (H+R3+Time, Ks) and
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authenticates the host by comparing S2h with S2t.
| STEP 36: When the host is authenticated, the terminal encrypts an
mformatlon file (Info) including use details (Log), a differential charge
mode table (ModeTB), a termlnal time (Tlmer) the balance (Balance) and
the ID. | |
Namely, the terminél encrypts the Info by M=Encrypt (Info, Ks) and
sends the encrypted value Mio the host. Here,

~ Info=Log+ModeTB+Balance+D. The host authenticates the terminal once
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again by decoding the encrypted value M by lnfo’éDequt (M, Ks) and
corhparing ID' with ID. When the terminal is authenticéted, the use during
days, weeks, or months and timer information is backed up on the record
file and checked.

The value transmit and store encryption algoriihm applied to the
present invention was descnbed as mentloned above. In order to be
applied to a real electric power meter, the following items must be
considered.

The maximum number of the value store electric power meters
which can be connected to one pole transformer is restricted t0 256. Ina
pole transformer for convertihg 3.3KV into 220V supply voltage, one local
service & surveillance unit (LS) manages 250 value store electric bower

meters. LSs having different serial numbers are connected to thé second

side of the various pole transformers. One area service & surveillance
unit (AS) connected to a maximum of 256 LSs can manége 65536 value
store electric power meters. in managing the 256 LSs, one local server in
a tree structure can manage up to 16,000,000 ASs. However,
considering the performance and efficiency of the server, it is preferable
that the maximum number of the value store electric power meters

- managed by the local server be restricted. An ID of 3 bytes is given to a

general power line modem user and to the electric power meter modem
(micom) for the casé in which a sighal goes over the pole transformer to
the other side of 220V A micom having a bus scrambling functaon
protects an encryption algorithm and an encryptton key, prevents
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appropriation, or can selectively use a secure access module (SAM)
whuch is an IC card of a subscnber identifi cation module (SIM) type. An

_ electnc power amount calculatron a token tank, and a drsplay can be

performed usrng an additional microcontroller. At this tlme, it is checked
whether the control of the LCD display and the electric power use
calculation is hindered when the electricpower amount meter
communicates with the host itis consrdered that there i is a time limit in
providing time mformatlon to the electnc power meter. Namely, when it is
assumed that it takes one second to transfer time mformatron to a family,
it takes one hour to transfer the time informatron to 3,600 families. A real

"~ time clock is loaded in the electnc power meter and differential charges

are applied according to the times. The clock time is corrected and
monitored at all trmes The abnormal use of electrlc power is monitored
or digital sealmg is used for a case in which tappmg or hackrng is
performed by connecting the pOWer line modem to a PC.

‘The digital sealmg is systematlcally realized by compounding
software and hardware The digital sealmg for monitoring the abnormal |
use of the electric power is reahzed by a method in which the terminal
transmits details of the used power amount at a ‘point in time, for a period
of hours days, weeks or years to the server as 2.44 kilobyte of
information. The server records the m_formatlon in a database, compares
the recorded i_nfo_rmation with the information to be transmitted at the next
point in time, and compares the comparison result with the total amount
of used electric power for the same period. When a voltage is applied to
an output terminal at the state Where a latch relay cuts off electric power,
itis determmed to be a surreptltlous use of electnclty Accordmgly,
emergency information is transmitted to the server.

The tota! of the electnc power use detarls of the server can be
utmzed as a basis for makmg an agreement on prices advantageous o a
re-contract by applymg a reserve ratio during the purchasing of the
electrlc power by estimating the electricity use for period of days, ‘months,
or seasons on the basis of the total amount of electric power used for a
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period of hours, days, months, or seasons.

‘When a circuit breaker breaks the supply of electnc power due to
the stored credit value becoming exha_usted. a break by over current, a
break in a special case, or the u_s_e of the electric power by tapping a
power source at the front end of the'me_ter, the abnormal use of electric
power, is detected by a method of checking the presence of a load
voltage. | | | o

The credit value is transmltted and stored in the electric power

meter, the gas meter, the water meter, and the calorimeter via the power

fine modem. The electric power. cred:t value is stored in the SVM and the
remaining values are stored in the respecttve regions of the IC card
electronic purse. | . |

Hereinafter, the structure and operatron of the electric power meter,
made consadenng the above items, will be descnbed in more detail with
reference to FIGs. 5 through 7.. |

FIG. 5 shows the electnc power meter whlch transmits and stores
value information through the electric power line modem. In FIG. 5, a
latch relay 1 is an on/off latch type retay switch for bre_akmg the supply of
the electric power. A shunt resistor 2 measures an a'Iternating current
(AC) by a manganese (Mn) resistance of 0.1mQ. When the latch relay 1
is broken, a power consuntption sensor 3 senses normal use when the
output of the sensor is "0” and that terminals 1s and 1L are bypassed and
the_ ele_ctrio power is surreptitiously used when the output of the sensor is

-"1". A buzzer 4 requests a new token of credit vaiue to the SVM after the

balance of a token exchanger 10 is consumed and generates an audible
alarm., thus guiding the credit value transmission and storage by an
electric power user. A credit value/added value storage IC card 5
registers the card serial numb_er (CSN) of a subscriber IC card on a
management database' by the master key of the electric power re-seller
rnan_aging the credit value store electric pov\)er meter according to the
present invention and checks the presence of a registered legal CSN
when the server' is requested to transmit credit value, thus preventing the
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|llegal use of electnc power ”

" A voltage dlwder 6 adjusts 117, 220 and 240V AC voltages to be
wnthrn the mput voltage range of a voltage analog to dlgrtal oonverter (V-
ADC) The range of the voltage is selected by the ratio of two resistors
which are senatly connected AV-ADC 7 is a crrcurt for converting an AC
voltage analog slgnal into a 16 bit drgltal srgnal ‘A current analog to |
digital converter (l-ADC) 8 is a circuit for convertmg an AC current signal
which ﬂows through the shunt resistor 2 into a 16 or 20 bit digital signal.
An electric power consumptlon operatmg crrcult 9 calculates the electric
power (Watt) by. multlplyrng the digital srgnal of the V-ADC 7 by the digital
signal of the l-ADC 8 and converts the multrplrcatlon result into a pulse
number and width srgn_a_l. | The electric power _consumptlon operatrng

 circuit 9 compares the phase of the voltage with the phase of the current,
calculates an angle by which the two phas'es are different, and outputs a

phase difference as a slgnal thus applymg drl‘ferentsal charges to the
thlngs which temporanly use mductron load. The token exchanger 10

| _reduces tokens accordmg to the amount (Wattlhour) of the electric power

consumed per unrt time, requests new tokens from a ten unit token tank
when the tokens msrde the token exchanger 10 are consumed and

| reduces the new tokens accordrng to the amount of power consumptlon

If the ten unit token tank is consumed 100 unit tokens are requested for
the SVM to be descnbed later and the 10 unit token tank is filled again.
The tokens requested for the SVM 166 can be received’ through the
authentrcatlon process of the SAM 164 An RTC and power consumption
table 11 performs a drfferentral operatron of multr-step electric power
charges accordmg to an electric power supply and demand situation of
50%, 75%, 100%, 150% and 200% based on a real time clock comprised

of year, month day, hour mmute and second (YYMMDDHHMMSS)

An IC card reader and recorder 12 conformrng to ISO 7816 is a
communrcatlon port comprlsed of elght termrnals defined by I1SO 7816
Part 2 mcludmg _Vcc, Cik, DIO, Reset, and’ Gnd_ for synchronously and
asynchronously communicating with the IC card. Multi-purpose credit



10

15

WO 99/58987  PCT/KR99/00233
17

values for things §iich as electric power, gas, water hot water, heat

energy, and pay-TV are recorded on oné iC 'card by inserting a normally

issued IC card. into the electric power meter in an on line/off lines state.

After recording the value transmitted from the gas service server through

the value transmit and store electric power meter on the IC _card. the IC

card is taken out, inserted into the gas meter and the value information is

transmitted to the gas meter, thus reducing the Valué information on the

~card according to the amount of gas use. Accordingly, the value transmit

and store electric power meter can be operated in an off-line state.

A power line modem 13 performs data communication through the
power' line. Each modem is set by_one_among 256 power line modem ID
addresses (PLMID). An AC/DC power'source_ 14 supplies an operation

- voltage required by the value store electric power meter according to the

present invention. The three byte ID which is an intrinsic number of the
value store electric power meter is recorded on a ROM during production.
A non-volatile memory 15 comprised of a flash memory records an
electric power consumption situation during a certain period, i.e., the
details of the electric power consumption for 24 hours are found by
recording the amount of electric power consumption of the value store
electric power meter as 16 bit information every sixty seconds, the details
of the electric power consumption for a week by adding seven total
amounts of the daily electric power consumption together, and the details
of the monthly electric power consumption by adding thirty total amounts
of the daily electric power consumption to each other, monitors the
surreptitious use of electric power or the abnormal consumpﬁon of electric
power from a remote distance, and performs the electronic sealing. A
scrambled bus 16 including a central processing unit (CPU) 162, a secure
access module (SAM) 164 for keeping an encryption key and an
encryption algorithm for storing credit value, and a store value module
(SVM) 166 for storing credit value, prevents the fabrication and use of
credit value information, and hacking and excludes a cryptographical
attack. A liquid crystal display LCD 17 displayé fhe balance of the credit
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value, a trahsmission stafe, a real time electric power consumption
situation, and an accumulative electric' power consumption situation so as
to be distinguished Vi'sually by a user. A power Iine' input and output
terminal 18 is comprised of 1s, 2s, 2L, and 1L for connecting the input

and output lines of the electric power to each other and a cover for
| preventmg physical tappmg An arrester 19 is a circuit for absorbing

lsghtmng ora surge voltage .

An electric power meter for measuring electnc power of a particular
kind was described above. However, the electric power meter according
to the pfesent invenﬁon can measure the electric power of at least two
kinds by including the voltage divider 6, the V-ADC 7, the I-ADC 8, the
latch relay 1, and the shunt resistor 2 accordmg to the kind of the electric
power. Namely, when the voltage divider, the V-ADC, the I-ADC, the
latch relay, and t_he shunt resustor_are combmed so that at least two kinds
of power sodrdés wiih different \)OItages can be selectively or
slmultaneously used, the respectwe amounts of current being addlttonally

‘measured and operated.

The operatlon of the value store electnc power meter having the
above structure is descnbed as follows. As mentioned by the electric
power supplier or the electric power re-seller, the credit value from the
host is stored in the SVM 166 of each terminal through the power line
modem 13 using the credit value store method, each electric power meter

calculates charge according to the amount of electric power consumption

operated on by fhe electric power tmnsumption operating circuit 9,
compares the calculated charge with the balance of the credit value

information _stored in the SVM 166, and calculates the charge through the

token exchanger 10. When a balance of not more than a certain amount
is left in the SVM 168, the user is informed of the balance state by

" sounding a buzzer. When the balance is insufficient, the credit value is
transmitted from the host to the SVM 166 by-the above-mentioned credit

value store method or the power supply is broken by operating the latch

relay 1. The credit value information can be stored in the SVM 166 by
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communication between the host and the terminal in the value store
electric power meter according to the pfesent invention. However, itis
possib_le to transmit the electric power value_informatibn stored in the IC
card 5 to the SVM and store the transmitted information in the SVM by
inserting the electric, gas, water, and calorie IC card 5 for a family or an
establishment to which a legally issued certain amount of money is

~ recorded into the value store electric power meter according to the

present invention. _ B

That is to say, the electric power meter according to the present
invention displays the information such as monthly oonsumpﬁon amount
and card balance on the L_CD 17 installed therein by. using a certain
amount of electric power in a value range re_cord”ed in the SVM, and
sounds the buzzer 4 when the balance of no more than a certain amount
is left in the card. Accordingly, the user requests the server to transfer
the credit value. _The‘_credit value is automatically charged to an account
of a previously contracted bank or settled by a credit card. The electric
power value is received on-line ihrough a'power line and stored in the

SVM 166. The value is reduced according to a power use scale.

Accordingly, the electric power supplier and the electric power re-
seller can save costs by omitting pro'oesses.of reading a meter, inputting
and. calculating the amount of use, and printing 'and mailing a bill. A
power bill is paid in advance. Accordingly a process of re-charging

_arrears is omitted. Also, it is possible to lower the power bill due to

benefits from pre-payment interest, application of differential charges
according to the electric power use time, and the cost saved in the
difference between an electric power purchasing price and an electric

~ power selling price. The electric power seller can manage a high value

added business. _

In order to prevent the use of a fabricated card other than an IC
card legally issued by the_eleciric power supplier or the electric power re-
seller, the SAM 164 for authenticating th_e card is loaded into the electric
power meter. When the card is inserted into the térm_inal, the terminal



10

15

20

25

WO 99/58987 " PCT/KR99/00233
' 20

and the card authenticate each other. When the amount of money
information on the card is transferred by the terminal as the credit value,

| the terminal operates accordrng to the encryptron process shown in FIG.

1. Accordmgly, the use of the fabrrcated card is prevented A method of
volatrlrzrng an encrypted key, thereby drsablrng the terminal, during the
drsmantlrng of the meter can be considered agarnst the cryptographic
attack of a hacker for example the drsmantlrng of the value store electric
power meter in order to fabricate the terminal or the card. However, the
encryption algo'rith_m and 'the_ encryptéd key inside the terminal have only
an amount reduction key in which the credit value information is reduced
accordmg to the amount of the power consumptron Accordingly, it is not
possrble to mcrease the money or the credit valte information. In

‘particular, in the present invention, when a user/a subscnber contacts an

ARS server through a telephone ora drgltal rnterphone in order to request
a transfer of credit value the use amount is selectively settied using
credit card or bank account. The value transfernng process starts within
a range in which the payment ls guaranteed The process can also be
performed through Internet. In partrcular it is possrble to automatically
transfer the value when the value stored by the account automatic
transfer contract between the electric power sellerlthe electric power re-
seller and a financial institution |s reduced to a certaln scale, and for
people who have never used a computer or information communication
network. In partlcular in the case of performmg a payment request trade
by an SET electromc trade process with a direct payment card, the server
operating as a cybermall may put trade details into a digital envelop (DE),
which has the effect of signing the trade detalls Accordlngly, the trade
process cannot be denied or fabricated.

The realrzmg process and condition of the above-mentroned
present invention wrll be descrrbed m ‘detail heremafter

1) Processes of generating, transfernng, and storing credit value

Credit value lnformatlon is generated by commumcatmg and

| operatlng with the _subscrrber management database using the masterkey
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(Mk) of the electric power seller or the electric power re-seller. The ID
number of the subscnber whlch is requested by a power line LAN modem
is selected through area service & surveillance (AS) and local service &
surveillance (LS). | When the request for 'the subscriber ID number and the
communication are completed the Iegahty of the server and the terminal
is authenticated by the above-mentioned authentlcatlon process. When
the authentication is completed, the requested credit value information is
transferred. The credit value information transmitted throogh the power
line is stored in the store value module (SVM).

2) Processes of transferring and storing added value

The efﬁciency of the present invention is increased by adding an
added vaiue transfer function which can be used in connection with
power, gas, water, calorie, and hot water meters operating off-line by the
IC card without a separate communication line. The generation and
transfer of the added value are performed by the above-mentioned
processes of generating and transferring the value. .The added value is
stored in the IC card instead of the eleotr.i_c power meter. The added
value information for things such _és gas, water, hot water, and heat
energy stored in the IC card can be operated on, inserted into IC card off-
line water and gas meters which are compatible thh the IC card provided
in the Korean Patent Apphcatlon Nos. 98-6947 and 98-6948 ﬂled by the
same applicant. Accordingly, the efficiency of management is maximized.

3) Consumption of credit value information |

The credit value information stored in the SVM 166 is reduced ina
token exchanger (TE)} 10 according to the amount of power consumption.
The token is reduced per unit time by several miIiWatts, several watts, or
several kilowatts. When the token of a minimum unit is exhausted, the

~ credit value information is reduced by a process of requesting a new

token. _ _

4) Differential applioation of power consumption rate

An electric power use mode which can differentielly apply multi-
steps of electric power use rates according to time zones of weekdays
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and weekends seasons and months m which the amount of credit value

_used is selected by a program and automatlcally applted In‘the electric

power consumptron mode table 11 various rates can be dlfferentlally

_ applled accordlng to the tlme zones and the charactenstlcs of the supply
_and demand of electrrc power and electric power supply and use, for

example 100% at daytnmes of weekdays, a discount of 75% before and
after the daily work trmes of the weekdays a discount of 50% at midnight,
a premium of 200% at darly work times, and a premlum of 300% at 2 to 4
p.m. in summer dunng which the use of air condrtroners rapidly increases
is applled by a real trme clock (RTC) Since the separate TE 10 is
applred wrth respect to the same amount of electric power use, the stored
credit value is drfferentrally applled Accordmgly. the consumption of

| electrlc power ‘becomes optrmal dunng each time zone. Thus, the

efficiency of the supply and demand of electric power is maxrmrzed
Therefore, the electrrc power bill is reduced.
5) Balance checklng and automatic breaking -

. The credit value information of the SVM 166 is displayed on a
dlsplay devrce such as llquld crystal so that a user can check the balance
at any time. When the credit value is exhausted the token exchanger
informs the user that the last tokens are belng used by sounding an alarm
of an audible frequency When the credit value ls not re-charged before
the last token is consumed the supply of the electric power is broken by
sending a break srgnal to the Iatch relay serially connected to the power
line. | - |

in order to satisfy the above-mentioned various realization

_' processes and condmons the present mventlon can be used in

connection with the various gas and water meters where it is possible to
transfer the added value by the IC card on the basis of the value transfer
and value store electnc power meter with whtch it is not necessary to
read a meter based on the following structures and pnncrples

The value store electric power meter according to the present
mventron measures a voltage (V) and a current (A) in real time, calculates
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the amount of eléctric- power (W) using the electric power consumption
circuit, measures the consumption of electric power per unit time,

converts the stored value information into a tdken, reduces the token

according to the amount of consumption of electric power per unit time in
a token exchanger 10, and requests new credit valqe information when
the token is exhausted. Also, all the information the user should know

“such as the amount of remaining credit value information and a power

consumption state is displayed through aliquid crystal display screen 17.
When the last credit value information is converted into token form, the
user is informed by sounding an alarm having an audible frequency.
Accordingly, the credit value is re-charged. When the inner credit value
information is exhausted, the supply of the electric power is broken by

breaking the latch relay 1.

in the mode table (MT) 11 by which it is possible to differentially
apply the electric power rate by at least five steps, the real time clock
(RTC) differentially applies the electric power rates of various steps such
as 50%, .75%. 100%, 200%, and 300% according to the time zone and

- reduces the credit value information. Namely, though the same electric

power is used per unit time, the credit value of the SVM is differentially
reduced since the TE 10 applies multiple steps of electric power rates by
a time program defined in the MT credit. Accordingly, the consumption of
electric power becomes optimal during each ﬁme zone. Therefo_re, the
supply and demand of electric power are well balanced. A discount '
benefit according to the selective use by the user is given by the multiple
step electric power fare system. For example, a discount for night times
at which the supply of electric power is excessive can lower the power

. supply reserve rate of the power supplier. When_ offices intensively use

air conditioners in summer, a premium power fare is charged and a heat
storage system is induced. Accordingly, it is possible to give a discount
benefit to the electric power consumer such as a home or an
establishment.

The value store electric power meter according to the present
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invention has a scrambled data bus structure in which a CPU 162 and an
inner memory cannot be read by a lay person in order to prevent the
stored value from being fabricated and 'cryptcgraphically attacked. The
value store electrlc power meter is compﬂsed of the secure access
module (SAM) 164 into which the secret mtrmsnc key (KT[n]) and the
encryptron algonthm can be Ioaded and the store value module (SVM)
166. Should the hacker or the encryptlon attacker dismantie the electrlc
power meter in order to fabncate the credit value information, the
encrypted key and the encrypted algorithm of the SAM and the SVM
cannot be seen. The SAM, the SVM and the master key (Mk) of a host
computer are mutually autheh_ticated.' Thus, the SAM and the SVM can
transfer and store the credit value information by the above-mentioned
processes usihg the master key. The SAM and 't_he SVM can store credit
value'ihformaticr'\' and 'added value ihfonnation- in the IC card using the
master key. When the IC card is inserted into the electric power meter,
an answer to reset"(ATR) signal is received by sending a reset signal to
the card, the IC card and the terminal are mutuat'ly authenticated, the
credit value informat_ion is exchanged through -the SVM and the SAM, and

the credit value in_fc_rrnation is calculated with respect to the legal use of

the IC card. The credit value information is recorded by a separately
encrypted key (Mk) of an issuer. There_fore, it is not possible to increase

~ the credit value. Such processes are performed in compliance with the
international standard organization (ISO) 7816 Part1, Part2, Part3, Part4,

Part8, and Part10 and contain a"p_hys'ical standard, an electric signal, a
communication protocol, and an encryption process. At least two
encrypted keys ai-e' stored according to the request of the manager. One
encrypted key is updated by a distance of a certain time. ' The encrypted
key is selectwely used. Accordmgly, the fraudulent use of the credit value
is prevented. o |

The transferal of the credit value and the added value and the
monitoring of the legal use of the value are performed through an electric
power modem. ‘A power consumption sensor circuit is provided and
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- power use information is recorded in a non-volatlle memory (NVM) 15 in

order to monitor the surrept:tlous use of electnc power and punish illegal
use without having to visit a place in which an electric power meter is
installed and checking lead or tartar sealing_. Sueh a circuit can be
periodically monitored by the LS and the AS, thus performing an

. electronic sealing function without checking the physical lead sealing.

~ The value store electric power meter has a value store power
meter serial number (SVPMSN) of 3 bytes. The electric power modem 13
communicates with the LS by a modem identification number (M-ID)
address of 1/256. When the server of the electric power seller or the
electric power re-seller sees a”request_ to transfer the value, it starts a
short-distance communication with the value store electric power meter of
the subscriber according to an addressing process for selecting the M-ID
of the subscriber. -

~ The subscriber requests the transfer of credit value by contactmg
the ARS of the electric power seller or the eIectnc power re-seller by
telephone or a digital interphone 20 and a keypad 21, selecting the
settlement by credit card or bank account, and selecting the payment of
the transferred electric power credit value. Then, a credit value managing
server is requested to transfer the credit' value by the AN given by the
server of a credit card co_mpeny. The credit value managing server of the
electric power seller calls the M-ID through the AS and the LS, transfers
the credit value to the SVPM and stores the transferred credit value by
performing the above-mentioned value storing processes. |

" The LS sequentially monitqi's the power consumption state of up to
256 value store electric power subéc_ribers through the electric power
modem connected to the 117V/220V electric power line at a maximum
distance of 3Km. The LS sequentially calls SVPMs of address 1/256 - - -
n/256, checks and re-controls the internal real time clock change state of
the SVPM, controls a rate system mode, checks the CSN of the card,
backs up the balance of the credit value, checks the presence of
surreptitious and abnormal use of electric power, and downloads reports
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on the electric 'power consumption d'u'ring days, weeks, or months, thus

totalizing and estrmatmg demand for electnc power. The totalization and
estimation results are used as gurdes for negotlatmg the price of
purchasmg electnc power and re-oontrollmg the pnoe of supplymg electric
power. L : R

 inthe transferal and storage of the credlt the gas water, heat and
hot water meters other than the electric power meter conslst of a meter
wh»ch operates off-lme by usmg the IC card, without a separate
communication l|ne slnoe these mstallatuon envrronments are inferior and
a Ime oonstructron ls very compllcated 'When the added value
mformatlon transferred through the value store electnc power meter is
stored on the IC card and the IC card is mserted into the water, gas, and
heat meters added value tnformatlon is stored in each meter. The tokens
are reduced by the same credit value reducmg prooesses When the
credit vaiue mformatton is exhausted a valve for stoppmg the supply of
gas, water, heat, and hot water is closed. The efﬁclency of the present

: mventlon is mcreased with the added value transfemng function in which

it rs possrble to use the value transfer and store electric power meter
together with the added value service. The added value is generated and
transferred by the same p'rocesses of generating ‘and transferring the
credit Value The': added value is stored on the IC card instead of in the
electric power meter The added value mformatlon for things such as
gas, water, hot water and heat, is stored on the IC card by performing
the above processes and can be transferred into the IC card off-line
water and gas meters ‘which can hold the IC card provaded in Korean
Patent Appllcatlon Nos 98-6947 and 98-6948. '
Herernafter credrt value transfer request and processes in the

electnc power modem will be described with reference to FIG. 6. '

A subscnber IC card 52 is issued to those who wish to receive the
IC card, by u'sing a master key IC card 51 of the system rnanager in an
electric power re-seller 50. After settlmg the credit value for things such
as electncnty gas, water hot water and heat energy in cash or by credit
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card on the spot, a first credit value is stored on the IC card. The electric
power credit valué'on the card is stored in the eiec‘tnc power meter by

. inserting the IC card into the value store electric power meter of a user

55. When the IC card is inserted into the gas, water, hot water and heat
energy meters of the user 55, the credit value is stored in each meter.
After the first credit value storage, further credit_'valueladded value

storage is performed by the value transferring process using the electric
power modem. The value transferring and storage can be performed
using the telephone, the Internet, a P_-ATM (EMV ‘96), and the value store
electric power meter. The processes of transferring and storing the value
are performed with the abqve-mentioned encrypted algorithm forming.
The credit value/added value traneferfing channel is as follows. The
subscriber record information is taken from the subscriber database of the
host server of the electric power re-seller 50. The payment to a bank or a
VAN company is guaranteed, by a user seiecting one among a credit card
number, a direct payment card nLimber, and a bank account number. The
credit value information is encoded by the master key of the SAM. The

- ID of the subscriber value store electric power meter is called through the

AS and LS networks. The SAM and the master key are mutually
authenticated. Then, the credit value/added value information is
transferred. The local surveillance u.n_it (LS) downloads the electric power
use record for a period of hours, days, weeks, or months from the value

- store electric power meter, monitors the state of electric power use and

the balance of credit value on an hourly or daily basis, resets time,
downloads the electric power use mode and program, and monitors the
surreptitious and abnormal use of the electric power. Also, the amount of
money calculation is performed betweeh an amount of money calculation
system 54 of an electric power seller 53 and the electric power re-seller
50 by a method similar to the above-mentioned processes.

FIG. 7 is an exploded perspective view showmg the outer shape of
the value store electric power meter according to the present invention.
The value store electric power meter according to the present invention
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includes an LCD display 17 on th'e'u'pp_e'r portion of a front surface and an
input and 'output't'erminal 66 on the lower portion of the front surface.

~ The mput and output terminal 66 is connected to the electric power line

for mputtmg and outputtmg electnc power and is covered with a
surreptitious use prevention cap 64. A dlgltal interphone 20 and a value
transfer requesting key pad '2'1' are pr'OVided on the upper surface of the
surreptmous use preventlon cap 64. Also, an IC card inserting slit 60, into
which the IC card is inserted, is formed in one srde of the electric power
meter. The credlt value is stored in the iIc card and is read from the IC
card when it ls msrde the IC card msertmg slit 60. Also, a surreptitious
useIdrsmantle checkmg sealmg unit 62 for sealsng the electric power
meter so that electric power cannot be surreptmously used, is part of the
electric power meter. ' ' '

As descnbed above the present invention has been described only
with respect to the value store electric power meter via the power line
modem. Mutual necessary information can be exchanged via power line
modem commumcatlon between the server and the terminal. A general '
telephone line, a radlo_ frequency relay ‘communication line, and a cable
TV line can be nsed instead of the power line.

As menﬂoned above according to the present mventron it is
posslble to reduce visiting personnel expenses by omlttmg the process of
reading meters for things such as electric power, gas, water, and heat
energy, compute processrng expenses pnnt and mail bills, and bill for
mailing expenses. |

Also, it is possible to redu_ce foss due to uncollected electric power
bills and arrears, and to'give added value since the credit value is paid for

" in advance by a credit card or from a bank account. Accordingly, a power
supplier can give a high added value. |

" Industrial Apgllcabmg

The present invention descnbes a composite electric power meter
with which it is possible to solve the economic and security problems of
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having to visit and visually examine a conventional remote electric power

meter.
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What is claimed is:

1. A method for storing credit information in a vaiue store
module in a value store electric power meter by communication between
a host and each terminal through an electric power modem included in
the value store electric power meter which is a términal, comprising the
steps of: ' |

(a) the host generating first random data, sending the first random
data to a terminal, generating a session key by a key generating
algorithm using a terminal intrinsic secret key, generating a first signature
value by a signa’ture generation algorithm for a comparison during a
terminal authentié_at_ion, and the terminal receiving the first random data
and generating the session key by the same method as the host;

(b) the terminal generating a second signature value by a signature
generating algorithrh and second random data and sending the second
random data to the host;

(c) the host comparing the first and second signéture values and
authenticating thé terminal, the host generating a third signature value
and sending the third signature value to the terminal with information on
an amount of mbn'ey when the terminal is authenticated and the terminal
receiving the thii'_d signature value and the information on the amount of
money from the host, generating a fourth signature value, and
authenticating the host by comparing the third and fourth signature values
with each other: and o

(d) the terminal increasing the value by decoding the information
on the amount of money and sending the value bbtained by encrypting a
balance and a terminal ID using an encrypting algorithm to the host and
the host receiving the encrypted value, decoding the encrypted vaiue,
comparing the stored terminal ID with the decoded terminal iD,
authenticating the terminal once again, and backing up the balance in a
record file when the authentication is completed.

2. The method of claim 1, further comprising an electric power

| ORER) O D I
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charge system conversion step including the sub—steps of:

(a1) the host generating first random data sendmg the first random
data to a terminal, generating a session key by a key genera_t_mg
algorithm using a terminal characteristic secret key, generating a first
signature value by a signature generation algorithm for a comparison
during a terminal authentication, .and'a terminal receiving the first random
data and generating the session key by the 'same_method as the host;

(b1) the terminal generating a second signature value by a
signature geﬁerating algorithm and second fandom data and sending the
second random data to the host; | |

(c1) the host comparing the first and second slgnature values and
authenticating the terminal, the host generating a third signature value
and sending the third sxgna_ture value to the terminal with mode
information when the terminal is authenticated and the terminal receiving
the third signature value and ihe mode information from the host and
generatmg a fourth signature value; and

(d1) the terminal authenttcatmg the host by companng the third and
fourth signature values with each other, and the terminal converting a rate
system, generating an encrypted value obtained by encrypting the rhode
information and the terminal ID using the encrypting algorithm and
sending the encrypted value to the host and the host receiving fhe
encrypted value, decoding the encrypted value, comparing the stored | @
terminal ID with the decoded terminal ID, aufhenticating the terminal once .
again, and backing up the balance in a record file when the authentication
is completed.

3. The method of claim 2, furthef comprising a use information
check command step including the sub-steps of: _
- (a2) the host generating first random data, sending the first random
data to a terminal, generating a session key by a key generating
algorithm using a terminal characteristi_c secret key. generating a first

signature value by a signature generation algorithm for a comparison
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during a ten'mnat authentrcatron and a termrnal receiving the first random
data and generatmg the session key by the: same method as the host;
(b2) the termmal generatrng a second slgnature value by a

'srgnature generatrng algorithm and second random data and sending the

second random data to the host; .
(c2) the host comparrng the first and second signature values and

'authenttcatrng the termmat the host generatrng a thrrd signature value

and sendmg the thtrd srgnature value to the terminal with time information
when the termmal is authenticated and the terrmnat receiving the third
signature value and the trme unformatron from the host, generatrng a
fourth srgnature value and . '

(d2) the termmal authentlcatmg the host by comparing the third and
fourth signature values with each other, and the _termrnal sending the
value obtained by encrypting a logfile of use details using the encrypting
algorithm and 'sendt':rrg'the encrypted'valu'e"to' the host and the host
receiving the encrypted value, decoding the encrypted vaiue, comparing
the stored terminal ID with the decoded terminal D, authenticating the
terminal once ag'a"ih, and backing' uo'in'forrhatiOn':On use during days,
weeks, and months and a trmer ina record file when the authentication is

comp!eted

4. A value store electric power meter including an electric
power line input and output'terminal for measuring the amount of used
electric power, oorr\prising: | .

an electric power consumption operating portion for measuring the

voltage and current of an electric power line and calculating used electric

power; _
an electric power modem for performing data communication
between the host and the terminal through the electric power line;
a secure:storing portion including a secure access module (SAM)
having a CPU and an encryption key and an 'e"ncryp'tioh algorithm for

storing value and a store value module (SVM) for storing value, for
7
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preventing the fraudulent use of the value information and hacking,
excluding a crth_&ﬁiéphical attack, and requiring fhe authorization process
of the SAM in requesting a token from the SVM;

an on/off latch relay switch for breaking the supply of electric power |
according to the balance result of the SVM; and

a token exchanger for reducing a token from the value information
input from the SVM according to the amount of electric power consumed
per unit time, the SVM requesting a new token to a token tank'when an
inner token is exhausted.

5. . The value store electric power meter of claim 4, further
comprising an IC card reading and recordirig portion to allow use with
other meters such as water, gas, and calory meters by inserting an IC
card into the electric power meter, receiving value from the host on-line,
recording the received value on the inserted IC card, and readihg the

received value from the IC card.

6. The value store electric power meter of claim 5, wherein the
IC card reading and recording portion is applied to water, gas, and heat
meters employing an IC card method operated in an off-liné state by
recording added value for things such as gas and water in the IC card

-through the electric power modem, by which it is possible to store electric

power value in the IC card by including a communication port comprised
of eight termihals defined by the 1SO 7816 Part 2 having Vcc, Cik, DIO,
Reset, and Gnd for synchronously and asynchronously communicating
with the IC card.

7. The value store eléctric power meter of claim 4, further
comprising: _

an AC/DC converter for supplying an operation voltage required by
the electric power meter;

a power consumption sensor for sensing that the electric power is
[ —
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normally used when the output of a sensor is "0 and that terminals are

bypassed and the electrrc power is surreptltlously used when the output of
the sensor is "1";.and ' : '

a buzzer for generatrng an audible alarm and guiding a user to
perform value transfer and storage when a Jast token is received by
requestmg a new token from the SVM after the ba!anoe of the token
exchanger is exhausted |

8.  The value store electric power meter of claim 4, wherein the
electric power oon_éumption operating portion cornprises:

a shunt reaiator for rneasuring an amount of AC current;

a voltage ¢ aiuider for serially c'onnecting t\ho resistors and selecting
from a voitage range given'by the ratios of the two resistors in order to
adjust the AC voltage of the electric power hne wrthrn the range of the

" input voltage of a voltage meter;

an analog to digital converter for converting an AC current signal

~ which flows through the shunt resistor into a digital signal of 16 or 20 bits;

and
an analog to digital converter for oonvertmg an AC voltage into a

'dlgrtal signal of 16 bits,

wherein the_ phase of the voltage is compared with the phase of the
current and an angle 'by which the two phases are different from each

other is calculated and output as a signal for ap_plying differential rates.

9. The value store electric power meter of claim 4, further -

‘comprising an electric power consumption table which is an electric power

fee mode table for differentially applying multip_[e step electric power use
rates such as 50%, 75%, 100%, 150%, and 200% according to electric
power supply and demand states on the basis of a real time clock
comprised of year, month, time, minute, and second.

10. The value store electric power meter of claim 4, comprising

MO0 DA




10

15

20

25

WO 99/58987 - PCT/KR99/00233
35

a non-volatile memory storing a chara_cteristic 3 byte ID number and
recording an electric power use state during a cértam period of hours,
days, or months for remotely monitoring the sur(eptitious or abnormal use
of electric power and performing an electronic s'_ealing function.

11. - The value store electric power meter of claim 4, comprising
an LCD display for visually displaying the balance of the value, the
transfer state of the value, the real time electric power consumption
status, and the accumulative electric power use states.

12. . The value store electric power meter of claim 5, wherein the
value store electric power meter which can be used for simple and sound
fee payment means by a SET electronic commercial transaction process
using next generation credit and direct payment cards of EMV ‘96 mixed
with the IC card reader and recorder, further comprises: |

means such as a telephone, an Internet, a P-ATM (EMV '96), and

~ a digital interphone for performing audio communication with a person in

charge of the host server or transmitting an audible message to help the
user with matters such as storage; and
a keypad for a user directly requesting the value to be stored

13.  The value store electric power meter of claim 4, wherein the
electric power input and output terminal of the electric power meter
comprising a cover and physical sealing for preventing physical tapping,
prevents the surreptiﬁous and abnormal use of electric power.

14.  The value store electric power' meter of claim 4; further
comprising an arrester circuit for absorbing lightning or a surge voltage on
an electric power line of a supplier.

16.  The value store electric power meter of claim 4, wherein the
electric power line of a transformer for reducing 3.3KV to a generally used
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voltage of 110V/220V/240V further comprlses a current transformer for
measurmg the total amount of current, =~ S

‘wherein the electric power ‘meter is network connected to focal
service & surveillance units (LSs)' having power modems for
communicating with a maximum of 256 value store electric power meters

on the electric power line and an area service & surveiliance unit (AS) for

managing a 'rnax'imum_ of 256 L.Ss.

16. The value store electric power meter of claim 15, wherein
the host further comprises a server for an electric power seller and an
electric power re-s_eller for issuing an IC card to a subscriber with the use
of an IC card having a master key, automatically transferring value when
the subscriber reooests the value to be stored, monitoring and managing
the legal 'use of the value of the subscriber, totaling and analyzing the
detailed electrrc power status of the subscriber, thus re-determining a
pnce in purchasing the electric power,

wherein each server connected to a plurality of ASs manages and
monltors the value transfer and store electric power meter which can be

~ connected to the ASs and LSs in a tree structure and stores value in the

value transfer and store electric power meter.

17.  The value store electric power méter of claim 15, further
comprising a voltage divider, a voltage analog-to-digital converter, a
current analog-to-digital converter, a fatch relay, and a shunt resistor so
that if at least two kinds of electric power sources selectively use other
voltages or simultaneously use at least two kinds of voltages, it is _
possible to separately measure and operate the respective amounts of
current. '
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