WO 03/ 091963 PCT/ USO3 /12862 1 SUBSCRI BER SERVI CE SELECTI ON OVER

NON- CHANNELI ZED MEDI A FI ELD OF THE | NVENTI ON [ 0001] The invention rel ates
to the {J@bshopdssconmuni cations. Mre specifically, the pawvesizhog:rel ates
to subscriber service selection over non-channelized nmedi a. BACKGROUND OF
THE |1 NVENTI ON [0002] In the field of communications, the need for

hi gh- speed transm ssion of data including video and audi o has continued to
i ncrease. Mdreover, there has been anl increase in the selection of
services by which users can connect to a network, such as the Internet.
Speci f i c BUBSCRIBERFERVICE I SILECTHONOYER SON-CHANNEIJGEDMEBKhect i vi ty
to the Internet through | ower-speed connections at different rates, such
as 56 kilobits/second, by enploying a Plain A d Tel ephone Service (POTS)
line. Oher choices for connection, which are at higher speeds, into a
net wor k EBED Ofc THEINVENION ed  Services Digital Network (1SDN), Digital
Subscri ber Line, (DSL) .seryice (bo using a . POTS |ine), apd.cable nodem
servi cel¢ffd} aThﬁéﬂ"Gzlﬁi‘F’b ‘?f‘c‘?(‘lﬁi‘%ld@gﬁ?’g“ﬂ“l"r%t.‘m[so%%r]e seePEAlY> WSpr oaches

for network.connectivity for certain.connection services. (including cable
rodem sEVGTE) TR 1 trvriheh s SlefubF SR Toh AR RERL AT B0aG1 0 ¢ oget her
and treated as an individual entity. Such an approach does not allow for
i ndi vidual i zed accounting and/ or usage tracking for different subscribers

connect png-¢ @w%%jg@@nﬂer ast, other techniques (including DSL
service rviguartzed treatment of subscribers.
Di sadvapjpgfous the rleltestRohBmiI MRS theRsaiTSr lﬁ%ﬁ*—%b&h‘ 1ZRSmfefoh WRgaand/ or
hardware to be executing on the i ndi vi dual su scriber/client machines to
al | ow f pleldit Syidédslidviuditahds 20 timRaANe aftheasd. Maadoves; thedé hasigen 88T Vi ce
provides for this individualized treatnment by using software and/or
har dwar mctdasd inahé selectionof sdreicBoby vhich-users kan Esmiecttola neowerk, fiches tiet  ( PPPOE)
protocol. Accordingly, the costs of such services are increased to

Internet. Specifically, Internet Service Providers (ISPs) may allow for connectivity to

the Internet through lower-speed connections at different rates, such as 56 |
kilobits/second, by employing a Plain Old-Telephonc Service (POTS) line. Other
choices for connection, which are at higher speeds, into a network can include Integrated
Services Digital Network (ISDN), Digital Subscriber Line (DSL) service (both using a
POTS line), and cable modem service over a Radio Frequency (RF) cable line.

[0003]  Current approaches for network connectivity for certain connection services
(including cable modem service) are such that a group of subscribers are pooled together
and treated as an individual entity. Such an approach does not allow for individualized
accounting and/or usage tracking for different subscribers connecting to the network. In
contrast, other techniques (including DSL service) do allow for individualized treatment
of subscribers. Disadvantageously, these techniques require specialized software and/or
hardware to be executing on the individual subscriber/client machines to allow for this
individualized approach. In particular, DSL service provides for this individualized
treatment by using software and/or hardware that allows for the Point-to-Point Protocol
over Ethernet (PPPoE) protocol. Accordingly, the costs of such services are increased to

account for this additional software and/or hardware.



account for this additional software and/or hardware. WO 03/ 091963

PCT/ US03/ 12862 2 SUMMARY OF THE | NVENTI ON [ 0004] A nethod and apparatus for
enabl i ngoaBPsEs ber service sel ection over non- channel imgdssyweders?ar e
descri bed. In one enbodinent, a nethod conprises receiving a request from
a conputing device for an address. The request is to include a unique val ue
associated with the conputing device. The nethod al so conpri ses generati ng
a usernane based on the unique value The usernane is associated with the
conputing device. Additionall the usernane is bound to a context within
a net woSWMBVIARSHOF I N ment, the usemane is used to select a

ri ses assigning an address to the

cont ext_( onp _

conput i w@owevi Aanéihenrnd ppRITals OB SA2DTRE Blibseriper SEEViCeqelfEran B¥ETRneen t he
conputing devi ge and the net k ele t based gn the address.. [0005] In
an emboiEelized it i deoRR S BOTE ST Mg " PEUdSPMPRST B (IB8ar | bar .
device for a.source address.f ' Il ons i The ,request is

?r aco r(_3n| c?h tn a.n(gt rk..
to |h nglf_ﬁﬁ%"]ﬂ gﬂlﬂ ?j%?fPPTtl_ ‘ﬁ”t?ﬁh%fr e Sbs EF B Feloipgy %?j&'?‘ﬂ'rt‘)%ﬁ%lz?y_, t he
t hod | . S. v I I . ri ber device
1Enr3 om a Y& qlﬂﬁfw&tgﬁﬁ%g?ﬁ]op@%%&%%r& %Q%@i&o@%%&é&g@én&@&%& _at hod al so
CoD | AREARRIUL G heSAHEESAREITRE sl SURIALA R mdBhgRmpased on 1 he

converte entitlca n one e I ment., an apparatu COI’TpI’i Ses

a menorig,{R %H&ﬁt‘?or{%ll?}’tﬁ@%crﬁ’efme BYOLES 1 P4 ESRERSHHR b nBrwiRk ERNlent. THE

apparatus al so conprfses a control engine coupled to the nenory. The

cont r olynegidagnks, tHe Wemene iused 80/ 860t hRohtck6QBHIde). eThdRRHAd ARkoaN
identification of a conputing device coupled to the apparatus. The control
engi ne cofnpiides &SHingp GNRidedss td e bompetingddevieiwitiinakidé@soaas Aldrcultgs conput i ng
devi ce based on the context of the subscriber identifier. [0007] In an
enbodi rgenérated beevemmrtke edbrapmitig deoivpang de met o dléroent daskdt diethe hddressdes a

[0005] In an embodiment, a method includes receiving a request from a subscriber
device for a source address for communications in a network. The request is to include
an identification of the subscriber device. Additionally, the method includes converting
the identification of the subscriber device from a decimal value to a number of text
characters. The method also comprises assigning a source address to the subscriber
device based on the converted identification.

[0006] In one embodiment, an apparatus comprises a memory to store a number of
source addresses for a context. The apparatus also comprises a control engine coupled to
the memory. The control engine is to generate a subscriber identifier based on an
identification of a computing device coupled to the apparatus. The control engine is to
assign one of the number of source addresses to the computing device based on the
context of the subscriber identifier.

[0007} In an embodiment, a network element comprises a traffic card that includes a
port for receiving data from a client device. The traffic card is to receive a request for a
source address on the port. The request includes an identification of the client device.
The network element also includes a control card coupled to the traffic card. The control

card comprises a control engine. The control engine is to generate a subscriber identifier



port for receiving data froma client device. The traffic card is to
receive a request for a source address on the port. The request includes
an iden{id §:a@ids@n of the client device. The network el es@pisihsszi ncl udes
a control card coupled to the traffic card. The control card conprises a
control engine. The control engine is to generate a subscriber identifier
WO 03/ 091963 PCT/ US03/ 12862 3 based on the identification of the client
device. The control engine is to assi§n a source address to the client

devi ce based on the subscriber identifier. BRI EF DESCRI PTION OF THE

DRAW NGBafcaaf8he Eidntificatemtaf tidf clientdivinee e sanimel\engine et assigu esetrgod by
referring to the follow ng description and acconpanyi ng draw ngs which
iIIustraﬂéeonhh@nbﬁmﬁﬂﬁﬂ&gmwdwhﬁwwmhﬁéﬁﬁﬁ@EQWMEne for the Figures included
herein are such that the |eading nunber for a given elenent in a Figure is
associated wth the nunber of the Figure. For exanple, system 100 can be

ol onent SNEEOHGRIAIONAREE DRSS one i gur o5 Tn the dr awi nge:
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Figure fodddi eér%ta% il 2R lﬁ'e@seés%dlﬁgdthﬁ‘illfelﬂhﬁf%r%mlﬁfﬂéuﬁewrk el ement,

dat abase setfver operations and comruni cations therew th, according to

one enpogdiiENl s 1000ahbEeBiatedlin AR BA. Elcwbver, Blefen@nirhBats dicabs am f or
provi di ng subscri ber service selection over a non-channelized nedia,

accor di ggmd for titRe eldhnmitstnd aro thetsame incnoendifferent Figures. In the drawings:

[0009] Figures 1A-1C illustrate systems for enabling subscriber service selection
over non-channelized media, according to one embodiment of the invention.

[0010] Figure 2 illustrates a block diagram of a network element, according to an
embodiment of the invention.

[0011] Figure 3 illustrates a more detailed block diagram of a control card within a
network element, according to one embodiment of the invention.

[0012] Figure 4 illustrates a more detailed block diagram of a network element,
database server and operations and communications therewith, according 1o one
embodiment of the invention.

[0013] Figure S is a flow diagram for providing subscriber service selection over a

non-channelized media, according to one embodiment of the invention.

DETAILED DESCRIPTION

[0014] A method and apparatus for enabling subscriber service selection over non-
channelized media are described. In the following description, numerous specific details

such as logic implementations, opcodes, means to specify operands, resource



DETAI LED DESCRI PTI ON [0014] A nmethod and apparatus for enabling subscriber
servi ce selection over non- channelized nedia are described. In the

f ol | owivwng ostesio63 pti on, nunmerous specific details such a8The@sE2862

i npl ement ati ons, opcodes, neans to specify operands, resource WO 03/091963
PCT/ US03/ 12862 4 partitioning/sharing/duplication inplenentations, types
and interrel ationships of system conponents, and logic
partitioning/integration choices are4et forth in order to provide a nore
t horough understandi ng of the present invention. It wll be appreciated,
howev er partifigningyshana g/ Jupdicatipn implemantations. typrs andyeiprrelationships 196 systemat i ced

W t hout such specific details. .  In aotheyr jinstances, control structures,

gat e | espEIPQRERiS RdslogisPartifioninggintegEation cRAICES Ae Sehforth dnoiseioPradge anot  been

shown in de&ail Ln rder ..not t&'g obscure the invention. Tho of ordinary
Ski 1| {ToRHROieh Upptrsiandiae PN PSR ARERP: KoK b aPPieciehBPReYSs. | mpl ement
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characteristic. Mreover, suc rases are no necessarily referring to

the sangqaaRAdilMEthe afiUivith e inY8EY desPaptidnS WAl bd 83 1Y fnplemiftuct ure, or
characteristic 1s described in connection wth an enbodinent, it is

submi tta@ﬂrogﬁﬁ@tfuh&tidn‘éliwWﬁﬁ@thh&]&@%@%ﬁeﬂﬁti&i.. one skilled in the art to
effect such feature, structure, or characteristic in connection with other

enbodi Ifeg3y WRdfbencasrin (i spexiplcativinttb Yosteanbodiggint”, {fkModimedthe ahol | owi ng
description and clains, the terns "coupled" and "connected," along with
t hei r @eampletenviestimenty, die, wdedte thit thdambaliinentdedenitstdanaly inbbitde these t er s
are not intended as synonyns for each other. Rather, in particular
enbodi perticylar feateansinicbde, arghabetetigtisdbute vendingbadimentanay oe neeessarilg el enent s
are in _direct physical or .

include the particular feature, structure, or characteristic. Moreover, such phrases are not

necessarily referring to the same embodiment. Fuorther, when a particular feature,

structure, or characteristic is described in connection with an embodiment, it is submitted

that it is within the knowledge of one skilled in the art to effect such feature, structure, or

characteristic in connection with other embodiments whether or not explicitly described.

[0016] In the following description and claims, the terms “coupled” and “connected,”

along with their derivatives, may be used. It should be understood that these terms are

not intended as synonyms for each other. Rather, in particular embodiments,

“connected” may be used to indicate that two or more elements are in direct physical or

electrical contact with each other. “Coupled” may mean that two or more elements are in

direct physical or electrical contact. However, “coupled” may also mean that two or

more elements are not in direct contact with each other, but yet still co-operate or interact

with each other.

[0017] Embodiments of the invention enable subscriber service selection over non-

channelized media. In an embodiment, subscribers coupled to a network are identified

individually based on an identification of the client device, such as the Media Access



el ectrical contact with each other. "Coupled" nmay nean that two or nore
elements are in direct physical or electrical contact. However, "coupl ed"

may al sgoBAMdHat two or nore elements are not in dirgglGRphagt Wth
each other, but yet still co-operate or interact wth each other. [0017]

Enbodi ments of the invention enable subscriber service selection over non-
channel i zed nedia. In an enbodi nent, subscribers coupled to a network are
identified individually based on an $dentification of the client device,
such as the Media Access WD 03/091963 PCT/ US03/ 12862 5 Control (MAC)

addr ess Cohtrdl(®IAE) wdxirkisrud theavetworking card wehiol the pliend device. Aawilhbe | be
described in nore detail below, this identification is converted into a
user nandesctibed injmoreidetagielavy, thisédantifisatianye consigeind i a useaame tisi ber can be
assigned a source address that is associated with this usernane.,

Accor di Aejgye toshe sebscpbersuehhabiieisHicuPefran by apsagned; asoriredgddresy halis f or
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di agr an}lée'd'tb'%civf&e' sggciﬁg ﬁmww&ﬁﬁrsoﬁwl dnrrTlEe Sﬁaﬁ%dchﬁ;& service selection

over non-channellzeéd nedia, according to embodi nents of the invention. The

n et Een TR - - - to th
oper at i R@fi%ﬁm 1::1%81-3“5 IWE}F%%EIBSII&TI&%&%% ﬁgﬁéﬁii fhedaMidaub&irBeeReas: t0 the

syst ens t he wever, it should be understood that

the opegadctionsv&indnhahhdited dieay anaceordbficebsitipemnbedifRetsuf denoitimant s of
systens other than those discussed wwth reference to the bl ock di agrans,

and enbpgdirEndhowdiafois digdram {lustratings epeesionofdrierablingsubsmibenserdceper f or m
operations different than those discussed with reference to the flow
di agr amgelection over non-channelized media, according to embodiments of the invention. The
operations of the flow diagram will be described with references to the systems shown in
the block diagrams. However, it should be understood that the operations of the flow
diagram could be performed by embodiments of systems other than those discussed with
reference to the block diagrams, and embodimen.ts discussed with reference to the
systems could perform operations different than those discussed with reference to the
flow diagram.
[0019] Figures 1A-1C illustrate systems for enabling subscriber service selection
over non-channelized media, according to one embodiment of the invention. As will be
described in more detail below, a system 100 of Figure 1A illustrates a system of
communications that can be based on a number of protocols and configurations, while a
system 150 of Figure 1B and a system 160 of Figure 1C illustrate systems of
communications based on specific types of protocols and configurations. In particular,
the system 150 of Figure 1B illustrates a system of communications based on a cable
infrastructure, while the system 160 of Figure 1C illustrates a system of communications

based on an infrastructure that employs DSL/Asynchronous Transfer Mode (ATM) and

Ethemnet. These systems are by way of example and not by way of limitation, as other



[0019] Figures 1A-1C illustrate systens for enabling subscriber service
sel ection over non-channelized nedia, according to one enbodi nent of the

i nvent ivomo3/69s8 | | be described in nore detail bel ow, §C§ﬁ_§5§?8&p0 of
Figure 1A illustrates a systemof communications that can be based on a

nunber of protocols and configurations, while a system 150 of Figure IB
and a system 160 of Figure 1C illustrate systens of comunications based
on specific types of protocols and cénfigurations. In particular, the
system 150 of Figure 1B illustrates a system of comruni cations based on a
cabl e systemabasedonuatleer typeisiof pratecodsyaddvavib@dthudr tijieg of eonfGurdtions tamt es a
system of communi cations based on an infrastructure that enploys

DSI J As yEnpPsats gEnbodimenis ef theprenentiamMioresample; bobedimenBhd ke wysttens are by
way of exanple and not by way of limtation, as other W 03/091963
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el enent 104 is coupled to the database server rou he network 110.

I N anomBektvwsik Ad0MBN4n efbEdiRRhtYtidnth SRINmAR 40k 5 ccﬁ:ﬁﬂﬁl t6the furdtAge dat abase
server 108 through a network that is separate fromthe network 110. [0021]

| N oneseeverdOB neough themenedwa. Il Andther@nibodherd/tR@ nAMREmeh?d4 is! N an
enbodi ment, the network 110 is a wide area network (WAN). Further, the
net wordoupkd to the database server 108 through a network that is separate from the network

110.

[0021] In one embodiment, the network 110 is a local area network (LAN). In an

embodiment, the network 110 is a wide area network (WAN). Further, the network 110

may be a combination of different networks that couple the network element 104 to other

computing devices and network elements coupled thereto. In an embodiment, the

network element 104 is coupled to receive data from client device 102 over non-

channelized media

[0022] In one embodiment, the database server 108 stores data for a number of

subscribers and their associated subscriber connections. In an embodiment, the database

server 108 stores data related to authentication, authorization and accounting for

subscribers coupled to different network elements within a network. In one embodiment,

the database server 108 is a RADIUS server for storing this data regarding subscribers

and the associated subscriber connections. In one embodiment, the network element 104

enables subscriber service selection over non-channelized media, as will be described in

more detail below.



may be a conbination of different networks that couple the network el enent
104 to other conputing devices and network el enments coupled thereto. In an
enbodi MRAG 53441663 networ k el enment 104 is coupled to recei yeraabakeom client
devi ce 102 over non- channelized nedia [0022] In one enbodi nment, the

dat abase server 108 stores data for a nunber of subscribers and their
associ at ed subscri ber connections. In an enbodi nent, the database server
108 stores data related to authenticafion, authorization and accounting for
subscribers coupled to different network elenents within a network. In one
embodi mel#023] t Hgeratl BollseiratesaaystempBd0 for poutinpides is @p infrastrgetusetfor Ang t hi s
data regardi ng subscribers and the associ at ed subscrlber connectlons I n
one enbc@blesaYiroRRentn SIkao dhesystim il thesysigndSUcoBPEseHBF CBPY g

el o, S%v%éﬁé@fﬁ%g&%a Fdlsn il e e ise[%'@g?&meﬁ e ok 40t i eq a
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Accordi ng comuni cati ons between the “conputing device 102 and the

net work (g dehid ASandahd Retwbil dlegibnit 108 aldGuftattiiuih th2BF@meividik CMT'S
122. [0024] In an enbodi nent, the HFC network 120 is a cable infrastructure

that canbiap@thetdrdTsaAd2o frequency (RF) data communications of a nunber of
COWDUt ! 18024] In an embodiment, the HFC network 120 is a cable infrastructure that
combines the radio frequency (RF) data communications of a number of computing
devices 102 that are forwarded to the CMTS 122. In an embodiment, the CMTS
converts the RF data communications into data packets, such as Internet Protocol (IP)
packets, to be routed by the network element 104.
[0025]  Figure 1C illustrates a system 160 for routing data in an infrastructure for a
DSL and Ethenet environment. Similar to the system 100, the system 160 comprises the
computing device 102, the network element 104, the database server 108 and the
network 110. The system 160 aiso comprises a Digital Subscriber Line Access
Muitiplexer (DLSAM) 124, an Asynchronous Transfer Mode (ATM) network 126 and a
computing device 132.
[0026] As shown, the computing device 102 is coupled to the network 104 (via the
subscriber connection 112) through the DSLAM 124 and the ATM network 126. The
computing device 132 is coupled to the network element 104 through an Ethernet
communications 134.
[0027]  Asis known in the art, the DSLAM 124 is a device within a network that

combines a number of DSL communications into a single ATM transmission. The ATM

network 126 comprises a number of communication links for routing data based on the



devices 102 that are forwarded to the CMIS 122. In an enbodi nent, the CMIS
converts the RF data communi cations into data packets, such as Internet

Pr ot ocavo@bMi9spackets, to be routed by the network el ergiyshd4dzssk 0025]
Figure 1Cillustrates a system 160 for routing data in an infrastructure
for a DSL and Ethernet environnment. Simlar to the system 100, the system
160 conprises the conputing device 102, the network el enment 104, the

dat abase server 108 and the network 810. The system 160 al so conprises a
Digital Subscriber Line Access Miltiplexer (DLSAM 124, an Asynchronous
Tr ansf epTvbaOteaRTMpCrIERg I Im arserbrflizients BigsebImenieatipne &omsthe [ 0026] As
shown, the conpytin evice 102 is coupled to the network 104 (via the
subscri Q?E?P‘E’&ﬂrfg(‘f’ccr’gﬂg Isey ﬁ?tﬁ%ﬁ*%ﬁ@%&@&m% 204 axdaty based on Mt wor k 126. °
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comMUuNiGAtH QRS criBeaTh ite d6@IMEIGNO device 102 is received into the network
el enent 104 as data based on the ATM protocol. Additionally, as shown, the

conput ijpezgieViFiguie2ilARfatel 8 bRk \Wpigkam OF § ABMork CnfeA & ERE S Rased on the
Et hernet protocol through Ethernet = communications |1 nk 134" The operations

of t he caipotiBhEntiof kheshvaitied. ibn phitguat Figite 3 Glustiatds aifodaRailbdBRHckn nore

detail below [0028] Figure 2 illustrates a bl ock diagram of a network
el enentdjaghan of thenptvorkasiemenil0di Wehowh, thiRetwawieBleirent 104inpladéd cul ar
Figure 2 illustrates a nore detail ed bl ock

traffic cards 202-208. The network element 104 also includes a control card 210 and a
forwarding card 212.

[00291 In an embodiment, each of the traffic cards 202-208 and the forwarding card
212 can include a processor and memory. Additionally, the control card 210 is described
in more detail below in conjunction with Figure 3. The traffic cards 202-208, the control
card 210 and the forwarding card 212 are coupled to system buses. In an embodiment,
the control card 210 performs control, system configuration and management tasks for
the network element 104. For example, if the forwarding card 212 needs to be updated
with a new Internet Protocol (IP) address table, such data is received by the control card
210 and transmitted to the forwarding card 212, wherein such data is updated therein.
[0030] Additionally, as will be described in more detail below, the control card 210
includes memory that stores addresses assigned and/or to be assigned to client devices
coupled to the network element 104. For example, returning to Figures 1A-1C, when the
client device 102 is attempting to couple to the network 110 through the network element
104, a series of communications are exchanged between the client device 102 and the
network element 104 in order to assign an address to the client device 102 (as will be

described in more detail below).



di agram of the network el enent 104. As shown, the network el ement 104
includes traffic cards 202-208. The network el enent 104 al so i ncludes a

controlweal@ens® and a forwarding card 212. [00291 | n agrardeggisgent, each
of the traffic cards 202-208 and the forwarding card 212 can include a

processor and nenory. Additionally, the control card 210 is described in
nore detail below in conjunction with Figure 3. The traffic cards 202- 208,
the control card 210 and the forwarddng card 212 are coupled to system
buses. In an enbodi ment, the control card 210 perforns control, system
confi gufetdldn Marcomnabe fewardingsdasd £63 provides festbnblicling| paoketipracessingor
exanple, if the forwarding card 212 needs to be updated wth a new
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card 210 and transmtted to the forwarding card 212, wherein such data is
updat edtherteafies pards P@H208 candhsi qowawam9nwa§ewf|4ataﬁéana@s&§mndwsm ifre detail
bel ow, the control card 210, includges mem)r\é%t hat stores addresses assigned

and/ or &% cBBPISd & GHESLYOR sleTRENty) BRA/ILOMRENG AR CESH 3% TROWIARERWE dt enent
104. F I C 102
s attgfr%-ﬁ?qxrﬁ@g[yo‘@r FiHe S 2420k TR an i R o B lo S e
eSS HEQTIHOR A QRS sBlicad ﬁ?@i’&%@a&%i’%&? hEforSldif device 102

and the?r 0 assi an a ress to e client

devi ce aP&'é%l RLFR1963

PCT/ USO%&?%&%SWH%‘I: T%g?ﬁ%ﬁ/@&e%@?ﬂegtﬁw ?Soegl\%gra) #ﬁ(g@car tﬁ%@ gr ovi des for

buffe“&gd w??cﬁl'fﬁhe Hét%ﬁ?élbﬁ@nt ARdad QIVEY GHisBgbedlin Gasré dB@f elow, bei ng recei ved
the traffic cards 202-208. In particular, the traffic cards 202-208 can

be coupjgpd2f 0 BhéebSimeht &ah@némmamamths Besvay Whetdinplabid A&l ed to
ot her network el enents and/or conputing devices, as shown in Figure 1.

Accor di wgy ¥ lilofietidn, aé héteotlaglemen® Radag othee aickieccand] donfigamitibndatna traffic
fromand to data transm ssion lines coupled thereto. Such data traffic is
t r ansm int@gotate ¢rhbodimemt oflthegpresent invention. Examples of other network elements

that could incorporate embodiments of the present invention could have multiple

forwarding cards orlhave a single line card incorporating the functionality of both the

forwarding and the controlling. Moreover, a network element having the forwarding

functionality distributed across the traffic cards could incorporate embodiments of the

present invention.

[0033] Figure 3 illustrates a more detailed block diagram of a control card within a

network element, according to one embodiment of the invention. In particular, Figure 3

illustrates a more detailed block diagram of the control card 210 shown in Figure 2. As

shown, the control card 210 comprises a processor 310, a memory 320 and a control

engine 302. The processor 310 is coupled to the control engine 302 and the memory

320. The forwarding engine 302 is coupled to the memory 320.

[0034] The processor 310 may comprise any suitable processor architecture. The

control card 210 for other embodiments may comprise more processors any of which

may execute a set of instructions that are in accordance with embodiments of the

invention.



card 212, where this traffic can be buffered, processed and/or forwarded to
other traffic cards within the network el enment 104, as will be described

in moreg, %Eﬁﬁlbﬁfel ow. [0032] The enbodi nent of the netmx}rcl%@egg BN 104 is

by way of exanple and not by way of limtation, as networ enents having
other architectural configurations can incorporate enbodi nents of the
present invention. Exanples of other network elenments that could

i ncor porate enbodi nents of the preseny invention could have multiple
forwardi ng cards or have a single line card incorporating the functionality

of bot HooBs] fAdMRLIAING adsHbwi) heCaehoB] 3203Ebred\VDHIGANE lof a8dBSeyB0kA £l ement
havi ng the forwarding functionality distributed across the traffic cards

coul d iMcotdinesaée3@AAMImenthesoiddrésses for dxsnbndt34eA; whike add€38J Figure 3 *
illustrates a nore detailed block diagramof a control card within a

net wor K308He3ROM arathosy atidngss¢sdfopnthe sebipn bl nccofdingle, d subeett340Ttan| n
particular, Figure 3 illustrates a nore detailed bl ock diagram of the

cont r olingadedor®1@ smunper of addirepses  Addifignallyhasshownhthe subnatB4e3d0210

conpri ses a processor_ 310, a nenory 320 and a control engine 302. The

pr oces &% WBhm qontedupiladl.t fceaidingbne contexti§lsan oudgmae tpa numheir9f  320. The
forwarding engine 302 is coupled to the nenory 320. [0034] The processor
310 na?d%ﬁs&sggg- any suitable processor architecture. The control card 210
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access memory (DRAM) for example.

[0037] In an embodiment, the control engine 302 is a process or task that can reside
within the memory 320 and/or the processor 310 and can be executed within the
processor 310. However, embodiments of the invention are not so limited, as the control
engine 302 can be different types of hardware (such as digital logic) executing the
processing described therein (which is described in more detail below).

[0038] Accordingly, the control card 210 may include a machine-readable medium on
which is stored a set of instructions (i.e., software) embodying any one, or all, of the
methodologies described herein. For example, software can reside, completely or at least
partially, within the memory 320 and/or within the processor 310.

[0039] The operations of subscriber service selection over a non-channelized media
will now be described with reference to the block diagram of Figure 4 and the flow
diagram of Figure 5. Figure 4 illustrates a more detailed block diagram of a network
element, database server and operations and communications therewith, according to one
embodiment of the invention.

[0040]  As shown, the network element 104 includes ports 420A-D, interfaces 422A-

D and contexts 350A-1. Alithough Figure 4 illustrates messaging and operations related



are within contexts 350A-1. Accordingly, a context 350 can include one to a
nunber of addresses 306. [0036] In an enbodi nent, these addresses are

sour ce Wi Rfpglss Protocol (I P) addresses to be dynam caldpysassigned to

clients/subscribers that are coupled to the network el ement
menory 320 may al so store other data and/or instructions, for

104. The
exanple, for

the control card 210 and nay conprise any suitable nenory, such as a
dynani c random access nenory (DRAM Itor exanple. [0037] In an enbodi nent,
the control engine 302 is a process or task that can reside wthin the
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processor 3 10. However, enbodi nents of the invention are not

so limted,

as the pews, inprfacengntheomuns eiihe petwerk Flefrrémlfi‘wesncdvd%taﬁ HRaTEIngsieh as
digital |ogic) executing the rocessi n%%%%crl ed therein (which is

descr i beperatipriypiestigicda i apempggiment g 38

PHFAETSATC A¥eciBbA Mt 2 card 210

| ud bl di d
[t 1 UCERBRECR PLAMONEE %%a%eﬁeﬁf} mwge@eeﬁg Rotodedith sa?enfw&

Comi ot MIGIET ST eru@imgl fioss S50 ¥ R bt PG SB 5] G?

br ocessor 3 0p [ 003R). (15 ARRHH D 1Ee0n SRS BEOR asSRENEF SR

non- cha?*lne Ize now SCri erence t

W|thin t he
i on over
e bl ock

a

di agr an ds@{ a| c%ﬁ:[ﬁ%lg @gldeﬁ &fht 8 mﬁeruagh%nﬁwws%éets Eia%'&rﬁ Asaal lustrates

a nore

ck”di agram of a network el enent, datab ase server and

oper at i QbR a&%@(&gth&?ﬁetmwaﬁ)ad@a‘é%Eﬂhﬂ@ﬁQ)EH'@yn afidigi ment  of
the invention. [0040] As shown, the network element 104 includes ports

420A- D, assighed {ARBsCribéR2henthansle coi@XlothShvolk cldnemoLgh T Il e

Il lustrates nessagi ng and operations related 4 A WO 03/091963

PCT/ USOidjudiz86,2 first ISP could be associated with the context 350A, while a second ISP could

be associated with the context 3501, etc.

[0042] The database server 108 comprises a number of subscriber records 450 and a

number of subscriber accounting records 452. In an embodiment, a given customer

premise equipment (CPE) coupled to the network element 104 has an associated

subscriber record 450 and an associated subscriber accounting record 452. For example,

a subscriber using client device 102 that is connecting to the network 110 through the

network element 104 has an associated subscriber record 450 and an associated

subscriber accounting record 452. While Figure 4 illustrates the network element 104

and the database server 108 as two separate elements, embodiments of the invention are .

not so limited. For example, in another embodiment, the database server 108 and/or the

records therein can be incorporated into the network element 104,

[0043] Additionally, as shown in Figure 4, the network element 104 and the database

server 108 are receiving and transmitting a number of different messages as well as

performing a number of operations. The network element 104 is coupled to receive an

address request message 402. The network element 104 is to transmit a request for

context message 404 to the database server 108. The database server 108 is to transmit a

bind to context message 406 back to the network element 104, in a response to this



11 to one port coupled to one interface of a context, in other
enbodi nents, the different ports, interfaces and contexts of the network

el enentyd9fenags i ncl ude the nmessagi ng and operations ilpgatsosimzg: | n an
enbodi nent, a nunber of interfaces are associated with a given port. In
anot her enbodi ment, a single interface is associated with a given port.
[0041] In an enbodi nent, contexts 350 are nodul es/units associated with a
given service. For exanple in an enddi nent, a given content 350 is
associated with a given |SP. Accordingly, a given content 350 can include
a numbeeqesst. shgdisiogallys Hie nebweiki adement lﬁg PREprmsia bigd pperaien. (e §ind tpnt er net
Protocol (1P) addresses) that are . to be dyn%n‘i cally assigned to

subscr iiBeiiae pReraton 449, tgbind ihe 3ssignedadprcss 1os thgogikereyubserier ke To hel p
Rt Gt e ER ABs o
hanber AT sy eh 416 BRSR TF bl SEAREL0%, oS MR DSy SR T B e
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record %ﬁ. For exanple, a subscriber using client device 102 that is
connecting fo the network 110 through the network el enent 104 has an

associ ghel)S UGA GaitRElar 'IERFS 2P0 diRRaR FRQROAHRY suBkhBEl dcbREe accounting

record 452" Wiil'e Figure 4 illustrateS the network el ement 104 and the

dat abasgles@sn/eVer HdBnahakndlizéERRAR! focotdRERiche caitdarhdR BF theQhvdnioni nvent i on
are not so |limted. For exanple, in another enbodi nent, the database

server The®pandbaof thedlow diagras 500w ilebadesasibdaewith eeiéenceatoahk éxvniplidye net wor k
el ement 104. [0043] Additionally, as shown in Figure 4, the network el enent
104 andyitéms stadvabBigeresdet.ver 108 are receiving and transmtting a nunber of
different nessages as well as performng a nunber of operations. The
net wor K0@45¢ medn blcgk 508, axegpese fortap addeess fremghe clignd devise 1@gisgsteivaslssage 402.
The network elenment 104 is to transmt a request for )

With reference to the exemplary embodiment of Figure 3, the control engine 302

receives this request. In an embodiment, the request includes an identifier of the client

device 102. In one embodiment, the identifier of the client device 102 is the Media

Access Control (MAC) Address of a customer premise equipment (such as the network

card) within the client device 102 that is communicating with the network element 104.

In an embodiment, the request is based on the Dynamic Host Configuration Protocol

(DHCP), which allows for the assignment of Internet Protocol (IP) addresses to clients

being coupled to a network, as is known in the art. In one such embodiment, the request

from the client device 102 is a DHCP discover request, which is requesting an IP address

from the network element 104. Returning to Figure 4 to help illusfrate, the address

request message 402 is received into the network element 104 at the port 420A. This

address request message 402 is being transmitted by the client device 102 (not shown in

Figure 4).

[0046] In block 504, a subscriber identifier is generated based on the client identifier.

In an embodiment, the client identifier is converted into the subscriber identifier. With

reference to the exemplary embodiment of Figure 3, the control engine 302 generates this



context nessage 404 to the database server 108. The database server 108 is
to transmt a bind to context nessage 406 back to the network el enment 104,
in a repapiss@idsd this WO 03/091963 PCT/ US03/ 12862 12 rmouesisi12862
Additionally, the network el enent 104 performnms a bind operation, (the bind
to interface operation 408), to bind the assigned address for the given
subscriber to the interface 422 for the context 350A. The network el enent
104 is to transnmit a return address ldessage 410 back to the client device
102. A nore detailed description of these nessages and operations is set
forth bebbsariber idemifienchn aprembadiments !hé\ﬁﬂbﬁcaéﬂaﬁﬂﬁ%@r@fa usergpedode [ 0044] In
particular, Figure 5 is a_ flow diagramfor providing subscriber service

sel ect | @sosiatad wiithh s Jieahdrie 02 hene embedimspiathepubesrBidshBfaRTiifdnt of the
i nvention. The operation of theflo di agr a be described with

r ef er en@Bmbgr eiexichanpesthat copeshond 1 %ﬁla]gntg'ger%ar eXaFPAS N f bl ock 502,
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of the DybEhis ceilfiEhons B oPeSTREALTRR nabilE 12 FLSE P ARSI el i ent
devi ce g:t?l‘?tfdl%n%xg b?gér%rat%QEgﬁalong%Ee% cl(%@rs“qqqr @i5§'68u§%5 premse

equi pnen suc e ne card) wthin the client devic that is

CONMMUNI gk, ngﬁd!cfrﬂalhhﬁalé‘ﬁtc\éﬁﬁ&c@ t6 T Rhrad@fithat éd?re%gmﬁgt?@merﬂéﬂﬁdechﬂﬁ request

is based on 't nam ¢ Host Configuration Protoc , which allows

for thevﬁﬁé((ggrﬁﬁﬂ'h Pf. HoW SR imtddah@tobs the Mveaded 88910654 H‘mﬁbd epés being
coupled to a network, as is known in the art. In one such enbodi nent, the

request exénﬁplmxhbmebmemmﬁﬁmgaﬁcbﬁ&olleagmemandgmea difegeest , whi chis
requesting an I[P address fromthe network el ement 104. Returning to Figure

4 t o hekybscilibansdeméifier, (bhted cmdtie eSent identjliest usimescethgreopéORions, sneltas ved i nto the

network el enent 104 at the port 420A. This
different ciphering operations, etc. To help illustrate, the control engine 302 could
convert the hexadecimal values from the MAC address to a binary value and add a
constant value to this binary value and convert the individual binary values into a
corresponding text character.
[0047] In block 506, the context 350 for the subscriber (client) and associated
subscriber attributes are retrieved. With reference to the exemplary embodiment of
Figure 3, the control engine 302 retrieves the contexi for the subscriber and the
associated subscriber attributes. In one embodiment, the control engine 302 retrieves the
context and the attributes from the database server 108, which stores a corresponding
subscriber record 450 for this subscriber. In an embodiment, the control engine 302
transmits the subscriber identifier to the database server 108, wherein the database server
108 retrieves the context and the associated subscriber attributes from the subscriber
record 450. Returning to Figure 4 to help illustrate, the request for the context message
404 is transmitted from the network element 104 to the database server 108. The

database server 108 transmits the bind to context message 406 back to the control engine

302.



address request nessage 402 is being transmtted by the client device 102
(not shown in Figure 4). [0046] In block 504, a subscriber identifier is
gener atyed ¢hagegs on the client identifier. In an enbodi mentyscbigsse! i ent
identifier is converted into the subscriber identifier. Wth reference to
t he exenpl ary enbodi nent of Figure 3, the control engine 302 generates this
WO 03/ 091963 PCT/ US03/ 12862 a 13 subscriber identifier. In an enbodi ment,
t he subscriber identifier is a userndfie to be associated with this client
device 102. In one enbodlnent t he subscriber identifier is a _nunber of

text chi@P48k erlp angm %m?@swéﬁlathed:hﬁwe&cpéﬂ@ mlaélmqm@rmww withdbgl e, in
an enbodi nent V\/ner Ele@gl i ent @? |er i.s a MAC addr.ess, sych as .
--1122331?@5%@ em%%‘ 41 the da ?P&rSF'é”éﬂ Wﬁ MRIBIWS He0resp ?& havi ng 12

h d bbl 302 t t he foll t ext
Char accupsiborsERo5t4s0. whcoorfingy! f inecliieas aien THERAGAAR MR bl o1 00 o
il oByE BB U LSRR el S bl (5
exanpl Eio J}Firmtgfgitraﬂqié SRl %vhe%}l? lt:)ase to(icvfc{%g'ogﬁ)lng\aécsc&?a E]:?: ern‘?t)trgd

di fferent scrl 'fier , using

ot her C?Ht%rtﬁé éLﬁJeéémbe?‘f%f&iSO Aidf 4, Fxﬁhﬁé'cﬂﬁr&%ﬂgﬁg'sﬁbﬁw Rl thd0 help

il lustrate, control engi ne 302 cou convert hexa ecl mal val ues

from t hgeNRevREAD29S a Wbl ifOPdcYiviil gl REitRE docdunC Wheted the\@ifelent 0 this
bi nary val ue and convert the individual binary values into a corresponding

text cRabReb& attr{H¥@4/3uchns ISP, HeGatathies mfbtlﬂﬁmngaadfp@ncnh@eaﬁxagscrl ber
(client) and associ at ed subscriber attributes are retrieved. Wth

r ef er enigeeadcesstcoatroXienylear. yresseleottidmetcomingl ¥ itlicantd) eikdine 80h¢anol engi ne 302
retrieves the context for the subscriber and the associated subscriber

at t ri bu¢tasve tha contexe3 bl tinsybstieer coex tholsubserbersac8@int hes béemves t he

established. In an embodiment, when the client device 102 requests a domain name
service, the control engine 302 generates a response back to the client device 102 that
includes a redirect message. Accordingly, this redirect message could be processed by a
web site (described above) for activating the subscriber account. Accordingly, such a
process reduces the opportunity for a new subscriber to provide fraudulent, false or
incomplete data during an account subscription.

[0049] In block 508, an address is assigned to the subscriber based on the context
350. With reference to the exemplary embodiment of Figure 3, the control engine 302
assigns an address to the subscriber based on the context 350. As described above, a
given context 350 can comprise a number of subnets that can comprise a number of
addresses. Retuming to Figure 3, assuming that the context for this subscriber is
associated with the addresses for context 350, the control engine 302 selects one of the
addresses 306 from one of the addresses of subnets 340A-M, which is not currently
assigned, for assignment to the current subscriber.

[0050] Inblock 510, a virtual circuit is generated between the client device 102 and
the network element 104. With reference to the exemplary embodiment of Figure 3, the

control engine 302 generates this virtual circuit between the client device 102 and the



context and the attributes fromthe database server 108, which stores a
correspondi ng subscriber record 450 for this subscriber. In an enbodi nent,

t he conydg(gng,ne 302 transmts the subscriber identifpefpyiR biie dat abase
server erein the database server 108 retrieves the context and the

associ ated subscriber attributes fromthe subscriber record 450. Returning
to Figure 4 to help illustrate, the request for the context nessage 404 is
transmtted fromthe network el ement 1904 to the dat abase server 108. The
dat abase server 108 transmits the bind to context nessage 406 back to the
contr ol nengirkelen®m? 10 eGatREBnRCTE HIBOBIub2GHRT sdsdion [tﬁs)ae]lc toROE

enbodi nent, when the client device 102 initially comunicates with the

net wor k cetrespendert@4o aginen dirtusbaigeuit dnwee embedivient, arghyen; trapswissioa line
correspondi ng subscriber record 450. Accordingly, if the database server
108 doeda reat ciratiQican includsarmasishal viguahmsais. H@rpaﬂé%’%ﬁfdwhgbt he ehgntcont r ol
englne 302 causes the client device 102 to execute I ni |at|on rocess,
wher ei n devige 407 isrissigagd @paddeess Serghis gaen subseriper 5lS’éSl%'i‘lt ‘?t?lfeﬁe‘tvﬁg

subscri ber record t he nt r.ol ne 302 tﬁedi rects
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servi ce, contr I ne 302 generates a response back to thé client

devi ce }fig tE) hﬁErfadeQﬁ:‘eFHi’%ﬁ 408! g@u&%hum§ SIREfh ine@ed, BOpatt oftthe s 1 edi rect
message coul d be processed by a web site (described above) for activating

the subgerdritfi faROVitiual ARLE] the RGhtyol engind 302 ranae nsreqasitadasidicse

opportunity for a new subscriber to provide fraudulent, false or

i nconpl hck tdahaciibmt degcaht2 ac dlntrasd by dre plurmoaddress message 410.
[0051] In an embodiment wherein the DHCP protocol is employed for the assignment
of the address, the control engine 302 generates an DHCP offer request that is
transmitted back to the requesting client device 102. In turn, if the client device 102
accepts the address, the client device 102 transmits a request back to the network element
104. The control engine 302 transmits back an acknowledge of this acceptance.
[0052] Inblock 512, the account for the subscriber is updated. With reference to the
exemplary embodiment of Figure 3, the control engine 302 updates the account for the
subscriber. In an embodiment, the control engine 302 generates an accounting message
that indicates that there is an active subscriber session associated with this given
subscriber, identified by the subscriber identifier {(described above). The control engine
302 transmits this account message to the database server 108. Returning to Figure 4 to
help illustrate, the control engine 302 transmits this account update (update accounting
message 412) to the database server 108. Accordingly, the database server 108 updates
the corresponding subscriber accounting record 452. Additionally, although described

such that the database server 108 updates a given subscriber accounting record 452, in a

different embodiment, the database server 108 includes a log file such that modifications



[0049] In block 508, an address is assigned to the subscriber based on the
context 350. Wth reference to the exenplary enbodi nent of Figure 3, the
cont r olw@nguswe802 assigns an address to the subscri bepchasgs 1&g, t he
context 350. As described above, a given context 350 can conprise a nunber
of subnets that can conprise a nunber of addresses. Returning to Figure 3,
assum ng that the context for this subscriber is associated with the
addresses for context 350, the contrdd engi ne 302 sel ects one of the
addresses 306 from one of the addresses of subnets 340A -M which is not
cur r enttbya givenssubsereber henounisis iappended ta e fogfilcudn emtheepshadiment, inftegb01 | n

bl ock 510, a virtual circuit is generated between the client device 102 and
t he netafopKatingthegecotphior e subperhst.dhese updatenie th agpobnlrare gapsriftedint of '
Figure 3, the contrg& engi ne 3Q2@generates this virtual circuit between

the cl itBhfatakase servenosaspariad poapodis vpdatosior epersuserbaraseounis. 15 net wor k
el enent ﬁgﬁ I,PtE one enbodill/ren{h, aff%i ve ?ubsc,i ber .sessi on has_ a one-to-ore
cor r es p8fRRInc e HeseRvers a¥ell s thi affes qacdy, forwapripgear QAR cards i ven
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Wi th t BRe Chradt bPMe HethdiB10bidsidd8bribeRine fih.t Softsre SN HsRie, @mﬁgleélﬁ%bi nds the
address to the interface 422, as illustrated by the bind to I'nterface

oper at i€t peBally \Sdibin SiedknoryBsndrdiavithih thefprotdsSordndA% ABICS. Pér thbe
generation of the virtual circuit, the control engine 302 returns the

r eques parpoaciktfaRis spérafidation, ths eerl 'Ineachirdaeadablel@ediuas shall bstaked &d by t he
return address nessage 410. [0051] In an enbodi mnent wherein the DHCP
pr ot oc oiclude amypharhan sihdhat tphevidessi.gnsores and/or transmits) information in a form
readable by a machine (e.g., a computer). For example, a machine-readable medium
includes read only memory (ROM); random access memory (RAM); magnetic disk
storage media; optical storage media; flash memory devices; electrical, optical,
acoustical or other form of propagated signals (e.g., carrier waves, infrared signals,
digital signals, etc.); etc.
[0054]  Thus, a method and apparatus for enabling subscriber service selection over
non-channelized media have been described. Although the present invention has been
described with reference to specific exemplary embodiments, it will be evident that
various modifications and changes may be made to these embodiments without departing
from the broader spirit and scope of the invention. For example, while embodiments of
the invention are described such that a separate database server is coupled to store data
related to subscriber connections. In other embodiments, such data can be stored within

the network clement 104, Accordingly, the specification and drawings are to be regarded

in an illustrative rather than a restrictive sense.



of the address, the control engine 302 generates an DHCP offer request that
is transmtted back to the requesting client device 102. In turn, if the
client &Lﬁﬁ‘%pz accepts the address, the client deviger$0abiansmts a
request C %o the network el enent 104. The control engine 302 transmts
back an acknow edge of this acceptance. [0052] In block 512, the account
for the subscriber is updated. Wth reference to the exenplary enbodi nent
of Figure 3, the control engine 302 updates the account for the

subscriber. In an enbodi nent, the control engine 302 generates an
account@gmamMessage that indicates that there is an active subscri ber
session associated with this given subscriber, identified by the subscri ber
i dent i fWaat i§ diadmed ised above). The control engine 302 transmts this
account nessage to the database server 108. Returning to Figure 4 to help
illustrate, the control engine 302 transmts this account update (update
accounting nessage 412) to the database server 108. Accordingly, the

dat abade serA eemp@er-ipplemeried method SOPPESHEdi ng subscri ber accounting record

452. Additionally, although described. such that, the, database.server 108
updat es a gir%h‘“%lbé‘?ﬁ“f*ﬁefgo’%éSB'E?R'L“i"?ﬁjder"é‘?&BHa'h ,resisnthﬁre%‘faﬁﬁ%f’}?ﬁ{dc

enbodi nent, the database server 108 incl.udes a log file such that

modi f i GBS %%&%ﬁ%ﬁﬁﬁ&%@}@%‘éﬁe’ 16 to a given subscriber
account is appended to the | i Le. hgr i ednstiead  of
updat i ng thégﬁgyﬁﬁﬁ "$%#H§HEQ§%E%g%fﬁ%ﬂfq@ﬁ%égwﬁﬁ a%@gqgg£?ﬁgq§g§ount are

transm gt . the database server 108 as part of periodic updates for
gi ven é%ebcgog?élglgfg&gglg‘%unts. [ 0053] The servers as well as the traffic cards,

forwar di ng %‘F’l{c%@ ARGsSARLE & a SIS withif b Helesbrk Blekiear, di f f erent net wor k
u

el enments inc menories, processors and/or Application Specific

I ntegrated Qsd’i%rﬁhé an GBPEGEI) theSoatpulmgdeyicd Withindas cantems bide- readabl e
medi um on which is stored a set of instructions (i.e., software) enbodying

any one, Omgefdrhtingdd citduét bvevdemdht cghpsingetesice bed theareework cBohenvhasedcan
reside, conpletely or at least partially, within this nmenory and/or within
t he pr oaelssaldresad/ or ASI Cs. For the

2. The computer-implemented method of claim 1, comprising selecting the context

based on the username.

3. The computer-implemented method of claim 1, wherein assigning the address to

the computing device comprises assigning an Internet Protocol address to the computing

device.

4. The computer-implemented method of claim 1, wherein the unique value

associated with the computing device comprises a Media Access Control address.

5. The computer-implemented method of claim 1, comprising updating an

accounting for the computing device based on the address assigned.



pur poses of this specification, the term "nmachi ne-readabl e nmedi un shall be
taken to include any nmechanismthat provides (i.e., stores and/or

transmyp@ h3hdibesy mation in a form readable by a machi nepcgagosi@eEonputer).
For exanpl e, a nmachi ne-readabl e medi um includes read only nenory (ROV;
random access nenory (RAM; magnetic disk storage nedia; optical storage
nmedi a; flash nenory devices; electrical, optical, acoustical or other form
of propagated signals (e.g., carrierl$aves, infrared signals, digital
signals, etc.); etc. [0054] Thus, a nethod and apparatus for enabling
subscrither sErewaepwtia¢oented method ohclehmdnehéreimaesntving theaeguaseen
descri bed. Althou?_h t he present invention has been described with

r ef er erftam the comeRting dexice FPMBFSESAPREHHN S FRa&est ibpsegd gnja Bgnamie lost ¢ hat
various_nodifications and changes nay be nade to these enbodi nents w t hout
depar t {GRPtof PEHPE%He broader spirit and scope of the invention. For exanple,
whi | e enbodi nents of the invention are described such that a separate '
dat abase server is coupled to store data related to subscri ber

i I h ) di d . d.withi h
ot vor o stk B FBROAE Sro OuEh 2B I SHAETAM s "o 50 be
d | i . Lcti . 3/ 091963
e Efmph G B AP R0 BRI el Gl oS ENE Rl R 0019
met hod, 69 &h&b&%n@sfgtrog.uw g 11 HEAE SF déiRal dgRmput i ng device for an

address, the request clude a unique value associated with the
conputing device; generating a usernane binding the usernane to a context
within a network el enent; assigning an address to the conputing device

wi t hi ngt he @psdmpder-idfislemented method comprising:

N

receiving a request from a subscriber device for a source address for
communications in a network, the request to include an identification of the subscriber
device;

converting the identification of the subscriber device from a decimal value to a
number of text characters; and

assigning a source address to the subscriber device based on the converted

identification.

9. The computer-implemented method of claim 8, comprising generating a circuit

between the subscriber device and a network element based on the source address.

10.  The computer-implemented method of claim 9, comprising updating an
accounting for the subscriber device upon generating the circuit between the subscriber

device and the network element.

11.  The computer-implemented method of claim 8, comprising binding the converted

identification to a context within a network element, wherein assigning the source



generating a circuit between the conmputing device and the network el enent
based on the address. 2. The conputer-inplenmented nethod of claiml,

conpri sigosph&st i Nng the context based on the usemane. Spedi§3/12862
conmput er-i npl enented net hod of claim1, wherein assigning the address to

t he conputing device conprises assigning an Internet Protocol address to
the conputing device. 4. The conputer-inplenented nethod of claiml1,
wherein the uni que value associated Mith the conmputing device conprises a
Medi a Access Control address. 5. The conputer-inplenented nethod of claim
1, conpraddiesgtouhelsutisogbea rleviae comptisengssigning & eowompldréss @f devingethbised on t he
address assigned. WO 03/091963 PCT/ US03/ 12862 18 6. The

conput erassaepitedwith 8¢ agBtehbd of claim 1, wherein receiving the request from
t he conputing device conprises receiving a request based on a Dynam ¢ Host
Control Protocol. 7. The conputer-inplenented nmethod of claim1, wherein

the uni que value conprises a nunber. of decjingl val ues and wherein the
user namg-2- conpficeBRuiETHIRksEEN mqﬂé‘%&oéﬂkﬁff‘a%t %ﬁf@&%&ﬁtﬂné they t he
nunber of. decinpl. val ues. 8. conmput et - i npl nted net hod conpri sing:
recei vi ﬁﬂbséf“ﬁ%rﬁ&“? “PIBHTE g‘@r‘ﬁ%@%‘s%"é\ﬁ%@@g&gﬁs a source address for
comuni cations in a netwrk, the request to include an identification of
t he subscriber device; converting the identification of the subscriber

devi ce firom da??gjﬁ{ e. 0 a nunber of text characters; and assigning
a sour celg'add?%ls % o) Sr‘f\ém & 1§1 ri ber device based on the converted

a memory to store a number of source addresses for a context; and

a control engine coupled to the memory, the control engine to generate a
subscriber identifier based on an identification of a computing device coupled 1o the
apparatus, wherein the control engine is to assign one of the number of source addresses

to the computing device based on the context of the subscriber identifier.

14.  The apparatus of claim 13, wherein the context includes a number of subnets and

wherein the number of source addresses are within one of the number of subnets.

15.  The apparatus of claim 13, wherein the control engine is to generate a circuit

between the apparatus and the computing device based on the assigned source address.

16.  The apparatus of claim 13, wherein the identification of the computing device

comprises a Media Access Control address.

17.  The apparatus of claim 14, wherein the subscriber identifier comprises a number
of text characters that correspond to the decimal values of the Media Access Control

address.



identification. 9. The conputer-inplenented nethod of claim8, conprising
generating a circuit between the subscriber device and a network el enent

based GRpih@egsir ce address. 10. The conputer-i npl ement gg-mgdAQRkef claim
9, conprising updating an accounting for the subscriber device upon

generating the circuit between the subscriber device and the network

el enment. 11. The conputer-inpl enented nethod of claim8, conprising binding
the converted identification to a c@dtext within a network el ement,
wherein assigning the source WO 03/ 091963 PCT/ US03/ 12862 19 address to

t he subbkri bEre apparaes eforiwm Esavhessin theioegiral eginede taacfulatesan asfountimgbnet t hat
is associated wth the context. 12. The conputer-inpl emented nmethod of

cl ai m 8for hisspbsarihsr jdgatiti¢s i cati on of the subscriber device conprises a
Medi a Access Control address. 13. An apparatus conprising: a nmenory to
store a nunber of source addresses for a context; and a control engine

coupled to the rrerrgrgq,mthe control engine to generate a subscri ber
i denti fi%r DASEHYYK CHMEILYENTPRIB&t i on of a conputing device coupled to the

cooat at . MR ACARMAG DRk GaRETA SR Bl e
b i.b i.d i.fi . T f im1 ) i h t ext
Ut L0 s e RS S0RRE B L R B R, 1L

W t hin iﬁé]ﬁﬁicgfantiﬁ&tM% oPJhe%HQﬂ%@ice;_]a";\d The apparatus of claim13, wherein

the control engine I's to generate a circuit between the apparatus and the
conputi ng d%vdoﬁﬁ'opéa?@@plgﬂe& Ranasafinad, SHeGR tlﬁ%ﬁﬁﬁﬁcm&@omgﬁﬁs%ppar atus of
claim 13, wherein the identification of the conputing devic conprises a
Medi a Aeh@SienERR! thelcoatleiredgfie to generate a subscriber identifier based on the

identification of the client device, and wherein the control engine is to assign a source

address to the client device based on the subscriber identifier.

20.  The network element of claim 19, wherein the control engine is to assign the

source address based on a context of the subscriber identifier.

21.  The network element of claim 20, wherein the control engine is to cause the
client device to activate a subscriber account when the subscriber identifier is not found

in a database of subscriber identifiers.

22. The network element of claim 19, wherein the control engine is to generate a
circuit between the port on the traffic card and the client device based on the assigned

source address.

23. The network element of claim 19, wherein the identification of the client device

is a Media Access Control address.



17. The apparatus of claim 14, wherein the subscriber identifier conprises
a nunber of text characters that correspond to the deci mal val ues of the
Medi a Agpaspofepitrol address. WO 03/ 091963 PCT/ US03/ 12862sashzss8. The
apparatus of claim 13, wherein the control engine is to update an
accounting for the subscriber identifier. 19. A network el enent
conprising: a traffic card that includes a port for receiving data froma
client device, the traffic card to 2éceive a request for a source address
on the port, wherein the request includes an identification of the client
devi ce; 2and Fheunetwodk clement %@Wmé’@ woereitethe selfstiiberd deniificnPRIPRIAES Bhe contr ol
card conprises a control engine, the control engine to generate a

subscr | embdreé gaxt Eharactpadbal ceﬁe%med 19 the desimat walpespidhe M@g 1achGeERt  devi ce,

and wherein the control engine is to assign a source address to the client
devi ce beR&] 28drebhe subscriber identifier. 20. The network el ement of claim
19, wherein the control engine is to assign the source address based on a
cont ext of the subscriber identifier. 21. The network el ement of claim 20,
wher ei n ont %rb ehrgeéﬁu ﬁbgﬁdé c1no m\,\lrhq&v ﬁgl} é)&:cgt%ﬁ !b&at € a

subscri r a subscr oun

dat abase, ofy8y gsr sardmséiﬁﬂér ﬂe%ﬁ-noégrana_ﬁ'éecoﬂﬁﬁl Wk €l ement of claim 19,

wher ei n® PR&"E61 engine 1sto rate a Clit between the port on

the traf f' c l%%dmgraq \Ag tﬁbm%n%ﬁhgeeaaéﬁﬂ aRBAARE, BRStanRaro iAUace

addr ess. rk el ement ‘of €laim 19, wherein the identification of

the cl iaeii'ﬁl Q@le&@ads§mate&’6ﬂt}ﬂhé\@@rﬂ§m@%tvrcei address. WO 03/091963
PCT/ US03/ 12862

generating a username based on the unique value, the username associated with
the computing device;

binding the username to a context within a network element;

assigning an address to the computing device within the context; and

generating a circuit between the computing device and the network element based

on the address.

26.  The machine-readable medium of claim 25, wherein assigning the address to the

computing device comprises assigning an Internet Protocol address to the computing

device.

27. The machine-readable medium of claim 25, wherein the unique value associated

with the computing device comprises a Media Access Control address.

28.  The machine-readable medium of claim 25, comprising updating an accounting

for the computing device based on the address assigned.



21 24. The network elenment of claim 23, wherein the subscriber identifier
conprises a nunber of text characters that correspond to the decinal
val ueswah od/bvaodddi a Access Control address. 25. A nachpoeasestsbl e nedi um
t hat provides instructions, which when executed by a machine, cause said
machi ne to perform operations conprising: receiving a request froma
conputing device for an address, the request to include a unique value
associated with the conputing devi cel2 generating a usernanme based on the
uni que val ue, the wusemane associated with the conputing device; binding
t he usé&Pnanmel hetpaghingrpadable wediymmolelye o Mmbestie resatving the seqyastitPman addr ess
to the conmputing device within the context; and generating a circuit
bet weehh® SRMPEHBAGVHG QBIPFISES T5FrIVIPA & Iiehiorasedpr Ablypamicshest Coptrehe addr ess.
26. Th?) machi ne-readabl e medi um of clai m25, wherein assigning the address
to the "é‘BH‘guti ng device conprises assigning an Internet Protocol address
to the conputing device. 27. The machi ne-readabl e nmedi um of cl ai m 25,
wherein the uni que val ue associated wth the conputing device conprises a
Medi a ces 28 T hWes I bl di um.of claim25,
?ﬁ %‘hggﬁ%%gle-l%gﬂb?&%egllaﬁlgof c?bgrrnr%%ﬁg\;hggerlrrb ﬁ}%qu?nqu Yalue copiprisesa 'y

conpri srhg up an accoun uting*device

addr o555 0l HQ.IR4 AR AR RCTL USRAIM288Ria2 o el BERRCI ne-readabl e

medi um o aim eln recelving t est from the conputing

gre\cf)it gggnl?ﬁm%éﬂs%%&egﬁain\gtﬂ%@adn%%ﬁaemﬁp&hm.a Dynani ¢ Host Control

31. A machine-readable medium that provides instructions, which when executed by
a machine, cause said machine to perform operations comprising:

receiving a request from a subscriber device for a source address for
communications in a network, the request to include an identification of the subscriber
device;

converting the identification of the subscriber device from a decimal value to a
number of text characters; and

assigning a source address to the subscriber device based on the converted

identification.

32.  The machine-readable medium of cJaim 31, comprising generating a circuit

between the subscriber device and a network element based on the source address.

33.  The machine-readable medium of claim 32, comprising updating an accounting
for the subscriber device upon generating the circuit between the subscriber device and

the network element.



30. The machi ne-readabl e nedi um of cl aim 25, wherein the uni que val ue
conprises a nunber of decinmal values and wherein the usernanme conprises a
nunber fgbhH¥diogscharacters corresponding to the nunber opcfiesisnaisaval ues.
31. A machine-readabl e nediumthat provides instructions, which when
executed by a machine, cause said nmachine to perform operations
conprising: receiving a request froma subscriber device for a source
address for communications in a netVilBrk, the request to include an
identification of the subscriber device; converting the identification of
t he subskk i béFheduadbire-eadableomedivmmd|clajm|dlecoropisingbimding the canegted har act er s;
and assigning a source address to the subscriber device based on the
conver t ddentifigatinn 1 acenteahWithin a THEOTKIHMeNt. VaeiarIse shadithiiodicec] ai m 31,
conprising generating.a circuit between the subscrciﬁ!geer gevi ce tﬁ:gd' a network
el ement BELEYIOGHC PYRSCTRSY (g WO ERIPRIASSS 28518NIAG:2 SQHEeapdisess ©hA APMEt BaUS um of
claim32, co i S| uRdati ng an accounting for the subscriber device upon
gener at it "(‘f’iﬂi'ﬂ%icf’ ¥5&tween the subscriber device and the network

el ement. WD 03/091963 PCT/ US03112862 23 34. The nmachi ne-readabl e nmedi um
of claim 31, conprising binding the converted identification to a context
wi thin asnet Yoek, GhamBDlapIISLELA A ERlEBNnE U aBidF fRS L0 Lhe
subscri ber devi'ce conprises assigning a sburce address of a sdbnet that is
associ a ' ext. ' dabl e nedi um of clai m 31,
wher e t%%cﬁ%%ﬁeﬁ%@g?@@%?&éfa %ﬁgaé&ggsg%??pg%@?%é conprises a Media Access
Control address.



