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CLAIMS 

1.​ An electronic lock configured for securing an entry point of at least one of an object, a 
property and a key installation, the electronic lock comprising:​
​ a lock controller;​
​ a wireless transceiver configured to communicate with at least one of an access 
management system and a mobile device over a communication network;​
​ a memory coupled to the lock controller; and​
​ a mechanical actuator coupled to a physical locking mechanism; and at least one 
sensor configured to detect a condition associated with the electronic lock;  

       wherein the lock controller is configured to: 

receive, via the wireless transceiver, an access credential associated with a 
grantee and an access right for the grantee from the access management system;​ 

store, in the memory, data associated with the access credential;​ 
receive, from at least one of the mobile device and the access management system, 
input authentication data associated with the grantee;​ 

determine, based on comparison of the input authentication data with at least a 
subset of the data stored in the memory, whether the grantee is authorized to perform 
a privileged action on the electronic lock; and​  

upon a positive determination, control the mechanical actuator to perform the 
privileged action so as to unlock or lock the physical locking mechanism. 

 

2.​ The electronic lock according to claim 1, further comprising at least one sensor selected 
from: a tamper detection sensor, a motion sensor, an accelerometer, a magnetic field 
sensor, a door position sensor, and a biometric sensor, wherein the lock controller is 
configured to detect an unauthorized entry, tamper event or abnormal shock based on 
signals from the at least one sensor and to transmit a corresponding alarm event to the 
access management system. 

 

3.​ The electronic lock according to claim 2, wherein the biometric sensor is configured to 
capture biometric data including at least one of facial profile information, fingerprint 
information, retinal information or voice recognition information, and wherein the lock 
controller is configured to use the biometric data as input authentication data. 

 
4.​ The electronic lock according to any one of claims 1 to 3, further comprising a location 

detection module including a global positioning system sensor, wherein the lock 
controller is configured to: 

determine a current location of the electronic lock using the global positioning 
system sensor; and 

compare the current geographical location with location information stored in 
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the memory or received from the access management system to determine whether the 
electronic lock is within a predetermined virtual boundary. 
 

5.​ The electronic lock according to claim 4, wherein the lock controller is further 
configured to detect that the electronic lock has moved out of a designated location based 
on the current location and to transmit an out‑of‑location alarm event to the access 
management system. 

 
6.​ The electronic lock according to any one of claims 1 to 5, wherein the wireless 

transceiver is configured to communicate via at least one of Bluetooth, Bluetooth Low 
Energy, Wi‑Fi, NFC, Zigbee, Z‑Wave, a low power wide area network, or a cellular 
network. 

 
7.​ The electronic lock according to any one of claims 1 to 6, wherein the lock controller is 

configured to receive the access credential from a bridge device that is in communication 
with the access management system. 

 
8.​ A bridge device for enabling sharing of access to one or more electronic locks, the bridge 

device comprising:​
​ a first wireless communication interface configured to communicate with an access 
management system over a communication network;​
​ a second wireless communication interface configured to communicate with a 
plurality of electronic locks; and​
​ at least one processor and at least one memory storing computer program code, 
wherein the at least one processor and the computer program code are configured to 
cause the bridge device to: 

receive, from the access management system via the first wireless 
communication interface, access credentials each associated with a respective 
electronic lock and a respective grantee; 

maintain, in the at least one memory, association data mapping each access 
credential to at least one electronic lock of the plurality of electronic locks; and 

transmit the access credentials via the second wireless communication 
interface to the respective electronic locks based on the association data so as to cause 
the respective electronic locks to perform privileged actions in response to 
corresponding requests. 
 

9.​ The bridge device according to claim 8, wherein the bridge device is configured to 
communicate with the access management system via at least one of the Internet, a local 
area network, a cellular network or a low power wide area network, and to communicate 
with the plurality of electronic locks via at least one of Bluetooth, Bluetooth Low Energy, 
Wi‑Fi, Zigbee or Z‑Wave. 

 
10.​ The bridge device according to claim 8 or 9, wherein the bridge device is further 

configured to:  
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receive, from at least one of the plurality of electronic locks, sensor data 
indicative of at least one of a tamper event, abnormal shock, door‑open status, 
door‑closed status or out‑of‑location condition; and 

generate and transmit to the access management system, via the first 
communication interface, an alarm message including information derived from the 
sensor data. 
 

11.​ The bridge device according to any one of claims 8 to 11, wherein the bridge device is 
further configured to: 

buffer, in the at least one memory, one or more access credentials and/or 
privileged action requests for at least a subset of the plurality of electronic locks when 
connectivity with the access management system is unavailable; and 

execute, while connectivity with the access management system is 
unavailable, the buffered privileged action requests by transmitting the buffered 
access credentials to the corresponding electronic locks. 

 
12.​ The bridge device according to any one of claims 8 to 12, wherein the bridge device is 

configured to buffer one or more access credentials for a plurality of electronic locks and 
to execute the privileged actions on behalf of the access management system when 
connectivity between the bridge device and the access management system is temporarily 
unavailable. 
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