DATA PROTECTI NG METHCD AND COWPUTI NG APPARATUS The invention rel ates
to a protecting nmethod and an apparatus, nore particularly to a data
protecting nethod and a conputing apparatus for inplenenting the
same. 5 Wth the wide use of conputing technology in everyday life,
many peopl e have experienced abnormal shutdown of operating systens,
conput er crashedADr RROFECIINNGAMEBHOD aAdD-tCOMBYTIVGTRRBARATUS
inportant data, etc. Mdreover, the advent of the Internet provides a
spreadi ng 10 t ool NPof NE¥BRBUET DAY, EavF OF B C F erdIteFhodagad an
damages or destruction, sonetines, caysi gg taémr coverabl e | psses.
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10 tool for computer viruses, which may result in data
damages or destruction, sometimes causing
unrecoverable losses.

Currently, two main ways of protecting data are as
follows.

15 (1) Using a key to guard data 5ccess: For important
data, such as personal information, a key is used to
prevent unauthorized access thereto. However, this does
not protect the data from damages or destructions due
tocomputervirusesorother human factorsandaccidents.

20 . (2) Using a recovery card: The recovery card provides
an opportunity to recover data lost from computer virus
infections, file deletion, or formatting a hard drive.
However, a control program installed in an operating
system is required to recover data in the hard drive.

25 In other words, backup and recovery of the data are

conducted by the control program.»Therefore, when the

operating system is corrupted by malicious software,



1 operation of the control program naybe inter fered, such that the
backup data may be tanpered with, and even destroyed, |eaving the
conput er vul nerable to unknown risks. 5 Consequently, how to
effectively protect data from being tampered with or destroyed by
conputer viruses and nalicious software is a goal that those in the
conput er fi el @P&ré tsitan @ufn@h@@Oébﬂrﬁ@l/@mm”emmsebeth@t%ﬁ@étedof sthé
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present invention, €re s ed a data pr i ng

includes 15 theysteps of: (a) upon receipt of a triggering conmand,
configuring a hardware control nodule to store data in a hidden zone
that is anidenti Ticaleyuemt egdabbe aade f Apwriitvadl © dyyo edcopesakbi Agom
system bl ock in communicat i on wth the hardware control nodul e;
and (b) upon beteopta2@efed wethope d@qaesry%@nhandomp@mam1vmm@$es

device in dlrect comruni cation with the hardware control nodu
configuring tHe h&ﬂ$&ﬁ%@%6n§P&tWﬁﬁﬁnést61é&%@&téhﬁﬁat?@§?oﬂ§ "the

request command so.,as t tf%ﬂSfer he dat a %ron1 t.he hi dden zone to a
en

wor ki ng zone ?%mPquri |a6Fe 25 rea hd‘wn’table by the

operating systempBlocken +gepregeter med,conditian ii$ =atd sh eds
10 to provide a data protecting method that uses a hardware
module to perform the backup of data and the recovery
of operating systems.

According to one aspéct of the present invention,
there is provided a data protectingmethod that includes
15 the steps of: (a) upon receipt of a triggering command,
configuring a hardware control module to store data in
a hidden zone that is unidentifiable, unreadable and
unwritablebyanoperatingsystemblockincommunication
with the hardware control module; and (b) upon receipt
20 of a restore request command from an input device in
direct communication with the hardware control module,
configuring the hardware control module to execute the
restore request command so as to transfer the data from
the hidden zone to a working zone that is identifiable,
25 readable andwritable by the operating systemblock when

a predetermined condition is satisfied.

Accordingtoanother aspect of thepresent invention,



Accordi ng to anot her aspect of thepresent invention, 2 there is
provi ded a computing apparatus that includes an operating system

bl ock, a data storage device, and a hardware control nodule. The
data storage device includes a hidden zone that is unidentifiable, 5
unr eadabl e and unwitable by the operating systenbl ock, and a

wor ki ng zone theatrd ¢si gentiifdeblae cawudablie anganatiuabliiea bylnheudes
operating system bl ock. The hardware control nodule is

. I .
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a triggering command 10 faor _storin ta i he hi.dden. zone of .t he
data storage ad§ﬁ€é§aﬁ%ecﬁ§%\&%eﬁ8§ﬁ§%6|n%%ﬁm%§3% ?EP?@%E device
responsive t0;a-[gstQr e Jequestegomand framan i oput i@ fOh1e,
executing the restore request command so as to transfer the data
fromthe hi ddenrzenedia the worki 0gbls zpne emesrit: iingy deteemn medchy
the hardware control nodule that a predeterm ned condition is
satisfied. Ohed feabtukéscandradvdritages icfenhefpeddent rdaneint eoand
wi || becone apparent in the followi ng detailed description of the
preferred enbddimBrtls Wyt HreferehgsIn0 S tHe Ace6ipardyichdiardware
drawi ngs, of which: FIG1.is .a hlock diagramof a ¢ i Ng_appar at us
according to ?ﬁE%FP}sFOQH&Eééﬁbﬁﬂlﬁ%ﬂ%ﬁ %ﬁgtﬁﬁEHFIqﬁfgﬁm5%ﬁég?{lng
present I nvent{,0BenfoloCc, 48a% ot Shalbe 44 1418t84J ) Ba difnan

protecting 25 nmethod according to the first preferred enbodi ment o
10 for storing data in the hidden zone of the data storage
device. The hardware control module is further

responsive to a restore request command from an input
device for executing the restore request command so as
bto transfer the data from the hidden zone to the working

15 zone when it is determined by the hardware control module
that a predetermined condition is satisfied.

Other features and advantages of the present
inventionwill become apparent inthe followingdetailed
description of the preferred embodiments with reference

20 to the accompanying drawings, of which:

FIG.1 is a block diagram of a computing apparatus
according to the first and second preferred embodiments
of the present invention;

FIG.21is a flowchart, illustratingadata protecting

25 method according to the first preferred embodiment of
the present invention; and

FIG.3A and FIG.3B are flow charts, illustrating a



t he present invention; and FIG 3A and FIG 3B are flow charts,
illustrating a 3 data protecting nethod according to the second
preferred enbodi nent of the present invention. Before the present
invention is described in greater detail, it should be noted that
like elements are denoted 5 by the sane reference nunerals

t hr oughout t et aipsel tostir eng Reftérad agcs HII@ to, tlae seradimg ptre ftehered
first and second preferred enbodi nents of the present invention, a
conputi ng appatRR UsTPREl Gdes h BPRF&RICNg SRR BAPBlock 10 4, a data
storage device 3 nd a hardware controltm)dul e 1. Th§ gata storta e
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the opesatingy system Blaek 4:cfbecdata stwrageldevioerSugpyube angs
of a hard drive, a flash nenory, a solid state disk (SSD) , or any
ot her devi cesliparhos$tirag storage of data. The hardware control nodul e

1 is in comunication 20 with the operating systemblock 4, and is
responsive to aRefP§§eriong corand afFeo st br ¥ g Baeal  Astraihisggamnd

zone 31 of the data storage device 3. The hardware control nodule 1
o Turther rEGEOETEY (TP TLEOEE TROUGHE cORMRRT 22 1A ST npit
devi ce computing apparatus includes an operating system block
10 4, adata storage device 3, and a hardware control module

1.

The data storage device 3 includes a hidden zone 31
that is unidentifiable, unreadable and unwritable by
the operating system block 4, and a working zone 32 that

15 isidentifiable,readableandvujtableknztheoperating
system block 4. The data storage devicev3 may be one
of a harddrive, a flashmemory, a solidstatedisk (SSD),
or any other devices permitting storage of data.

The hardware control module 1 is in communication

20 with the operating system block 4, and is responsive
to a triggering command for storing data in the hidden
zone 31 of the data storage device 3.

The hardware control module 1 is further responsive
to a restore request command 22 from an input device

25 2 for executing the restore request command 22 so as
totransfer thedata fromthehidden zone 31 totheworking

zone 32 when it is determined by the hardware control



25 2 for executing the restore request conmand 22 so as to transfer
the data front he hidden zone 31 to the working zone 32 when it is
determ ned by the hardware control 4 nodule 1 that a predeterm ned
condition is satisfied. The input device 2 may be one of a keyboard,
a nouse, a touch pad, or any other devices permtting input of

i nformati on. ®odulpattikatas,pupdateegeinptd ofontet iest dse spequested.
command 22, the hardware control nodule 1 is configured to generate
a key confirmiRy teguéste¥3rst ¢ BedipIRRPL L oh BSuPepIray deVidesss

. 9., I'iqui tal .displ iath -at i, y st
bl ock 4 0 promgte uSer 1001 B1Yal KBy MR 23 RO Fecaiprobre t ref
key input 23,. %??§Q§E9Ware control nodule | is configured to
e

determne if t ey input 23 matches a predefined key. Wien it is

determ ped that tRepkeyichnpulr,23g8d cheseipe opredef basdokey rdfitest
har dware control nmodule 1 is 15 configured to execute the restore

request conmandn22ndsiy asheohtiransfes ddret dat anddohethe shodden gaorsd
31 to the working zone 32. In particular,thehardware control nodul e
1 includes &xeptyedlatimptkag cankeymven Feraaeisénl anito P2 dage layed

firmvare unit 11 . The control unit 13 is ad%pted. 0 be coupled to
the input deVité ¥ FRcRTVI A %héerQSVoFé BT ¥Bhfand PP ey

therefrom s cqupfed 10,Lhs,aperat] Ng, Sysh Ml ogkd, apdngenenales
t he key confirm ng request
10 for a key input 23. Upon receipt of the key input 23,
the hardware control module 1 is configured to determine
if the key input 23 matches a predefined key. When it
is determined that the key input 23 matches the
predefined key, the hardware control module 1 is
15 configured to execute the restore request command 22
so as to transfer the data from the hidden zone 31 to
the working zone 32.
Inparticular, the hardware controlmodule 1 includes
a control unit 13, a key verification unit 12, and a
20 firmware unit 11. The control unit 13 is adapted to be
coupled to the input device 2 for receiving the restore
request command 22 therefrom, iscoupledtotheoperating
systembiock4,andgeneratesthekeyconfirmingrequest
131 to be displayed on the display device 5 via the
25 operating system block 4 upon receipt of the restore
request command 22 to prompt the user for the key input

23. The keyverificationunit 12 iscoupledtothe control



131 to be displayed on the display device 5 via the 25 operating
system bl ock 4 upon receipt of the restore request conmand 22 to
pronpt the user for the key input 23. The key verification unit 12
is coupled to the control 5 unit 13, determ nes, upon receipt of the
key input 23 by the user, if the key input 23 matches a predefined
key, and transmitsld,cdrpamrisiores esupont oetke cdonmtfr dlhe umy W3puThe3
firmvare unit 11 is coupled to the control 5 unit 13 and the data
storage devi ceY3thoheacthe 1ey DFerioh datibh wdiRatghgst er winseke §hagd

the key input, 23 matches the .predefined key, the k ificati
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restore request comand y controlling t

transfers the date firomddhe i ddepazene 3lyd odbbe cworking zone 32
upon receipt of the restore request conmand 22 fromthe input device

2. 15 When the kByeverinfd caty orewnhft cd? idet ermm hes2 t hat eriienckeythat
i nput 23 does not match the predefined key, the key verification
unit 12 is coni¢ gheEdineutr ansmat gheRefheemind dat i 0adf Helvur & esisage

121 to the control ,unit 13, and éhe control unit 13 is configured to
refuse to 20 Exetht E3FAETT &5t el 7 etfieSPETATHNYY 22° upbATFEE it Bt Y

the key verifjcalfon faiurg (18ssadee12%,d b shoul d. be pohed ergin.
that, in practice, upon :
10 13, and the control unit 13 executes the restore request
command 22 by controlling the firmware unit 11 to
transfer the data from the hidden zone 31 to the working
zone 32 upon receipt of the restore request command 22
from the input device 2.
15 When the key verification unit 12 determines that
the key input 23 does not match the predefined key, the
key verification unit 12 is configured to transmit a
keyverification failuremessage 121 to the control unit
13, and the control unit 13 is configured to refuse to
20 execute the restore request command 22 upon receipt of
the key verification failure message 121.

It should be noted herein that, in practice, upon
receipt of the restore request command 22, the control
unit 13 may generate a list of at least one restore point

25 for selection by the user, where each restore point

corresponds to a point in time where the data is stored

in the hidden zone 31. The data corresponding to a



recei pt of the restore request command 22, the control unit 13 may
generate a list of at |east one restore point 25 for selection by the
user, where each restore point corresponds to a point in time where
the data is stored in the hidden zone 31. The data corresponding to
a 6 selected restore point is transferred fromthe hidden zone 31
to the worki sglzone B2 ashenre tpdsntdet erintaed £ arhatd theokeyh é npudd2s
mat ches the predefined key. Such variations should be readily
apparent to ERBSe33kild édi®s TrkhBJarPneantk thieeti &l dsurke tfeined

houl d not be tak to limt t f th t i tiopn.
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3. Accoy ding;faide second Metarded srbodidrat n 4ol §HB98E NPken
command is a data hiding backup command 21 received fromthe input

device 2. Upba Leeeitpttiod &bepedatfa thialimge backup roosmandn2l, the
control unit 13 15 generates the key confirmng request 131 to be
di spl ayed on tAecdisplay devilke 5iviead Pt foperadi agbogstan bl oerong
to pronpt the user for the key input 23. Upon receipt of the key
i nput 23 by ¥?1%e&§’§rPftﬁ}éek%JQXg@FFﬂin@aFio anhi 1t PR EFRITNERL L fhe
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10 zone 31 of the data storage device 3.

According to the second preferred embodiment, the
triggering command is a data hiding backup command 21
received from the input device 2. Upon receipt of the
data hiding backup command 21, the control unit 13

15 generatesthekeyconfirmingrequest131ix>bédisplayed
on the display device 5 via the operating system block
4 to prompt the user for the key input 23. Upon receipt
of the key input 23 by the user, the key verification
unit 12 determines if the key input 23 matches the
20 predefined key.

When it is determined by the key verification unit
12 that the key input 23 matches the predefined key,
the key verification unit 12 is configured to transmit
a key verification success message 122 to the control

25 unit 13, and the hardware control module 1 is configured

to execute the data hiding backup command 21, where the

control unit 13 controls the firmware unit 11 so as to



12 that the key input 23 matches the predefined key, the key
verification unit 12 is configured to transmt a key verification
success nessage 122 to the control 25 unit 13, and the hardware
control nodule 1 is configured to execute the data hiding backup
command 21, where the <control unit 13 controls the firmvare unit 11
SO as to 7 stoveedaizaad nit hehdidddderoner3d ®f thetdat aastorsaigerage
device 3. Wien the key verification unit 12 determ nes that the key
i nput 23 doesdawvtcratich the predefined key, the 5 key verification
unit 12 is confi%ured to transmt a ke% verification failure nmessag

121 to the contrdPeiithe 1€Y afet héce ﬁbeP“ﬁth1%3d?§%§ﬂﬁqiﬁw%@aFo
refuse to ex Cgtﬁe%hﬁg§?b§2?<ﬂ%ﬂg qg%%ﬁx%b ndj%%?g ne&QQGgptthe

t he key verificato re nessage fot e

herein that ipe h@e§%%q%%ﬂ0£&£eﬁﬁ§9 19”@%0“68%{‘%1 theqdata hididgic a
backup conmmand 21i sprovided manually by the user via the input

device 2. Howeygrrerifi Paacbhcesilheecdat ashpdi g1 hackup convand 21it
may be generated automatically once the conmputing apparatus 15 is
turned on to bperate, tior omcerevenyipr édeter abndd gyesd oo ofefise to
(e.g., 10 mnutes) during operation of the conmputing apparatus so as
to backup systeardafatiesie av%%ﬁéf‘i%ﬁé%‘ﬁ@lcd’“ﬁ@f%% WP HpFEEhtPEo

those skilled.in th art, and. t di | %kuﬁyre her%g%.ipoP£g.20 not be
taken to 11m 1t tha aksge Y L hE B Gt 1 TheREi BReSa0e T2

10 It shouldbe notedherein that inthe secondpreferred

embodiment, thedatahidingbackup command 21 isprovided

manually by the user via the input device 2. HoweVer,

in practice, the data hiding backup command 21 may be

generated automatically once the computing apparatus

15 is turned on to operate, or once every predetermined

period of time (e.g., 10 minutes) during operation of

the computing apparatus so as to backup system data.

Such variations should be readily apparent to those

skilled in the art, and the disclosure herein should

20 not be taken to limit the scope of the present invention.

It should be further noted herein that the key input

23 provided by the user is provided only to the hardware

control module 1, that key comparison is performed by

the key verification unit 12 of the hardwafe control

25 module 1, and that only the comparison result (match

or does not match) is provided to the operating system

block 4. Consequently, evenif the operatingsystemblock



It should be further noted herein that the key input 23 provided by
the user is provided only to the hardware control nodule 1, that key
conparison is perforned by the key verification unit 12 of the

har dware control 25 nodule 1, and that only the conparison result
(match or does not match) is provided to the operating system

bl ock_4. Conseguent tyacevens§thaaperatd ng ssystenbl oakhe & A4 hscattacked
by a malicious software, the key necessary for perform ng data
backup or systempesforeiwgl Hanaet balek gt alergy ¢ asperedfoare dedtlr ayed
by the malicious software. 5 Wth further reference to FIG 2, the
data protectiary shetkod dcropdirag t ©x hdepitrsty g eb@r ridtk embodicrients
of the present_invention includes the follow ng steps. In step 60,
upon recei pt SSFLtH@8at a hi di ng backup conmand 21, the control unit

13 is coniiguredyfp.contopl, J0-1be,Lhrrpane, uni b LL Lo store data i n

- the hidden zone hat™ 7's°Uni irabl e, "unrea e Unwri
by the 0pera%éﬂh§d5é88%PH986 4o kHeSE§Eslef&%Ekf@&eéﬁanﬁm%%% of

restore request command 22 fromthe input device 2, the control unit
15 13 is confirgurede §ongeneraire: tde keyloerfd rinagroequesind3dtépshe
di spl ayed on the display device 5 to pronpt the user for the key

i nput 23. In thistenbori nentypbthereontirdl amitthel31dsa condliggr bd ckup

transmt the key confirmng request 131 to a ,
command 21, thé control unit 13 is configured to control

10 the firmware unit 11 to store data in the hidden zone
31 that is unidentifiable, unreadable and unwritable
by the operating system block 4.
In step 61, upon receipt of the restore request
command 22 from the input device 2, the control unit
15 13 is configured to generate the key confirming reguest
131 to be displayed on the display device 5 to prompt
the user for the key input 23.
In this embodiment, the control unit 13 is configured
to transmit the key confirming request 131 to a
20 monitoring bridge program 41 installed in the operating
systemblock4lfordisplayingthekeyconfirmingrequest
131 on the display device 5. The monitoring bridge
program 41 has the ability of assisting communication
between the hardware control module 1 and the operating
25 system block 4, thereby aiding in the storage of the
data in the hidden zone 31 so as to protect the data

from a possibly corrupted operating system block 4, and



20 nonitoring bridge program 4l installed in the operating system

bl ock 4 for displaylng the key confirm ng request 131 on the display
device S. The nonitoring bridge program4l has the ability of

assi sting conmuni cati on between the hardware control nodule 1 and

. the operating 25 system block 4, thereby aiding in the storage of the

data in the hiddgn g@@@o§%t§%nﬁ§fﬁ9ﬂ@tﬁﬁgf5%iﬁQQyﬁﬁEémk&%ggk@ using

possi bly corrupted operating systemblock 4, and ™ 9 in the
restoration ehe Batepenati Ngssyséem bhoskesd risi figont R cdnt adehat ohas
been transferred fromthe hidden zone 31 into the working zone 32
when such a Béstlortat ithve e r kieguizate BE tHeeuserch 5 lrestepaé2onupen
recei pt of the key input 23, the Kkey verification unit 12 is

confi gured t&Sdetiers neYi £het HéSgredet ermined condition is satisfied

by det er mi ni h K i 23 h r edefi ned k
V%eneff rghhgger ﬁ%ﬁgénégfeﬁgéﬁl?ﬁ%%eﬁ%%n§£§pﬁ%p%Fg’gégﬁgthg?Chég%
the predefi n%%g:(t%ﬁtﬂecafﬁlo 9085 1o %@Qor@i%ﬁ\?ﬁgeigh@ejégﬁnine if

verification is configured to transm ey verification

success nessage d22dete rilhe copabhali tunid 153sat Dsstiep §4.ddhersont hel
unit 13 is configured to 15 execute the restore request comuand 22
by control lingetthee firenwaee unptitl3smaaschost thnpspereddiel datdakéyom
t he hidden zone 31 to the working zone 32. In step 65, the control
unit 13 of the Mdrawdrte icoREetgrmined in step 62 that the key input

10 23 matches the predefined key, the flow goes to step
63, where the key verification unit 12 is configured
to transmit the key verification success message 122
to the control unit 13.
In step 64, the control unit 13 is configured to
15 execute the restore request command 22 by controlling
the firmware unit 11 so as to transfer the data from
the hidden zone 31 to the working zone 32.
Instep65,thecontroluhitl3ofthehardwarecontrol
module 1 is configured to use the data to restore the
20 operating system block 4.
It should be noted herein that there may be a step
68 in between steps 64 and 65, where the control unit
13 is configured to generate the list of at least one
restore point for selection by the user, and later on
25 in step 65, the operating system block 4 is restored
using the data corresponding to the selected restore

point.Eachrestorepointcorrespondsto(apoint:Ultime

10



nmodule 1 is configured to use the data to restore the 20 operating
system block 4. It should be noted herein that there may be a step
68 in between steps 64 and 65, where the control unit 13 1is
configured to generate the list of at |east one restore point for
sel ection by the user, and later on 25 in step 65, the operating

system bl ock 4 d Se regtofgda UsiNGd e data eorheshRenti ngst9xERGted .
sel ected restore point. Each restore point corresponds to a point in

time 10 where tilieedatia hé disige backepg cansaee 22 isaexeaut edy iVWhert
it is determned in step 62 that the key input does not match the
predefi ned kelped hetf hawcgoebetorsdepingd, katver ehe fhewkeyes to step
verification unit 12 is configured 5 to transmt the key ,
verification %ai Miee Sigs Sdge K22 Vere ter kRt BN itni ¢ 13 . consiey re?

t he congrol nit 13 is.cog% i gured t.o. ref use o .execut e t he re§? re
request > comiid 22 A bt act PcAF Yop&rtatt orat * 8pplficcatioh 18° préSented

10 hereinbel gy wiith referegnce tig H4{ Ito better illustrate the

first preferred enbodi ment of the present invention. First, when a

user wishes to trapstercratad ¢ontibe umbr Kings zoner B tedtherbirdden
zone 31 in order to prevent the data from being corrupted by
conput er virtsesxelSimal tbeours ssaftavar eguers tdusntroanthée .f actors, the
user inputs the data hiding backup, command 21 into the control wunit
13 of the hardwdr €dRE 6P InsRA R 11912t kPR hpoetion is presented

10 hereinbelowwith referenceto FIG.1 tobetter illustrate
the first preferredembodiment of the present invention.
First, when a user wishes to transfer data from the
working zone 32 to the hidden zone 31 in order to prevent
the data from being corrupted by computer viruses,
15 malicious software, or due to other factors, the user
inputs the data hiding backup command 21 into the control
unit 13 of the hardware control module 1 via the input
device 2.
Subsequently,upénreceiptcﬁfthedatahidingbackup
20 command 21, the control -unit 13 controls the firmware
unit 11 to store the data in the hidden zone 31 that
is unidentifiable, unreadable and unwritable by the
operating system block 4.
Next, when the user wishes to perform restoration
25 on the operation system block 4, the user inputs the
restore request command 22 into the control unit 13 of

the hardwére control module 1 via the input device 2.

11



device 2. Subsequently, upon receipt of the data hiding backup 20
command 21, the control unit 13 controls the firmvare wunit 11 to
store the data in the hidden zone 31 that 1is unidentifiable,

unr eadabl e and unwitable by the operating system block 4. Next,

when the user wishes to performrestoration 25 on the operation

system bl ock 4, thenysekie icputSt BeitrESene -aesheqaiyasd 22 it
the control unit 13 of the hardware control nodule 1 via the input

device 2. llrdhreastt h@lcontlbel dusplay8dgemertateeslitsipe skeydeont & rmi hy
request 131 to be displayed on the display device 5 to pronpt the
user for the Keymphputs Usfeerd athéhgskeeYinpRes - A heckey ¢ MART dgimyEs

the input device 2, the key 5 verification unit 12 conpares the ke
input with the'€p fit dymey,m&‘?d %ﬁ]eorjrﬁslpflﬁe %SW‘FSI ni tt13 ﬁ?gy

the verficalloneiesult by, el ofd | YSYaEEANSIA DY 108K Y ch che
verification success nessage 122 or t ey verificatio failure
message 121 to-dhereaalyr @b yUnkhdl3n i@ nld tihe i fd catd on Tesd tehe
shows that the key matches  the predefined key, the control unit 13
execut es t he veestocetieguestutarmmpaee 122 thyveodptraddsmyt t he of t hendasre
unit 11 to transfer the data fromthe hidden zone 31 to the working
zone 32, and wooperatéd oni $CERe sSopRT A ¥ Ag A5 ogyisteiBlvockr 4fggation
erfornthe restoration operation using the data ‘ ‘

P ggi{ure mes%age 121 to %he control unit 13.

10 If theverificationresult shows that the keymatches
the predefined key, the control unit 13 executes the
restore request command 22 by controlling the firmware
unit 11 to transfer the data from the hidden zocone 31
to the working zone 32, and cooperates with the operating

15 systemblock4 toperformthe restorationoperationusing
the data.

With reference to FIG.1l, FIG.3A and FIG.3b, the data
protecting method according to the second preferred
embodiment of the present invention is similar to the

20 first preferred embodiment. Theonlydifference between
the first and second preferred embodiments is that
according to the second preferred embodiment, the data
hiding backup command 21 isonly executedby the hardware
control module 1 when thepredefinedcondition identical

25 to that for the restore request command 22 is satisfied.

In other words, step 60’ of the second preferred

embodiment includes the following sub-steps.

12



Wth reference to FIG 1, FIG 3A and FIG 3b, the data protecting
met hod according to the second preferred enbodi ment of the present
invention is simlar to the 20 first preferred enbodi nent. The only
di fference between the first and second preferred enbodi nents is
that according to the second preferred enbodi nent, the data hiding
backup command 21ini sSudHytexecul ed bpohhecharidwaref cant daltanodidend
when the predef ined condition identical 25 to that for the restore
request conmeEb@cR2pi sogatirst izl the ebhérodordsit st épie0tooff itthered
second preferred enbodinment includes the follow ng sub-steps. 12 In

sub-step 601' tousE gt ptt st Ry daPRIAFEIAY B&SURS comrendto1,Pe
the control u it }é ies confti ur(?d _ILO g n%r.zic'[e ghé-:-oke¥ I(;ﬂonfi rnéi ng. .
request 131 t B di gplogye on t he %?/ngaﬁ devi ce” 5710 BFor%lt the
user Ssfor the. key.i pput i%gpu&”ﬁgb'ﬁep 602', upon receipt of the
key input 23, the key verification unit 12 is configured to
determine if thenpsedeteer Bed congdic erdesi satd sfdres lbééy input 23,
determ ni ng whet her the key input 23 matches the 10 predefined key.
When it is detles enedeim fSiule step BORE ltthats the fkeyreadpa d23 ematiches
t he predefined key, the flow goes to sub-step 603', where the key
verification iuhi t°he i BreeeREIGUrRRI t oS PREARSMAN t heS ke§averitficcht ioh
success 15 qﬁ%ﬁ?&%i%%%gtOwﬁggh%%ntERE UQé§ %éﬁput 23 matches the
10 predefined key.

When it is determined in sub-step 602’ that the key
input 23 matches the predefined key, the flow goes to
sub-step 603’7, where the key verification unit 12 is
configured to transmit the key verification success

15 message 122 to the control unit 13.

In sub-step 604’ , the control unit 13 is configured
to execute the data hiding backup command 21 by
controlling the firmware unit 11 so as to store the data
in the hidden zone 31.

20 When it is determined in sub-step 602’ that the key
input does not match the predefined key, the flow goes
to sub-step 605", wherein the key verification unit 12
is configured to transmit the key verification failure
message 122 to . the control unit 13.

25 In sub-step 606’, the control unit 13 is configured

to refuse to execute the data hiding backup command 21.

It should be noted herein that the data stored in

13



In sub-step 604" , the control unit 13 is configured to execute the
data hi ding backup command 21 by controlling the firmvare unit 11 so
as to store the data in the hidden zone 31. 20 Wien it is determ ned
in sub-step 602" that the key input does not match the predefined
key, the flow goes to sub-step 605 , wherein the key verification
unit 12 is con¢ilguedn tzote dishs tndthe ikeyt ee@rdd hoat roalfai learfeormat
nmessage 122 to the control unit 13. 25 In sub-step 606', the control
unit 13 is cohdiguredt cap FefuRE to Fetil ©f KE &P thicdi ﬁ@eﬁa?(ﬂéi}}ﬁ

command 21. It should be noted_herein that t e dat.a stored in
Cha i ddan 2ot s R e Lt e o ian Ut AT Rt vt -l AR

can al so be aséfé?grcgo%f tkéga:? z‘?cgr(r:\ B%%k@&;ﬁ?%@@gra%’yt& ed fyrom

t he i nput device Stich tron or onmand froma

keyboard or %ﬁervﬁérétQBnOP%rcﬁﬁm&rE‘d§0”@_@ﬂ§ far om&u fwusern Eherefar e,
correspondi ngly, en the data backed up in the hidden zone 31
records the operatipgncdammEnd, et teece fdagm tdeec ke dipup idevihee hd,dden
after the restore request command 22 is executed by the hardware
control nodul#ore s?nﬂcﬁetcmtdswhteh@paeﬂaémsg tocanst e rigtd it odttheom the

wor ki ng zone 32, oper n stemblock 4 is restored back to .a
state i m’redljaﬁ%‘il? %@V&F@ 6%1'1%"9 the Fessrd&d rcﬁﬁ?%ﬁtnﬁom@&%r?dz

by undoi ng thLe rEEoL . ;&Ff@%%p%f&ﬂ%@dcon%r S0¥RIqul d PG FUGR 4t

ci rcunstance,” 1 he res
10 the data is transferred into the working zone 32, the

operating system block 4 is restored back to a state

immediately before executing thé recorded operating

command by undoing the recorded operating command.

Moreover, in one such circumstance, the restoration of

15 the operating system block 4 may be presented in a form

of images, such as visuallyigoing back a trace of the

series of operation commands from the mouse on the
display device 5.

In sum, the data protecting method and the computing

20 apparatus of the present invention achieve the object

of preventing data from being tampered with due to

computer virus infection or the presence of amalicious

software by ensuring that the transfer of the data from

the hidden zone 31 to the working zone 32 of the storage

25 device 3 is guarded by the hardware control module 1

with the predefined key, where the restore request

command 22 (or even the data hiding backup command 21)

14



15 the operating system block 4 may be presented in a form of

i mges, such as visually going back a trace of the series of
operation commands fromthe nouse on the display device S. In sum
the data protecting nethod and the conputing 20 apparatus of the
present invention achieve the object of preventing data from being
tanpered w t hi sloe ltyove cofpetierhenrtis: kalectponted 4hehpresence tafhas
mal i ci ous software by ensuring that the transfer of the data from

t he hi dden zofee 3regefhassoiang tHone B2e okevhénprbiage 25 tdevivee B
i s guarded by, the Eardmare contral npdule 1 wth the grﬁdeflned key,
where the restore’réqestss Hﬂyzﬁh?opaéﬁ&@Q?mFﬂ%F ckup

s Sl S 1 e e e e o e

mat ches the predeflne e key user

only acgessi h}e,erpflt:@%ﬂaﬁqr qmrtelQoBgerhenPQHB%alﬂe c%@fr%%%yodule 1,
verification is perforned by the key 5 verification unit 12 of the

har dwar e contarod tedul enly tard dhat £ onky ithe neeruft catbonnr esuldoes
(match or does not nmatch) is provided to the operating system bl ock
4. Consequentriof reveah)f ishe roperded ngo sybeempiockidg §gsaeradked by
a malicious softmare the data stored 10 in the hidden zone 31
necessary for? pQQWWH@HEéWtraﬁﬁeW drictifsh<LRStR A1 ES FESESTT g T 4

operating system 4 ot_be damaged or_ tampered. with b
the malici ous &%%?gd %y a marilc1oug gag%ware atr@e gat storyed

10 in the hidden zone 31 necessary for performing certain
functions (such as restoring the operating systemblock
4) will not be damaged or tampered with by the malicious

software.

15

15



15 15 The clains defining the invention are as follows: 1. A data
protecting nmethod, conprising the steps of: (a) upon receiptof a
triggering command, configuring a hardware control nodule to store
data in a hidden zone 5 that is unidentifiable, unreadable and
unwitable by an operating system bl ock in comrunication with the
har dwar e contTipd oDdtne; dfifiypguphe Hessdptioh arkeeHoOr£ol Bguest
command from an input device in direct comunication with the
hardware 10 Torf rddtageud ecceonbi gertibmy t+ heohar dwang covst sélemmdul e
to execute the restore request connand so as to transfer the data
fromthe hidden #8ne'RY &°wSria hgt fo?]’élﬁﬁﬁtr”i%c%‘@ﬁ‘ﬂdfn aBRéiguring

readabl e and i_itable by the operatin ten1 ck mhen a
predetmwnnedw% (#%%o GOJ% P &u gt: % St a pro%ﬁg?%§one

nmet hod as di%ﬁ@@ ig &%@th%ufﬂgﬁi@'nuﬁ%@@d@@lérg%&dgﬁwkq%able %%

sub-steps of: (b-1) upon receipt of the restore request command
configuring the haedwane confsobmndulce tih geppmahg ot key Q@rafhl rdA g
request to be displayed on a display device to pronpt a user for a
key input; (ba@2)dwpoa rcecgimptl oficdukey implut, configuring the
hardware control nodule to determine if the 25 predeterm ned
condition is sati{3fiedcByraeeért Ritng WReIRETe tHIke§ti Aptamst died a

pr edef i ned k%%i and

inpuitdeviceindirect communicationwith the hardware

10 control module, configuring the hardware control module
to execute the restore request command so as to transfer

the data from the hidden zone to a working zone that

is identifiable, readable and writable by the operating
system Dblock when a predetermined condition 1is

15 satisfied.

2. The data protecting method‘as claimed in Claim 1,
wherein step (b) includes the sub-steps of:
(b-1) upon receipt of the restore request command,
20 configuring the hardware control module to generate a
key confirming request to be displayed on a display
device to prompt a user for a key input;
(b-2) upon receipt of a key input, configuring the
hardware control module to determine 1f the
25 predetermined condition is satisfied by determining
whether the key input matches a predefined key; and

(b-3) configuring the hardware control module to

16



(b-3) configuring the hardware control nodule to 16 execute the
restore request conmand so as to transfer the data fromthe hidden
zone to the working zone when it is determ ned that the key input
mat ches the predefined key. 5 3. The data protecting nmethod as
claimed in laiml or 2, wherein, in step (a) , the data is stored
in the hiddenexzoneebyha friersware neitest themkardwar escant tolansfer
nodul e, and, in step %b) , the data is stored in the working zone
10 by the firhhareagnifrom. tfl’ﬁ@ﬁﬁ?&“pﬁ@@@ctﬂ%&%ﬂ"l@édﬂékg A et ¢h

Claim?2, further. conprisin

e te configurin
har dwar e contt bl Jrﬁ‘)d eet%“f%?g °h tfoh%x %¥e3t u Ié‘?aoi}‘gm?équ@%?

command when ter ed in sub step (b-2) that the key input
does not nat%%e{j%éflp%ecige ﬂed key. 5. The data protecting method as
clainmed §n any one of 20 Clains 1 to 4, wherein, in step (a), the
triggering command is a data hiding backup comrand received from
the i nput devicerhé.ddhe gadaecpranechend aetdwd lasicddi med: i4aia aiar
5, 25 wherein step (a) includes the sub-steps of: (a-1) upon receipt
of the data M diwigbaktkup reersenda) - con idhird ig che risar dndrlee dadon

nodul e to generate a 17
zone by a firmware unit of the hardware control module,

and, in step (b), the data is stored in the working zone

10 by the firmware unit.

4. The data protecting method as claimed in Claim 2,
further comprising the step of:

(c) configuring the hardware controlmodule torefuse

15 to execute the restore request command when it 1is

determined in sub-step (b—-2) that the key input does

not match the predefined key.

5. The data protecting method as claimed in any one of
20 Claims 1 to 4, wherein, in step (a), the triggering
command is a data hiding backup command received from

the input device.

6. The data protecting method as claimed in Claim 5,
25 wherein step (a) includes the sub-steps of:
(a=1) upon receipt of the data hiding backup command,

configuring the hardware control module to generate a

17



key confirm ng request to be displayed on a display device to pronpt
a user for a key input; (a-2) upon receipt of a key input,
configuring the hardware control nodule to determne if the key
input 5 nmatches a predefined key; and (a-3) configuring the hardware
control nodule to store the data in the hidden zone when it is
determ ned tdet ¢hefkeyingputeaqueshesot ree pdedpfiayed kay.21012p Fhe
data protecting nethod as claimed in Caimé6, wherein step (a)
further incl ¢S5l ¢hetsubromey of (ac4) fogorn |]§%|Y| AgPURe har dwar e

trol nodul e t t t t t he hi dde
o1& det ar m ned(T it [ERG KBy AU d6ed ot TRl oh 16" pREderhed

key. 15 8. ;@%%ﬁepégﬁegglngo%t @OCEOa%eCJ%!H%g 'Qfa?}{ OQEXOEHE

Clains 1 to r-conprising e ste configuring t

har dwar ¢ contyol-ywgul ept-a use nddexdat aat@ restore the operating
system bl ock. 20 9. The data protecting nethod as clainmed in Claim6

or 7, wherein, [a-3ubesheddua=ing the hardwaseecaptrtalol nmoddhiéei $o
configured to transmt the key confirmng request to a nonitoring
bri dge progr &hdawsttdld edtienipsthreh bpéeat EagesySeanitl bekd¢bprmined

il iglrrglﬁlt Inggt g_[e key con%%lrln ngﬁg Irgéjegltlegnt%%e é}lrlesge%{n%%wkceey 18 10.

10 7. The data protecting method as claimed in Claim 6,
wherein step (a) further includes the sub-step of (a-4)
configuring the hardware control module to refuse to
store the data in the hidden zone when it is determined
that the key input does not match the predefined key.

15
8. The data protecting method as claimed in any one of
Claims 1 to 7, further comprising the step of:

(d) configuring the hardware control module to use
the data to restore the operating system block.

20 |
9. The data protecting method as claimed in Claim 6 or
7, wherein, in sub-step (a-1), the hardware control
module is configured to transmit the key confirming
request to a monitoring bridge program installed in

25 the operating system block for displaying the key

confirming request on the display device.

18



an operating system bl ock; a data storage device including a hidden
zone that is unidentifiable, unreadable and unwitable by said 5
operating system bl ock, and a working zone that is identifiable,
readabl e and witable by said operating system block; and a hardware
control nodule in conmunication with said operating system bl ock,
and responsi veOt o2a adanimgyer i pgappbe redmandofpr istiorg:ng data in said
hi dden zone of said data storage device; wherein said hardware
control nodul e i 87 RN IREsPIRSiSe Rb°akFest ore request conmand

froman input device for executjng.the, restare request, command so_as
15°t0 transfer tReddxta rronahiar i Gach"SoHE 1 Sard ARTRI TGRS ZonB:
when it is deferme - Sal ar t t :
predeterninedigoﬁh??%gﬁxféﬁgg%?éf?@g%%d%%ﬁi%%%n%gﬁ%ﬂ%?ﬁ%ﬁgﬁﬁgFéfﬁ%l%s
clainmedsin Capardin20ywheesi m1dpon keeeipt wokktihe resher e naquest
command, said hardware control nodule is configured to generate a
key confirmihgeneduesto e, be displaysddonratdibdp ay dev,d opend@ing
sai d operating systemblock to pronpt a user for 25 a key input;
upon recei pt %Ysgeme?MQﬁﬁﬂ,a%@id hardware control nodule is

configured to determpe L1 the key Loput . 19 miches 2 predefined

operating system block, and responsive to a triggering

10 command for storing data in said hidden zone of said
data storage device;

wherein said hardware control module is further

responsive to a restore request command from an input

device for executing the restore request command so as

15 totransfer thedata fromsaidhidden zone to saidworking

zone when it is determined by said hardware control

module that a predetermined condition is satisfied.

11. The computing apparatus as claimed in Claim 10,
20 wherein:
upon recelipt of the restore request command, said
hardware control module is configured to generate a key
confirming réquest to be displayed on a display device
via said operating system block to prompt a user for
25 a key input;
upon receipt of a key input, said hardware control

module 1is configured to determine if the key input

19



when it is determned that the key input matches the predefined key,
said hardware control nodule is configured to execute the restore
request conmand so 5 as to transfer the data from said hidden zone to
said working zone. 12. The conputing apparatus as clainmed in Caim
11, wherein said hardware control nodule includes: 10 a control unit
adapt ed to b&adouptedat Bredefiipid Kd8vi @8 F or receiving the restore

re t mmand therefr, | ed i ti, t bl k,
request commnd  {peref rom, saunled 10 ol 4 oporal ng svstemblodk,
di spl ay devi %efe"deaffﬁé 098%3“ Q?iéyshﬁ%mao)fé @%HPgBﬁ eg8lpy of jthe
restore requéest conmand to pfonpt  the dser Tor the key input; a key

verificationcupisdi £QHPLHedot 8xsaid LaNHd OleHRble rdQIAIIM NEHBMaHBOR o
recei pt of the key input by the user, if the key input matches a

predefi ped keay, tand 2hdfansthétdagaafeonmparaisbmir@saht zboesabdsaid
control unit; and a firmvare unit coupled to said control unit and
said data stvordge¢evpcee; wherein, upon receipt of the triggering
command, said 25 control unit controls said firmvare unit to store
data in said hidden zone of said data storage device; wherein, when

It 1s determped iy, sald key, 20 verLLigation vnlinthat fhe key haput
mat ches the
wherein said hardware control module includes:

10 a control unit adapted to be coupled to the input
device for receiving the restore request command
therefrom, coupled to said operating system block, and
generating the key confirming request to be displayed
on the display device via said operating system block

15 upon receipt of the restore request command to prompt
the user for the key input}

a keyverificationunit coupled to saidcontrol unit,
determining, upon receipt of the key input by the user,
if the key input matches a predefined key, and

20 transmitting a comparison result to said control unit;
and |

a firmware unit coupled to said control unit and said
data storage device;

wherein, uponreceiptof the triggering command, said

25 control unit controls said firmware unit to store data

in said hidden zone of said data storage device;

wherein, when it 1s determined by said key

20



predefi ned key, said control unit executes the restore request
command by controlling said firmvare unit to transfer the data from
sai d hidden zone to said working 5 zone upon receipt of the restore
request command from the input device. 13. The conputing apparatus
as claimed in Caim12, wherein said key verification unit is

confi gured t ove 10F i FanSmit ankdy veeifitchei drefailnwet nessageeto Sadd
control unit when said key verification unit determ nes that the key

i nput does nd?t’r‘?’rﬁ?éﬁn@ﬁekﬁﬁ’edéﬁﬂﬁeaoﬂéﬁfﬂ HAd S&FE CorftT AP umas ok

configured to éefggg L9 execut,e ggg £8 tare reqﬂgs%lcogga%ngf% o
recei pt of t he % 15°VEF T cat i on ure ssage. 127 %THe

comput i ng app@f%é‘%e%%ﬁé%é“?g Mbrgsaam 10, dadhersho the tird ggeningy

command is a data hiding backup command received fromthe 1-nput
devi ce. 520 15 oddens6APHE £AG paPpaEr ahes ras t0d 8¢ Neslqh8s€l abfmbhd from
wherei n: upon recei pt of the data hiding backup conmand, said

har dwar e conttrlfod imodulkediesriconfi gured to generate a key 25
confirm ng request to be displayed on a display device via said
operating systemblock to pronpt a user for a key input; 21 upon

recei pt of t key, i nput, said hardware control ., nmodul e is.confi ed
to defernineqﬁ %Q qlﬂﬁﬁng appara%us as clal A in CE 1m(¥g,

wherein said key verification unit is configured to
10 transmit a key verification failure message'to said
control unit when said key verification unit determines
that the key input does not match the predefined key,
and said control unit is configured to refuse to execute
the restore request command upon receipt of the key

15 verification failure message.

14. The computing apparatus as claimed in Claim 10,
wherein the triggering command is a data hiding backup

command received from the input device.

20
15. The computing apparatus as claimed in Claim 14,
wherein:
upon receipt of the data hiding backup command, said
hardware control module is configured to generate a key
25 confirming request to be displayed on a display device

via said operating system block to prompt a user for

a key input;
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mat ches a predefined key; and when it is determ ned that the key -

i nput matches 5 the predefined key, said hardware control nodule is
configured to execute the data hiding backup command so as to store
the data in said hidden zone. 16. The conputing apparatus as clai ned
in Caim15, 10 wherein said hardware control nodul e includes: a
control unit couplced recsdint opetaei Ry system bl ek harhih germaatag
the key confirm ng request tao be displayed on the display device via
sai d operati n@ogygﬁenﬁ%l BERLIGFTT ec8i P I T RS ddtla Hidi 11§ Ybalkip©
command to prompt, 15 a u];seere%gr -a key input: a key verification unit
coupled to sard-contrdl Unit; -t determi ng, upon recei pt of the key

input by the useg;cd fid hes kgy: LPRUL NBIGHES &y Rr gdef iined, key, o es
transmtting a conparison result to said control unit; 20 and a
firmare unitteeupleddo saddkegnt rseli dinhd rand rsaicbndaba sberage is
device; wherein, when it is determned by said key verification unit
t hat the key topit gmeteches> tdrecc2Beprkbeefliaried kieyingabdc&omt oo mmuamh ¢
controls said fi_rmnvare unit to store data in said hidden zone of
sai d data st of@agas devisd¢e@roothe data in said hidden zone.

16. The computing apparatus as claimed in Claim 15,
10 wherein said hardware control module includes:
acontrolunitcoupledtosaidoperatingsystemblock,
andgenerating the keyconfirming request tobedisplayed
on the display device via said operating system block
upon receipt of the data hiding backup command to prompt
15 a user for a key input;

a keyverificationunit coupledtosaidcontrol unit,
determining, upon receipt of the key input by the user,
if the key input matches a predefined key, and
transmitting a comparison result to said control unit;

20 and

a firmware unit coupled to said control unit and said
data storage device;

wherein, when i1t 1is determined by said key
verification unit that the key input matches the

25 predefined key, saidcontrol unit controls said firmware
unit tostoredatainsaidhidden zoneof saiddata storage

device.
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