1 Erasing a stored information pattern on a storage nedium The invention
relates to a nethod of erasing, in a docunent data processing device, a
stored i.nformation pattern on a rewitable data carrier that is accessible
by a data processing facility of said device, the docunment data processing
device having - primary processes for prdkessing docunent data, wherein
data may be stored on said data carrier, and - secondary processes for
erasing stored data, through overwiting a selected storage area of said
carrier by a shredding pattern. BACKGROUND OF THE | NVENTION Prior art has
recogni zed g netlc Fard di sks and other nore or less simlar storage
facilities Fae°""91ﬁ E‘H?F'r\@ ymatiph patiginon 8 strage Medi¥Meont i denti al data t hat
is stored thereon. A first type of attack may occur through a hacker
"entering"” the facilit data petwork. Such interference may be
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parti cul ar glaafta file in {he e adm nistration of the carrier,
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after physi cgimdrg procaksed fob pobedsing ddeumehOdatd ViRireRfta ﬁﬁ%h‘%ﬁfred o %ﬂj a
Digital Acc ss Control |l er associated to a prlntlng facility, or other.

Del eting t heR® CRECE@Rni stration of the carrier will then be to no avail.
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roved securit here are techniques for detecting bit

provi des qrﬂ’rp

patterens t#&g Oﬁ%ﬁiﬁcﬁ"@éﬁbya\?ﬁwwﬂtp@ﬁer% singl e "data shredding" run is
therefore insufficient when deletion of <certain data is really inportant.
Overwiting data wth an_i:_uraI [ t&/_{lof shredding runs involving nultiple

di fferent DPRCKBRAUWNNOF Tl IMENTIONye cal | ed: shredding patterns, is

generally considered as an effective policy, wherein the construction of
the shredding patterns should be appropriate to the intended degree of
security. The ddirier@Hhasdeceanizes dhal swngaetimhard cisks andiofes mase or less similar
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data network. Such interference may be countered by relatively simple operations, such
as encrypting the data before storing them on the internal hard disc, deleting the entry of
the particular data file in the file administration of the carrier, or — preferably —
overwriting the data.

A more serious type of attack may occur after physical removal of such a disk
from a Personal Computer, from a Digital Access Controller associated to a printing

facility, or other. Deleting the file administration of the carrier will then be to no avail.
Reformatting the carrier or over-writing by a so-called shredding pattern provides

improved security, but there are techniques for detecting bit patterens that have been
overwritten. A single “data shredding” run is therefore insufficient when deletion of
certain data is really important.

Overwriting data with a plurality of shredding runs involving multiple different bit
patterns, further to be called: shredding patterns, is generally considered as an effective
policy, wherein the construction of the shredding patterns should be appropriate to the
intended degree of security.

The data carrier can be based on various different writing/storing technologies,
such as magnetic, magneto-optical, optical such as in a rewritable CD, and other.
Usually, the geometrical storage organization is based on a kind of track, that may be a




2 cylinder, a spiral, a straight line, or other. The storage physics is
based on sone kind of remanence property of the storage substrate. In
particular, United States Published Patent Application 2002/0, 181, 134 to
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pr ocessi nyttptéwivpreuseaixiang/publicatignsiliveary/pruceediags/seiodigatndrm.lstai.d dat a
processing facility, wherein docunment data may be stored on said data

carrier, and - a secondary process for erasing data stored by a primary
process, SHMMARY GV EHBEANVENTIGN sel ect ed storage area of said carrier by a
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partially in the background of the former operation.

According to a first aspect of the present invention, there is provided a

method of erasing, in a document data processing device, a stored information

pattern on a rewritable data carrier that is accessible by a data processing facility of

said device, the document data processing device having:

- a primary process related to said data processing facility, wherein document data

may be stored on said data carrier, and

- a secondary process for erasing data stored by a primary process, through

overwriting a selected storage area of said carrier by a shredding pattern, said

~ method being characterized by including the following steps:

- determining shreddability of a selected storage area

- a first detecting step for detecting a time interval between accessings by primary

processes to said rewritable data carrier and thereupon activating said overwriting;

- a secondary detecting step for detecting either a completion of an overwriting

process or an impending end of said interval and thereupon again granting access to

a primary process;

- and if necessary, recycling through reverting to said first detecting step;

so as to run said primary and secondary processes substantially asynchronously.




- a secondary detecting step for detecting either a conpletion of an
overwiting process or an inpending end of said interval and thereupon
again granting access to a primary process; - and if necessary, recycling
through reverting to said first detecting step; so as to run said primary
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process o an impending end of said interval and thereupon again granting access to

a primary process;

- and recycling means for if necessary, recycling through reverting to said first time

detection means;

s0 as to run said primary and secondary processes substantially asynchronously.

Herein disclosed is an apparatus being arranged for implementing the method
of the invention. Further advantages of the invention are recited in the dependent
Claims.

BRIEF DESCRIPTION OF THE DRAWING
These and further features, aspects and advantages of the invention will be

discussed more in detail hereinafter with reference to the disclosure of preferred
~embodiments of the invention, and in particular with reference to the appended

Figures that illustrate:

Figure 1, a system block diagram pertaining to the present invention;

Figure 2, an operation diagram without shredding being applied;

Figure 3, an operation diagram with synchronous shredding;

Figure 4, an operation diagram with asynchronous shredding;




di scussed nore in detail hereinafter with reference to the disclosure of
preferred enbodinents of the invention, and in particular with reference
to the appended Figures that illustrate: Figure 1, a system bl ock di agram
pertaining to the present invention; Figure 2, an operation di agram

wi t hout shreddi ng bei ng appl ied; Figure®, an operation diagramwith
synchronous_shreddi n %ure 4, an operation diagramw th asynchronous

shr eddi ng; ;F;lguqq%@pé) rahg d@ﬁ@rﬁﬂ'tﬁﬁ“'m‘h@ﬁ’ﬂﬁﬁm‘?gﬁ"% xed node shreddi ng;

Figure 6, ariglive, & R/ d8yrai ¢t athked (4)2ynebrélsIhstRling bgarstiong oper ati on;
Figure 7, a gf'a e of sh?%ddl ng patt((ar)?syn Fi gure 8A g?oFBB user |nterface

wi ndows f or ‘Eﬁrﬁt_fr’é’lﬁbﬁﬁff&&fe& Bpaltemsaccor di ng to the invention; Figure 9,
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DESCRI PTI ON PREFERRED EMBODI MENTS I'n the fol l'owi ng, the term~shredding"
will be useBveWiPNer asure of stored data patterns on a hard disc or other

re-writabl erigheraaiseEmteifacs WiHdof féréﬂrb&&h%ﬁkﬁéssas@)éﬁ}is‘?ﬁ@ bl ock di agram
pertaining to the present invention lgure is generally synbolically

organi zed, so that various respective blocks will represent operations
rather thamigenEn DESCRIFTRONIGH PREFERRED EREOTHIERTEO represent  the
rel evant software processes of the control device in which the

invention is prladee Slewing,tbe tege “shisddinge W'" W%eﬁfﬁmoﬁﬂomwtmse of

job-rel at edpafwerr%scrﬂ@ha@toﬁg&d#otﬂéaré Wﬁtauwbrb@brﬁao@ac of the device. In the
course of the processes sone of the |job-" related files may no | onger be

needed, and in t'*'rl@ur@drilll&tﬁaf%fa wﬁtenp)b@léﬁltagraweemt@m tosthe pregent isyerdiopul d be
ef fectivel yrirBged-is ngerawestyrrmHM%rgmeer@&ma{ \Hrﬁuspfé% @aﬁ,e' b‘iodkmﬁd for

such a file, as indicCated by reference nurrber . Erasu kes place in
the form offePigsent-anerationy ratiies thas Iéeaﬂftabl;diaadwe mylasOE@mwtssﬂbfeptqwner ce
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related files may no longer be needed, and in the context of the present invention, such
files should be effectively erased. For that purpose, an erase file process is issued for
such a file, as indicated by reference number 14. Erasure takes place in the form of
over-writing the relevant data storage locations on the device disc, further to be called:
shredding. During the shredding, the original data are over-written with various bit
patterns, ranging from simple sequences of all zeroes to complex patterns of zeroes
and ones.

The erase file process 14 is controlled by a set of user-defined or default
parameters 16. Such parameters are for instance:
~ synchronous/asynchronous/combined shredding
- number and selection of shredding patterns
- shredding priority.

:I'he terms used here will be explained in the description below.

In reaction to the issuing of an erase fife process 14, a shredding process 18 is
activated (symbolized by arrow 20) for the specified file, and in accordance with the
erasure parameters 16. Actual bit patterns for the shredding process are specified in a
list 22, accessible for the process 18.

Before further describing the actual operation of the shredding process, we will
now first explain several different shredding techniques as used herein, with reference




paranmeters 16. Such paranmeters are for instance: - _

synchr onous/ asynchr onous/ conbi ned shreddi ng - nunber and sel ection of

shredding patterns - shredding priority. The ternms used here will be

expl ained in the description below. In reaction to the issuing of an erase

file process 14, a shredding process 18 is activated (symbolized by arrow

20) for the eC|f| gﬁélle nd in accordance wwth the erasure paraneters
e
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2, 3, 4 and 5. Thlrﬁlnﬁﬁ@fﬂ%rﬁ]t fie lgfécﬁ%GQiaté)nékwﬁfk'dﬁd‘é’i‘&eaﬁ’rpihb%%tbﬁlrhlsé)éft may,
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The file may @ encr case of secure data transport, or it may
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job, it reads,the print file fromdi sc, necessar ecrypts it
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illustrates a arf '%‘Hérzd“qst"fﬁt% Ha aﬂermtqm@e@raw:&mt ﬁye@@ngmgelagpppl@@ As an
exanpl e, pridin bﬁaﬁpiérpﬁmﬂbﬁ%w gﬁﬁb&axe&aﬂé@d%ﬁée&éf thrBEPRnPeHeRls, Eﬁﬁﬁ@.ﬁ but

it will be clear that in fact print | obs may conprise any nunmb
sheets. As R, fh%t i f@é@r'ntmhway @bnm@sﬁnwumb@r:@fssé@ets\f As showm @ first

fol | oned Dyprint pBC8BY isHrb&dssk@firsl 8 is fEI'lcﬂ\l*ér v $dcoHd briAliEs J88h, OPer at i on
S

di agram wi t h so-cal l ed "synchronous” g as is Knowmn fromthe prior
art. For sinpli diigye %"ﬂ@tré&ﬁ@n&m’fﬁt@ﬂrdéﬁgf@'ﬁ“@ spoisliech Synehrenayst shreddings
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consi dered out-of -use. Thereupon, effecte

i medi at el y? hashasbagaened-Now, r?étf@@&nﬁeésﬁm&mg J@WZ the a%&‘OF:@tﬂ%fde isOf cour se,
Job2 ey begAsBeddduf-Situse. Thereupon, the shredding of Job1 is effected immediately.

Subsequently, the execution of Job2 is effected. Of course, Job2 may become due for
shredding as well. The requirement for shredding may be determined on the basis of an
intended security level that can be non-uniform over the jobs. In an exemplary
embodiment, only files protected by a PIN-code would be shredded (to be explained
later). The information shredded can be the original information, and will preferably also
include any intermediate or temporary data files created in the process, data rendered
out-of-date through updating, such generally as considered appropriate vis-a-vis the
intended security level. Generally, the actual operating system will know where to find

such intermediates, even if the application in question is based on running third party
software. Evidently, there may occur an unwanted delay in the processing of Job2, due
to the preference given to the immediate or synchronous shredding of Job1.

By contrast, Figure 4 illustrates an operation diagram with so-called
“asynchronous” shredding according fo the present invention. As soon as Job1 is
finished and the associated files are up for shredding, the shredding of Job1 is actuaily
started, provided that the execution of Job2 can proceed for some time interval without
storage access. If such access becomes necessary, it can take preference over the
shredding operation, as based on some preference criterium. This renders the |




shredding as well. The requirenent for shredding may be determ ned on the
basis of an intended security |evel that can be non-uniform over the jobs.
In an exenplary enbodinment, only files protected by a PIN code would be
shredded (to be explained later). The information shredded can be the
original information, and will preferably also include any internediate or
temporary data files created in the process, data rendered out-of-date
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succeedi ng sptﬂgig:ng The data locations of the files are immediately overwritten with one or a
limited number of shredding patterns.

After finishing the synchronous scanning operation, the shredding process 18
returns a “done” message to the erase file process 14 (symbolized by arrow 32), such
that the erase file process 14 may signal the relevant primary process 10 that it may
resume operation, and moves the pointers to the (shredded) files on to a next storage
location 28 (operation symbolized by arrow 30), that is dedicated to asynchronous
shredding. The data !o.cations of the files are now further overwritten in a background
process, not further hampering the primary processes for the actual document data
processing 10.

During the shredding process, status information of the process is
communicated by the shredding process 18 to a display process 36 for informing an
operator of the security situation of the system, as will further be explained with
reference to Figure 9.

As an alternative to the mixed mode shredding explained above, also fully
asynchronous scanning may be effected for less important information. This mode can
easily be done with the same composition of processes and structures as shown in




Now, returning to Figure 1, and in connection to the above-descri bed m xed
shreddi ng node, the shredding process 18 first renoves the
files-for-shredding fromthe file adm nistration 12 by renam ng them and
noving the pointers to another storage |ocation 24 (operation synbolized
by arrow 26), that is dedicated to synchrbnous shredding. The data

| ocations of the files are imedi ately overwitten with one or a |limted
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ref erence tigarketpdrty @cé: feerain, il yas unpriritedfiles reside inithe majibuie ash merted v,
expl ai ned alavg; figd 3 iklntheRTINSIHON FARY! ¥ fidcafy,for | ess
i mpor t ant infggﬁg?%onﬁ_Thls %pje Caﬁ9mg§b“ﬁ@@%gaﬁ%%gﬁwy?ﬁwﬁﬁé %ég ’
conposi t i oraftsr agiredadergunrediitde itervaltolirsay, 26haie)weriaved Teirgailbexs, with the
exception thafonkd ~ | r j.[.e 0. ;
ocati on 2a HenerteEas fin SbROeNbrl ek B3 R Hish ildniolel T lRpFUaRHS
hat ched ar ridairom4he matbguitds not oalyaleted irbarthy fileeddmiaistratigppbiteisoi sredf  t he
asynchr onougss i RACAY DS GHliSatlk idlofouBlAL At BhBERE iffid Hh¥noRGRAuSe such
a printer nay be shared anong various different ~"peFsons a groups. In
such a casenar@turs. tympdiately afte thendaleteicamorangnOf coursgdornt dptiodabsgcuety all
advant ageo | ' 1 S56 ' 4.0 .ed to
printers u??%g@ggﬂﬁggfﬁgg“giﬁﬁgﬁPR%s |Qﬁﬁggpﬁﬁgg(%§H@§%ﬂ?@$”§§9%#ggg and
di gi tal copleered fa pgntinch whide deeryited ddtanre ept in vhlatieimemarylonlyet  unpri nt ed
files reside in dfgeMid ROdntioA2dn bEULERYER a digital copying and a scanning
environment. Digital copying and digital scanning are notoriously data intensive. This
raises the need for effective shredding.
Note that in a situation like Figure 4 or 5, the effective shredding operation of
Job1 may extend beyond the start of Job3, so that various jobs can be simultaneously in
the course of being shredded. This will require determining some prioritizing among the
various shredding runs, as will be discussed infra.
The above shredding procedure started from the level of the individual file or
bottom up. Another manner is to start on the system ievel: freeze the overall operations,
and determine on the basis of file system operations whether deleted files should be
shredded. This procedure will need an approach based on sector analysis. Usually, the
operating system will sufficiently know the organization on the sector level.
Figure 6 illustrates a flow diagram of a mixed (a)-synchronous shredding
operation. In block 40, the operation starts, and the necessary hardware and software
facilities get claimed. This operation will for example occur at power-up. In block 42, the
system determines that a particular file or storage area is no longer needed. The
organization of a pertinent waiting loop has not been shown. In block 43, the system

determines whether shredding is necessary. If not, the system goes to block 52. If




printed files will remain there for sone tinme, until they are actively (or
automatically, after a predetermned tine interval of, say, 24 hours)
renoved. The nmilbox is inplenmented as non-volatile nenory, such as a hard
disc. Therefore, if a user deletes a file fromthe mailbox, it is not only
deleted fromthe file administration, but? al so shred. Also in this case,

it is adV|sabIe to, execute the first shredding run in a sgnchronous
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asynchronous shredding operations that pertain to a particular file. In a printer
application, print files would take preference over logging files.

Now, as long as the shredding must proceed, the loop of blocks 48 and 50
(“ready?”) revolves. If shredding is ready, the system proceeds to block 52, wherein the
storage area in question is released for new system usage. Thereupon, the system
reverts {o block 42. _

For simplicity, the interaction between the shredding and the other data
processing operations has not been given in detail, but various priority—controlied
operations may be executed. Such details are considered well within the knowledge of
the skilled person.

Furthermore, a brief delay could be introduced immediately after the finishing of
a document data processing job, before a shredding process is allowed to start. .
Otherwise, if a new document data processing job starts, although it has priority over
shredding processes, if a shredding process has claimed the disc, it takes some time for
the priority job to access its required storage locations on the disc.

Shredding, and more in particular the further shredding runs after a synchronous




Starting of the asynchronous shredding is triggered when an interval occurs
in between the normal data processing operations. Such interval can be
detected through only the start thereof, or through finding that a
particular interval is predicted to have at |least a certain length. In
this latter case the shreddi ng operation &an on this | ower level have a
tenporary pr dat a roceSS|ng After a certain
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required storage_ | ocations on the disc. Shredding, and nore in particular

the further shredilisgofrapignsintFigurg 8gynaydesnous
- *highest”, in which the maximum number of shredding patterns (refer to Fig. 7) is used,

in a synchronous manner

- “high”, in which an initial synchronous shredding run is followed by an asynchronous
process using a selection of, e.g. 15, shredding patterns

- “medium’, in which only an asynchronous shredding process is aplied, with a limited
number of shredding patterns

- “custom”, in which a user may select his own choice of number and selections of
shredding runs, including applying them as synchronous or asynchronous runs.
-Of course, other options would be within the scope of the invention.

In the basic screen of the printer driver, shown in figure 8b, there is a tick box 71
for defining the particular print job as a security job. When a user does so, a forced
dialogue will. appear (not shown) for the .user io enter a PIN code, that he will be asked
for when it comes to printing the job. Other possible forms of security jobs involve other
security tokens that are suitable for identifying or otherwise authorizing a user, such as
a fingerprint, iris scan or code card. Defining a print job as a security job automatically
enforces erasure by shredding of the print data in the printer after finishing the job.




8 initial shredding run, may al so be effected off-line, e.g., just before
shut-down of the systemor at night or during quiet hours as a batch
process. In fact, the storage sections wused in print processing may in
this case be used again after the initial shredding run, and only their
‘use will be |ogged. Then, in the batch shfedding at night, all files that
have been Iogged as beln used in the print processes during the day wll
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In the basi c™screen nter “driver, shown ere is a
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a user doegpdfed, @ droddt&thined selection is made.

Figure 9 shows an information window 100 that can be projected on the local
device display upon actuation of a key on the operating panel (not shown). It shows the
actual security-related situation of the internal hard disc of the device, as entries for
‘data in use” (excluding system files not related to document data), “data in erasure
process”, and free (“clean”) disc space in bytes. A fuel gauge” type display item 110 is
added to give a quick impression of the situation. In an alternative embodiment, only
entries for “data in use” including data scheduled for shredding, but not yet completely
erased, are shown. It would of course also be possible to show the information specified
in numbers of files. With this indication on the device display, a user can instantly see if
the data that should be removed are indeed gone. The necessary information to make
the display can easily be delivered by the operating system resident in the device
controller and can be refreshed regularly, to give a dynamic situation display. The
display window can also be shown on the workstation of the system administrator.

The present invention may be used advantageously for scanning and copying in
a very similar way. In scanning, on a dedicated scanner device or on a multifunctionai
device, a user must first enter his name or other identification code, and may then scan
documents. The scan data are then stored on the system disc of the device in




di al ogue wi || appear (not shown) for the user to enter a PIN code, that he
wll be asked for when it conmes to printing the job. O her possible forns
of security jobs involve other security tokens that are suitable for
identifying or otherwi se authorizing a user, such as a fingerprint, iris
scan or code card. Defining a print job 42 a security job automatically
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erased, are shown. It would of course also be possible to show the
information specified in nunbers of filgg. Wth this indication on the
device display, a user can instantly see if the data that should be
renoved are indeed gone. The necessary information to make the display can
easily be datlimMmsed by the operating systemresident in the device
controller and can be refreshed regularly, to give a dynam c situation

di splay. The display w ndow can al so be shown on the workstation of the
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copi er, Wnerealtg the printer prints the, copi.es fromthe disc. Shredding

of the used2fPECEHVEIRRIFAY SFEFRMRIPY AhreedindPEeMn reaction to a
setting nade by shidensthed being chdratterigel by ingudifg treoplovind siepsaneters. I n all
cases nentioned, a.shredd] rocedure effected wholly or at |east partly
‘as a backgr6aﬁ%rrﬁpme%]ée(g;@gg}%fﬁgsefe&{etdrfgorﬁgﬁE@ﬁ‘t invention, will only
slightly di stdirdt deteetingosteptfor detsyings tisdfteh@bBetwdeactddeings 8§ ehinaiynvent i on
has her eabove heen .di scl osegpi/‘\?nectagﬁref.er eng referred (ﬁ@rrbodl {irrvlsr;lts

to . . .
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modi f i cat i ora sacshdahaderestingaerbier daeetirighstheit £ coinpletoh oexrt@RMvitihgthecasgope
of the appended C %i ns. IQ ciﬁpsequg%ﬁje t he enbadi nents shoul d be
consi der ed S5¥BERREGIING gt saifiintervaland thereupan Agah SEINING BRSPS 22 PHIED! ued
fromthose erdeesh;nents, other than as have been recited in the Cains. 11
CLAIMS 1. A nethod of erasing, .jn docunent data processing device, a
stored i nf ofﬁﬁél OR“e5ab% Eercﬁa%ﬁ thropab\ﬁvp&gpgo ﬁ%fgé'rﬁ!%feﬁcﬁ’?g ?tﬁg;t is accessible
by a data psoesgssiungatdmirharyyndkessiddry processes substantially asynchronously.

2, A method as claimed in claim 1, wherein said overwriting in a secondary process
includes a sequence of shredding runs with shredding patterns that each at least

substantially cover the whole of said selected storage area.




devi ce, the docunent data processing device having: - a primary process
related to said data processing facility,owherein docunent data may be
stored on said data carrier, and - a secondary process for erasing data
stored by a primary process, through overwiting a selected storage area

of said carm.er bymathetiedtimed mactlzamfn witerbifl sERitdVREviRiRg Pa 6Beuraeher | zed by
including the foll rmni ng@ihreddabl lity of a selected
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process; - deldf necessary, recycling through reverting to said first
detecting sfaF Y WA run said prinmary and secondary processes

substanti al | y asysméiningehsidding2unslargeiffbedd asyrhfdndagyi n claim 1, wherein
said overwiting in a secondary process includes a sequence of shredding
runs with shredding patterns that each at | east substantially cover the
whol e of said selraatindd ab elarged iarckim 1] Uheidin dftarRbpbtias ofh pimBe ﬂrﬁc@sai m 1,

wherein sai¢g overwitin second pr o ncl udes  a en
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synchronously, i.e. by preventing starting of a next primary process
following said first primary process until conpletion of said initial
shreddi ng rén, andnetaa@hmblngnahneawhngzwaswmreln@‘aioe@te@dntm@y@wml@ﬁan@ﬂy. 4.
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security token, such as a password, at the printer location.

7. A method as claimed in any one of the preceding claims, wherein said data
processing facility is a printer, a scanner or a combination thereof.

8. A method as claimed in claim 1, 2 or 3, wherein said selected storage area

includes storage of temporary, intermediate, and other data used by an actual operating

system during a particular primary process.




6. A nmethod as claimed in claiml1, 2 or 3, wherein said overwiting is
automatically effected for a security jgh, that is a print job that can
only be printed after entering a security token, such as a password, at
the printer location. 7. A nethod as clainmed in any one of the preceding
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primary process. 13 9. A nethod as clainmed in claim1l, wherein a storage
area on said rewitable data carrier is automatically designated for said
overwiting 1oy a/shetddizegianasd mrmaumppdsr BWhedit s€ilfl ousrarriting Rrsthtdwed bei ng

present with respect. t sald stora r od a ai.med in claim
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wherein after conpletion of a primary process, a secondary process for
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processing facilit er ej carr, and
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primary prosission.

13. A document processing device comprising

a data processing facility and

a rewritable data carrier accessible by said data processing facility,

said data processing facility running

- a primary process related to said data processing facility, wherein data may be stored
on said data carrier, and




t hrough overwiting a selected storage area of said carrier by a shredding
pattern, said device being characterizedqQy conprising: - shreddability

determ ning neans for determ ng shreddability of a selected storage area -
time detection neans triggered by said shreddability determ ning nmeans for
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subst anti al I%t é&\%ﬁnousl y. A device as claimed in claiml ein

a secondary 8““[?&8?08??5&9?@%@”8‘3%9{88%@3 &t st rviiahig d?@r@"\ﬁrt h
shr eddi ng pahaememsmdnaatctmmb oa:érwrmgbysy;as;ba@ﬁdaw pocésyyer the whol e of said
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processes and agé secondary processes in such a way that at |east one

initial shr8f$RY run is effected synchronously, i.e. by preventing

starting of -andesdyclmgimedrs for iPeessa! lebydlingireighoRveting & shi@first fagt one
initial shre(/jed.nrg run, and further shredding runs are effected
asynchronoug[e CEMeqNS: A device as clainmed in claimi13, 14 or 15,

i ncl udi ng neans td an saleseiharg add betendafy srocasaBnsusbtiialpasypeRoatgsty. of an
information item indicating a security job, and wherein the data

processing facility automatically applies a secondary process to a file
havi ng sai d1added denice agelairasd intmnnarra Whei‘wvi ng applied a primry process

to said file. 17. A device as n.clains 13, cl udi ng ne sfor
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shredding patterns that each at least substantially cover the whole of said selected
storage area.

15.  Adevice as claimed in claim 13, wherein a secondary process includes effecting
a sequence of shredding runs, and wherein the device further includes

a scheduler for scheduling primary processes and any secondary processes in
such a way that at least one initial shredding run is effected synchronously, i.e. by
preventing starting of a next primary process until completion of said at least one initial
shredding run, and further shredding runs are effected asynchronously.




means for displaying said progress to an operator, to give an indication of
an internal data security situation. 18.45A device as clained in claim13,
14 or 15, wherein said device is a printer, a copier or a scanner. ERASING
A STORED | NFORVATI ON PATTERN ON A STORAGE MEDI UM ABSTRACT A nethod is

present ed of1eer asA dglicd 4% caitegumeaim datﬂcpmgcmg@umﬁ devi ce, a stored
information pattern on a rewrltz?,%le data ca @68 at is accessible by a

dat a processing "P%?&Sq?ft%hefiﬁ"“%a ?Ié\?FE’Be“tt H3ente fandnigrpticadient

devi ce havi rigdigatingarsecpii9Ges 208 whfsﬂarn mé@@%ﬁﬁbB&SﬁWHHmWauMa@lca!Wﬁééh dat a
may be stored on the dat a%%afr h tig]i $ dar roce&ses for erasing
stored dat a,SSFRIAOTR Ie @""2\9% ag temyg r@l‘"”ﬂr?@pk%?ler by
a shreddi ng mmtaryepnmws‘&le%mm@ to the proposed mat hod, the primary and
secondary processes are run asynchronously, i.e. the secondary processes

are run in background, in order not to hinder the primary processes. In a

particul ar 1gorbod deide, asadkaimed tin ahlmshraedt&iuam run i s nade di rectly after a

file is no | onger_use and, .addit shre runs are ma
backgr ound. F?Gﬂﬁé"i%r morﬁtormg gle overa ?l progress &I segoncr ary processes?n the dewce

and
means for displaying said progress to an operator, to give an indication of an
internal data security situation.

18. A device as claimed in claim 13, 14 or 15, wherein said device is a printer, a
copier or a scanner.






