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I nvention The present invention relates to systens,

processes, and conputer program 5 products for

freight transportation and, in particular, for

nonitoring transport containers. Description of

Rel ated Art Security in the freight transportation

eat _concern. Frei

i ndustry is of aqr %ht 10
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containers, railcars, trailers, or other enclosures
used to store and transport products (collectively
referred to herein as "transport containers"). Freight

transportation cgggg@gﬁgtg@gCgoyggqﬁﬁﬁﬁ@EKﬁgencies
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are al so concerned with contraband or arnfu
substances or devices, <sHicld dishd Invegain drugs, weapons

of nass struction ..or even illegal immgrants, bein

Sur et | THORER pRacudt sl Sy sup EStn il e Hogram
SAS Brotigdy Kdr frdi g1R @Rsp 2 BHS B, 1:2parBBul &R MRaNb S forRddransport
government al agencies routinely use security deéevices,
suctrni@ngrecks, plastic and netal |oop seals and cable
seals, bolt seals, security tape, security tags and
menory buttons that allow tracking of 20 transport
cont ai ners, and tenperBtiiiptioRBIReGed Akl in an effort

to prevent unauthorjzed access to transport .

cont ai neP&uripsingiefeight Gansportaioadadustry is pEgreptmosaerad Freight
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of a transport “contalner and/or tanpering’w or

ot heodmanbging sdr-eisiondly kdieovextfemi Geight al sHifEng peithiners,

contﬂiner for the purpose of gaining physical access

or BHEF FAED, phathenmiclaspigs pasd tgstarhiand fransepigproducts

co i10e; « 68 . .
conkalaRs 102005 A0RAES BT URARLALEYR S uatsiin
pr omimpaktes @od goyerminehiel agenvientrcalsal cosemrned with demirabaad or

may, al l.qw a freight transportation,  conpany or )
150 B oG Q5] R i eelibah SR ofarass dostyotion

a 1&aReRAldsal BRReRINAE being ‘dﬁﬂ_eﬂﬁl‘()h@l??_l 4% @ Wi ¥ariBoR bntainers.

provide any other pertinent infornmation, 5 such as

i nf&% apasnlinfeightdransppriation compemesant gavieemantal sgendies routinely

¢ on&s%'sgceurrfty EQVelCGS, such as locks, plastic and metal loop seals and cable seals,

bolt seals, security tape, security tags and memory buttons that allow tracking of
20  transport containers, and temperature monitors, all in an effort to prevent
unauthorized access to transport containers. As used herein, “access to” is
intended to include physical access or entry into the interior of a transport
container and/or tampering with or other manipulations of the exterior of a
transport container for the purpose of gaining physical access or entry into the

25  interior of the transport container.



i ndi vidual (s) that seal ed and unseal ed the contai ner
for the transportati on conpany, when and where the
WO e@s/assNe cont ai ner was accessed, to what extBCI/US2904/008068
for how long the perpetrator(s) obtained access to
the transport container, etc. This is particularly
t he case WWoervéheorveatiaadsdcutdtndexides ardivsndmemssibopRed.
or transported. 10 by nore than one freight
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frei glatviduHEpMer dedlet ANd GAMRARAYhAESH: Aherfol MEQFAEFIMafbn company,

agencg in evaluating what, 15 if any, actions can be

or n&ben awsl where dicctransperh eatitrigen wes arcessed, to mdiatientent and for how

such enf or.c t.acti.ons to identify the. ..

per p<hE SRl ahtiifedagcern fo thF Srntofgonyner ete. This is

haz apgocidaripiteicadd weaNtha MafidpoktUdnflinetdaPbets sBfppB@SStransported

destruction, or renmedial actions to prevent ghtpre

e c s mpFcihae Ars freighicisrgperdation company, e multiple destimations, and/or

for i i . Ges or

roni PRy B oARERE, Ch RGP ARSUER BT g to 2 ranspor

met hadisaisdreuh te bientifiefattieh Rmonalivagnthe cded, @cdah g difficult to

access tqQ the transport contajner, but also when and .

wherSCEHEN AR RLEr IHEIHERR Tsatting bg acershiicateyt thabmay assist the

per pet; - r .

Der SRR AR BE L ABLAARRSS I enbeudpABRATR yauing v,

Ibegaf dingetitves ceobt enhsedab beekehregesdiap thecavntaiindderawhch as

access incident.. The. inproved securjty 25 . devjces and
ot HORCSRETIATHES '8 AR PGP HBERCYEh g esm oIS 1 biglogical or

| Nt e281486s P@fekihBSontanSiHetioBS WwdBohd &8s destruction, or remedial
transportati on company and/or governnent agenci es,

wherfctions togreysot futwrentedshacideats. been accessed, as wel |

as providin ertinent information. relating to.the

Rocoss i AL oE oS pdere B mpfa B0 sElgly devices and
28ddithétB6ds fob gonfBriey @shspSR efithinkrsd NCE 88vieehniBABRSE should be
al so shoul d be capabl e of preventing unauthorized 30

t anFep#tg ofwetipnishéetedingeresss tethi tienspopt nat a0 510086 0then and
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t he the ramspartycon@indt, aviitlisas oM pBrtiAEt iNRmaf@CREaing the
drawn to scal e, and wherein: Figure 1 shows a

schératents At kanspery pampiper andspsess indiénnt.nBhe iaproke segurity
222; S%?lr(r%% %1?d01$15%%ﬁﬁe§%{oglscg%@a%ﬁg bf n@t?fifﬂ{gddrr@erﬁgg H&tested parties,
such as the freight transportation company and/or government agencies, when a
transport container has been accessed, as well as providing pertinent information
relating to the access incident to the interested parties. In addition, the improved
security devices and methods also should be capable of preventing unauthorized

30  tampering with the security device.



i nvention; Figure 2 shows a schematic bl ock di agram of

an interface unit, according to one enbodi nent of the
WEe@ses609 nventi on; Figure 2A shows a schenat i BCHUSK4/008068

di agram of an interface unit, according 10 to another

enbodi nent of the present invention; Figure 3 shows a

schemaBRIEBIREESCRIPAGONOB THE SESERAIf VIEWSNOF AHEIDRAWINGS

access to_a_.transpQrt contajner, according to another
enbodi menReBFeRCH é‘ﬁ@ Pewdmada o din JOSAMPERGES _éraziﬂ%vémél are not
schepglek i @Gkndb 3&mhewiRrdpf:09r amm ng unit, 15

according to one enbodi ment” of the present invention;
Fi gur es 5Rigarall S®vetwshemetic tlock duigmgr afa gfstenh for monitoring

nitorin ni t accarding to one enbqdient aqf the
ot oS &R R drplTt ConleTeactaiding tb o8 PRSI ob e prosent
di agr¥eniedn;t he operations performed by the nonitoring
uni t, according to one enbodi nent of the present
i nvent i onFigaee Filipyrse sehemetigblack diegradi efpraintesface hit, according to
operatio r.f.oried he monitoring unit,
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i nvent i onFigufd DAIERoWE SEhematic bloaWdbierai afuPintdriRe unit, according
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b oteenetass amhedimest of the presay amtentigient i on; and
Figure 9 ' J 0 L on o
perf or rredﬁ%){}}%;3 %g)ups ?a\cl)% ggrfﬁh%lﬁcﬁgbﬁingl%gﬁﬁnc@fg&{r sg'itsjﬁ%l focg monttoring
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DESCRI PT| ON OF THE | NVENTI ON The present invention now
wi || 'EE s cri bed nore fully hereinafter with
r ef er encep; ' ' ' L.ch: :
but ot ol srbasy et Bl otk fabator d oo R AR,
Khowarcotdngietednetehibodinmng nf thepresent ineergiohpdi ed i n many

di fferent_for an ul d not .be construed as limted
to the en%‘éﬂfeggﬁ’taél g ¢ ﬁlrcultéﬁ%a%’ﬁ%ﬁ%@%@@mg unit,
PCT/ 1ot Q386 boNBRN& BT the Ptdr&hit intigRR; enbodi ment s

1
are provided so that this disclosure will satisfy

appl i cabl BghwwgaA anddld shomemflew diigcan ofi izeysratiohe perfamed by the
like elenments.throughout. Referrin Figure 1, there

s Pou B ASUEPRH orr bt el e telinsenaty o

20r anspor tFigeiet7adhaeis a fRVE Alatiafbott tBe P& aSSRQARIBALA BY the

the present invention. 5 The system 11 includes a

noni eRTGHEZURIY accordisgioanether embpdimentolsiho presewrinedntion;

(not Figure 8 shows a flow diagram of the operations performed by a

programming unit, according to one embodiment of the present invention; and
Figure 9 shows a flow diagram of the operations performed by a

25  programming unit, according to another embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION
The present invention now will be described more fully hereinafter with
reference to the accompanying drawings, in which some, but not all embodiments
30  of'the invention are shown. Indeed, this invention may be embodied in many

different forms and should not be construed as limited to the embodiments set forth



shown) and at | east one sensor 12 for detecting access
to the transport container. Each sensor 12 is in

W@ p®saitee communi cati on with the nonitoring unPCT/LH2004/008068
through suitable wiring or using wreless
conmuni cations. The nonitoring unit 10 and each
sensbereit? rather, tpsr ahbodineus betrovidse saithatthiodisdiesure W111 satisfy
transpqrt. c iner so as_to 10 prev mage to the
moni EICARle ‘?ﬁa? regHuPgenis hél@éw%’re{ss‘)e% i ?ﬁléméﬁﬁsé%m&ghout
products Rteﬁeh%j% W #iBhn 1t BferERRRARK aas?/gt Pibt Wdnitoring access
that the sensor(s) can detect access to the transport
cont ti aanspPrt ebrtamst, pecartimgionig embergment ¢f th@present invention.

inco i C lou at ed thlnt tran
chnt SRR T el leR s foutlord vph 4B spalOE B mapmmor container (not
Vi si flcfvn) _EH@ aBRAKOhS sddof BNfor ﬁ@ieb‘ﬁ&%a&b@s t8 1% ti&sport container.
limted to, optical 15 sensors (such as infrared
not i Enclwnwrl@ is pyepeedtde commypiesidrmsyith ik monitoring unit 10 through
h

lslegséurﬂsagfeew gt Irg%’% éﬁrseigsg coryy ﬂlrslglwec[afl%r{se %gﬁ%é%hng At q{O and
r adi edch@Bensdens @feSopehCMjﬂhioQﬂte& SR sefed(ts WS trafpart gb@RRAkr so as to
ﬁ}?SI tioning systenm), as well as other sensors that

e Bl@ﬁ%mtdﬁmég% to thpepndtaring peibped/ e the senset(pfirem the cargo or
el ec at
o PSR} IR e TR g R RO AL e
envi f@psFEn the/mr;tﬂ?.pasrt tinetainet. freforabdy, thd@oserig wet 10 Ehe

system 11, |ncI u n interface unit 14 in operable

o BRPERIGUBHELY JcatedrRE R gt FEBERHTG CaiFinery erchpg@ location that is
i nt eﬁét@@zﬁhl’&%stlblxl:df THE geﬂsﬁﬁs htu%lﬁ&? bt et ndClimited to, optical
preferably communi cate throug reless

omensaratsuoh ss infracédutibfion sinsdreytyrodleatictsahdons) and light-intensity

radi o-fr comruni cati ons, Iovv-earth orbitin ) )
st 1S, BETRAHHI TERSHES. SR Sl AL BT BRI switches,
ge0SMARAbABRISrsSRLBidd defisor§ %’ﬁ@?}‘aﬁé £ 8ldb8NsositHRid s%fstem) as well as

t el ephony, etc. The system I so |ncI udes orne

mor eothergensareibst a1 Stsmtnvaatp@h@uwhl trmpEdatte, e@amniecttlad;eé

wi th_t he. .mon nt 10 and terf ce uni

1o, ehaeaiy BoUEh s ek eapdRre vid e Pheodepiicr with the
XS adhvirefinkMaviten thehtekr snhe@bn@indgact i vation key 18.

The activation kelv)1 16 is configured 30 to activate the

noni t or i n@hemystenn weludpgen infeslage anit éﬁulmgpqmblc chagiunication
to t ner. . The

deaggm\l/ g | on Eo%%%‘;ﬁélhcig Igglﬁgrﬁtgﬁ?cg g,[ntlt f4o onltormg unit 10

200 @r@ﬁ&ﬁﬂ)ﬁcdﬁ’ﬁi’ﬁhﬁﬁﬁt@@lﬁoﬁ@@ @%lesd&ﬁﬁﬁluﬂﬁh@ﬂs hcluding without
noni torl ng unj, t 10 Each data key 15 includes a data
r epdEPHFHAP. Rasizo-freqikangy commypicadanse oy aarty orbémgaﬁ@teéhte

Tne SoRCALR, Mo §s B deab i fosfuchiodsBL LR |
t he qEnesaritationy,antbitertelefphanyi, atce fnhaepstemilu alsh ihclatiesd®® or more

e or . . o .
ci)ata keys 15 that are configured to communicate with the monitoring unit 10 and

the interface unit 14. The data keys 15 are capable of being configured as an
activation key 16 and/or a deactivation key 18. The activation key 16 is configured
30  to activate the monitoring unit 10 so that the monitoring unit begins to monitor

access to the transport container. The deactivation key 18 is configured to



5 nore programm ng units 20 that are configured to

communi cate with the nonitoring unit 12. For exanpl e,
We@20/0pss0gr ani ng unit 20 can conprise a nDbi PE/US2004/008068

handhel d devi ce that includes an appropriate housing

(not shown) and power supply 26, such as batteries.

Eac hdq:nctigataﬁm’ manitomingg wdit 1o éfaeh dhtiaykey 45 indwndds guiatdrepasitory 15a,

comu ate with the m)n%éa% unlt 10 using wirel ess

10 08’ FORRES S ROMAE e Orfyr equency
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program ng uni comnuni cates with the nonitoring

uni t om@emmdimemamthﬁ presgtionveytiof. Hppntexfapatel) §4 2483Mes one or

In anot her enbodi ne h a unit 20

coni Pt Baeeareaminn 208t feih FRLATH ReuiinsERt e

at ﬁmmngmﬁeml Fdresxample! 84bhqrd AE1IS20 can comprise a
Advant a&eous y, this latter enbodinment 15 allows the

syst @epia, lla@dheld]é¢\41@mthaﬁ1n@1@éeﬁm @@rqu%gm@mgf(é@@hpwn) and

r adi I

o Bol SRR s BRRE BT FRGRLIORS Mg R R
st r uednfigaebdtto csmﬁ{mlgmteewulat%ah@nglﬁltlmtlm@ereless
activation key 16 commyni cating to the data key an
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tr angibidifich, BAA0LE AL 2 LA colultical T e pldPftofing unit 20
dat aatcamndioi fregjueity dffappeaimatelysd3d Vs, Intdnetheaarﬁb@dmtehe each
vessel, the natiqnality. of the vessel, th

t he Hrggfagpmngwglt i © ﬁgueﬂ]otpﬁamn%qpéc%w ﬁg?e momtorl;ng unit 20 at
di schay GemorchBrrdlah& a8l Fepandisy %d\faﬁﬁgé&@[}l 1Qé latter embodiment
| oading, the tine of departure frompdrt of | oading,

e altopagbe systdmed ] t@flm.ctmmm @yourss ﬁa‘nag defferée raedinyfrdqeency

for other tﬁB% of trans ort 25 contai ners, such as
t r aj YREPEUm AHDEAIONS Or RAURIAAS ¢ ont ai ners travel ing via

air, etc.Eddhrogatinvial LR 20 € teRhRiBEAR Y1 £ RIBULSAR 18 configure
uni que encrypted code associated with the operator of

t he @ datekpndinip pp agtivatipn key 16 he compyhisaiingty thaidetakgy an

C onf %cglg:aql) ecotd{1 l’eld ggttal SEF%OHé‘nége% c%%ggo v\éﬂltng g%%sgog ‘container.
ZD)aS eBoradxam@Rs forialtrapgpdrt EohtdiRer &ﬂ%rt?dr@poﬁedugﬁ‘dlﬁlﬁ mﬁs @&ﬁ can
password. As 30 illustrated in Figures 1 and

act i wakide thecayeorsanifesh dat nagag eithe Me%@nfh@maaamélty 95@1@ vessel, the
act|

tr an%%téér ¢ oﬁ%gtleﬁer }?&{ ?%ﬁ%lhg ﬁ?ggpoﬁgfﬂrﬁ&la&g@ ﬂ%e date Of departure
uni t frdQ. oﬁ«bf&diﬁdﬂ@ thestiryie of depastaie fv@h iport of dabeirg, H&\Mbyage

the -5 V\D 2005/ 008609  PCT/ US2004/ O §068 transp or t
conpayPELlF-deRrIPEPIS 4 GaRdereRREPd Fr s dTnss @ Firgnsport
BECULdbnd f %u&ﬁ anﬁaﬁfé? Ialﬁ%t ﬁ'hl brt@BRkafGEd 1Y %‘ehﬂ@ Vfath etc. The
nmonitoring unit 10, pface accountabiTity  on

activation code preferably comprises a unique encrypted code ass001ated w1th the

operator of the interface unit 14 (i.e., the programming unit 20) configuring the
data key 15 as an activation key 16. For example, the activation code can be
generated based at least in part on the operator’s username and password. As

30  illustrated in Figures 1 and 2, the activation key 16 is configured to communicate
the activation code and data corresponding to the transport container to the

corresponding monitoring unit 10. Advantageously, the activation code allows the

-5.



i ndi vidual thereby insuring that the individual wll
gi ve proper attention to the task of confirmng the

W@ 050689 of the transport container prior to BEDUS1004008068
the container 5 and activating the nonitoring unit.
Each programm ng unit 20 of the interface unit 14 is
al sotrstspurttcampany @ idedify itlguindivadudhteapdsibld oriseduwing the transport
deactivation key 18 by conymuni cat.j to . the data key,
a desere grrolywe Ne@oauas vt 16 wigtelagmartaumabtity on the
CONDP{dSAGu thAIBsurRBGAARESHIRIGR] F3F 8F ke %g;%r Witbiidnt the task
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Figures 1 and 2, the “deactivation key 18 is
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I dengrckyptédeodengéotideiplvith ettt f thoit@pRBuAD 14KiLe., the
transport container and deactivatjng the nonitoring

hi t progranyipingRing| 28y eenfiguging the dabt ket 15 ep desetivation key 18. For

7 S, LORLERN LISHEL O B 288 el M
cont epergtor$ utdneanh ¢ anbsEeswordo MsdllngratedsiuB@ageentnd D, the

deactivating.the nonitoring unit. 20 The .interface

ni {92 TIHOR ke d P duientg P compinionts the deagtiyafiop code to the
Pr 0C&sRRporRfing MOARH Y ulPRY. %dﬁﬂt%@&%ﬁ%%’é d&Bfi Fation code allows
control . The ctontroll"er 22 is in Operable

Idomthn itraaspiootcompahy éacknipfydhe podividigp! vesponsdiile fhwapegingahe

wired and/or wirel conmmuni cati.ons connection, -such
2. AFBRaN Cap et v g s map g il Whighplaces
| Nt e4dagéntatsiityedd the erdivaeM | tBdrel EinSRA Wat 8L ndivid@altWifigive
the progranmmng unit can 25 conmunicate to the ‘
contprep¢rettentPorplerthé task pf erntfiamming bk cantents of thettianspdrbepntainer
codes deactivation cpdes. .data _corresponding to the
tranep (S)erqtue%atotﬁtdgfwﬁlé’ ?E%%F STOTgRFRe uEJg'r responding to
aonci dent sTY ingefes Bnit 04 bRE iddh@lds ARbAr61RR12A] RN as APpocessor or
data corresponding to the incidents of access w |
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con ' ' ; L Lorin ' ut rally.
w11l DR Akt L 20 Boudh L RSBt Wireless
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el
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R T

deactivation codes, data corresponding to the transport container and/or data

corresponding to incidents of access to the transport container. The data
corresponding to the incidents of access will depend upon the type of sensor(s) 12
used in connection with the monitoring unit 10, but generally will include the date,
30 time, and duration of the access incident, as well as the location of the transport
container at the time of the access incident. The controller 22 preferably includes a

data repository 24 comprising computer-readable memory to store the data

-6-



conmuni cated to the controller 22 by the progranmm ng
unit 20. The controller 22 can be configured to
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c ormadialldtgtos satelise riwark 3. t The satsblite oF Fatelligonayivarka30 communicates

Wre lor W ni i - nnect i on,

Rof e G 17 el B0 RS2 Rk, GO Pl Pty tp doa o e
syst e lef 22 vidRWited dndtbr viet&s Soteuaidatiamsg@htction.

contai ner, accordi ng to one enbodi ment of the ][or esent

i nvepttprgativeindhe saellite saundngntinned? canporeEEeaigytheiata to another

20 TSPk 4 A e B DS R 22 v
The wiyd etfor3direlescconimhnickdions emsetidonil2, such as the
light-sensitive resistor 36 and a . door nounted .
magnet i ¢ RWFIEE t3d18yreT 3 %fecﬁ%itﬂﬁemélﬁstf%d #8vten 81 fergonitoring

t I angR@stio a transport container, according to one embodiment of the present

invention. The system 31 includes a monitoring unit 10. The monitoring unit 10
30  includes a housing 34 constructed of metal or a durable plastic material. The
system 31 also includes sensors 12, such as the light-sensitive resistor 36 and a

door mounted magnetic switch 38, for sensing when the doors of the transport
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-7 WD 2005/ 008609 PCT/ US2004/ 008068 contai ner are

opened, or when light enters the transport contai ner,
w@Rooakessos he transport container is exposed tRPCEHUS2004/008068

direct heat source like a cutting torch, or the |Iike.

As di scussed above, other types of sensors 12 can al so

be uemdainéiaré bperstly @tveltbni lighFegtursehStradsdpert wontatmet,iafgvhen the

unit 10 includes a controller 3&3‘@ 5 sucgq as a.

pr oc B3EBPTL SERANET FF*¥RAFE0 & dfreidicat SoyFRe Bt 2 cpiéng torch, or the

cont fied | £¢ 4A0usAFABNE Sother tl%’és%f SEROR! 129¢% 4k be used.

conprising conputer-readabl'e nenory that is in

oper abl e Asdimnstraiedan Figures tthe toeitemng ot 1@nch@es Fhentroller 40,

nitoring unit 10 further includes p r source,. .
1, S 2 STOCeR PRYSFHnG Bhdes Sy oFe AGREPlh diFicoRO g Al includes a
to thfa eakitdly 4 conpPisinEREmpRR-rQHIhBIE nithdry Hat il dpeeble
a data transfer interface 46 for 10 conmunicating wth
t he ermpmuRieytzonBith theecontralierj 4PatThemaatpsing Gngd@ further includes a

Cooohv AR A8 kB R BHERD e BBV B Bl Rontots
accesti Phembiitéiie @it B incRidss £dath RuedfétiaRrAbe 6 fdrhe
nonitoring unit 10 through a plug-in_ connection, such

Hy  pepamynigying with gregiataskeye AP 41 e castivetinrelsays dAgnd deactivation

pr ot ey T j ' ' el g

Fr A Bl A5 AR PIIRS, B etk T8 HIE B Byer-readable memory
t r ank3u whieh jis &wavwdsitde by therdaentians D imbifade 4d6sofftheimioalibeng unit 10
on the inside or outside of the transport container. . .
The W@@a@r@%—m@@e@m Freheas Ry aringleiviveglatasseriabieqsaRpuications
googy astbk SO RGHEER e ERRmER R B3R orifio

Br ef feqishyy trafsenifterehareng yn agege SOfwhibk is moartsbie bhele #h8ide or

i s selected based upon the equency range ecified
by {HESISDOLEITEY BOPLRG- 1P Farayy FaRa e dsBHter 48 can
aut h@ypkhy upd:rpivaﬁélﬁgweﬁueﬂcibs})\ﬂﬁilch %Eﬁggéiieﬁﬁ% on fH eograpgical

frequency range is approxi mately 433VHz. According
ot helocatmmsd dharisarnsport cortamen niyaferabdy, thgfreguenonfingaoéthe

to comuni cat.e on t or .nore. frequencies. Th

mon COPTRGS st e L pERaMPh e (B0 Fabgisper fgg by the

20UC hapsicabld Aidfio-FreQepneN edentifigdiod - IREME NEt k8&BleY BT one

having an antenna 54 which is al so nounted 25 on the

i Nsi @gbqﬁm@m Hiedeeqpenayiangeria agporimaidy dasMélz. Amserding to other

cont , . it ower. ly.44
©  araddibeti nd BhRmEPRCL L8t (RMERYTRR X (e pr grore
W t hfir¢yjuiehieied) OTlsd gniBAidgunil 10k faethertin€lu AR BENESS2, such as a low-

Referring to Figures 5A and 5B, there is illustrated
t he HoAUERGYaradiQIEGRINCY dFoshichABMEAT ABIARG PF Mpicinis @lspgnounted

23CC o5 {inp %Sﬁc% &%%ts‘?&g)&q}xgﬁ%g&tt chiSinkf e?ﬁé%onh%ﬂer 40, data
I nventi on. he control ler recelves power from t'he
powaepssitppt 42, pbwei supply 44, transmitter 48, and receiver 52 are preferably

sealed within the housing 34 to protect the components.
Referring to Figures 5A and 5B, there is illustrated the internal circuit
diagram of a monitoring unit 10, according to one embodiment of the present
30 invention. The controller 40 receives power from the power supply 44 via
connector 82. A light emitting diode (LED) indicator (not shown) is installed to be

visible from inside the transport container and is connected via connector 80 to the
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connector 82. Alight emtting diode (LED) indicator
(not shown) is installed to be visible frominside
w0 b@soesansport contai ner and is connected vi a PORNOS2D40008068
80 to the -8 WD 2005/008609 PCT/ US2004/ 008068
controller 40. The transmtter 48 and its antenna 50
ar e sdmmwblec4hnEled wahshottdrdS andastantnhe 50 412, shwimrcohjlmted to the

activati receiver 52 ure 3 SO c cted via.,
conn%‘?ﬂ‘iﬂ? ‘b‘? fgth the 2 %‘f?&% ?Cé%"eﬁ)éz?é‘ via
for fQiectoP POt Qoﬁtpcﬁle?aﬁl Pbvistbn Q'rﬂé&e%r ﬁ)%mﬂp%ér t8Rh&analog

i nput ports of the controller 40 via connector
Connercdigital cenBguralle anysit phigs eithn ecttiadler 40 Vtemg)nnector 84. Connector

nt [ler 40 to a.progranmmi.ng, station, to pt
e BEHITE e eomsift RPLE TRurdlsF 486 BtoskEn ik iy to program
Fl guth% cAntrd e 40 vhﬂa édebtigble@bgsl a handhel d progranmm ng
unit 20, accord gg to one enbodi ment of the present

i nventi onRefﬂﬁeIlgjp gurAvh Wgreunilfuspatedadendisdd peogpamaing unit 20,
Sup p%%:or%?%? nlg e%%oﬁn?%‘tt ?Lﬁé prés%nt 1%199&10%' rﬂle?p?%am}nmg unit 20

t he progranm ng uni

furt ﬂx@fudb@@b@kﬂ@t&u@plyllwmd:h@’s miaaéry, fbr SOpYing lpGB))er Rbthe
and a configuration interface 56 in the form of an

Ks23progeaniraing vt dihe REErammagnivi Ertheniaclidey Hewidegystal
U Laaf PBPSE d 2chlBn b AL ELe S0 bt an R5232 seria

pr ogimsface guuutgﬁ wRiGh alhﬁmognamﬂnug @8it & mnwed toethe Ddntroller 22 of
such_ as a processo i ng under_software control

And 18 T SrfEReaTY GBIt 17 F R0 0T HGHRH AmEning unit 30 also
conngehabl £ ccglﬁ’rotll%eS’fj ahéh gse&’ es§ﬁr %ﬁtln%mﬁdg%ﬁwa@é/omrol and
is in operabl ecommnlcatlo ogr amm n

Ibni ta dakh Gramfctgnmmmgo Wlhmhtls 2@mfeotabledo therrtaltaJ]d@el.‘asodlhaHhe data

reposi t.o 21 risin er - readabl e ry in .
o 18 AR CET B G S RE O RBE v 1o Brogfamming
Pr OGHARY ﬁﬁtth‘inEludgsoa fth t&REitbr) 2l WHBDriRin %61%1 ﬁﬁe&-r@%abm

such as a radio-frequency receiver, nmatc o 20

t r an@Apryein opgrable qomwnertionrwitythe wpntrdlter STh dhe emrammmg unit

ot IERGRT A R 6F still it ATREeHaERGPe falthed o

200Nt b RAhsmiftBE4PHOGE @Efﬁihtﬁﬁn%l ahit 180ThelfdcbRer 6D EICHAIRS a®antenna
transmtter 66, such as a owf requency,

r adi @t Whishgenaglly neads i be located awthigthg a;mg af sightzofghe transport
wh
o R b brosb 6 P, 85 REIE, £k of suchasa

t he loR5freqiehtQ &hdig—fteqhéncgl@ranﬁﬁft&f aRgigta@ aﬁ't@nﬁ 68 wivch generally
and 6B, there are illustrated the operation
per fseAREP baloeaied inglesearoamiyovids the gatenpmdd ef thegeqgiver 52 of the

2k0, rﬂS&%rﬂig{}ﬁuttﬂ) one enbodi ment of the present

I nvention e controller 40 is normally in a sleep
Referring to Figures 6A and 6B, there are illustrated the operations

performed by the controller 40 of the monitoring unit 10, according to one
embodiment of the present invention. The controller 40 is normally in a sleep
mode, see Block 100, which is a reduced activity power saving mode. This mode

30  saves power consumption from the power supply 44, thereby extending the life of
the power supply. At predetermined time intervals, such as once every two

seconds, the controller 40 wakes up, see Block 102, and checks the data transfer
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node, see Bl ock 100, which is a reduced activity power

savi ng node. This node 30 saves power consunption from
w0 b@spasser supply 44, thereby extendi ng the |iP&r/v§2004/008068

the power supply. At predetermned tine intervals,

such as once every two seconds, the controller 40

wak efiterface #6 dodho pkesd 2, of amldtadtwdlss If hdatd &t p 15 isadetéabed, see

-9 WO 2005/ 008609 PCT/ US2004/ 00 06 ace .46
t he B}%géﬁée%sfneg%%?gé&ml@y shwk?%t%@e%n? which type of
det egtedis, S&EBIOEL 96K B ndf n'fR o?finfbhRatfiAl Bork&¥n the data
15 is ‘che¢ked to deter i ch type of key it is,
s ee Bholk tiddta Bepemdithgr bﬂpmﬁglmegi@e aphctivation ey L6 or a de-
ore ta. key 1 the data kegy, c i ther be
chnt fivater By B Rucio e Py i Fhugila fey 81 d
acti H@a‘bh@a{hdﬁ%%/]l%; se@rBlbék £68) t1R1201 theis REHH @I'thé tita rédository 42

the data key 15 is a deactivation key 18, see Bl ock
108, of the nuamtaringznit 1 @ istranstegred o th@éiedqﬂattlpe b@:s 18.0Mhe data

Geact EURRTen O Seeblvahiod gl s ohf RGP s g e

deacaéawﬂtratm d@&y dbéh coaRespdidingds théeardpbit Cahth@lr, a8der data
the deactivation code, data corresponding to the

G aneqrersponding i the mcidenty afacerst & the UEBTROES9B g Aceording to
t he C f

Ao o&ﬁlga éﬁlgt?c{z%l%elgth gfi‘sg& 2 aﬁ Be ?Q\%{lﬁﬁé‘é@d&ﬁg&l@%ﬁﬁg 3hffSice. The
downstaiasl eﬁthercotmalmmerdf eh’b mohiyorimgamit T0he setd aﬂmtloited” and the
the controller 40 of the nonitaqring unltéés s set

" deabEPvEhigh s conpediebvia comegior 8A (se8 Fagnm ey deflicates that the
connﬁ%&gm%?,ﬂnsp@glaeg&g@ teg”)) 1 ndicates that the

noni t ori ng activated. 15 If the data key
% is notlfdhcléde key b isowt kdyactiBatidrhieeydks, shekdya kay is checked to

checked t.o termne.if the data n

oy dgemage i Gk ois et Praion by Thuges pRokdin) e dia ey
act i yafi aﬁ"hcﬁﬁéﬁo]a@eytlhethg @5@ RS RABRB At ﬁreﬁlsf)&}? container and the
transport containef and activation code 1s

tr anaﬂlefamgdwdeommséermtﬁrmtthmuk@twmlem1(5 tolike diate aeposfcory 42

rl i 2 ° Sfi/_{go ra%é)gg: élglg%?f gg@vgo rﬁ%#qof; !g? : 53{1%58#%8%8 eo%ffg%he activation code

TP NPEIneRiseda Utiqus Bod@er ik Baderatsd B¢ ARSI RbSANRYing DRIt 20. Preferably,
programm ng unit 20. Preferably, "the date and time of

act | Whadptsran dime ofrastivatipntip slothstia thefrintepesijorn 42 of ﬂteﬁéomtonng

|
2‘;2' 8 i@%}éth%%,ghté&ﬁer ts'ég B‘f{%gﬁ it %Qmpgc?%gﬁll VatL%D port 80
t o f isastivdtdetolfish (tHEO]LE]S fiowshowh dmtla attwd ssna - dmdmzfcycle

y. cycle, indicating that the nonitoring uni

has V ipdicating el the capnitans BpibdR hysbeen pREvases c%erﬁl?»lepk é12 The

ﬁlo otsée’bgﬁop@lt iosthfef? (V&?tp ;‘Pori@@%cgfrt]ﬁ?%rdégp Ln;ﬁ tE'lﬁiyv@ﬁQﬁ’g%clo"st B8

SWi t exdanipBe, (aEngmrtereﬂ)by thefmapeeticlyeriiah BB\(EigimarB), before the activation
cycle is completed. If the data key 15 is not an activation key 16, see Block 114,
the controller 40 assumes that the data key is unconfigured and the LED is
activated accordingly via connector 80, see Block 116. After completing each

30  subroutine in 108, 112 and 116, operation of the controller 40 returns to 118.

If a data key 15 is not inserted into the data transfer interface 46 of the

monitoring unit 10, then the status of the monitoring unit is checked by the
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cycle is conpleted. If the data key 15 is not an

activation key 16, see Block 114, the controller 40
w@s®anessoe hat the data key is unconfigured andP€TeS10ED008068

is activated accordingly via connector 80, see Bl ock

116. After conpleting each 30 subroutine in 108, 112

and ddfirollep40.afé¢coBlook 11 81e If i twaalitoeing 40it A Btismatactivated, the

118. If a data IS t inserted.into the. dat

t r ans¥Hfolich¢® 8?%%5@01&1? Jeen :@ ﬁ‘t {)% ﬂaﬂ’&ml?mwngmad” 1
the %%%f&% @ b0 TR A0 QAL G Mbdksi Bthe RBGHREN BYc RS 52 received
-10 2005/°008609 PCT/US2004/ 008068 control I er 40.

See Bi edivatidBsighdl frdve thedranswition §6 wfitlte progiagmnmiog unit 20 of the

TN ITERE e R

t h e BRIkN20! @ cABréle Ub esstiRbts SeekEniifterd88o @@hMAthedhta from
recei ver 52 received an activation si gnal fromthe

tr anmdataempwoosf 42 h@'rqsp@ghm thg aeashs ingglents t@ e rgceiver 62 of

i ntepface unit. |on

ecolbsageainind tni 18 gb dFeshink Y8 s WhgloB it Sfostiyeg in Figure 24,
cont iRirh&k tikQranesitted Q7 $o trbh@snhf i glaiatth elic B&yh it 2R BS ﬂi\séussed
the data from the data reposntorz; 42 correspondin

the ahaves Sep BlaclidRs Tihg confeolics dBicheaks #ie ssnsors h2. seBlock 124.
! PSLAELol 0 PR 08 10 o B TRRS ED .
27 t accessinsideit i§ keradaiyatht cortivdler 40 aythadata rﬁlﬁbsﬂasy 42, including

di scussed 10 above. See Bl ock 122. .The contr ol
chectaia eorgespepdige &0 ths imgandelagial whigh ﬁlelaPC%Sﬁ@%%%ﬁﬁlged and the
12 i {iﬂnh Gl Q2@ REESRe 55&g£ﬁaheﬁt%ﬁgecgcsgerm@ck 38€ ﬁl&ealfﬁer the

126, access incident 1s store he control
1D i corttivdledldd goasdppolstd deap. A2 Bloak 1. ng  dat a

et dont e EriErod e e her i NAA B aea fHePCHaE
acc e§§ns'p8ﬁ 'cgﬁtﬁfneﬁ rﬁ@@&dm%%@ a&tﬁé‘r“en%’eﬁiméﬁ%ﬁ‘ﬁfbf iheéntiohNThe
15 controller 40 goes back to sleep. See Bl ock 100

Ref emethed indudeisgdensifying eh eetivation key.uSear Blogki 130. némé@vatlon code

anot B Shesatnaning P EReo IR FsAhee eSSyt focived rom

ancl gdestivARatdel Y SBIBRIKABL] Aauéa@trbﬂe%ynsose@u&h@ako 430Qct
An activation code and data correspondin

cont eidsnisfof pegess fodthe ferspoticaniainge s a&‘r‘léatﬁgc S@%@d& Adfn Data
20 th
20 LSRN O 5%y BB REK AR 1O MR o

t he BIRRIB6! The dﬁlﬁa&bﬁei‘pohamg% hotatcidcidSee ifitorel id 3data
Dat a corresggndl ng to the access incidents is . . )
r ecefopagtary.onet Rlockd3B e ke dyasogeshending tythe appess fucidggts is

Jae Qéﬁﬁuﬁﬁétreﬁ PN Dk AnfC ?g%%ldfgghg et ﬁgdct%igéﬁél{ & is

I'n a da repository. See B The
corr Eﬁpﬁ)ﬁmﬂ rieetRlotihtd2a cA dssctivattordeniess reseived from the deactivation

key. See Block 144. Data corresponding to the access incidents and data

corresponding to the contents of the transport container is communicated to the
deactivation key. See Block 146.

30 Referring to Figure 8, there is illustrated the operation of the programming
unit 20, according to one embodiment of the present invention. When the

programming unit 20 is switched on, controller 57 instructs the LCD 55 to display
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25 communicated to an interface unit. See Bl ock 140. A

deactivation key is identified. See Block 142. A
waeleashHissed i on code is received fromthe deact i REL/US004/008068

key. See Block 144. Data corresponding to the access

incidents and data corresponding to the contents of

t he theaimspdate aud sysiemelata. SSee (ﬁ}}m]rrﬁ(kﬂatlﬁdletcontrbﬂéer 57 detects a

deacti vat i on Ref.ert t
o egetiaa seronzolic Tubroel 4% B gmanan 1 3onthe controller
pr og5RB KB hed NédnnSiorAGEOh S Reth! 8@ BRRPPRdiITHR RataOf

the present invention. Wien the progranmm ng unit 20
| s swirteshenflinio tho hanspiokterontiher irsthen rewsferest fr@n thedaty repository

13 o2 st ov 6y O G 22 S BRSPS 7 of §E programming

c ont fiit b@r S&/BRRk 204.5 THere SRANAE b2 e &sﬁas gy ddvallb&l dd2 button
t hr ough t he configuration i nterface t he controller

57" o0 AP oneaRae B 20, ot Blavk 20Rdp dhgreRy cosBLERHelor transfer
202.

2O B SRS TRI e Pl ESRTRGbg sposioy a1 o e
S 24p@gm@hmtg&dntvw tltb ddetrasidrittktiade R which ﬂnaelsﬁm the data to the

eposrtory 21 of pro ramﬂ n uni t_20. See, Bl ock
Hpa. datpkeels fand, th?rﬁ'é}’ TEUERS S @kex R i ik A atigmkey 16). See

butt ﬁﬂ)ckaQS O LA&itiBh Q(gth%rﬂyta%nlé 03 ﬁ'%ntg %%r%tsBSﬁ cgﬁ)tgmet, the

to thereby comuni cate or trans
corr pmgmmdnnng ungt ZOhaésot aroamﬁmncates:mmtmmmfth@mttvlaaom keyal6 the

repository 21 of t ramm ng unit to the d
t r an&iuRtiom fadder wEEapuRigR axrrsstorla 1L e Retsga B e ige tpetata on

ilgt gatgﬁr&gaxmﬁéné L sttthetser% uga? Rfd &er’aﬁsér%n@%a/or BYsshord. See

activation key 16 Bl ock
Hddi Blogk 208. t he dat a correspondr ng to the transport
cont ai ner., the nit 20 al so.communi_.cat
or 't ant B e B ata 3P o tnd ke o rloR SRR i phof the
codeprophinGRing SulﬁWOQiéﬁi‘e‘ése@Sﬁ@t%bﬁb@ atibirflon 2 opﬁfeﬁﬁégrammmg unit
entering the data on the granm ng unit, such
t hr otspgmnsmet apgetivaliogségnah ﬁ*m@ the traesmifasetes the pS@ammmg unit to
Bl o aceces dat a, correspan
cools Al RN 32 o sl R FRE ARAR KRG HF Ungg roceip

e pr esme sctiviiof eigahMs tatdaelidt $Dwhich ﬁfcohﬁh(ﬂlmcated to the controller
prograr‘r‘m ng uni t to transmt an aCt|Vat|On S|

f r ondq pkthe monitering upit &8, the confeollsy @ inskiets @hqrtﬁtet rerpesﬁory 42 to
t he v,

(1 GFABHALARO-ERREE 432 bRl AELBEENE L e dun
sig n&bohy)ry He to &ﬁetamamtﬁi 48 whihe hncnﬁtocmgm:rm \szmbhdn tuan

the controller 40 of t e_nonitorin

uni th '
cont FENNERICAlGS PHEISHRES § § fata %fegp@ggg% i ti}f. 90(‘@25 {ngtdents to the
SOMUALGAL 6 O thl bﬁgﬁrﬁ&hﬁglgr iR ag&oBfeRReRdI Ng to

access i ncidents omt
According to one embodlment the controller 57 queries or checks the

configuration interface 56 to determine if a “data request command” has been
received from the controller 22. See Block 214. If a “data request command” was
received from the controller 22, the data key 15 is programmed with the data

30 received from the controller 22. See Block 216. The data can include the data
corresponding to the transport container, such as the container ID, manifest number

and destination port number, etc.
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repository 42 to the transmtter 48 of the nonitoring

unit, which in turn conmuni cates or transmts the data
w@eoroseegsendi ng to the access incidents to the PQBUS2004/008068

receiver 62 of the programm ng unit 20. See Bl ock 212.

According to one enbodi nent, the controller 57 queries

or chec ksAt&mdingwbh@anMdlmnnﬂ tiearohtricer®d queridedmerhetikethe

if a "data request been . received from

! he €O B 0B N boe ORI 14 14 dale Shq (6 COpRaId has been

comMmpadycf@3m thE €6t b5 OBLd BRck ‘2@8 r o d @bt dde aldd¥Bme command”

data key 15 Is programmed with the data 30 received

f r o rrwlahﬂaccxvndl frofd the co@rolSe a2 Bhe piogpandminprmiid2{ is peegiammed with

de the orr to the transport
er?BFren%‘E?? %ﬁ%eg%egﬁ]?dlfﬂg? I D, manifest number
and desti Ratd@h Rgﬁﬁotﬁ&r@ﬁfodnﬁélﬁ of tHedpr¥¥en RN B 8% is
PCT/ US2004/ 008068 Accordi ng to one enbodi nent, t he
cont ilbistrated 7T iguesr9 @meﬁmddhwlgam&ar@&wcthmg jagnonitoring unit
|nt face.56 to determne if t
haEohi8Enk Bar PLiGalyt punben LR REF plbBEs
See Bhraeknidd®ng i activas@t codieta@d dnd coire®ondingas the contsits of the
received fromthe controller 22, the programm ng unit

D) | tagsperjcaniFaigr i anpctisatiqndieyySee o3 4. AHaqiivaion signal is
See I

o o< SRR TR oA b SR 6t BB flnb o
met hagtefoihcidedits m‘eceﬁgecafmdndleambnwmnglgn‘daymnmt@fam gnit. See
unit__ for rmnltorlgggt ccess to a trans ort contaj ner.

The Blackdddcéep Rogimey. aﬂ ety ption 996 it ode
and dat g GRE8$P2 ﬁgalc'ﬂgatﬁcﬁl l&e?/e e !Btl&'.flktﬁlGOfTﬂé}@afgeQ data

transport container to an activation key. See Bl'ock
»A0. cdh’espmtdizw@td tbe caitgmabf the trauspmtnmwemnd theadata corresponding

nmoni t o unit., See Bl ac Dat a es

Tho. tofhe Bkt meidgBe rrer eV L fip draepafivt ke nE Bibk 2s.

uni t by aﬂl s8B! &tk 6@a1nb of B8 fnonBbARK uﬁfHO A6 bhfainers can
to anot her enbodi nent, a deactivati on code is

co nn’qmlocaétdewﬂh dretghd ea@argm/ aTh@ﬁrellgbgﬂnalsée@t Blconiplgtabaccording to the
Ther dat 15.c ndj to the contents ,of

(he EPghtirsetet Bar nlt FERBOHGL Wah SoiRo ik At hpppr

ihe é’&ﬁzﬁﬁ@r kUi of @Y SeibBt e fisy @estytiéd) @t @figbiitve (eBRer manually
key. See Bl ock 248. In use, after installation of the

moni @mleq’s@nmaily) tpghe @@rﬁwélsbn al&‘bﬁ?f&ﬁ e the datarepesatory 24. The
| oad A t.
Cgﬁpﬁ%@@a" 311&1561 r ?Jri?d s ? fug{%%Ieg&? Fel g%%i ﬁrrggé‘frhgggfg%@fgr ,ng Upon

t 0 beetbdtnsidlid @mtrolet 22, derpregpmnthg gnit A0 thaasfersahs dan t
20 container, such as t he frei ght nmanifest,
dest PoERsPRiingfocthe franspqp sonisinet and Fieres Hagpig injthe data repository

25  21. The programming unit 20 generates an activation code which is uniquely

=5

~ associated with the operator of the programming unit through a user name and
password. According to one embodiment, the activation code and data
corresponding to the transport container is combined. A data key 15 is connected
to the data transfer interface 60 of the programming unit 20 and the download data
30  button 70 is pressed causing the data transfer interface 60 to transfer the data to the

data key 15. The data key 15 is now configured as an activation key 16.
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or electronically) to the controller 22 and stored in

the data repository 24. The programmng unit 20 is
w@hkwggessod nt o an RS232 port of the controll er PCT/URIO4008068

detection of the controller 22, the programm ng unit

20 transfers the data corresponding to the transport

cont ai ner Tahgktisatiorekeyt Teisdatmected to e dida aransépdsietfoce/46 of the

25 21. The praogramm.ng unit 20 generates an actiyvati.on.

c odeTRAIIERNS WTHY A cavseBE MoPHArg RH (a5 {1 gsivation code
of t ] ' r :
s e R e gLl THARerBloR s allowed o
codecartaih perical ofdine, ssgoasdiftegni( bS)tsheonds e tand secure the
container is conbi.ned.. A data key. 15 is. connec to. . -
Che. Gafing] donGs Sighny h auteing s GinprmoBis SHMETRI Fo oo it

20 apdivhira e Imad Handm3Bt b the BontinkSddvrea@tosed and secured,

causing the data transfer interface 60 to transfer the,
dat atheanartioring ayele ksesfariesl antitsay dialatiqospenssd by spragi(s) 12 will be

confi gur.ed as. .an act,iyvation. . .
P RGO H0BSR0 HhlE St R anRip il 2 S B, AR e wni
to t g datall dslanp SiiRE peribentiiaendforohat Mey BOaédi@t) sigh as the
unit 10, which causes the nonitoring unit to transfer

the ewtdsperding seasarphialoaatipiy éur@tm,@g%omﬁr#@re@ 8nY pigempt to
transport [ . '

Lo HRRL SPOlAEP O TR QARRRLP R ALLAMBAEs o g ranspor
to ctesgnand vidgdinhe nidigtofing anit 40 ieinsidtet and inhisciotivated mode will
cause, the container nonitoring unit 10 to go into its

act i \Fiaseramergess ipsidentde ke §8FInt t hat the cont ai ner

doors are . : WL oL | &
tarted st Rk ffadin 18, PRAPEACHMRY Gofh 4 fiv

e st atcnaiitdr other ivatsicleniie dabenistenad of the phegralatang unit 20

repository 42 of the nonitaoring unit 10, as .well as .

iy B G HESHO PO HATSoB D RSy B ST pbgareceived by
suchy@s ctPgichPebdbdr 83R9 B rﬁ&ligﬁ"ﬁ’l% RARNI0CGCaLQEakd MBnitoring unit to
duration, etc. Therefore, any attenpt to interfere or
changset hidath dewgload conasiftranagte. Jtheanauitwsinginiill teppsmys data

to the transport container in.wlich th itoring . .

i + P ERFRE o SR erls 0¥ ety g G d R issions re
30 | OfREI VAN h A BaSEeildt @20 e frogRensihg il 20ALf dfeaccess incidents are
destination, after offloading the transport contai ner

f r omegomsigilghe trassportigontaingr ear b plaend iprrBIErapEpe area and pgn be

trangm tt 66 of .t r ] '
T R R e Rt
r eceiovid Ay trahbfer Bdrfaca 60 onthegeeiri@imibg unit 20 feconfigure the data
nonitoring unit 10 causes the npnitoring uni

t .t
ent ekeYaasadeactioiionday 18r Mara Arecdicatiydata i et iaps fyof the
on b t @%Mﬂ\?ﬂnﬁfzﬁ%@mﬁg o ﬁl%%%%%%ﬂg a&féa@tﬁ'&’aﬁ%ﬁ ¢53Sthat is
I'nci defts viat : he

e transmtter transm ssi ons
ar e uniquely associated with the operator of the programming unit 20, such as by user

name and/or password. The container doors are opened and within a certain period
of time, such as fifteen (15) seconds, the deactivation key 18 is pressed against the
data transfer interface 46 of the monitoring unit 10. The controller 40 of the

30 monitoring unit 10 identifies the deactivation key 18 from the deactivation code.
After the controller 40 stores the deactivation code of the operator in the data

repository 42, the controller 40 deactivates the monitoring cycle. Comprehensive
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20 received by the receiver 62 of the progranm ng unit
20. If any access incidents are recorded, the

WO e@ssassne cont ai ner can be placed in a quar antCHESHENEES8068
and can be thoroughly searched. At the destination,
t he operator connects another data key 15 to the data
t r ang4te correspendiag éo &y wbred hecess myidants) thg datai dor2€panding to the
configure the olatah key as a deactivation key 18  Mre
specifrseartcpntagss. 41¢ pcliyapen cqdgan fiﬁ?:‘%"%%orb?o Sipke hien
Pr 9L AL ARateB ol tra ok ANk Sokifolldh 80 %&@tﬂé%éta]i%p@sri]tory 42 to the

deactivation code that is uniquely associated wt
t he deetinaton kefy 18haa thealgtactramis feg interface 40, Asudiscuasedmpove, the data

cherEuraRT T K ATTE pac BERPS EnaE RS eieflly oo
fifteeRpbkednarer MBS activaotlesetand Abackivak&y cdd daf in turn be

pressed agai nst the data transfer interface 46 of the
moni tretsfercedunithe pogramyeingynit2l | er 40 of the 30

nonitorin nig 10 i I.f] g?ﬁﬁ)t (]

fromthe %%{;lg tdfe@tggﬂgﬁﬁ@%éfég? ﬁlﬂﬁlpgr e éca}éﬁ)tercgp?{c?y%%%e

st or esntioer Prahbicitathe datacodespehdiniato anestatedractess ildents, the
data repository 42, the controller, 40 deactivates the

Honi d¥r pergespyriliBe tothsiaasrarsiontainer Ainpindimsahe tigsaggetivation and
T SRR 15,65 OB bl v
t r ang@motivativardode @eratdhidetity) saattiedransfeced émthe data repository 24

deactivation code are then co ni cat ed .or transferred.
by t A @émlwf fo BTORANR. AU SOrLRELPE of fngats il give
the ¢ hinsflel f Kiehhe 18nMo doRgitiAbdileiARad Bding transported.

interface 46. As di scusseﬁj above, the dat'a 5
tor r esponBigngestle 2a24y, 306 Y Saeud$ srei ledkodingrenst filewdwrts and

correspondi ng.tg the transport container, the .
ot il don Uitz baebBRHDS Pt M kg geording to
t r angfeeh¢@fioh OTtivAS HRMAAERIHIEH Meht BAH b1&6k or¥tep Hthe block diagrams,
destination, the progranmming unit 20 can be connected

t o t flewcleasistand (chbrirol Fowillsieitrons anddambinssione epllaelisig the block

to any stored access .inci tsy.the. 10 data

cor r Bt Ao etERBa PR R ettt Reptrmenipd by
2dne torfiputed pragiahvibir@itioan dTEe8 cbmpater Progaim ild@uctions may be
nmonitoring unit), the activation code (operator

i dentdadgd ompgpr afesawise\exesuinble bie apwiE s pthegprpgranmable
can f t [ .

o s OpHER0Y ERARR iR, A A RO R R n e i ccutg pn the
t hi sceiap@erdr dth@iprégraanpleeippnatuserchtd @eats driievices for

L meons G tion: Stgcttipd fohe hiat it ams it itits 5 controt
{ ag i .
£ 20BBFbIodGUE DL, 0Ge B0 broe B ielbiEis 3 U1 be stored

t he imwentpuder-rehdabld hlembey thatensticoich ¢daputeamtotidr pedgrammable

or step of the block diagrans, - . : :
apparatus to nctioncln apa% uﬁar manner, such that the instructions stored in the

computer-readable memory produce an article of manufacture, including

instruction means or devices which implement the functions specified in the block
30 diagrams, flowcharts or control flow block(s) or step(s). The computer program

instructions may also be loaded onto a computer or other programmable apparatus

to cause a series of operational steps to be performed on the computer or other
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flomcharts and control flow illustrations, and
conbi nations of blocks in the block diagrans,
wo badobsane s and control flow illustrations, caPCDhES2004/008068
i npl enented by 20 conputer programinstructions. These
conmputer programinstructions may be | oaded onto, or
ot hepmigignaxisie dp@bitas Ryproducenpuipeiterdmplenieared process such that the

programmabl e _apparatus to produce a _nachi ne
t hat nsEECtioRs fhich §xsAEe QR thgCERRIeHE Ogier PFPe%TarE@ﬁ'E]ﬁtaQParaws

or o
AR BTAL ART ShABGUpLATIOANS s s
t he ﬂbwclkarmoagonmﬂ flaw black@y ¢rsstep(s)cont r ol 25 flow

bj ock(s) gﬁgg’rh&g% S?bgo&il(—g grs %m%?cggffe l?'lr clgdla ams flowcharts or control

ihstructi a

conmppb&rinh&adaRd ﬁlpgsﬂ%ﬂlbfdaabnm@ng 8F Hevicd PP &g the

ot her programmabl & apparatus to function in a

par t spelfid fivestives, cosbakatiohsiof steps fonperfarpingihs spewfiedifunctions
in the, conput readabl e rod Ay
R ELP R R Ao of BeaarsdR el g Bhocti& Rbhotions.
whi ciy Wlﬁ&h@"&rﬂndbﬁﬁ)oﬁltﬂzﬁtehélﬂﬁlo&p&cétép 6Cthe Bldck@hz@r@tﬁk flowcharts
30 diagranms, flowcharts or control flow bl ock(s

19 eppsgontrphBowdHusitaipnsg, g eorbmatiens,of blackher ﬁﬁ@ﬁ la|t§%block
be | glagﬁ%soflgxgcl?ar%%mgﬁt%l fﬁ)rw ﬁl;ugt%tlo% OBL TR gle?nented by special
appararus ’to causSe a seri of ~operationa
be p?lﬁ 1pOsd Md\ﬂa‘retﬂaeecb@ﬂmiﬁrsyﬁtémgmmh petformGhe spemﬁed functions
2005/ 008609 PCT/ US2004/.008068 programmabl e appar at us
to pPoderseCkCcRhipiions of MAckkBlPet rduwssnd &ewptl%tnstmctwns
the T0StAHRLLANSAMHADRXARM! SR 6PHR HRAiBhs sct forth
ot her progra e apparatus provi de steps

15mpl heremtmml@otﬂeetoﬁmnd tto omesskslpelan ftheeatt tonwhlhh thodse ekventions pertain

di ag flo rts or .control flo ock

St eohEnE o ReReR A AR et & HisdoGRo RS fiiptions and the
di agsaBBiateli IPHENEL. I PhREfoFD RS &) be ddetddd tHﬁttﬁ@IdV@ﬂt%ns are not to
support conbi natfons of nmeéans or devices for

per f be liniigd thire sppeé Embodifentstdisshsed amhthahlapdxﬁ%tmfs and other

t . f t
o oG PaniRER ot ione e BrRged Flbu e PP R Pmgndcd claims.
ide ApacidH PecifidRGhisARSem ?ﬂo"}/ed’\hérlama{h%? aReused Beh SRR and

that each bl ock or step of the bl ock di agr ans,

f | owdé¢saripidvel@ney ordp and bot r pwppses of limaiations, and

conbi nati ons of blocks or steps in the bl ock

di agrans, flowcharts or control flow illustrations,
can be inplenented by special purpose hardware-based
comput er systens which performthe specified functions
or steps, or conbinations of special purpose hardware
and conputer instructions. Many nodifications and

ot her enbodi nents of the inventions set forth 15
herein will cone to mnd to one skilled in the art to
whi ch these inventions pertain
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having the benefit of the teachings presented in the
foregoi ng descriptions and the associated draw ngs.
wah@sebéssne, it is to be understood that the i NRENUSINE008068
are not to be limted to the specific enbodi nents
di scl osed and that nodifications and ot her
enbodi nents are i ntend@tAT VBECH &8 Clldd¥MEWt hi n t he
scope of the appended clainms. 20 Although specific
ternms are enployed herein, they are used in a generic
and descrl-pt i vA syERBLOLMOPIIRE 3r6Ess1ioA TOIRoseoDiayper,
li m#%r%ﬁl . -16 WD 2005/ 008609 PCT/ US2004/ 008068
THA 8s CLAIMED: 1. A system for nonitoring
access t oa mohitaimpport secaet & therttanspongnianery: 5 a
nmonitoring unit secured to the transport container.. at .
| east oneﬁgéeé’ﬁ‘é?i‘i‘e RSH e PRB e EBWFHYHFCE}@?I? S’ﬁt%\/éﬁﬁ{n%}fo ng uni,
moni {00 hiNEastBhd sensG@efhPlirubRRGE toQRRcBRIBRIRAtsREIABEsS to the
structured to detect incidents of access to the o
t r anspoport conttimenad terdmnuinieatndati carrespoading to the access incidents
correg%go di nﬂqto t he access incidents to said
noni ’rdﬂ‘é‘o 8 WY an interface unit being configured
fo communiCiateraké tifit Béthgl ORI QT lo@mntiitidate fithlseidShonitoring
one data key configured to communicate with said
nmoni ki ng unit, said at |east one data key is
capabl e of, .bejn nf i gur . . e :
et vati ot ey DGRk Ry aR S o ERtleaRfR kG hogitoring uni
act i ad htdBask 6ife dsta &y si gpataelof eiddc@iguveal 8 as &iask one of an

monitoring unit so that said nonitoring unit bhegins tfo

moni AV a@l@ft]é@éandt%ﬂqaﬁféVatﬂpﬁﬂfédeef@Eﬁf"léi aglyatiogigey is con 1gured to
fjsea.cédti\(rg{e' Y rﬁ?ﬁt&rﬁlg%\%ﬂfsb %'a[t%gid. mﬂﬁ‘)?iﬁ% luﬁﬁ“b@giﬁ@ !tdjmonitor access
moni toring unit; an erein said nonitoring-unit Is

conf togHé edndportconiiiet,caldaledatiation key sspoafigined t¢ dedctigate said
access jncidents to said interface unit. 20 2. A

syst BRTHRE W €0 O aim 1, wherein said nonitoring

uni t- Cor%ﬁéréﬁ‘x%éi@mSﬁEHrfng Unfis oS Ar&PRloRhElic AR
configured to communicaté wth said at | east one
sensarrespendingiot the atdesminkidynta halssdinderfisaanitvat i on key;

%}E a power supply in operable conmmunication with said

ntroll er; '
2. A system according to Claim 1, wherein said monitoring unit
comprises:

a controller, said controller being configured to communicate with said at
least one sensor, said activation key and said deactivation key;
25 a power supply in c;perable communication with said controller;
a data repository in operable communication with said controller and being
structured to store the data corresponding to access incidents;
a transmitter in operable communication with said controller, said
transmitter being configured to communicate data corresponding to the access
30  incidents to said interface unit; and
a receiver in operable communication with said controller, said receiver

being configured to receive communications from said interface unit.
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a data repository in operable communication with said
controller and being structured to store the data

w@oroseegsendi ng to access incidents; a transm tPEr/UBI004/008068
oper abl e communi cation with said controller, said
transmtter being configured to communicate data
correspongli ng Acytthm acerdss to 8aibmt,i vdemeis shid istaifdce unit is
interface unit; and.a receiver i

in erable .
conmERARERIAIdR COMERTiSaIo SEHaF B P Kea an qetiution srle and data
bei ng, g&cﬂﬂg £Ant Lort&RELY e GRtRRSarddrvPherSidisgid
interface unit. -17 WO 2005/ 008609 PCT/ US2004/ 008068
3. Aadiystienkecis ooufigiged o comnumidate thiseaxctivationaiode and data

interface upit is configured to comuni.cate t.o said . .
<ot opreeepdees e SETFURPT B raBerir i i 40 said miHibring wnit
corresponding to the contents of the transport

contai ner, and wherein said activation key is, |
confi guredt t o Acirstamiaseerdingie Geir Savhesein drirctiypdoniends

5 correspondi.n th f t . ..
o AR R b ARG TSN o YRS EORRSf commuicating
accowih Rgidetitdtdnked, Wherein the activation code

conpri ses data corresponding to the operator of said
Jhterface unit communicating with said activation

key. 10 55 A S}sté/ﬁg}naa%?&rdﬂig}g A8n{ 3liBrdin s¥GREIAS@lifs
interface unit i configured to cdmmuni cate to sal
deacgdnfigutedrio kemnamitescth iswidideastivat oe keypa deactiiaticei code, and

sai d deactivation key is. configured to conmunjcate the
deach et i Le3aEvaton KexispoRGERIEd ﬁ@mawmqatef%e feacfivation code

Sy St Qe ACHEHMME 1@t O @i m 5, wherein the deactivation
code conprises data corresponding to the operator of

kaid interface unit conmunicating wth said

deactivation key. 20 7. A system accardi.ng t .aimb5,
whorei n si d nEBRIKETHELD QAT 1R Lh Ggotivaton ode
COMMURh GRS dhil cSRbGHoASRE td MRIpER QY shillntdAh& unit communicating
corresponding to the contentS of the transport

cont witheaidaleactivationibiesa corresponding to the access

incidents. 25 8. A systemaccording to Claim?7,

wherein said deactivation key is configured to

Zommuni caye t 0ASHhteml debedfrpae Qliind 5 twigerélatsaid monitoring unit is

corresponding to the ) o .
configured to communicate to said deactivation key the data corresponding to the
contents of the transport container and the data corresponding to the access

incidents.

25 8. A system according to Claim 7, wherein said deactivation key is
configured to communicate to said interface unit the data corresponding to the
contents of the transport container and the data corresponding to the access

incidents.

30
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contents of the transport container and the data

corresponding to the access incidents. 30 -18 WD
wWQ2BS50e88609 PCT/ US2004/ 008068 9. A syst em ackOT/tib19g4/008068

to Cdaim?7, wherein said nonitoring unit is configured

to communicate to said deactivation key data

correspondi ng Mosystem acoprelingy torClaiin %aiv]mbréintse'rdfmmﬁtqnimigmnit is

comuni cating with said actjyvation k nd dat

cor eafiEHERdHg coBmmecatpiarsatdleagivabign iy Rt cpionding to the

68 b\Gi Mk rRe it éoﬂﬁﬁlﬂdaﬁﬁ’é WA sﬁﬁ)’azctﬁi’cﬂ)n key and data

V\,here n sail f(ZI%deact Ivation key Is configured t
commuoriespomeling tm thaioperator ef $2ad: mtezrfaCB uniwonlmmucatlng with said

rr ondln e, conte of rans
nt et Pad BBty HAE kit BUSBR irer dp pqramunicate
dat AL d ﬁ%@ﬁ@@l Lihig tHeQiaEah&)rrenglﬁf Mo thd cSiérls bfithe gt
unit communicating with sai ctivation key, and data

cor r emyiginei dyfacorrespendipg tatheracesiss ingidentsndatn forsespanding to the

conmuni cat i 10 de el vag I e

cyer ragt o i AR p e RGN el i gy and date
uni t cdrsesp&ithg e Bpérato efaidintatRe b cditunicating with said
corresponding to the access incidents to said

1tht efldagtiwationikeyt hr ough wirel ess communi cation. 15 11.

A system according to Caim1 wherein said nonitoring

unit is configured to communi cate the data

correspontid.ng Axsyslem @coEasy torithide hisdetedn sad chonitoring unit is
interface unit through |lowearth orQiting satell it
conmEReatsdda cowwat% he (fata cTaOBrEBiY %woacefsailnﬁﬁ@ems to said

Vmerﬁﬂ&fa%@hﬂﬂ'ﬂﬂ%ﬁ%ﬂﬁﬁ@leysné GABR{dnSes at |east one

programm ng unit a second controll er, said at
1%ast one programming unit being confi gured to

communi cate with said second ntroller A syste

accor di ngI“teo P avRteR %ﬁ%ng}gntog(g gf"’hleﬁeé%fal‘aﬁ@né%ﬂ%%}mlt 18
25 CoiTH kiR @oRBARNatSHk %Qﬂa%@rr@&ﬁﬂﬁl@% eHeCidBess incidents to said
consisting of an infrared notion sensor, an optical

sensinterfage usitplaoaghulos-eatisabiting saisliiiel cetemyoication.
vi bration sensor, a nagnetic switch, and a radiation
sensor. -19 WD 2005/ 008609 PCT/ US2004/ 008068 14. A

Fyst em f o2 MON At FEteROacBEEHSo Ilaith | KMRENOELd GABTRIRRIL,
comprises at least one programming unit and a second controller, said at least one

programming unit being configured to communicate with said second controller.

13. A system according to Claim 1 wherein said at least one sensor
25  comprises a sensor selected from the group consisting of an infrared motion sensor,
an optical sensor, a temperature sensor, a sound sensor, a vibration sensor, a

magnetic switch, and a radiation sensor.
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conprising: a nonitoring unit secured to the transport
container; at |east one sensor in operable

wWEvseseeat i on with said nonitoring unit, 5 sBCTIUS1004/008068
| east one sensor being structured to detect incidents
of access to the transport container and to _
comuni cat4 daAasystenrfesponddmag acoesshe aitraosmpaheosntaiger,
said nonitoring unit; and at |east one data key
conf YGUESE 0 communicate with said nonitoring unit,
sai d at |§ﬁ1%hit&%ﬁ%auﬂﬁ€yech&dqamws§6rt bgitaigerconf i gur ed
as at |east one of an activation 10 key and a o .
deact i vat #tderskene senprsriaopersblieomeunjeatiod iithespid onitoring unit,
configured to activate sai I tor] '
oni b et PR G fRTRieThelithls piREo e
t r angREpbrt coMhiakNSid todhiimatatd datatomspeding & the incidents to said
configured to deactivate said nonitoring unit; and
wher @ppiterigisand ori ng unit is configured to
comuni ¢ o :
i dont gLt ARk ORRRRAM Bnkfiglon; AE ERE montioring unit
accogaid mdedso dith &iemnislehpabibef Béing sanftburahast 2 d¢asgonemiftan activation
conpri ses: controller, said contragller bein .
tbnf kgiandd deac BT e Kt e Totn spidaaiyphion Koy pliguragig activate

SeNSQid novdlt '%ﬁﬁiy & ﬂh@fkg@ﬁﬁoﬁi@g‘il@lﬁt e afstth Vit aded¥s to the
a power supp I n operable communicati on wth said

cont traispert comnuien saidtdzactbptien key i configped tbdeactivate said
conmuni cation.with said controller and being

st r UEPEHIYYE Y8l e the data corresponding to access

i nci dent Sypdsinkfid ModYHIRHnAGS 05:Higiged @ Chithiidde data

wherein said activation Key conprises a data

Y posirtaspyndingiodhel ategsy impidsits & spid deactivgiarkect i vat i on
code and data corresponding to the contents of the
transport container, and wherein said activation key

i s configw.ed AGyseRTaBb@aigaoIIENATS, iwtitkdin Baid @ethiwridg unit
data corresponding to the contents of the transport

cont edARsee:0 said nonitoring unit. 30 17. A system

according, £ g, lﬁlr, %ﬂi“conﬁ@ﬁér@e@ng%hﬁg@%@% E&ﬁﬁlhﬁﬁg&qyith said at

conprises a data’repository, a repositor

) Or ieAg ode §@R0E, isvidtactivativbadey and 24d Wexr2ivahdDkE609

PCT/ US2004/ 008068 = 18. A system according to, Cl ai ﬂ] 14,
wher ei n s&PAWHCHPPLTIR Rgeighletcopanunication wi said controller; and

a data repository in operable communication with said controller and being

structured to store the data corresponding to access incidents.

25 16. A system according to Claim 14, wherein said activation key
comprises a data repository, said data repository storing an activation code and
data corresponding to the contents of the transport container, and wherein said
activation key is configured to communicate the activation code and data
corresponding to the contents of the transport container to said monitoring unit.

30

17. A system according to Claim 14, wherein said deactivation key

comprises a data repository, said data repository storing a deactivation code.
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structured to communi cate to said deactivation key the
data corresponding to the contents of the transport
w@emwsaigeey . 5 19. A system according to C ai m BAT/US2004/008068
wherein said at | east one sensor conprises a sensor
selected fromthe group consisting of an infrared o
moti on sebhSor, A sastenprcerdingge §8am 14 whergie said gragitoring unit is

sensqr, . a sound sensQr, a.Vvibration.,senso a .

regriticaredio Qe 4 i e BiAHOR ey e Shyresponding to the

Conp&ﬁﬁ&nﬁﬁﬁﬁéﬁﬁh@bﬁdﬁﬁhﬂﬁ@r nonitoring access to a

transport container, the conputer program product

conprising a conputer-readabl e storage nedi um havi ng
nput er - readaRl e _.proar. ' t

SRt e 2R ALY L OB AR ot nesnser

CONPEdngritgs a 8¢hsexatestabfren piey groop chisting @it infianed motion sensor,

activation key, said executable 15 portion activates

at | ¥nenticaheniing IMRSTAWEISERson & URS SASPT, iYabralen senger, 2

aCCeﬁlﬁﬁﬁe‘?icts%ch,taﬁlg%siﬁ@iﬁ{ioﬁ%ts&j. ner, sai d executabl e
portion receives data corresponding to the access
i ncidents fromthe at | east one sensor, and wherein

sai d executable portion comunjcates the .data
tbrr espontll ng £EORRELeE PEREIM ipﬁ‘h‘ir“&te‘%% DOPYOYRL AT o fciEansport

N

uni teonfs n%\;]-the%oﬁl%m%i" gﬁ{grzﬁﬁ SRR Rnials AEROHHEDSa hagﬂe storage

C ai m 20 erel n-sal execut abl e portion stores t

dat amedinmelsyyareiomgputa-raadabispro grindende poitiona sagdtherein, the
repository. 22. A conputer. program product according

to d‘ﬁ?ﬁﬂtéﬂeﬂﬂz‘?@}@rﬁ% portg Cég‘@?ﬂﬂ |l e portion

recei ves ﬁf‘ex%QﬁthM@Ebﬂ{bnq@ﬁﬁleﬂﬁ?@d@@énaqcﬁ%t[(ﬁﬂ@[@ﬂi@ gxdctable
the contents of the transport container fromthe

Kt | pertipo actiiaies apBastane sensat siruciired tadatent drpidants of access to the
accordi ng.to Cl ai m.20 whernein ' [

" Gentiop e oEP R g e e ortEh e St 20l FepRRin W ne
execiicadlifcidéhtp 8ol tAO aCleAITAE S@ilses ahd @ hei@irbsaid executable portion
corresponding to the access_incidents to the _ )
deaceqnyminigack g dataxprpgpord oy to destroedidesd pampoteskee unit.
24. A conputer program product according to O aim 23
wherein said executable portion receives a

eacti vation cAdenfputmptdpgard @aaducyadconiingkeyClab 20 Avherein said

comput er program prodyct_ according.to C aim 24 wherei
sai de)@c%t%&@@pgmnestgsﬁ edlﬁtwﬂ inede apepss Hgldents Ina cﬂtta

deacltehgggoggn key the data corresponding to the
contents of the transport container.

22. A computer program product according to Claim 20 wherein said
25  executable portion receives an activation code and data corresponding to the

contents of the transport container from the activation key.

23. A computer program product according to Claim 20 wherein said
executable portion identifies a deactivation key, and wherein said executable
30  portion communicates the data corresponding to the access incidents to the

deactivation key.
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26. A conputer program product for activating and
deactivating a nonitoring unit for nonitoring access

W@ 2008/0086ensport contai ner, the conputer 10 prPQI/EN2004/008068
product conprising a conputer-readabl e storage nmedi um
havi ng conput er-readabl e program code portions stored
therein, 2he cAnuirerermpeegtailpeodyst agpoadingt €lapng3 wherein said

conpri sing: an.executable portion for. co ni catj.ng, an

2ot | PHEPBHIFEHOIEeYER S0eE B BB SSaIAEY B5 drprdvatiokey:
contents of the transport container to an activation

key, said 15 executable portion communicating an L
act i vati oRS.si ghatommiter pregTRmaTodugt aerording HuClafrardiwherein said

sai d_exe abl e portion recej . [ -
I R R L L
CONPiHeQonRHRWTIL PARPNE to@ei@er di ng to C ai m 26 wherein

said 20 executable portion comunicates a

deactivation code to a deactivation key, and wherein

sai d executabl ' [ > ] :

the contenfs oft CRDE LSRR Rl RN R ol o
cor r gppeEh gnit forniehitdciag ascesnioi ateaisgort 2éntaiAenEichmanputer
for nonitoring access . to a tr an\s;lpoc{% cont ai ner,, ﬁS .

Ed MpPTOSFAY PrAdH et RAIBFISHIE RFPIIRITEIIBIF HRpee Betipuriige

at | - NRi

2t SRS RaOR Hosti YA il kit 6L Cbcbfada
cor r peygeam pogiono corhprisingess i nci dents fromthe at

| east one 30 sensor; .and communi cating the.data
cor r espontff ?Pﬁfc%l@g HROTIAUE §§°Wiféﬁ]?glsa’? BetiyAtion fedgqnd data

uni t ccaﬁ'%gomg ROMHE QOBERY o?%t@gﬂgﬂé&@ﬁﬁtﬁ&p ag 9ctivhtion key, said

met ho cording to aim28 further conprising _
5% or exggutabie eitien conmegisating anpctivatimcegl fne mpaiegng pit, and

a data repositor 0. A nethod cording o i o
furt ngregg%ca F’éﬁcﬁfé’bfé c%@?ﬁ TR (?aga ot ?38‘3%41%%&@8 gb %gsdmmdents
dat aﬁgﬁfﬂhgmﬂgﬁﬁ%uﬁi@_ the contents of the transport
container fromthe activation key. 31. A nethod

according to Claim28 further conprising identifying a
deacti vat Lon k n S P eENE  aai

i denti fyi %’g st 2%(50%1 gﬁ?{fﬁ?@g@%ﬁg(ﬁu& gcc%?dlgg 0 éfﬁ'ﬂg 26 wherein said
20  executable portion communicates a deactivation code to a deactivation key, and

wherein said executable portion receives data corresponding to the contents of the

transport container and the data corresponding to the access incidents.

28. A method for monitoring access to a transport container,
25  comprising:
identifying an activation key;
activating at least one sensor structured to detect incidents of access to the

transport container;

receiving data corresponding to the access incidents from the at least one

30  sensor; and

communicating the data corresponding to the access incidents to an

interface unit.
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10 the data corresponding to the access incidents to
the deactivation key. 32. A nethod according to Claim

W@ 2008i0es6e¢ n sai d second identifying step conpPCEES2004/008068
recei ving a deactivation code fromthe deactivation
key. 15 33. A nethod according to Caim32 further .
conpri si 2. corvunsitlest dcaerdinggo (Heiny2% firihereqraprisiey storag the data
data corresponding to the content e transport
contarauondy S abikst flstfisi? Ruudiahing 2"
deactivating a nonitoring unit for 20 nonitoring

access to a transport container, conprising: .. .
comuni ca0i ng Amatlead agaeidgg t@&d@“h%ng’dﬁ‘%compﬂsmg recelving an

gmagfiﬁ%[?o%i[c%ge tdl?d 8 e ﬁ%ﬁﬂiﬁé@ ?J t 1etcgﬁtefltrs %@ﬁ&o&%sport container

0 an actrva éonnunlcatlng an
act i fyéh il acsivaidl kdyo a nonitoring unit; and receiving
data corresponding to the access incidents fromthe
monitoring 25 unit. 35. A nmethod according to daim

34 furthey Cor@%éﬁ%cegf%d@hhﬂ% fiRtHde @&hﬂ)ﬂﬁhﬂ% gﬁntifying a

code to a deactivation subsequent to sa
t hi rdbactbvation ey and, sgbsstyeq; to sddsecondyidgatifying step, communicating

corresponding to.the gontents o e transport 30
Bonctes Ao camerroRng e feasres Siairalsly o PRE oy
i ncidents. -23
32. A method according to Claim 31 wherein said second identifying

step comprises receiving a deactivation code from the deactivation key.

15 33. A method according to Claim 32 further comprising communicating
to the deactivation key the data corresponding to the contents of the transport

container.

34. A method for activating and deactivating a monitoring unit for
20  monitoring access to a transport container, comprising:
communicating an activation code and data corresponding to the contents of
the transport container to an activation key;
communicating an activation signal to a monitoring unit; and
receiving data corresponding to the access incidents from the monitoring

25  unit.

35. A method according to Claim 34 further comprising communicating
a deactivation code to a deactivation key and, subsequent to said third
communicating step, receiving data corresponding to the contents of the transport

30 container and the data corresponding to the access incidents.
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