: e3e*&& This invention relates to a nethod of operati ng a
packet n %“ﬂ““wummm)nds parti cuI ar application in controlling 51 MAR &

data pac eLS.Qver a pac ket net wor k. 4Any di scussion of the i or art
throughout t he speC|f|cat|on shoul d in no way be considered as an adm ssion

e oA, B o e R

It has becone increasingly inportant to ensure that
in 10 pl ace to _protect the_ infrastructure and

appl i cati ons *ep®rati ng over pubTACKERAYTHENIWEREIGN om attack by

unaut hori sed users. Wthout adequate security, false information may be

transmtted to users of the network or, potentlally operation of the

networ k i nfrast r ubigrieveriipniselatas,teramptheidsef anresatingse gacket setwerk anshiedst ed

to a packet n i

usi ng one. oP PRk o RETth CBhRaRAT Fe heafiidoof R pakRES AR PRk

t erm nol dgyneseotlli ng a packet to a single reci p| ent |s known as uni casti ng,

he d k bei . ifically add d f ha d
(e, 2, DKL D SRRE S I E TS et SRR BT °

addr ess bei ngyusedohfidérds Wseart bdrhiskioa thatketh pAordardtis iidélekrioovrabt forear S
connected to the network, 20 or to at |east a part of the network. Sending
‘a packet t 0Pt Of FOBMYY} Qatqfa'dﬁ@gt'ﬂ%e ipdhe fiflnts, in particular to those

reci pi ents who hapeha8ltebR .h&eaaﬁ@wﬁpaﬁsﬂﬂe&sen%arerrmabeaﬁqtfate QBEUrRY i €
addressabl e groups, is referred to as nmulti-casting. Such groups are

ref err edQ oplgse nigl prateststheyinftassruciute Andn aRPIicatiPRS -APREiNGgO¥e'r RWRieneate
there may bgegydHEEmOLetdBK bl dmauticiised QPs wmoha@deqtétevtu&ht@ false
potential recipient nmay subscribe to receive data packets. Each nulti-cast
group is as#iifgmeation may deetrandnaitied dotusetrdpbdie Betwaikiorapatensialhacreration
addressed t t gggr e delivered to all

reci pients §uﬂuseg|?éltgdoﬁk"irﬁfoasﬂd#{drehﬁ b caste?eﬁf(C)i}ll%/t)LhJ &)hl erarchy of so-called
"cachi ng servers” Anﬂmalm;umcmuteetbdm a qaakétemetmeﬂrw\mdv éemd dtdute pEckpes® of
routing i nformation.from an oﬂgat on SO#JI’CE such tﬁ ggbl i SE &
subscri be” RBRST QG reaipients ‘t?r'ﬂ,g %’?e ? QUADEE Pt fatg’ tﬁtﬂsPP”Ja% oddP asEet
(groups) . AnefagdtknN@reeioksjy, neydiag a mmuemblanrsatgleseéomtencwmubam @k tunione
or nore interfaces to the packet netwg arranged. t o otgerate u g known
transport pFeitiidoltae datmpacketepingmsnenticaly addrgpisd. for dhatpcieito ST‘ '88h as
the I nternebalieRUHB MNBRIBERLiIPREMRS RCRhown as broadcasting, a special address being

used to ensure that the packet is distributed to all users connected to the network,

20 or to at least a part of the network. Sending a packet to a subset of all possible
recipients, in particular to those recipients who have elected to receive packets as
members of one or more addressable groups, is referred to as multi-casting. Such
groups are referred to as multi-cast groups.

In a known multi-casting arrangement there may be a number of multi-

25 cast groups available to which a potential recipient may subscribe to receive data
packets. Each multi-cast group is assigned a unique multi-cast address so that a
data packet addressed to a particular multi-cast address will be delivered to all
recipients subscribing to that multi-cast group. A hierarchy of so-called “caching
servers” may be connected to a packet network for the purpose of routing

30 information from an information source, such as a “publish & subscribe” news
service, to one or more specified multi-cast addresses (groups). A caching server
may be a conventional server computer with one or more interfaces to the packet
network, arranged to operate using known transport protocols such as TCP/IP

and/or a multi-casting protocol such as the Internet Group Management Protocol



1 1 MAR 2004 2 (1GW) Version 2 as defined in Internet Request for Conment
(RFC) 2236, published on the Internet by the Internet Engineer il MARs R0
Force (I ETF). In order for data packets o be correctly transferred by the
caching servers, each caching server is configured to forward a received
data packet to one or nore 5 predeterm ned network destinations, other
caching servers in the hierarchy or servers providing end users with access

toa multi- ing sessi.on fqr, exanple, accqrdin 0 the | ocatj.an

subscri ber sﬁs@}#t) hgg@%lzt ia-scggff“eé’r g_ﬂd@fe"ﬁteﬁg‘ﬂ%gy{or patRatest a&{ggé e%%?’%nl y
once to eacpysiahbd BAithe htefét dyaAs MtBhes Enyifkerid TaskiHdfcé GRTFIC 8 Brcer PC ket
when required to do so. In this way, e nunber of packets 10 required to

th
be sent in ©#@ePagksteiitathe SQfrectly gransieredt byvithe ashingt sYMerSo each r AFHINSS
users is greglby icedushshred! 1! forRid G ebditéd @aﬁ_ﬁgﬁaéﬁetd%' ¥RE Yol OmareUser,
in conmparison wth that  required to uni-cast the information set fromthe
source t @ eprddetdrmirags setyserk sdestipations| gtheHmaehiag, saveraninnthe ihiesarehy nef
ar r angenent re | . nsechr e, | t.hei : S L,Dg
dat o The. piT e, PREEL shd JsaRCRH addded No Ml BB s Ehaide AILEIINET |
t o di ssem naterdingoronetid toration afbsudisciiberg twettosaatulbinmst Arovgiswdirkfeodbly,
mul ti - cast Ca@{jei n\g}’éserversI RN enersl I%s copvey an% coia.r ect l% adﬂ[)es ed
data packet PPREET VY SEYT ioPlY Ppeq 20:978P o F'Eaﬁ%résap 1% PEP IR ut o Yed
user to trapsphtitel @lpackeeamanasquiret tdndbt s« aat thisd Wags 38e numbehefhsyeketshat
caching 20 servers wll faithfully_grgﬁagate t hose meg;a es. Known security
techni quéd fesuirgd doihe sANtN -oFdart Sond Stk g e Setfeln ”'[%G\B' N 18 % 9fRet
those that prgtegt gldaaycrRpled, &f aflab@ BRCkRlP stdld bhosdivbiato aitiaent incat e
t he source of data pagﬁets. Those neasures designed to protect the content
of data packemparisaqaivitétthat requinedda Yricaslk Biepindormatien; sep|feare the gouissi Wal | y
25 at the ag%dgg{”ogg ulsgrséeéepg%t.lﬂf ormation service providers, for exanple
usi ng known data encryption technhi ques. However, such application |evel
security neasur esHdwenet, kgmven ahilyi-qasting rarragigementsuareoimheyentlyc isagureeinver s
at the transport level .of data packet riginat i fr ofh ofentially
ogue solf cBeY metiods crerelulrR ot Taf e st SLa) Mifkeadt b tRc]
dat a packet se@éeinfeasvraktute railtd i disseaiing® iaftdmetisn té dubsovibing cestimpat®nshdt may
be used to both guthenthcate t he .source of dﬁta gackets and to enab
unaut hor i seBeHAKgOE W REstc GACURE BT VERo U 1 PARRCKEIYeY o 2B% G2Yeted i s
to encode aadir@biet dstagseket fedeiled BARN itPiCkeleford pa3eible Edtt arC ankithgrisey ver

may decode the signature in each received packet and . % i'PNAR 2004 3
deci de, on MR W9aEPRSMYE fals MespRges Avel MUltirasy addrepsrs iPAOR AOPeRRL FRENING not

to forwaggl gge,ega@hﬁﬁaithmy?f@,yggage fosd nkdiaugesdi gi tal signature technique is
PGPTM as described in RFC 1991, published on the Internet by the Internet

Engi neering Task Kopwe $acEmty teghnigser fopruee g ravlsigasting asspesemeniéotriengl and
decoding di @b 3nam_§pdBAIIE NGO bratder hdPBGkEh: bP dafs PEOLeEMha! G168 ARG
respectively adds a consi derabl e and undesirabl e overhead to the processing
required toanthenticgacketsourdenofadatalpacketssThosp measwrge wepigngd tpdretecuths .
According tq first, as of i pon, .t i O a
method of conoeyt b UaRaBRiens adkltR BEREEh (ol UEMpRllare b deR LS D
to 10 onzs okt kg epplichtion iset by dcfopnatidn savicersoviténs, fart dxathpio npingdinogvrt he
steps of, at, said first sgr.\/er:nléi\%{ stori

PHE

f a list conprising one or re
i Stinct dafaioPRanepiian teePrIAUE: fpwaver: svely aBiication fevel poctis e miesuies 4% eq
reci pi ent sebygendt¥ily BraveRt BRIABURIOR Byl CdthifRPEWVers at the transport level of data
packets originating from other, potentially rogue sources. In a multi-casting
network arrangement any user may send data packets over a valid multi-cast
30 address.
A known technique that may be used to both authenticate the source of
data packets and to enable unauthorised changes to the content of those data
packets to be detected is to encode a digital signature into each packet. A

recipient caching server may decode the signature in each received packet and



*15 (iii) selecting an unused data elenent fromsaid list and inc{fpdipd op@i d
sel ected data element in a data packet to be sent; (iv) sending sa|d dat a
packet to said authorised recipient servgr; and (v) receiving a nessage
acknow edgi ng recei pt by said authorised recipient server of said data
packet including said unused data elenent. 20 In this aspect, the source of
a data packet nay be authenticated with a reasonabl e degree of security

Fechni ques. 9 bR HERCTAE PLAYE SBAFIPGLA ST OL AL 1bF deisk® i ROBRE! dh % 0o

required tofgnat®eie pdtket.ONh eRampPle of azllatcampaiglnet s@gﬁhféﬁecﬁhh&ﬁ&t PGR™ a3nl y
to provide an indication that the packet was sent a valid first server

The data 25d¢scsibeddn RECi RN mh%hedaorr thesinteraet, by th%"g%nnetﬁrwge%r'watas
el ement fromAes {rerndnbtv%rkamrt.nglc%usg Holfevdat aqéddﬁrgeahdldbcadm@t agnapket

before sending it Is potentially very small. Method steps (1ii) d (iv)
may be r dpeasigpatures rfespe&rVoﬁa(é@éhtCStﬂfSeﬁmenPM/ Wé@'é?@etﬁspa‘éﬂé@tVt@%ea

f or var ded, {Mters’trg AR hBL AR berhBad BPuld Stbedity AhuRLEE, (dutd plBkts Deen

used or untl m ni num nu ata elements re
unused. At trha mmnaﬁt;ngaarfangehﬁent in partiofiladat a el errents may stored or

ot herwi se obtained and. a copy, of the fuyrther se aut.horis

reci pi ents accordgﬁﬁorgwgn& Hofgsgtag%esct (# tthgnraefer] inv t°8r gh?r‘dr'\ﬁ/a[f’a}’ ﬁ&d a
further packfiisod A0y okVENNYy B’ﬁid‘ﬂ@qbaelfetsﬁlwraEpédkaﬂS?rﬁi\ﬁsﬂkOﬁﬂorﬁBa' fiper sse6t 10
convey the list of data el errents to an aut HOI’I sed regyjpr ent. For exgngl e

an encrylfti 8pe Péé?l?fieqq}l%hor'se NEBEIPIEGH Fen e, eaee SBEethensiens 8

may be usedgaiHlgiev&divertt is inportant that a list of data elenents is not
made avail able to other than authorised recipients, otherw se the
aut hent i cat {ibn rreﬂ%'dg@r'&&rcdwf'ﬁvgthorrrﬂWé isthist fatp 9ementspr oni sed by an

unaut hor i seﬂ USer gomyi %’ &f @5 oY saﬁzeh@tctd QR ﬁft eréiidt F’ec?ﬂ fﬂfegbtrvérr BF” s%cﬁFeor ed

list, at net od step be made at ran expl ai ned
below in relati onCOmrrammmhedeganﬁg recei pt of data packets it is inportant

that an yna “t.l)hgr Ibs g(éﬁ'tjrigg%n Hﬁrfrpe%t aft‘% e%ln]te%t ?Po?»l\ |d9|rngn nc‘?dottrt?%ald Q%le@?nfﬂlt ot

data ele t rom i St

of a sel ect ed dat datl d@emaitt m]aOdﬂBpraekeIkIlo)be sdme seI ect ed data el enent may be
hashed with the content aof é{ag gﬁ?g ag uosHSn &ik V\g’lervé’;}_shl ng techni que.
In this wayWhe i AT 5 4PE BFAFRET SF aHE)'f ﬁmadc ?eﬁy VisfBie to an
unaut hori segyuser rermmutg)ral @ sskfeaaglaokdddying mene&asbytgatdheumerjsud trgcipint he
met hod. Accordi ngh second aspect of the sen |nvent| on, there is

provi ded a $%VRE tacB‘?ﬁ/k@WW da‘qj%ﬁ'%urra Aty Mt hacket network from

a first gprver to|fmisubpadt $88l sb@eb it batepacket nHEeh& ialtHeatidateldr with er ver
is operable to execute method steps according to the first aspect of the

present i nvéeﬁsp@@pletdp@repepﬁégcwgﬁpwﬁgpwgthe data processing overhead inherent in
digital signature techniques. The authentication technique of the present invention

is not required to protect the content of a data packet against alteration, only to

provide an indication that the packet was sent by a valid first server. The data

25 processing involved at a first server in selecting a data element from a stored list

and including the data element in a data packet before sending it is potentially very

small. Method steps (iii) and (iv} may be repeated in respect of each subsequently

received packet to be forwarded, until all data elements in the list sent at step (ii)

have been used or until a predetermined minimum number of data elements remain

30 unused. At this point, a further list of data elements may stored or otherwise

obtained and a copy of the further list sent to authorised recipients according to
method steps (i) and (ii}, before forwarding further packets.

Any known method of secure transmission may be used to convey the list

of data elements to an authorised recipient. For example, an encryption technique



‘the steps of, at said authorised recipient server: (a) receiving, by secure
conmmuni cation nmeans, a list conprising one or nore 20 data el enmeft sMARa2E4
storing said list; (b) receiving a data packet including a data el enent;

(c) sending a nessage acknow edgi ng recei pt of said data packet if said
included data elenment is contained within said stored |ist and was not
included in an earlier received data packet. 25 In this second aspect, an
aut hori sed recei vi server may he arranged to erate jn co-operation with
B fiTst ser 940 BpEFR: AR eTaeIREE ARPARC BN BehuE e HQWeYer ol Je IPPORET Hab Ao
dat a packet gsiapddh@a eRffEhtd Mahot MeateOhVHlabRt & bIHYM thal adutForfRd! GRipierits, thi s
case the first server. A data packet nmay be shown to originate froma valid
source if i®ethepwisaddle aauentiedtioneimethgft Arodded nby hehis atrwsptipncmiayedd i st
30 of data ghapRiMiSed®BH ahfunklfhofdt@ugdrement included in the packet was not
included in an earlier received data packet. This latter check helps to
guard agd nst t hePrederably; splegtieatf adataslamendfrase® stoesd listt ot ehed stapat a
packet, reagds t data_el t.| ud nel e t:he . enent
in a rogue g@(:kie?’t%ysgélt n‘%ﬁg?tgryraagﬁimggd@hplb% %\Xgﬂg‘reﬁn%rag’%‘ﬁégar%g{'c eteds? are
det ect ed at athrovdedding rreseipt of datd\Ra@@ds,5t isicigurent tisarancunduticdrisednget Fse
sanme data el ement, for. exanple.wthin a given periaqd of ti r anpng a

gi ven nunmbePOb?P!pde&AagilyP aﬁ’é‘iéeec"\ﬁef gii'q neXic tﬁe?&q%é‘?rgqm %eée?qgﬂgPé‘a tl&%ﬂﬁ

pot enti al | yoi fheapdsition withimothadish ek edleersaindataersame. bei ng sent in respect
of any of them 5_Preferabl i

y, if two or nore dat ackets are received at
an aut hotQ sed r ecPfeRPIVs&hs aplerted dad? Slpmend fg%\\hgeg*af%eﬂtr'véﬁeﬁ?,cqwﬁ_ he
data cont enthedfiataliSadRBEKShE AkRoWwRMIBRIRE - tebhniGhe 18 0MIsERay Ahe liRGUAKSE Bhtsed
packets is found to be the sane, then one of the received packets nay be

sel ect ed aselggIeng isnfobrimmadisalyeysihenc F8syBRENQsad Uspe naeMtringadR& or
packets bei E%I{}%,%&%ﬁsiﬂ@ﬂ%’%duﬂﬁ 81 dngined, under known circunstances
ac

wi thin the et network. Having established that a received data packet
ori gi nated from aAeadidihgstoua secordraspacthel theaifesant iipieatipnstheveis provided anged

to send ackno dgenent (o) t or
bvanpl o T TGRS bECGSATN, BB 3 ARG ook ot B e AR Lo d
acknowl edgeaethorises sfentrseruaie o hargde qaid st deésverlisioeerablediocartdcute oiethdue

position of the included data element. within the storedg Iis sa. ..
Derifiabl o Pl GREPEING wane et sappRbol Higuhmnnt inulbBfethe mahedtasimrising an
aut hori sed gRcitepedt, at SattaltBbhédiioretipient dbest: copy of the
earlier-distributed |ist of data el ements. Preferab) ¥ t he acknow edgenent
nmessage confdins ERFEIViREhtRYf F8EUTE GPMIHRICEHOR (ReARS; 8LiGt FRTPHFIBACNEVEP™] o
enabl e tye sender y4ofs diGReckBRNLRABERBIL IisTESSage to be identified by a
first server. Preferably, in step (v? of the nethod according to the first

aspect of tHd presosivingd &ata eacket ingludinges da'd UeRABW edgenent nmessage
includes a ?ﬁquengé’nding a message acknowledging receipt of said data packet if said

included data element is contained within said stored list and was not included in
an earlier received data packet.

25 In this second aspect, an authorised receiving server may be arranged to
operate in co-operation with a first server operating in accordance with the first
aspect, to receive data packets and to check that they originate from a valid
source — in this case the first server. A data packet may be shown to originate
from a valid source if it includes a data element contained in the latest received list

30 of data elements and if the data element included in the packet was not included
in an earlier received data packet. This latter check helps to guard against the
possibility that an unauthorised user intercepts a data packet, reads the data
element included therein and reuses the data element in a rogue packet sent

shortly afterwards. If two or more data packets are detected at the authorised



nunber and the nethod conprises the further steps of, at said first server:
25 (vi) identifying the position within said list of said selectdd MARSEH
data elenent fromstep (iii); (vii) conpgring said sequence nunber wth
said identified position; and (viii) re-sending said data packet to said
aut hori sed recipient server if, at step (vii), said sequence nunber does
not match said identified position. 30 In this way, a first server may
operate to check that an earlier sent data packet has beep.received by, an
SEthor fsed RS BTEHVa NG AP AAO FarA TmBRtad oo ST AraGyen period

acknow edgegefindTBs 8A@Ag0Y igfleRat Bfbdr! siMccbirbd Pakkérs] sk GuER Gapketdt magroeer .
If there is doubt about the source of a received acknow edgenent nessage,

then the dateaofsscRetPoteRtigy ipsalishivith nq jagkpmvieggemept S16ssagk \Peingr gt in
acknowl edge SR06F fhapn0t received within a predetermned tine period
after sendi E\%B%ﬂg@%ata packet at step é?iév), the data packet is resent to
the authdrised reBigferahly, Seitwer or Tharg ¢l paacketsoerer eeneivedhat 9osaithprisedy
that an unapt hoLlSe v&;ﬁ{cw&fﬁ’g & shife! B85 &nt. dlén QT'\eada:EQ%to gég'ge tg{reo 5

t
transmt a roguée data packet. pid re-sending 6f an unackno
i nval i dly aphcikend adgedmgated. platheetontemti of thesreceyedipasketsais| fabha to dre the

unaut hori sed user, to detect packet |.0ss &39 intr é:lusce(? cg (io ueaﬁ ckr%ac} 'anlt
al so i ncreaS¥8et HRET | & Holl frefved PAFKSES PRk eP | 4R Fed @%

aut hori sed peGidWIBdderddnt"eesdtfe keRS thBeothanpakke®e odpatkeBgbeinpabieiless

i ncluding the sane data el enent, reducing the chances that 10 rogue
packet V\]gq | dyelicatascarising 'é%de\?éPPW“tﬁFcPH‘éfg}cSEi‘W ﬂ)e N,%GF B?Wt’fr?o athird

aspect of the prepglihg &MEHIshed thhh@r Rickivedr dith dakka: bAginated RBnsar vald
arranged to convey da?a packets over a packet network, the forwarding

server havi Agiree, pacishorredviseipianhtservescie, arpnogd $poteads &t askepwisgaempnist
conpri si ng %%sg%eymgff’h% Lusdd Mheg@att& pBLIGTE irSoxaf e li§ing QNTHULS@d RRtHBRANS

for sending a c said stored list to a predeterm ned destination;
sel ecti ng nehnmneméssidnl. Preferatdy.ctite agknemiedagmeat anedsege nnclgdesnp ssgaderteor ed

st and, £ 0 LAGLHIRaANE HURCSRHARLE ufl HRRe! dbed flthhtPREHRA tHeOsRfcPent
20 transm t i ng neans operabl’'e 10 send sal ata paceket to said
pr edet er mi nést seat verdiabnindicatismaitblati thieeadkaoe/|edgetheat lonessbgel gegimatedrbans

operable to recej ve nessage ackpow edgqi receipt said_predeterm ned
Gost | nat i on B red dPRPBAEReE™ NOHIG 15 ek SaRt ot dhe 3ot op Pt B
Accor di ng t of Hatardlbmangeect of the present invention there is provided a
reci pient server, arranged to convey data packets over aﬂga k%% network in

cooper ati ve assocPHPERMithA ackpowigdeamagt Massage 5eRBING; Y 'Y HiRE Temhihey

aspect 03¢ t BEHRFES® PdcipiBVEri&to draBle Biel fenBa oSeVRknBAYddggment RBk&de
network interface; 30 secure comrunication neans for receiving a |ist

conpri si ng &nhke ddeniibied by Hrséseivghts;, a store for storing said received
list; and acknow @Pequamm@@%epfaﬁrabﬂhe RBto8 GRbBlding’ t& tifekifbt JpBEL 8Cehe Of

data packet including a data elenent, to send a nessage acknow edgi ng
recei pt of seds@nt invention, the received acknowledgement message includes a sequence

number and the method comprises the further steps of, at said first server:
25 (vi) identifying the position within said list of said selected unused data
element from step f{iii};
{vii) comparing said sequence number with said identified position; and
{viii) re-sending said data packet to said authorised recipient server if, at step
(vii), said sequence number does not match said identified position.

30 In this way, a first server may operate to check that an earlier sent data
packet has been received by an authorised recipient server and may verify that a
corresponding acknowledgement message originated from that authorised recipient
server. If there is doubt about the source of a received acknowledgement

message, then the data packet may be resent.



11 MAR 200g 7 data packet if said included data elenent is contained wthin
said stored list and if said included data el enent was not includddMAR 28
earlier received data packet. Wile the gerns "forwardi ng" and "recipient”
have been used to distinguish servers arranged to inplenent the

"transm tting” and "receiving" features of the 5 present invention as
regards conveying a data packet over a packet network a server may al so be
arranged to operaLe acgordfcag]to botlh the third and.f g& cts,of the
present invention' efergblyy d aRKIPROYPenL DIFSER9S, d% sn°tV\5ﬁ°F'é' hY" 8P dent

i nvention fprdetdpidddCtimd peiddl bfta# isending tthe Nadts i paeRet bt Gtéy NiangtHedbs
involving a hierarchy of participati ng cachi ng servers t he packet 10

aut hent i cat Pafketds HBI Pt H’é’ BYtooHsRY TERIRIARY SFVRRmy iR Nelps| T°e8"?'6°me the
conmuni cat i stl?(ﬁﬁt‘ﬁ)ecﬁat §|¢ru\4§ut$roh§\eoaﬂyer%é\efry"t@ttm Kd@dn&@d@@ﬂ?%st?facl@&tfwr k
type requiring a ' ht wei ght" packet authentication technique that wl

not i npose trnde"gitraamgelecﬂaéa rweam Bapid getsending afi angunagne wiasged jogiimyaligly
reasonabl e I to
thoir succeddifiiadied s BaPlok ifirhiled B Binb uile 17 BAGKT Bedlbb,
particul ar detectmpacket Ims:% Bnd dasedurg areguegpacket slthmsa irsxeasen hbdikelfood

cachi ng servers be i nvol ved onv a dat acket f oSgurce to
a set of onﬁ1 g%fﬁep%f:égpl%aetcegﬁg%&%rau oﬁﬁ?? i ogey adg‘roeess)rli St &t°?

aut henti cat tigie a/yoarmtmqued .hylube.grtaqlsamcuawetepmna,tredaasing the Dkar’(l:yes lthak

basi s, between each reﬁ\gﬁgtrve air of Echlrgar{gpservers of a hi erarchy in a

dat a patrp 9(109uf PRfket P AGRERERY 9S VAl CIPRBLnat h. An excessi ve

processi ng over haagdordiiROeLd Mirdeapact bRdRe \WPedert AfbnEionS kiskee ablprotiged@\er al |
packet del a{q and reduce the throughput of servers. Unless the context

clearly req rivagding rF@F‘(M’sé"a'ﬂQﬁdoUgﬁBﬂr‘tth fatadRacketsyPYyna Laakethaetwosknthe ¢ he
words ' CONPEdrSRirding SOAARF hating: . and the like are to be 25 construed in an

i ncl usi ve sense as opposed to an excl usive or exhaustive sense; that is to
say, in the senseadRcketmatwarkigterfage: not limited to". There now fol |l ows, by

way of epanpl e only,,3 deséh hg%‘trnggg%ngﬁﬁ'oBb%rWQ%H%B{ SatdfeldREnf esent

i nvention. This description in conjunction wth
acconpanyi ng dr avvsergse oofnmdmrod'tronSQeEmsgmreseI\dmg a coppvefdsad)stored Hiethitog an

initial sequery g dg%sl {J) a nmethod according to enbodi nents of the
present i anFﬁ %m'%ﬁg Bﬁ @2 is a flow di agram showi ng a further

sequence of stepsSelactamgrmdmd mwdimgsélecteahoﬂiusemtcmta)felérhenuolfmersraid

t 004 8 Ref i Fi 1, t fl di
T eeont od piker LeTane OriBeibs Seeldafad Gate STaatTh aciite hecke: T PURRE of ©

server tgpenabl e pagkfittng O Rns OWpeMALORY bl C&Wd I @latdf packdacket said
aut hentication method according to enbodi ments of the present invention,
Figure 1 B §Fﬂ9ﬁﬁig"’t‘?ﬁ’e"‘?5ﬁ'ﬂ9'f'%ﬂ vigrsapskinteifagepgd at j on of a recipient server,

co-operating wt Qcﬁﬁb@vleaééﬁerﬁeﬁr\éﬁﬁs dpRrdbiealb ereEéWL‘eé Sméé%‘db@dacWoWﬂ#igfrld st

server to be received and verified as originating fromthe first server. In
the parti curenermmcsaldnmdenemb\eddbgumatmopf said éﬁ@rwﬁﬁbwcb@mwﬁren%%d
upon publ i Cy lg&]hp{@t e encryption keys is used during the initial

processi ng s eps shown in Figure 1, using PGP for exanple as referenced
above, &% hough Anyommgse@doertthhect bbrthe rrxesant tinvergiodathererdy drevidedd

recipient server, arranged to convey data packets over a packet network in
cooperative association with a forwarding server according to the third aspect of
the present invention, the recipient server having:
a packet network interface;
30 secure communication means for receiving a list comprising one or more
data elements;
a store for storing said received list; and
acknowledging means operable on receipt, via said interface, of a data

packet including a data element, to send a message acknowledging receipt of said



Referring to Figure 1 A the process begins at STEP 100 with the first
server sending its public encryption key to one or nore authorisdd MAR 2004
reci pient servers. Authorised recipient gervers are those likely to receive
data packets routed fromthe first server in due course. The techni que of
sendi ng an encryption key 15 may invol ve several stages of interaction

bet ween the sender and the receiver of the key to ensure that the public
key is transferred secure]y, .Suych techni qgues far key exchange are well
noun"i 1 ¢ hBaG RSCkeE 4R (PGP BBt HOmBEt [ AR T SR ATOIS At 208 1 he
first servegag8naiddLsatd didnséntQladA6t IBEIUBBY & S shdiBcClecdideddhtd patikemn
nunbers. In practice, 20 generating only a single random nunber at this
stage woul d be v¥fRilejtheftpines eiprwarding”i #isk freeipiept’ haver apar éred to distinguish
acknow edge jedl tPRGATRef R «trlAliRIP! dhd 1BEeilNGRREatAesObf fheiSEd
to represenggﬂggéshg'?%%aglorﬁ n%erean thé r?ur{bg? of nunb%'rlsggenaeraet ed for a
particul & presenniryeotiosas tegarigsearweyingta data packeiisiver taypagkesmetwork, a
unaut hori sed user_qu [ ' r.Qm: el at S
mal |11 28odBE o B 8 aRakfad o BABRRE JccOMATRTBIINE BEASIE Rk
than 16. 7 makpdcas ofithidbpresenteyvdtiondp maypick ek twoek etisughesdragrs. onl y 1000 of
t hose possible nuphers may actual ly. be.used i.n a particular. list. At.STEP
110, the Tirst selale whctemis iyl it Bartiy e BP0 leelen Jurm R <R at o
encryption kadnfahents, indblviegER Hidrarchyeoidbagicipating nedcyipige sertemsh ahe | pazket 0 30
the one or nore authorised recipient servers. Preferably, the generated
nunber | 1@t agdipriicatiommgthadiobineseigeenisnyertjongnay Bt 3PRYEL ke tCoMIDYIERtRY
potential pPLER|&EIF séMals 1M IR oRhdrSfetivoPNaPaRlEhentOss nbfwdrkeybb Sbq@Rry R ed
more than one packet. Referring to Figure 1 B, the corresponding steps in
oper ati on oflighiweighiorrasket autheptiestions deahwiausetiat will SFEEMPSEE Windpsirable
receiving t 4d © YPHURRg, whild JYBRIRGOP rehsbRdblS eBbresYort B&tdihtySs
server at S?E%rﬁ%%goé Rs%glr(scussleg ab(')ve In rgl atri gn to _STE?D 1%0,_ tklli syS °
initial stepo g originodfvdateenaskets dnek as ta thedhsuagiessfut deliviery. sgonsideyation of

ensure sgcure tr er t. I P nber
et 15 Fooarobsae Eeafhg e 8 o4, itenth HifaRy aiffodfoltstgud T c
reci pi ent sermanbér afecachpigssdrhersmiapée ihvavedisi ngnueyihgeardat® pacletdrarech
public encryption key and is thereafter.ready to recejve dat ackets from
Phe 1ir ot SSBYSP. toRaraatroge o PG Hosinapay (vByeaialgl Sat S uby dosheba

Fi gure 2A shgwentibstisi eRsuld iyedBRIIRt b Reqfiretihtd fobeite B Welink By K ibagisA
recei ved packet to one or nore of the authorised yecjpient servers.
Processi ng SEBPESRath resPertiyriPair 2 a3rhingyserves Podi Higranshst i ButatdanPash: t he
encrypt esh NYReF thdrsfroBY ohlletfd eRds DertHerpaah. RREEcksdiPe Prodds8ingCoderfead
Figure 2B shows the corresponding steps in operation of one of the

aut hor i sed reBPgsidedtt easdrsfage Wayld addcongiderably torveeall paskeedelsy anderedioet
server and i, Yr%b%ﬁ’dd? tisBRepacket ' s authenticity. Processing by the

reci pient server according to Figure 2B begins follow ng decryption of the
recei ved nunber | iUslesatthg¢coBTER clé&dlyofeqpiregipthetwise, Farbughduigtheadesicypiien 2A,

begi nni ng at._STEP t fir S recej .3, packet, t e_J.o At
STEP 205, tﬁ8§f F}est%Pag%‘?vgfﬁe s"e"f’g‘%t s‘?Jr%('r?rE)s%'t reomgitsi ?‘iu?‘ét Ehgee(rﬁle(?a?'rgd?%t TEP
105, a nSrbebnstededpimean dusdbisive streset sl oppsetictoadn exclasivearri exhaustivebsensede at
random to hel p .prevent. ap unaut hor.i sed user predicting the 20 position of
the sel ect e&hﬁdﬁﬁ%ﬁaw 'PHF?I SERRE (Pfi é?‘?ﬁ”‘ﬂﬁ%%rr?’t@{‘}ﬂ‘&’ el ecti on nethods may
be used. At STEP Zhere hb@ fdllosis, I8 Wiy af tlexaimpk bhlg, e ldesdriptionusfbepedific t he
packet to be routed. Preferably, the, selected nunber be inserted.into a
bradet er m nE9FuNeTts et ithe AraseRiiSRHON HOSIRIHPTRN 15 1) Heread f FANYRCHER hod
with all or @upiHd abnigafyimg i 8Ringsf of Whickacket . At STEP 215 the first
server routes the 25 packet, according to predeterm ned routing conditions,
to one ofOnore of Figwse autihdr flewd diagrarpi eewisg rafe fnitial ppeagepre 2fostephdn {3 r st
server then tagts abQirdin§e! dibbodRRERsCrthE pRosBhf AlbMibrRfang timeout period,
of an acknow edgenent mnessage from each mp the one or nore recipient
servers. The tinedigurge? iind flowe ditgrash | howWing ree fwrshest seauenee @it steestin aa
STEP 240 and, Yo BLESAIAN0Y Mo d RSt S tHe BARERY indlnddiel erabl v, the timeout
period may be set "according to e re-transmssion tineout algorithm used
by TCP/IP, as described in "TCP/IP Illustrated, Volunme 1: The Protocol s"
(Addi son- Wesl ey Professional Conputing Series) by W Richard Stevens, at
page 297. If, at STEP 240, the timeout period is reached and no

acknow edgenent nessage has been received froman intended recipient
server,



1 MAR 2004 10 then at STEP 215 the first server re-sends the packet \aR b€
respective intended recipient, incorporating the sane sel ected nunber from
the nunber list in the packet. Use of a ghort tineout period helps to
overcome a possible opportunity for 5 an unauthorised user to transmt its
own rogue packet in the event that a transmtted packet by the first server
is lost. An unauthorised user m ght nonitor the progress of packets,

copyi ng the sel ected number _from each packet.so that, in the event that one
o "t hose packet o BEtEEHEL 15, giekfet £ Sal BN qilats e BRbsoliRe iRl dA seq
user may at gﬁ@br@hﬁwecpﬁmﬂsqg@%wim@pemibﬁroft@firtsﬁ_sa\mr n@mbpaskaﬁtsmoawﬂ SO
attenpt to trick the intended recjpient server intog acceptipng the rogue
packet, ackFSPRAENIRS ithe aFRItRY! oB#agaat‘?%e'f t?“t&?fgf?aﬁ%c&e *i‘?FB fFording “to
unaut hor i segdnips8imdmRY drakife bARGRE ihVEMEioh N Eidurdem!lshBRidP dhe TRkiaY @ebt inSTEP
240 of Figure 2A. Re-transm ssion of the |ost packet by the first server
woul d t hén peeration jof atra@iPieat Rever. (5OraReratingeyvite dhe first iservesciopnakle prakety t he
same attach ' ; £ rd : [ ;

i Trering contan Dyl Gy Sehl 35 HSREIE GHY SR T8 O B RRD e e et e
steps may beenvakelm, thempadicatgl enbediewstite betdesgriheds sinoanaiptidre tpetukede by
the first serve t r ml.e, I | f.f l.ect from
the | at et ROTGLYI RO art BV entiplln Refh by Rt DB, B8 AaCitERR s

di st ance beswparshbla ihiFigire 20 usig\RGP funkxampludsheferseced almive| elthowgdrarer , it
is unlikely that maﬁx gackets.ﬂoul%‘ be IC)%tB by the network. As will be
descri betP bEPEHE WETAOT &9 EUTYNY HYNAY PR SSBhen an aut hori sed reci pi ent
server receives apeafked tbAguret 1 Rekhepescess Braus besTERal 00llwith rtaaSirst t ed
by the first server from STEP 215 of Fi q(ure 2A, the recig)i ﬁnt_ server, 25
gener at es aSAYEE58AING 13 KPHRNF cBFEYRIRNEIKEY 19 OPReCH Ut aUtNAtisPdReEpen’s

inserted, iQeReR QHRhEHIEINEHPIAY serdeSOME NER KPR reb&idé atd psokets fdieed
position in the | atest nunber list of the attached nunber. On receipt of

such an ackiiom &g dinenterversioadiee geursTEpPhe sechnigie of pending apancrniips, ket

STEP 225 2, 36HED0E SAUEDFG1dgls S iRdrdchion Heiedl ko bRSlSRNeTRESIGCor At

STEP 230 th rst server checks 30 that the sequence nunber in the

acknowl edgemntenkeyrts sagerectbet duppuklic kay isHeansterrad sacuedly + Hechotdadininmie yfor
sel ected nug‘ggrgﬁé&ntggeargmq{now Sﬁ\'thgfartt.he sequence nunber is invalid then

t he acknow nmessage I's deened 1 nvalid, having been generated,
potentially, by akauimgutistribized itse@uplierteysehererat STEBy1@5 that ficsti sedter

reci pient server but jn rgspect of a r.ogu ket that happened to .1 1
VAR 500 11 Seteared 2 U8h P B e e RgaR. BARtadoRh WRRRE o Plasiivr o
possess tdie gbRératihg UMD AT sihdl8 tradddn GRInBdi et ey Stagerweat | be dedyeineifierithe

position of a valid attached nunber | gﬁﬂthat list, If the ackpow{ edg’ement
message i s ABEmRaffactiyg|asqeors Rekpovdppeemen. @ dvillinegpme sleas, Preteralvathg
re-transm t guhiber BPBRK SN 5lERHedRAE KN randbin nihbe? A tA8hurdt¥® of numbers

acknow edgenent nessage contained a valid sequence nunber, then at STEP
235, if all generatashiben 8 pavticyar lifsareyshasen & epsusTHRt 1S Repbabijbepf an

sel ect ed angﬂgéﬁgﬂm a%t@qsgﬁg%ﬁ% nBfbkf frofarhbiiy thosedeReftd@iPGhad it

exhaust ed, en processing wthin the first server returns to STEP 105 of
Fi gure 129\ tao2éshitc nepresanaption is geleetes efonrrckanipds, r ihent emoge riben | 167 oilliorandom

numbers may be represented whereas perhaps only 1000 of those possible
numbers may actually be used in a particular list.
At STEP 110, the first server encrypts the generated number list using its
private encryption key before, at STEP 115, sending the encrypted number list to
30 the one or more authorised recipient servers. Preferably, the generated number list
may fit into and be sent as a single data packet, avoiding potential problems that
might arise from packet loss if the list occupied more than one packet.
Referring to Figure 1B, the corresponding steps in operation of an

authorised recipient server begin at STEP 150 with receiving the public encryption



- 10 nunbers before any further packets nay be routed. O herw se processi n?
returns to STEP 200 ready to receive further packets. As nenti onlet Mifov}
generating a trivially small list of numgers at STEP 105 of Figure 1 A
conprising only a single nunber for exanple, would dramatically and
unnecessarily increase the overhead associated with this process. 15 In
that case, steps 105 to 115 would need to be executed by the first server

for every packet to be routed. Th ! referable for a |ljst of
Sgnt 11 cant RSy seneby b itcehimmais e 100 BhSihitpCabdiec telebbnde e
STEP 105, prebetmadinitid Qeay hﬁwm/cme Ll .r&er«eer.ahs (mOihe dir SUSEN @érSto éhsure
relatively smal|l number of nunbers in a list would also increase the

probabi | i t ysesite Eansheraqf ibe i uble desyr Ath§ﬂ5?|g1%n?@oP%VE@daBR’HBN dgfgéhent
messages anﬂeb Rre‘adassgémvctﬁewgrbfer%rta%irem dAtbQTE’in%OttﬂePé&?r'eﬁf séiver
sequence nu for a subsequent attached nunber and enerate a fal se
but ot herfwi slecr\vata theaokmoar delgenipat theeeasisyaecarede ppblig en@rvptlgmm@vzwd & eps
in operatio r V. w be descri bed,
operating i n%eg(g)afg%efrggé?g({nle\%\ng@ h 02?# P!ra(g{&%grrg\&eﬁei p%e%%r{}%per ating 25 in
accordance w th FRegtarend#fo Flgergé anitwg ﬂnw S‘%Fhrﬁsere phasemtedr Blgerﬁ 28eshoavs
recei ves a qgt acket . A{m Et 3 t nber ttound att ac g t he packet,
for exanpl e SRSy BAAR%PIIhEY Py %ef{VW i PHe PEERE fj ?Fe"‘é‘a © 3¢ Pead
and a checkmidye psr frer amohaedemrmantt bériveitshProddsainhestepsishovni B Figuhudzed in
the | at est nunber 1|ist, ecer ved at STEP 155. bf th%(a% afched nunbg#éfs not
i ncl uded' @ nbegia fellawingtdistrbaten Aktheaeavrted nHbRELS BiTgFhegruet 3t

invalid sounqe Gidgirs 1AMAEGE 28 sKMEE 17 Borré¥pohding keépsiint dgerathti odeken by
the recipient server with respect to that packet other than, preferably, to
send an al ete authesged resipient SaueRs A FEATIING AN8 Pasket: touter: by |thefirsk porupr
regarding p i:hl S tgi@n n

packet s Hoanaen GeFVIRTRNS PRLKAS MRl oo Y (he R Yavel,
MAR 200 12 atc@diEn @sEgurenad bepinsToliowe decryntioneef merekewsd rmucr@et dJS'eﬁ'Sur e
t hat the,at h not already been used with an earlier packet.
An attaché %ﬁﬁpng‘%rdw@ﬁé tf)ébe al ready used indicates either that the
packet is a harnl &sferduglo Eagues @A, 1blegrnea1|gl ateBTHra2eet trmrfrrlshaerveheecmi\xeawed

nunber has been attache t natin froma ent | ogue
Cource. TheparEtee bt ratedrab STERCHGE wBL it BRVRmbF AN aBrD dhe it !
anot her pac beheraidmeat STEETHIS 252\u1'rﬁ&rdﬁitapréﬂatlﬁwse(ﬁctéd]ePrb&ﬁﬂﬂvl emecmxm: kets
i s conpared. at STEP 263, the data content of the qpackets is the sane,

then the seé‘%ﬁ’deBa'@R@? atsrapdAm tordteim Sravent an YEUHGRSGL MF BRFGING 8 ng

proceedsad 0 padiEbn ofAhe stererctbﬂd GeRb&NRhE thbafst. HERBVENBtHRr sbidcAbh@hetRbdd he
respective packets is to be invalid and, preferably, at STEP 265

bot h packet ghayr ke |ug%r/éthTE¥ 214, thyEpstregyven pidaclies b selastarhBYMRas thdhe

al ready bee d e SpEF, eSUAER WS T I e

i ndi cative g&?bﬁﬁempolsar {brug%rd or; t%%zgf ?gghed nﬁ&nbder In rtnhz tfé;tlrgés‘%ltréguﬁ%%ra
list. At STRRdeT&MIined positionireddwaden ofl enpapkayer,i altegratively, d@shert With alh t he
sequence nunber L& I n f p t he
sequence nu%ear p%?d%fetrlﬂab O%E%R d tﬁmaéﬁdkg? L ts\#E ez{rr%ggéqgétugﬁ%r DU the

pr edet er »§ nedclhﬁs hicngdaiggm inrbdntemnnai E:Buﬂr&p dohdrtraok,nmdoeﬂgemrnrenefsmge is

| ndi cat o+ ecupront resiaepbaRers. Ates T anc % ik o0 M Remigof R 1

acknow edgeirefire TB& SxPRatid oba tﬁrﬁ@&ntb;)eriohe of IahSéckSGWQemnVQﬁds‘syge Iyont he
steps 225 and 23Q descri bed above with ref er Bce to Figure 2A, t the
aTed Y

acknow edge®8ft tel&ea0Re OF iNgPTRateSIPIeNt GIRNAIS adDRJIMeRY PRilodets ¢

hol ding a comangfoft BairhédRStesNUfETEP! 240 -anBafhBepréfardbly Dt inade vePRlshbayl ar
packet to each of lurality of 25 destinations using the sane attached

nunber, 3%e Pr«rfﬁsacb%éﬁeérnwy patied aythe, eatyacsarding thHiedredranssissien §mestt a
nunber fromyg, il d &y Blip, 5§tdesar.seesnewfrcﬁruperﬁﬁarasét VRIhOM . PRe t he
packet, or to seI ect a erent number fromthe same |ist in respect of
each desti n&rétonolsdr (Adhbsqra\ﬂeetev |RnofiensignalaycomputingsiSeniesin tvh W. Richard
?gg?gﬂeﬁ?gerﬁg\}en@%ﬁ%%eC)ESfmIf' %‘la'rg'f'éﬁ %4 Of Qhe tnﬁed’u‘?srpegﬁh' Mere%%&? 'nﬁer(rio
acknowledgement message has been received from an intended recipient server,



+ 30 nay be unnecessary as the validity of each acknow edgi ng reC|p|ﬁQ%¥M9%hd
be apparent fromthe validity of their respectively cal cul ated se

nunbers. Having recei ved and acknow edgefhrecei pt of a valid packet, the
reci pient server may, at STEP 285, cache the packet for the purposes of
conparison of its content wwth that of |ater-received packets, where STEP
262 applies. A separate 1 MAR 2004 13 caching store may be used to cache

2t hont | cat PO SEOREPGUB Hhe HELEPPBEd® RBOYE Morb1 B ndr e THotr 0 ilendiet

recei pt and st In&drparaing ke 8dmé& BeRRcdtb nOmbeejfath ith8 MimBerprakiat thad
STEP 265, before checking for receipt of further 5 packets fromthe first
server, a cRae¥etis nmade at STEP 290 for availability of a new number |ist.
I'f the latest nunmpgg olf'asghohaﬁmesarbeﬂfeshwse@ azéréd?ﬁeglprogg.b@eaa&hunﬁp fbf
only a predeterm ned m ni num nunber of unused nunbers remain, a new nunber
list woul™ be geswvshenised deer t9 dransmit éig leV“t Fegue paekeseiny dhe pvept dhay a o
the steps o t.her hen ARG

packets ar eftrfggrgg{egi &ad:)hﬁ% g’g.thﬁfﬁrgtegée?\(/’v&nlg A]tnlgi' I'S 5&3. a e?hlt[ﬁ%ﬁrt?rhe
recipi ent seme/a:rogfesssctflga cketts, sermgaﬁa sededted esmbet frpm:k@thspa;raehed tiigtoin t he
pur poses of conte arls n) _at EP 285 or exegut e

t he steps th%& thfgmg begtl ﬁ%ﬁ’ aCk sgfﬁf-’ nfgggaqth 'tperéqélﬁ@ecejd g%%t n[atlo (f\h

t he new nunmbasuthbeised Uservwnhy abtecl_appe eoiraspuhding muraberl 1oeids pwrsmgubh&tckehe

nunber I| t need not 15 nece rily c ri se random y. gener at ed nunbers.
The onl yiGr 8PEr$%aTPRER: Peitekt tos THHNHBIL 175 AR SRS ITD ASSPRING €7 0946
list are di phtK! acKitvIsddIEgMUE provadatng Rl Sath QRodeksiRy Myess uabuthbEER05
of Figure 2A provides a substantially equival ent effect as regards random

nunber sel e&s¢lonavfidtenionae)rthapithe feegehepHrtemRAlonse 2 SIFE Z4thabhigyre 2A

generated. HQWRMBhisdicH 4@ The Qa8 BadieR T tHRURR serdd? WHA HA eQuidln ranﬂom
sel ection does mnimse the possibility of an unauthorised user predicting,

f r om obser vaa¢kats dfeint mm\@dubédhbyfeﬁllﬁ@nt i hayings Hrey gamet aitached t nUmker) yAs
nunber  t b% s;%sas&; C&hrhSaridsh oihcﬁel At ige‘gon’igﬂl}?ﬁﬁulhobé ASEVL @ 4 ogue

packet in e Sys emo servers. ternative ess e ICI ent met hod
for gener at isagurity Kireadle dge reappro2Bterstensgesy riwy takenu derd examplei thesswréioei sed

bot ent al sSiuerEBR Bhakcpadket i iR, MeLa8vel b iof Maflpl & shfidht °
steps to th@électﬁdcwnnu»ei fForg tihe latesh numbed lide execut ed by potential packet

recei ving servers and those in Fi B.b ent al ket trapsmtting
Corver . Ther et ¢ 41 brpsiicer duacauses | heq wiaiealy "t chatandry Datwesi dhe orsb
number ajo SEERe?4Rd ah @it dHeedir6dIbie RSt Oér, V’ﬂb”udlllséﬂ' aedt narfjupdsikets Wold b

| atest nunber list for inclusion in the acknow edgement message. The first
server woul éPSttWé‘rthé‘eF‘@!a'ih red to performa simlar verification step to
that performed by Atsh‘%wfl eﬁé pdl&@hb&iarﬁ%wabvltﬁ-r@e?é\@et b Fhigek bBatwhée swinber
included in the ~ 14 acknow edgenent nessage was included in the
| at est nunbe@rtharised de@p'pnbwéqr racetvies a Bagket thatdlt believsiscler haver bean validly 1

MAR 200 15 %Lmﬁted by the first server from STEP 215 of Figure 2A, the recipient server

pt

25 generates a message to acknowledge receipt of the packet, into which is inserted,
in a predetermined way, a sequence number indicative of the position in the latest
number list of the attached number. On receipt of such an acknowledgement
message at STEP 220, the first server reads, at STEP 225, a sequence number
inserted into the acknowledgement message. At STEP 230 the first server checks

30 that the sequence number in the acknowledgement message corresponds to the
position of the originally selected number in the number list. If the sequence
number is invalid then the acknowledgement message is deemed invalid, having
been generated, potentially, by an unauthorised recipient server, or by an

authorised recipient server but in respect of a rogue packet that happened to



1. A.nethod of conveying a data packet over a packet network froma first
server to one or nore authorised recipient servers, the nethod cbthA&ﬂﬂWQ
the 5 steps of, at said first server: (ij)1storing a |list conprising one or
nore distinct data elenents; (ii) sending a copy of said list to an
aut hori sed recipient server by secure comuni cation neans; (iii) selecting
an unused data elenent fromsaid list and including said selected 10 data

elemrent in a data packet t e sent; .(1,v). sendi.ng said data packet to said
Suthori sed FRRB BRETdctasned iy Aok ST 1o RHnE Setat  hisRat Bty
recei pt by aainBerliéthaid 6&d thie6iops ebire@B d&termine 3Ak (hodRion d¢fag kakd aftathst ng
sai d unused data el enent. meﬁ hod according to Claim 1, wherein at

15 2. A .
step (v) th8UMBERIR, thptdistnBuine Rf&Reniedgeaent Mesaade, fedeemed ydlide thaBler

the method e@pprd1s W@ firbesdrvédiRthedidt@RSrefanstitsSb dinhEKridwie@detepackey.i )
i dentifying the position wthin said |ist of said selected unused data

el ement % om st ep!f(i @t )STEFD 230 i Jhec aivpaowiegosmper Jaefsaae econiaped &i velikai d
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20 acknowledgement messages and noted sequence numbers used, would be able to
predict a sequence number for a subsequent attached number and to generate a
false but otherwise valid acknowledgement message.
Referring to Figure 2B, steps in operation of an authorised recipient server
will now be described, operating in co-operation with a first server itself operating
25 in accordance with Figure 2A. Beginning at STEP 250, the recipient server
receives a data packet. At STEP 255, a number found attached to the packet, for
example at a predetermined position within the packet header, is read and a check
is performed to ensure that the attached number is included in the latest number
list, received at STEP 155. If the attached number is not included in the list, then
30 the packet is deemed to originate from an invalid source and is ignored at STEP
265, no further action being taken by the recipient server with respect to that
packet other than, preferably, to send an alert message to a system administrator
or to the first server regarding possible attempts by an unauthorised user to

transmit invalid packets. However, if the attached number is located within the list
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stored liét nﬁae@gaé.e{ is generated including the sequence number and, preferably, the identity
of the recipient server, the sequence number preferably being hashed with the
message using a predetermined hashing algorithm. At STEP 280 the
acknowledgement message is transmitted to the first server, by a uni-casting
technique for example, to indicate receipt of the packet. The sequence number
20 included in the acknowledgement message may be used by the first server to
verify, by the steps 225 and 230 described above with reference to Figure 2A,
that the acknowledgement message originated from an authorised packet recipient
holding a copy of the latest number list.
Rather than routing a particular packet to each of a plurality of
25 destinations using the same attached number, the first server may alternatively be
arranged either to select a number from a different number list in respect of each
destination for the packet, or to select a different number from the same list in
respect of each destination for the packet. In this way, inclusion in an
acknowledgement message of an identifier for the respective authorised recipient
30 may be unnecessary as the validity of each acknowledging recipient would be
apparent from the validity of their respectively caiculated sequence numbers.
Having received and acknowledged receipt of a valid packet, the recipient
server may, at STEP 285, cache the packet for the purposes of comparison of its

content with that of later-received packets, where STEP 262 applies. A separate
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selection of numbers at STEP 205 of Figure 2A provides a substantially equivalent

effect as regards random number selection whether or not the generated numbers

are randomly generated. However, random generation of numbers in addition to

20 random selection does minimise the possibility of an unauthorised user predicting,

from observation of numbers used by the first server, the next likely number to be

used and hence to use the predicted number to transmit a rogue packet into the
system of servers.

An alternative but less efficient method for generating acknowledgement

25 messages may be used in which authorised recipient servers generate their own

number lists and distribute them to potential senders of packets. In that case,

similar initial processing steps to those shown in Figure 1A would be executed by

potential packet receiving servers and those in Figure 1B by potential packet

transmitting servers. Thereafter, in Figure 2B, instead of determining a sequence

30 number at STEP 270, the recipient server would select a number from its latest

number list for inclusion in the acknowledgement message. The first server would

then be required to perform a similar verification step to that performed by the

recipient server at STEP 255 to check that the number included in the
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{iv) sending said data packet to said authorised recipient server; and

(v) receiving a message acknowledging receipt by said authorised recipient

server of said data packet including said unused data element.

15 2. A method according to Claim 1, wherein at step (v} the received
acknowledgement message includes a sequence number, the method comprising
the further steps of, at said first server:

(vi) identifying the position within said list of said selected unused data
element from step (iii);

20 (vii) comparing said sequence number with said identified position; and

(viii) re-sending said data packet to said authorised recipient server if, at step

{vii), said sequence number does not match said identified position.

3. A method according to Claim 1 or Claim 2, wherein, at step (v), if said
25 acknowledgement message is not received at said first server within a
predetermined time period after sending said data packet at step (iv), said data

packet is resent to said authorised recipient server.

4, A method of conveying a data packet over a packet network from a first
30 server to an authorised recipient server, wherein said first server is operable to

execute method steps according to any one of claims 1, 2 or 3, the method

comprising the steps of, at said authorised recipient server:

(a) receiving, by secure communication means, a list comprising one or more

data elements, and storing said list;
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inserting into said acknowledgement message a sequence number indicative of the

position of said included data element within said stored list.

6. A forwarding server, arranged to convey data packets over a packet
network, the forwarding server having:

a packet network interface;

a store for storing a list comprising one or more distinct data elements;

secure communication means for sending a copy of said stored list to a
predetermined destination;

selecting means operable to select an unused data element from said
stored list and to include said selected data element in a data packet to be sent;

transmitting means operable to send said data packet to said
predetermined destination via said interface; and

acknowledgement means operable to receive a message acknowledging
receipt at said predetermined destination of said data packet including said unused

data element.

7. A forwarding server according to Claim 6, wherein said acknowledgement
means are further operable, on receipt of an acknowledgement message including
a sequence number, to trigger said transmitting means to re-send said data packet
if said sequence number does not correspond with the position within said stored

list of said selected data element.

8. A forwarding server according to Claim 6 or Claim 7, including:

timeout means operable to trigger said transmitting means to re-send said
data packet if a message acknowledging receipt of said data packet is not received
within a predetermined time period after sending of said data packet by said

transmitting means.
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data elements;
a store for storing said received list; and
acknowledging means operable on receipt, via said interface, of a data
packet including a data element, to send a message acknowledging receipt of said
15 data packet if said included data element is contained within said stored list and if

said included data element was not included in an earlier received data packet.

11. A recipient server according to Claim 10, wherein said acknowledging
means include inserting means operable to insert a sequence number into said
20 acknowledgement message, said sequence number being indicative of the position

of said included data element within said stored list.



