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(57) Abstract: The technical solution relates to a method and system for

e ———— )\ identifying a user from the sequence of windows opened on a user inter-
’ \ * face. The claimed method includes the following steps: registering a user's
02 account details in a system; assigning a corresponding user identifier to

{ NG - said account details; assigning an identifier to each window opened by the
I hm,.._.ﬁm._....._... user on a user interface; recording the sequence of windows opened on the
“'m-‘“l'-"“’**’ - user interface throughout the entire duration of the identified user's logged-

; ] in session, wherein the identifier of a window opened by the user at a given
| 06 moment and the time of opening of said window are saved and, each time

| e h o a transition is made to a new window on the user interface, the identifier of

n_—“q!_mmm\ 10s

said window and the time of opening thereof are saved; amassing a prede-
| e s e h - termined number of user logged-in sessions; identifying repeat sequences
of windows visited on the user interface (patterns); calculating a set of
parameters for each pattern identified, said parameters characterizing the
time between transitions made by the given user from one window to an-

__L other on the user interface; training a classifier, on the basis of the set of
| = ]l\ parameters calculated for each pattern, to identify the given user from the

sequence of pages visited; and using the trained classifier for subsequently

our. 1 confirming the user's identity.

(57) Pedepar: TexHuueckoe PEIICHHE OTHOCHTCA K CIOCO0Y H CHCTEME
HICHTH()HUKALUH TOTB30BATEIA IO MOCICAOBATEIEHOCTH OTKPBIBACMBIX
OKOH TIOJIb30BATEILCKOTO HHTEP(eiica. 3asBneHHbIH CIOCO0 BKIIOYAECT
JTamel, HA KOTOPBIX: PETHCTPUPYIOT yUYCTHEIC JAHHBIC IOIb30BATE/IA B CH-

CTeME; PHCBAUBAIOT COOTBETCTBYOIIMIT Yy UCTHBIM JAHHBIM HACHTH(PHKA-
TOP MOIB30BATEIL; KKIOMY OTKPHIBACMOMY IOTB30BATEICM OKHY ITOJIb-
30BaTEILCKOTO HHTEP(Elica MPUCBAMBAIOT HICHTU(UKATOD; HA IPOTDKE-
HHH BCETO CEaHCa PadOTH! HACHTU(HIMPOBAHHOTO MOIB30BATENI (DHKCH-
PYIOT IIOCIIEAO0BATEILHOCT OTKPBIBACMBIX OKOH I0JIb30BATEIECKOTO
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Ony0mKoBana:
—  C OmuEmoM 0 Me#cOYHapoOHoM noucke (cmamvsa 21.3)

uHTepeiica, MPH STOM COXPAHSIOT HACHTH()HKATOP OKHA, KOTOPOE B JAHHBIA MOMEHT OTKDBITO MOJIB30BATEICM, H BPEMS OTKPBITHS
JIAHHOTO OKHA, U IIPH KAXKZAOM IIEPEX0/C K HOBOMY OKHY IOJIB30BATCIBCKOTO HHTEP(HEHCA COXPAHIIOT HACHTU()HKATOP STOTO OKHA H
BPEM:, KOTAA OHO OBLIO OTKPHITO, HAKATUTHBAIOT 3APAHEE 3aAAHHOE KOJIMYECTBO CEAHCOB PAOOTHI JAHHOTO ITOJIB30BATEIIS; BBIABILIIOT
TOBTOPSFOLIHECS TTOCIICI0BATCIFHOCTH ITOCCINACMBIX OKOH MOJIB30BATEIBCKOT0 HHTEPdEiica (IATTEPHBL); AT KAYKIOTO BBIABICHHOTO
MATTEPHA BBIMHCILIOT HAOOP MAPAMETPOB, XAPAKTCPH3YIOIUX BPEMS, MPOXOMAIIEE MEXKIY NMEPEXONAMH JAHHOTO IOJIB30BATEA OT
OKHA K OKHY IIOJIb30BATCILCKOr0 HHTEp(Eca; H Ha OCHOBE BEIMHCICHHBIX ML KOKIOTO MATTCPHA HAGOpA IMapaMeTpoB 0OyHaroT
KJIACCH(HKATOP HACHTH(PUUHPOBATH JAHHOTO TIOJI30BATEILA ITO MOC/ICA0BATEIBHOCTH IOCEIACMbIX CTPAHHLL; PUMEHSIOT 00y YCHHBIH
KJIACCH(HKATOP AT MOCICAYIOIET0 NOATBEPIKICHHS HACHTHYHOCTH IT0Ib30BATCIIAL.



