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SUMMARY OF THE INVENTION

f003] Consistent with embodiments of the present invention, systems and methods

are disclosed for determining enclosure intrusions and other enclosure information. For
example, a structure breach may be determined. A sensor, provided in the structure, may be
driven with a constant frequency signal. The sensor may comprise a first conductive element

and a second conductive element. The first conductive element may be substantially parallel
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and a second conductive elenent. The first conductive
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i Ilowg rﬁkng_% 0lebnkl 71is a
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S UBS9Bt EXF. 4 is a ﬂow chart of a method for determining enclosure intrusions and

other enclosure information;

[010] FIG. 5 is a diagram illustrating an ultrasonic breach detection subsystem;

[011] FIG. 6 is a diagram illustrating an ultrasonic sensor;

[012] FIG. 7 is a diagram illustrating electromagnetic transmission line (EMTL)
Senor;

[013] FIG. 8 is a diagram illustrating an electromagnetic transmission line (EMTL)
senor;

[014] FIG. 9 is a diagram illustrating an EMTL subsystem;

[015] FIG. 10 is a diagram illustrating a container movement detection subsystem;

[016] FIG. 11 is a flow chart of a method for container movement detection;

[017] FIG. 12 is a diagram illustrating infrared radiation absorption;
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[015] FIG 10 is a diagramillustrating a container

nmovenent detection subsystem [016] FIG 11 is a flow
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[017] FIG 12 is a diagramillustrating infrared
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illustrating a human detection subsystem [019] FIG
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These threats may comprise, but are not limited to, structural breaches, a locked door
opening, and human presence. Moreover, embodiments of the invention may incorporate an
integratec} design including multiple sensing modalities, sensor fitsion algorithms, and
associated packaging. Embodiments of the invention may be performed by any one or more
subsystems that are described in more detail below.

[028] By way of a non-limiting example, FIG. 1 illustrates a security system 100 in
which features and principles of the present invention may be implemented. As illustrated in
the block diagram of FIG. 1, system 100 may include a container 105, a network 110, and a

processor 115. Container 105 may include sensors 120. A controller 125 may also be



[028] By way of a non-limting exanple, FIG 1
illustrates a security system 100 in which features
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i mpl emented. As illustrated in the block diagram of

FIG 1, system 100 may include a container 105, a

network 110, and a processor 115. Contai ner 105 nmay
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morqu%ﬁ stent with enbodi nents of the invention, system
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Inforgfatios (PIgREPY SoP8oTeel Oetb e PRETIREPHEFoCcES$Bd4si Pyocessor 115 or
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an alert. [03 1] Various communications I nterfaces may
and ipwieg da@lerto provi de renpte access in

[031] Various communications interfaces may be used to provide remote access in

system 100. A local communications interface (e.g. located in controller 125) may provide
wireless communication between processor 115 and sensors 120 within 50 meters of
container 105 using, for example, the IEEE 802.15.4 protocol. This protocol may be
sufficiently robust to enable, for example, 50 meter transmission distances even when a
transmitter associated with any of sensors 120 is surrounded by other containers that may
obstruct radio transmissions using other protocols. The local communications interface may

enable users with handheld computing devices (e.g. personal digital assistants (PDA)) to
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system 100. A | ocal communications interface (e.qg.
| ocated in controller 125) may provide w rel ess
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tect s
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transducer may be operated as a transmitter and another one as a receiver.

[034] The ultrasonic waves generated by the transmitter may be recorded by the
receiver. This process may be repeated for multiple transmit/receive transducer
combinations. For each transmit/receive event, ultrasonic waves propagate throughout

container 105°s walls and interact with boundaries, natural structural variations, and breaches.
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to container 105 s walls, for exanple, may indicate a

new breach and nay generate an al arm by processor 115
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may involve transmtting and receiving signals
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exanpl es and the signals propogated into the walls may
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X of controller 125 as a function of tine to detect and
mveniton may b ppRiIsddP @Ry ieBflopreaches. [035] All sensors 120

mapo3lge | i at: j [ ' m .
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ection. Although ship
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may BERSAA tdBYesP BhirbE AN rSisdiOn ﬂgéeseﬁlgorgfzrqa%%ﬁegl’)%iée %Tt%r’xding wave pattern.

el ectromagnetic sensors nay €

As depmibeil ire greats detadl Helow, thaaianbingwondentiem @nybembstdrad by
it for t af.orenenti oned ul trasonic

comufle B5 I PueeSln o Porcthfio GG aentn Sietings 145 Sirgrmore, the
frequseciswied bydle clettriagidtie stasoteinas be @elidr8@d séito-randomly that may
mak ctgntsai ner. .féOEI' floor. The el ectromagnetic sensors,

i of BRghRcu ﬁ%&taﬁ’é’é’ﬁ conprise paired transnission
|1 o8] t hatbrem gy B asmitbdl foreRhAIE) E§ a%i?xﬁsi%h%&%mpﬁhat produces

I a kKno y

radi o frequency fRF) signal wth requenc

a hole nine square inches or largér in area through a side of a container. Moreover, breaches
may be detected with a detection probability greater than 75% and within two minutes of
occurrence. Any corresponding false alarm rate may be less than 0.003 false alarms per
container trip. Any of sénsors 120 may be suitable for installation in both new containers and
used containers in less than two hours in order to accommodate widespread deployment.
Because of the unique threats posed to the floor, a sensor used for the floor may be insensitive

to nails driven through the floor for securing cargo, floor damage associated with normal use,
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may be applied to these paired transmssion lines in
order to generate a standi ng wave pattern. As
waele®snsdsad in greater detail bel ow, the standi POI/vs2087/001364
pattern can be nonitored by controller 125 or
processor 115 to detect floor breaches in container
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consE@ftiodl dTah6 gtil th&SEe dudBMhdt \WeiviYMS1sithro8bH @le fiGbr and other damage
accommodat e wi despread depl oynent. Because of fﬁé

assoqipfpd Hath e ¥spespact Berifisatthodicr (cithwe by brealimprisberting)
cond%&%rsf hQRE gHBY H¥vevls %Hﬁfng'avlf‘olé ?flit'ﬂainl e ngelg% %Qeatté}rtgé}%ae square

) he floor “for securing cdrgo, oor da assocl at e
inchegy) mayrhoeakathe ggid, amddhesoelgogd hadrangmisaivgi liredncharddieistics.

AN nvi,r onnent reqguire that the .sensor pe -
PO SR SRR o narisstor o8 oy Srivers mpebe detected by
measfitiog thenwoleige seandiy wiie patt@BBin ERNENSI@RIonidd) A standing wave
el ect romagneti c_sensors

enbod ng&%; f the invention, [ . )
pattern may bg i Fg REGHEATSEUSSI ORISR ¥Ry tranemissiomiline is driven at a
const3fNE8 uRhc BR e ALEHRInk $8ayAocdtl & tﬂ%} lelf??Fe‘ﬂnll tiofi0 %nﬁcé%t\%egl may be

strips that are instal'led ont oor betwee
charastapized &y seelocatien phthe mepximum dndrmiramusi edtage pagmns theseparation

] SSiN.t i Re. i.hg of the.condugtors and .
bet e A S Bl RE ARG R RSP oG avis
referreditd 8s theraigige staadilgoniveamib OV EWR)J aImee rassaicsian Gde
h m¢th.nornak use may . not significantly alter (either by
charag eggﬁfwag e Ipeasyre é)y sgnsing thegodtags, of the l@}q 3 seygaldgeations along
the gfldat $6Vgra difFérentinplt EYah&Ss. (Brdbe HGRBIGEs thB@Be Bhflfed as short RF
sguare i nches) may break the grid and thus change the

bursty fthe HegdrRiy fapge fer evammie tfeam 4 tVEk. to [S0¢HzTHésaluty cycle for the
signaf BRGSO Mal BE LRSS BL [%Es 1209, 50168 gi%gtee{ b 3G viBYn

be detected by neasuring the voltage standi ng wave
detecigr gepln e athemantinaed EMTinpiocess.mdy bs¢ effietitive foadetecting breaches

. . i nduced o transm ssiQn |ine en .t he
i AT 8 LN R0 Bl ARSI 8% B b Sep gt
FurthRefhdrectansasopsayti@cmuy banailiginkd Bfed BtHsheing dr bldakihg grid lines.

attern may_be characterized by the | ocation of the
Alth"ﬁ’ﬁg!i Al RFL o TR OtARge thisicensertimay keapplisd psp process for

detechff peestratiBaTE oRRr BhSlos@lBd the ratio of the maximumto
m ni num vol tage values, that is referred to as the

vdP#@lyeSasarg Magleo ingluds qaxtenR)ioxitle€€62) prasate ssisors. For

exambie[‘ﬁuman presence may be detected using the CO, sensor. The CO, concentration in
container 105, for example, may increase in a closed system such as container 105 when a
human is present. The CO, sensor may comprise two light emitting diodes (LEDs), one LED
may emit light in a small spectral region where CO, displays strong absorption and the other
LED may emit light in spectral region where CO; displays no absorption. By pulsing these

LEDs in sequence and monitoring the light transmission through a cavity that contains an air
7



characteristics may be neasured by sensing the voltage

on the line at several l|locations along the grid at
waewsnsdd3di f ferent i nput frequencies. These freCUESITEN1364

may be applied as short RF bursts in the frequency

range, for exanple, from1M+iz to 50 MHz. The duty

cycle for the signal generation may be estinmated to be

| ess than 0.001%to neet a 2 mnute breach detection

Ig ﬁ The af orenmentioned EMIL process nay be effective
sampfe, FoRtRIPFGL 5 SrechEs Cmenaamvx@@twraw @nayrhg calculated.

Becall§¥ the R8teta (A@Hcghcarﬂ&{ dﬁ%ﬁfé@oﬁcerﬁﬁﬁoﬁ b R9Las2d Wﬁﬁrhglg'xan Rygsence may

| oadi ng effects. Furthernore, sensor Opera
be praisigblishingd campating6Oh cglhxmntrahgla)’u'rox’nrceatameg 195 iwdth ﬂhBﬁSpre-

hi
et ARENOR XL OB 8 BB GBR AL B S e 105,

pejitet | aFurheraforetsensore 120 ARy LES. in¢18dOhn SBESAIST sdhdr M¥e
al so, i ncl ude carbon dioxide (CO ) presence sensors.

contai daen Fighus maybrapopiesd r\lé@gr%f/l%'esea@ré gha thaySORPrisawo parts: an
LED @08t §/R6€ and BRi0PPh6QREER0F Alak QFxg eRak &%ﬁ%%%m the LED

for exanple nmay i ncrease in a c sys
light syeai Rae pmsn%hleemnataﬂmldeszoptmmos ofirew@0and &rmher part may

be 1n%§ecg€nﬂ'?5+tlﬁglﬁ{ Y\IQS ls'dgoxa%%@ t’gllé n& g# 2 S§'§P lﬁg% rs.gc at tL:he light
from a;liqstByhghs tsoumg nﬁiymrlmldem aantle phetoatieetor Whbh MaYd¥id closed. A

tr ere CO di splays no
light 8%%6?’1&1 éﬁ ?ﬂtgelﬂault tpgetpetons ggl&%ggryéeév § that small changes
1nthdmrtp©l%itia>ﬁ daﬁ%e|dleﬂa|atedt ransm ssion through a cavity
that contains an airsanple fromcontai ner 105, the CO2

cdRé2ht Aalaos RPEHNG YR M?é’rbelCl%GMWbel thelchahget ladlght level at the
photddRfRt @xbERls aq sRS1dWheh 15 iR Qvog% o%tacfr? rp:@ ooa Wtre to open

i ncreases Wth uman presence m e-es
a smallogmpentnpo dopr mnuwﬁvmt meybe ﬂet@uﬂed.o Eloa\renef lﬂ&ﬁltalihérhl 05 s door

e 555 B8 A L 05 PRI BTSSP S & AP0 ot

valueFal ﬂt;dmenspmﬁreg e\&ﬁﬂﬁrﬁiy&e Hefdctvay Kk sRarhpre] AR Shn@PeMh He@bor’s
Sensor. cont ai her door status nmay be nonitored

locatigg ey ’eﬁﬁﬁ* gfte i Loqrinbeing prewssp ik dowewer, far dopr veare to move
by a lhdglr hin®hht, HAY Erﬁﬁmn@iegte R @&rﬁ%% i g%hgr?édo rmttltﬂé‘ékeﬁé}ég container

be sensitive to light fromthe t source
exampley gonaipersaninbe siptlead, ﬂnsmfelrmonamameq: thbQFoonomasaad bontainers to

bulge%@ntar&?naq Qﬁ&ﬁrﬁa e cHRY t}kl)g b%ﬁ%maygy{a %nco(r:xgﬁctn? % nct%i-&eﬂcée and may not

door pane parts e suc

indicqtg ¢mpdringra dher Qlﬁmnig gdmht say mOEdeijhcfaead B)Cdldiﬁlbhlgiﬂg theto
door is clos ght _cont.rol

det ect or. wh en
stacicE? NG 5 CHiodeRis i arterti by Eoeiistvee s LETLIght source and
the paﬁafed\plﬁ%dﬁbctd’t&b 11$t6ﬁbgat§ BRNgRA dobr sdRodaay nﬁaﬁ% '1ttﬂ191% diffitult to
be _detected. [042] A door opening event may

tampey (ThErR PR arin RS wRERtRgPsendradamiyspdhatghe t‘rh@Gmltter and receiver
may sPheHreARE SRkt 8%a81ed éo&ekhgﬁ B0Qedn Yidpye- [ n ot her

words, if container oor were to open
[043] As stated above, the door sensor may comprise two parts (i.e. two modules).

One part may include an LED that emits light of wavelength 950 nm in a narrow beam with a
divergence of less than 10 degrees. The other part may include a low profile silicon
photodetector with a sheet of light control film covering the detector. The light control film
may comprise, but is not limited to, a modified implementation of the embedded-micro-
louver transparent plastic sheets used, for example, to cover computer display terminals and

provide privacy in public environments.
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a small anmount, no door opening event nmaybe detect ed.
However, if container 105 s door were to open so nuch
wa@sgoosossshange the |ight | evel at the phot odet eR€DUS1007/001364

exceed the threshold val ue, a door opening event naybe

detected. For exanple, small changes in the door's

| ocation may not indicate that the door is being

opened. |f, however, the door were to nove by a | arger

a N S i ndi cate that the door is being )

opBl: ol AR5 serir Hepiiativaithe A oeseatpionsd SummaRYies Bbricated
suchfByt iDRaP tREHR dight RAksniBsibA tdan Ffe fél'éf‘ Bn 186162025 S TRB two door

ma e

some _containers to bul ge open a s anount .” Becaus

- sensqpedyes giayige insjellsd sa thetmwben deodaor éndesedntightefyornahe LED may be

i deRdl cat e St | r eni event may npt be
incido RS B RIS e B Rt BRY G Py & sty dropencd, the
interios ianglerimoreaset.y Conseeuatiy tplige aeniasdhede@aserbis hERe light beam
tm|l%§t o%iie and tgefgalre . phot odet ector to
ro ?sn rolf il@ea electors %ca QFf SHSF W, #y hagefingddy the fightcontrol film. A
detedfiohfth/ebhdld ¥6r thd PRSI detEBR? thayGRedBY dRAnd $AEh #:E8oor is considered
pseudorandom y so that the fransmtter and receiver
opengghy Fustharmogh insieagh afiroutinuousdBnminationnibe tighh fiost the D may be
1sddffe 4 943 inSvst - e [ nsor na '
pH S cor[prgl sgut Wo pa?ltrgg | ?ggr?%[l%al%ﬁ ﬁglg)? %%?em%%ﬂé('%tfcme
falsifiqatipn o€ ther EIPBotiee's sipmatuse Firghd pafpovd\digenghtin® a8 @alsé™door closed”
statnd N @ nNarrow beamwi th a divergence of |ess than 10 '
degrees. The other part may include a |ow profile
si 045 pnMvphedverlabreIro 1 20day adsoSiiembte 8imdvet¥ht §R3bF. Wontainer 105°s
filmcovering the detector. The light control film may
MOVETGHS SPRSEr Mgy comprisg: for pramelg, 2 dualgxim iVt pewer accelerometer. The
15 REERERE QL A8 GLRLENV e L ranspanent
ol ast i ¢ s)?e et s ﬁ}‘sarelgéﬁp 2{@%3&%%@ ecatc g a)glgv glrrhlsc‘é?r%ﬂ efhange data may
then g Byteagted én ardentosfing dogrimer U5 prelvaity. For euablple a non-zero velocity
(XA 10 .For the door.sensor appligcation, .
may KL R 308 £ P oGy BErhaBHT CaeatTe boh e alsa ipoinde
sensomBfo mesited divirbh@lhtal EaititibiSihsife tontaihe” DS SudhSiSehP@ture and
h .%%%degr ees. The two door sensor nodul es nmay be
"M%t all ed so that, when the door is closed, light from
t Te46 FDOaRYrdie sédietIBI myYP 80 1aRdn A h 86 L&t dkr 158 ahat ay in turn
phot odet ector. For exanple, as the door 1s opéned, Ry
procesy s frgfismihiedlafaeyes asevork d Ade grasassoy 1 15.nBrddesgot 115 may process

v ST L SRR CRTER O A R A

contrelddri 126 dndyyprobess|thgfita point toakink debistter t@diduem security alert and

0 or .t phqt odet ect or may be used. to defi ne
pess Y e bat Bbodrd b Ao Bnbctri dting sgcunty treats may
improvesi e ghl seduriCphiredl detestion probabRity fcontdifer 108NWhild AMitifing false
I LED may_ be pul sed using a pulse interval nodulation
alarmg i"ﬁ}ﬁ%ll §*ECh deriniques 40 HEDTOYE EensAt 12Q°s itaraper-resistance may be

incorpath@tfihteathns 950 bdReh EDi0 %ﬁt‘?&lger%g.” ?ﬁ Q&agf,i&? rsg%ljgl% 100 may
. urposes of generating a fal se "door close stat us.
Interface to other sensors that can provide utility to shippers. These other sensors may

comprise, but are not limited to, radio frequency identification (RFID) tag readers. The
ability to read RFID tags on goods or other elements as they enter or exit container 105 may
comprise a significant asset. For example, controller 125 or processor 115 may monitor and
record all goods or other elements that have entered and exited container 105.

[047] An embodiment consistent with the invention may comprise a system for

determining enclosure intrusions and other enclosure information. The system may comprise
9



[ 045] Moreover, sensors 120 may al so include a

nmovenent sensor. Container 105's npvenent sensor may
w@eoopsssad for exanple, a dual-axis, |ow powerPCT/US2007/001364

accel eronmeter. The accel eroneter may senses changes in

velocity along each axis. This velocity change data

may then be integrated in order to find container

105's velocity. For exanple, a non-zero velocity my

e th t cont ai ner .105 in nmotion. Furthernore,

105
a melty SO OB St T {GBleSdh e BerrkeATAEs, The processing unit

ay ©8'\6bERHANE & AlceRMdid frOR% lﬂﬁl €08
" y per ature gﬁd hum di t # 1%% Dat aﬁrfh raggr%c%genis‘girﬂgthca%mosum

Whefﬁﬁyatﬂéas@ paRShiherderality @ rw p@npus_es at krast oreyofithe fallowing sensor

typef ute a
e Al B ork A Ao RLUPENTL) einer movement,

hump] d@tﬁcttcm, apd dogr siatnie.c Feitloarmoge, itlss pr@cessirotHii dayy B 8pdrative to
anal etg t detn‘oodl nﬁ (gontrol | er 125 may process the

>6Zat é? P Y IPSTRIR G SPAR S Irstop VBB SogwEes Ipypddition, the
procédsﬁfgturanﬁaﬁ B8 Sparativeteishife dnlalert WRA$OE dlkPminkl! tﬁat the intrusion

grated approach to detecting security t Flr eats nay

e"enfﬁi‘)"r?f\%rrﬁ dhigh security threat detection pr obabi lity

t oceRRL@h

Mbr eover , 1n‘tséfet}é ﬁl%g#e&g Iﬁ%ﬂqo%ﬂrgo@g%é%?g ﬁg‘fgdﬁe Borlétfined memory,
procesgingamit and sthen cempenentemay be ippleateattd mtacsemﬁrg@pﬁeﬂﬁﬁmh

L T TN T M-

softwre, Iamt]&ortﬁm&hra pﬁinbe ukbé seinfi 1B EntSHis Wn&r&%o@ébﬂﬁrghﬁlﬁ; or other
radi o frequency identification

o but ar(i%not g O{Eﬁﬁ
MROBENS) HYEY ehgerdplethe mesqryRIOsE SN Al tRET eshergpinpaments may be
implgnéadsd Gith Qing&if p@d)(%%ﬁ}t 195%% cbﬂﬁc\(llé?rlbgr inMonfthdtion with system 100.
cont ai ner nmprise a si ficant asset. For
The aforemangioned Fﬁfsltféﬂl:l RFPCGEEQ‘ > and e 1§S are %ﬁlpﬂmy apd ptheosystems,

A0k SR t | enent s ,t hat have
PNt g_*rﬁ-g1 e?ng% g&fsgggﬁg%r%%%ntg? %8 getff’ﬁf A YRS unit, or
othermnmosmtm comsiskent lnethi envlentiments R yhecrednt fievedtisy.st em

ot her

t |
R P MO ERPLOSHE B D) 0 RIS e 3
proce&st@r HGemay thciudel 05:866ds g vt 325CdN R8mbey 3318 MRARKY330 may

latora%\g The processing, unit r%%/ be operative to
inclule,p spifwarsnadyle gy andrdaiabris A4 Whils skecuting ooinaoedsing unit 325,

softwikd fholiliR 3BBGhEP PEFo S8R I?rEch:sgé’sS nc@tﬂﬁn ol gFan%pHe one or more of

plurality of sensors conprises at east ne 0
the S%ff% unergod A9 desaripsd pelow wrthmpueet toa“dausx Forthermore, any

BhAoh B | cant a .
o v enent ) unéaﬁlog{égec i‘%ﬁ ,dg%R oorm§¥ 5’258 & QU or reside in
contrpilent I2drasshewntin FIGr b.e €sairolieru2iStmapgorhyerisepecoifiguestio similar to
g&?l Mie the data to determine if an encl osure
proce:
rusi on event has occurred. In addition, the

pr{0sefs sProgedsot 11318y cdiftrolBEI2S (‘IR HrOcésBEME) fﬁ@luﬁ'e@ id system 100 may
. en it . is determ ned that the intrusion ‘event has
be imp ghusing a personal computer, network computer, mainframe, or other similar
microcomputer-based workstation. The processors may though comprise any type of
computer operating environment, such as hand-held devices, multiprocessor systems,
microprocessor-based or programmable sender electronic devices, minicomputers, mainframe
computers, and the like. The processors may also be practiced in distributed computing
environments where tasks are performed by remote processing devices. Furthermore, any of

the processors may comprise a mobile terminal, such as a smart phone, a cellular telephone, a
10



Consi stent with an enbodi nent of the present
i nvention, the aforenentioned nenory, processing unit,
w@pasosdsar conponents maybe i nplenmented in a SBCUUE1097/001364

system such exenplary security system 100 of FIGs. 1
and 2. Any suitable conbination of hardware, software,
and/or firmvare nay be used to inplenent the nenory,
processing unit, or other conmponents. By way of

menory, processing unit, or other

le, the. . ,
ool lERsine g o P RAICR HORPIOIPCh W) pp e dgital sssistant
(PDAY, isteNige pagkr, b3RabletofffitirN@him et E&‘mgﬁt%},%ﬁoéggrg}ogﬁ?telephone,

af or ement i oned system processor, and contro
or a fageimileanscharrd Pachaforayations] sytaneasbideviceamte exemplary and the

prOC%ggfsrrﬁés%%rﬁprf@yotﬁ%@étiteﬁ%r& e af orenenti oned nenory,

rocessi ng ‘unit, S‘ﬁlﬁﬁmnt S, consistent with

enfasd] mdletwsortl 1 10hRapE@fipride, Fst\Rainpl) a 106 Ateaflefvork (LAN) or a
., Shows prqc r. 115 of FIG 1 in nore detail. As shown
Wido FieqReEVoTk (5 AdDe SSBh etyworking quvEPHEEnis madcisetine offies

enterpAse-Adk CorHITEY Netwabks, 5 [atét %@gggﬁ%ti}a@& l\/m%{el% LAN is used as

sof tware nodul e 335 an
netwarke i}, amgtwerkpnistiess lasgtedat enBofihe podcewmremay dealseBdSnterconnect

any dFe BRCLREIE SSRUE LY BESFEIPERnghBSLH I Ry sl Phpporine
envimiesent, sech ahe\inteirich) thepreessotsomky Gpichlly Mlhdei M énal or external
modanxn%%gbi niti otgl of softglare dul e 335 and dat abase

94 OYPLET PlCERERGREdones i Ishiug cammynieasions oy prthe WAN.
Furthk25n asilish@wenk &kl 16, ddta sGaEvePhéiorid 250 ' i

confi gurglt@i on simlar iacf progessoror115. HF%/SI%%%HP% 19 insuro data

secutly Qydsugrenenyption/degnption (teohnig@®s.( "t he processors")
enent.ed usi.n

| ngsufed, 1da; : | Rl & a
_ pefrbls og al cdgﬁ%%?{eoﬁgh%zgr?%\g%mg ignr?pcu qpunications F%{ﬁﬁl,% agpetwork 110, a
wirelgssrrommgiumicatimssysten; onp cbmbinader of wirek i teatndovirelddsanay be utilized

Qrs though conprise any type of c ut er
as e R D SR B e e S4Bt 3 06 LB, exchange -
mailswih thedhegRes 6 fof YiEilieihl othRarCofh A SARAE chARRE. OWireless can be
rammabl e sender el ectronic devices, mniconputers,

pro I ( :

defingd phFadihgansgupiieR Vi the arwanes. | Hxwevernerious ofss epmunmjcation

techrAdqiRQ cRE b L& {oGROvidB weidk iUl A8 ﬁﬁnﬂgf@ﬂggr infrared line-of-sight
k For he y enot ’

to
envi ronnents where tasks are per
cellulgr.guistastavs, ertellits packn radierandrspread speasfun haligpr Thepsoesors in the

: e ile termnal, such as a.smart .phone, .
wmelE&Ze&QIﬁ%rEﬁttcgﬁggﬁa% él?obalgee 'r}ﬂng}, s %sp Sﬁéob&]g??waﬂé I;icscnbed
aboveyi Watedsss dapphay atchale, p‘:m's c0lm{(tYhR), Pa@iﬁg,stg%ﬁﬁinc@iiagirfg,aé-mail,

assi st ant DA), intelligent pager, portable caonmputer,
toterfeL B R et sot-on o GRLLRARoh s CetiseDp R Gror spctuding
voicef th@B8Wsich. Mk RixBRple] BR: HHBHR My tnaYe e BrR Y wireless
devi ces are exenplary and the processors nay conprise

interfgeheich #5508 Frarpplegr gfldar infapfica fe. siaenerekpacket redio system (GPRS),
enharfc@HRtaY8tes K o168 Wb Rriont (EPRH), BlEA s@gtteﬁ@fo% hdticoYmhications

(GSM)), a wireless local area network interface (e.g., WLAN, IEEE 802, WiFi, WiMax), a

bluetooth interface, another RF communication interface, and/or an optical interface.

- -]

g

[053] System 100 may also transmit data by methods and processes other than, or in
combination with, network 110. These methods and processes may include, but are not
limited to, transferring data via, diskette, flash memory sticks, CD/DVD ROM, facsimile,
conventional mail, an interactive voice response system (IVR), or via voice over a publicly

switched telephone network.
11



wi de area network (WAN). Such networking environnents
may be used in offices, enterprise-w de conputer
wWmeirs084334 i ntranets, and the Internet. \When aPCHNS1087/001364

used as network 110, a network interface |ocated at

any of the processors nmay be used to interconnect any

of the processors. Wien network 110 is inplenented in

a WAN networ ki ng environment, such as the Internet,
pically include an internal or

hf 0Cessors may ty

%5?‘:1 af Hotiens @ﬁb’w@ﬁ@ﬁmgdpﬂbﬂhﬁegen@raé megesinvolved in a method 400
ﬁ§ Furt her.

cons élﬁ PJZIFIF]%H énl'glt)&v\cgﬂ{(gﬁgli%@lte A\ atlgé %% %e{?/%r;n%’ﬁ enc sv.lrfdhmons and

otheb@noérrselrg/w@mamm Mdethed 480 masfémumpﬂgmmtedlasmg processor 115 or

) 0 [ t|on chpi.ques.. dd| on to
contfH Y3 LORLARELL A At dSRMBHY ity Foegreo BBoE idbes Rnplement
the sﬂaﬂg@s ofuneéthod| 09SO AREEBE] iBNFeAMSdtm bélbwa Method 400 may begin at
inatijon of wire line and w rel ess Z@ e utilized

Staﬂlggm K frandropseddp giage a0 vihsre féqmwéleél melyaprsivedsa from
pluraﬂﬁﬁ 8Bschsérst1nB 1b U @/ﬁ}un & ?c% @gﬁuﬁta}ﬂ ?1592 For example, at

Internet, or for utilizing o ni ca
leastomgoh @l‘fspluwllt}ebéws@!amnéaecoahamsa@d least ormchfdhe following sensor types:
various ot her

h
S OB B B A U A L0, e

detqunehdeodrrsmmsmaS ﬂe@lmbed,ribf exckinnsle] infrhére@idtail below.
nm crowave, satellite, packet

Ekfsc??f Eﬁ(ag Skes 44 Os\BE%“FrCBH‘F?%"du 185 rfr?FéVf‘p%@égas%@rg plyrality of sensors

120 Iobﬁeﬂ\ﬂvxﬁﬂiu?&fé ARG LR) TRMo 40D B8y AMNANFDR 4tfed ST AAL controller 125
such as the nobile term nals described a % Wrele

may a'é%léﬂzen%y datadtp determing ifian epelpsure drtrusiprt @yenph@a th}urbéxFor example,
analyPS®e Atk m&y Ridde deBiBhREE iHE %ﬁg’lo xﬁ'ln‘. on eyent cchrapnses at least

QjPemallzed data appli1cations speC| exel udf
one gfrth¢ frdlowdngighe endlesure aasmmreauheE,mnymnﬂltlm plhhﬂlty of sensors has

been%rgﬁ é,oan? é %g{xbnﬁ]?eu ;?t & rg)ree? tgFtF El-ksé oes{nfea%%rthennore,
senscgﬁ’nabﬁ Irnqsﬂmh&éd,radie@crﬁ)ééﬂlﬁ mm(raaaan besW a:ac‘aaﬂlygél% data.

oSSR CBRAGOTEAIIT 638 Speisiys he darkite Spegainegt ate eaplogure intrusion
evenﬂl@dsVM&Ellﬁréd‘IneJti o, Eac¥hod AeDa L&ﬁﬁm%qg sta %EF% \XWeMaﬁQn’troller 125

a bluetooth interface, another RF conmmuni
may {sped aled whendt @rdeéﬁmmd thaf the mtelrsﬁiac@fenf B&3jccByrsd.eFor example,

1ssulﬂ%)ﬁxe% @1|a§ QoS fgs%%ngE@alQ% n@%%%%nth rngs_l_%ts t%ﬁ.ﬁlé%lgsure and

an or 1n Co nation w
locatmcrfdu@emm otkssagentapf thmalnuldaeurehﬂﬁy -5 éetﬁmtnnbdl fotreddio

NN
locatiomt cfrtiae ém:\l@uycomg bb&&m&ﬁad% BBV ErhMR)sensr lé(da@edflﬁ'tﬁ@ enclosure

bl i SMAtCh d tel ephone network. [ 054]
as defrftied befii) AT ontialicr 123 <R e el [gefige di30oristied 400 may then
end at Mgt ¥46l i n a net hod 400 consistent with an enbodi nent
of the invention for determ ning enclosure intrusions
and

Ultrasonic Breach Detection

[057] Ultrasonic sensors within sensors 120 may be operated as an ultrasonic breach
detection subsystem. The ultrasonic breach detection subsystem may comprise, as referenced
above, active, passive, and/or a combination of active and passive ultrasonics using the same
ultrasonic sensors set. Multiple ultrasonic sensors may be mounted on each container surface.

In the passive mode, each sensor may independently monitor, for example, ultrasonic signals
12



ot her encl osure information. Method 400 may be

i npl emrent ed usi ng processor 115 or controller 125 as
waele®snsdsad in nore detail below with respect tPCFHFUS002001364

Ways to inplenent the stages of nmethod 400 will be

described in greater detail below Method 400 may

begin at starting bl ock 405 and proceed to stage 410

where control | er 125 may recei ve data fromplurality

Sensors ate i n_an encl osure e. .
betw g SR8 3 ' o i Siel bt a¥4ized by controller
125 ¢t proadskdry1 18f f&%?c%ﬁfp?e rmme%m%h&ﬁd@}halh%‘%émﬁ%? rfostd*energies in

foll owi ng sensor types: ultrasondic, acoust
diffeggng éieﬂ'éfmgrbéﬂdﬁ: E rﬁlQSQ irgips) fqr@erWd,)naymee&md Ito as a feature,

d tection, and door status, as
an scrl Iéfdr%ég?ﬁ%‘ggnpl e, in nore detail below [055]

From stage 410, where controller 125 receive the data

fromplurallrrtﬁl%of ensor 120Ioc e W|th the
encl osur e ) 5dPhes Xéfk@’ 2’6(\17})@?

controller 125 may anal yze the ddt/a to detersnmine if
encl osure intrusion event has occurred. For exanple

anl@P§ti Hgrahe2daeed frayay ddingete tbl@fréﬂmmy mapged of im!erest Multiple
featu?é&(‘claﬁ %E Isedh o F@éﬁQB‘ df‘s%ﬁﬁltma"t\g a’:ﬁi cisei?orﬁ bg 1 €. non-

he fol | om ng: e encl osure reac
breaqhmg) sbundse Ipladdlaio'nt thegd siglmis;may blaamalyeechbjr adii’ﬁftﬂﬁd 12@Bﬂprocessor

hg presenc been detected in the
115&1 %lrg)sfﬁl}] L Eh? Elﬁ’gr ﬁg]igra nggﬁeﬁb‘?n‘fy M may be used, as
de[$)69] bErthiactivs godehdirhsdaf) R¥sork M BHeYAE, ibf‘@xéiﬁ%]@ -in transmit-
ce controller 125 anal ézes the data to

recelg%f)@%:s[ﬁv grejthe roqeived s1zmalipteriogetes sheospréainert sunfage for evidence of a
breadhC ik BniaD b%tcﬁﬂ'%arAe%lQO bg?etlfﬁ%% é)%%)ﬁw i Q&aﬁ)ﬁg? th %ete t changes that

stage 430 Wwhere control I ssue a
may be indicatize of pibresght Mheset fignaily tfmnmqaumle\nmt bd’]:amlyzed by controller 125

oSS 1 L TR i, 59 M SR L1 B SOTRES o, 1

the tmrecdommm &ha Etd:al regiordlrtoRérchRe(a@RClefFtedQo ad BR 1604 BRhSlized cross
e cI osur e na@t%%Pdet ermned fromradi o frequency

f. the
corref 3&81%{1 e FEREFOS chags Pride sensyhve tehargrs dmpave shape but not

arrivdl IBn &0 RSB LeivR LML RKuatidiR HeRi@t | on of the enclosure
may be determ ned by a novenent sensor |ocated in the

encl osure as descri bed /el ow. After controller 125

S age da0. OGRS 60 R TRLE R AR ok "o o

U trasoni c sensors w tHizn sensors 120 may be operated
as an ultrasoni c breach detection subsystem The

ul trasoni ¢ breachrgepect | of-£Ubsyst em nmay conprise, as
ref erenced above, "act’iv ngaﬁ)saf\(get and/or a
conbi nation of active a passl”ve uI trasoni cs using

the same ultrasonic se‘né@P% EerporplFohgspreeyl trasoni ¢
sensors may be m@J(%ﬂ&I?EGUt)Font ai ner surface.

= Peak Coherence
P=1-C (1)

Here the parameter P, which may be calculated from the local temporal coherence, may be
used to evaluate changes between two signals and thus may detect a breach.
[060] An ultrasonic breach detection subsystem 500, shown in FIG. 5, comprises a

digital signal processing (DSP) controller 505, an acquisition path for acquiring passive
13



In the passive node, each sensor nmay independently

nmoni tor, for exanple, ultrasonic signal sbetween
wa@ppsossssat el y 50 kHz and 500 kHz. These si gnabGI/Ds00hen1364

anal yzed by controller 125 or processor 115, for

exanple, in the frequency domain in terns of ratios of

energies in different frequency bands. Each of these

ratios, for exanple, may be referred to as a feature,

/
e B I 3 e, SR et
lmksrvaﬁ'lg eSntR11dr 28T €ffrasolt trbRinga eft@c"i’l{oHrsﬁﬁss}g%P% &%) ?%gvé {hree

der to discrimnate breac I ng sound
op erf(t;orrernoﬂ@ﬁmrrg@zm| noger gmtlohn(]édtchlézapcmodd Wwhere t]se emiat Subsystem

oy NS S L6SH PRI b2 o RLOCERS G LA B pasive

ultraédiﬁ&fuﬂcnohhﬂlaytbblolberaﬁﬁﬁiﬁ andl (3) 29@gles pSRBE RER dBME active ultrasonic
in.transmitreceive pairs where

‘nte@%g{lglté% eVIY@%O%‘P S’H%Ph Arteetionsremd0annx be lospted opfaginted circuit
board &f a SMitlEREGoAES @ncl?(gsﬁ?é:&ceﬁ 20 alteasORY B o?é)m}ﬁ: i it greater

basel i nes, both fixed and adaptive, to detect c
detai} gl IGydy Epshjof gilteasoiigsensornS b} mayleoniphiss en a¢tgreqhszoetanmc element
lyzed b n I ler
605 ﬁ%tggé@ ortﬂ%\fgsol% ﬁ?etcﬁ'e rcgan ner& ttlﬁ(% ey boerm?e}%ated into a small molded
case.t Thesduserjeleaitynic oompondnts b igdidevLmifldRrizédphlB&r dnidEreceive

iR, e, l ocal tepporal coherence (also referred to
amp RT3 LRGP HRGR KRG PBEG Iobr 1BF 4P BRTAHAge BB ending
powd¥Rad digakfoveheeelihdiahati ate SIENP it Bade t& NBRYESC] sQnsW?g €0 in FIG.
shape but not arrival tinmes; it nay be given in

equations below ( t) = J x(s)m(s - t)y(s +t)m(s+t B
- sy “pbPERTgRBALRh, @%W gffﬁ(z(aegr?g rt%lgtlte)&eﬁe‘ﬁﬂ lifie in FIG. 6

to Cnmzﬂpnmyhekwsmb memeenkllflrfmn; foh exdmplal Passipoiladasonic signals may be

e used t | uat.e ch es between two _
‘fms?.‘%%‘% 50 4 T & FREGheY AURETSEARIG ahd hp Bsaapstors 515 on ultrasonic
breadhl ddtmmnlsﬁb@fsﬁﬁc hoaistoeat inBIGS ng&sﬁdrﬁé’BtﬁonDmnh next energize

conprl?es a digital signal process;

n
the offghioHipes togihs lethpt By &iauwise thagstive ﬂl&irasawm%fa pegh to digitize
P A R ke SR T o,
2] wFenactiyaopetation, poer nulytedslociiad th tieapdssive tudicdsonic

electl%g\%%?(ﬁ%vgérgﬁ%g? Iﬁ%ofﬁ%e 621 Dn[l(? glé)gﬁ’ gé It}%t&ngldrfee% é&&ﬁrr %iy% (fmes to left
of FIGub)sthst mayh‘.agrgim apHpeedde corerol@ignakad thPaEe ultk&blic pulser 610
and rgce}veq' J{] 5. n I._[Q;% acp vc\al\elect%n%sem%?éﬁ focl)'rélagh 'S:erI]gOlp Sa ISOSrln\a/q? be configured, for
example, as either a pulser only, pulser/receiver, or receiver only. For normal active
ultrasonic operation, each sensor 510 may be configured as either a pulser or a receiver. The
pulset/receiver (pulse/echo) mode of operation may be retained to assist with sensor
subsystem diagnostics and possible use of the system in a degraded mode of operation with
only one sensor.

[063] Consistent with embodiments of the invention, between 4 and 8 ultrasonic
sensors may be integrated together in prefabricated, molded cable assemblies, with transducer
and electronic elements packaged as molded “button” shaped elements at cable branch and
sensor attachments points.‘ The cables may be enclosed in a rubber sheathed armored cable

harness.
14



ultrasoni c functions may be operational; and (3) a
hi gher power state during active ultrasonic

WO ni0oen0ss3gat i ons. U trasoni c breach detection sPOBYS108T001364
500 may be |l ocated on a printed circuit board in a
mai n el ectronics encl osure except for ultrasonic
sensors 510 shown in greater detail in FIG 6. Each of
ultrasoni c sensors 510 may conprise an active
pi ezoel ectric el ement 605 conbined with sensor
el ectroni c conponents that nay be integrated into a
s nBlekctrplagedicCR%ech DBRcs&nsor el ectroni c conponents
nﬁ%}include a mniaturized pul ser and a receive
a

64 i dhe glosementionsd fltraseniokreaphdlctestionanaypeat deieffsctive on
tak ' ' r endj | Q si gnal s .
conafi A 8 Rl ARLPo S ALAER £ S wonic
wavesmayangpropagertswell bilibn-mefal G.g6woddda) makeial. phs&iditton, the floor
| eft

ratioqn, .power. may be provided to the | ower f .
may by %gb_a F‘_‘fﬁ% i ‘8“?161%%&%}"3@“8_?{%1 8ty 84y ApepefEaiiaps from nails
used &TRdcutd Edrgo Hof d8XBIBEAr o dBRI 8radek SASPA the $aB8 3k Pod®YAs a result,

e transmtted back to a bank of frequenc

b : ) ;
consistent wiikyembagiments of Hisl v asioparmelseisormagetin tunsmissioniline (EMTL)
&5 i 0 | $
o5 MBIV BSE5) B SHEL 00 UL g el
materigl npyehick fiitraspnigv@aves maydiotipwphpete &l ve ul trasoni c

d a .0 digitiz assive.ultrasani ¢ signals .
SH9BEe Eanti kel Hieh Ao B S o hEHRan dna dreaiep g nine
squaredncleestin uaap®y lad daested it a prayatibtyd fatRboh @rdah® than 82% and
withi'g_gt'%‘%' ve ultrasonic electronics (lower line to left of
I

R ALGPPTeE The ForRePRBdineieise plappantemuwy i Isesthan 0.003
false RS pbr @fp. FHife ERITI! fatorRYy 68 &{i&!b?@fo? %tzﬁfaﬁég ?1?8(3}8 new

control signals to the acti've ultrasonic pu
contagirys piad Bageqonginers ihigssiban ywo dburstin onder $o,dor exdAnply, fcoommodate
ide£RE 1 conf.igured, for .ex e, as
W e%lqt %ec?e%g&gﬁ?rgé %eon ¥ ?)? ﬁ}bﬁo‘glé?l‘?ert SIS Rgoed g? ﬁ}négfio ﬁ/@‘? EMTL sensor
may lpsiinpde Fmensitveral nails idiven trbugls oisi flood B6i by c236,Moor damage

sensor,, 510 be configured as ejther_a pul ser or a
assocfafid Fisbtorpbtss, Fack s Barig copiiass dbmajariipep.cmpfironment may

requiftPbefhe@BndtR Ye iesehditide Ebth RuAsditPin ik tBnERIS Ad the moisture
subg stem di_ agnosti cs and possi ble use of the system

contephobthgdlnosg O CrllRy cEze FEwER EPRHIMALION nesyl Be losrctham @ on W.
[ G084 ' j i | nvention, .
 baragh i ERFT el DaF CHAPL AR Lhia Stplifel Rl oo tatmay
be ingtaldpst ereporitaingr E3%H Abertapdyvichet] detivaraliive papsestbidetisns to form an

RN 1 A ctronic enent s. packaged as )
ctecntb LRSS0t LA LR o e TEDh RSP Laucion or e
grid rs@ynbo sucht thatcdrivding Saithriugh tHdfo60dHdasth SdAnR e R8RS &Pwith

a rubber . sh red cabl e

' d
oo R RS LB, S Bt e horin) e condctrs

the grid. However, cutting a hole, for example, with an area greater than nine square inches

may break the grid and thus change the transmission line’s characteristics. These changes can
be detected by measuring the voltage standing wave pattern on the transmission line. A
standing wave pattern may be induced on a transmission line when it is driven at a constant
frequency and reflections may occur at the transmission line termination. This pattern may be
characterized by the location of the maximum and minimum voltage points, the separation
between those points, and the ratio of the maximum to minimum voltage values, which is

referred to as the VSWR. These transmission characteristics can be measured by sensing the
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[064] The aforenentioned ultrasonic breach detection
may not be effective on container floors that are nmade
wo@Rqoshgs33exanpl e, non-nmetal such as pl ywood bep@Es2007/001364
ultrasoni ¢ waves nmay not propagate well in non-netal
(e.g. wooden) material. In addition, the floor may be
subj ect to additional normal and abnornmal threats,
such as penetrations fromnails used to secure cargo
t hat do not .occur. on other surfaces such as the walls -
voltage °P6g‘? brangaussipR, i‘BF fit SQVST focelinms Jipnsthermistatisgyira! different
frequidn@iek NVEHYsé B8quedic8 n9SL B 08 ol bsis| |d
q(EMTL) procesg may kr)lg@use on %gﬁ?&gfﬁgﬁ%%hgmﬁ%égrﬁ?myrmge
frompMEtn ShMEleasshawy i &F10s 2d Tha dutweyetetfor thel signal ghaerition may be

: [ v, r | . o) . .
appré ey B LR ConsERCr i, R B0 80 e mprion o s
exangrleatayrbetlbamnhan 560 gGUfore fulig hesmirenasdefoorty ald foot container, for
detected with a probability of detection greater than
exang‘%/o and within two nminutes of occurrence. The

CO[067$ PBach B TIAbsRoR ndéro g’agbﬁ m{BMash @ede@ﬁ%r&&@éhrﬁng(g]égquencies

fal se al arns per trigé)the MIL Sensor may be suilt
chosenyat sapdery|from pp interaabdatabasewConimoleri@s snapngueary dt peak detectors and
Jal = i Stel AR ours oi.n order,to, for
comiE80 VEMIEN T BptoRiRia AR AIE asHudietn i aicpegs are
deteqtérbthahingghs indicata b popasiatibteact, ladditionalr frequbsciEdMblay $@E8férated to

made. i nsensitive to nails._driven through the
comiILPSTR G g 15 B Z?"&é{a%ﬁ%faﬁy Bsa%laaarséé%em%ﬁlwmd data to
deterntinerifia bissch R Gco@i @D AQa@iofehanRdilddiing mdy'6e TR b0

b envi rOﬂ]rreat may require_that the sensor be insensitive
robustpess ge Hip dRteeHnProfessh df e meslts drdiegte thaha brgschthgs eccurred, then an

larn® 616N RlayhBGehd -al$EK
. consurlrprtl'i 3?1’ rr%/: ggglﬁeaés thg%%@%&%&g%r@%gatm The

aforegientignedhanalysismpny be perfombell kyf coudrodlet £25, poobssdri M6, or any element
[ e.installed on contai ner 105 s fl oor
cap aliltg r(])g %éré‘ﬁxgxgﬁ g g@geﬁglctlon

en two plywood sections to form an
el [©68} ofhe dedigrcfor tlanEM Hs swbiyteimds ilfi@a®aas mg. 8 At fuged
fre conductorts 'qasnd t{}e construction of the grid may be . =
TERLhETITEROTH PVRAY PR AFtdstorrrata s R sisnpls dhat dpye Siapepission lines in

an ENMATRER] 850 OBMATEEHAWB | A9 cBRIprids ardB¥ dPHuctors g’e. g. transmission
. Significantly alter (e].NEf ei ther by breaking o
linesk{hat may by spared seeivihat BMLL grid 820 qraycbatisfynwbov examplet theng

aforeﬁlehﬂbﬁ‘ed higE s@]@@ﬁcﬁ’br .Ci'lt cftiBh g@%ﬁ{’d‘%ﬁﬁmﬁﬁ%ﬁ gilgeﬁagarms. The

_ square inches may brea e gri us chan
nine squarsch dieaoh diteetion gorlinen exdngle asd offiee geals haydeuse@nMultiple

cted. suring, the vol e standi wave
R At L U S L N T R—
for expaileyon BRATIDgrid D8I0Iaeehrivns pointOfSHE bR NThése &8 nidhts may be
[ séﬂgl ven at flr onstQeq frequency and reflections may )
PTOCESREANY BIPOPHRE tPa ST didS) o BT Geatrolar 82hthgt may contain
memJithidie PRINR iaahReloghiig®d by the location of the

maxi mum and_m ni mum voltage points, the separation
[069] A hardware block diagram that illustrates an example hardware design for an

EMTL subsystem 900 is shown in FIG. 9. For example, after each interro gation frequency is
selected by controller 905, a short waveform of that frequency may be generated and stored in
a FIFO component 910. Once the complete waveform has been stored in FIFO component
910, it may be converted into an analog signal by a digital to analog converter 915 and
coupled into a transmission line grid 920. Various points on transmission line grid 920 may

be connected to a switching matrix 925 that can cycle through each measurement point. The
16



bet ween those points, and the ratio of the maximumto
m ni mum vol t age val ues, which is referred to as the
wWW/3R08SBBEeSse transm ssion characteristics can PEI/US2007/001364

nmeasured by sensing thevoltage on the transm ssion

line at several |ocations along the grid at severa

different frequencies. These frequencies may be

applied as short RF bursts in the frequency range from
. to 50 shown in FIG 7. The duty cle for
signdlfiory Pfgﬁhaﬁeleﬁwgzﬁ‘mﬁ 13AY hepassed Hppraha fragiangy Y at5d pmuplifier 930 that

n

may t@@g@gghg@@x ofmerEétragg BYEAGR(LRANE oRR! %g@ﬁ@%& Bb1d circuit
935 mpxgbe um@@cumubte the cutpio ﬁfoafofreq:mmbmgmd anfpdmﬁer 930 until the

or int.errogation
T T R .
dlglt{ilr(ﬁm)al porvetter B0 ttaa trelyaligitizEtivtvalld @rthd 2iordigl gkl $¥o¥n sample and

tectors and conpare values with appropriate
hold PHP%‘E ﬁ’%‘%‘ 'a%f P%’*Fe%‘é&%c?fft@&l&‘gg@?r Comenilena05anasheempae hat result to the
valudset @it besidahedtushted OIS tﬁé“sﬁné1 ﬁ@&ﬁ&f@? k& het@frﬁﬁl%hrfrhethﬁr a breach has

addi tional frequencies may be generated to co

occulRGr acteri ze the grid. This pattern may be conpared to
previously stored data to determne if a breach has
occurred. A rate of change algorithmnay be used to
adQonteings MeyemehtDetectionlet ect i on process. |If the

resul.t s i ndicate.fha breach_has occurred, then an
LRl S GRAn R it oo s HEE A GG Wf dhtegtion of ahy movement
of coﬁ&iikﬁdrdeﬂ CRhétB¥ethe fn%veh{lﬁt 1safc§'re§camﬂée vl AN EIBR L drRRE, may be

anal ysi s_may be perforned by control l er 125, processor
acthIE@, by Gpntgmpu éﬁ@mforgwgg ﬂl@nmntgj@pﬁ@:} of mtalhelsl 05. For example,

procésk‘&cf 15Q4}- cohggﬁir':]lgéemgy ﬁ%&gﬂi %hoaag% con amer ‘i'B% %Sh ¢ e mis fgy(s gtatus

[ustrate re quency genera
Wherqgfyb@slmlé dpded (crge étrm/ltrh maRIaemrgmw i coiainedl 105 & moving or not.

tr ' ee%ma in (gntE 810 EMIL grid 810
r’yl‘ﬁ nprise dfar%ﬂeé?“f% auet é’ rgakipg SHEpgats masurements of
eithet dusasane bmemldn@nanaaedlf@b@ﬁahﬁgbr EMIgratiid, dePEEiVERY, those
r exanpl e, the aforenentioned nine square

atisfy, fo
values e foie dE?%@fWega&aPlemﬁPn alyenmayAertsed i ealculate speed.
Two a&&!effémefgpsemﬁy BE oﬁGH@H‘%ué}pﬁﬁt ﬁ’x%f‘r%gtgs 9@&&%& O%.rhl‘? 8%oéd§1al to each

an exanpl e and ot her ?qa S may be used
other\agfl hagjeontahie; the seawnii h@rtwosn@swedmcp@ahnmpwpmnmm@y be

f
s 35010 TR B 08 43880 B
squange & Qbfemathe spewgly Aeepranesseubeldyfop exaaplepinai hdve a measurement
oII 125, @51 controller 825 that may
rang AL i rpigey BondBiddant i GUE%g oasisntrbgmiogiments of the
1nver{ti@ﬁ9\}vhé¥e R8s Bsubt i HAPES @t‘fﬁéaﬁ‘ %hrfa!:ébfﬁ%rB %?%%rgé& capacitive

exarrpl e hardware design for system
accelgnoigiers maypevide ttmpw@xw@ coa#wzamo@awmlep setisfyring) any measurement

requifenRGHENCY i S

[072] Velocity sensors based on accelerometers may suffer from velocity drift errors,

the magnitude of which may increase over time. This drift may be caused by zero-g bias
errors that may be temperature dependent. The amount of error may vary from one
accelerometer to another. Consequently, accelerometers used for inertial navigation may be
used as temporary backups to some other more accurate sensors such as those that use the
global positioning system (GPS) that may be less prone to measurement drop-outs. In

applications where the accelerometer may be the primary sensor, another sensor input may be
17



sel ected by controller 905, a short waveform of that

frequency may be generated and stored in a FIFO
w@eovposssst 910. Once the conpl ete wavef or m hasp@EES2007/001364

stored in FIFO conponent 910, it may be converted into

an anal og signal by a digital to anal og converter 915

and coupled into a transmssion line grid 920. Various

poi nts on transmn ssion Iine grid 920 nay be connect ed

w8 PR bl e oo B Bl e B ments to the
sm-rdmylhgs 2 $9 edbtidi-Rakingof dtgepie Y dgRiBsk ) PEinbb&imeA&bf the

that may anplify the si 9nal of, i nterest and bl ocks out
inveR{forymay nﬁb?%eesen%’@ SRS SnePriRIner 195 & FoIreRton pf any femperature-
depeﬁﬁ@rﬂ eh%r@ﬁ&%%%@é&nﬁl%e@ By Qéﬁsn{g t‘i’x@aﬂ:&g%ﬁ{%‘f& s@@ﬁl?gﬁamre and

amplifier O until” the waveform has been completely
correcting $id weagired. hgtlalon sefiveremidn Hwriciima ecdley velocay errors from noise
T N L
freqlmndyhtgﬂdl ﬁltéxﬁngt 935 and passes it to controller 905.

qur IIe 905 rraéﬁcorrpare that result to the valu
33 lo6k dingEar oé meArigings Wé“@ﬁh%etf‘?t@@&é‘hwt% 1000 is shown

in FI@IF Ler @o@lﬁ'omxeim foR tHY s%@gﬁté?xfi‘?n %gﬂmb@ﬁ)tr%%mg of the

Movenent Detection [070] "Consistent wth enbodi nents
accelgfationeandrigmpeiage maeurdmenisas cmelloefs thepalpwlation of thefzero-g offset

h
error%%%@ﬁ&? Enc% %?eedv‘@f(t} ff is a@om\b{agf%me&xgg lg 90 ?mlta?ner movement

via rai or truck
detethmtthaumalﬁbgl pmfdmntem]r mrsgﬁWlatb émmutzd,nﬂoa exanplegomwprocessor 115 or,

contERt P05 o Mty o T TG Sh oA prserses e used.

novenent status where a threshol d speed (e.g. 1 m/hr)

may determne if container 105 is noving or not. [071]
é&ﬂ'ﬂ%@i%@%asured for exarrple by maki ng
sufgRga
e afe B AR BFBhigP br b Pbrcphie 3008, Blntatngr 105 may be
achiqvgd rb)afcrmmmrylg (tlﬁﬂs eoneentregon sitaof change fari qmtanfan 105’s interior
ce & vaI u be, use al cul a

atmo§ TSt f et oret Orngeﬁé%;mﬁ’emﬂ PeRYEYES ﬁtgin { 00 every 10

mlndtdiselIf ﬂ&xeez obnadatrenén Pioreakes sath AR enal tht Co@as bf &FdBdurs, for
ri ontal to the ground. The two neasured

3PP SRR S cReRFIRG SYReEGHM maY Hitisie pdwpeaidetection

eveni ﬂcftl Mhcand Jf@ﬁaﬁ&&ﬁfetsh&g Y8} Qfrhiir¥seC RIFRAAGPIES 3 B/ R and
t-sunsquared to obtain the speed. Acceleroneters

G%U%léfdforfz@ra@@(éﬂpq?@talﬁﬁryrmv@“@lﬁeasurenent range of 2 g

gﬂg)gfg CEURNS PP@E&H%HJJ&?]}?&RS gp t\'}a%%rézent gg?éfé%% ?gérﬁg%%e% ﬂscd for

[ msntso e I nventlion,
measygipg lﬁlé)mqmﬁmaatl,onsnaf b@basml @pon mmdlmbrsiaqahﬁatéd/@mm) process of

gas d%ge%gax? r ﬁm %\3% oc% hégw%{ggéﬁgﬁghce, such as a heated

filanfent] thAychEpssed through a sample of the gas mixture to be analyzed, and detected
with two separate photodetectors. Any CO, molecules within the gas mixture may absorb IR

radiation having wavelengths between 4.18 and 4.33 pm as shown by the graph in FIG. 12.
The amount of radiation absorbed may be dependent on the concentration of CO, within the
gas mixture and the optical path length of the light as it passes through the gas sample and
arrives at either of the photodetectors. Distinct bandpass optical filters may be used with each
photodetector to isolate different portions of the transmitted light’s spectrum. The passband

of one filter may be confined to the CO, absorption band mentioned above while the other
18



[072] Velocity sensors based on accel eroneters may
suffer fromvelocity drift errors, the magnitude of
woRi0sk8s3sd | ncrease over tine. This drift nay PET/US08B1364
by zero-g bias errors that may be tenperature
dependent. The anount of error may vary from one
accel eroneter to another. Consequently, accel eroneters
used for inertial navigation nmay be used as tenporary
backups to spne gt her re accurate, sensors such as
flter, R ey B8 C?fﬁ%reg 58 Mo Beessh iQFSz 9% peAbsegbgergy at this
secohddayéreygthethi ESifot Bl dEtor Or BRAPBY uddl 90 w Ybritss Vdlue to gauge the
%ol i cations ere the accel eronet'er nmay be the

ap Wh . > y
ambigpi opijopl Ganssoission abtheaas sunkoe. Arplie ofithe theusetbdetectors’ electrical

il . by
resp it ) Sl de GRLRGLintcdto FRACH, Ehhekhleniod e fhe g mitupg and
indeprntientrofitha bkinsigissibn obfleqias mikture.deo i mages) .

W ST TR R -
embd BRAIsHI YRS HRRRIGE Rlay SR S H‘tﬁﬁmpget@mbgﬁeﬁg 19@? ﬂhaé may use

sensing_the accel erometer’'s tenperature and correct!
two mickWigke B MV BROgIEP spurcsdinderaunfiterehphdtodétesostoaletst the

o i r . ise r : cross.-couplin
ransHFUOEIN SLHOAR 1 ERT. ! SRIRANIES 208 pELASTE SPAE o ot
MWIRLED 184 (f mey|e@itcy 308 @htvaith fHel phetddibetdrhadingAubi @6t sensitivity at
d ram of a %ont ai ner npvenent detecti on subsystem _
both fé%%s‘? Yaxelghgths nAgpia; 2 13510 Wijhe phetodeteaign’s respengere the transmitted

4.2 St RRYSHORTL TRY rd3forsE SP 9.'33119 Iy ¥ dﬂ‘&ﬁ%’.}e@eﬁ% e %a:g%lixture’s CO,
accel eration and tenperdture nmeasurenents as as
concefentionl €ulechanefit wfthistprodess fordCOf fstetticar svet tiecafb@atdn€bned process

n eed. . F 11 is a flowchart, of a nethod 1100 for
descrlih SBEET: el vt Erot PRt GHSTRRHOR YT THRHG: Reperple,
MWROLEDa1808 %8¢ U8 80lmaly 0k bekaipuied ORcHBRGRSERA mdeuRment period as
co trglLer 125, or both. Method 1100 is an exanpl e and
°PP°6*‘td'r: rthe Peaied SEaeRS §RY ce vl mapFAtHT T WaBn{Upr e sling pe the order of
severdBde@6AdON ' N
B P R B e e SRS Beirarure
rangg e be mushamiger then teoatoae memtiv@8d pracedser i or

at h . asuremnen CO2 concentratiaqn b
P72 Bl RO eb Lo R AR eStop A e 502
absorption baid.aTheopticit pemdeseth sefaritha the Y HD fiem RdpERo@tector may be
urs, for exanple, a threshold rate of change is

t h
10 CI%\Q%%% vath Jengdhintho bansayission 8} the 4. huumabaerption derd oy vary linearly
with €05 Rbnédn@fation 19 Shdvidl & F)Isb %Qa 80 E)E{I}lﬁlﬁ?l%%% i?iﬂé’o% may gosultin a 1%

- conprise, for exanple, %nmn mn
decregsin4pinsexssicn thet may espoeti 20edf SNRO#EJet&@bdnsi st ent Wi t h
e j t t esent i.nvention, pro es ysed )
R TR el PR Ry ARt S RSB0 S 5 Shponsive for
timing bothdths 113 pulse ienértamedithe NDE Ry athsrO6EBE pBbtodetector response signals as
well as calculating the CO; concentration. A flowchart of a method 1500 for operating

human detection subsystem 1300 is shown in FIG. 15. Method 1500 may be implemented in
software, for example, by controller 125 or processor 115, however, other methods may be
used. In addition to measuring the photodetector response to the LED pulse events, the
response to the background light level preceding the LED pulse events may be measured in
order to remove the background signal value from both of the pulse event signal values

during the calculation of the CO, absorption band transmission.
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gas detection. In the NDIR process, IR Ilight froma
br oadband source, such as a heated filanent, nay be
w@awsesBishr ough a sanple of the gas m xture toP@EUS2007/001364
anal yzed, and detected with two separate
phot odet ectors. Any CO nol ecules within the gas
m xture may absorb IR radi ati on havi ng wavel engt hs
bet ween 4.18 and 4.33 nm as shown by the graph in FIG
12. The anount of radiation absorbed nmay be dependent
on the concentration OCOw thin the gas m xture and
t hBoopSiaosl D@adtlonl ength of the light as it passes
th h the gas sanple _and arrives at either of the
@%g efoptigirat with embadimeyssabhhs dnvsptipaaan gnticabyeasompay be
provfﬂ@d da ot bRt & Bo@4ad §ﬁl%‘§/§t9ﬁ1hf6?)0' é%h@%ﬁ inf Ff(f.T_eerve Woor status
portions of the transmtted t's spectrum
subsystess B §AQI sty bersed 1d desect dapr stetus @nfdontather d 05 hAnGical approach may

d b whi
Lk e I —

probaﬂﬁehtarusmad ﬁ@smy,e Emtarr@i&ﬁﬁg bfoe Bedrgpleala 8bUrsedRR A comprise two
thls phot odet ector' s  response may be used

Compé’g‘e‘ats\fﬁ TR&sbs mpwed gt s dger-eortainspiniertacs pQnesomponent may be
mourité@ B8 MSSnRn& 105AEaRS ’I‘i‘ﬁ&dfﬁ]%neﬁ‘t gg_ar%h?c{? 4 B@v 51‘0@rgence LED

phot odet ectors' el ectrical responses
transgitier G0y opefatingat ¢ wavelengty of GA0 ent alatig umthaf dmm cirasit 1610 for the

LEDMaX¢ n he.trans of th

RSB0 LobOAANTSpl HI5 L LRSS Bl bGP o

that rtlwoddiwh ey @brpdnay gdﬁae taligital puibedviieasy s tBé trafnitter is supposed to
nvent i.ncl u huna%%%tl on, subsyst em 1300

be ac H% Fd e, g v\}%g 3Pys 0 §qR 13, 9p ventiriaisl 6dQgnay supply a

smgl@élﬁmmfpulsbeds EBTPhsusadet BeY BE oh® nH&b8Sdontl e dhfaBBs Thd tl@(.f)i milliamps
gl shown in FIG _13. A MAR LED 1305 nay emt at
in aml’ C#?m Thetussiion i avmliedins thiDenrnayheradjist@l wawmall changes to

the dé@l érhoit s phRALAISE RS ﬁ%caﬁ@é’%ﬁﬂ) %HS/AI’%JC? nltrc i Pﬁc'i(# (I:cillﬁlgﬁ{latlon may be

both of these wave Agal n,
capa’nga] of barsneitting shortmadses nsmlzttwel}hblgh lfmqﬂmdlése dl%yﬂzeﬂimontroller 1615

NN N Y T L ——

substiveted té hlldw thddsorps opaswithent det¥tidat ecti on over the
af ti oned process described above is that the
il

SEYRd OFHOBRHNSHhD Wue@droao%@dnerﬂaﬁ soxelipThe second
compM«MrR hdsBechdia 1@@%&131%911{%)&%0%&1@&4 i>’62@ucg ayplﬁé: §nsitive to LED

duri ng3 each measurenent period as oppose
1605 isawavelength. a¥ban theodnog és inthe cloagd p@ermm,ehahgbarﬁnm the fravesmitter

f
(.e. dé‘mﬁtg’ ogt)%s%ggi?g%c %%V[ﬁé gleteftﬁa{) 1.6 ﬁeco 8?1§1ppﬂa1t) As the door
opens;, Hrgrnelt off iscidangpeb atrwyerbibe mnhnmar} and tHeaecdihe mbpitRrease

r QCess. 7] .FI G .14, sho a calcul ated 10
propo R ONE ThABREESin snBfe or S 1 Ao SHOWE SOPb miesag, This change

in anglé mayp:tel eﬁ:@lmt&dtﬂ&ohgﬂﬂ gilhg S91phk 3éhtRg ﬂlﬂﬁ:olahﬁ? 185(?8?1 Eﬁl‘:erecewer as
en

<h WIE)hot ode ec‘i {aa cm For this pat
OWR FhRSHT Sdridm & -tlﬂe 148@ senirabibr étﬁﬁ%ﬁlamﬁalpway t\Vfaﬂyn plastlc
sheetd thA€adWich small vertical louvers between them.
[081] Light control film 1650 may cause the output of photodiode 1620 to become
strongly dependent upon the angle of incidence between the transmitter and the receiver. As
a result, the receiver output may decrease rapidly as the door is opened and the angle between

the transmitter and receiver increases. This change in receiver output can be measured

electronically and compared to a stored threshold value to determine whether the door has
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with CO2 concentration as shown in FIG 14. A 50 ppm
increase in CO2 may result in a 1% decrease in
WO e@n®8E336i on that may require a 20 dB SNR t 0 PEL/E81007/001364
[078] A controller 1315 for human detecti on subsystem
1300 may be responsible for timng both the LED pul se
events and the digitization of the photodetector
response signals as well as calculating the CO
conce on ro hart of a nmet hod 1500 .
been SBREET TS IriRinnfua S0 Ereecthleerehs 66 opé UTomopeaing that may
be alldvwzd dife toMohbdeer 1&%19933( Aeniney eﬁﬁ%ﬂh@ﬁtrhﬁ’slﬁ@fiﬁt%rﬁo degree angle
for exanple, by controller 125 or@processor
()

betwigmtheedoor grgh e Goptainsadnigefpen eA fwe destee camgetln@ngwf incidence may
resulthf® Hﬁin%g ntx p&:eRJ%P Bﬁ’lgﬁ{ %@%ﬁﬁ‘ )Eﬁisageqyg% 3&11&{1 %Q 119 Fl'x Sc%tectable

events, the respons oun Ieve
rangg f@dhm sagsarhd&ht BE: pid ﬂmembmzﬂuasrmﬁy kaﬁow%s sitrgde hdjustments if

s t o renoyv 0 nd naI al f.rom bot h
oper%t%onta gxlbe[megzée gﬁ.Pes ﬁag 42 i ﬁ(}quﬁa\d/e fiagatlon crﬂle to container
rackiag) obrebianthefanimer %na&fz@rrﬁiy &P @ng in one direction, which may

transmi ssi on. Door Status Detection [079] Consi stent

redugg thy aligpmantreawiseraents fu theinstalled sensars. dptarderito sempare the receiver

o Y U010, 5595 BB NS 1625 o e

converied yke edigicd @gnalynshg axsmmg)todhgmadtcodwterslﬁaﬂ uMmonverter 1630
ch nma rovi de severa

s SE0A A A8 SRASEL s CEPLAPRO BBV B B B

defasef i Olzbnmsta:habith Iembpdﬁfﬂ@hts eihstiavsdiohOint O%Eb inlidlimize the effects
exa A door sensor mmy conprise twy components

f or.
of °°P%‘Eefr¥a 1B i EFSERE TBAY R Esiled AbbRamAdfcatian af Hiedoor hinges
smceQﬂ@ ﬁ@%ﬁ?&?ﬁﬁllt"@éfvéﬁ%ﬂgf' {Heecﬂ)o?anhﬁ @%ﬁ)lr :hg.t%e EBors 1655,

door S CO onent may | ncl ude a
1660 pragh §6/ D tragy hﬁ’ﬁ@@d opseeh flogr latordlenm\pednechgtddumﬂar@ﬁ@n tha event of

t LE
scci R 9e Mol KR Ao solhhnlailit BB iRinet hap e minges,
additidmal seraosmay Bt poyvide lswﬁa&nt hﬁprdvamﬁnﬁﬁiﬁ/ﬁrdﬂaﬁlliﬂ? of detection or
r a digit ulLse whenever the transmitter
false Al g Gudh Bdadifonel pody uBS AL R bonver FR§P &°igr g@mponent to
subsyste e e 11685 mk barry Bol E%d’)w@r' drfllifith RhalBty 23HRBRINY séhsors 1655,
1605 that may be one

single current pulse to L
1660@%(? Q&% oHese rakies ey ba pamf BEGRIAWiFing hpEessin order to minimize
1nstaﬁ£m:lﬂ édﬁ%ﬁj&:}ﬂ?}h eﬁﬂ“&l@h'cgﬂe gtt{f ggdtu%re tl'%: les'ck C?’fl &@1@4‘ accidental or

ust via smal I change
mtenapnaledanmgp taithe cable0 RoBting mhfecab&'fﬁnlmﬁdldcn I\ﬂél’s mrl‘ugatlbns where

[ b a ransnmitting short

possibRaf SRR LRRY 55 B B et S, oy e L em

C o8B! hﬁd&rdéﬁ%ﬁﬁt}ﬂl@&ﬁﬁﬁl&mﬁ)ﬂ neetivy, Vied thidnBoH cfiponents may
b dfe at may mgke it difficult for a fal se source to

o mpp %fbgfa 3% 906 2PV HoA PRE Y e P%Wtetdd’%%@ﬁnwenﬁlﬁparatmg the two

sensd¥St ©até e seh3Ohad 5eRf @%&Pﬂp@ﬁ @BhtafTRY, HE pIREOLEi the two

contai ner 105's wall. The second
parts together may be cut and removed, allowing the door to move freely. This construction
may ensure that the sensors are properly aligned during installation. Packaging for the sensor
may be rugged but unobtrusive in order to avoid impacting container operations. Both
components may be packaged in small metal housings that are sturdy enough to withstand

impacts from cargo shifting in the container. The LED diameter may be S mm and the

thickness of the photodiode may be less than 1 mm. This may allow each component to be
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conmponent may include a |low profile silicon photodi ode

1620 that may be sensitive to LED 1605's wavel engt h.
wO\b@n/084384 door is in the closed position, the PEDNB2007/001364

fromthe transmtter (i.e. first conponent) maybe

i ncident upon the detector (i.e. second conponent). As

the door opens, the angle of incidence between the

transmtter and the receiver may increase

ortd.onal | 0 se i N, ang en t he
tow BYERRL L Thi8 PRhsbslifnalfnd PERERS St S Aetens e haeines. maay reduce the
risk @Bcaeg@bﬂﬂob@lﬁgtehﬁ@ﬁ%t Bedideht ALy tetbivifORE sOhsofd the wall.
ting 1650 on the receiver as shown in nore I

| n qfl“da Af?howgﬁfl‘éo}ﬁ masthed 18901m8P dﬁwyle@rmW®e fQI\Mperatmg the
doortsl?lit&b st & 51*31%? ?{6 éﬁfﬂ%@dﬁ&wﬁn@é dfa s%rt}a‘n ‘%1%%03 randomly

| ouvers between t contro
generpigd peles eodelvapb psctd fof egpiddhiediogalor] 62fic sensoe.C THB pulse code may

end on the angle.of jnciden e bet ween
comide 0 Mt SR WR BensBiup i it B G T, repwgng i sixtean
differen¢ eombinatioii UA stiypul&chenbe uééiﬁﬂoCih&cﬁtg tﬁ@gegﬁﬁhg o a new
opened, a qd the angl e between the transmtter and

interfagaion, Bt S0 aTERdBS fouriits of ariilss sedeodbiardhe sartpuisedafransmitted,
the r&%lv‘%? @ﬁfﬂ)‘h?ﬁil ?lb@ %Meﬁ%h%oﬁ%eﬁqﬁgaar &%3513‘6%?& %}Za%ee converter.

hreshol d value to determ ne
If thlé peipatidocsmet ehgesd it thiniziue thrésholdxalng)| teen theyddoe stansatay be
chanf 8 Sy T SREARSS o5 W B B
remagndenof deguise cadgistrhriiaan Em Komay a8do d&QBttHé heéshold level

T W e A S A
compPAGBIYaXdn¥RE @y iR gecdibid Bul@@bﬁo&embﬁ bé Q@mﬂ%teﬁ% apl &;)%@t@@ Bulse code

for this sensor. The use of hr eshol d val ue

in subsystswp pestrollerpf LS @d}mﬁwbﬁhﬁr themometiorale hex pesr rneiged. If the
correbﬂfgd%%gﬁott lﬂ%h r A(?ii\ﬁ"gga]., 'tl}?e}grliot'ém m{i‘g % r atﬁrgam e%/ flg%]tgl agﬁch@nlggwate that

to contal ner ra reov
an atiempt dx defeatché yystem bagoctiuredt i’0doorvdpen Rtatlymae dﬂl@ﬂ)etcféelared if all

t th 'l ed In
e I O S S —
+ contafrur esdmhgilema’s U&hesd pul®ycdds friafyHe Cﬁ%ﬂ&ltaté‘dgﬁ?ﬁ %&%u@d}andom manner so
INnto

ifier 1625 and then converte
that ‘@%ﬁﬁ‘lveﬂ@w WHALGLP & SXRFCH TG Bie teppmiier af amemgticyiapnoment,
This Q0 ¢BMiRdte #R3LeARY cHEncePNBAAL BCrwibich 85 {r%rg%?tt%gln éarltg log the door

1615 that may perform the processing. ent
and thg reReivanlogwiag an shogontsiner walbnt i on, in order to

Mk ey z f t er_rackin sensors
08 ot L AR B B B e
generhtiom ARG Umdtuhﬂlohl snlg@nﬁ’ﬂ;aylbemséd oslantate Bk nebE R aWable

[ ti Sensors hree sensors 1655, 1660, and
conn%gg)ﬂ%nay ‘Elrsaé’tﬁl I8?1 }é%\rcct?nﬂjé)&iami Wdcﬂi'fﬂs‘io RIEVERt AFRREIng via the
1ntrochEtiUﬁl dﬁa@yxﬂefhal beDestinte. FRICThEL Rt e z@f)seﬁﬁblrﬁrﬁcﬁiﬁ? sequence that

res. Al though some containers may use nore

may ’?e’rﬁeé eqw?tﬁ’@%gact% aT"i‘ KoPwn ogbHedhe trapgmittet anst mﬁlder and may allow
the re88ivEr o/ 1813W WHE BUE FEAEclch 2Ph RRARI A t¥n it S B A c Mnection to

the transmitter. The transmitter unit may generate a large-length pseudo-random bit sequence

using a linear feedback shift register that may include randomly interleaved re-sync events.
These re-sync events may appear to be a continuation of the random bit stream normally

generated, but may be recognized by the receiver and may permit the receiver to synchronize
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false alarmto justify the additional cost. The cables
t hat connect each sensor conponent to subsystem

W@ oovBH0ge3Ber 1615 may carry both power and di gi PEI/US2007/001364
signals to and from sensors 1655, 1660, and 1665.
These cables may be part of a main wiring harness in
order to mnimze installation conplexity. Arnored
cable may be used to reduce the risk of either

i B Bt B e B S O W ences

Theﬁ%ﬁgbfzﬁe OBi-Shns @ventSintaylfidontipaed bpliedife cabl e on the
container. [083] In order to mnimze installation

conpl exity, the two sensor conponents nmay be
meg i RF FHLEH ¢ as one physical part with a perforated
plastic materi al separating the two sensors. Once the
s em&iﬂ s Goametebémth setodadertto of the inventiahetrasdrhie€ sensor data may be

| ast [ the two parts her, y.be_cut an
fused RIS G SR ST S S B B0 ORRAERG, 2GR &, athe sensor
levelf @diblelsefidorOMalflby fREULEh tdhdlerithe: BT U B! dbtdlh ARGEAiVe sensor
al i ned during installation. Packaging for the sensor
resulﬁé)f Beh eRRjgeEr BIFace kDBt Wells veiling daoadr Sigilavipi passive sensor data
may b8 IPL?S‘EH kDGR s@ﬁfe rQQﬂ{ at 'egﬁlssurﬁgi hs&éyﬁaoﬁ%ﬂé gutril?c\é 1881, active
packaged in s nmet al housings that are” stur
and npassivg kesulis wiay Ibstfamdl |Em%lbt st theemminegtevehiattiven gnd paskive ultrasonic
il i R R TR —
and ﬁﬁbtlm semgominfermagian ho Obﬁhﬁﬂﬁdﬁeﬂtw chehmer preah #e@ult TimhEs fusion
nstructio l.ong Wi th the curved nature of the
mefaﬁﬁgwslﬁ Syvn thK}IC? éx%t?é‘é‘\%lﬁe 25 Pelevorhergthpcistle Ml X indicates
fusiofd q'h%efhtal ARG0A AL t ’
SlO S r084]  As S%(g T n slSpFe%tlﬁggﬁg&%lefs OQ%ItnBﬁex neural
fwh”é@@dbtﬁﬁmﬁﬂprocess for operatlng t he door status
sensors. |Ih order to prevent the introduction of a
false transmtter, a randonly generated pul se code may
beTamaei-iﬁg__Jﬁe&iﬂmlmd nterrogation of the sensor. This

u C conmprise. four bits during which the
p Eﬁ?ﬂn &PB?‘“E%%WEFHEH@PS%@‘%O%@Gé?‘fenth%staWiehbestsFﬁm mechanisms

may Sé xicogibrated (186 @BEh SOMBIsBRLE Oittystdms! &bt eRIhHE, HBMoHEstatus sensor
used to indicate the beginning of a new interrogation

may pyp aatf&ﬂ?tﬂbhgmr%% optéRal corla i rapvenhthegnireductivneof adhlse fransmitter to
t

smmté@@ﬂé él%g%% % ?tfg%%’g%}%sg {E@u&gé ﬁ{e \?&Pgolﬁ'tf zgﬁd %1}\//ITL

SCDSQI B mlesﬁdmewwng $lgn2tlh [155:1s maiwrhatdlfﬁmatt to epoclﬁ( ﬁlﬁﬂeﬂiﬁ&e, cabling

oy B A ) 5 o OB R S by cave

connettted propbrly.e Thisanay pioVide anf daelly aldieiffa@rikteniheto ft aldaBle occurs.

P S e ot LA TR 0 COmEred L0

unauﬂfoﬁ%édﬂb&rﬁ@& Bdwdtas uRisyRfenPinhy bALL§Vatd'GaRYl 1&@\!&9@% switch
has been conpletely transmtted, the received pul se
mechagisen thatmpy Pmﬁpbﬂlé @vytemifiran brivgdrred pél wishewdecéssing a secure
1 r ne .whet her the
enc ogg{éfﬁe’oc%lsﬁg]o gﬁﬁlﬁﬁaj ee I%\%?léegte/lérv %]3 gtrﬁl%%ards may either be’conformal
coated or embedded in potting compound for protection from environmental conditions (e.g.

intentional or otherwise) and resistance to exploitation and tampering.
[089] Controller 125 may be environmentally sealed using a bladder process to
prevent problems due to gases or moisture. Furthermore, controller 125 may be mounted to

container 105 using a base plate fabricated from ballistic aluminum or a similar material that
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correct code has not been received, then a tanpering

alarm may be generated to indicate that an attenpt to
waledosasssshe system has occurred. A door open SPEI/US200H§01364

only be declared if all three sensors on a given door

indicate that it is open. This may provide further

immunity to container racking errors. These pul se

codes may be generated in a pseudorandon1nanner so

knows

m BB FL 6 S B ER0 A SR o L2

mourtinglina@be nidiftonePesih®a SERBLE i Br (HHoSe REIIBHMtdchEoor status and any
transmtter | ocated on the door and the receiver

breaghppttamps gryihsacpertrdasertsaal | . [ 085] Consistent with
e [ nunb
o) e Qb S fbodTnBng e BOERL BiEAm modutes
may giqluderraugmtsh Qrmads fcomp@nerab,l datantnes, agd toieer types of structures
that ans tter anE e|v o onent and al so to prevent
at 1y RS ons Bost R0 LASKR DY (HACRY DD (AR P S e R absiatsiata fpes.

Mor&®ef, etbodRbEntaay the 1hbér&ﬁm&n@ﬁ9éﬂ@cﬁ@@l@% ofidH @&ﬁ uttep &fstem
con é be seeded at the factory and known only to

Retipelndingchanddeld devieas gmptiipregassaw swﬁennsemmrmwseor-based
or prBQin’i‘irﬂ‘ﬁﬁ& 5t er $13HBREE %n?éonﬁqnlﬂé]’%tﬁlg% e corr'?p]uﬁ%s and the like.

hout a Wi red connection to ’ransm
Emb@dlamtﬁ Qﬁtlafi llwwltlona}aywwreajrectweﬂan gestditangd bomputing environments

e O A e o B S B Bt b 5o o

commemeytmnsmeembfk Ihhelsribeted Yompasen Eﬁv1P@MnﬁﬁHﬁ@Fra§ernB§ules may be
locat g(&bgua ion of the randombit stream nor nal
oca 6% ocal gud repagte FReRIY SiARSdPVESESt he recei ver and

MBfooRPr Flithdrhiforé @aehoiRhedtd of HRGHVQRAGHAY Be bi€ticed in an electrical
transmitted bit stream w thout needi ng t'o exhaustively

circuiteompaisingHsurls) eéeo@qoencs@qn@ﬁe,eyckw Qmeuegrg!eed eleatropic chips
I t
contd&ﬁgggﬁﬁf gé%? az‘:%lg%%fts fliZ ?r?%?\:} {ngéroﬁ% g% C:)afsn%g]g Cﬁ)lp containing

electyomiceelements qnlmmmmnessme anbodmfmtsrmmhb emfetnaeﬂ nfily also be practiced

usin mjtgzltgl & $1 Tcapg.[)Fatc# legeéel 3 3@?; oyggeé%{]qnglés%%ggggegample AND,
OR, #RYNOA, ingedingbitndtaiRiesEbo Hh&:haRRRED bpHad] aﬂﬁlalcOQﬁ@h&hxﬁﬁn
active sensor result for each contai ner surface €. g.

technpipgies. lnerditing, cabedisyentsyithe breptionaeyibearasicsd wu@m ageneral
purpé'@)boﬁﬁ)ufté%%‘i"% %]%/ Q@lteﬁbl?clﬁts B@?%te\frﬁ result for each

surface. Seco he surface fevel active and
pa$8Rl eEn@gdlm@tmizthbenvmem foF Emhplyb, may be fxeplemented as a

comBRBFAISE (LBl A6hl IR R B EuBR sveh o
comp(um'ujrobgraai prnguw drlttohlpmed Iréaylalalﬁdnéﬂﬁi | The 8&AH@er program product may
i nf or.mat.i on overal| container breach

to
be a Gl " HRRE MIE A PR ERpoker SHUGHH 371 SRIRAing & comguer
grEinGz:f iRGnixgioaw o eetutidpen €drsiter ﬁfi’o&&sal‘l‘he Zompaet %?J§§m product

fusjon. The actual fusion algorithnms may use sinple
may lgQ P?]@ pgqnagﬁ@@s%aabqan a sapicexcadahle fly a computing system and encoding a

computer program of instructions for executing a computer process. Accordingly, the present

invention may be embodied in hardware and/or in software (including firmware, resident
software, micro-code, etc.). In other words, embodiments of the present invention may take
the form of a computer program product on a computer-usable or computer-readable storage
medium having computer-usable or computer-readable program code embodied in the

medium for use by or in connection with an instruction execution system. A computer-usable
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net wor ks for exanple. Tanpering Resistance [087]
Consi stent with enbodi nents of the invention, tanper
w0 e®BessBt nmechani sns may be i ncorporated i nt oP€EUK2007/001364

the sensor subsystens. For exanple, the door status
sensor may use a randomy generated optical code to
prevent the introduction of a false transmtter to
simul ate the door closed signal. Oher subsystens,
incl.udi ng .t.he ultrasonic and EMIL. sensors, ., mray use .

or cqrFIEIEATRRIR Taadii FIeSi e RS HD Theten Capain, stosg gmmunicate,

propaghté, hertrmesort GRYIrbHYmRY uSObY i i dRntdHoRA Wih the instruction execution
continuity | gop that can be interrogated to ensure

SyStefih PPHRBISe 9h1¥1§% stil|l connected properly. This may

pr @939 e Tha & | ; |
b 053 THE sEfipter bt of bortBu @t Etblclfedilih B B i6r example bus
not lyaied tol he elet@6nicompgreticnepticatymleatromagnetivy idfdred et semiconductor

ersons., Power to the system.na actiyated via an .
syt B Rt Fo ot B PRI G HOHeGP B OHP Y g eadable medium
exanfled @ndn-dhabgivedisty) tRednGiuterWeh IS mBERAS fHaPInude the following:

secure encl osure_housing controller 125. Mreover, all

an elggiFieth ENPEHIWSIATIE Wle HaRoIsaviEasne opTable computer diskette, a random
acceRTR&ARATR AVHOL Péaﬁ%nw&(%g}dgi@lﬁdgp&?ér?i%ﬂl?ﬂrgfgf%able read-only

envi ronnent al” condi ti‘ons : tenti ona
memgrhefRR O onblash memorgnaeopticad fibbn iahd iportableadompact disc read-only

bR 0h SEAL RO U 0 5L AIEOA A cou

eventbe rpases aothmissitatlemellimnt hpswhech 180 BidpPdrh €4 prleed,M\he program
be m%unt ed to co%jlaai ngr .105 using a base plate
can Be GO @Yy PBI B VI% L3N iSRS FnPPRSR s7anaing ofjthgpaper or other
meditB, idndonpifdBterPeotd, bf bidist Brdie6aahn W i
speci al iozelle1 toolgr.9 The int egrlist gr of con?rglh{i%rﬁ r&agpgr, i
necespgiin and thepesjonsd imp apmpuistmesiony a sensor sinilar to
th u a [ eac . .
o DR, BF tne Hlen b ilfork 0% P LaRE arTped sbove with
referermedd blapitdisgrams entbod bpeatienad fllushatibmyefhehods, gyagna and

dul es may i.,ncl ude r.outi nes, .progrags, .conponents, .
comg3e pregrah biorHErs SEcRId OB R Py Rens L ieaY dhafunctions/acts
notediiythp BIGoRE MBS COMRIT tReASSr &Y sholiain 9 ¥1dwiRhA MBS example, two

articuylar abstract data types. Mreover, enbodi nents

y 2
blockstshppa 1 syeqcerion myB &g Pasxeaied swbstindiberorcurrpuidier the blocks
may SotasEHLSBNEL QU elih MSreviRE Bﬂﬁhr&g Badds GEJ)IQ t}%%éfrx&ﬁ)%’ality/ acts

_nultiprocessor systens, m Ccroprocessor-base
involyedgr armabl e consuner el ectronics, niniconputers,

i aR.:co e | i ke, Enbodi nents of..the
R L
embaslgmpnts ipnay ensti Fontremiceyditioagh askbsdiaiitPef the presentiMvention have

r,enok e .processi ng.devi ces that are linked through a )
been g R 8 Br R HEA) YD CA R QTP i FISHEH S ABSE Fghee mediums
data @MVAISOBEEBEed i QHeAITERIthE&SyPEYo R mputer-readable media, such as
secondary storage devices, like hard disks, floppy disks, or a CD-ROM, a carrier wave from
the Internet, or other forms of RAM or ROM. Further, the disclosed methods’ stages may be

modified in any manner, including by reordering stages and/or inserting or deleting stages,
without departing from the invention.

[096] While the specification includes examples, the invention’s scope is indicated
by the following claims. Furthermore, while the specification has been described in language

specific to structural features and/or methodological acts, the claims are not limited to the
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| ocated in both |local and renote nenory storage
devi ces. [091] Furthernore, enbodi nents of the

WO pwengs3an nmaybe practiced in an el ectrical ciPCUU$2007/001364
conprising discrete electronic elenents, packaged or
integrated el ectronic chips containing |logic gates, a
circuit utilizing a mcroprocessor, or on a single
chip containing el ectronic eIenEnts or

m cropro dj s _of i nventi on

featufis or Al Gesy St o RIS Ch iRy cYTS A dgperibed sbove are

dlsclﬁﬁdfd%femlﬂ@lé RiefMod RIS BB InvEBnas, for exanple,
AND, OR, and NOT, including but not limted to
mechani cal, optical, fluidic. and quantum
technologies. In addition, enbodi nents of the
i nvention may be practiced within a general purpose
conmputer or in any other circuits or systens. [092]
Enbodi nents of the invention, for exanple, may be
i npl enented as a conputer process (nmethod), a
conputing system or as an article of manufacture,
such as a conputer program product or conputer
readabl e nedi a. The conputer program product may be a
conmput er storage nedi a readable by a conputer system
and encodi ng a conputer program of instructions for
executing a conputer process. The conputer program
product may al so be a propagated signal on a carrier
readabl e by a conputing system and encodi ng a conputer
program of instructions for executing a conputer
process. Accordingly, the present invention nay be
enbodi ed in hardware and/or in software (including
firmvare, resident software, mcro-code, etc.). In
ot her words, enbodi nents of the present invention may
take the formof a conputer program product on a
conput er - usabl e or conputer-readabl e storage nedi um
havi ng conput er-usabl e or conputer-readabl e program

" code enbodied in the nmediumfor use by or in

connection with an instruction execution system A
comput er - usabl eor conput er -readabl e nedi um may be any
medi um t hat can contain, store, comuni cate,
propagate, or transport the programfor use by or in
connection with the instruction execution system
apparatus, or device. [093] The conputer-usable or
conmput er -r eadabl e nedi um may be, for exanple but not
limted to, an electronic, nmagnetic, optical,
el ectromagnetic, infrared, or sem conductor system
appar at us, device, or propagation nmedium Mre
speci fic conputer-readabl e medi um exanpl es (a
non- exhaustive list), the conputer-readabl e nmedi um nay
include the follow ng: an electrical connection having
one or nore wires, a portable conputer diskette, a
random access nenory (RAM, a read-only nmenory (ROV,
an erasabl e programmabl e read-only
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menory (EPROM or Fl ash nenory), an optical fiber, and
a portabl e conpact disc read-only nenory (CD ROV .
WONR108/08433¢ t he conput er-usabl e or conput er - r eaPiEbU82007/001364

medi um coul d even be paper or another suitable nmedium
upon which the programis printed, as the program can
be electronically captured, via, for instance, optical
scanni ng of the paper or other medium then conpil ed,
| rpr r otherwi se processed in a suitable

WH : essary, and then stored in a conmputer
mepory. A Q8thbd ErbadbiBining Ldtrdcife BE&ERNMhe HMESH Eprising:
for exanple, are described above with reference to
bl @kingiasgremspratifed in reytarchunavith b costantfiagnenafsignal, the sensor

- . ter progra roduct s .
com{FRAe T AR oer AP B R B the firt conductive
elembntrisfinpndseatisilypiratiel with i dtetkeondaytivcsbmetth s@ihding wave

t he .order as show in any flowhart. For exanple, two
pattegy g%lR% ‘%‘{ﬁ’ﬁﬁﬁi op ﬁ“%ﬁ?@&%@%}i HR crasfantiraagercyienal seflfcligg off a
termindl6h PBint F the sepfrur rently or the bl ocks may sonetimes

be executed in the reverse order, dependi ng upon the

f umeasusg| at dgpstenescharastsristid of flegBhsafsiaiseddur thaivnltage standing wave
ghadi ments of the invention have been descri bed,
ot’her enbodi nents may exist. Furthernore, although :
e nibsdinmpintgsthatf a brieeclphasseotureditethe isoncthraehdretie measured at least one
descr.i bed as being assocjated wth data stored,i
chardgelGHSHS VEES ToRdt PEY Qp sy fmmaty Albsbn pragelerinagemount.

stored on or read fromother types of

conput er - readab) e nedi a, such as secondary storage

de¥i ces Ihf methadefelains kswherpigisiving thesenspr cgmppsiR@ihe frst

i \ f . .
Com o DO Rl oA RATE Slonfiy, SO 2 lUins e Splor
comprisdiig thedirstreoadyctiveraienenti and lthelsscgnd yondaotide elengns beigg $n a grid
co rléﬁy inserting or deleting stages, w thout departing
rom the inventi on. [096] While the specification

i ncl udes exanples, the invention's scope is indicated

by_the % Il owing clainms. Furthernore, while the

speci fi g? daighl deage sty ingthe Sapi9s geo @ peckinthe structure
e o e R T e R

descri bed above. Rather, the specific features and

acgs de [ | scl lLe. .

crod oy FRa AR ERL Ao AT &R FARTRI A ip mtructure
comprise lpividgthe detsor pravidgl ia tht stoetture@ohipeiaing, a sHigping comdiner.

conprising: driving a sensor, provided in the

structure, with a constant frequency signal, the

sefisor ThemiettRidf okaifd T,SVhdtORGLTR/ Y e SLRTR ProadEl # the structure
second, conductive el enent, the first conductive

comprisg detying fhp SepsorBEAvAdRd 18 the steugture|cempysing  $épries serfainer floor.

conductive el ement, a standing wave

patte

6. The method of claim 1, wherein driving the sensor provided in the structure
comprise driving the sensor provided in the structure comprising a shipping container floor

comprising one of the following material: wood and non-metal.

7. The method of claim 1, wherein driving the sensor provided in the structure
comprise driving the sensor provided in the structure wherein the first conductive element and

the second conductive element are sandwiched between two layers comprising the structure.
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pattern being induced on the sensor by the constant
frequency signal reflecting off a term nation point of

WO bs®gs3sor; neasuring at | east one charact eriBCT/USWD7/001364
the sensor caused by the voltage standi ng wave
pattern; and determining that a breach has occurred in
the structure when the neasured at | east one
characteristic varies froma previously determ ned
val ue by a predeterm ned anount. 2. The nethod of
claim1, wherein driving the sensor conprising the

figst congusdthoEordISRE N whGEint dMeerifRBPIhA Ql@lb&%&&ﬁ/lﬁas occurred

el ement conprises driving the sensor conprising the
comprises detepniies thae thelbseashthaa recurted, thedueathoomjuisitigan opening greater
¢ ' Ny rid configuration. 3. The nethod
hangpﬁgﬁg%ﬁﬁggﬂ%ﬁgBgﬁﬁgﬁ??%ing the sensor provided in the
structure conprise driving the sensor provided in the
stguctu conpr | sj an enclosure. 4. The nethod of o
ol &1 m 1. TR B Sty bR erEmIBsASHng At deat o7 qiEacteristc
comysiidell edE@-GOMR at st \thR@ciehiStiS B0AAfisiRE WV Ie8& dnb Bf i following: a
structure conprising a shipping container. 5. The
locatigm ¢fgumaringma vaitage Riiel aidr leestiamef 2 minivens orltage peindettie
sepatafloh BEtvtich ¥ G GPIPhE Sfxithlnd ta%g ﬁoﬁﬁ a <? b QHof%Y the
~In the structure conprising a shipprng con alner
minifaugoyeltage pdhd, aret hatioalf achaiimuin veltepeat thedhinviiign Véleage point to a
. .sensor,. proyj,ded. i.n the structure conprise driving the
lnnu%%ﬁgggu%F3¥Pﬁ@ﬂ"?ﬁm?ﬂgﬂgg?BeFﬁre conprising a shi ppi ng
container floor conprising one of the follow ng
majerial: wood_and non-netal. 7. The nethod of claim
1, LQher & sys'GRt fr dgterrEing f sErctpredvrende thersystam comprising:
St4 Hehldrf stoPdJRFf bs®e driving the sensor provided in the
structure wherein the first conductive el enent and the
. setpirgessgiunt ¢oupled torthe mearaay starapsl whetibthe\wearessing unit is
S conprising the structure.8. The nmethod of claim
Opem%$¥$éérein determ ning that the breach has occurred
conpr i sésvealesarsot, provgdéciat the bgudruea ohthiiaconeGatfre@fncy signal, the

the breach Cog?rising n.o eging greater than_nine

S VY RETGIY 7 1ifs EORPIHEE leontndrh secrpd RORIUSHve plermsnt, the
1, firehEdrRiubti Ve aistHehBkih ) %&Eanltiﬁﬂ?baﬁﬁgl GHRHRLEs A BLdRiuctive
conprises neasuring the at | east one characteristic

c FipmeRs Agtaadingayae netterndreingindpiotd emihegenser bytla ¢anstant

Of fréh TR FUM | . a | l.on_of a m ni mum

vol e?qage 3|6O| ntl%g?%(g&gé’gg% gghn%%q'ggtp\?grg%’tftt %eesﬁn%%rat i on of

t he maxnseswe of leay onp charctanistid dfithe saabi cansed by fie voltage standing

M i tt\é?A;taﬁge point, and a ratio of a maxinmm
vol tage at ’the maxi num vol tage point to a

determine that a breach has occurred in the structure when the measured at

least one characteristic varies from a previously determined value by a predetermined

amount.

11. The system of claim 10, wherein the first conductive element and the second

conductive element are in a grid configuration.

12. The system of claim 10, wherein the structure comprising an enclosure.
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m ni mrum vol tage at the m ni num vol tage point. 10. A
system for determning a structure breach, the system

W@ 0p0sssBNg: a nmenory storage; and a processi NRCTOE1007/001364
coupled to the nmenory storage, wherein the processing
unit is operative to: drive a sensor, provided in the
structure, with a constant frequency signal, the
sensor conprising a first conductive elenment and a

second nducti v Lement, the first conductive . | i

of Lhront THE AR @b Slaim 10a Mogropa e Sr2Etap PmPHRSs Sebipming container.

conductive el enent, a standing wave pattern being

i nduced on the sensor by the constant frequency signha

reflecting off a term nation point of the sensor;

megagur e t a LSt Of.: - .

calEed BaeenEan o Bafn 107 WAEHR i dyicfle bl SN Yhipping container
floordet ermi ne that a breach has occurred in the structure

when the neasured at | east one characteristic varies

froma previously determ ned val ue by a predetermnm ned

anmpsint . Th systhig oPXRiAM00vhel i el t&hpriddd@ shigpite container

conductive el enent and the second conductive el enment
floorgogpriging ¢ of the fiflloyiramapaials woottpmdpstmetebf cl ai m

10, wherein the structure conprising an encl osure. 13.

The system of claim 10, wherein the structure

cohfpr i s@heaysém pbichagmdon tvheredt thelffrst cddndustyst edemeiiit and the second

cond B SRR L 0 SO 5588 LERLN

the structure conprises a shipping container floor
conprising one of the following materials: wood and
nohl-met dh¢ sygem phglain dOe ihgreir fhgi tipach, copppsisiigan ¢rening greater

than hideShus@nlie iy the@l:GPRRE. and the second conductive
el ement are sandw ched between two | ayers conpri sing

the structure. 17. The system of claim 10, wherein the

breach ri.sin n ening.greater than.ni ne square .
niies TRt 7ol 0 et % epl ¥ e e Gorprioes at
least whe bEthe follewaig: bheasition dE aGhaimubeydlfdge @olid AHd kI6&tidh of a
. .least one of the following: a |location of a maxi num )
mMIMIpYR YJEES SO BR GeRAFRTERGTERCb e orAtion o the ey iayun voltage point
and th91d¥atioh B@f&qﬁﬁﬁlﬁmnqtrmeg& PERR dnld& 1186 BF h AuBhuiWoltage at the

maxi mum vo t_age pol n
maximum voltage point to a minimum voltage at the minimum voltage point.

19. A method for determining a structure breach, the method comprising:

driving a sensor provided in the structure with a plurality of constant frequency
signals, the sensor comprising a first conductive element and a second conductive element,
the first conductive element being substantially parallel with the second conductive element,
standing wave patterns being induced on the sensor by the plurality of constant frequency
signals reflecting off a termination point of the sensor;

measuring a plurality of characteristics of the sensor at a plurality of locations along
the sensor, the plurality of characteristics caused by the voltage standing wave patterns; and

determining that a breach has occurred in the structure when any of the plurality of

characteristics varies from a previously determined value by a predetermined amount.
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and the location of the m ninmmvoltage point, and a

rati o of a maxi num voltage at the maxi num voltage
WEoi0sNsE3d4 a nmi ni num vol tage at the m ni mum vol PEES2007/001364

point. 19. A nethod for determning a structure

breach, the nethod conprising: driving a sensor

provided in the structure with a plurality of constant

frequency signals, the sensor conprising a first

co uct i e el % and second conductive el ement,

fir ?fg{’ﬁ? e §n’€h%rewﬁfg€u§laa§heemwam 9f characteristics

comﬁﬂﬁeﬂd]ﬁsuﬂhg thetph@raB8CANGaFRAMHIALd é’cﬁnﬁjls?ﬁgzﬁtleas? h%] drpg following:

wave patterns being’induced on the sen

a locgfign QF  fyaximumGiediagapoint aedie fedption gﬁalrrgnmafm eoltagegpaif, the
sep a@atfgrﬁgﬁ}\?%d tﬁ@ lcﬂ:gt{r1§11(i: gﬁ%ﬁ, i %Hf%lﬁa ggﬁ)g gpd g}ealgcatlon of the

mlmp‘lum ab]tagp mwfint, aoba taviosofal magintuhe veRaERAI the Mexidush #bitddk point to a
act rISthS cau ed by.the voltage standi ng wave

mlmg};\utr?g? r&&?’é’flmmf?&elpﬁﬁ‘c a breach has occurred
in the structure when any of the plurality of
characteristics varies froma previously determn ned
val ue by a predeterm ned anount.20. The nethod of
claim19, wherein neasuring the plurality of
characteristics conprises neasuring the plurality of
characteristics conprising at |least two of the
followi ng: a location of a maxi mum vol tage point and a
| ocation of a m ninmumvoltage point, the separation
bet ween the | ocati on of the maxi num voltage point and
the location of the mninmumvoltage point, and a ratio
of a maxi mum vol tage at the maxi mum voltage point to a
m ni nrum vol tage at the m ni num vol t age point.
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