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WD 2004/ 090778 PCT/ SG2004/ 000080 SECURI TY SYSTEM AND
PROCESSES FOR GOODS SUPPLY CHAI N MANAGEMENT FI ELD OF
waka40MIENTI ON Thi s i nvention rel ates to met hoRGT/a6zZh04/000080
systens for inproving and/or certifying a 5 level of
security of transported itenms, such as cargo and
containers including shipping or airline containers,

and for secsnewmwsmEMAmmﬂssEsmer al .
BACKGROUND ART Recent world events_particularly

murders per pSQAPSPURPL ¥ GHAINMANAMEMENY o an 10

ngﬁgjégspﬁg LGNERS of the need for secure nethods
systens for transport of itenms such as cargo from

a sdlhis mventtat tebatestto naetithels tand aystons fo‘frimpls)wmgt anldgor eertifying a
0osi ves and ex I03|ve

t I
ley o sFouciti Rt kansoaried HBr.Gur L o Cugh ShepuBanes 1t R shipping

orfair %Rk QBRI Ers A ﬁ@Eecﬂ%ﬁﬁbl?'cﬁaﬁﬁﬁanﬁQé@&ﬁ &k GerfepdlSi NQ
great concern to societies as real- istic threats.

Mai nt enance of security throughout the whol e packing,
e 15 livery process is now consi dered
Bé@WMe integrity of intra-state, national
and Reuaht wetld avdnys panficilayBt morials p@qmdateﬂrbiypmrim hakleded to an

. recent Custons-Trade Partnershi | ns rrorism
ingeatipe aiaeassTEAe e fgesrig éF&P?P&ﬁt Gritems

suthP aSdfroo FRUTE 2 $664k %Jc%tléﬁ‘ﬂ) 3 H@stfnﬁt"i’&? ’Px%HEBéW By ot Rr terrorists of

enhanc€& border security throughout the inter- nationa
explispley anthakplosiverdevitasy kthadxpemicel and bta}mgfcabsulnsenses and even
br o war ehouses

PR e g EAR o0 S AR Balhl PRy B
1sﬁé1auea$§ CMagntédave of seﬂ@x@@&hﬁﬁg]@cﬁﬁ%& wh&@qiacmﬁg, tREHG and de-
(which includes | and, séa and air trans- port

11\teéff provasssis nemdcqsideradidesitable 4o thspintrgriso At sitiestate, national and
pa ('thL!lr A I;\I%ecg%%%ona? (ggomgg lsgl\ll) él%%ﬂ}éer thg qgéernt c%l%& ?n f’?{adg Partnership

Fradé envi r onnen

Ag’(ﬁﬁétlm&@ﬁﬁnbﬁ@céﬂ‘(@ TRATS hiybde-degelbpel By safperatiod of US Cus-
ef fective shipping and transportati gn system Parti

topgiepivEreg end tb@rtyadém@sm@ﬁy &p%bafl?eal?@ Frseeity dgqus t the inter-
na“u%ﬁéﬂ' § gﬂaﬁﬁ‘ ?@Hﬂ ghﬁeﬁp&l@&g b BB REE] s‘ﬁﬁéhéf@ Bidkers and

securl any point In the
Wmhhmmsﬁs hmt;mrtmzaparmmai tht pactessasywhik ag imekotrscsemwsr |lijisermg the

sefindton OF Eogk sapbr PR afe i Rl Py ot RR B g trans-

prEfedhinal) agd @aﬂh@ulaﬁ}d lshippinglc@atairp ﬁacﬂﬁ[@ I IRowbils ks va9 desir-
The ‘above back &roun Is not intended to be, nor

abiuilacbonfidens ané peagpessive irade envirpnmentii Rastisiganty fn thedndustry re-

R AR A BRSSP &b PRl By o etivery of

shipped/transported goods are requiring more assurances that items received do not
present a security risk at any point in the supply chain.

International trade may be expected to triple by the year 2020, exposing trans-
porters, shipping lines, freight forwarders and importers to increasing scrutiny as a re-
sult of real and perceived risk.

The above background is not intended to be, nor should it be interpreted as, an

indication of the common general knowledge pertaining to the field of the invention,
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but rather to assist the person skilled in the art in
under st andi ng the devel opnental pro- cess which led to

wo b@siosoreti on. It is an object of this inventPCGRSGW04/000080
i nprove on current security processes and op- erations
enpl oyed in the transportation/shipping of goods or to
at least provide a useful 5 alternative thereto. It

buit satherfto asdis theypatsqor skiliedrie dheodrj fcindefstandmgphe derelopmental pro-

i nventio tg Provide a nethod and system for

CoBt BHC il‘ﬁgtoft ¢ IR £ abl e | evel of security of a
g00ds jsSIH UIBR bf Bis inS QMBS0 Mok bn %ﬂﬁm’c's@&uﬁ? Pf&c%s%@gnd op-
and verification and certification that security o

erptinns egwdasd g therismspdration/skinpingiof gaddsext to At loasy pravide a useful

i t transit operation. 10 A further and preferred
al%g}aglgf?[i}eéet?'o provi de a secure supply chai n managenent

met otk anathey sicphefcDldVBIRE 6Fthé IkestNVENLLON tABESdH Dehethod
to one aspect  of the invention there is provided a

andetyitsE 690 providing fors pergifiable lowal jofysepnyity eafus igp9dsoshipment at
' he. ncl udi . .
RS0 BN o TS OSSN ARS8 Ry o
gostioslipgentdiaa badmudinparedithrotigli a sldemeit ttdnaid bpergimd s
shi ppents, the system being capable of interrogation
to r/gff\niﬂée@@ngﬁaef%\?%ﬁ oBjpetds LB VIS PeoePHs FHBIY CBFB panagement
métib@hiPYAlhPn | ocations and/or at different tinmes in -

he shi'pnment transit process, 20 providing a secure
prem ses for preparation of shipnents, the secure

] i [ sical security structures, a
SW@F gglgie@g]éshg’gu 'ty system nonitoring systens
for Agwiding theneRpEatof tixsinveitivnrthéb és provtded @Smethod of provid-

. recording data transfer systemfor transferring data

ing gnéhgerHypgsganity sheeads shigmsaissiba mathqaddaeluding tha freepsses of:
per - I ] ‘ I LWL by .
B

tifeybbr gddde nbipatentshihe pygom deimg dapae of infgrogeiiols o wirieve and pro-

.conpri shi nt .at the, secure prenjses,.J.ncluding,

Vi sl data g afteres divemnestionlgoe S o of of iRt times'in the

Shiﬁm@%ﬁﬁ?@%g,ati ons under supervision of a conputer
progranmred inspection nonitoring system recording in

t he hVigmgm sachfeqnamised forsyrepasai datlashdomnends, the geaue premises

B I T L

sybtegis sfor paitoriof opeedsnaivithiie tkepieftsep) &Mt s@drding |dudi fghsfer
per f orm ng. physi cal securi n% processes, and perfornmng '
SYsterntos g leaingsdata fq he reserted cpncerning personnel identifications, per-

sonnel movements, personnel activities at the premises, and concerning goods move-
ments and operations at the premises,

inspecting goods to comprise a shipment at the secure premises, including per-
forming at least one, and usually multiple, inspection operations under supervision of a
computer programmed inspection monitoring system,

recording in the shipment information system data concerning the nature of the
inspection processes and the results of the inspection processes, '

securing and certifying the shipment of goods at the secure premises including

performing physical securing processes, and performing technological securing proc-
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WD 2004/ 090778 PCT/ SG2004/ 000080 esses to enable
detection of any tanpering with or danage to the
w@bopgioeErlrs securi ng of the shipnent or ot her pPSEBG1084/000080
conprom se to the security of the shipnment, recording
in the shipnent information system data concerning the
securing and certifying processes, 5 nonitoring Fhe_
es%@ 1P BRAHle UBtettf NS dnyahihpéridgerith bf dihggeswctic @hyvielissmsing of
y identi- fying the shipnent, identi f¥| ng.t he
th¢ sipmerger ofhet hessife eorepromisgriel thedaentity pF Hig shipsesbcu-
rity conditign of fhe.shi t i A% {hB stdSing and
Shi SREREE i S oy bt A AR sy s B E CRIoClt 8 skitfing
celiESMbtpSoRbsebhe  shi pnent nonitoring operations, 10

whereby the nature and security 'processes and . . )
operfa@l%@ﬁjélg fBe ﬁlgiPWﬁ’élt @ﬁrqnﬁlg aha%’&a@ng ﬁﬁ“?) RESHTS RFYiseg by identi-

BLEH, $&5i r AW (B BEsALEN ind anglifyig @edecu-

B S e R e e T The
ritglebpdition of the chipatenpandyst em i ncl udi ng at the

destination aof the shi nt,. e [ i C L Lk '

b e ehtan e ) SRl Bk P B2t o o
sidherkt RRRIEIAG oStk ansf er systemis operative to

transfer data con- cerning personnel and goods to an h

operwharehns ther patispearidoseckutyr ProgesseHing RRErHARSPerirmed on the

secU-. rity verifl ' ' f ' a8 Phransit
st st S bosaBb B A BB LORL AR NRARA an Pl
oreadas pirepestabkyd adnperifisé it ahipmekegifermagan sygun igcluding at

i dentifiabl e shj pnent nd t

o Senit et st aren s, ond gt L Rk 9 AUy of

Shl Qymation sys 20 tem Also, preferably the |inked

a include personnel activities at the prenises
whi Clrefepatdly dlssrecomlinridata trhnsferesyisiegpiscaniesilve e imapigndata con-

performed on the ods whigch areg.in ! ' -
cFRPE ReBBH Pl eor anerearar SOuhCiosFlioRd st pfig forsecu
ri%t‘x}e?ﬂﬁﬁlﬁon FheinRERigass Pfrpbdespeetiys@endbthraiata conbedmg per-
Itiple inspection operations  selected fr.om,. V{)Isugll ts
snnelpth oo PrayRbIY. oAb HSAD RRERLH: deeatfbis Shipments
I eClL| S - I infi i -
ol B6 P s FleRRE L LopaBF Rl Bmment infomaton s
te@l. €A RG @ fratty dleUnledat imnbtdel pertotied tai-vifisspidhe premises which

wigsistbadofcchifteiey Focig apapiredio Bt ooy e ae i
9BQER drytfch CHAAERL beiilarlaRs QG U8 @i lldbee Shthermnt

sel ecting from miltiple pro- glrarmed_ I nspect.ion )
oper &h¢ pneceat of émpectipgegdods pean ing dgg@\a]@pleowspecuon operations

ropriate for such 30,g900ds : t -
sRed Bbng vimaP kel tps RRREH cerplhify TRt 8ftelddtchl Blspections, ro
dRatieglye thshctionpe Q%Pdﬁﬂ’t@.&e’itchémﬁzamtestd; ecleadenl earpiyses, selsfactory
where 't he sel ected inspection operations are
evaluations, metal detection, and explosive detection.
The method may further include the process of classifying the particular type of
goods to be included in or to comprise the shipment and selecting from multiple pro-
grammed inspection operations at least one inspection operation appropriate for such

goods, the method further including the step of routing the goods through selected in-

spection stations at the secure premises where the selected inspection operations are
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3 WD 2004/ 090778 PCT/ S&004/ 000080 performed, and
recording the particul ar inspection operations and the

w0 e®ul9E78 her eof at each station in the shi pnmeeit/SG2004/000080
informati on system The nmethod may further include the
process of perform ng an el ectronic secur- ing process
as the technol ogi cal securing process, the nethod

perf¥einddi e bhRdiRE W patilar ByReHiGS bddgtiche Gng HighAkhli@ereof at
to at least the shipnment information system any

eachsfation igthe shipment ihénrwatien gistedanage to the el ectronic

¢ nor T4 BERP8 A dbbn e FORSF bt Plsringig Bt BRbASH scour-
in¥ Qrbdeyd MOHhS eeinblogicef segRES pobéss B sethddiackyittgetive process of

I'ncl uding; a shipnment informati on systemfor stori ng, )
defeating b6 signpling ite af lgpst ithpevhinmend ppfarmatpngfysiga any tampering, -

teffg}egg%egg&matggg%ﬁ%%ge% gi;pg capable of interrogation

rieve~an rovi de such data at different
| ocahcandingnol/aofurttief dspeandf the meeeniion theee shprovedet a system for

transit process, a.secure prem ses for pre tion of
ProR AR RS isettiPedoakt SdRmaTD iRy BRySE)

secuf ishinihi YabHhARn &sREL SANRBln@ RS SHoue PaFdular identifiable

system “nonitoring systems for nonitoring operations

gauds shipmeehis, the eysitere deing sapable efdvtetoarfiande acttiewhafdgrovide such

st for. 15.transfer.rin . 1
R R FeR o bbb AREP et P s oo gidiStprosess.
Ment $ sedied BRANSS fOf piephiaties odkhiphents) trissere paadises including
concerni ng goods novenents and op-. erations at the
plyistsal eeeutity AIEARITOP PRIFMSERICRY SSHBUE SYSRIRpRIQImEsystems for
%Hft&?ﬁ‘gng htidnl SRR Yhe pRIETEsS §8d BYrec@@InyOdd BAndbr system for
Peast fone I nspecton pPocess on the goods under
trsusffariug satarto bk recordat cadOempinggrerypnoejridentidigaiionsp persomngl move-

noni tori ng system ans for recording in the shi nt
R P HATCH Ay SeRIT B BBt AP A EHaE E0ar e gt ahd ob-
etaNSREL HiOReRls8gesses and the results of the inspection

processes, neans for securing and certifying the

shi pmesns fof iggpeetingagoodhéo sewpiite pelipmenisat the speydp pEpmises by

PRl RIS 0 SRS gt con

pxﬁt@f@l@%ﬂaﬁﬂnéﬂ ih$peafiotimpageaitsyblam, physi cal securing of
the ship- _nment or aqther possible conpromse to the
secuficess BF reersdiagiip HBh SLIPHSHh MIPERIPR SHHETNERR GopgeEning the
. L ) : - o
oL B R T ARG R
Wi t hmichies foasdducing and sértifyiegthe shipmment H6 goodsrat thuer sagyretrivemises

.shipnment in transit after ]eaying the secur rem ses
(B PRI} PR CHESH BTt e BTk RETTRE Hcans to
eh®EAddt Qo fof bR tilPINB R¥ith G Whniad@emd tHeYihySical securing of the ship-

ment or other possible compromise to the security of the shipment,

means for recording in the shipment information system data concerning the use
of the securing and certifying means in connection with the particular shipment,

means for monitoring the shipment in transit after leaving the secure premises
by identifying the shipment, identifying the location of the shipment, and identifying

the security condition of the shipment, and
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the security condition of the shipnment, and 4 WO
2004/ 090778 PCT/ SG2004/ 000080 neans for recording in

wo b@4sti7psrent i nf or mati on syst em dat a concer ni PQI/8GE04/000080
re- sults of the operation of the shipnment nonitoring
nmeans, whereby the nature and security processes and
operations perforned on the goods shipnment at the

SeCUE &P FG TR g R tHe MO Hifosilina Gyah daansbntagingnble re-

transit 5 operations can be checked and verified in
sulthef thkoperenion oithe sipmegmeytoragmasss,udi ng at t he

desti.natiop of the shipnent [ I £ j f

e TRgE” B it e, B prBOA B SR B lon the
goblls shipmehthe khaseRipranidvd slebthesughositsabsauemrhahdling disl transit

secure prepara- tion,

operatignyyerses ahepindertd V@ngiljff the lﬁ@%’%‘g{“ggfo aggri %%?e%?‘ fngﬂlding at .
‘chél %esttingﬁ 0 %? Ll Elg?r'neﬁ) erﬁbﬁxfgc H&ftﬁ@tﬁﬁ)‘ﬁ' SOthE asdl idtYsetRY @F that
£ S and/ o 0 d

e conten r details the goods are verified
shipngknt.ecor ded, the shipnent is seal ed and an

ST IR, P A TR AR
tioM8h N1 5ldRags hiNREpatétBosdlBd s (sBipnieat ® belibansported, the installa-

_non-intrusive inspection prior to and/or follow ng
timaatludiggas appropriate; a) visual nonitoring nmeans

capahl e of scapni ' i -
St Biicrud PR RCS S 8 cBAEHG AaRERe I of the goads are
capabl gegfied giehtdchidedgtht hRipnenals swmledfandhe identification marker

identification marker W thin and when | eaving the
i nst al PBah a5 tag irpbedite the SAREYT i ng and i nf or mati on

syst L Bs; ' LG FBLREY kNehnip bt is Rubjetted to a
i nfo %ﬁoglnlhgg%?%r Sgg%‘tgh??%mg] 1) tﬁ% veri ?i. catlison jEaen.d
r ecor dabh-amnsivetihgpecton mivrdo ambidniolldwing sealing astappropriate;

‘goods; i), the.identificati tect.io ; o
i i )as)o b’f%u%hﬁ’l‘wo%%&: Eﬁ?ﬁ‘soﬁas"agﬁd‘)d%%?%‘%g 3????%3@ P?@?nn% E%d -
nat ur e spéctioNgacipdds or  shipment or fromthe
verification, recordation, inspection or_mar liler ]

i dene)i fidentifigationn dgieivasmeans ¢apablsrthilentiiygc theglocatipn of the

reert STIBNG A PG S BORas na i
t r angparhedteinganpiofoassied dysemnstoring and displaying selectively out-
putting information and/or data from:
i) the verification and recordation of the contents and/or details of the
goods;

ii) the identification detection means; and
iii) optionally exceptions and alerts arising from the nature of the goods or
shipment or from the verification, recordation, inspection or marker identifi-
cation processes.

In another aspect of the invention there is provided a method for the secure
preparation and despatch of a goods shipment to be transported once processed in an
installation, the method including the steps of:

a) verifying and recording the contents and/or details of the goods in a moni-

toring and information system;
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30 installation, the nethod including the steps of a)
verifying and recording the contents and/or details of

W0 b@4geods in a noni- toring and i nfornmation SpSL/EG1005000080
WD 2004/ 090778 PCT/ SG2004/ 000080 b) securely packing
the goods; c) sealing the shipnent to maintain the
integrity of the shipnent during the transport

pr 0GRSS. l%ﬁ; ' identification marker such as

a tgag %S“m S |r§ntg%§msis e) subjecting the shipment

t o @)nsmiihgthashipmennopeeintaim the Wntagrigy gF (the shinmaningpring the
the locations through which the goods and shi pnent

prog- LR RIRHTE> i nstal | ati on usi ng vi sual nonitoring
NMeansy; asplying anidengfitAlonthakérdadh i 4 ngto e shipnket; usi ng

an identification marker detec- tion neans to |ocate

and Srosubjesting Hee shéenent 10 & BER-BIUHEP KEPSGHDhi n t he

i nstal -. i an; ) 1@ j i -
and at S0 SebiBe R FpdtboPRELIRIth Lisddol BECRbRRS prog
t he i desst if the adstadlatiomuding vishal auglitosingoeanyri ng and

infornmation system. capable of staring.and.sel ectiyel
out pilt ﬁ%ﬁ@migﬁf%br%é%ﬁ?% SR BRIGERSR Y ﬁeﬂgﬁsg%‘ma‘?afl‘ﬁﬁx‘*“'
g) - 152%_{? EheARNM o 1964t 8 Gn ERGnitEH 18 TRhiiACktRMThAREr within the instal-

prefer y operates in real-tinme. The information and
dat a whitioh; arsly be out put or displayed by the

nmoni.tori ng and.infer- mati .

r ef I}Qc pgon?tﬂgn% merlgﬁ)pn% o %rgl‘n%a?é’ fe%agﬂ?gﬁ? gﬂne:%}?fﬂggrg blyt asssomatlon
pr ogr essth theideughcdtia mdikérahtoapgh amondioring lahd &sformation system
t hr oughout the subsequent suppl

y chain._ The, net hod §
pr ef er tapler of stpang ARt peleRty RO PHIARS P%f@@%@&@dﬁ% flata from
step 20 goods are subjected an intrusive
inspe\é\?iégﬁ%arnltd "to packing. This may involve the
phy sTigainoanatgy ambinfiainatins pestem guefofabiyhepayaiosién rephtime. The

ir‘%iﬂ’%gi&ﬁ g’? ﬁ%y%ghegiﬂly ng%lglglgaqge@@g%%g}a’a@%/rﬁé{gtormg and infor-

mIBEH §R%dN S FBdblyHePER thd E@fen ¥ahamn{ HBehiRems am@ishRogress
transported as a discrete entity or may be further

thpaughdlreitstalgidnoas welk as hooughputrtho stbsedngnt supplissher. wi t h
th i i Sy ER
cont Brgre bl b Tyl pa AR Ippei FEER Preoy tre

g&dddfald BEbjedthd Sn Shiegsiveiaspdotbh pefor ith patkieg.t Mhis ealyiingolve the

of the container. The sealing of the c¢aontai er.maa/.
physigg] gusd/or manual inspection of the goods. The weight and/or dimensions of the

goods and/or containers may be assessed and recorded on the monitoring and informa-
tion system.

The goods may be transported as a discrete entity or may be further packaged
for transport purposes by inclusion with other goods in a container, for example, a
shipping container. This step may involve cargo staging and/or stuffing. This step may
further involve the sealing of the container. The sealing of the container may involve
providing a security or tamper evident seal adapted to deter or prevent unauthorised
attempts to access the container or its contents.

The non-intrusive inspection facility may involve a radiological inspection of
the item using an imaging device. For example, the use of an X-ray device such as that

used to inspect luggage at airports may be employed. A Magnetic Resonance Imager

6
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providing a security or tanper evident seal adapted to
deter or prevent unauthorised attenpts to access the
w@oradetes or its contents. 30 The non-i ntr usiREI/SG2004/000080
i nspection facility may involve a radiol ogi cal
i nspection of the itemusing an inmagi ng device. For
exanpl e, the use of an X-ray device such as that used
. Lgeg eratin@b B et iRGu@Piealthe dsplay for an
(VD ol R ke Rl Ir%ag%{ngﬁ WO 2004/ 090778, .
op&aiht SE2EferbHOBe SRaginyRieyicraycledes ¢ foailif Whprehy anfpgge can be
A L ng.devic i ncl.ude a -tk Lshl .
aisg P4 A5 O ¥ R ATethe yREHEATs Do RV HUPE EE Dualhofihe im
agé &Chdviahh ¥R BPIheaRirpd¥BOE degiatddeanddebipbgrysdpanisdms: to identify
stored on the nonitoring and information sr}/stem on of
angpaeagiesofuch Be therremaypd of ShedirpnfipRgetiorass sYiHRY: fgaddiion o
of | V@i ' A theeHid ity othd Wém.
g aERRaL ol ey BRkIR8 Rk WpaRR R R
st oragencnontraiine insptdiien ddcilityi aml/af the antrestesu tispedtioadstep may
. itemto_a storage container ar, an alt tion in t. }
VTR SRR O oo O By Porsrbae Aty HEE For ex
I dob¥i O dREnd R UTitNEInRHREST thO RerBliesy iRylve analyses
an{pzé:iél:lé gé’téchg%éh‘?rr% 01? Ct gs%ti ng_<12 or subst.ancesfﬂ?\n" th may
foceupdsitest dangersas or danyagitigsthenitats enbiolggisplagents splieactiyp mate-

.pre- .or .post.-packing.of the con e d :
el o0 S SRR UBC S 48 b0 Rl o MR i
tra@@[%giy_ﬁﬁ aheNinabifenntal birodlegiced dagess) sr magi twotvievibe use of

mate rials, and/or illicit drugs. Such inspections nmay
trainpdoinimals math psutesenspapdubtics resi due trace anal ysis

! nVOh}éi {ﬁ?xheﬁ r}ﬁgﬂi&?i#xg q{u&aﬁL S&kT 2Bfule %e\\’dr{é%;s of QIffei&K light or heat
i nvol've € use o rarned animals w tth acute sensory
seAdtiivd tstamersTivecty bs yahdard randomifagedresmg asrayl hengisuad engnitoring
variety of different |ight or .he 15 sensi ti. v
MEH AT, aS_%‘?j’é%?‘gg’ltg A e&?{élﬁg?f%?“é‘iye%l“:@&ﬁ% ydé%l;&l g storege
caﬁhﬁﬁ@ 1R {o0fhi rlﬁonif@i%? SIBN IR A6 @fdt@h ATV Yiuglr monitoring
ave "a recording faculty, such as a digital data
medmsraglerabtyapebides styategieatlydplacsdt amerasrinithe instpliaten. Preferably
i nformation.system The vij [ . ' .
i FPER IS ke e das oo ot PP St molRARe (CCTV oys
tefl) Gy HibH bitly! 13 EqiteolIRE ©f e alsbotiatédr@ithahe namitarieg land kefgrmation
t0 one or nore closed circuit tel evision nit

sy(s@yr\/.Tgy SUPGIAE SPYY Wﬁp]@ﬁt%@; Baviag ﬁpl!ager*sl whc ymgg be rclzgrrespond-
inggséigcgﬂr%ﬁ‘tagguc\ﬂ Ufhel e %pre)&é A4 @Yhni AL T8R! ESRerned by an auto-

e caneras nay cord still or noving inmages,
mati phogray dmtoied dypthednonifging std inddmaationsyistentigs optionally

be abl d/ i |
A PEPDL B bGreNs GOHIPOTCRA B TR S PPy
| nf opgRtdRNmay Bk %H&iﬁﬁeﬁp@ftﬁl aaainkM dafiyad deviepes &l eatayto the

a renpte operator ‘stch as custons or_Security .
mpaiteineid rdEmRsios sysfen. nhlys beasebriufilited tRi repOtH dhe phygcal in-

sp%%{ign Iop e tgocqc?svﬂrg Giid It)(%t {)a%?(%lgsj gﬁc?totp%%ﬁg status updates.

The identification marker may be, for example, a visual marker (e.g. barcode
label) or an electronic tag. Preferably, the identification tag is detectable by a remote
scanning device using transponder or inductance technology. Most preferably, the
identification tag is detectable by radio frequency identification (RFID). The identifi-

cation tag scanning devices are preferably linked to the monitoring and information
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nonitoring and information system This may be

utilised to record the physical in- spection of the
w@owd®9pre and post packing, and to provide stBETISG2004/000080

updates. The identification marker may be, for

exanpl e, a visual marker (e.g. barcode |[|abel) or an

el ectronic tag. Preferably, the identification tag is
syStehees abk RETD Radk@IFOiBy bdQefbaN by tikeiiofRoritsd Mgl information

transponder or inductance technol ogy. Mst referablzd
systhm. Tthe REIDi tagat nanbe applicd dusngthe sealivepyoestiiadlowing packing of

frequency.identification (RFI o T I
the 3EE P GRS ee oL B B B sty Siop Rl rareEbhHleal or
cléBRBhic ke AHathddnfBermiblpthe Fali) 2RAMI0NOGEs electronic sealing
PCT/ SG20047 000080 _system so that RFID tracki ng may
and ghepanpliestiemdo e REED.noni t ori ng and i nf or mati on ,
systg idgﬂﬁicgﬁbﬁ)ft%%a?ﬁ%%@yde%ta@% 8 dHHidRE ch&ifking in and out
sealing process oW ng packing of the shipnent. .
stakfoms.s Bad exagpie, doetag idemyifibeiopestationmeay bespestpdeat egitical location

inA e RBR iR (R e PR R or3h AV ) 20° Syl ¢ afy fpllation o

i B! Jaklghb Qb iddedRphich stkters. Where the
anﬁgg%ﬁi:a?ieé%{l g(r]lbe{t"gég‘en?ray Ijte)le d%t eé?éaebl e byEone or nore

idettifcktion tag isamd RIUD tagt s eheskingottatiopaimsy cbe o dRlflRgsignpost.

i dentif,i cation ti Y _
TiGEE i ISl R Rt B BERE abufh B b iflion may be
mbiitorkd BIMchL @Mk @Ae its eatug lcateforised i tesmalof diei zone frowhich it is cur-

anot her, for exanple between the packing storage and
regids joseled sectors. Wiere the 10 identification tag is

an i ' ' B s18PmBitk Ruch ked
sig r?g%e?%‘ .Etgﬁalthc}é{}g?}gfrﬁgf,ﬁh% ﬁ gtoféogg Zﬁr %cr)f 8 F%%nt %% grhnl pme n(% ag rllj da ° ,e
gddds apd/ope@ssinedr dhglstarige aresmay baniwitorrdybybée visual monitoring

monitored in.real -ti d.its status categorised in
m?@}sr?@dfé’F 143ﬁ8ﬁ%1‘1’8 nilaﬁg‘??&ﬂ%gﬁﬁu?? M8 ur- rently |ocated.

The {Rsi @ liddPRa Il RGldsdaesiiy dgdicar @Rhfa®bhysical fencing

storing shipnments such as packed 15 goods and/ or

tocenvlulerssciientiher &ttentiogel mimderimylhscleneing maavebe lpciiigd. The
vi.sual monjtorin L i Il [ 4=
£ofE duvo A fon] JFRE CBRUG! wleARTG ihorRy (SR BN Topuies
ASBGHEL peretemECHsniEiationsutyisitival neanemgndtaotiekics mdeitoring
accidental or_intentional intruders, The fenci g%max d secu-
ugieg epnvertional Ja systeras ARG HOCFHUFREARC HTHISUHERSHH FOnEGNE anc seou
: | - ' Iy @t hori sed
T IR, T 2at on.
aut hBhé smathiodmaynfoxtbersn¢ludaidie feliawing stegs:noni t ori ng

usi ng conyventiqgnal.|D systens and pr duy i }
ca rreg a tHGKing @Pﬁ Rgcglﬁghg é@%ﬁpgﬁi R9e's e&%ﬁ% f fél%%’g ﬁ gg"‘lﬂ%g Tnstal
per f or qﬁ%rﬁfhﬁéﬂg{ﬂ%ﬁﬁﬁéﬁt Pogkdte poitsd add/at brener b exebiigd cen-
may further include the follow ng steps:

tres to the item’s ultimate destination.

The exchange centres may include train, road transport, airport and marine
shipping terminals. The exchange centres may include an origin or national home port,
a transshipment or intermediate port, a country-of-destination port, a distribution cen-
tre, a retailer’s store support such as a warehouse and/or a retail store. Other exchange

or destination centres such as may be involved in postal or intra-company deliveries

include government, military, institution, private and business premises.
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i) tracking and tracing the transport progress of the

shi pnment fromthe instal- 25 |ation through shipnent
wWEe@gnes3s poi nts and/ or one or nore exchange CRCF/SG208$000080

to the items ultinmate destination. The exchange

centres may include train, road transport, airport and

marine shipping termnals. The exchange centres may

i nclThdentire proteys droms desphichrfsdm hlenimstebatiqn toathe ultimate destina-

tioh TR PRVl PR HETTE B Fiomng ety s Fment giimg e iggntification
mdk®, IBatf B Polf seSuidly OF ehSIHIRAE: iSHIeiehdd be tiAP&NMPUBE seal/tag,
and/or a retail store. Other exchange  or destination

thgpeﬁqcp@tgmsg@halg@s W&@/ bp gemmtgd.v ddhej orppsing| angrinformation system
O FEOTRERN ok} SR, o AEL A PR DRERI g oyt of
theBshiiith &0 Qe y X0 Gl t e AtSEPDN 6 DO0(80e tratmposatation propesac Esiskage

from despatch fromthe jnstallation to the ultjmte
maytIp A himhwhereP e foppyide SOl PHued daion e lasation and se-

: i 'm@t using the identification
cumégﬁgnﬁcetg?ﬁla%? poi nt, security of the shipnent is

br edhbedventive apfedimay theefeedeusedio momtor thx poygrésonf a large

o S e BERET 6T R0 R Ao, i

rofXshanggsg@nt res whereby the location and novenent of

the shipnent. may be nonitored at all tines during the

t r addponemaioriag apd defermatian syRiggemayhy arommiterdirdyirggnstalla-
: re . r Q| t] da . e. .
tiof o R P pdie e ROPRLAT -yl O 1RE AGLDAR, dinformation
systére mhaywiend ¢orsputet dystdmnmwtrolet & dodécabeel soStedrd. olt muayi Heardapted

the.progress of ,a large. 10 plurali of shipnments, . .. .
to gwrf%a% SPBRFRSIVR PR, PR IFP éﬁlﬁﬁ%ﬂ@ asrope Qwaserslmdmd-
uaf;"l% 'Pér?.‘&ts. rehd compiR@hoPivait fal bARSDHH to shPSorfBIY foR5WRG op-

nd i nformation system may be a conputer hardware
eratiogs and fmctidnsn and associ at ed operating conputer

201yl T BB a0 BERLSPEoons

't maye behRiaR vesh deeds GyRithotigel ger®@BpPr ehensi ve nenu
of services nodifiable according to a user's _individ-

ual 2r ebreetdesnd profiine modiper tedepningdiemady obaspestipted

to su i - jons and functions:
1. éb%%&oﬁ%ﬁgkﬁgi&%&ggﬁﬁﬁ‘%g%g’m)ni toring including
f r orh rlempeeaptorag dHinsth persgnnel mdgmglds Yeédnriicpresessesy

aut hor i sed.persons; 20 2. Targeting and profiling
m)dgr e‘As‘ntaBdlgg? rmne the node of inspection; 3.

H olgl YEERPfibINARBLE aNPFf 1:9WnBIiRGEsS 88d alerts;
7. Comprehensive reporting capabilities with Key Performance Indicators
(KPD;

8. Support for electronic sealing of shipments; and/or

9. Support for interfacing with multiple information systems.

According to a yet further aspeét of the invention there is provided a method of
enhancing presumption of security of cargo through a supply chain from a source to a
destination comprising:

(1) conducting secure cargo handling and transportation by

9



4. | mage capturing of both personnel and goods

security processes; 5. An audit trail; 6. Exception
whaovdiopa1gs and real tine notification and al er t BCT/262084/000080

Conpr ehensi ve reporting capabilities with Key

Performance Indicators (KPlI); 8. Support for

el ectronic sealing of shipnents; and/or 9. Support for

i At ]! Ll SohRle®yl nf or mat i on syst ens.

A@cﬁ%ﬁ?%@%h{%t furt ﬁery aspect of the invention

t he(® i svplidating deb @rgreardondhctingOnpaeLEATCRIAgLesses appropriate for

presunption of security of, cargo through a supply

chain frg]‘ﬁrﬁ?‘%rsjﬁfﬁ“@ c?’@%&fmddesti nation conprising: (1)

congyct i Db saaH pRyGAl g/ Grasdinohgicabstalingosiherctabi on by
9 WD’2004/ 090778 PCT/ SG2004/ 000080 {. rovi di

@i praviding sequinidy dwrinecsansport 85 thegarans rPlﬁgtg? RUIE Fogwe Agefina-
ot ur 9o eETBERG HGRERE PREReEP R BbIRihs Of sealiff o e
t echnat@aiehl theatahgeripf the cargo, 5 (ii) providing

(2x ikt Tosating BROBIG 7% PPHG 8 A GLap G SR EE the
B BRI 0 Dort " (2) col Lect [ ng. and recor

. . e 09 o

i (if enomitoriog ahdreqvnding el magura sad vesulte 8 ferasg valideyig pnd -
t he ca&go i ncluding 10 (i) nonitoring and recording

t he rmRECHE RIAPLEsults of the cargo validating and in-

SQ? GhoRIdriRE ARE SBRling ddtdilsBinheé ealingofthe cargoomdi ng
details of "the sealing of the Y%‘%rgo,. and d ditions of
( (iiDrpecadiog dicrrgls détths monieringnel thsAPFAPRAFOgest Ay condition

| ocatjg r Fdol tinstfal ihfledil ahherregular
car goseiaﬁ%%ngfﬁ% ng%rfg%gtﬂgeoét%ﬁg&c}gg% ggastl?on ilncl udlér?g?anyg

i 1 r egell @eptidhabronditivapthiecsoéil condi tions thereof, (3)

(oF provising Pesirs it gt EREbP D s GRR ity A6 pes in-
t Ee%ﬁ&?{ngthg Erghgtg)rtc 140 96 ahdl $ts SEAHILY bY chabligadebéssgo and se-

access - lective retrieval of the collected
atedtive conehad of ik cohietidond ritpededenfioaapoef er abl y

Llrj(r)g % met %ldlila(%gfsera%iaynﬁﬁﬂt%teri I %lu%gs glzrf‘e'fﬂoﬂ%fr £89h% ?eﬂ&‘ts by proc-
essing the collected and recorded information from the monitoring of the cargo trans-
port from the source to the destination and detecting any irregular or exceptional status
of the cargo inc'luding its sealing. In addition, there is preferably the further step of
providing an interrogation function and selective generation of a real time track and
trace report to provide the present location and security condition and to provide a his-
tory of the transport of the cargo.

The inspection processes conducted at the source are preferably controlled ac-
cording to a programmed inspection regime for the nature of the goods.

The step of providing security at the source may further include security
screening of personnel having access to the cargo or to facilities at the source and
monitoring the personnel activities and movements at the source, and further comparing
those activities and movements to programmed activities and movements permitted or

expected for the personnel.

10



10

15

20

25

30

20 essing the collected and recorded information from

the nonitoring of the cargo trans- port fromthe
waEouwro20779 t he destination and detecting any i PCE§GL@4/000080

or exceptional status of the cargo including its

sealing. In addition, there is preferably the further

step of providing an interrogation function and

sel i R 1 fud fRdlivd $dBratibAGK addiflrepbftaeating to

repgll;ﬂhtte r%{egh%?gl\%?gﬁé&}%ﬁé plgesent 1‘I/ o%ati on and s,ecgri ty
seanfidirtlated paoebstes andoopetiions. hThe garratinnyofbfuditweports preferably
. transport of the cargo. The inspecti.on pr :
ingluftSeieEby SHonPHAOR Gh AL Bl Erost SR g o BB AR Sayeq pandiine
prs&rdgfeggn&th)é?'atﬁ’cfrﬂ%ﬁﬁ'ﬁﬁﬂrcb.nSpeCt' on regine for the

nature of the goods. The step of providing security at

the source nmay further include security screening of

j cargo or to facilities
B@ﬁf‘ﬁ@%@l@@@%ﬁ%%ﬁ%@?ng t he personnel
act i'Mietddvantaps dTaue iprhtvaiethhé asdinstdlatiamavill be tohee fully ap-

conparing those activitjes, and ements to pr.odranned
raedito] Gerans IroUenBH STGUEPITEL BT PLSIEBES A pigr ToW de-

sc%iﬁgd Qn{gt[:l %g%fb?rlgg:/ t&@le%%%ﬁl@ﬁ%é&éi@g?@ HS%80Q4: @ORORDunderstood

Tur . ' ective generation of
thatitle featregmillhsirated At andgleswibsé avithi refgranes ta e dspvpiassyegot to be

and operat.i.ons. -The generation. of ' rts

coprar Ry e Rl firceebe el et SR JBYH drahBRR L0 i
rep oFigurer Elsat dohembc RRESONNSdcumnsteiseg and) &rilitiesgnd operations
procedures and operations at the source. 5 BRIEF

DESOREfRTH @odngriernpmRawdnest phBedBNeaHPRges of the
inventive neth ' W 8l dnVembodi-
o e, o RS S0 purohil pRUbRintaliagCaciBicig 40 ddembods
pos Sinbhterfamdinpéegfont red features now de- scribed wth

(o Dhzitbga Or R FHoUARIPR Y 1 gee Rpiof P4 Seoure
and H&Fs@éﬂt Q‘tﬁggp&%%dﬁ n LESRIRD Efarl @ntidaemeHtaiRgsy @ftonN@td

to be ons as limting on the scope of the )
i nveRigurend islaschimatic Sevrehsart of 2 gequee Upply ehadk: pystam pecording to
vi ew of as? mses and facilities and

oper &t #BRL © gﬁé&@%ﬁ%’gﬁt}%’i‘ng to an enbodi nent of the

invention; Figure 2 is a view of a particul ar possible
i nstall ati on accordi ngrto an enmbodi - 15 nent of the

DETWIREDIPES ERAONBOF SR REAWINGBhysi cal  and

|0 SRIRGHA 19 PAESPA O By Sens oy mmresst au
abdi @Aiticelar geodd shipments. The system 20 can be interrogated from terminals 21
to retrieve and provide such data at different locations and/or at different times in the
shipment transit process.

There is a secure premises 10 where shipments are prepared which includes
physical security structures such as fences and walls 11, monitored goods entry points
12, monitored shipment departure points 13, a personnel access security system 14, and
monitoring systems indicated schematically by circles for monitoring operations within

the premises. The monitoring systems have associated recording data transfer systems

for transferring data to be recorded concerning personnel identifications, personnel
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Figure 4 is a schematic flow chart of a secure supply
chain system according to an aspect of the present

w0 poog9i7e81. 20 DETAI LED DESCRI PTI ON OF THE DRARUITMS2004/000080
Referring to Fig. 1, there is a shipnment infornmation
system 20 to store data about particul ar goods
shi pnments. The system 20 can be interrogated from

mdyRhEhRap&sathel d@ivitRk bt @MGraeace) bl tdh@erinphgabal amedements and
different |ocations and/or at different tines in the

op2fitighd Piespremisghsit process. There is a secure
prenmj ses 1 i S . ' .
neiibser kY BLRTRR 1 A REERRIS N B8 1 sompise an
ou@g&lg@iﬂ)rgedtﬁ A sanpiter gdggaoispetivn yqpdbring systan 16 sluperv1ses,
.monitored shi pment, departyre points 13,..a r.sonne .
dll&é@ égglog @@qfqamfs};nglyg?eelm;fgpo%ﬁgera ia%l H@“g&@ﬂgipgﬁ&on stations
17 Hefeder ?ytb%ﬁla nin%%éclttiﬁrépé[re GbiTEInRY 2 the@svids @4 Brouted from

operations wt prem ses. The nonitori nfg
ons\isdpetionhsatmpnaldsto cnathedappaopiat foy theepastiewlagiypesrof goods. Data

coggersqhiglgnﬁﬁleréa%gtg:og g{]?ﬁfgﬁreﬁg&%?grg?%sgeg:agg Egsu{tg gfr')tglg E% iectio:P  Progesses
ar@ BrO80I%E &n B Eebbied 80 QA0 infarveamen tsterp@dsonnel

activities at the presence, and concernin oods, . .

novelsaewingnand eseryaRg s9psloR2t Wéelﬁ‘?se%ies%?. S%ﬁom the inspection

i ns tkons ' [ [ ksl
LGP WA SRSILRNS, St llehscasciee caane st
pefoRgie@no sempeatd oetifipthiet diipments yRiteetarli® ] agigsé se¢u g, progesses

inglds AERHJSRIRIAIO RSEHGH PloBts FERIFERS Y SiHUP DG 8y Epocel se-
cw.%fé@fog utgée ghipﬁm%ﬁtcéﬂ Qs }ﬁds%b&eécfﬂreﬁi’se_as dhd heufigoes tieashipment.

rom one inspection station 17 to another
Dappoagarhagehé securing apdraeitifylngrprogasees avfl QpSEEONS PER transferred
erni ng the.nature, of

con . he, i | ' .
gl reuBRe PGP REBRITHAC SRoRSIREEH BB RERLRT AESnAln s
tebP2@NAhE QG QEROMsd Theludes sitapTBMto nfiitontic shipraystinrirapeit after

10 A secuiing and certifying section 25 receiyves aé&%ne SeoU-

legrcing shef segmietemisas b &y iidintifgag theohipmseniHtsy LCHiRMs |

8GRl angy,d & SRbmeRCHEARG ng operations are
rlé’rcgg‘gg?gs&gﬁéé gﬁ%@??tb Pﬂrr}aedlee t&g&g& efgcgr e grr?d cer tli fi/ngt hpe
tr@xﬁif@f%l nb and heotded nthle ahiparht méaumniinysytanrddses

i ncl ude enabl ement of detection. of any tanpering Wt

or AR gET ERRCHG S B SELE T PSP FHCORT e ormed
of? 'Eheoércgﬁﬁ sﬂi%ﬁx%hpétechg QEREO PBhepfisds O 0t A tBRRERbtYsubdequb® handling

shipnent. 15 Data concerning the securing and )
ancirdrisftyipagtipnoiods sbecked dné petifiad i ke Sipment apferaaticpystem 20
i g M pS SRR AR OUDGeRY BB 2 EerARCh B A bl se-
curity of that shipment.

In the illustrated and preferred embodiment of Fig. 1, the recording data transfer
system comprised by or including the multiple monitoring and data gathering points
illustrated by circles is operative to transfer data concerning personnel and goods to an
operations archive 22, which is illustrated as part of the shipment information system
20 but could be separate, for retrieval of that data for security verification and investi-
gation purposes. At least some of the data concerning personnel and goods comprise

data linked to particular identifiable shipments and those linked data are transferred to
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tem 20. The system al so includes neans 30 to nonitor
the shipnent in transit after |eaving the secure
wEe@aas3s 10 by identifying the shipment, its POU&GR008000080
and the secu- rity condition of the shipnment. The
results of the shipnment nonitoring operations are 20
transferred to and recorded in the shipnent
ant R A&RE inOfe SHiPhRAt ﬂﬂorm'ﬂmbﬁ sgstahe20. eAlsb] the linked Wataudesirably
and security processes and E(S?’th ons per.for

inglpdes gets@ana HP%YFE??{ atdfe PIRRISER ohrassRssedated Wéﬁ%c}he mspection
opttiﬁlhg %}% &Slg Hﬁ@& OP fd Ebcﬁ@taﬁ@ﬁgzlﬁcfearlﬁ'otr VAR Bbihpiise the

verified in e shi prment infornmation
pamtarmsb&atedndémﬂiah@ shipatdne destination 40 of the
shlp enabl i n cetlfn%atlon of

heficofer drage o PSR Orebior et P B iRardon oper-

t1orﬂ§ §5(§1"0ﬁq‘§ VEIRRALIBRE s&bs E)' Kb apﬂ;rophla& foLee ﬁ)dttfctglad &fpes of goods
transfer system contgrl sed or includin

bemg harsilesl. nrﬁnr esehplg mnwa@talgggmqﬁ@rqnﬁ @V‘R}Eg mogmally be selected

11l ustrat ed 0 r -
fr%tghgléﬁ;% 1%()6'8 1 Onngﬁh Ha/@mgpcg;g "i’lﬁ%%gorr]fs roager 3 Iéag ﬁgﬂﬁ&@ons ra
diSdctiRity enspestionk)i vaboursirdck |ch!ah1rcalt tegls aﬁhqn ahemmﬁl a;riahyses olefactory
shi pment i nforpation system g 2335 % 1 d
oxsp o @ 2. PETTR TUR, BHALAReRELt ey faq plosive de-

tecytﬁ{l fication and investi- gation purposes. At |east
ome of the data concerning personnel and goods

c onpTliesmarticidiratyps nkeebds o parindudeddn or Heeamprisgihe shipment can

t dt d dat t
BB gD e ST SLB00% PEODURTD. al T bRy AT pgSstem
16 P RNde! fRAGHONELity A5 sEYETRIM RRLtipA p@grdnhﬁed inelb’@doni apaations
desirably includés personnel activities

thp pertioskss nl@emm npwt@nﬁs@e@paﬁ@orfowm%d@ﬁga qdn&%@ét figghymay be
ogeﬁeglejg)e u?e t%% :Iﬁsnth%éucggege eB{eH?ﬁ?%&l&Pﬁatﬂ% d% @h&e the selected

articul ar
inBSRa6MH @p@dumcéemé lp%tfa;blheel Shiepsyeten 16 céﬁh mcpwﬁleqmttmular inspec-
processes of jnspecting good per.f or

tiomepsaitqns dng ples resulfs Jpgo Elb statien Wn;ﬁfawzef “E’f‘teﬁl?ﬁaeﬁofs%"rage
h | f d
mg( glgp,ﬁg%ﬁﬁggxg%g,@gy@tem the particular types of goods

or "exanpl'e 't he inspecting operations
woul The sxruuahg )anﬁ) ecxifyiegtsedtionf 3om mendenstd dbezpeerfpwmsan clec-

manual sica a r adi ol oqi c
tromie 5@:&1{1?15¥?goce§saasetﬁe %lgﬂqc'tlegw se%glgg PE{OSRse e SXp/sotSrgL/ctan therefore
inehRBifeltiohst S)f tﬁg ﬁ@hlt&ﬁ%r%rﬁa(ﬂat@ Bathy$es pmﬁisaﬁ@icﬁtedi Yy lli)e cir-

eval uati ons ze trained ani mals, .usually_dogs),
claptogdeterd pad ﬂg@ﬁl togﬁ aglxthe @@pm@ntdl@for{n@geq @;ﬁ;tem,-p,g any tampering,

1n§2 ten%%%?fi%ﬁlxg%m%e &?&go%ﬁé% pe included in or to

rrse can " be classified prior to or
at aArpavﬁxiulatmsttdﬁﬁnpn @01 seesho®.in Fiparé Asfhetrstablation 101 includes

o GeeBmer o HLI e BUH Bt o SBLR B Dpatne Gy fence
105), an arrival zone 120, a secured cargo staging and stuffing area 130, a monitoring
and information system 140, a plurality of loading bays 150, a secured container yard
area 160 and a despatch zone 170.

In the packaging area 110, an item 111 is subjected to an intrusive manual and
device enhanced inspection by an operator. The operator is equipped with a handheld

data entry device preferably wireless linked to the monitoring and information system
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15 the particular inspection operations appropriate
for the classified goods, and may be operable to

WO oute9t7me goods t hrough sel ected inspection SPEL/BGIIHH/000080
17 where the selected inspection operations are
performed. The system 16 can record the particular
i nspec- tion operations and the results thereof at

14@aqtht§ bAd IEBrmdAdnth@nbé efitetedaucltlad thef dimesdionsagel wenght of the

the s |tpmant i nformati on system 20. 21578;56 se |tnm§§11b )
itestnch bideft desgrintignstercpbriho sesils A FdpER @Sl‘;s% 6¢ 10
10@@8,1641’1%00]1611{150%[] 'vg‘po%?_r%{d 1%91(19:5 %@es&:téb‘ﬁoh R&std. eﬁhmﬁlﬁ’&i GRhges of

ystem can therefore i nclude
thé ut[spédtmqhocteﬁsasfcah tmonbmstbmdl thrg)ugm thedsytstery afﬂh@rls r$gored in the
pai nts i ated by the

d
mpg opg| 48 %rh?mﬂtlib g ff P%%SS t&eséﬁ%f %y"q "Bt pur-

pds &d nsoﬂ Bt @[eft@r" SAeCin e HAEROR précekdeTRE @il I_Jlrll Ias a op-
Sea A particular Tnstallation 101 is shown in

tldﬁagmreremov'ﬁhb radiofraquenty mnmﬁqatm &Rﬁﬂé)stagé 18 ApRER togit on its
a 110 f enced e -
sBEE GBPF ASENS) D PPREDE 085 coainy PRy AeTimy 1 g n tans
porRe! kO# GOtidr }Qh Y B ele s l$f105h oop eorsaydrid]t aarangement to the

moni toring and information system 140, a plurality of
artipalgiongy 1 Yhys 150, a secured container yard area 160

and ﬂ?rinﬁit She4 9% J“{l%én 3R fefled 1® PARKBELDShARAdEI R RFID

an i I'S subj ec to an 1 ntrusive nmanual and
sigEOsTER 1ep peddéxlthic i gtepoirit ovithiry tha rferm:pé pedO5 witeeeby the RFID tag

1 Ghene st S Dbk FERRLN G e HEV R A0 g be de-

te@%_l_. g&mt si oSty 68Nin detnMEhieL A/ VQ@IQ?hESQOtormg and informa-
PCT/ 004/ 0 80 140. Data and information may be ‘

tiengystesdl4lich as t he di nensions and wei ght of the
ite a brief d t.L O e.r q .
rad Ftﬁl%&qrgodlarea | %Lgf) uges garx% ?xggﬂla%& in ﬁﬁ@ %xtgz o@fg%q 5e circui

tefResid L et Cyap Qb)ﬂhera@ n.l@ 1rigsdickee cbmﬁmmcd&me mtlthom n@stosing |display
addi tion, img of _the inspecti %n processes.

packin eonbrab Ream o F@l@ﬁta}lﬁ@né%&n@ﬁq 3P QeI RGOy, With
N8 oRicTR! £ h A ?9 L+ {é&k MBH 10Nt EOF M&e@%rﬁ'%cammas

aSSess € Ssecurl or pur- poses of

130nPhe tanaasbava d maemltsmdgeomrcapd:behmﬂsamém@ pppRideseds 24 hour
The,item 111 has a op- tional non-renovabl e
reicﬁ’iﬂiiulﬁ*requency identification (RFID) tag 112 applied

to ifn @B chigd aréyf F0A®E itefns Aft lohGedaxt&idnay top@ﬁh@l@rh@mﬂm ship-
the case may be. The item 111 is then trans- ported

pingrdointafinersd anémarbecsimﬁéymrfbe perga ST dRPesing en ﬁl\?’é%ﬁi é/que-
r angenent t 0 150

s
fTervdR€ing 86 SoadinRFdnkd trahsPonagl id &k seeurpd ovitdidet yrrd fiaasic0. A
R%OI nt within the fenced area_ 105 whe ebg/ the REID tag

ID signpost 132 is assigned to each bay 150 and to the vehicle parking areas™180 for
further security. The secured container yard area 160 includes at least two RFID read-
ers 162 adapted to keep track of the items 111 and to enable detection of any anomalies
in their movements or any breach of the electronic seal. The secured container yard
area 160 also is further secured by video surveillance using cameras 161.

When authorisation to despatch the item 111 is provided according to the

monitoring and information system 140, the item 111 is stuffed into a container. When
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112 and the transfer fromthe packaging area 110 to
the arrival zone 120 may be de- tected. The RFID
wWGEe@apesrs 121 is in comuni cation with the nonPCDBGIIY4/000080
and informa- 15 tion system 140. The cargo area 130
. includes canera surveillance in the formof closed
circuit television (CCTV) caneras 131 in direct

thé€ OSHMAECR PNt W ddbtRni¥BIY bldddhddh&Ploaed P el transpat vehicle
control roomof the installation manned by an operatqr
17arvhigh ke ezitd the instillation § Al vieshs despately zentdl 70nfidierfiesraben zone

SRS ] S SR Dl BRGS0 SO R
tadRRaPbAdntitegS1 AN are operative for 24 hour recording.

In the cargo area 130 the itens are |oaded accordi
to Trenirieme SpRNRHISISTOCERY B RERET SRA" ALy Tise Too

SRkl i i i ORIt Qe Th
B ol SR B Teo [ REREL O R TR BatRe: The
momkeihgtad tifermatimsdysterb B lsmap be agedftoconigelead dnerytor ghe opera-

ti%;g%giaggggﬂér%igggf%gﬁ%l @][7 é%gﬁt t %g%)eni(i:tg{igg %1?(8 Mfon system

14855 *&ﬁ@s%é, R AR¢ bt @ sbRer Y8hbk kige RARlpreG dtefswldfciboies and
further Security. The secured container_yard, area

160 .
mbmitdringesdainfirmation syseuRAAD rpwanse mes-185C mpRoERe system will
keep track of t ' I 8Fdab® Br Bdmper-
i snatorblepbit ad BTRs TR ubR 18D SBatl BRALRS, Minper
ineloEeh¢ ORkieorseadal alThey pentoRitie coplpichan. e dogBriagead infor-
60 also is further secured &y& vi deo surveill an
|

o gy el B IS TRl WA e ngiNen B RSO FBTRLpARE R Tkl
. bl - . b espdl 1
ddlcﬁllﬁfé}q glgm'r%qlg{/eg;’fgmﬁ%ggﬁct?% gdaigétigé Qftihe iteAPMHrb@FH BOstem e

mat 1 on m 111 is stuffed into a .
monidaigan infthmatior] dysta® 260429 9GP 18 1PSTISERTE 4¢UHD Sgrumarics
t he c?nt ainer is fall, i
I

. . 1 1S e]lectroni LY,
of Hgws 1 b a o a1 pitisth sy B¢ e PP 3h SR R EploAR b the
1o$%§éc3xi§h‘?s1é Ssdueh batiepies. 1 0he Widitbfige debpdseiutionRestdmoL40 may
he despatch zone 170 includes RFID signposts éYZ %‘31 .
alsele edrto despteranudy trad do earuyProper trRskivg apH fragRabyjty of the tem
tached . t.o each Ji.t.e . j [ ; -
1 B0 Fonugifesh Bchey o i SR e bRl ivered or other
w'gé@qgis%@m(% o[ji ng an? i nf 0|fr mat i on _s%st em 14? is driven .
edi cat ed .conput er. sof { ware. e nitoring and. .
%t o e ARG 1 P s e CIBREIB! BT o & Sy wider se
cﬁg?gﬁ?gﬁﬁﬁm@%ﬁﬁnﬁﬂﬁg%.o‘c a plurality of

tions 101. Were the nonitoring and ..
i nf ofiratseame sysie ohain 200iisclodds-the installatien 40 hay thrporgin of the

SRS B PR B PP Rl Pl b et ot
idstdMBGon TOE tdTB b SNl d?hoSieSERN2 1, laltransshipment port 220, a destination
port 230, a distribution centre 240, a retailer's or an importer's store support centre 250
and the ultimate destinations such as retail stores 260.

Throughout the entire chain 200 at each centre 210-260, there is provided feed-
back means such as RFID readers and signposts. These feedback means are effective
to deliver data of the progress of the RFID tag 112 and the integrity of the electronic
seal. The skilled addressee will be familiar with the variety of ways in which such

communications can be effected, such as by maintenance of LAN or WAN computer
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generate exception reports and al erts whenever there
is any security breach or tanper- ing of the
webk®@enywm ¢ seal at any point of the supply cheCTnSGXi€000080
nmonitoring and infor- mation system 140 is useful to
generate the necessary nmani fests and other official
docunentation required to support the passage of the
neiv&o?rﬂ1 \&Jﬂé'tﬁéi%nﬁh{ﬁﬁ%n sibRls 1&153 é@ﬁéd B 1R8liR) @atelhte transmlsswn
or mat i on system 140 al so be used to cr
larsiioes, ior ¢ combmtion of thﬂse i ﬂ‘gquwg 20k b%%’ﬁtﬂam?é‘re§tr%21o‘260 -

are t f
Rl e oy R AR R A ol 1 L ol
infERRhti A Sy8@nand dndfths cartrieoD (5960 fudichtelnforyatial eralakreflows.
used to create an audit trail _to, ensure pr

t r adk Pary %ﬁ@ntth&tct@g@?qnptpyng)pnq ipdormaation sy tfmofé{o can be used to
tra%f{) r%ga lt{;l@é' ﬁ1 Iségf)%g etacl,:heltér&qm bt lheoéorﬁﬂﬁer%ﬁ&@eﬂ ®d&ehe system

I'vered or other- wi se m spl aced. The
antl ns bﬁédrathewacﬂlﬁjz ofifthet iteenm pi bbetmmn@n‘@o dndrthetsafety pﬁthle recipi-
of a typical w der se- cure supply chain 200 shown in
enfs.g. 3. The secure supply chain 200 includes the

| nstalhpbl g&nltgét 188 plef@redr protddsc@fantl Besterhd 8Mhd plesenr ineention
transporte It furP her typically includes road

astcteanmdmdflﬂuﬂwatddecagmpwgle azomipiieasive end Mersgile syster for se-

oug%gtﬂqpﬁé?l;%h (r)rgglfig oL Zi’c 1hy, V% raag&ﬁl%;‘iggﬁgggﬁ @85%3@%2 thraBtructure

andSbfivaRy that RrifRed ahd@@dht@ rca%o&trﬂreasmpnos tecummtroelgiaﬁ @rovides
and the ultimte destinations, such as r(?t ail. store

inZamatian fooghent the APEIGAS RSEHER SOer i desapaioB R particularly
2
aéé?tﬁs B4 @%ngggn éﬁﬁ@ Y J%ﬁﬂctfa_]ﬁiﬁfg gaéi*é kn B APt

rea edback means are
ef f epthey eonﬁtﬂbrédJasct&‘i mheaf sytena farfenbinsing thg peessmption ppsecurity

RFI D 112 and th f the el
ofmég%fgﬁqg p}@&pnégg’q, gt Sl NLe H% %lyaﬁlgmaltnﬁgqr? g f%ﬁl{lﬁﬁﬁe Froitf Hurce to

de\é??dtﬁ)tny f{)rd’é@c}iﬁg 'sébuY’iW ﬁthth%uo%hrce%@'ﬁﬁfbrﬁlaﬁ@@ fionc de erce and
ecte suc S mai nt enance of LAN or WAN
fromripieteediate apwlmsoimgm wrie destmstipn 0 Eheyedupt is possible to pro-

g Lt ST AL B LB PSR o68Y Sy cn

C Onblrﬂﬁfrh&ﬂaxofhetsbﬁﬁze or $HEInTIING00dE tabBE mntutétbby facilities at
centres 210-260 in- dicat eﬁghy& cal transport, flo £
a WiveRGaBIaTh B atEbP WS OB dBviLE TIeSYRSHI 0T ITAY G feF audit of in-

bﬁ!)Lﬁlfg g?esge%n ek gﬁt%él&lda}g}gcés@%r g\%@%&fg)ﬁ %@Qoﬁ@gler stuffing serv-

ornra ron or 5 1t can be seen
ick) &écﬁnbﬁ)gﬁﬂah jot @ seatingsatvicad mdrpte'pamtlsny of eangMor shipmpet. The

used to ck and tr tinme each ite
SYOHE C PR HErLCONVRYEh COREF <one eyETar oa  FRohE splpment
afithgofgmurity of the item 111 or the container and the
safety of the recipi- ents.
The system also provides for collation of information from all sources through

the supply chain including information from the origin of the goods or cargo, informa-
tion from freight forwarders, information from ports, information from shipping, and
information from and reports to customs. The system can therefore enable provision of
a service of collating a required body of information for parties to and parties interested

in the supply chain process.
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It wll be seen that the preferred processes and
systens of the present invention 10 as described and
WO Rdoum9a728 ed can provide a conprehensive and VRCEH8G200€000080
system for se- cure supply chain managenent. |t
i nvol ves a conbi nati on of processes, infrastructure
and software that verifies and secures cargo and
ens ulrh%senhénc'eﬁ Pes H%ﬁoﬁ%f Qo f tli’er Oib8 BFoudHILOMBRUPSIH chain
t hr oughout 't g ﬁ ment tran fromsource to
and @attlcnhxrllycmsmnrg qaﬁaty acthb dcstmatlmaismable@ by peaviding visihiliy and

along th s safe ;
e I’H%&lfeé et o st 6 HBL bk Ahororing and record
1n% He SRHABGHAG IoRgiD) seSusnRthe frelpht Wfdef,ysta‘fﬁi at:’anbgmrt, status
he system can provide a supply chain managene
dugiol u;hlpcpmgt m@m’@mﬁr&teﬂe@tﬁml@’ésﬁ ﬁ?&l tigg quurﬁrtg\g}c(fpﬁdrace service
ﬁcuglvt }} S§eg,hjrce and information fromthe source
cag SP(H Pfedi at e operations through to the
deStTHbaﬁlbﬁngm'Ehe spftan ecah tadideespesd ipbdade solptions fdrde broad and
visibility of the Er ocesses and eglh ce mani f est

CW@W?WV@BPSGBWC 19 WG OBPLAUERIPRUASE: | 0 parti cul ar,
t he a?l?rﬂru‘%ﬁatﬁfn ‘%{1&}9 'a§‘ terh NRANARNERio8 2 By Jién GRS toring} Bknan re-

by faci I es’ at nuf act urer, warehouse, or secure
sohaebhmnagmﬂﬁme systen1can provi de for audit of in-
ocesses, of ,out

Ibcn)g 338{) r gon 5%108% HJ[C 1} m&uaxgz? %ngctfeg;ng,_ 1%%&? %etectlon gamma or

x—h@@&@ﬁhﬁ@'e &Alosi9es Eote@idh] Npodeitadecietecting apmspakiattectmn efc.
cargo for shipnent. The’ system can_ provi de.an

20t QprRessd COAKRAT euHE. dPEpE S1963RI PI9ESPY, ifopoytiqy processes,

al so provides
O‘ﬁg‘?‘&%r?cets?eghﬁtg?aﬁ%fpgédﬁa eIQ oaﬁl Pﬁg%yoct{e%%our ces through
the %@@I@hyss@hﬁtynandmbmmt;n,gmnhuﬂmgrsataurtoaxdf 0068} h@n@tmcgmntlﬁ-
of t .goods or car tion fromf %pgtlr%lrﬁystems

catigRyEIOHER etertigty ket Y oSyt B‘GP‘%‘LH an ?%‘Fﬂoa%‘iaé
vglmlpgégggs Nabpf ormation fromand reports to
af%e system can therefore enable provision of
30 aF gerevll obthefdrawingsshavg sshemajiselr a flspaghask of supply chain pro-
informatjon for.parties.to _an rti e
cashs. eapptgrRciarss pesrneyt BNGERE oyt SRk tbicbflon and
oltfld, SEQ9 éérg &%@4 antingepiibaneLtie BiKsy ﬁhﬁln&ystem accordmg to the

security of the car%o t hroughgut the sup

and
m,yamqwnabq yeresond HgmBF BIURRE AFSBBe it S opuition with

oviding visibility and ensuring manifest
th%quegrl ﬁiough the supply chain, including

nmoni Thfdughjommhb specification ang ddims &w«goxdé‘pampssez’a’tand rltis giﬁlﬁvatlves

status at the freight forward tatus at.the
aigygiendeiodiare A8 TSP e ian et shorrnpcTedle Pl nmlses the
c&ﬁé’:&tr&%ﬂ&%g%ﬁfé%ﬁet r ack and trace service can be

provid the system The managenent system can
addr ﬁs&sllldmbpprmt@tbbjs silled persons dhat andnygaerifieations and variations

may be made to the embodiments described herein without departing from the spirit

and scope of the invention.

It will be seen that advantages of the system of the present invention for partici-
pants in the supply chain can include efficient monitoring and control of cargo ship-
ments arising from abilities of the system to real time status and detailed shipment in-

formation, exception handling and real time notifications, cargo flow visibility, con-

17



conpr ehensi ve range of functions and operations
i ncludi ng: adm ni stration, such as system
w@elwuidErs ati on, system nonitoring, human re- BOI/SG2004/000080
sour ces managenent, inspection services including
i ntrusive inspections, netal detection, ganma or
X-ray scanni ng, explosives detection, vapour/trace

tirﬂl%gﬁ §Eig_ﬁ1rént @cwmsetn:l@drﬂ@ﬁmm%pm éiﬁé genergtionceSshipming dotumenta-
~and audi ting, jncluding.inbound processes, inspection.
tiqpy e BeuTIatR BOAGT JREDURES (OEAd Sa TG DGR SuLdtisions),
m?eyi%hxé}'g %{Ipéﬂ&ﬁg‘lssggtemE'S TRE ?ﬁdv‘fﬁ!}dm SECYHATY cAftiant reports and se-

VI'STBPI'ITY, Thncluding smartcard access, bionetric
curide nérifidationsdananabladistarcusiome cleamngeesOdhattandent espyanic bene-

detection and alarm guard patrol systens, vehicle
fityccess and control . Figure 4 of the draw ngs shows

schematically a flow chart of supply chain pro-

cesses, operations, goods novenents, nonitoring

operations and data collection and 20 output. These

conponents and operations of the supply chain system

according to the invention can be understood fromthe

precedi ng descriptions read in conjunction with the

flow chart itself. Throughout the specification and

clains the word "conprise" and its derivatives are

i ntended to have an inclusive nmeaning rather than an

excl usi ve nmeani ng unl ess the 25 context requires

otherwise. It will be appreciated by skilled persons

that many nodifications and variations may be nade to

t he enbodi nents descri bed herein w thout departing

fromthe spirit and scope of the invention. It wll

be seen that advantages of the system of the present

invention for partici- 30 pants in the supply chain

can include efficient nonitoring and control of cargo

ship- nents arising fromabilities of the systemto

real tinme status and detailed shipnment in- formation,

exception handling and real tinme notifications, cargo

flow visibility, con- 17 WO 2004/ 090778

PCT/ SG2004/ 000080 tinuous shipnent or container

nonitoring, on line generation of shipping docunenta-

tion, key performance indicator (KPlI) reports (to aid

statistical analyses and decisions), interfacing with

external systens. The provision of C TPAT conpli ant

reports and se- curity verifications can enable faster

custons cl earances with attendant economic bene- 5

fits.
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18 WO 2004/ 090778 PCT/ SG2004/ 000080 CLAIMS 1. A

nmet hod of providing and verifying security of goods
w@hiopio1rs, the et hod including the processeBCD$G2004/000080

provi ding a shipnent information systemfor storing

data about particular iden- 5 tifiable goods

shi pnents, the system being capable of interrogation
cilonVigtri eve and pro- vide such data fromdifferent

Interrogation |ocations and/or at different tines i

in
t he 1. shi premthad efpiovidgigoansserififing ey 04 soady papments, the
em ses. f reparatd on of shipnents, the secure
m%ﬁ%c{ﬁng]glgnnggth%‘g{?& Sﬁas %f#}ysi cal security structures, a
per $&8ingaAChEsers defurmationsysttmnior soring date boutj@rticular iden-

_systenms for nmonitoring operatiqgns wthin the prenm ses )

tifihls 586 FUPRGNENE VIR OPEE CSYRIGA PTHEp ARt ioBr Fig Ad pro

Vi&jeagl?ctht (?r)at:? $ronf antdad iﬁ@ﬁﬁ%ﬁfb‘nnﬁcﬁﬁ)‘h§ QRARL at different times in the
identi |ca1i|ons, per- sonnel novenents, personnel

shipdieny trhhgdispracess,ne premi ses, and concerni ng goods nove-

?gnégpggﬁgg?gé@{ﬁi ]grgxinﬁs?e's: g%rhger a{rgt?)éﬁﬁ?%shéér{e}?ﬁﬁggté% Q88 Bfé:?nises
in%?i{nlggiihggicﬂesrewr% shidEtitedYa ?Ersbﬁﬁﬁ tac@RE secdrity systemh, | ryonitoring

I nspection operations under supervision of a f
systomp ufoe mpriogng mpstitions Jethin e RISRIECS ARy 1epE{iagdata transier

ding in.the shipmept inf i . ]
HEAEESA T —
sohB H6edhdns, Persbieel iansvided atothe pranises ead conmmrihg goedrimove-

certifying the shipnent of goods at the secure
mprte AR eReratinds dHthE renpi8eSper f or ni ng physi cal securi ng
pr Oci‘ﬁgfe%ﬁn% gg?dspcg rcfoﬂlgvﬁk@g shiBFIRACAAHE SluresfetiideBtinpludig per-
esses 10 € e detectron of any tanpering with or
fosaimae 1¢ast orve aphysiatipmudtiderinspyciodn opetaions updas Fpgyision of a
ot her possible.conprom se to the security of the
COPTY R PErRPEEG BRSO PHE T SHFERt i nf or mati on syst em
dat a £ QGRS R 1h8 shiPR et fiiaGoR@@tent éth icbiydengng the nature of the
processes, 25 nonitoring the shipment in transit after
inkgemtibn gracheses awlthe resubnplsibe inspeqtiga MECESTHi ng t he
shi pnent., identi.fving t ' [ ; i
and Ttries pOf Hgtihd Gehbutf B B O Rcpls RERREs including
p&RirRiBN bhysidd se@eiagdiro@sdes, ftepafirmirgntechmilogicaltseoming proc-
system data caoncer.ni nga the resylts, of the

t Sf}iﬁpﬁgi’lgewﬂn of
esveiat BaPlfgisiisEPROL GRS IRIRsT A SIS JaReeR AR ieP ity 8
(RS hitphldnY oPEREERREB1cAMpRABEAE] BB Sedifity OF thBshipMehfe

recording in the shipment information system data concerning the securing and

certifying processes,

monitoring the shipment in transit after leaving the secure premises by identi-
fying the shipment, identifying the location of the shipment, and identifying the secu-
rity condition of the shipment, and

recording in the shipment information system data concerning the results of the
shipment monitoring operations,

whereby the nature and security processes and operations performed on the
goods shipment at the secure premises and throughout subsequent handling and transit

operations can be checked and verified in the shipment information system including at
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goods shi pnent at the secure prem ses and throughout
subsequent handling and transit operations can be
web@eked7and verified in the shipment i nformat PONSG2004/000080
systemincluding at 19 WO 2004/ 090778
PCT/ SG2004/ 000080 the destination of the shipnent
enabling certification of the Ievel of security of
ths NBlina86l BFRY shifmedt SRLEOH cAEEORBNNGE the 16 aidNséeurity of that
whereln the recording data transfer sys- 5 temis
shgmemaét i ve to transfer data concerning personnel and
goods to an operations ar- chive for retrieval of that
data for security verification and investigation
pur pRses. A etdd@ichithg@IkiEi hevieteifiiai et diMgatatd tharmfer sys-
| east some of the data con- cerning personpel and .
tegois dperetiip e yransden datd CHNCSEHRHPFFEPIFCE E‘PCLSO?‘getﬁtqnf ORgFAUODS ar-
shi pnent. | ; ; 0
or RO Bk SR e R A IR P B LRSS
A met hod according to Claim3 wherein the |inked data

ire hesook i ) Hari FhreEhEraeT sre sl fia con
cegngnlgﬁgrsg}&etl RBd $86ESc MR RfS1ikRE o Phediculr Qderitiliabld shipments

Ise the particular associated ‘identifiable )
arshthpseslitked Slataseredtahsfdrred troandi tegorderd dntheshipmnt ayfgmpation sys-
to 4 wherein the process of inspecting goods includes
teﬁhltiple i nspection operations selected from 20
vi sual inspections, physical exam nations,

radi ol ogi cal inspections, radioactiyvi . i nspections,

vapohr / t rédectbpbaicerding &@@}méh‘@bﬁrﬁ‘ﬁlt_ﬁé]ﬂl%@s&% incud8 person-
neqla%{is?i%so by tgg;[p%f'ﬁ%gé %%h aﬁ"%s@ﬁa%@%@i% {RNinsRfon operations per-

expl osrve detection. 6. met hod according to any one |
fopfneCoaitinsgdodts avibclaard ifidludeddn of whichdiompris@ she pretiglaessesiated
.of classifying the particular type of goods to be
1@%@4@%@1}?@3% to conprise the shipnment and sel ecting

fromnmultiple programred i nspection operations at

| east one inspection operation appropriate for such
goods., t ha nrethhddcdonding & anynereudi (laimskto 4 igrean the process of

.rout.ing the goads through selected. | i stations
ingp e“f“ﬂ% %8%%&11@“@?56}}%“&8% 19%%@ S ga%g 8 P gég%gédd ?ﬁ%lp ection

oper afshA RgspasitomReifyelcabskaminitions eatidiop@al inspeptions, cadigactivity
30 inspection operations and the results thereof at tuati
insARAHOBY, aYAPOH frirer HREIdlRtpiveiit CRamigHnaaleRs: &?iﬁem Sgruations,
mbR1 4098 DO Bcfield 220044, 000080

6. A method according to any one of Claims 1 to 5 and further including
ihe process of classifying the particular type of goods to be included in or to comprise
the shipment and selecting from multiple programmed inspection operations at least
one inspection operation appropriate for such goods, the method further including the
step of routing the goods through selected inspection stations at the secure premises
where the selected inspection operations are performed, and recording the particular
inspection operations and the results thereof at each station in the shipment information

systemn.
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7. A nethod according to any one of Clains 1 to 6 and
further including the process of performng an
W@bk@enywm c securing process as the technol ogiBE&l/SG2004/000080
securing process, the nethod including the process of
detecting and signalling to at | east the shipnent
i nformati on system any tanpering, interference or
damage t oy magh&i SRR fo any SRAGE CRRImdM Y Bt 4 fufther including
providing and verifying security of goods shipnents, )
the Ipeocessyt penforminigLadi glegtroaiosiscreProrPess 66 e teshnalgiead seeuring
for stori at bouyt particul I: § £ ;
pggsacns mghh s e s Bt BB UE B St 143t teast the
shg;ﬂﬁﬁft HORahith $yRtchehly Syering intepiéiades sbdhmagatathatelectronic
Ifferent |ocations and/or different tinmes in the
seghi pment transit process, a secure prenises for
preparation of shipnments, the secure prem ses
i ncluding physical security structures, a personnel
accegs seAuybitm Sy preidingund verifying ssgutitinef gands shipments, the
noni toring operations wthin the prem ses, and a
syseabaluAEEdat a transfer systemfor 15 transferring

dat a, tS?l Bfenf SEBFARHNCHRER! ForNGoRRE FaNEbout particular identifiable
i denti rpcatl ons, personnel nove- nents, personne)

ganals shiptieats, the sydiem peingicepable efrigtesoaeiioyip ﬁ@tm@g@g@d provide such
t . 0p- J m
R e RER S pfOLURRRL et BB YRS R B

pr e, §&urd Prenflsdsi for Hiepgradibn lo€abipmens, trspentimemises including
process on the goods under supervision of a com 20 ¢ for
Phyisical SoSPOETANGEERS) M EPHELRICORCIRETCPHY 1YS B s PO CHEHE ™S 1
rrfog{toxrir%fls?éé}ét%ﬁls'\gitﬁiﬁeché WL ERRE ahdaOfeBB N AY HaBffefl 8jsem for
concernhing e

L

nat ure-of f%e |nspec¢|on processes and
trherrieg dhiasto bk redredédemeemingpapsosodsidestifioationss peigpnnel move-

securing and certifying the shi.pnent of )
nS By PES eSS esiah S dhetmpenrPdarera e SR elbbalS and op
AR P8 MO Rgs t echnol ogi cal securing nmeans to 25

enabl e detecti on of an tanmpering with or damm

_ ge to .,

the pleys foalinspeeting gepdsfto cRBIDERS pShipgiept af thgisgee premises by
ssi.bl e, conproni se 1. ecunit j t -

PRLANg 8t %?ggo&reolp ] c{uﬁn %%gesg'hoﬁlp{lrlg r‘#) olagm11 %&n&sﬁp%rﬁ{ggd&s?feamcom

poRE ?{ogﬂa!ﬂﬁﬁédﬂnﬁl%ctibﬁ niésttorind syisteen,securi ng and

certifying means_in conn ,ctlon,vkath t he parti,cul ar

. h .
shi prsARS Torersperding: ingR ishmmeRl nAEnation wsim A Papenips the
X ' ' Ohd¥cticigRbcksdsNg
i L A e
shi peeats foansdourberni fogitifging tlreshipuentiof goedmatithe easuess premises
ilgcTEdir?ghlp {lrs%?a ’segur}glgzr%lea\l/r\g, %Icl) %ér(%grcr)rﬁrzgs t&%ﬁél%%%?ééc%%g §1Qeans to

enable detection of any tampering with or damage to the physical securing of the ship-

o}

-

ment or other possible compromise to the security of the shipment,

means for recording in the shipment information system data concerning the use
of the securing and certifying means in connection with the particular shipment,

means for monitoring the shipment in transit after leaving the secure premises
by identifying the shipment, identifying the location of the shipment, and identifying

the security condition of the shipment, and
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means for recording in the shipnent information system
data concerning the re- sults of the operation of the

W@ hiopaRaTr8 noni t ori ng neans, wher eby the nat ur eP@m8G2004/000080
security processes and operations performed on the
goods shi pnent at the secure prem ses and throughout
subsequent handling and transit 5 operations can be
checkedsa0re¥ iy i89hd shifhent Hi¥oRIRNN Jyblet! A4 bétterning the re-
system i ncl uding at the destination of the shipnent

sudin abttiervpetion of theahiporenbmoniteringayednsof security of

t hat_ . shi nt. 9. installati r

or opupEEPE I bt sPBh gt o opbidf i fifiimad on the
gdAe dBipaRhpiTant sécardpretnis apd iresghotihenbsepicat haidiing and transit

including: a) a secure packing facilj t(%/ where the, o at
opsaticnpean bnehreskedrndayarificd fn shipgisas mhpEnation Sy§iPR dnclpios 2
the e&gﬁ&%@n cﬁl}ﬁe §ﬁbﬁféﬁmnabﬁn% ehBta@ifofthd BeA b dcalityOsY that

marker such as a'tag 1s applied to the shipnent; b
shapmentspecti on facility whereby the shipnment is

subjected to a non-intrusive 15 inspection prior to

and/or follow ng sealing; c) visual nonitoring means

capad| e. ofn $5ARBA fdBe SREH BepRfion) Bpiddia] ktdrage, and despatch

spection facilities; d) identification detection neans
otmgerids shipfmepntderheitfapspagtet hibe instedlptiomingfudinge

i denty ficatjon marker. i V] t d

ot 1t PR SR B AR R e it el e roods are
v&yddenmd sbairdedg tiandisedne it deuletl ynd ah pdentificgtidnnmarker such as a tag
_formation and/or data from i) the verification and
ispppigdigithoshigineithe contents and/or details of the

goodgy | i)l?#epﬁoﬂ ARNky Wity ARe %Pﬁ%ﬁﬂ RsubReRE to Atbnddtrusive

iii) “optionally exceptions®and alferts arising fromthe

nat ur e indpettiven riowds and/or HHowingrsealog; f rom t he

verifjcation, recordation, inspection ot marker_ . -
| dent) ficual PisRIBRRE Sleng chle RE ScanBg fog PRC packing and in
accor disggctfogfgéigﬁég;g, wherein the nonitoring and

infor- 30 mation systemoperates in real-tine a

! . nd the
i nf ofhddéensificatien defestiarhimenns sanshiepef idsntifiang thaeegtig of the

the monyL o] ef | s&flkort; B
e AP b
PCT/ G204 BAD{84hd Hifibrprakion spede istosingrangrekstivély outputting in-
the installati og/ as wel | as throughout the subsequent
formation and/or data from:
i) the verification and recordation of the contents and/or details of the
goods;
ii) the identification detection means; and
iii) optionally exceptions and alerts arising from the nature of the goods or
shipment or from the verification, recordation, inspection or marker

identification processes.
10.  An installation according to claim 9, wherein the monitoring and infor-

mation system operates in real-time and the information and data which is output or

displayed by the monitoring and information system reflects the current status of the
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supply chain. 11. An installation according to claim?9
or 10, wherein the nonitoring and 5 information

W@ mHem77s a conmput er system controll ed by dedPCEHS@Z04/000080

software and is adapted to coordinate the passage of

the goods and to nonitor the goods' progress through

the installation as well as throughout the subsequent

sﬁifsz@hvam@d ogreds thiblidhnaé ﬁig&a%u&{lasa&sl@ ﬁgitm&hgh@uﬁm s@PRquent
cl ai ns to- 11, wherein the 10 nonitoring and

shpiflp chaini on systen1|s a conputer system custom zable

controlled by dedicated software and provides a nenu

of shi pnent security services or selectable ac-

cor dilng t AndincldBituRRACCErdinptiovdlaiuad of &0 ummwﬁhs n(l(ﬂﬁtoﬁﬁg and

any participant in the supply chain)

5 lmﬁegﬁ%mnaws&m ag @o?mwgert BYSAFHY C@%O]&ﬂd by aieﬁ@a@dt wigpare and is
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t n
REEAE bl BRI, TRORE Lty IR B1C B s
tﬁréugli—\the imstlmtibabs wall ag timm[ghngt the suyquenesupblycdlaims 9
to 13, wherein the non- 20 intrusive inspection
i ncl udes a radiological inspection. 15. An

i nst ahl at ixgniBeOMeH Becd@in@dY ARl oftb13ini 9%ot PI, hherein the
wherein the non- intrusive inspection includes tests

ni@yitoring ead infbrrastisinosisteas is ®eompelpi svstend cugp@izallecenntrolled by
t t
d@&g&%@ s%f%gar% %gd Aa% é&r% aﬁln%rﬁl J)fo@z Sp%? Féjclupi%( %e?vl,%@sy or srégerc]:%fble ac-
coriingiches cvstdmer’ smmdieudhhlamqarmemr @8 oflahy Ié%{itwlpant in the supply
installation according to any one of clains 9 to 16,
Btein the in- 30 stallation is divided into packing,

storage and despatch zones and each said zone in-

cludes at |east one of said identification marker

det edBi on Amemsllaidéh m&@'ﬁg/t@9m77c816Rm¢18@i)94tb0Iﬂ)08hBrein the

R B R0 M- B0 RSB B o

mehentification nmarker detection neans is a RFID
si gnpost, capa- ble of registering the presence of a
particular RFID tag. 5 19. An installation according

to any ong ohehal acgogdﬂlg]tg 2 g%ﬁé 8{ Dainll thfjé“vh%%H %he non-

and i'nfornation Sy 0 genera
1mmsm|1n@eam 1helatissamdm$¢g1caﬂ mpecmport s or alerts.

15.  An installation according to any one of claims 9 to 14, wherein the non-
intrusive inspection includes tests for traces of explosives, or chemical or biological

agents.

16.  An installation according to any one of claims 9 to 15, wherein the vis-

ual monitoring means includes video surveillance cameras.
17. An installation according to any one of claims 9 to 16, wherein the in-

stallation is divided into packing, storage and despatch zones and each said zone in-

cludes at least one of said identification marker detection means.

23



10

15

20

25

30

20. A nethod for the secure preparation and despatch
of a goods shipnent 10 to be transported once

w@e@msessesl i n an installation, the nethod i ncledi/sG200%e00080

steps of: a) verifying and recording the contents

and/ or details of the goods in a noni- toring and

i nformati on system b) securely packing the goods; c)

seal ipg t DG ARAMIRAact QIR BleRif 7NAnbRELHE ilshtFHcaidtmarker
shi pnent during the 15 transport process; d) applying
issan Rbléhtaigfaind g idantifinakien mswiesh daksctzont mepnsds e Rd'1D signpost, capa-

hipnent .. subj ectid ng_th ' nt to a
bﬁ%}ﬁ?g}%}%%%ﬁﬁg cgcqﬁag%ﬁlwfarﬁéﬁg%.y scanni ng t he
| ocati ons through which the goods and shi pnent prog-

ress in the jnstallation_using visual nitorin )
meand®- 204) mseHatinmeaccorkng ke apy e ¥ Caifiso thrakcatherein the
.| . - | o ~
P Gl AR, Tk BB B BB, o
tibhecporisbablerts.at i on; and h) nonitoring the informtion
and data relating to the shipnent by association wth
the identification marker through a nonitoring and

i nfoppmat i AnLSsl eF thé 3B PR paradibn The dbsAtoAN6E a goods shipment
sel ectively outputting information and/or data from

tebepansa)riethencg procssed A areinsiotatawe thedngibod mchidingdhe eteps of:

further_ including th - . :
g R g T R

an ul titgBheakiEBtdrAatibfBystend0 Wherein the data recorded
in the nonitoring and informati on system creates an

audi ©) sepurly magking te 839dBment . 24 WD 2004/ 090778

PCT/@%‘% Q : GRefifl 80 tHeOsHhAbAD Eing th
wher el n ?ﬁﬁg%%e&gqm&n%rtg%éﬁﬁgﬁglgq cgﬁ res }%ensc%de a e e
port f dranspdrepmoatdsspnal transfer of goods. 23. A nethod

of enhancjn resunpti.on of secyrity o argo through
o sl obige SreReasa seued ot tad EE FRrieBh
CONMDPEY SiyBfbctikelthe GRPEIGE IO RERHEAvERMERRHBANd] | ng and
transportation by i) providing security at the

sour €e Wyualls)scanminigtae iorgtiensehagl whighdhe gaedscandrigipment prog-

05D O0 O A R P Hing s U Of

g) scanning for the identification marker using an identification marker detec-

tion means to locate and monitor the identification marker within the instal-
lation; and

h) monitoring the information and data relating to the shipment by association
with the identification marker through a monitoring and information system
capable of storing and selectively outputting information and/or data from

steps a) and g).

21. A method according to claim 20, further including the step of transport-
ing the shipment through one or more exchange centres and to an ultimate destination,
wherein the data recorded in the monitoring and information system creates an audit

1

trail for the shipment.
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10 (b) providing physical and/or technol ogical sealing
of the cargo, (ii) providing security during transport

wo@Rooheo7cear go fromthe source to the desti natPONSG3004/000080

nonitoring of |ocation, progress, and conditions of

seal - ing of the cargo during that transport, (2)
collecting and recording information for nonitoring

and yal i datinblod @etbordikg toi d¥noR 1t WReredr @@ drrCoumhong exchange
(i) nonitoring and recording the nature and results of

canfiyes bghugle a\pgrt leninterationaliransop eEEels: processes, (i)

nmonitoring and recording details of the sealing of the
cargo, and (iii) recording details of the nonitoring
of tP%® | osahéthod operdgness peasdmptiodof se2@rityi afregrgof through a sup-

seal jng of the cargo fromthe source to the
5p égf“inﬁ%t 8
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M 8 §OWRE FLAITFHRAUOMPOMPISHE] ar or excepti onal

Cond'ptgi ONSyridhE¥0e curk Jhr B HAMAIH M AT REBMIRatiBA BY T Ogat i on
and porting functions for parties to and parties

i nt e(ipst eprovidingheecurityra herspursk byhe cargo,and its

"ot iy VR o R GEI R AP AR Rb b Es appropriate fo

f or mat i onthe2dturfoNit bagdoamdcl ai med in claim 23 and

further including generation of alertjn orts by
pr oc¥si nBrovengRinEisat W‘&ﬁ%?hp%]é’gwaleﬁaglﬁ‘ﬁg%{tﬁgf’?rgﬂ’ from

t he ni - i: . the
oy B PRl scthibi by GhshOR B8 BRY Corgd BBl IR source to
regul ar odeseixatipt by nmhitetieg 08 lositidn eragaesgoandhednditiong of seal-
its seali g% 2113? VWO 2804/ 090778 PCT/ SG2004/ 000080 25.

A et hod 1T GAERP IS BR8P Bl 24 and furt her

i ncl ggi ngcql(e@MhHhibreddt didpliffor@aRsd 2R nfoanefih@Bndialidating secu-
sel ective generation of a real tine track and trace
report t oritypefahe earge elysiegsent | ocation and security

condly on 0o, B 450 B 3554 0 o VSRR i

cl ai me 23akdindSecyibe bRicBsskd)e | nspec- tion processes
conducted at  the source are controlled. according to.a
pr ogFiammeEonioriagnd ieerrdinggietrdls phihe spaling Af the-ca80, afd

goodsg;; 1Ore%3rdixﬁ%15@cﬁi'fkogf t"ﬁg n‘fc&rﬁ‘ﬂoﬁ'ﬁ% of ThePid¥at RN ng?@:s@%n@%ondi-
to 2 erein the step o provi di ng securlt’gtl)a the _
sour ce f utibiesf sealidgiolthe cargo from the source to the destination including
any irregular or exceptional conditions thereof,
(3)  providing secure interrogation and reporting functions for parties to and
parties interested in the transport of the cargo and its security by ena-
bling access to and selective retrieval of the collected and recorded in-

formation.

24, A method as claimed in claim 23 and further including generation of

alerting reports by processing the collected and recorded information from the moni-
toring of the cargo transport from the source to the destination and detecting any ir-

regular or exceptional status of the cargo including its sealing.
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(c) security screening of personnel having access to

the cargo or to facilities at the source and
wOoHnerTTH1g t he personnel activities and novenee/SGzM4/000080

the source, and further conparing those activities and

novenments to 15 progranmed activities and novenents

permtted or expected for the personnel. 28. A nethod

as chai neqy nRihARYs eRemed iC4ain'D3 4324 And furdigd iddhidiRe broviding
including selective generation of audit reports

ap énterrpgagion dunsden pid §ﬁ1¢célwag@¢pr¢tm@é §§@a§, tl@tﬁﬁ%@ﬂé trapgreport to
p%v%]est 62 resé(%f 'f&lagg? i S%L\?‘itgec% %h%zﬁoﬂa@r ehﬂtotrp ®f the

gener at’i repor es se
tgasperadfitdcapgo.an audit report relatlng to personne
and cargo handling procedures and operations at the
source. 25 26

26. A method as claimed in any one of claims 23 to 25 wherein the inspec-
tion processes conducted at the source are controlled according to a programmed in-

spection regime for the nature of the gbods.

27. A method as cléimed in any one claims 23 to 26 wherein the step of

providing security at the source further includes:

(c) security screening of personnel having access to the cargo or to facilities
at the source and monitoring the personnel aptivities and movements at
the source, and further comparing those activities and movements to
programmed activities and movements permitted or expected for the

personnel.

28. A method as claimed in any one of claims 23 to 27 and further including
selective generation of audit reports relating to security related processes and opera-

tions.
29. A method as claimed in claim 28 wherein the generation of audit reports

includes selective generation of an audit report relating to personnel and cargo handling

procedures and operations at the source.
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