CLEAR CHANNEL REPORTI NG AND ASSI STI NG ORPHANED NODES

IN A WRELESS NETWORK FI ELD OF THE | NVENTI ON The
w@e@3mmesii nventi on rel ates to determ ni ng operBCT/IBR0O07/050704

information in a network and, in particular (but not

excl usively), to nethods and 3ysterrs for determ ning

such information in a nmulti-hop wrel ess network.

BACKGROUND OF THE | NVENTION A suitable format for a

c . : . : ot .
SEEEAH CHUANNEL RERORTINE AP RS TING SR AASITES NoDES IN
WA WIRBISESSNETWORK, as defined by the Zi gBee

Al'liance. It uses functionality described in | EEE
Standard 802.1 5.4-2003. Conmmuni cati on between nodes

t akes pl ace over one of a nunber of "physical

channel s". The 2.4GHz communi cati on band contains 16
separate 802.1 5.4 channels, so a nunber of Personal

Area Networks (PANs) can operate sinultaneously with

each on its own channel and so not interfering wth

el pporerHEINVENTRORI bl e for nore than one PAN to
use a single channel, especially if they are a | ong

di st anthke gpesant (nvention reGriesi@geteronining dpstrtingairdormation in a

fai,rly | ow usage.rate | ow duty.cycle). robl e

GFtyob B 17 Bt AL R, T s Bl gstems for
2 keiainkry s craintbrifidtiontin &f hui- a0 wireledsfrit@oid. t h

ZigBee traffic. WFi nessages can be transmtted at a

much hi gher power level, and a WFi |ogical channel is

%@%@@WW?Hé lqgi cal channel's. In order

systems to coexist it is beneficial to be
abl e tA suitable format for a communication in a wireless network is the

ZigBee Specification (053474r06) for low cost, low power wireless radio links,
as defined by the ZigBee Alliance. It uses functionality described in |IEEE
Standard 802.15.4-2003. Communication between nodes takes place over
one of a number of “physical channels”. The 2.4GHz communication band
contains 16 separate 802.15.4 channels, so a number of Personal Area
Networks (PANs) can operate simultaneously with each on its own channel
and so not interfering with each other.

It is possible for more than one PAN to use a single channel, especially
if they are a long distance apart (>10-100m away), or if both have fairly low
usage rates (low duty cycle).

A problem with ZigBee is that WiFi devices also operate in the 2.4GHz
band, and WiFi traffic can interfere with ZigBee traffic. WiFi messages can be
transmitted at a much higher power level, and a WiFi logical channel is as wide
as several ZigBee logical channels.

In order for two such systems to coexist it is beneficial to be able to
work out what channels are clear, and get the interfered-with network (e.g. the
ZigBee PAN) to operate on these channels.

ZigBee devices have the ability to assess which channels are clear —

they carry out an “Energy detection scan”, which returns a list containing the
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wor k out what channels are clear, and get the
interfered-with network (e.g. the ZigBee PAN) to

wop@ratesibn t hese channel s. Zi gBee devi ces havRCT/IB2007/050704

ability to assess which channels are clear - they
carry out an "Energy detectioB scan", which returns a
i st containing thebackground<power |evel on each
avai |l abl e channel. It would therefore be possible for

e BpWERThAE, OF G 8o ERgP ) I I ¥ptiEfore be

| pogtblacfonahs, PAN Chardiehtoe aodedrinp st arsgam &d simply use the
| ocation, and at a different point in the network the

sdpEsk hanRapindut HF 1Seneinliguboeod ifeledl 1Ayge Mebweiky as channel
QIR %W( g\ﬂtho‘i&%rtioﬁo'ﬂﬂos%'tOa{”cﬁﬂerfeﬂf"aoimom qh? network the
contact eac evice I n the network, and request the
rededcted chbinael reagbgyurasable. Unf ortunately this is only

ossible |f reli e _communj cati ons are operational
Dot wearialy. B RN CORMIRRIH toroBtb EHARGESPANG. Lol would
NESRSS I TANEY in (Re ol 4y r@@q@,@sﬁl‘h‘e%b@l\?\sh@f(éﬁteﬁergy scan.

for getting energy levels from devices for ich there
i niootunatele ditig ia ardy ipalssible dmetalblieotom Muaicadipne rdce adpsrational
h vice |

S EBRb IS T BrEiarien B8 P800S i nReRSsataRuyay, Surrenty

tio gob@ealutionExIE cqﬂth find 8RRy 18418 fivngBleviees férakhich there is
exanple, due to a WFI router having been setup

meRirapadas Gliphleeanngelote needs to sonehow _
re- eStﬂ%OIoor 6N %%%Pgﬁo%énﬂltﬁgmé;%étgﬁﬁ@ itvg%%rgfgraévice is

t he PA nator tnd

cophEnedalinapie t ke comnemicatbamwiigl . thSUMEMAIKkPFdUIEEt0 a local
I NVENTION It is an_object of E%he present invention to _
| GRIPBBIGEHOp hesUénohpisdnight Pa. ok exaauiR AuUR 1ona JVif Fayter having

A5R8F seRip MRS, €SRATohR%RBY | ARidd8RdsSto somehow re-establish
communication with the network to inform the PAN Coordinator that it is unable

to reliably communicate on the current channel.

SUMMARY OF THE INVENTION

It is an object of the present invention to improve on the known art.

In accordance with a first aspect of the present invention there is
provided a device operable to wirelessly communicate with at least one node
in a wireless network, the device being arranged to:

detect a problem with communication;

carry out a survey of local conditions according to predetermined criteria
and generate a network environment status message derived from the result of
the survey; and

broadcast the network environment status message.

In a ZigBee network, a device regularly communicates with at least one
node on the PAN: generally this is its parent. If a problem with communication
is detected, the device is preferably able to autonomously carry out a
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provi ded a device operable to wrelessly comuni cate
wth at | east one node in a wireless network, the

waelewrogsbei ng arranged to: detect a probl em wi PET/IB2007/050704

communi cation; carry out a survey of |ocal conditions
according to predeterm ned criteria and generate a
net wor k environnent status megsage derived fromthe
result of the survey; and broadcast t he network

e t . .
RVERANEER 1SR R ARG o T 2R APERLE 81 Bgqivea. if 2
ocme\xuctms%wblgwebainhwmbét@|t|@1teerts$ Enesvary fafulsafeomblbe.mtul that
w th comuni cation is_detected, the device is

p‘?r@p@ﬂélﬁ’w %f%Ct'@c'Sdau-Wﬁ@%G@I'% Sb'ﬁ??'y ahlg lQFAGY Mirdesurvey of
BCéle@tgrﬂidflér?sf ter t%‘oégsmll Bo |teém:Pﬂ’1é“?1%Ew6r9 t%eflnc%l a suitable
escr evi ce unabl e To comuni cat €

eglteznative tceapnelaaydf #i hsdé\ﬂcemsleuruﬂﬁleltot mamnepiaddly emaconnect it

can ae rectified

The devi i i tapl bl t
RiBadCadif ob' tekll st SOt R NE R s raeh SEY (NES)
bfﬂbBSéQ?e Fnehd H@p@%%ﬂ%tﬁ& devitd éh HH halork it sAati ve

chann and, If device is unable to immedi ately
reconrk@vantag%oﬁamdﬁaaprsroahbIrnCémﬂ&t of its survey, t he

Net wor k. Environment Status (NES) n the e .
et aisTRUR SRR o iiRshdtsar e Sat eiulifal A ond@Rfic is not
Advantfagriedds 4 hesuledniaag o fixneal ddhenunidanbiigsuaunber s

of nessa%jes are sent ensuring a network is not flooded

as & rBatlery powarigcagseryed iag nauelbampaseigte- on i ssue.
Bat t-er\x/h%ﬂvfﬁeg%gﬁg gﬁﬁﬁ%?éjds arggln%eﬁp t8SoFgfé9§l?—,\' RliGnomMER both in

a devi ce

aut onoitopilicgdbe for rgjoinirgg theotstderie ahdin lteuee if adfalldufe mode.
network and in its use of a fajlsafe node. tional |y,
to assPRHORRV; d@saW'%thﬂﬁtﬁ'C?% WiSNBion 1q Heige e r Retwork, hetwork

NS Bperatlng as Routers may be temporarily able to operate on multiple
channels to allow them to act as a bridge between the orphaned nodes and
the rest of the network. With such an arrangement, if there is no overall
control or coordination node for the network, a Router may communicate with
other Routers to facilitate a network channel change.

Aspects of the invention are valid for all three types of Zigbee device -
End Device, Router and Coordinator - and the following description of
embodiments describes the procedure each such device type may suitably
follow should it become disconnected from the rest of the network.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention will now be described, by way of example
only, and with reference to the accompanying drawing, in which:

Figure 1 is an annotated flowchart illustrating procedures for addressing
communications problems within an end device in a wireless network;

Figure 2 is an annotated flowchart illustrating procedures for addressing

communications problems within a router in a wireless network; and
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network. Wth such an arrangenent, if there is no
overall control or coordi nati an node for the network,
a Router may communi cate with™other Routers to
facilitate a network channel change. Aspects of the

covi ce S0 ol Palvebl Fs PR sl op AR for rossing
f @rheunigitides promémerwittin endwdidimatbs ndes it b heselédEenetwork.

procedure each such device type may suitably foll ow
shoul d it becone disconnected fromthe rest of the

"SEMAIs HRYFE RFASRHON O OF THE DRAWNGS Enbodi ent s

e tnvention wll now be described, by way of
exanpl Ehefibywchams ohiFiguresfletoed ¢ehich lirtketoaa somgbafigwobart) show

dr awi, in which: Fi e 1 is an annotated flowchart
b $1hS i dBacretd)| Peoess 9 BuBRRdosuRu ANt Bhered 1 to
Prebl e cb’rrbBbéhcﬁﬁgI?ﬂﬂm‘i’@é’r*e@lee*ﬂlaﬁatb‘rf @bt &G detail the
Figure 2 is an annotated flowchart illTustrating

perocesit feasuriesrin &adh of Siengulsidiannsiepsi ons probl ens

within a router in a wireless network; andFigure 3 is
an annotated flowchart illustrating procedures for

addr esSiepd1 .COMUTHiS a$ itd HeRi DS fav ARiBhdDevice, illustrated on
co-ordinator node in a wireless network. DETAILS OF

THEUINVENTE eNnatrrendingrehaxRective trirgoeive a1messagg wsieaps. This
| ' | i di :
A 21 PhORE (B B Bl RIS A D6 popen the

1énd dbdice bt es pendiMigisagewrtgled expl anat ory comments
bel ow detail the process features in each of the
subsidiary steps. Step 1. This is the default state

for angfepd Devi ogmehl 4 WolirdH fds@8ye is sent, the device waits for an

acknowledgement indicating that the message was successfully received.

Step 3. The MsgNotRcvd (message not received) counter
indicates the number of failed message transmissions. These are messages
that have been sent for which acknowledgements are not received. The
counter is used to indicate if there is a problem with communication. Here, the
MsgNotRcvd counter is set to 0 when either an incoming message or an
acknowledgement of a sent message is received. Receiving a message or an

acknowledgement indicates successful communication.

Step 4. If the MsgNotRvcd counter is less than a given limit (for
example 5) the device tries to resend the message. If it is 5 or above, this
indicates a significant number of failed transmissions and that the device has
probably become disconnected from the network. The procedure to resolve

this should be started.



10

15

20

25

30

Figure 1. If it is not sending or expecting to receive
a nessage it sleeps. This allows it to conserve power.

wab@789sep node is stopped for instance when tPeT/&do7/050704

device has to send Message or Poll. Step 2. Wen a
pol | or nmessage is sent, the device waits for an
acknow edgenent indicating that the nessage was
successfully received. Step 3. The MsgNot Rcvd (nessage

not r ived) cowpter, gl ; r I le 4
nmessag & r%nsm SSi %ﬁsﬁ h%%gsg&%%ghgés'gggggldtr%g?ﬁﬁg\?e&faU|t fail
bexffo raewd aharthehi execack acsttadge fentcioining thet nataoek.vathe exact
The counter is used to indicate if there is a problem

vreRvid Al @ darcmill P cepepdeniiy Nkt IROGHOR Hiaitaaviges's intended

t whengei n4
Eretriigeheld SHtpEL d TGRCHUAT 3720%, Hockhe orphaned and
Retatile tompear omeffiagquestsanmag kamaireshgamentstatedirdisesh time as it

successful comuni cation. St 4 . 1f the MsgNot Rvcd

IS GRS Fam LG GANANG6shD NETENFdr exanpl o 5) the
device tries to resend the nessage. If it is 5 or

above, this indicates a significant nunber of failed

t ransndtepitons andin ohehan seardieiaases tosther ndtaieirk thas cotlevice has

SRSl A (hAEu AR irelB, PR GRHAT st ganbeain with
o4 BBanesh thet cent! shareefdr hetamcaedyatbhsimisiorsof @ hastdn or a

and then execute a strategy for rejoining the network.

TsRecisl adessRgRAN Uis ofhanngey T Benwifl No eongdysiing gasulbrhas been
t u [ t.hat [ .S t rfar f -
3B 88 18 gt chf o2 o A EP0BL, 1B KR AF i aone i

usarvhetetio the aevive! oilf goeomeste sticeassful esteinmel 1fi.@ns@y on the
state until such tine as it is able to conmmuni cate

vidrrenthehansel, eF chaBodowaPRines: ends JoaRask g sigegnmode on
i@@ipogt es to the network that a device has

Step 7. An ED scan (“Energy Detection scan”) determines the
amount of local interference on all channels. From this, we are also able to
determine the most optimal local channel for operation. This enables to obtain
a transmission conditions report concerning the quality of each channel.

Step 8. If a device carries out an ED scan and no local
interference is detected, there must be another problem that is affecting
communication e.g.

a) Parent device is blocked

b)

¢) Parent device moved
d)

The End Device should broadcast its NES message (see Step 9) and then

Large object has reduced operating range

End Device moved

sleep before trying to reconnect again.
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becone orphaned and that it wishes to rejoin. This
or phan scan can begin with a scan on the current

wa@bannedsit or i nstance by transm ssion of a beaPONEB207050704

speci al nessage on this channel. Then, if no
concl udi ng result has been fog the scan is carried
out on all channels. If the r&st of the network is
contacted, the device will go onto the successful

chann [ y

to an%ﬁ?&r%', andlﬂ ce‘?gaa@Eﬁleﬁlrtﬁ%faﬁ%gsqnt%g%génocn f&%é?@@ewmg but
e ot Aﬁec&&ramﬂuttﬁngEnw o's ﬁkatrm:baga & QBVide that |s affected by
determi nes the amount of | ocal i nterf erence on

GHAAEFESE FIPEIANS 19eSarl dPasdkBrS ARoVaHe MRe Kestil be
osb@g%bHPd W 9hBner RURE! orf He PARGRL, 'v%\ch Hhst |?§5I‘Péff‘e°t:ted by

Ina transm ssion conditions report coNcerni
tthe saraki injertérereehThisaimnelustréteep b§. thlef neesgdage ¢, on Flgure 1.

Bnenrigh & reRsage i eV aro e Srbeh Sarar 1A Router to assist
ahbefideinGeBMAY ¢76 hefvdkg. @) Parent device is

bl ocked b) Large object has reduced operating range c)
Par ent Thizwassage\vkal id)serhkroswi ag amoVelivork &neirdnDevi Status or

s d broadca its NES sage St e and t

INEEMe8r SR FR ne, bl 37 B rioBE o 1) Ehorh <O Bndt wi
qﬂarcatentwé o8t B4 @NEaBlel dHinet Feneemafunisdtion! eetdctéd@uring the
but does not affect transmtting. If this is the case,

aoa@%arb&camaat $iep& fected by interference may be able

to "shout" (broadcast) above the noise and still be

possi bly heard by another device on the network, which

i s notStiepsH).f afif ewdreds byCoordinator in the network, the Router Device

will send a channel change request to this coordinator including information
from the NES message, as illustrated on Figure 2. (Note: This is an optional
step - if there is no Coordinator, the Router will facilitate the channel change
itself, communicating with other Routers to determine the best new channel).

Step 11. If it is not possible to change the channel for the entire
network, a parent device may be able to operate temporarily on multiple
channels. This would mean that any orphaned devices would be able to rejoin
the network using an alternative channel whilst the parent device continues to
communicate with the rest of the network using the original frequency. A time-
slicing strategy would be required to allow the parent to service messages on
both channels.

In an extension to multi-channel operation, a device could request that
its parent operates on both channels, thus enlarging the segment of the
network using the new frequency. This request would be propagated as far as
possible across the network with the aim of switching as many devices as
possible over to the new channel. This would assist the coordinator in a
complete network channel change.



10

15

20

25

the sane interference. This is illustrated by the
nmessage B, on Figure 1. Wen such a nessage is
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assi st the device in rejoining the network. The
nmessage that is sent (known as an Network Environnent
Status or NES nessage) will bé conprised of data from
the local Energy scan and will indicate the nost

f avourahl hann : ni=cat .on, ted '

the " o?‘%ﬁglné:'scan&% é&'%@gw F@}er% go_r@lcﬂees;fhgr ggﬁ%d%%t to al
Groutdrned earryrouthelovel BY kcart,heéetBaviner theevéstechaininel and report
send a channel change request to this coordinator

i S BRGkEp ther GPARNYAr-f 6/ RoidenEsyngarenqet thesED scan itself, or
PGB PSR o7 oal ooieeh 85080 i Rboorantor
f@Qnce ithaGoardieatdraeneives haa gesultssel thesewoansi (@ahapgot wait for

SesBoRs i Tom el Fotids®) Eelhings S rhaste 1Y ERBRTGH vl or
f18e dritife ABRIGIR dMei VBElcadts RAERINneHBNA ABitiAoAbl e to

operate tenporarily on nmultiple channels. This would

mean that any orphaned devices would be able to rejoin

t he network, usi an alternative channel whilst the

par ent SRV e colpTIEs 5 CoRMRTOLPR RACH!Y fejdcput an ED
ofcdnh o @istaride Wi M tdigratti Bharel f toedeiteYif there is any local
timeslicing strategy would be required to allow the

patestarenes. feiernaliventessaigess oiaboe HseddBiss. 1 n an
extension to nulti-channel operation, a device could
request that its parent operates on both channel s,

thus e®leprii.ng tReuteegdevitesf alksbe chethothatuseng rhbssages are
new frequency. This request_would b opagated as f

. e pr. ar
a@@@%‘?‘iﬂ@ asy d@'-és’“fqlif%d it idgwrenet h Agrinad niiggNotRcvd counter
SR ThePRuBY o 8NE&ER)eSthat have not be successfully sent. This

step can be similar to Step 2.

Step 15. If a message is not sent successfully, a Router will try and
send it again. This may also require searching for an alternative route. This is
particularly the case if the number of unsuccessful sending is not too high, e.g.
below 5, otherwise it could cause a flooding of the network with these repeated

messages, and a high power consumption.
Step 16. If a Router is unable to communicate, for instance if the
number of unsuccessful sending is above a predetermined threshold, it also

broadcasts an NES message, with a similar method as that of steps 6 to 9.

To implement the above, five new Zigbee messages are required:
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broadcast to all Routers to carry out a |ocal ED scan,
determ ne the best channel ang report this back to the
Coordi nator. The Router may cdrry out the ED scan

itself, or request |nforrrat|on fromlts Chl|d deV| ces

soordinator

for responses from all quuégtfrﬁd tHem @@tcarrmdm& lbb&l energy scan
channel that is nost suitable for the entire network

and broadcasts a channe@n%fﬁi%@ethﬁdﬁﬁtﬁu%atl on. Step 13.

g%hgrﬁ’rYéfC ahb‘ER%@&’éét'i "dlé’{:ntt’Bg é"Ba‘rg‘ht {Ratter) davigg, t" the PAN

scan ance on ur r'en anne etect
if there is any |ocal |iQberdiredtencequestingr ttﬂtl‘t/enhange network
t echni ques may be used for this. Step 14. Router
devi ces al so check t hatchasmel. messages are

| oSt S |
ﬁ}géWcou er indl%ﬁteg)yt)ﬁggnu Na 60 @n@%@g% a Router
that have not be successfaulﬁlryg B etmat. it Emrmbdast Epchimrgeb@nanna

cimlar tn Stan 3 npecane i nnot ca
uuuuuuuu

SQE%@%%@hﬁngeNét't&&t@ar iRt Dy s SR PPoRiRatAT otifying i
This may also require sd@;l(gég ‘ﬁ’g‘tf@/ﬁﬁ@ﬁ ﬁ%‘( N&nnel

route. This is particularly t

UNEBotNetwbrd Esenmhment sBmxadcastdoytalglmrptmrgad dtxahmv 5h|s contains

ot herwi se it could cause fl oodi n he net wor
Yhese repeat ed neslgcé%esenvérﬁ& d@t%o\g@perated from an

consunption. Step 16. [dndig fapo%rct' §catH16’éPr'|d3 ihBicates the most
conmuni cate, for instance it the nunber of

unsuccessful sending i sfaaowwleactnﬂMt erm ned

nnnnn h

hr cchal A Al e bhr AlaA~ NES TV IR P2
l. III COIIUI u, I l. Aar SU Ji auuaol. O O.II N IIUOOGBC, VM 1T A
simlar nethod as that of steps 6 to 9.
The easiest way to collect scan results is for a mobile commissioning

tool to be carried around, and set to listen for broadcast messages. Any such
messages received containing scan results would be logged and collated.

The problem with this is that it requires someone to carry the tool
around. An alternative mechanism might be suggested, whereby any device
that hears a broadcast message containing energy detection scan (NES)
results is configured to send a copy of the data to its own PAN Coordinator.
Clearly this would not work for devices in areas where the signal has rapidly
deteriorated, as they too will not be able to communicate on the normal
channel. However, devices at the very edge of the affected area (wherever
the edge may be) are able to communicate but also are able to hear broadcast
messages. Thus the indication that a certain channel is not usable by one or
more devices on the PAN is correctly delivered back to the PAN Coordinator,
which may take automated or semi-automated steps to rectify the situation.

From reading the present disclosure, other variations and modifications
will be apparent to persons skilled in the art. Such variations and modifications

may involve equivalent and other features which are already known in the art,
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To inpl enent the above, five new Zi gbee nessages are
requi red: The easiest way to collect scan results is

wo 007a9950bi | € commi ssioning tool to be carri edPEr/BME7/050704

and set to listen for broadcast nessages. Any such
nmessages received containing scan results would be

| ogged and col |l ated. The probFemw th this is that it
requires soneone to carry the tool around. An
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emeegy detection scan (NES) results is configured to
send a copy of the data to its own PAN Coardi nator.
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the art. Such variations and nodifications may involve
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presently clainmed in any O ai mand whether or not it
mtigates any or all of the sanme technical problens as
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described in the context of separate enbodi nents may

al so be provided in conbinati in a single

enbodi nent. Conversely, vario features which are,

for brevity, described in the context of a single

e &h nt, may al so be provided separately or in any
surtabl'e subconbi nati on. The Applicants hereby give

notice that new Cains may be fornulated to such

features and/ or conbi nati ons of such features during

the prosecution of the present Application or of any
further Application derived therefrom CLAIMS 1. A

met hod for communicating wirelessly froma device with

at |least one node in a wireless network, said nethod

conpri sin t. the devi.ce; detecting a prablemw.th

chmmur CEetGR, ok SomRUTiCaing Wirclgssly ' geyee with at least one
Gl ] 2 W RESHMBEK, AIPRRURIPEHhDALNG! i e iRy

generate a network environment status hessage derived

f r om tdatectzgia oraplemhwite gomegyniaalibrhr oadcast t he

net wor K statustnessa e. ﬁ1 Alnethgd as_cl ained in determined
cl ai m BTYPR M A SHEYSY: 8h 19! FANEHONGAECHIng) iy Predetermine
CaHtBA 308 diicestel Adetlidrk ehvivoRBfint @tatneMméReReVdstived from the
nmessages i s above a predeterm ned threshold. 3. A
neSHBOf He sUreYe@d n claim 1 or claim 2, further

conpri t i t t of attenpting to

cont ac?IJ gg%%%-%%@?te cgrr rrsﬁ%ga rﬁg‘?‘/slsagg)by broadcasting a
nmessage on a previously used channel.

2. A method as claimed in claim 1, wherein the step of detecting a problem
comprises detecting that a number of non-received messages is above a

predetermined threshold.

3. A method as claimed in claim 1 or claim 2, further comprising, at the
device, the step of attempting to contact a non-predetermined device by
broadcasting a message on a previously used channel.

4. A method as claimed in claim 3, wherein the step of attempting to
contact a non-predetermined device is operated before the step of carrying out

a survey.

5. A method as claimed in claim 3, further comprising, at the device, the
step of attempting to contact a non-predetermined device by broadcasting a
message on at least one channel different from the previously used channel.

6. A method as claimed in claim 1, wherein the step of carrying out a
survey further comprises detection of local interference on each available

channel.
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4 . A nethod as clainmed in claim3, wherein the step
of attenpting to contact a non-predeterm ned device is

woperaresd’ bef ore the step of carrying out a sSuP@EIB2087/050704

A nethod as clainmed in claim3, further conprising, at
the device, the step of atte tlng to contact a

non- predet erm ned device by b oadcastlng a nessage on
at | east one channel different fromthe previously
used channel. 6. A nethod as clained in claimi1l,
wherein the step of carrying out a survey further

conpr i Aesettietiesd claimed in elzdh 6, nviesrbRT ¥ meeintdferente |s detected,
avai | abl e channel.7. A nmethod as clained in claim®6

wher dp¥ice rindigatest i RerepRElethal didtoacelated: i injguprasce problem
| QLEFERI 'Qn&b?ﬁ&%tﬂ?@é;ﬁ ofn related to

|nterfere te probl em exi st ocal |y, and broadcasts
this report. 8. A nmethod as clained in claiml,

twork TERBO e HlisrES uhalaity & bR EPeRsRgear aduaber devie
'(5\‘ ﬂfedﬁétv&d?kt TFF@%E@‘!’ O‘F%@ﬁ@lmgcﬁt Edhrie? MaRbBereceBaNNAl order to

A method as clained in cllaim8, further conprising
tmﬁereqzommwmatrcmutoanuoﬂgermanml di fferent channels.
10. A device operable to wirelessly comunicate wth
at | east one node in a wireless network, the device

bei ng A" rrMERS 49 claeieRrtin aclﬁrrﬁbBer\‘UWhéth comprlsmgt; the step of
comuni cat i on; carré out a survey of |ocal conditions
£

RUBMENIGLING Oprgeditieraniehaenelser i a and generate a

networ k environnent status nessage derived fromthe

result of the survey; and broadcast the network

ety r oRenicesspr dislerte swirgessly communicate with at least one node in a

wireless network, the device being arranged to:

detect a problem with communication;

carry out a survey of local conditions according to predetermined criteria
and generate a network environment status message derived from the result of
the survey; and

broadcast the network environment status message.



