, €3e$$$4td6Thl 8 MAR 2C03 WU UU/ 177G3 PCT/ US99/ 22U42 | NTERFACE SYENaMfigR
| NTEGRATED MONI TORI NG AND MANAGEMENT OF NETWORK DEVI CES IN A
TELECOVMUNI CATI ON NETWORK The present invention rel ates
t el ecoriV8at®ons networks and, nore particularly, to a"‘éT’HE?W’&%ﬂZ user
interface (CUl) system for |ntegrated nmoni tori ng and nmanagenent of network
devices 111 a tel econuunication netwOr)t. U Teleconnunication net wor)cs,
such. as t%ﬁ&&%ﬁ%ﬂ%&%ﬁsmw&wﬁ B “fo DR s
ypical ly, U5 CRTG os ‘N] TW‘S‘ i-ces t hat
are interconmected . ~y 1 B llllo tfat factritate t,un nw ~TC is. Exanpl es
oJ= rletwerl: devices are digital 15 cross connects (DY. CS) mul ti pl exi ng
equi pment, |ine ter#RaPrBfhcREuUiIPHBAELICBORBURERSSYSt ems, and fi ber

ty ansm ssic@Nesy/in@AE cafiohb nketwamgeaﬂaal hyrdsedrigeaiariys acphysical
connection behieeg t he netmoﬁ% eV|c$? tha% caer net wor k trafflc A
singl e |i AFEPRAGE20YFREI dRESHIRERPI\EVES uARS "Rl ERTarBrIgREES channel s of
connunicambnmtowhngtahdngaaademanagbﬁgnbewemanUQuﬁantuana net wor) cs usi ng
prior axt s |ff| It due > 0 the mxture of different types of
systen;s anéakﬁgﬁPbgggs |nv Vveé For exanple, a restoration system Lhat
restores traffic in a teleconnunlcatlons networ)c after a failure nust be
gbl e to commni cat eogh GRsARGN: 06 LLBR HLbLeLRR! LYRES 8 (easlidd on

devi ces. 'These restoration systens require human intervention in which 3U
many rest 8C&VPEKSHuAEFILRS ér@UEEFF0P§e@15§9ﬁ€§ﬂoFéWW6Weﬁéﬁagenent staff.

These restig@patiaanf, urel ieebfimungyde oD Rk irfg tihe 1neWetvoranal yzi ng

net wor k p%ogk%g% t EE~5?%W@%ter%g%EEEEEé by %lnkgpﬁh%qo%a01lq |%77GB

communicaltions. Examples of netwcrk devices are digltal

15 cross connects (DXCsg), multiplexing eqguipment, line
termination equipment, computer systems, and fiber
transmission systems. A "link," as generally used
herein, is a physical connection between the network
devices that carry network traffic. A single link may

20 include multiple trunks which are logical channels of
communication.

Monitoring and managing telecommunications
networks using prior art systems is difficult due to the
mixture of different types of systems and interfaces

25 involved. For example, a restoration system Lhat
) restores traffic in a telecommunications network after a
fallure must be able to communicate with each of the
different types of restoration devices. These
restoration systems require human intervention in which
30 many restoration functions are performed by restoration
managemnent staff. These restoration functions include

monitoring the network, analyzing network problems,

AR
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PCT/ US99/ 22U42 configuring networ): devices and comuni cations |i n‘]lC@MAR 2003
rnanagi ng restoration systens, and nmanual control of networlc devices
(e.g., restoration devices) used in particular to restore the network to a
normal opey@bhy/ehAgd 5 condition. Prior art restoration syst qifg/eebiR, users
to performsone of the restoration functions froma single conputer
termnal. Ar_ornputer termnal is well Jcnown in the art and incl udes a

di spl ay scressfrfhieihg nstwdik dei s s e @smidun £e¥boakg. 1 Heveyer, in the
prior art, restoration mana enent )égl\%%ﬁtaff nust use rrab\%/?dlfferent RM

systens, whitARagHg | oS %’i?ﬂg % i ART BRARY3t eRe i Oh Affferen t

i nterfaces mamc&yedi@mmsp(eayg screeNsod t Dne d&vIDEE) Rh/bé@rmmal s. In
addition to 15 dif rent |nterface¢p i ncl udi.ng hg?raphl cal . user Elterf ces

(GUI's), RM SI3FF TR UsR 1ot T harf bhes BR Hor it ndl POBFt ogP SRt 6%t e t han
one5RM systemn/dittmmme same RMterm nal. The RM systens, enploying RM

termnals for d|fferen1g i&isjr%féuﬁ%]s%ﬂfmpl%]%EQ’“%‘?Q}S.T?%S&PQ [gal 2U

time dynamic restoration rom one an OFCéS a User to
remenber a \WekE B oreRenef othe ce§st 90} ckor ofwantsonndE noint & pbénakani ngs

for functiondgys. becessri Qi ncﬁﬂ%r%@@ércﬁ’é‘ﬁﬁﬂﬁﬁl and &@m@tkﬁawhcw
definitions anong the RM systens. Oten tinmes, the commands and ~25

function )ceye a"’F’et c‘?‘?‘ﬁt’r’&cé‘hﬂe%a‘? 1P} aneriberen DaRdt 81t ABPRACK of
i nlegr ati on @dviddge W5y5$GM)<@ﬁﬂomteerméS Do unevgrsah set, of

commands ar & ApRT, ) EADL Snasg, AU ORR) SLLPEpli3nsedelabD LopERLDD,

mul tiple coni man e systems si'm
function. ARM S)é%fmﬂtls adaichomatatiai Em:tngssmevl etAﬁaMdr@pesaRMonal time is

neéded and a%éér%‘a«blEﬂséﬂ%Feh@ci‘ﬁEQPfé@eé‘sélgcgﬁugéﬂyoh”h%[a% S

i nvolved and to - WO uul a~~c~3 2042 performthe
nul tiple | ot OrPRRSKIE oPPBsRL t AR PR | bREM AR Ber r AP nAAE1E&8TI F8d Wi th t he

pLilor art Sy@iiﬁﬂ@%enfhen@éﬁﬁﬁg%sl nyﬁ@:ltu%ﬂn@vngaplgeaauhesﬁi iakeatacasd SI of
the prior nd p additional benefits p ing_a.,universa
gr aphi cal mt%‘%?acé };ug g%% t“&'i’ll g of ’H%’ﬁ%ggﬁan Oﬁ& \%@r )tc?rm%ﬁlglgr &phi cal
interface islad relowsobaged bhéanpeoei dsseshemoitbatbheesatmealkMgreat |y

reduce any negehfes1Jceygd ﬁﬁréyB@8H§; @m%hgygﬁéahhytéQmﬁﬂ%ﬁ§a§b@g ease in
| ear ni ng and_using the systens ] nvol ved consi stent gz:aphical user ~

nterface oveﬁil%‘fer—e%stéﬁlésl AVERVeE BFBUPHRBR8HdMEP8ASMeHEnéNCt $2aduch as

removi ng thetiigguiyearit tertsuvhtiphe @@nﬂaanQSotnOOa@r %@bmsh&um k@i ch
functi ons. T{iﬁﬁ?resent i nvention thus reduges 15 the anou

required to S afd"pEF f 6Pt EREMRGHe® nBh ?o??ﬁﬁrGP‘eHénz? er)ﬁ?PftSttlgE{I?s

commands and multiple meanings for function keys because
of inconsistent commands and function key definitions
among the RM systems. Often times, the commands and
)25 function keys are cryptic and hard to remember. Due to

the lack of integration of the RM systems and RM
terminals, no universal get of commands are applicable,
so additional effort is needed in learning multiple
commands for the multiple systems for the same or similar

30 function. As a result, additional training, review and
operational time is needed and additional costs are

incurred to use the many interfaces involved and to

-



The present invention is directed to a graphical user interface syigﬁy1f&{
integrated nonitoring or managenent of networ)c devices or resourc AR 1803
20 network. An aspect of the invention is in a tel econmunications networ)c
havi ng ugb%,gﬁqﬁnlcatlons network devices where each tel geqnabRi@at i ons
net wor k device has a device-specific conununication format ftor

comuni cations via the tel ecommunications networl; . 11 tel ecomunications

net wor Jc ' n t system has a processor onf ured to
execut e tgﬁg%%gﬁhng%lcdgﬁﬁéﬁﬁgi#?o T n oS n&hagefehite gid: Ekgtg Ad an

i nt er nal cbanmnm@hsln@gupm@@essthTmmeppnnessmrt|Sygb@ﬁ$gured to access the
t el ecommuni cations networl: and 3U data networks for process

conmmuni cati ons.” Device interface processes are configured to execute on the
processor. Each devi'tkeipresenicel pyeresenievebpdingsr e Bimitation4R 2003

WY UL/ 177G8¢ PEné | UsPdt 22442 éﬁacﬁﬁ@yﬂaéétédﬁiéboﬁﬁﬁ Qénéb?ts

telecornrnunlgh%lons netmnr)c devi ces and w g hi cal server process
of the telRBEtY h?%aflB%%V%%TQbr$Eaﬂ%h??br%%bGBFaﬁ%n QENBAR L pPHEBYses. The

devi ce i nterfmerapti ngessSesStAdEX COHThQU@§Qp51&@ltiﬁﬂéfi@&@ gemmuni cati ons
bet ween a cor nunigatl or mat , %f t he g;ggh[c serve{égroces and a

devi cespecl t1'€°¢dr Eﬁﬁﬁl%% i BheV $ AP Fraf OB PhESt BPREoHHEA LKt i ons
net wor Jc deefges. aﬂheﬂg@@pﬁ@nakegedveommamdesswhsleogfegﬂlgd to

cpununi cai go40; hheed 0ot h eroupN: §aLLANG: NS WOLK deNiggs via the device

interface processes”an er o ecorru uni'catf ons network
nDnltorlnglﬁVOhﬁﬁégen%n?oﬁﬁb%b%%ésgTﬁﬁhpﬁﬁéavgﬁhtéﬂfaééaﬁﬁo@é§Se§Jére

Conflguredsy@t@mgnMﬂv@avedeibvﬂdeéaaba@aioﬁgnvsénen@G§SSSaad Wt h user
terjinals via a. Eﬁ? net wor k % ﬂgguplcatlons argBexch282
bet ween thEeWSXFn9e naf S Sha"th gfe@B BatPBRE A&t WBr PETABAMt or i ng

or managenehnipaocéssesiang. beTeepréehentsénvertnakbuandetihees

{f ecommuni 68t LABARACHOF kndeyLaesrehn:ao0RdANGRaNLLD BhUERCE REPECt of

the 20 invention, the econtuni cat i ons networ)c rhonitoring or nmanagenment
processes @GﬂﬁFPbénﬁePéc%ﬁﬁﬁ@ﬂm%HF|6ﬁ§kﬁetmoch anal ysis, restoration, or

mai nt enance prOcesse$heTbee§@ﬂHumhcaht96§ exchangedebetwegn the user.

t | d t t 25
and botwsch CRL @4t UEBF i AAPSLaHA EHECERI CEBnRURCEART o ey 684 Pncl nde

data and commmadsgembrtcofmnateatkodsvérehangedebetimeen ttheauser term nal s

al the tehgeagmuni cahi 9B3CREt WPT KniDELYRLAENOK sTaRageent processes and

bet ween the user termnals and t el ecomuni cati ons devi ces i ncl ude
audi t connF8ﬁ8§9m§HH1FﬁtF@§EoH§§WP6ktHévéﬂalFeéSﬁﬁﬁW6§}c§Fépﬁ§

i r~. format heAwenkt Ae@vides where each telecommunications network
device has a device-specific communication format for
communications via the telecommunications network. A

j telecommunications network monitoring or management
system has a processor configured to execute
telecommunications monitoring or management processes and
an internal communications process. The processor is
configured to access the telecommunications network and

30 data networks for process communications. Device
interface processes are configured to execute on the

processor. Each device interface process is configured

23-



7 8 MAI; 2003 WJ U0117763 PC r/US99/22U42 tel ecommuni cations networJg,g map 2003
i ncl udi ng tel econurruni cations networlc |link status and the networ)c c?evi ‘cg
status. -- In accordance with another aspect of _the invention, the user

termnal s fjgured to display a 5 graphical user inter i a
mai n wi ndo% ﬁgﬁ?ﬁﬁgu J&Z‘ﬁ%%"ﬁlﬂl

red to integrate a plurality of w ndows _
noni toring or managi ng the tel econmuni cati ons networ)c. 'fhe graphical user
interface hagz control options, @Or@ri Si i control, restorati
© Tt

g file n
restoral sets© F&IREE CRre el 1€ ¢ e e IR @RIt cakeeny nP%E‘I”BEJé is
configured taewnteagr amed accEssa tgradlidi ¢el ecanranni gabcons aét wbel

noni tori ng or_pfm?gg { nd _status_ indicators urrder a nmain
gr aphi cal useLr inter aclec%/)vléoino o%’/)v?ellﬁ"égﬁlfa%%]?lcla rlﬂ% rolrnrfl%??ggrgeﬂgs gr aphi cal
obj ect s i ndi gatdgrpIRat usTlyd d¢reias irtecbhrrrixicatsons acewopkfifFigade 1

i's asbl ock d+agramnof 2 G GeHRN@h 1 2261 5L Wo& K, 4 OROL 08¥nRfin 20, £HBAdI Ment  of
the present invention. 20 Figure 2 Is a blocJdc diagramof details of the

depi cted embdRTEHt @F the prameheal nventebrPHRCrrguredla APYUFE 3 is a
bl ocJc di agr aspedithe déahRlinata €OHRYNEEALAONSE PEREESS efhet he server of

Figure 2. Fi gure 4 is a, blocJc di agr am sgowi n% data flows =5 o con'eorlents
of the server-GfeFYUPRL 92 CEPT  REEWPLK JdBY HCRS di aGP&nP SABREAGLdERE VFF ows
of processes mfoced@JTicoopohcgtred Eoguoendnidagareibhi sha bl ock di agram

380 hng data Eségg\%?r@@)ng{cg&féﬁé R%t@oﬁ?t@gﬁ@?ﬁ%&&ﬁ@ﬁ%?% of Figure 4.

rgure 7 i agram show ng processes of a RTR
Managenment cohpomdincefprpgeseed ang other of the telecommunications

) network monitoring or management processes. Graphical
interface processes are configured to communicate with a
graphical server process and with user terminals via a

15 data network wherein communications are exchanged between
the user terminals and the telecommunications network
monitoring or management processes and between the user
terminals and the telecommunications network devices.

In accordance with a further aspect of the

20 invention, the telecommunications network monitoring or
management processes comprise telecommunications network
analysis, restoration, or maintenance processes. The
communications exchanged between the user terminals and
the telecommunications monitoring or management processes

) 25 and between the user terminals and the telecommunications
devices include data and commands. The communications
exchanged between the user terminals and the
telecommunications network monitoring or management
processes and between the user terminals and the

30 telecommunications devices include audit commands, and in

response to the audit commands, status information on the



1 8 MAR 2003 WO W0/ 17763 PC f/US9JI1 22042 Figure 8 is a block diagram
showi ng data flows of processes of a Fault Analysis conponent of Fig&ﬁdmmzm3
_ Figure 9 is a block diagram showi ng data flow, of processes of a
Restoratjon Control component of Figure 5 4. Figure 10 is_a . di agram
showi ng Y&"%1f1%ws of processes of a Network Control corrp%‘ﬁ%ﬁ%%%?a‘gi gure 4.
Figure 11 is a representation of tt-re Main w ndow of the GUT of a depicted
enbodi ment shown in .U FL%yre 2. Figure 1% shows a File pull-dqown nmenu of a
File menu $EMECOTTERIGR BORF BSFYOTE: gdPS 1148190 S 18 CEBRTPIIC 3 d A down menu
of a Contr altwenit ddindctdtartuel ahidguhe hktwbrkFidgutieel4étataws a Restoration
pul I -down rnenu of a Restoration nmenu,selectiaon of Figure, 1l. Figure 15
shows a Restoral Set sInpuaIcic-odg\ﬁHcﬁer‘?ﬁ 0 aémgggtrordaslpegétgfnet#& sel ection of
Figure 11. iFivgatd o6 shimwiserDeeirgesiags largowenfégured &o20ibgliages menu
sefection %f"a?h]f'l‘&raq. Yeed 'i%'{re‘?:f]a%es hAws, 3 ReROT L iy down St Qf, a
Reports nenu selection of Figure 11. A systeminterface, and in particular,
an 25 appadategraie comlaspdndimet Fiexdens seda igr APMIIEHT WSOt nt er f ace
(GU) syst emfaQfs PIHOTH G Rch IBRBG iR NSNS kdeVingRs ARG HigsQUrces in a
networ)c is described irk detail below In the follow ng description,

numer ous sPEET AT FERHERTS Ba%e PViHe PPERE £OMeSE % £33 r ocesses,
restorati ordnvieili onSsstspeniifon eemEnent stehi testiwess, appldpeations in a

t‘(?becomm”iq%%t DN S e PliGved B A 90rf IYAD, UHRIFLANdI ng of

accesg to all telecommunications network monitoring or

inanagement options and status indicators under a main

g

graphical user interface window. The graphical user
interface has graphical objects indicating status of the
15 telecommunications network.

Figure 1 is a block diagram of a generalized
network topology of an embodiment of the present
invention.

20 Figure 2 is a block diagram of details of the
depicted embodiment of the present invention of Figure 1.
Figure 3 is a block diagram of the internal
communications process of the server of Figure 2.
Figure 4 is a block diagram showing data flows
of components of the server of Figure 2.

=
wn

Figure 5 is a block diagram showing data flows
of processes of a GUI component of Figure 4.
. Figure 6 is a block diagram showing data flows
of brocesses of a Data Management component of Figure 4.
30 Figure 7 is a block diagram showing data flows
of processes of a RTR Management component of Figure 4.



1 8 MAR 2003 WO 00117763 PCT/ U599122042 enbodi nents of the inventi OII[’] 5@%03
sJcilled in the relevant art, however, will recognize that the ~nven @ ~
can b_e practiced without one or nore of tHP specific details, or with

ot her processes, architectures, 5 Hardware, etc. In other instances, well
)mown st r uMQ8d76r operations are not shown or described i fCdA{SIVE2Y
avoi d obscuring the description of the enbodi nents. "Mnitoring and
managi ng" networJc devi ces) such as devices in a tel econmunications
networlc, typically 10 F¥infids Jibri tiokddy dimg rae vebky 1 agadyzd nglaes wor k

probl ens, conrfd GHddits el W e AW € 85 Ak CONTYNLSALL 0ot | PKSy r BBRAAGI NG

restoration systenms, maintaining the tel comunications networJc, manual ly
control ling networ)c deABEE YererathIRFl est a9 5T ofOWii hit @hbRcElOWRd 15
operational plfapsocygs aihel ed veralici anat yist Sol I €ShPbaéh ONoANEigure
particul ar madi nt enance and operations functions. The depicted enbodi nent is
described in‘particular terns related to restoration of a

t el ecomuni cati ons syst®Brguite chbvies & tiheopk eSbngr20 shvenbgodats Adows

restricted toonly d&storas on sy colizbncludssnall gthetofuncyions to

be perfornmed i n-a telecorrununications nonrtoring and nmanagener
environment. rigure 1 shodwre hetiwracreppoteniatien of okle Marapram f or mat

of a gener al izatiehedi MRatcef dhes "GPl €s6at ehby¥eNhERR. siBAnbkac) ¢ di agram

of >igure 1 shows how operational elenments involved are rel ated regarding
gendfal net wdrFrfuni cati ons. A general i zed GU system 110 incl udes a
Moni toring and Manageneintg\Bes vEZ 4126w adk shitefpul tdddengeaprnabkyaasiae

processor) a I i S : Ub and 130c. The QU terminals
1304, |3Ub agﬂer%]oscé%l%l.{]e% e?%gllr}%%l?eirrg' 14U communi cate with the
Moni tori ng and Manageneh+9'Ses ved dioweverCangbapupbetl -dewg NARU2063aWD

UD 177G PCT(AS599H ZPWenu selection of Figure 11.

15 Figure 14 shows a Restoration pull-down menu of
a Restoration menu selection of Figure 11.
Figure 15 shows a Restoral Sets pull-down menu
of a Restoral Sets menu selection of Figure 11.
Figure 16 shows a Devices pull-down menu of a
20 Devices menu selection of Figure 11.
Figure 17 shows a Reports pull-down menu of a
Reports menu selection of Figure 11.

A system interface, and in particular, an
) 25 apparatus and corresponding method for a graphical user
interface (GUI) system for monitoring and managing
network devices and resources in a network is described
in detail below. 1In the following description, numerous
sbecific details are provided, such as specific
30 processes, restoration functions, specific component
architectures, applications in a telecommunications

network, etc., to provide a thorough understanding of
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networ)c :L50 (also referred to generally as a data networlc) . In tIHeMAR 2003
depi cted enbodi nent, tlne Mnitoring and Managenent Server 120 perforns
restoration f_-unctions ar~c3 hosts a restoration systemreferred to as a
Real -Tinme 5 Restoration (RTR) system A GUT to the RfR systemis displayed
on the MWe8V/&76%creens of GU terminals 13Ua) |3Ub and 13%EVU$?BWH&IIy, a
user selects options which are displayed on the GU of a display screen of
a QU termnal 130. The user selects the options by using a 10 conputer

i nput devi eByodimanss aft FReJépyentiofppuseneopkst hep Fﬁpghedevice known in
the art. Theretene, athe Hepkcted enbodi-gepynprevides ansysheshandnnethod in
whi ch all wuser tionﬁ,axg inhgarated under a unifiﬁd, and gasy-to-use user

ngEany* fi

op ) _ ,
interface FOF RBnPF8F 45i RGe18%t BPERoPF uhtifi EBEFAAL Cnet wor ) cs
17U |ndt héedepilet edrewhoti oeher phecebkeker atnaﬁsF&BQ$ﬁslg&b and 13|0c are
referred to_as Restoration_Managenment ( termi : e terminals are
bt cally DRBGHRER” o8 Cror KELaPPORTL PR AUPS S SulR ds BRLI S8 TAPERL o2

wor kst at i ons apdrateéocennaeet edtt ehble bonideecirngedndnMdeageédent Server 12D
hosted on g,[DEG é‘b@%@rﬁﬁ?‘é‘%@g,"%@ﬁ?@%?oﬁe‘E?th@geﬁx\é%rdﬂn@%t%(?”p“t er network

150. Tlie conputer networ . erabl'y a local "area networlt (LAN)
or wide area networJ¢MOMELRY ingTREdpMBERE iBRdgPaMYE kL depigesSef SFiChure 1 is

not intendad Hevlice® ih theehatbifuhdtbafebnar deteRel ogyptieaany certain
t?/(ﬂe. F' or ,exa networl ¢ 150 coul,d have a topol ogy of bus,
r ,

ngl e, the co uteﬁ‘1

st ar AD6rH A5y alpﬁéﬁotr%@ &P ec BRGIVRALS oANATHE LES @FﬁéYPri‘ystem 140
repr esent spexbeenal, onfistenagt hatwaré derieeednido coheuadrpltien net wor k
15U. 'fhe r of .ern rns i 1 irni. .t o) e one
extbrnal sudtbg 1 15 ERGRY Hestlak oM e asB kil g il 5 1% s
2003 WO 00k &1P6PMPOT/IGSSY/0PB0 42 taretrdy nalangpd flamsonthie ldingr agitwoydt ens f eed

data to thgcMILLL orjdng and nanagermeil: 196f Vel ihddnant o hendepi ct ed
enbodi ment, the Rsystemon the MJIIl.tOring and Managenent Server 120

rbtei ves dEPEIRGANGRt SLRRS /5 PECEFs O hATa NERY LS FERey Siétwor ) ¢ 150. Thi s
data can i relstde =tdpel egyl gatra iand atetsdntenkadd samalopsiratdaira The

external s al | l.ect fd. h itaQri d Managenent
Server 120%%%?3@531%'2& vq\g]%) gd%ﬁl?r\tr%dg%%.Odrfg]%eiﬁb%sgglﬁg%% a??ld Managenent
Server 120 PR&¢diardsic hnafdrds fledma e @gstog@iieal £1130a, 130b and 130c

over the me@c@mﬂﬁi\&rﬁ%n@%gslt@nr.es@m&azetxq tdHee $r egder@Or Mands , the
li Coring and Managernen t 2 U sends control, signals to

t &Y ecomunit®YE LA & f@feﬁ:%ri\é%rseﬂﬁiut%ioé‘ Ve IFESHF AT &R i n) cs
165. A t el @manmiund laatd ol Ined i) ch]rmi@cnrsi Ltd:_esaet hee 1t fed rereehmiumiecat i ons
devi oes. LoGMG0R AN LA 5LP SROLET D MR, W sommnt o
format of Figure 1, Blit9wan hahows rietirwark topology, in block
diagram format, of a generalized embodiment of the
B present invention. The block diagram of Figure 1 shows
how operational elements involved are related regarding
general network communications. A generalized GUI system
110 includes a Monitoring and Management Server 120 (also
reférred to generally as a processor) and GUI terminals
30 130a, 130b and 130c. The GUI terminals 130a, 130b and
130c and external systems 140 communicate with the

Monitoring and Management Server 120 over a computer

-T-



20 topol ogy of any sort found in the tel econununications art.
Tel ecomruni cati ons devi ces 160a-160e are any device found in a 18 MAR 2003
t el ecommuni cati ons network. In general, the teleco~munications devices and

resour ces i cespem fic communication formats for cor ng
over the ' ‘pa\ﬁﬁll?@%om nuni cati ons networJc. In the depicted iéﬂﬁ""ﬂﬂg%%&'z

t hese devices include restoration devices used for restoration of the

t el ecommuni catio n rk.170. hn ex | ary rest ratl on vice is a
digital cros&® %o ]écﬁgp% XC1E0 BAi 8ﬁ1§§3|n?8h8§”8ﬁ‘& ¥t §5p8s&F %6h external 3U
conunands . fG&t®XCk3.3 {nf oheexiamlcetedh@mbpdritn&ntthatu&umamlttozﬁSch atrdunk s

and Sm‘tCheSML1§égh8n%nge9vgge§?hgge%fgg%gsr Nkz%%gg t%% ﬂf??ngd

typical |l ~~ i nc es several
PCT/ US99| 222588V RcESSESTpAR PROBYISHENDSeS errgds fos Sisom MetadorTidie pl aced in

bet veen net “@EEEo%WtEL%Re?‘RTh'S‘ khe cdapi cheguampedichRn iy it I?;%/stem is
t el ecomuni cati ons network 17U uses X 25 protocols with 7.1 links. 5

Figure 2 il| d4FP4P¥E RB FhEeFASP Lo SESEeREC Ritt @&Iuﬁ@%ffl%]i\?brﬁ(@rl ng and

Manager nent S@Ubeén&2@3|ﬂestl mgptlb@ﬂDR sy silsem Isefledted dpllaﬁlsamm server
210. The GUI s%em 10 |dn th icte en‘m[%\cf)vgi : IS an QJ|., . System 212
and is descrFbEdF Pt AEF b8 ow: | & F’;I%yPrS(f\ﬁesqrbrﬂ ens are

particul ar systmisahodBéd om‘h(enexs@fr ts*ﬂe@ctsertﬂn@l agytsitcerss b:I;AmSJIrm tehe

depj gt ed i”gg%gg%r ’1% X’d%"v%' SYSIGMaEHY ¢ zaackE%Fi‘i' 09%’%\5?# at' on

Server (' r ovi si oni ng
provi des net @/@hler wpp@pdle@gvedmw\n arb(‘;ﬂi’mtaért -netihene B t oche Real Ti me

Topol ogy Dat abpseréd2 eheskefedn PR sS)r wstauanW%moa erimwial & 130

the depi Ctﬁ errbodl nt are restorati tﬁ;ﬂm %%f %#erm als 224
(aI so gener af g HEF&r Pé’ lf’Bs GT8s M Y ALTA 3 héa RMt nel’y; 224 20
comuni cat e eraythe-csepuser dettworfHcel @t moone corimprandCUlanddient 226
progesses (alg9LERMAAS 95 aRk ¢l JAihEr f3Ge processes) on the RTR Server

tw
210.~ Cor nmuni cations i Aclude sen? and receiving data, cornrnands such as

audit commands to quer;lnsttﬁlteuéie@fqu%ﬂ(@wddﬁl?rﬁet idrek BV i e Rl 5
configure netwoek dewhcasd an@w%&@ Id et el AoTRs IHedther dephiet ed

enbodi nment , appl j.ca ients 226 on the
RTR Server BRoeERusgi (M RIS S0 ARttt G eI 5 E i er -t he
conput er net wypkca3Qy Rmbberiatl ys twrerkes s iome 301GUald i anth 226 PEC each

ST oo REBpe SRl S P2 PR A A el ) (o
and Management Server 120 hosted on a DEC Alpha server
via DECNet messaging over the computer network 150. The
computer network 150 is preferably a local area network
(LAN) or wide area network (WAN). The block diagram

)25 format of Figure 1 i1s not intended to limit the
particular network topology to any certain type. For
example, the computer network 150 could have a topology
of bus, ring, star, or any other type or combination.

V. The external system 140 represents external
30 systems that are connected to the computer network 150.
The number of external systems is not limited to the one

external system 140 shown, but can include numerous other
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1 8 NEAR 2003 WD 00/177G3 PCT/ US99/ 22042 corrsistent easy-to-use inqquﬁfﬂm3
for nonitoring and managi ng functions of tel econmunication networ)cs .
"fhe GQUI display is described further below Users, via RL'1 term nals 224,

provi dgyd 65 ive GU Cients 226 with 5 cot TUnands ang4aisdenidd t he
depictedéengﬁg%nent, t he tel econmuni cati on devices 160 are network

restoration devices 228 and communi cate vza an X. 25 l1lllc 230 with

Net wor ) ¢ &t &Fharesyseahs Endri Nl EXELrRaPCESse8m332baengr gl LY dgpown as
device interface, processes) running |0 on the RTR Server 210 descri bed

further D&PBHEORENParbdotlanppemarpi eeEUCENbOl: nehd, LhesfapietedT Server.
234 runni agheditiehe, RtReSpTResy2empoAavidesmaniiBtenfagggbet ween all GUI
Clients é&G and eaggﬁgrocesi hynnigﬁyon ﬁ?e R Server 21U. Upon receiving
user data 232 ARGSE hUETt Foih LRCRMEEr AfhAI F59%, e3CeffPaE FERLSB56 sends
tShe data aiadtbemangstakongtwbth LSér repist dateonsnandc@edegi strations to
the GU S 4, =1 et ] of ..t he intelligent
processingé¥§£%€gbﬁgtéUPﬁPS%%Fﬁgﬁg.EF§§gd§?%§8%?§tﬁgﬁ Ul &}Fents 226 20
wite eveRxt@BBaigeystemel rant alegscpolesystawadfagnoshiecs and send

text - basegdoneport s tthoﬁéhagEREBQr%erbEEeléé7su8ERaQr9%€§%§§, the QU
Clienl:s 226 and | Server 234 read in systemlogicals at start-up to

initializ® #HH- H8R& - paraneters. Systemlogicals include ~5 an Execution
¥t ate, a Readi ness KheeMendtothery smdeNadbgkbhenBTBeSeeyen2210. The RTR

Server Zlueglso hos%%m%tge £ %C%E%eguégkgk%qngggrgﬁhépgﬁéﬁg. g%e RTR QU

r -pr
Systen121§ MRt eprc ed e%ﬁodinen rises 88rver pr o~~ss

234 on t hé3RTRoS8ervéhe2tomputeronetwors G900 .C ifentre3PoRseceoséde226 on t he

RTR Servepoghlnagne ok one LBMiher Bhaahsindddnnd Lakheus 1phoeesSisl Nt erfaces
bet ween the GUT _ Server 234 and_other processes on th a RTR Server 210. 1

~ MAR 200SC0Er06/ £1988 19CEPUEEd EEeoP nRE thogy CFestisrest 187 2prld0&sses are
shown i n Figurel2canthuarieatastisi hachkas 16al.| ows t Alddoaugh itche idepi ct ed
enbodi nent %seskoEgoRifR S rverhzlg ﬁo host _all t.he pro%ess%516%th does
not |init BWREY AVEntPSARAST &Rt h&H SEBENI SR L ST & STHETone 'BTR Ser ver
210 shar ed 60ke apdo ddiss itreg dopamugid caltdontshe ipkecd$oes &he di stri but ed anong

mor e than @Re B8kl detici® 170 ke dephched Lmpedidmnt of the
present inventign, duplicate RTR Servers 210 are used as backup
block diagram format of Figure 1, but can have a network

20 topology of any sort found in the telecommunications art.
Telecommunications devices 160a-160e are any device found
in a telecommunications network. In general, the
telecomnunications devices and resources have device-
specific communication formats for communicating over the

“3 telecommunications network. In the depicted embodiment,
these devices include restoration devices used for
restoration of the telecommunications network 170. An
exemplary restoration device is a digital cross-connect
(DXC)', which switches circuits based on external

30 commands. A DXC 3/3, for example, has ports that support
DS-3 trunks and switches traffic among these DS-3 ports.

A restoration network typically includes several of these

-9-



10 devices to the operational RTR Server 210. Distributing processing Msez)
anong nore than one server and using duplicate servers as backup devices
are well known in the art. A Plan Manager process 236 and Pre-Plan Files 15
Dat abase 238 ¢aht7@w users of the RTR Server 210 to perform pper/psanmied
network restoration in addition to real-tine restoration. Restoration
pre-plans are stored in the Pre-Plan Files Database 238. 'rhe Pian Manager

process 236 \javiesRoAsi bhef o g%@eb@f-Bngraﬂg}nﬂfs%h@)hn%eL@J'&kazo gielddevi ng
pre-plans for inplenmentati on. A RIR Database 222 includes all networ)c

t opol ogy for lphgeék’?ﬁln&?tN@F\]&oﬁ)"étPPWl -si 6Ri igesyerdrdrchsstedisientthe TRS
220. The RTRibat abaseodadniisapapulsahedwsrikhiper ue@isC xdata freadseJr-oHm
ext er nal syster’q;1 Etn(il u |ng 25 all topol ogy data. These data are then
filtered to pépula e "ime Network Device Database (R rNDD)240. The
RTNOD 240 i s inpl enent @dgmmegIZOballusmazlae@snerln@r yngerilrzd RERSsrver 210. The

RTNDD 240 pr gyiges otealel LFe adﬂlto?lflﬁf%rgﬁ% %%rdr %%ha%%"ﬁéé&“ 'SR} angh topol ogy

30 of the restoration net Wor ) 240 i ncludes a rrermry re5|dent
dat abase accd§§itBng tHepRifesyss Hoded@BRd K RPRaSe sy SEIY LR 4H

processes) fahedapa rgadichd 11382 in tHe depiRrenemdBBHehi’ (I3 an RTR
PCT/ US99/ 22042 and i s accessible to sonme RTR processes for real-tine data

updat es. A TR SVAGS o 1Bataadé 85 Siihess fl”&gfhfeirl kPt adth®ons t hat
haveo been di mwbh&d Padaﬁhtsrlwmlislgt lsats taes iampagiaad iy lan autagans An Action

Log in the 5 Tr /ACtIOI’l at abase 242 |ncIu es acl ~jons. that have been
da. spat ched 118 r§§]t SFati%6n 9 ga\}:l N 5 Qt ﬁesdul t:“bhk Sach acti on.

Actions are tdgpicdledy ea:ﬂmshmrtnediheoremeermﬁneao{stmmwdhd@ arhe GUJI Server

234) r eads tthfg\%ﬂtl% Red 1A drf @mé%jhfie yagidons qtrfé ti@atd«"&m ayed on the
QU 10 of the termna5224 via the clients 22 frun)c Log

i ncl udes t r ufREVHFACHA% HEdengen dhrg érifsaszqorréﬁ&véd]%%/ - Ritage. The
GUl | Server 234paady tdawa i ot eanheridk tIHes daforrmedi onivéa tlae

@ o ents 438 o he g Leona s 2id Lo B ol en on d0e Qi o
interface to Gt ernalinsist it ITheHeontamdlc tvhagdro Rdvenrteceieyes commands
from the ext ealo S harligild R (! AR GRITRNES, L ealde SOREPRIIA! @
i nternal processes,
referred to as user terminals). The RM terminals 224
20 communicate via the computer network 150 to one or more
GUI Client 226 processes (also known as graphical
interface processes) on the RTR Server 210.
Communications include sending and receiving data,
commands such as audit commands to gquery status of links
) 25 and network devices and configure network devices, and
unsolicited alarms. In the depicted embodiment, the GUI
is an X-Windows application. GUI Clients 226 on the RTR
Server 210 transmit GUI windows to an RM terminal 224
over the computer network 150. Preferably, there is one
30 GUI Client 226 for each RM terminal 224. The GUI Clients
226 provide an integrated GUI display to the RM terminals
224. As a result, the depicted embodiment provides a

-10-



20 ensures responses are returned when needed. It also maintains syqtEemR 200
| ogi cal s, which are run-tine paraneters of the RTR Server 210. The GUJl
Server 234 sends all state and node changes and requests for status to the

Control W\op@P@Es process 244. "~ A Fault Anal ysis process pg4adogaghsz i n al arm
data from external systens along with networ)c topol ogy data fromthe

R rNDD 24D and the R rR Dat abase. The Fault Anal ysis process 246 enpl oys

i nference engsNEceho @@@&yze tihesendat pate deterbn DELWORJCaRYt ages. When an
outage i s 30 detect t sends an. out age announcenent to the GUJI Server

234 and ot%&ﬁa?ﬁﬁgpfﬁ%%gﬁ%gs Thet EhREPBIURARAGE?! pPBEBSEXS244 78 hanges t he
status of The puocessesafrdg, deddribdd~tWther BeD3WwWO Whk147631a

1' CT/ UsS99 or al er when_it eive n_.out age ou ment
fromthe é% H?g fii gg%sﬁg%bc%s V59%8. r%??@%?bygtégﬂ %gb?ﬂgﬁa?gg ggess 248
sérves as @@mn@ada fndedfbee fon bhe @epmeggésemhvﬁmgeaLReSherat|on 5

Cont r ol fUQ&IéQBmth§c§?§éHré&b98e§b969'$§E05e2$§1ﬁ 8gv8§a998HHndS from

ot her grocesses i ncl'udi ng conunands from externa éftens via the
Cont r ol ayeFes4428nandi spRrBRieatensigopfaiddSt d1iRkr R3Proéébses having a

Restoratlome@b@tkohntuﬂggbenprghstEhQURNQ@Tgi poppBAdes183bo Other
processes often rgg {es a sgeélflc tlnlnggand sequence ich t

Rest or at i on? 567 BPYDr BeeSEV248 ¢BREFOPES ?hBCR§§F8 afPBHléﬁordlnator
prlocess 248ni hbkudeB Stheeprpbbbedsesrthatl pertbenlbeabwtlne restoration.

These processes are ﬁchgggglgf tﬁ8|§§85c£ a|n§5 nl og%qﬁggnerator

and an Ilction Dispa pr ocess ow, the RTR
GUl Systen¥Pi2Sendbred34 yyepipg @@nth@lRﬁﬁnﬁerégtoﬁé@|@ﬁowmﬁes|éns by the

user interagtbpgawet BedwsbAghe1 Gl Eh@eﬁQsG@bGWBMdhéﬁ%hdFE%§%§BL ?Isgaagh
u a e

w ndows dIS Ia ed on %P gggp % crgie he RMter

di spl ay mﬁﬁ ngr &1 fiP&gRafedohNGer 24 contRBR FECSLAFEH 4F S AA5R.

| fpor t ant | ghdt bemairsgkay ramndowBMateralisalc8atr okl edIsCihiileart! 2260 al | ow for
ease of OPEEAlLORneTAGLE 2R B3hABALLORILUACLLARS RSl wle;sending anual

restoration commands to restoration devices Server 234 sends
all the redP8r Sr6ALE5RARAGE St 6Ot KECREST0PEITVER @34r-di AECoFUPr ocess 248 and
recei ves baé}Oe@oaBMrﬁ&&E@m&s mb@tcamfkh@ahhaaa1a@@nm3@dob@s@h&glay>status

e R L A Ay A N

20 write event messages to client logs for system
diagnostics and send text-based reports to local
printers. Like all RTR processes, the GUI Clients 226
and GUI Server 234 read in system logicals at start-up to
initialize run-time parameters. System logicals include

25 an Execution State, a Readiness Mode and other modes of
the RTR Server 210. The RTR Server 210 also hosts other
processes related to restoration. The RTR GUI System 212
in the depicted embodiment comprises a single GUI Server
procéss 234 on the RTR Server 210, one or more GUI Client

30 Processes 226 on the RTR Server 210, one or more RM

terminals 224 and various process interfaces between the

GUI Server 234 and other processes on the RTR Server 210.
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-14 ~ 0 ~~~ zooo WU QU/ 177G PCT/ US99/ 22042 1~ Verificati on Manager § MAR 2003
process 250 perfornms routines to verify the current topology of the
restoration networ)c and to update the networJc topol ogy data 11r1l the

RTNDD 240. verification Manager process S 250 general S no
hur nan inﬂ@?&gh% however, the GJ system 110 does provﬁg%vgﬁg H#?ol

interface to the Vérlfication Nhnager process 250 so that users can

initiate an [ f c { n.the restoration ne t=wo 10 h
Report I\/t':magrg#iléj be (92 ré@%atf@é@eé s%% VAT otis® dRY QY r bitn fh%“h?N?)DaEﬂo RTR
Dat abase 222alan@e$a$lbﬁdv@$ Palleystem | ogs to provide reports on

restoration operatlonshlg$éﬁ§%ﬂtﬁységgléégdpéﬁﬂbﬂgﬁfﬁ@ bggﬁhgﬂgegrprocess

di spl ayed on the -RMterm 224 t o ‘access
252. h user %@hv?ﬁe%19e@%e%@s¥e%b¥t%h%n619¢%ﬁﬁ?%pthssoﬁoﬁﬁnéo yliBikg a

QU sn an RMher fhiaht 284, 1inh@hM@mngBmﬁé@iméﬁerdm@@éOEhéNCE%epR@ﬁess 254
and Networlt Interf$ﬁ§ Front-End (N FT gffrocesses 232 20 ErOV|de necessary

i nterfaces beEheh TEWRTLRr FRP Qéﬁce R t92PafPi EURAr “BE&mmuni cati on
format, and phecesstorate odidevibese@28mung hmohei thdevone- spaciskiroer

conununi cat i ofor Iy | E' ¥ Ss.2 pr V|de
connunlcatlo%g an ontr€$ geéégggge Ogﬁ%5dg&8§€ §£s?§?a ?SﬁeaeV|ce 228
to the RfR S@V@@leQO.duHhe¢@tﬂsRBﬁesﬁrF¢ESp?b@e§§9232€ﬁoﬁse@@ﬁkUp

resfeorati on deviggs2e8. tilbeoblagebMel R34 bBL-ELages. W Hhsihe NGB ocess
254, where the NCC grocess 254 distributes GU nessages to the appropriate

NI FTE procesBr9895S38¢p pl 92@sqBENgnTPRE RIRSBRGefe518T caRdcUfitNi cate with
each other vdapahcabéesaalecomaunbaakupndprdcessarelnel hekdepinctied the

enbodi rnent, _{he ~. nternal conununication -15 1 0 MAR Z003
A Plan Manager process 236 and Pre-Plan Files

15 Database 238 allow users of the RTR Server 210 to perform
pre-planned network restoration in addition to real-time
restoration. Restoration pre-plans are stored in the
Pre-Plan Files Database 238. The Plan Manager process
236 1is responsible for generating, maintaining, and

20 retrieving pre-plans for implementation.

A RTR Database 222 includes all network
topology for the external Network Provisioning Systems,
hosted on the TRS 220. The RTR Database 222 is populated
with periodic data feeds from external systems, including

) 25 all topology data. These data are then filtered to
populate a Real-Time Network Device Database (RTNDD)240.

The RTNDD 240 is implemented in global shared
memory of the RTR Server 210. The RTNDD 240 provides
real-time data on the current configuration and topology

30 of the restoration network. The RTNDD 240 includes a
memory-resident database accessible to processes hosted
by the RTR Server 210 (RTR processes) for data reading
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WO 00/ 177G3 PC f/US99/ 22042 process uses nessages passed anong int e&%g{ﬁ M
mai | boxes. !'~s shown in Figure 3, RTR process 310 passes nessages t ‘bf‘?‘ellD ’
processes such as the GU server 234 via a Server Miilbox 312. In turn, the
QU Seryver 2%4 passes nessages 5 to the R 1'R process 310 via an RTR
ProcessTeBR 314, Messages are sent fromthe GU Ser vEFVRSH B IcuT
Client Processes 226a, 226b and 22Eic via Cient Mil boxes 318a, 318b, and
318c, respectively. The QU1 clients 226a, 226b, and 226c can send nessages
to the GURNSerPerldLEAFIHAR £ MOt RE NMGIHeRERT Nede [Gule Server 210

ei ther br cadeasipsiadmssages 1kl b0 anlise A2 curdeitdy r&gi stered or
to indivi %u%@él clﬁiéﬁnts Z%Tge RTR Processes send nessages to the GU L
Server 2344V ¢t oa e AR SR A9 @Y ATWHES currently
15 regi st ethed and lingied ah oy kroatloasie | | 9in iAcdhe Gdg Sef vate 234. When a
| Cien » ot fi cat | he . notificatiqgn is.sent to the
%I Ser ve%%ﬁ%ﬁ? /:}T]acz l%\ Lb%&?%/bgar%;fj\mJﬁé%?doed%caa%l?lc%rh% La]p‘—idLa'fI 1% %%%Ih of the
ot her GUI ddlspsrirdiast b 28F IR praye ebey ideperadiong 2U ©On tike cestitmation of
the updat &r w5 I£SUdn . eagh Gl Aient, Process @%&&-fwmr@@eisofo have the

mai | box address of the GUI Server process 234 and be registered with the
GU  Ser verdiFHGERRE b Ipmgds . At GYienie D ptitesxrds the thatEd it 25
regi st erzgéwq fad&lecﬁﬁisrﬁewe%h@%wic?né hh@) C}Mi cﬁbép/ﬁyé@!érgq_xh%i%ul ThehGUIGUI
I ent se return s oI the | ent ox 318 to the
&r ver 23@@?})%%0@‘?%’6”?@%%@?aYJr%ntl?ﬁes&egJﬁ'l‘ét@é%er VerT B84 hen
connect s tlod hendGUllded i teninkai theo 1808 Wheah addéowst 30d tdae Gupacted@nt 226
to receiv r SSAGE 4. r..oz a GU
d ihent 2223);r)eaqﬁ§§sitp§§g[%?exm Z?%?%ﬁ%%%?é%’fée@lgllg?]gn]t%\gﬁ’?%ends a
-1’6 7 & 13 S\G TP UTFEROIPCOTE USHYP 23U ¢ B bt st 1@t FonthesB4ge to the
GQUI Servert i3k 0 D2 Tenpy et fd Dep L figebrondeastchi stoof iderUT Server 234.
Lp the rare event of2 L abnormal termnation of an GUI's Client, the GU
Lrver 234 FEHE Fit* S periodic hel lo S message to each GU Oient 226. If
the QU Cdient 226 doeSombrohndaeager tproceas spets f sedvesings ornnunber of

hel l0 messages, sddie Qofeygin 2395 behd . autooatially gipyer they T i ent

226 fromthe broadcast list. In a simlar nmanner, i | i ent 226 does

not recei VL IPRHeFPH MR afEoR r bAe t Fratexpa Sepvefenss dfthT HPAePeci fi ed
"time, thaemdde Bindhdento2@hevapbroprigpesitenhih phec&theSeryra 234.

20 ensures responses are returned when needed. It also
maintains system logicals, which are run-time parameters
of the RTR Server 210. The GUl Server 234 sends all
state and mode changes and requests for status to the
Control Manager process 244.

“? A Fault Analysis process 246 reads in alarm
data from external systems along with network topology
data from the RTNDD 240 and the RTR Database. The Fault
Analysis process 246 employs inference engines to analyze
these data to detect network outages. When an outage is

30 detected, it sends an outage announcement to the GUI
Server 234 and other RTR processes. The Control Manager

process 244 changes the status of the processes from
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Figure 4 shows a data flow diagramfor the processes on the RTR Ser rmgaﬂm

For ease of 1S illustration, sonme processes are grouped into higher
conponents. For instance, the GQUI Server process 234 and GU dient
processes Qo3 9rouped into GUL conponent 410. The GUI cqRpEeRRLyALD is

shown at a nore detailed level in Figure 5 where both external and 20
internal data flows are depicted. Figure 4, and the data fl ow di agrans of

Figure S LhragfaiOponteedenaiah! voseLiseyalanat rvate Lagseiglbled in
the rel evant "art. a ow |a rams rdenti arrous ypes and
t he approprlét@“rbhﬁlﬁgu?b5An@1EﬁdePbﬂceﬁhe24§rocesses for such data, as

shown in ' Figures 4 tﬂrﬁggBO%Qtlgﬁ @MQK@lHQE@HrbBQCQEE'QQB'QQQQEan%s
aspects of the invention, sunnaré descriptions of such Figures are

provi ded her PR, MESP %F%rfﬁﬁ?of@ﬁ ah ~D§P§ﬁaﬁﬁ§ haHeBE 8| BpPILedaitd Ahe
rel evant artcaenerd® duheeted.torhbherE:Lguiasibhensekvesatcdl Baga Managenent

conponent 412 tit_ Figure 4 inclLudes Dat aba 22 the RTNDD 290
prggesses B f?celﬁesgﬁﬁﬁpiﬁgﬁ %ﬁ? %Q7EEEEETP6§§§?§§@4§ngguéﬁg%R'fR Ser ver
210 shown i ncbhingands2fromeePatanbbir sggermat véanpberenbndtdlaMsaaigrel udes a

Da Va 2
Vanagenont p? bbecn ola ok ‘BRban F1g Fronraca o e rellleR s i ng oy

process 614 ﬁnBPGG@§aﬂh@nR€EBﬁFO&hﬁagéﬁ19@00e935252b§ﬁéW@ o qumﬂ?QF A

RTRjManagenert @Qﬁ@@ngﬁ_}bcﬁéegLoEww %e‘@;uh@%'sUge%pr&Q FQRNTLT 1 YR RAGET
process 24Q of the RT ver process 21.0 shown.in Figure 2. The RTR

Managenent 16e88ﬁ88ﬁewplﬁ%4tQFsBeFEBFG&éQHaHOBb@éPQtﬁﬁnéﬁ@Feﬁﬁbéﬁg% 710, a
Data Server pbﬁmesss712TandRasTambt®marCBb@d&&amng pm@©e$$ 218, as shown in

il prodts oL SURRNEES HRob e bnges e Fal L
conponent 416e8teFation. These processes are a Break lsolator,
15 Dynamic Route Generator, and an Action Dispatcher
process.
As explained more fully below, the RTR GUI
System 212 enables a user to control many restoration
functions by the user interacting with a single GUI. The
20 GUI may have different display windows displayed on the
display screen of the RM terminal 224, but all the
display windows are integrated under a common main
display window. Importantly, the display windows are also
controlled similarly to allow for ease of operation. The
)25 restoration functions include sending manual restoration
commands to restoration devices 228. The GUI Server 234
sends all the restoration commands to the Restoration
Coordinator process 248 and receives back confirmations.
The confirmations are used to display status to the user
30 on the GUI displayed on the display screens of the RM
terminals 224 via the GUI Clients 226 and the computer

network 150.
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i ncludes an Alarm Col | ector process 810, a State Server process 81%, @

Dat abase Server process 814, and an Qut age Dat abase Server process é’l @R @@
shown in Figure 8. A Restoration Control conponent 418 of Figure 4 2()

i ncl udegyg dya7Rast orati on Coordi nator process 248 of the RERUSeyMa42 210 of
Figure 2. The Restoration Control Conponent 47.8 of Figure 4 also includes
a Brealc Isolator process 910, a Plan Manager process 912, a Route

Generator process 91 e fircaACtdroMdd At GheScdy PCESE Ror &dfn@s shown in
Figure 9. A Netvvorl%Contr. c\&gonent r&?%(ﬁj]‘eo Fi qure 4 .includes the NCC

process 284 %And $he NEFE WU5E $Er V€ 210 of Figure 2.
The Net wonie sGamtartolorc ongplormarit a2 tad spdatcd udes rax: vantler taghd Meg Pevi ce

Control 3 t:em ( P@ t y I I € pr.ace 0 S in Figure
10. The V%ral%fyﬁs clg{ni Loﬂn_ n%%%rr%%’ prln(yicegs\&aq;]‘gu1 Clgés)L lscﬁf)v\%a rﬁ%%g %P?%Qsaé
ndni t or i nd Y} sy Ably | e iete np humeg) intemepsien 200WEY €0/ 177G3

PCT/ US99/ 244 Zuihes il B4 1 6 Y& &8N 2 Bld WS shuser AlcdPeaBM cJerm nal 224
to manage and nonjl-or restoration of a tel ecorrununications network in a

manner t hdtR§ &/ &Fdy! 33° 1 Fai MARARE DRI T ohpared $ hriserarta’yst ems. The

5 fol |l owi rig Ficdd ans ALdi t nef usledré ned e Paagenemnd sagcdri Qnbhori ng
processes of restoration. The R >?R QU system 2l2 allows a user to
configure e Server 210 interfaces and links with restoration devices
208. 11 user can corfikeppert aridy@aranetess 282 theoddRServerisusnt er f aces

Wi th_each g ot o deisy 228, RS faladle S9e, parareters.tbat the

NI FTE processes read at start-up as we as run-tine pararneters. The
par anet er £ i thciXRIee™ bhRIarEC MEOY 1 Ge teRPIBLS | PMIECSEQ¥ /510N n) ¢ auditing
i nter val s,omsith diSom@s s agee bend| $gs e ©h ey ebs ANOMWAtégribeaart. 11

user can des anale, gnest el econunyni call e, channel as pLLMBLy and anot her
t el econmuni cat1ons channel as bac) ¢ up. Each ,2% | Ak conprises four
dhannel s. Redrchtamedehaprbessei 2har audisexorumanidsn ceawest/ di sconnect

20 commandsep SANd NS4 ML &N E9IFRAAS) - PIndINSP! i £1460a 3685 "By JHeRA channel s
can be configured through the RTR QU system 212 by a user stationed at an

RN term ndt*™5RL Wit the RTR QU System 212 a user can configure X. 25
switches to add, delmteetwsdriochhyrol ~coctdessesrf oNCepsppoatken2gevi ces. ~

user can al s(?a{\g%an & X‘P?Eﬁ cket ro}féi ai:'gr o7 L-rone devices to other

sites haviHy Vf‘%oﬁa Ef%%?v%?% 1%9%r [g ’f]ghe%. Y ER ?hg ?zTR aul

gPstem 21D mowusts seeesoneyl anterfaces between the GUI Server 234,
with its particular communication format, and the
restoration devices 228 with thelr device-specific
communication formatg. An individual NIFTE process 232
provides communications and control interfaces for each

75 restoration device 228 to the RTR Server 210. There is

one NIFTE process 232 for each restoration device 228.

The GUI server 234 interfaces with the NCC process 254,

where the NCC process 254 distributes GUI messages to the

appropriate NIFTE process 232.

30 Processes on the RTR Server 210 can communicate
with each other via an internal communlcation process.
In the depicted embodiment, the internal communication
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the ~tM Term nal 234 can turn X. 25 links to a restoration 30 device 1228APMN03
or off. For exanple, a user can take one or both X 25 |links out of service
for maintenance. This -19 1 D ~~R 2003 WJ UQ 177G3 PCTI US99/ 22042 woul d
cause the gy ver 21U to use hacl c-upcoirUnuni cations .ptheohRgyRTR GUT
System leﬁémjlsér can controlthe restoration devices 228 manuaﬁhﬁy during a
restoration5process. A user can also reroute traffic from

at el ecommuni gabiens d@gbCﬁebeae&e%aﬁgeee%%g TRLBLRIANGEAG LKL es. This
can be either don a in real-tine wthdirect interaction wih the devices in
an R L~R Nat P§efbaen ép Fagube BreRPRanfiegeFETASORPRSEEE BYSESEMES12L0

provi des reabthéﬂeﬁk§@b§¥§sOEubHea§t@h@SG@@ds@%@E&hZQE %ia a Server
traffic- bearlngig%gcg&éunur2|catlons networJc. 11 user. stationed at the

RMTer ni nal 252 irve BIEPF§'ré&&r&bﬁgsﬁﬁyeﬁe?éét@éﬁﬁ@ég@§S§§9ﬁ§I as
iderftificatien ehei Rpachedt8tel ecmrrwulal eat RARS pPirbrks. mdhebBxr R1@J system

212 al soenab e 0 n| r Qn_devi R O I ¢ rnorrltor i ng
can be done Eggﬁggng - %w gg Ievof“ %\?\herggﬁt PEEdEvi gg’% &5 g;]))tlesérh & as a
singl e funct Ponakseespdidént, adéboanthe2per tvileeCalienthdies leactespdrit8zof a
devi ce i s2UmRi,or gdy 5318'60”'1%%83%9;1%%5 6}*11%5%10%11 1%f fr&Chigl ymoni tor

trunks between devi ces steém 212 al so enabl es a user tononitor
the X. 25 |inkg58Bnd28d £EREs CHEt REER @ERFRGS€r¢é¥2?@ &NVd S8 viedstiordat i on

deviges 228. vhauste Gaivei~0RIINGOx23i17 I edlrd icme U&&vsetratzusv efiweach link as
wel |l as thet %affl caextcshgnn ed betvgeen 121 IID)} il %ét andrest rat| on

devi ces 228. can alsggﬁbrfg?ﬁl udfi &t i 67 SR és 228 and
on X. 25 |i nksegls\lﬁﬁtrle-'dt lver RPRi@dI1viystad G2 cd liesers ae3UefifieciRt |y and
efflectivel y mRuage sLesienal 'm%@s@llg%%s Mactﬂaea\s%xs %%%férc 4asi gpatad diasics,

all' with a unified GJI.This can done for pre-planned restoration and to
-2U 1 8 MAﬁ129§§a\ﬁ65U@Pf7?GBS‘?@ef [{Gs§9 12 2 At U §Estor at i on

net work for maigilseéranee aact IMisttiees . onlh Resta@raals tSati dnclnudes @ist om

Restoral Sets, descrihed f ther and Fajj.ure Spans Failure Span.is
a segnent of %tehe trézlr?gm slsd\{on netm&ogltlhearit ?;r? &S5 Hed oér]edavmth a single

restoral routetidigafiem| die Tig ifseratdam creeatant del dile G g

Restoral Setgpg tll'x%erGLfIa%e%lv%‘} URALE, 1 108 R ficat r@ms!f R & Pl ANsa @nd
i npl enent the pgﬁ pl ans. user. can initiate the g an gener ation process

in general o P &HEMH GIUG Re< GIGrS 4T & &1 R PEN¢an al
so gwmon. i f ofort hhestaristsS reft ipre-qfl antse argdh appr aued pf@mp]] tanSeatchatGLm:ave

been gener at e, Jthe RIR. G system 212 815q.0ak| es. 8. User S, effaclent!y

and effectively monitor- and Gfan age processes an he'Overa

Syst em by marfpuihet iGY EEIVRIS ;pmm 6134 mdl hugh tﬁeglsummcédﬂalh tiFer
exanpl e, A Dyfigmde Rt 6,Griegatpy4 (DRG node of an RTR System can be
enabl ed or disabled. Wién enable,” the RfR Systemoperates, ip a real-tinme
restoration node. Wen "HI¥hG &PI Client 226 process 1is i tiafed it

)25 registers with the GUI Server 234 via the GUI Server
mailbox 312. The GUI Client 226 passes a return address
of the GUI Client mailbox 318 to the GUI Server 234 as
part of the registration message. The GUI server 234
then connects to the GUI client mailbox 318 which allows

30 the GUI client 226 to receive broadcast messages from the
GUI Server 234. If a user of a GUI Client 226 requests
to exit a GUI client 226, the GUI Client 226 sends a

-16-



20 the RTR System operates in a pre-plan node. A user can al so managTeB RARINM
processes by creating, deleting, or nodifying Restoral Sets. "1'he RTR GU
system 212 enables a user to perforrn the rnanagenent and nonitoring
functio 2¢3~9 described above through a single GU tpcaughdahg GJ I

7763 . . . . PC .
system\%%l Z‘ stationed at an RM Term nal 224 in the depict eg enbodi nent of
the invention. The resulting consistent interface assists the user in

control I'i ng..ang Herdrdd %%ﬁm glJfg;Cédlo a0l yed Wi tihout resorting 3U

to the cunbersone conman controls of the prior art systens. The
funct i ons TR Vigeomartd 9 ¥ rdRaEs byl IR e httdrn iU briresdesi3dz a 10

%5020?3t W %elyﬁd!%@@dis&gﬂ @U@Jpﬁ?jﬁé’!ﬁﬁ%ﬁﬂﬁ%f éfl,alx:éa i rg V\Al ngg\alfv
0 GJ, as di ed on isplay screen of _an erm na :
conpr | ses B esthe GF 2SR A iR B S L aretoafl SEHE but tons
1330, and rerssmywuUnT esrrit G SEcidon 2260, Thetlpul dUdonhiernus2d11()

i ncl ude Fi , I e rat i 116, Re ts J. 118,
Devi ces 115238%51%%0&92%%%2‘7%? H%I%s%l%%géllh%ﬁ%egr?lesﬁ%&g a(?ﬁs but t ons
1130 i ncl Jusl Exdteasarest atehd 132] BROSE at ¥l iwiBY, a Readd hessl Mpde 1136,
Qurrent Mydgidfe She L4d ol Lo g LAY, WDADRIQYEL PY o PLans 1742, Pl an

Generator 1144, arid Al arm 1146. e pull-down_nenus 1110 provide users
with easy HEeE AT off AP ICR QY Ste4f f4PRT i BPS. TEFBRYENR main GUI
wondow 11Q€k1l ¢I1Sess S5 SEt@ft cide "Gt eSerddr opt4 oni d11R2. a Sepeeli r ngdat he
"File" option 1112 all.ows e.user t cce the File nenu. 120 s shown in
Fi gure 12. % e flli’lr}es %}b?i%g{]o?f}%r& F??‘é %fl;fj 12007785 ECF R ll%lt%asghg‘lopti on
1212. The CRefFester opi4 on 1212 forces an update to a |list displayed in the

Majn GUI wi ndow 11U0k; 29 4 Peishs QPELOR 2234, apbeRaseksst ede causes the
currently displayed announcenents in the Announcenents _section 1150 of the

Main GUI R 9D} ot b2 PFRntREVeRn2t Exi t FObpeE®R 2516, when sel ected,
qauses t hei RM4erat had, 224me upndbagstbe past dcohped MahboGuighwendow 1100 to

cease @25 conununi ions with the GU_Cient pLoce r Vi t he
ar L cul ar BT er G895 kot ot et ER T b os Sh ek eB P RE 0n the RW
term nal 2234 a0d GIi rol tenpt boaceddesf 22 heahai arcaupedi Addbw €100, when

sel ected, @bho¥pe UBES . L OTRECESS EBRP&RBAE L1801 BBBHoWA0R as RBowN in
Figure 13._ A "Change Passyword! option 1312, when sel ect Edf"Bﬁl | ows a user to
t S.

change a PRSI LLe¥Rt ot AcELeerGari BRET RTROEY sERRPFRA A

20 internal data flows are depicted.
Figure 4, and the data flow diagrams of Figure
5 through 10, are generally self-explanatory to those
skilled in the relevant art. These data flow diagrams
identify various data types and the appropriate routing
25 to and from other processes for such data, as shown in
Figures 4 through 10. To avoid obscuring other important
aspects of the invention, only summary descriptions of
such Figures are provided herein. For more thorough
understanding, those skilled in the relevant art are
30 directed to the Figures themselves.
A Data Management component 412 of Figure 4

includes the RTR Database 222 and the RTNDD 240 processes

-17-



-22 1 8 Nf~O 2003 WJ QU 177G3 1' C f/ US991 22U42 "Di sable 1/U" opti o1 Ml
when selected, allows a user to nmute an audi ble alarmsignal. A

"Mai nt enance Mbde" option 131G when selected, allows a user to access

mai nt enanogofoumtisd ons. These nai ntenance functions are s addexdus$w/zoddber
restorat9.on functions. Unce added, tlae maintenance functions stay enabl ed
until tl~e user ex9is fromthe RTR System by selecting the "Exit" option

1216. A "Resber aheoR'TROBEr@R:r1 210 ehdWie iMRim oGl Wi ndews HQ0f Figure 11,
when sel ect egl allows a user to 10 %cce,ss t.he Restorati on nenu 1400 as
shown in Fi glif@aggment: somponent) dlido @ lsegingludss #4P8 tawlianagdtect ed,

di spl ays a | pgoskiseh 63l0owa sueeess RuiNpan g rdrswec §39f, ulanil direginect and
connect co S to restoration deyices .228.. A "Di.spl | npact ed
Trunl t Loggnglgg ?‘8%%%%f4%rfgse\ﬁﬁe%tl§eIaésctséc?,w“allll‘o NG ér th’cﬁ g%p E\ta | og
conp¥i si ng i Meorpgemeot pegaedisnd 1t4r dmic lvidess tihep Retped thyaprealdens with t he
tel ecorrnrl unicakis@nNs sRetweRk & O.Fi%l%'r\éerzi.fy Pat h" option 1416, when

selected, allows a user to verify traffic on any specified route, not just
a trunk of a 20 restordt FIR S@nEeaTent] comredlent fd 4eed Jsiais “option

1418, when seheQids alHeOWraA: r4sieMartd P Wrdddyk stards amb epek poi nts of

trun)ts to be excluded f ro(r?(@Sr storation task. The %/nzran‘ic Rout e _
Generat or r ePEFETCed TGRS S yeferat®® Tottes TS Ag FadPadfITY i nput

"'plorol n t heoRpainehitmd 1Bx dlisi dns:lopteorarldkfia tel Marepair huerdsss’ option
1420, when sglgct edpy ald @Q@rxﬁer”ﬁoer"oéeosté FACK LIE Statkus Rfef %Je SN S
This option allTdws a user to enter a tine stanp ‘and a col runen detaiting
the repa' ar ®VORESSTHd usérs EPWwntiey Bilaunee St anp and a 30 comment

detyai ling the repair evwentauilld fARNd¥6s T jdnaMent1 d oM eted t he user
can delete thl%c \{lecpets' t‘hzeB‘Faullt Rna I?/sziosoe’proceléos/ 127476630f the RTR Server
15 of Figure 2. The Fault Analysis component 416 also
includes an Alarm Collector process 810, a State Server
process 812, a Database Server process 814, and an Outage
Database Server process 816, as shown in Figure 8.
A Restoration Control component 418 of Figure 4
20) includes the Restoration Coordinator process 248 of the
RTR Server 210 of Figure 2. The Restoration Control
Component 418 of Figure 4 also includes a Break Isolator
process 910, a Plan Manager process 912, a Route
Generator process 914 and an Action Dispatcher process
25 916 as shown in Figure 9.

A Network Control component 420 of Figure 4
includes the NCC process 254 and the NIFTE process 256 of
the RTR Server 210 of Figure 2. The Network Control
component 420 also includes an Interactive Device Control

30 System (IDCS) Gateway Interface process 1010 as shown in
Figure 10. The Verificatlion Management process 250 is
shown along with a monitoring process 422 in Figure 4.
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PCTI US99I 22042 A "Restoral Sets" option 1118 of the Main 6UL wi ndow 1h®diABf00?
Figure 11, when selected, allows a user to access the Restoral nenu 1500 as
shown in Figure 15. 11 "Show Restoral Set List" option 1512, when sel ected,

5 allows a user to viewa list of a Restora7. Sets in a | tjon of

the Mai VEY17%% ndow 1100. A "Set Jeopardy" option 151k \K&ﬁﬁd%g@é’é ed,

allows a user to identify a problemin the network, and then search for and

identify restoral sefs tQ.d te areas r_ 10 monitoring. A "Fi Rest or al
Sets" option 151G \Q/%heen @e‘# ggl]gd’,ysa ?“(5\/\/73{%)1 Ehls]]e?w’? o s%saﬁ%halfgh?e oral sets
based on shmuiifriact | 2ehtlid inertdom.ankl "1Rreklt e Cust lormRestoraf Let” option

1518, when selafibifithi s S e Useh: Lk Al apeci Tlied system, apd trunks to

a new restoral .set, n 15 user can el r create a Custom Restoral Set
t hrough a Jfr@-popifl WP EPIIBIPred Edpyr bpt i AL Theterepoplihati on option

akl ows a useridwiripecidy: s oM DcAud&h eLOMMR FAld PAReREt MRHIC tO be
included in a Custom Restoral Set by either specifying tel econmunications

20 nodes Wt EREGHE PITCERESUSH i 5T HyF @yt Prent speci fi cations of
t el ecommuni cati ons nMEievRKR BV Coss 2&8. 21 2 ed eronsuni ¢&é1 ons devi ces and

trundcs th f e associ ith t pecifigd itens e included in the
Cust om Res or}g &e{.%?&ﬁs ea}r?f:%r, hﬁétw)t?le %%%?r%rﬁ%ﬁi%%]%%o‘ﬁ%ggS stations
axe speci fregtordel Qusiom Festditl Setusesocimctonesoany thanks that extend

het ween tlser NG StRtdONShe 'K SOPYePPL T DR &1 F QWSS 8y UBRT 58K COPY POrtions
of Failure Spans such as frunks or tel ecopnununications network deu'ices to

be i ncl uded S PR CLRE o RESE of 49+ Sete2e 3pPe BAf Rt ENBURR bATRE.E Bral Set "
opti on 152thawhere S¢l ETE eiroadd oas 23 Dseead cadebedet aufust oweResteral Set

fromthe [ s 24, . R 2 : U 2 2 e
Do cosr ah PEme apante b P b B LR Gr e 21° W hen
sel ected, BITHvRA at@sekinly BerEss t hénbediébt fRAulnBEOVAsSshd®A in Figure

18. The Dewésgad@msuddl ONG, awhiSEh LPeSREECtxNaKhOUS DBENGeRancg 5 functions
) including con | gyr ation controrlfﬁgf t he I\I',I'F"g?l?egr ocesses. 232 and the X 25

|inks and S%FY cFf CBXEeUEFONCRT SECHAN L ER St aheEPBhs®Eauses the GUT
Server procedsaBdand sepadheonmahdsonmutheaNOGnpr obessel54sr bprésented by a

"GQJ to N " ay f 0,3 Frgure tes e by a QU
Server pr g(l:e‘ss %%gﬁa%'ebgg%fl?ltggg?her%ﬁﬁtgggcgégn%ggés Irzgggesent ed by "GU
Dat a Chang@lamiegrntbepathtMaRagartht CONRRBAR} 0RPERBRA/ PASFOPPEGEe 9. T~

vipnk St at usompin@8, 1&4dinWeenasebaCctEfimafRsNSo2 WhBBDICEBat shawmsreal -tine
status of all neémgrk 5 Q§C |nks.f11 " Nat %e Nbgetlopkggn %g14, when
sel ected, APFOfis R UREF St 52 nber GRPLAPFEE Ib SPHED A tPESREFaPUdn device 228
usi ng deyisgstemnﬁhﬂsbyia gséﬁFiEapdoneésaESﬁndBMigaamédaﬂoﬂzmhe
restoration device 2%§thTQh§ ﬁ@ﬁ'eal System 212 a user can

configure X.25 switches to add, delete, or modify
“? addresses for restoration devices. A user can also

change X.25 packet routing and re-home devices to other

sites having additional RTR Servers 210 or switches.

With the RTR GUI system 212 a user stationed at

the RM Terminal 234 can turn X.25 links to a restoration

30 device 228 on or off. For example, a user can take one

or both X.25 1links out of service for maintenance. This

-19-



2U essentially opens a direct interface to the |3l FTE process 232 foi &@2%3
sel ected restoration device 228. 'fhe "Trace" option 1616, when sele pJf)
allows a user to nonitor X 25 traffic for a selected linlc between a

sel ect ed NyGhfiPepcess 232. Wien this option ~5 is sel ect ehcraudopasaz Wi ndow
is displayed in the GJ interface on the RM Term nal 224. The X 25 nessages
for the selected |ink are shown on the trace wi ndow as provided by the

N FTE procesgogdd. cltige ThECRTROBLEOB, 1816, ths,Larphepubleshooting when a

device is not 30 responding properly to a user's conman The trace w ndow
shows all tr&PFRenbephgoBBAt by the user to the -25 1 8 MAR Z003 WJ

LUl 177G3 PCT/US99/z2LmaleEVLae reradubebpgr s/Nh 110t HEcUseEnf ¥BM the device
as captured M t'he gele ted N> F"fE ocess iiZ The "Audit" Etlon 1618,
when sel ect ed®a3255R&2 18§egeF6CFﬁ|? t@aﬁﬂa Ml?ubﬁHSn@ bRShPration

restSoration 5rdeubses R28sefheaRTR1Ser verolt® autofmti cablhyaperforns audits

O 8 sehedul e BashynTheyi hudiky 10t L NG 1AL, UhED. FeLached ghigs users

to performaudits In from-any au edt wis
di spl ayed onagt@uitiireer f Ebésomanhberpitheer dahralin224adl towenwi thhe 10

message | og ehegcee§ﬂkg§aéeeahtugtﬁu@hg dzbgcygFIﬁ RhOGORSRS 232 for the
sel ected devices perforns_the audit and provides the nessages that are

shown in theM3t8it OFo§2NRRSUPES "B aPRE%audit are witten by the NP TE
progesses 232 to the RrhdnrTR4GuIlsyEhem" Star bkSagesopkhontibU, when

selected, allous a user stact ar skop cected_N, LETE.process 232. This
can be used Porgnﬁyntenakgg gs&us ?He %?#grﬁgncelra¥gﬂ§ngf§§i?gwhen

sel ect ed, pr el desmounieat iand hﬁ@M@chalApéﬁﬁ@rﬁﬁﬂceOd&ﬁaa@ntNPF?E 20

processes 23gerflgal Laahccyan%@%@qab"a@a&kgnrégaéalweean§ebgge%qedalIows a
user to enable or disable_selected X.,25 links to a restoratlon devi ce 222.

The GUI ServBHt3985s8fd¥ehes88gddens ifpsaneepPEcelRa558% o start or ~2S
st ofp an NIFTEepecomm&nZ&ﬂtﬁomsatnamksculahelRWRCGUThey%BemlaezDaUab option

1C20) 0o SELEREL AR, YRR L9, VAVESIB S0 R0 hobevice Tata
restoration m@vucerZQQ @apab&ndoae both on a device level, where the
device is represented as a single functional component,
and on the port level, where each port of a device is
20 monitored. By monitoring ports, a user can effectively
monitor trunks between devices.
The RTR GUI system 212 also enables a user to
monitor the X.25 links and switches between a RTR Server
210 and the restoration devices 228. A user can monitor
)25 in real-time the status of each link as well as the
traffic exchanged between an RTR Server 210 and
restoration devices 228. A user can also perform audits
on restoration devices 228 and on X.25 links.
' With the RTR GUI system 212 a user 'can
30 efficiently and effectively manage restoration plans that
have specific designated tasks, all with a unified GUI.
This can be done for pre-planned restoration and to
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30 bottom wi ndow shows port-specific data for the restoration devi cel 828R 2003
The "Configure Run-'I"ine" optSon 1&8, when selected, allows a user to
conl:igure -2G 1 D MAR 2003 WD 00117763 PCTI US991 22042 paraneters of a

sel ect quM‘gie%E process 237 while the NTF | E process Z%Ti/@s]?g)%ﬂm ng. fhe
[ 2

"configure vice" option 1630 and "CouLigure Switch" option when
sel ected, allow a user to configure pa:.~arneters for a DXC 5 devi ce and

RTR swi t chio@apeatiy el .0 e Gad Ryrigel s tiod NIETE, processes 232 upar -

start up of the selected NLF' TE process ese confi?ure opti ons,
the QU Set¥lerV 2B Sends RRteResl dieecinglydey Huskprchedt aIFl r EepPocess

232 via t heeNGQ IS@CASS R4 be1bThend M Mt @ke Ho4Adi cakipaj1gpsi on 1634,
when sel ected,” -all ows the user to determ ne whether the QU Server 234 is

regi st er edPRY! ret et VEEHBRT Y i Cht st TR bEF Leh Drbeesseslidh AR RER Server

5\/{3;0. Th:a "“Repostesd wpth an ¢ 221 of ré SeoMai nr&dle i bn wa ngow- 3180 . of Thegure 11
en selected allo user ..t ccess a Reports nmenu, 1700 as shown_in

Fi gure 17.us%he¢*%¥$f%§%§hsdeg%€?bnoﬁ7q%$a€%e%e§%?5%}e%?girIo&suﬁeﬁser to

di spl ay a toy aissterestersdayese, The M&RTRE Wseres*pbphsoand714, when

sel ect ed, u ' y apli of,. 20 urL§,en .l ogged on

to the R ITF g%@?é&nég%eﬁﬁ%;%§%+$'St%t%géroé?%ohHig%%Fgmkéﬁ %£¥.ected,

al | ows a uRER! tPCRPERK.IPhePEPERES HF FPUAYES QECHPHI AGTEBIBIrcuit

identificatéoporal heet &enerpeepfMry | ORL @PEL 08ad 74 BsoWhoheBosek et ed,
allows a user 10 cgeatekg}gost- riemreport or 25 an_%nLthal opt age
report. Thet®%AnhoratRE PVR 23 pEiDl FPRFIBSCWRER REFRE: 682 Cal'P8Gs P5Clser to
add comengsnandtédne stanps to the post-nortemreport. These comments and

tune stanps indicatepihegpan gk:'t %St Sz&ESSQESdeﬂQﬁEBQVE\F@lsia%e‘éo The
“Mai ntenance List" option 1722, when 30 selected, allows a user to display
trunks thatfhtelenktently ahfecybvadynippt éaanaed TRPaJerBiTRed Capacity”

o i on 1724rovbeBesehrat eHe 8V bows1arwaehyk@efli 5Pl A¥nigdlating MAR 2003
various parameters, all with a unified GUI. For example,
A Dynamic Route Generator (DRG) mode of an RTR System can
be enabled or disabled. When enable, the RTR System
operates in a real-time restoration mode. When disabled,

20 the RTR System operates in a pre-plan mode. A user can
also manage RTR processes by creating, deleting, or
modifying Restoral Sets.

The RTR GUI system 212 enables a user to

perform the management and monitoring functions as

5 described above through a single GUI to a single GUI
system while stationed at an RM Terminal 224 in the
depicted embodiment of the invention. The resulting
consistent interface assists the user in controlling and
performing the many functions involved without resorting

30 to the cumbersome commands and controls of the prior art
systems. The functions themselves are performed by RTR
internal processes.
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WO QUJ177G3 PC T/ US99/22U42 network capacity that was unusable. 'flrlef MAR 2003
"Sel fi-Mnitor Report" option 1726, when selected, allows a user to gather
tailored extracts fromthe post-nortemanti initial outage reports. 5 The

"liel p" opvdhesAdxrd of the Main GU wi ndow 110U of Figure For/udvenzosz
selected, allows a suet to access a Help nenu 1800 shown in Figure 18. The

"Overview' option 1812, when sel ected, displays a general description of
the RTR system r unni g Kdven RIFR Bejves 1Y 2dWiaihheindbisi Woadew' option

1814, when s d|s ays_ he specific a currenf w ndow bei ng
di spl ayed. Ié% éfﬁg Hac ?%Eéﬁ%éw%?]ﬁhe LERIRY i DR RN t Ak Pl Mdown nenus
1110 of the g hdddd 11686hptiweses i €sri& obf spal usdbwihtieasual Lowa user

to further Ca?”ééole%‘g an%L?E?%? 'Eﬁ@ cﬁ@%'?fBOThgngﬁgﬁu}\{x %ﬁégﬁg pgtton 1132

of the Main W ndow ure hows t he ecution” St ate of
t he SRTR Serv%@CQm@n|hl%%nnUHh%ammbh dpwh merURM 1 &P ninalu@eardispl ayi ng t he

Becution Steie; 2bbution 1197, dbecbuscubhon Satgoefond) RIR Setyer, oan be

“primry" or “bacJdc u one tune, one server Is primary and any
ot her serverRewteepHat %OupReﬁ%%t%u¥k%%t gnecieiBnl 524t e #%enﬁPﬁESPngé by

tE)r(le ControlS M@ﬁ@@rb@tﬂﬁﬁ§512ﬂ@rd7ﬂ'@m@l Lﬁeéueioﬁr gegss Ziézretﬁneﬁveséoan Z|S
ecution St Wi o nand/ r espon sgage_exchange e ntro
Manager proc t%4if3ér @ %??%Swg?ﬁemﬁﬁégﬁlﬁﬂ 58165 Pag &iﬁbr #éPFace on
t hd ORM " f exn$natug24140a UseppwhoehaBraubPhenszatikon Pheroughnpasswor d

val i dation c§f4§elgﬁ% Agﬁrgxggyglon State button 1132 to change the 30
Execution State of R Server 21U in corr~rnunication with the RM

Terminal 224. By sel ectPfgPthe ERERUPFBHSSLALR BliPVoAS1E88rsawdébr can
inijtiate a pgasesactast t88mosl & Mbhe?RYR Mﬁbeahl?ﬁﬁaLEGE&US99&8&O42 over

in either diyf ctlon b peen h hary. and I R L' rvers. In this
event, the Sefver ro%égé°§3giggﬁ sugeﬁeggg 59#8C hg Fi Fol Manager

pr odess 244.oFheocohttal Nﬁﬁégetipgocbgs“Edlebeppbnnﬁ élﬂélﬁlé@@ﬁ &he 5

changes the EgéfUEbOQc§E§EetHE ribe Héﬁﬁeﬂboa ER 386WAr inThe gGoat nal,
Manager process 244 al so sends _nessa t he Cbntrol Manager processes of

ot her RTR Sefher&irgtcRRRENERECHP PO 1%@aﬂ§§uaﬁa RotiSf Pes R&AERSMt er nal RTR
conponent of obbgoihange.i nThxeertEoashat eply osendilng farkdsmessageat@ each

i nternal RTRtSngQQSQtdisplayed in the Main GUI window 1100. A

20 "Print" option 1214, when selected, causes the currently
displayed announcements in the Announcements section 1150
of the Main GUI window 1100 to be printed. An "Exit™
option 1216, when selected, causes the RM terminal 224
running the particular Main GUI window 1100 to cease

25 communications with the GUI Client process 226 serving
the particular RM terminal 224 and to exit the GUI
program executing on the RM terminal 224.

A "Control" option 114 of the Main GUI window

1100, when selected, allows a user to access the Control

30 menu 1300 as shown in Figure 13. A "Change Password"
option 1312, when selected, allows a user to change a

password used to access various RTR system functions. A
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A Dynam c Route CGeneration (DRG? State is enabl ed when the DRG al gor il tShiiARi 2803
the Route CGenerator process 914 is enable to performreal -tinme restoration.
It is disabled when pre-plannea restoration is in place. 15 The DRG State
button hi3éw/Bhet he Main wi ndow 1100 of Figure 11 displ aypcihgostosent state
of .- the DRG algorithm A user authorized through password verification can
change the DRG St ate of the present RTR Server 210 by selecting the DRG

State but tigyy b o o?éll%ﬁl ciion \afert meel%%qe%} AL A U pugton, the
QU Server process 10 sends message to the Cont'rol er process 244,
In turn) thfe ot aHdYe aplrad@és%lm -serfﬂs"l‘@@‘laﬂg?é it e nessage

to the Re&gsxrmn a1 lHe  sommanant élll%wsThe K ol Venager process 244
S aI SO sen out noti 1;# catl ons tnghech act ed IProcess A Readi ness Mde

i s "nor mal™& SR For it BPet at | *eﬂte?‘ia' % %W‘bb‘t%lb% #a? been
dét ect ed. Alddhange otrhdead Sess hode ﬁxmqﬂrm/maded Grocd heeddad , Semearer pr oC~ss

210 by t he, AN LA, MANAGRL ALACESS, 244, 1 BY) [ESPONSE. L0 80 outage

announcement sent by tTee ySi'S Pprocess Atiser® au
t hr ough passeibridhey i Th | Ted i gm @arsemﬁaimq/ dant@xithe Readvmesslfbde by

_2y_ 1 8 NAf, ZOO%V\QQMJJQ&PC5;;5@55919/1212%20@6&1?&%5191t@@x Readi ness
Mbde button, 1 36 of%‘ihe NVaj nwi ndow 1100 of Fi [1.. The GJ1 Server

process 210VHIAY skhifs of nEkdlie 1 tHeeeott e e} nayet T ot 68885440 The
Jont rol Menages s prine esss 24da o ummsend@so aa@h@}mngReadfm@sJSe Mbge nessage

to all inter pchan no r to alert, or.
vase versaﬁox}?ir eﬁ%/o%g&%?at U3 bu&?tggrilggf Vgﬁel{ %ﬁ?ﬁt%hdow 11000f
Fi gure 11 @i splays a heow uwhibeh mmsmwmsﬁqi I?@m@)clerssmceghéuturrent

nocy | es i ngl ydendlenonsh g atdone@ndhdiapenat i 98¢ @(t)alt%é'§t$i’z§‘4:§o§t atus button
1190 of the Main w ngow 1100, of  Figure 11 e status of X 25 |inks

t ot he rest®futFeh ¢eli ced QI%BSPI?%eI’EP‘?HgEe%t%\ ‘ﬂ%’yb]t'ﬁ? onPREUR ndf L4t es
sitsat us by wihen codDecOdd | hel bows o wedr at sudabep 1odi splca:yedomprlhenbutton. | f

any restor vice 2281 §.11n t i f i l'i nks are
not f uncti o%}l%é,gmgﬁ éﬁ %%§§§a{l%s€5‘§{ﬂ?o§1&€ﬁ\8ﬁ\?\§%p&%hbf %1% e nunber of
such restovathobheebvgtecompgnippatipedi s8pragel dn0t heAbU‘t’@rmeI Pathé Lin)c

Status butgep; ddALRDE S wﬁénrgéleéb@a tgflawgtgnus%flt@evaﬁht wif
anyrestoration device 228 is in a state irr which just one otits two linlcs

i s not funBfRbhtRgPRANENY hePRGHDbEED oFOYEBhr BeE0F WEF 0B BEVREEST228 will be
dwls}ol ayed ﬁésthﬁabﬁbhoﬁetfp?hﬁ Li nl CR&&M’mﬁmbUEkﬁDuéiéﬂsvSopﬁﬁolhed 0][ )
yel | ow, t he, button w reen, indicatin al nlcs of 'the
t el ecoi runﬁifcuf at VBRY ﬁ%?ﬁ%&ﬁdare ?ﬁ‘ﬁ%tl onFﬁg ) ﬁgugj’ |%nfltprgcess 226
obtains |iand shdtpsidtsect! yrinbayber besexoltfedRINDD. ¥he Unapproved
Pre- Pl ans ﬁgkee Hé?x easkhe3@1>{@' ﬁ%%mge%éégg ebnEigune ilrahewsegnihen

sel ect ed, enu er of gre- ans t have been gener at ed iin thel atest
pre-pl an géh@}*’at ABRSphBEegSNREALehHEPURETe URGRIyBPY- 8T WNkS7i8PYE-R 2003 WO

04 17763 1fEdhUrR89R24942iReeRxaPAEIVEE. o Ia@oRT R4Perven 2gGpdaes have an
aut oapproval met hod for prg ﬁl ans that _fall Ehn a threshol d of change
froma pre®V SUgsprBPEﬁFSH 143 Pe§ﬁ5f98t8fi cRaNGESi & 885CedCas a

per cent aget@hckr thdcstatus of repair events. This option allows a
ugser to enter a time stamp and a comment detailing the
repair event. The user can enter a time stamp and a

30 comment detailing the repair event. After the repair
event is completed the user can delete the event.
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5 that have changed. Pre-plans that do not fall within this threshpo§ ®ART?003
change nmust be manual |y approved. By selecting the Unapproved Pre-plans
button 1142,, a user can open a list of unapproved pre-plans. The Pl an
Gener at or yapad/3ePputt on 1144 indicates | U operational stat ggTajsespapcess
which is used for generating plans. The plan generator status is either.
"stop" and "running." The Alarm Status button 1146 is |lit when a Restoral

Set has been decl ared A i'measiad’ e agwags based on alanm apadysi s by
the Fault Anal ?/dzl S lI %O[progc%ss 246.. 11 Lllser of the GQUT .interface of the RM
S &5

Terminal 224" VIS AW ges AMEThS PP EEf el 1y e W nh %t at us
button 114G adwenghhidhRameefl aaonplBttdr dnpiiovdeviiceriqgdie Mnouncenent

section 1150@1{5\/&-%4\@61{512%63\’@ QJgLQ%f "]'](J%QZ:'LQJTH tlr})elqulwloefn Eécgluécetel f shows t_he
status of Restoral Sets selected by a“user by specﬂ‘yl ng ‘a partiicul ar view
of fhe w ndow 16T xRl &0 & igvera daretspecid Raftaaral |SRestiorad Sets with

a status of fdwmagiad'i Idr bedingplpygd 1w Jdsy Annpyincefend s, section ~5
1150. n user_can view all of the networ)c or just a subset of the network.

Tf one or nmofPRRESHOr APSAL Trld | Wiy sl eGiRshctaldiows e Y SF nt St at us

button 114G i&eithiispt ayask @sl dni tin Thee dad@vd ik t hen@nnouncesenils st are
obt ai ned direc

|y, fromthe NDD process 24U with gueries 3U based on a
user's specidt altq%ht@y ar'?ﬁ%elr_%%qﬂﬁee%nnto%rﬁcse%tte sagc'ﬁ% 15U of the Main
GUIOW ndow DOl fr Figur et 1'1Fimt | Refesomm hedeles " showiong 1Hes - 3dhenl 8 N-A~

2003 Vv4' O 004y, C J{1K29/ r [ @&gﬁy ich
in the caseoéo?11 %éra'e. Jl:{l% I'S Ezléps o'%a%;graﬂﬁg@&%ce%snt, agg?lge%%%ecyr]e
di spl ayed i rP® P HHolm cedrthtf st igh 110 519 tda S Wik ¢t s Wphebw 1100 of

Figure 11. Anet ReiNeren vhts, figdd SoilddZedi spl Bywes aa Nad®r assigagd to the
particul ar resto.rﬁltﬁ(zet. A"~ rz e" deﬁa field 11.54 disp]ays, the type of
restoral set¥Hch FHHF & Cgatrlrlﬂjr TU PR RE o fctudds a .
mantial | y assesdy ethn i sithodr syisdaers anthdranktes torcbnteasthtoughfai | ure
span RS, whi i : Y, sy.st a r s within an

i solated, u |€%eﬂ%n rgln%xﬁj ﬁg S%Ar t?%n]alo#%ﬁecy%éf%?k%% h%ﬂ% hR system
treats a fauPeP&EH/MwHE? CRY By DhECYRI 2 LB peh BReGh vuragkiony ®ét ate"
data field ld5becbraphaysat ienstmdevefik 1o tihe 1estodad setaacnstodi ng

i npact ed, | rd rerout ed, . nai nt enance,. or nornal . | npacted peans that
Lhe i tems SoUPRITAT ST Helr HiTRes| TH et Rl PR ar BN Rga 1 BEpardy 15 a
st 2lus assi gnedehyorn sisetiems arcRDY ol denlt thy ng heauapinéssue exists in the
tel ecol tununigati ONS; DEENOT&s 1M ecommunications network devices 228.

Telecommunications devices and trunks that are associated
with the specified items are included in the Custom
Restoral Set. For instance, i1f two telecommunications

25 stations are specified, the Custom Restoral Set also
includes any trunks that extend between the two stations.
The copy option allows a user to copy portions of Failure
Spans such as trunks or telecommunications network
devices to be included in a Custom Restoral Set. A

30 "Delete Custom Restoral Set" option 1520, when selected,
allows a user to delete a Custom Restoral Set from the

system.
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2U that may escal ate into an outage situation. For exanple, a traing MR 2003
derail nent coul d damage equi pnent associated with a nearby RS, whereby a
user. would place the RS a.n a jeopardy state. Rerouted neans that the item
so mar ke® tagadts traffic running on an alternative pat hPOBYaAWERMY 25 a
problemon its primary path. Miintenance is a status assigned by a user to
an RS to indicate that repair or maintenance operations.are being perfornmed
on equi pnent or segrEiw s'lessowst edbiarh ) RE u\ﬂmnﬁtimeahls that th,e

t t |
i tem so myrLcRe, tmdtosf Erg;{gfec 1f1un 1{1% gélhegdatgél ga%% ays d%%}gl there are

no outages present. “Break Spec 1% as to
where a brREsessH tiq |Qﬁ%’1h%?s EBRUrkeEY 9% b cdah Derre ¥or i ance, at a
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trun)cs i maduess estdbriatr wtd tdrnnadnde ttreetnh@fl‘ﬁCC emﬂtcetdem 17 state as

di spl ayed jdpidieed Sats) atgyd || edid 188 1adhi 51 93l deet &, updat ed every
f| ve seconds. nn "llctive" data_ field 11G displays the nunber of

tPaf fi c- beBIHE thun)ddqres H%a‘?%s’?%raalg@etser‘f?ﬁ sPlr%??%ﬁ &’ Het3 fpdat ed

every fi veseaetcarmlsthe!\ ttfﬁanaqu'ce@@tmm@é dr d3.68s ¢ sgd ays tdier tioded nunber
of avail ahtleartruggxc the areﬁtoraelmgr(e{t,1 Jhl S fféxtl; uqueo‘gretlsn updat ed
every five' sec he Vet DA T usSd T o nanage and nonit or

t el ecor r urflird e |‘bns &y@t@ﬁsstmw \@m@m!@st@l&t i omet upel ¢obed, t he i nvention

can sim | aydan e useader c RO "BNGEE NBe AN IRO1 § 05 E0g bAVHL Vi Ng: 06 bR
égl ecomrunl catl o s functions, such as, for exanple, constructing,

pandi ng, F@; anal yzi ng) and upgradl ng tel econmuni cati ons systens.
Furt her rmre the i nventNani vayMmbae ¥ eadt i ynappldj edheo seGebtsgstem for ~5

rnoni toring Ands M “ﬁ%Pgté Ofx%‘éf&ét' H:rPeSE’IiTgU&J?Eh”a e%%}%E%EaL?HEh as

printers, nodens, red software a I cat ese and ot her
changes C L BECARIES t DS iR @‘H‘&bﬁ?l%‘ﬁmmﬁnﬁﬁghtao? YRETRbBYRcBRE a? P éd

descri pti Odlesi@nsee@eﬂef athel Petherbol bavnasgictapps. theisespvisnoul d not
i const vedeto LI She.Livention o, ppeeh il e, SRR [Pk dhaglgsed I
232 for the selected restoration device 228.
The "Trace" option 1616, when selected, allows
a user to monitor X.25 traffic for a selected link
between a selected NIFTE process 232. When this option
25 is selected, a trace window is displayed in the GUI
) interface on the RM Terminal 224. The X.25 messages for
the selected link are shown on the trace window as
provided by the NIFTE process 232. The "Trace" option
1616,'is for troubleshooting when a device is not
30 responding properly to a user's commands. The trace
window shows all traffic being sent by the user to the
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net wor ) csivasm@sdi ngly, the invention 5 is not limted by pagdbsglesure,
but instead its scope is to be determned entirely by the foll ow ng clains.
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The "Start/Stop" option 1620, when selected,

allows a user to start or stop selected NIFTE process
232. This can be used for maintenance tasks. The
"Performance" option 1622, when selected, provides
current and historical performance data on NIFTE

20 processes 232.

The "Link Management" option 1624, when
selected, allows a user to enable or disable selected
X.25 1links to a restoration device 222. The GUI Server
232 sends messages to the NCC process 254 to start or

. 25 stop an NIFTE process 232 for a particular link.
) : ‘

The "Device Data" option 1626, when selected,
allows a user to browse the RTNDD 240. A Device Data
window is displayed which has split windows. A top
window shows overall restoration device 228 data and a

30 bottom window shows port-specific data for the
restoration device 228. The "Configure Run-Time" option

1628, when selected, allows a user to configure
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option 1630 and "Coufigure Switch" option 1632, when
selééted, allow a user to configure parameters for a DXC

5 device and RTR switch, respectively, to be read by
selected NIFTE processes 232 uponh start up of the
selected NLFTE process 232. With these configure
options, the GUI Server 234 sends updates directly Lo the
selected NIFTE process 232 via the NCC process 254.

10 The "Maintain Notification” option 1634, when
selected, allows the user to determine whether the GUI

Server 234 is registered to recelive notifications from

) other processes on the RTR Server 210.
The "Reports" option 1122 of the Main GUI
15 window 1100 of Figure 11 when selected allows a user to
access a Reports menu 1700 as shown in Figure 17. The

"RTR Status" option 1712, when selected, allows a user to
display a log of status messages. The "RTR Users" option
1714, when selected, allows a user to display a list of

20 users currently logged on to the RTR system. The
"Circuit Status" option 1716, when selected, allows a
user to check the status of trunks according to circuit
identification. The "CGenerate PMR/IOR" option 1718, when
selected, allows a user to create a post-mortem report or

25 an initial outage report. The "Annotate PMR" option
1720, when selected, allows a user to add comments and
time stamps to the post-mortem report. These comments
and time stamps indicate when an outage was restored and
normalized. The "Maintenance List" option 1722, when

30 selected, allows a user to display trunks that are
currently undergoing maintenance. The "Falled Capacity"
option 1724, when selected, allows a user to display
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escription of the RTR system 1unn1ng on the RTR Server

210. The "This Window" option 1814, when selected,

displays help text specific a current window being

displayed.

Referring back to Figure 1l, in addition to the
pull down menus 1110 of the Main window 1100, the series
of status buttons allow a user to further control and
access information. The Execution State button 1132 of
the Main window 1100 of Figure 11 shows the current
Fxecution State of the RTR Server 210 in communication
with the RM terminal 224 displaying the Execution State
button 1132. The Execution State of an RTR Server can be
"primary" or "back up." At any one time, one server is
primary and any other servers are back up. The current
Execution State is maintained by the Control Manager
process 244. The GUI Server process 234 retrieves an
Execution State with a command/response message exchange
with the Control Manager process 244. TIrom Lhe Main
window 1100 of the GUI interface on the RM Texminal 224,
a user who has authorization through password validation
can select the Execution State button 1132 to change the
Execution State of the RTR Server 210 in communication
with the RM Terminal 224. By selecting the Execution

State button 1132, a user can initiate a process fail-
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change Execution States and notifies each internal RTR

component of the change in Execution Sate by sending a
10 message Lo each internal RTR component.

A Dynamic Route Generation (DRG) State is
enabled when the DRG algorithm in the Route Generator
process 914 is enable to perform real-time restoration.
1t is disabled when pre-planned restoration is in place.
15 The DRG State button 1134 of the Main window 1100 of

Figure 11 displays the current state of the DRG

algorithm. A user authorized through password

verification can change the DRG State of the present RTR

Server 210 by selecting the DRG State button 1134. Upon
20 selection of the DRG State status button, the GUI Server

process 210 sends a message to the Control Manager

process 244. In turn, the Control Manager process 244

sends a change DRG State message to the Restoration

Control component 418. The control Manager process 244
?S also sends out notifications to each impacted process.

A Readiness Mode 1s "normal" during nominal

operation and "alert" if an outage has been detected. A

change in Readiness Mode is provided to the GUI Server

progess 210 by the Control Manager process 244 in
30 response to an outage announcement sent by the Fault

Analysis process 246. A user authorized through password

verification can manually change the Readiness Mode by

229
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processes. The current modes include demonstration and
operational status.

A Link Status button 1140 of the Main window
1100 of Figure 11 displays the status of X.25 links to
the restoration devices 228. The Link Status button 1140
indicates status by the color of the button and a number
displayed on the button. If any restoration device 228
is in a state in which both of its two links are not
functioning, the Link Status button 1140 will be red and
the number of such restoration devices 228 will be
displayed on the button. If the Link Status button 1140
is not red, then the button will be yellow if any
restoration device 228 is in a state in which just one of
its two links is not functioning and the number of such
restoration devices 228 will be displayed on the button.
If the Link Status button 1140 is not red or yellow, then
the button will be green, indicating that all links of
the telecommunications network are functioning. The GUI
Client process 226 obtains link status directly from
gqueries to the RTNDD.

' The Unapproved Pre-Plans button 1142 of the

Main window 1100 of Figure 11 shows, when selected, the
number of pre-plans that have been generated in the

latest pre-plan generation process run, but have not yet

~30-
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(- 10 threshold of change is stated as a percentage of trunks
5 that have changed. Pre-plans that do not fall within
this threshold of change must be manually approved. By
selecting the Unapproved Pre-plans button 1142, a user
can open a list of unapproved pre-plans.
The Plan Generator Status button 1144 indicates
10 operational status of a process which is used for
generating plans. The plan generator status is elther
"stop" and "running." The Alarm Status button 1146 is
) lit when a Restoral Set has been declared "impacted" by
an outage based on alarm analysis by the Fault Analysis
15 process 246. A user of the GUI interface of the RM
Terminal 224 views and acknowledges alarms by selecting
the Alarm Status button 1146 through the use of a
computer input device.
The Announcement section 1150 in the Main
20 window 1100 of the GUI of Figure 11 shows the status of
Restoral Sets selected by a user by specifying a
particular view of the window. For example, a user can
specify that all Restoral Sets with a status of
"impacted" will be displayed in the Announcements section
’? 1150. A user can view all of the network or just a
subset of the network. If one or more Restoral Sets are
listed as "impacted”, the Alarm Status button 1146 is
displayed as lit. The data in the Announcements list are
obtained directly from the RTNDD process 240 with queries
30 based on a user's specification of a view.
The Announcement section 1150 of the Main GUI

window 1100 of Figure 11 includes a header showing the

-31-
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data field 1166 displays the number of traffic-bearing

trunks in the restoral set. This failure gets updated

) every five seconds. A "Capacity" data field 11698
displays the total number of available trunks in the
15 restoral set. This failure gets updated every five
seconds.

While the invention is used to manage and
monitor telecommunications systems involving restoration
functions, the invention can similarly be used for

20 managing and monitoring involving other
telecommunications functions, such as, for example,
constructing, expanding, dividing, analyzing, and
upgrading telecommunications systems. Furthermore, the

invention may be readily applled to a GUl system for

}5 monitoring and managing resources in a computer network,
such as printers, modems, shared software applications,
etc.

These and other changes can be made to the
invention in light of the above-detailed description. 1In

30 general, in the following claims, the terms should not be

construed to limit the invention to specific embodiments

disclosed in the specification and the claims, but should
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be construed to include all graphical user interface
systems that operate under the claims to provide a system
for monitoring and managing network devices in
telecommunication networks. Accordingly, the invention
is not limited by the disclosure, but instead its scope

is to be determined entirely by the following claims.
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