WD 2004/ 006520 1 3 JUL 2006 PCT/ AU2003/ 000860 1 METHOD, SYSTEM AND
APPARATUS FOR MONI TORI NG AND CONTROLLI NG DATA TRANSFER | N COMMUNI CATI ON
NETWORKS The invention relates to a nethod, system and apparatus for
nmoni toring and controlling data transfer in communication nethdoiikgi0sl n 5
particul ar, WPRW4HORANt i on relates to a method, system anBCHAUMEG008Hat
enabl e an organization to nonitor and céntrol the data usage and onli ne
time of nmultiple terminals in an |nternal netvvork However it is

envi saged that tMETHODRBYSIEM ANDARPARA] HMONIEORINGAINDI cat i ons.
10 BACKGROUND TO THE | NVENTI ON There are now very f ew busi nesses,

or gani zat i ons, CONEROAKINGDATATRANSFER INGOMMUNICATION NETW@RK@ mor e
conput er systens of one description or another. The conmputer system nay

be, at one end of Thie inrafibhUTelatess itdghe mansH! ayskeh Sana! apparatus for
conput er/ wor kst ati on/term nal used by a smal| business 15 with a single

Compr <6t enTOEAgCHAT r"&“ﬁ’ (g, 538 JpRSlcr Y, SRR ChepiRs POV

conpri se tens hun s or t term n he same

t wWor nn one
oF “ror e i nPRHSLRr ine Blodfn' &l %s%io? et bylel a@@at‘é@ﬁ@z%mﬁoﬁa
The. one to: wANc %fﬁza?eﬁe Hioritar &pd ool S Hats, aieage A Prea BRIROf an
th t c
exteefggl gom‘runl cation network such as the Internet, an Internet service
or access prBWNRle temajnalsaim) an dntemnalinelwork. ddawewery it ishenvissmedAbap the/i des

the necessary software, usernane(s),
method, system and apparatus have other applications.

10 BACKGROUND TO THE INVENTION

There are now very few businesses, organizations, undertakings or the
like that do not rely on one or more' computer systems of one description or
another. The computer system may be, at one end of the spectrum, a single
desktop personal computer/workstation/terminal used by a small business

15 with a single employee or, at the other end of the spectrum, the computer
system may comprise tens, hundreds or thousands of terminals connected to
the same system via a plurality of servers on different networks connected to
one or more mainframe computers.

Irrespective of the size of the computer system access is often required

20 to a communication network other than the one to which the terminal is
connected. To access, for example, an external communication network such
as the Internet, an Internet service or access provider (ISP/IAP) is required.
Commonly, the ISP/IAP provides the necessary software, username(s),

password(s) and the like for a monthly fee. The fee may be a flat fee, such as



password(s) and the like for a nonthly fee. The fee may be a flat fee, such
as 1 3 JUL 2006 WD 2004/ 006520 PCT/ AU2003/ 000860 2 vm'th a broadband
connection, or may be dependent on the anount of online rrﬁ mg/ (ag dat a
transferred, e.g. uploaded and/or downl oaded. It is desi rabI {0

I ndi vi dual wiQee0d/0845e0 or or gani zations are able to nonitecT/Abmosomoss0t Of
time spent connected to another communi cZation 5 network and the vol une of
data transmitted over that connection, for reconciliation and/or

security purwils @sbroBdbandicognéctian) or Intd fbe@epaﬁ@@ﬁ%rﬁm@muntaoﬂmm met hod
for nonitoring online time is enployed by, tor exanple, Internet cafes,

whi ch  enabl fifie h@/dif=ta trnbleiledC b, Qﬁ%aeé‘éﬁeldi“d%/nidﬁ]o‘eﬁe” peri od of

usage at preset 10 rates, depend| ng onh, for exanple e nature of their
usage, e.g. gam h

Manager devel ope;’9 va'r?gg1 d% Hg%‘é aﬁ#@p%?r%addfﬁtmgs &t é?lgre@
product are a o.kr. This s mco I se
plurality of %@@&ﬁ?ﬁﬁ%%ﬁ % é%%'& geng ﬁ%ﬁdag%n%fﬂt H'“"E@@F‘ver)
whrch y be ysed by 1 ers n menbers. Once users log in with an
ID, a %%ng? a¥‘90 g@ 9?(51%@ reasmitted eMer tnatrconnestion, #.gufdtor. 1f
t he user changes to another termnal, the change is automatically
processed. Fegaaeitiaton ardier aecurityputpeseser with a card or nmenbership 1D In
this system the start time, account details such as pre- and post-

paynment details, Retusiingnitp ttherelrttemeﬂOadliebhi exampleg areindven nmethiodr ést by and
di spl ayed on the managenent termnal at, for exanple, the counter of the

| nt ernet caf monfforiny @hrmeetmedet@mbrayémrby, erbrsexémpré IAteryStdcaras t ichser ' s
termnal. Control functions available to the
enables the café to bill customers according to their period of usage at preset
10 rates, depending on, for example, the nature of their usage, e.g. gaming,
browsing, LAN. One such product is known as Geto Manager developed by

Advanced Com Tech Co. Ltd and details of this product are disclosed at

www.swplaza.co.kr. This system comprises a plurality of user terminals

networked to a management terminal (server), which may be used by
15 members and non-members. Once users log in with an ID, a time counter
commences automatically along with a fee calculator. If the user changes to
another terminal, the change is automatically processed. Payment is made at
the counter with a card or membership ID. In this system, the start time,
account details such as pre-' and post- payment details, remaining time and
20 billing rate may be monitored by and displayed on the management terminal
at, for example, the counter of the Internet café. Some of these details may
also be displayed on the user's terminal. Control functions available to the
management terminal include automatic locking/unlocking, rebooting and/or
power switch off of individual terminals. However, this product cannot monitor

25 the data volume being uploaded or downloaded by each terminal.




managenment term nal include automatic | ocking/unlocking, rebooting and/or
power switch off of individual term nals. However, this product cannot
nonitor 25 the data vol ume bei ng upl oaded or downl oaded by each term nal.
13 JUL 2006 WO 2004/ 006520 PCT/ AU2003/ 000860 Monitoring th?qume of data
may be carrwedomuwbssee i ndi vi dual workstations using a ceayRibde9hassoPY

met er, which shows the amount of data béing upl oaded and/ or downl oaded and
t he data upl oad/ downl oad rate. Details of a DU neter by Hagel Technol ogi es

are described at Hdrfitoping/ twev. alnomiteof clzta mhp BY) cwtied &bt ensSiniiRiual
nonitoring period to be configured by the user, provides alerts when data

upl oads and agorkstatibiRRdsingeX66RFEMioH I%U%P&%Wfﬁ& gﬁé\wﬁaé BmBunt of data

user-specified period and provides alerts en online tine excee

user - speci fi ety |48 - ' 0t only function

rel atively a%tljﬁrdalt'ﬂéllélédc?r?t gr?%}ﬁgl &%péﬁa%rﬁchhé é%‘ia é‘?ﬁ’ﬁﬂf ,waqui@atgn

i nt ernal net . Of l[tiRl.e user term.nals _connected to the Internet, a DU
met er woul d \rltg%{é'ﬁe?r;?'l [pbafmfa Fe Wi nda9ed t-'cl?é’ﬂf'@lpﬁf%l an geRcEhed hat pu

met er ii installed, jncludin trafficthrouHhthe | nternet gateway and
crosst al : dberDY dnefenallews the nmnitasingrpariodi tackeabl e
of discerning the function of the data packets or their origin. 15 Hence,

t here remai n$oRfigited yotheaussrs providesoalerts mbehadatanplaads apbar dowrslioadist

enabl es nonitoring of data usage and tinme usage of any one or multiple

users over méxceqd e usersspeaified volyhedh & asemspavifistoperiod anarprovidisi dlérts
networks. It is also desirable that the system and/or nethod and/or

B! e suca o T esiect S SBeioTRIGTSTITE AR Rkl !
external comyal RiAkTiGHs f&éﬂ%rlykéccurately on an individual machine. For example, in

10 an internal network of rﬁultiple user terminals connected to the Internet, a DU
meter would register all traffic coming to the terminal on which the DU meter
is installed, including traffic through the Internet gateway and crosstalk
between the multiple user terminals. The DU meter is incapable of discerning
the function of the data packets or their origin.

15 Hence, there remains a need for a system and/or method and/or
apparatus that enables monitoring of data usage and time usage of any one
or multiple users over multiple terminals coupled to one or more
communication networks. It is also desirable that the system and/or method
and/or apparatus enables analysis of data and time usage of the

20 usersfterminals and includes security measures fo permit/deny access to one

or more external communication networks.

DISCLOSURE OF THE INVENTION

According to one aspect, although it need not be the only or indeed the

25 broadest aspect, the invention resides in a method of monitoring and




DI SCLOSURE OF THE | NVENTI ON According to one aspect, although it need not
be the only or indeed the 25 broadest aspect, the invention resides in a
met hod of nonitoring and 1 3 JUL 2006 4 controlling data transfer between a
user termnal coupled to a first conmmunication network and a second
communi cation network, said first conmunication network ¢tdupl@tlito the
second commruni cation network via a gateway and a firewall, said nethod
including the steps of: 5 sending an acgess request to said gateway froma
said user termnal requiring access to said second conmunication network;
sai d gateway readi ng said access request; nodifying at | east one access

rule in said feoemwihy ddta peaisidr BEORSA hOLserS &rfhirdP SoupRENtNA rgguesting
access based on an authenticated | P address of 10 said user term nal;

moni tori ng at eenmuticatienaictwdrk ansd er sefondatammetivetion aietkussd fi<r ni nal

and sai d second conmunj cation network; and dynamcally controlling in real

ti me bandwi dt hCHUaHpigaioB neodasaiplpseio thesasand] conmmicalieraneteotora aol  of

bandw dt h avai | e*bl eto t?e éfer. ter m'({1aI may 15 occur whil st maintaining

communi cat i on $feVREandarewal frid gretied Rcligiag fesiing of cormuni cati on network.:

A restrict.ed bandw I d on the f to a,single . user

t er mi nal ,tsa pl ur al ist%&]n uggcr%s é‘lf%%géﬁssaé[ﬂ%%wa%hémcﬁ' S UEEISBRUNF | ed user

account s. - Bandwiydill BRsDR sGRNCEOd EshhgFicdiBhaggliong and/or downl oading 20
may

data. The netho further include the step of ndnitoring all ports of
said gateway reading said access request;

modifying at least one access rule in said firewall to permit access for

said user terminal requesting access based on an authenticated IP address of
10 said user terminal;

monitoring at said firewall transfer of data between said user terminal
and said second communication network; and dynamically controlling in real
time bandwidth avaifable to said user terminal.

The dynamic control of bandwidth available to the user terminal may

15 occur whilst maintaining communication of the user terminal with the second
communication network.

A restricted bandwidth may be allocated on the fly fo a single user
terminal, a plurality of user terminals andf/or one or more specified user
accounts. Bandwidth may be controlled for uploading and/or downloading

20 data.

The method may further include the step of monitoring all ports of
access of the user terminal.

The method may further include the step of enabling and/or disabling
one or more ports of access to each user terminal.

25 Optionally, a single machine may include the gateway and the firewall,

Alternatively, the firewall may bé in a different machine from the gateway.



access of the user termnal. The nethod may further include the step of

‘enabl i ng and/ or disabling one or nore ports of access to each user .
terminal. 25 Optionally, a single -machine may include the gateway and the
firewall. Alternatively, the firewall may be in a different mach nggfrom
the gateway. 5 1 3 JUL 2006 Authentication of the |IP address is preferably

carried out by the . t hentication may be carried .oyt using,an
encryption/ de’crypt’?‘%nghgéé\%ioé\s@f {hﬁa‘e I%?ﬂg@sﬁa fpﬁ?fteﬁ%?'yi' f'ﬁgec"t'ﬁé)ygtﬂé% of
controlling acq{ess of a u%?r .5 termnal to the second comuni cation
“network from%PRAR%gefdienfisainmamay bguaraad [t using ARsenGHAMI ecyPlien
networ k. The nmethod may further include the step of nonitoring a. period of
time a user REEEPHal has access to the second comuni cati on network. The
met hod may further include the step of nonitoring a quantity of 10 data a

“user term nal upl CHusmwtblod malofuniheadtscluddithastepad contofling takesss behudert he
step of nonitoring a cost to a user of their user term nal having access

- to the sgcondeRAINEN €7 is@BoRG CARTKuNICAEE? HatSHK! FPorAN® hsiaReRa R terrh iR
i nvention resides in a systemfor nonitoring and controlling data transfer

~in communi Catéﬂ‘?@é&ffod"fyekﬁrst?&hﬂwun&tﬁ%ﬁ%&\%ﬁ?mri sing: one or nore user

termnals coup a first comunication nétwork; a second communication
e Coup e o S PR S8 e BB oS R e
bet ween a u_sef terminal has access to the second communication network.
The method may furthef include the step of monitoring a quantity of
10 data a user terminal uploads and/or downloads. - v
‘The method may further include the step of monitoring a cost to a user
of their user terminal having acceés to fhe second communication network.
According to >another aspect, the invention resides in a system for
monitoring and controlling data transfer in communication nétworks, said
15 system comprising: | |
one or more user terminals conled to a first communication netwbrk;
a second communication netwqu coupled to said first communication
network via a gateway and a firewall; |
wherein said firewall simultanéously monitors transfer of data between
20 said one or more user tevrminals and said second communication network for
said user terminals having an authenticated IP address that has access to
said second communication network and ‘dynamically controls bandwidth in
real time available to said one or more user terminals.

Optionally, a single machine may include the gateway and the firewall.

25 . Alternatively, the firewall may be in a different machine from the gateway.



20 said one or nore user termnals and said second conmuni cati on network
“for said user termnals having an authenticated |IP address that has access
to said second communication network and dynamically controls bandw dth in
real time available to said one or nore user termninals. q)tioﬁaal ﬁ@z\ﬁtﬁ
'single machine may include the gateway and the firewall. 25 Alternatively,

the firewall may i n.a different chj ne fromthe teway., 6 ~JUL 2006

Aut hent i cat’i on . of Qte‘ﬁfag'?tﬁagaaeréih? Slrgs P31y Qfﬁ?‘?"?g@ 835'%/85&/ Ot“iegy Pevay

and may invol ve an encryption/decryption process to authenticate a renote
aels B8

termnal. A WaY- 886 "Ban dNoiNaR@Bnohtignydrayriiproprocres 9 puihenticateagl e

user 5 terminal, a plurality of user terminals and/or one or nore
speci fi ed uséemoietsming. Bandwi dth may be controll ed for ‘upl oadi ng and/ or
downl oadi ng data. According to a further aspect,. the invention. resides in

a gateway for nom restiicedabshdwidit ehdy be didcatéd ansfrer i toce EiMgiecagdron
networks, said 10 gateway conprising: a firewall for permtting access to

a second CO”%Wﬁiﬁéﬁié)rblﬂn%Qity)bk ds¥r PR RIS YpB! of gﬁd;&“%béaﬁ@&%%i to a

first conmunication networK having an authenticated | dress; wherein

bet woon sai o CRaUA BRROYIANTRY Hel Bburied con [PBUbe oA dBrndadoly © °

net wor k and (é}égqam cally controls bandwidth in real time available to said
one or nore *termnals. The gateway may further conprise neans for
enabl i ng and/ or di sabling

According to a further aspect, the invention resides in a gateway for

monitoring and controlling data 'tranéfer in communication networks, said
10 gateway com'priAsing:
| a firewall for permitting access to a second communication network for
one or more user terminals coupled to a first communication network having
an authenticated IP address;
.wherein said gateway monitors simultaneously at said firewall transfer
15 of data between said one or more user terminals and said second
}communication network and dynamically confrols bandwidth in real time
available to said one or more user terminals. |
The gateway may further comprise means for enab|ing and/or disabling
one or more ports of accesé to each user terminal.
20 Further aspects and features of the invention will become apparent

-from the following description.

BRIEF DESCRIPTION OF THE DRAWINGS

To assist in understanding the invention and to enable a person skilled

25 in the art to put the invention into practical effect preferred embodimén‘ts of




one or nore ports of access to each user ternminal. 20 Further aspects and
features of the invention will becone apparent - fromthe foll ow ng
description. BRI EF DESCRI PTI ON OF THE DRAW NGS To assi st in ungérigt amgi ng
the invention and to enable a person.skilded 25 in the art to put the
invention into practical effect preferred enbodinments of 1 3 JUL 2006 the

i nvention wl ry with reference (o,the
acconpanyi ngt ?2&%@% J\Xﬂg‘?%?ﬁ?&@?ﬂowwmgé%k’@eﬁﬁ%"éé'”?é ?E%‘?ﬁg’[ﬂ@n of
a conputer syst i.n .acecordance with the present invention in which the
met hod and aﬁ%&gﬁ"@y%‘ﬁ GRS UNSSBS WO 2004/ 006520 PCT) AU2003/ 000860 7
the present invention may be inplenented; FIG 2 shows a flowchart

~ depicting the netf#@-s? WSt at pehqspalie fiepresaniatioh ool -Bocormpuies csystemaind

di sconnecting a user termnal to an external conmunication network such as
t he | nt er net ;acsorapcedviththespressot iegastiort inofhihrthe afethodantitappiangtus e
control interface for nonitoring termnal activity; FIG 4 shows a
screenshot of part of the nmonitoring and control interface for setting
pricing structures; FIG 5 shows a screenshot of part of a nonitoring and
control interface 10 showing termnals defined within a network; and FIG
6 shows a screenshot of part of a nonitoring and control interface



for editing settings for a particular user termnal or user account.

DETAI LED DESCRI PTI ON OF THE | NVENTI ON 15 The met hod of the pr]gsmntz

i nvention may be inplenented in the systemof the present inveng‘i gqq shown
in FIG 1. FIG | may represent a conputer systemin, for exanple, an

I nternet cave220/08650 | , nedi um sized or | arge busi ness prT/avtes/odgmm of
organi zation utilizing a conputer systen? However, the system of 'the
present invention is not limted to the exanple 20 shown in FIG 1 and the
syst em of t h¢hepr=sent invention may besinpdgmentetdp any two communi cati on

net wor ks coupled by a gateway. The systemin FIG 1 conprises one or nore

user termnals 4 @@, 2nshowd a MvchEdBSIBRNY e higthdl StepsCotleeprdsenbat eway
termnal 6. The nanagenent termnal (s) 2 can al so be considered as user

termnals. 2%, : 1 ' i ikArg gal and
gat cvay o may T A00E SSHRCHICBRY ot AR i B e

consi dered a I ISt CO | I, O twork in the formof an internal _
network 7. T%S%?@%VW@@%& oﬁ%rlﬁgeéheo{[’fi rewal | 8 enpl oyi ng any

known firewall te igue that allo cystaom_zabl e rules. Alternatively, the
(1 peval 15 8" may be Fitlsd STPWA & seracSaot o artal A atcuiio ATk Coriah R e
coupled 5 to the gateway 6. The internal network 7 communi cates through
gateway 6 wif@HmeRkoring lepmivakaetyify; conmuni cati on networks in the form of
one or nore external networks 10. Such external networks 10 are external
to the internal kéEwdr shawanal sugehshathef paiteofntite, monderiageandetoniroks, or

secured sections of any network based on the Internet Protocol TCP/IP.
Per sons ski | litdrface fdr@etting pricing structures;

FIG. 5 shows a screenshot of part of a monitoring and control interface
10 showing terminals defined within a network; and
FIG. 6 shows a screenshot of part of a monitoring and control interface

for editing settings for a particular user terminal or user account.

DETAILED DESCRIPTION OF THE INVENTION

15 The method of the present invention may be implemented in the
system of the present invention shown in FIG. 1. FIG. 1 may represent a
computer system in, for example, an Internet café, a small, medium-sized or
large business or other form of organization utilizing a computer system.
However, the system of the present invention is not limited to the example

20 shown in FIG. 1 and the system of the present invention may apply to any two
communication networks coupled by a gateway.

The system in FIG. 1 comprises one or more user terminals 4 and one
or more management terminals 2 coupled to gateway terminal 6. The
management terminal(s) 2 can also be considered as user terminals.

25 Together, user terminal(s) 4, management terminal(s) 2 and gateway 6 may



10 art will appreciate that the gateway 6 may al so be associated with a
router | ocated between the gateway and the external networ@ %’l@@ d a
switch |ocated between the gateway 6 and the termnals 2, rect
information in and out of the gateway 6. As alternatives to the system
shown i n FIWY 2004/00¢320 syst em of the 15 present inventi onPORRUZOIMIOBEE a
gateway 6 and firewall 8 between two public networks or between two
private networks and therefore the system and nethod of the present
i nvention ar bermsnsidared e adirsh eommumnicationanetwods fre time fonme ohankinterhalwn i n
FIG 1. It will therefore be appreciated that the internal and external
net wor ks ref petwstktR iThe Batewely 6Wwnayg s ephprisala Hrewall08 ssmysloyingtan for
public or private networks or a conbination thereof. The nmethod of the
present i nvephd : ' | 2] t ; rt in
RhoWA ﬂréwgﬁ%ééhr?ﬁﬁ'% ‘l‘tia;ésﬁaféélgé @E%*Oiﬂ?%%'égﬁ%fhe’““%'*“‘@“?%?-“c,“ﬁ*@

FIG 2 and the screenshots eve

s Povel s of MEAIPRENE S insle BAFY o8baihe Flach A el Blcoufba 5 |

Loggi ng .of agtivities is, carried out by the firewal |l 8 and may be carried
ot Son 33 31 e galiey S0 B Bakes e domsakates PEYsBroatdiay Biant v
basis, e.g. per Md, and/or on a per unit tine basis, e, second, per

AL . €.9. per
minute or ot M&H QnenRr MeFe sacondeorapruipinationneiorksjn Bie fopggfPngtor Mok eset
cost per unit tinme. There may al so, or alternatively, be a data upl oad
and/ or downl exernalmetwoddsi th, Suthexterodengtwons 1hare extetnal thére ttteringe in 5
addition to, or as an alternative to, the tine spent by the user at the
term nal . Ahttworkt7 sed ynay be thesntermet, Witlechreagwtworksy\or seawed sestignseat er

based on tine
of any network based on the Internet Protocol TCP/IP. Persons skilled in the
10 art will appreciate that the gateway 6 may also be associated with a router
located between the gateway and the external network 10 and a switch
located between the gateway 6 and the terminals 2, 4 to direct information in
and out of the gateway 6.

As alternatives to the system shown in FIG. 1, the system of the
15 present invention may comprise a gateway 6 and firewall 8 between two
public networks or between two private networks and therefore the system
and method of the present invention are not limited to the internal and
external networks shown in FIG. 1. It will therefore be appreciated that the
~ internal and external networks referred to in the following example may be

20 substituted for public or private networks or a combination thereof.

The method of the present invention is described with further reference
to the flowchart in FIG. 2 and the screenshots in FIGS. 3-6. At step 20, the
levels of logging, such as gaming or browsing or other functions, are set, as
well as levels of pricing, if appropriate. Examples are shown in FIG. 4.

25 Logging of activities is carried out by the firewall 8 and may be carried out on




or upl oads/downl oads. It will be appreciated that there are nmany

permutati ons by which | ogging may be carried out and that the present
invention is not Iimted to any particular pernutation. 10 it eg 22, a
user logs into a user termnal 4, such as a custoner in an nternet cafe
or an enpl 0¥y@&0I40eE2husi ness. There may be any nunber of pCpaUgiosigos@vel s,
classes or timng categories or the like? which will depend on the
particul ar user and/or the application, e.g. large organization, |nternet
cafe. 15 Wt & peetiatasqemntitybasispe.a4penMb| énd/ar on & gerumértinekbasis,oe.grggyui r e
access to an external network 10, such as the Internet, the nonitoring and

control et §gsbndl pehmimite T HthéMiAe Pefitd d Fes exdrhplo fihe mhp belegddd atn and
once the wuser has logged in they are enabl ed for their own network, i.e.

not an exter Q?Sreség%ggpéér u:'if?’(\ﬁl}ée"l'hei'é n?ag‘&fcf o‘?%ﬁ%rrfa?‘l%‘liy,r ge gf @itatiphizal .

| nternet acce équest for access In'the formo ata packet
containing t t rot.ocol. . (I S ‘ ' Lhal may
beadded To 4026 SEUBRRdBNE Rhich' ' Bitloi L 11clE 4 3fHod, biSTEE, 26
However, operati.ng,speeds ar syfficient|y hi t hat queui i1l usually
be unneéessaﬁ@é‘ﬁﬂ'gtq’r@ %ﬁﬁ@@?@#ﬁ"?lto' ’g’é tlﬁ%ﬁ@%@&y @\?b‘g‘ieérﬁt Elgq ¥\en=symmatl'.
I nst ant aneously. 25 When the IP address is read by the gateway 6, the
gat eway geneflewmatively thesgash espoba chamed (EU‘GblChP@TﬂﬁLCJﬁQY bassgbon fime a rul e
to instruct the firewall 8 to permt access to that |IP address. The
firewal | 8 for | opleads$idoyaloadst ed Ir wvill ded gpprediatedetihalr thérencaareomi@yccess
to that |IP address, as represented by step 28, providing the |IP address
has been permutations by which logging may be carried out and that the present
invention is not limited to any particular permutation.
10 . Atstep 22, a user logs into a user terminal 4, such as a customer in an
Internet café or an employee in a business. There may be any number of
pricing levels, classes or timing categories or the like, which will depend on
the particular user and/or the application, e.g. large organization, Internet
café.
15 - With reference to step 24 in FIG. 2, if a user does not require access to
an external network 10, such as the Internet, the monitoring and control
method of the present invention does not come into operation and once the
user has logged in they are enabled for their own network, i.e. not an external
" network. However, if a user does require, for example, Internet access, a
20 request for access in the form of a data packet containing the Internet protocol
(IP) address of the user’s terminal may be added to an access queue in the
gateway 6, as represented by step 26. However, operating speeds are
sufficiently high that queuing will usually be unnecessary and the requests will

be processed substantially instantaneously.

25 When the IP address is read by the gateway 6, the gateway generates



aut henticated via a usernane and password at the gateway 6 for access to an
5 external network 10. Access to an external network is granted to the user
and the terminal by anmending one or nore rules in a list of E}Aes fol | oned
by the firewall. The rules enable the firewall to permt orl 3 et wor k
access to WPEBM006S20P addresses. Rules may be added or Pemwe(d)slooos«so
Alternatively, existing rules may be cHQnged/updat ed to permt or deny
external network 10 access. FIG 3 shows a nonitoring and control interface
avai | abl e onatrole torémstgetethe firewall réatto permiti adcesh dasthah did eaddsess. ndlhe t hat
are and are not in wuse. The identity of each termnal and the section to

which it bel grggalv8 folidws iﬁes%éﬁéw&rmé%ndlﬁd?hﬁt‘seﬁideamaaddtWUrloaceesstﬂme user
of that termnal. The usage 15 tinme, the data vol une downl oaded in Mds and

the assoc at i 938, o8apkBfitd B 98! GIRing WP digfeRaR esrenab ed

for a particular termna specific access port nbers of that term nal
may be enabl e t / %ﬁ
activities, @ gcéat%g '%5 L%?%ﬁf'ﬁ)é 8&@\?@# 5@0”&%%19&@” herotr(;\ilg{:!‘l£ tt i'es being
per f or ned fromth The part | ar orts te m nal
that are enaBXEH |”§ fdm@"?f%ﬁ?etﬂ@ ginal %%qﬂf MVQP{:‘%ﬁBih%Hﬁ‘? n the
particular termnal. Enabln/dlsablln of the ports is COEorO by the
rul es provi dée lesminal byon ngmne ﬁémqre sulgs|in & "31"@5 ruleg el b¥) eset up,
for exanple, when a user account is created. A default 25 option ma¥
that all porﬂ&waile Abei ndaese enableptberfirewall [to eriniti on denyanevark |eress o
2004/ 006520 1 3 JUL 2006 PCT/ AU2003/ 000860 11
' specific IP addresses. Rules may be added or removed. Alternatively,

existing rules may be changed/updated to permit or deny external network

10 access.

FIG 3 shows a monitoring and control interface available on the
management terminal 2, which shows those terminals that are and are not in
use. The identity of each terminal and the section to which it belongs within
its network are displayed in addition to the user of that terminal. The usage

15 time, the data volume downloaded in Mbs and the associated cost are
displayed.

When external network access is enabled for a particular terminal,
specific access port numbers of that terminal may be enabled/disabled to
permit/forbid respectively particular activities, such as gaming and/or browsing

20 and/or other activities being performed from the terminal. The particular ports
of access to a terminal that are enabled/disabled may depend on the
particular user and/or on the particular terminal. Enabling/disabling of the
ports is controlled by the rules provided to and followed by the firewall 8. The

rules may be set up, for example, when a user account is created. A default

25 option may be that all ports are activated to permit all activities at a terminal,




as shown in the top left hand corner of FIG 6. FIG 6 also shows that
exceptions may be specified to the settings of "Allow Al Ports" or "Bl ock
Al Ports". For exanple, FIG 6 shows that all ports are all, %@&ﬁor t he
Arron(1l) account for all activities except SSH (Secure 5 Shélalwf ause the
SSH box i s ¥RaRKAMS2H t he Exceptions section. SSH al | owBCT/AB2008/60108400 | 0g
into another terminal over the external domunications network or another
network to execute conmands in the renote terminal and to nove files from
one nachi ne 8%shawntiethe pelefirhamdrosmsr of Gefcepti ons boxes may be checked
to permt or forbid the activity represented by the box, 10 dependi ng on

whet her the "Bl ocKIG.06 digd shois ltieat dxeeptidres maytite spediettethe settmscof vel v.
Anot her exanple mght be that HTML is permitted, but no other type of data

transfer. W bAIGhNIFRSe O CBRRAI Pold GF o exbRRIQFICE Shbws Watdl gorty ansf er

rate, allocated to one or nore termnals may al so be dynam cally

controlled o y - Qf

i nventi on. Bg;}%\'/émﬂ%\{véén%bﬁlgg %’t(;nt 12#&@%?@%aaﬂif%/&§& o%a@&%ﬁe(lg%cweeal time
wi t hout Jdnte i with. th twork to ich,the termnal i.s co d or
ot herw sge [ nF&gﬁ)uﬁgpﬂﬁse EB%WEE% @ngﬁecdﬁ\,é@blgl th&aﬁ&ﬁ?@{qqssﬁq'ﬁﬂgsggw ect
every term nal connected to the 20 gateway 6 and any changes to fhe
settings are@ W%gieeHS@W taoleg)ipto Wheréﬁﬁﬁi@%wqrfthﬁrﬁ’%e@@l, CQ%W‘HWCP ons .
generally used for Internet connection, is blocked globally, each term nal
connect ed t oneWeryar angfhe networkhis: exesutencemmands dr e remeie terdipaland,j a
port 80. In another exanple, if a bandwidth of, for exanple, 2 M)J/s is

al | ocat ed f oto melveafilesfsomadrie tmachinadb sanoditere cOad dranoieeod iheeaxceptiond | 25

share the 2 Md/ s bandw dth. WO 2004/ 006520
boxes may be checked to permit or forbid the activity represented by the box,
10 depending on whether the “Block” or “Allow” box for the ports is checked
respectively. Another example might be that HTML is permitted, but no other
type of data transfer.
With further reference to FIG. 6, the bandwidth, or data transfer rate,
allocated to one or more terminals may also be dynamically controlled on the
15 fly by the system and method of the present invention. Bandwidth may be
controlled globally or locally and in real time without interfering with the
network to which the terminal is coupled or otherwise interrupting
communications.
Global bandwidth settings affect every terminal connected to the
20 gateway 6 and any changes io the seftings are effected globally. For
example, if port 80, which is generally uvsed for Internet connection, is blocked
globally, each terminal connected to the gateway 6 will not be able to access
the Internet via port 80. In another example, if a bandwidth of, for example, 2
Mb/s is allocated for web access, all terminals connected to the Internet will

25 share the 2 Mb/s bandwidth.




1 3 JUL 2006 PCT/ AU2003/000860 12 Local bandw dth settings only affect
one or nore specified termnals or user accounts. For exanple, a specified
bandwi dth may be allocated to a particular termnal, such as the
managenent termnal 2. The advantage of allocating a speci?i@ddziendw dth
to a user 2WO@0HH006MOt he ot her hand, as 5 shown in FIG Bcr/As200edosdohe user
will be able to use their allocated speé?fied bandwidth irrespective of
the termnal that they are logged into. In the exanple shown in FIG 6, no
bandwi dt h restri ctocal basdwidth settings bolydaffech one tanenord spatified termiods @rh i s
limted to 10Mb/s for the Arron(l) user account. A further feature of the

bandwi dt h couddrohcdatintd)atFop>exaniple) s speyifide bahGwidtie ahdy bd allocaied twaadwi dt h
restrictions as showmn in FIG 6. For exanple, in FIG 6, as with the port

limtation e f hl?ﬁgéﬁ%fl?ﬁﬂgﬁ%g"tﬁe thBRagethbriSRAMInaI 25TPhé l)aldbéh’ftabé dgfhecked.

In this exa wnload ITmt therefore w not apply to

d | oad aLi f ' ; , - exh [
§§2on2§ /f %'f;é?%%eﬁéifﬁ%%ggﬁ%ﬁi@n@#i@ﬁé@%ﬁ@i%@%@&lﬁf O b ot B P fgffd
P et SR ke O e Hers Wi e BflerBaise: BeisrToReelpeslEd ©
invention allows bandwidth to be allocated to users, term_.nals and/or

groups t her ebgndwidth dgaspactive rfr they iarinal el dhey. Are Jagoed dmfoas 18 Aol s and
ot her educational 20 institutions usual_lg/ only have a |imted bandw dth

al | ocati on aexample ghavgein FIG.f;qae bandwidihomestrictien s setdoduplagds abylsing
thereof to be allocated to one or nore termnals for, e.g. a nedia

stream ng eveéownlodddaranddthds imidd toc 80Mbis forthebirrorfi(d) useraoesunt. bed ti me

period after which, the bandw dth may be reall ocat ed,
A further feature of the bandwidth control is that exceptions may be
10 specified to the bandwidth restrictions as shown in FIG. 6. For example, in
FIG. 6, as with the port limitation example described above, the SSH (Secure
Shell) box is checked. In this example, the 10Mbit/s download limit therefore
will not apply to SSH download operations for this user account. The other,
non-exhaustive examples of bandwidth restriction exemptions shown in FIG. 6
15 are for protocols/applications/networks that will be familiar to persons skilled
in the art.

The dynamic bandwidih allocation feature of the present invention
allows bandwidth to be allocated to users, terminals and/or groups thereof as
required. For example, organizations such as schools and other educational

20 institutions usually only have a limited bandwidth allocation and the present
invention allows the bandwidth or a part thereof to be allocated to one or more
terminals for, e.g. a media streaming event. The bandwidth allocation may be
for a prescribed time period after which, the bandwidth may be reallocated,
e.g. to one or more different terminals.

25 Bandwidth allocation may be on a priority basis whereby users and/or




e.g. toone or nore different termnals. 25 Bandwi dth all ocation may be on
a priority basis whereby users and/or 1 3 JUL 2006 WD 2004/ 006520

PCT/ AU2003/ 000860 13 specific termnals are allocated a priority, e.g.
number | to 5. If two or nore terminals and/or users are aamﬁbtzﬁ/&ag f or
bandwi dt h, WRe04&0652hal and/ or user with the highest priromiAURoG3®0Ed ocat ed
t he bandwi dth. Anot her scenario could bel3a nedi cal environnent such as a
hospital, 5 where bandw dth requirenents can vary rapidly. For exanpl e,

data files spegifi¢ tirminatedire allocated) egpriovity) eag aXnumber 1 Rb6. ang/oodsr ére scans,
whi ch can be large, often need to be transferred between networks within

and bet ween tarmitialelangfdraliers BREBoMpeBiag SV isHdwid t@'rrhﬁfé@%aﬁ?‘/gfgu)géfﬁ cal ly

to facilitate the transfer of such files. This enables the to be

transferred Wﬁﬁitﬁéh;gphje%tpﬂbﬁgié SNQLAEIHRIGEROM K, | N eTer gency sttuations
S € nedi Ca

and prevents the conpute stemo establishment from
grinding to a hal | {1 S e transf.erred.. Ongce network ,access
to a specific IP %H%eesrgsc%‘gg%cglphﬁ@t%%?%886?%"‘6?0""??{&5‘19 Sl g\osg't%{ct ivity
s co nced the f.ir |1 8 as ,represented by step 15 30 in FIG 2.
The typ€ of WB%EE M@W@Y{?WSH"@B‘&Q%C HcY%fMe@pﬁ)értFQﬁ grampley dafa filesssi on
time, nonetary cost incurred this session, user/custonmer limt(s) (in

terms of ti ngontaiighmeadical imageosuahnas Xviaya MR andlos GAT sgans, whia catebi t or
credit) and/or account status. Firewall 8 records such data for each
particul ar b@ large: offen cwmeddothealtransfetred detweaminetvesrke whithirD and Ibetwekat a can
then be 20 requested by the gateway 6 and di spl ayed, as descri bed

her ei nEf t er . medical @stablishineatsl @meiwitith Mayg beadlRedtcAchpsitalyitb Fasittary nal
net wor ‘

a

the transfer of such files. This enables the file(s) to be transferred rapidly,
10 which is often necessary in emergency situations and prevents the computer
system of the medical establishment from grinding to a halt while the file(s)
are transferred. |
Once network access to a specific IP address is permitted, logging of
that terminal’s activity is commenced by the firewall 8, as represented by step
15 30 in FIG. 2. The type of data that will be logged includes start time, current
session time, monetary cost incurred ihis session, user/customer limit(s) (in
terms of time, expenditure and/or data volume), account type (e.g. debit or
credit) and/or account status. Firewall 8 records such data for each particular
IP address connected to the external network 10. This data can then be
20 requested by the gateway 6 and displayed, as described hereinafter.
Once a user has logged in and gained access to the external network
10, it is not possible for the user to revert back to a previous screen prior to
log in, e.g. by clicking on the “back” button, in an attempt to circumvent the

monitoring and logging of their session by the method of the present

25 invention.




10, it is not possible for the user to revert back to a previous screen
prior to log in, e.g. by clicking on the "back" button, in an attenpt to
circunvent the nonitoring and | ogging of their session by the nmethod of
the present 25 invention. WO 2004/006520 1 3 JUL 2006 PCTI AuUBbd®k 000860
14 Once a W9ep4R8E2¢onpl et ed their session, e.g. at therPenduefo3/a008r ki ng
day in the case of a business enployee,lﬂhe user logs out of the term nal,
as shown at step 32. Alternatively, the gateway 6 and firewall 8 may cause
the user to be |Opgea@ uagr hasdcampletaththeirsapssioonegnet the endaf ankariivgk 10
if, for 5 exanple, the user's preset tinme limt has expired. This may be

set such thatlapin theecdse ofes business enployestieslusertlogabutaf the. tehhinal, @t i vel y,
an operator of the managenent termnal 2 may effect session term nation by

initiating ashéllsa®RRpra2 OAeRtHiRely, the gé@mfavana Hife\PHES 3haY ca@e fhef orm
t he user prior to session termnation to avdoid a user | osi ng any I rrportant

anot her user Vi Sae Wiged Gt Hf e ALkl Yr B3 ety I IR L ce
or gani 28t  oneGmp Rt LR e B e (B T o puein I ACel B P ana
ot at ed, et SEPIRNG TEInBdRtomatcallq kAR AT SRAGERCRL Mor m nal
2, a request for disconnection fromthe external network in_the formof a
dat a packet Bwegenieny terpinab Admeys effect tsession etarmirationo biye inliafisndect ed
may be added to a di sconnection queue in the

disconnection request. In this way the operator can inform the user prior to

session termination to avoid a user losing any important data. A user may

10 only terminate their own session and not the session of another user unless
this is done via a management terminal 2. In this case it should be an
authorized staff member e.g. in the case of an organization or Internet café,
who will have the required username and password to use a management
terminal 2.

15 Once logging out has been initiated, either by the user or by the
request from a management terminal 2, a request for disconnection from the
external network in the form of a data packet containing the IP address of the
terminal to be disconnected may be added to a disconnection queue in the
gateway 6, as represented ’by' step 34. Once again however, queuing will

20 usually be unnecessary and the request for disconnection will be processed
substantially instantaneously.

When the IP address of the disconnection request is read, the rule(s)
that permits access for that particular IP address is/are removed/amended

from/in the firewall 8 and the firewall disables access to the external network

25 for that IP address, as represented by step 36 in FIG 2.




gateway 6, as represented by step 34. Once again however, queuing wll 20
usual Iy be unnecessary and the request for disconnection wll be processed
substantially instantaneously. Wien the I P address of the di sconnection
request is read, the rule(s) that permts access for that phaddi B ar 1P
address i s/WO@Oﬂmﬁﬁmd/ anmended fromlin the firewall 8. amrdtiAweomBioomseal |

di sabl es.access to the external network 1525 for that |IP address, as
represented by step 36 in FIG 2. 1 3 JUL 2006 WD 2004/006520 15 .

PCT/ AU2003/ 0008600086eethentireniall edidias progassest acqusied eonjestion reguesiceri on
request or disconnection request, that request is cleared. fromthe queue
to prevent giscopsadtionm cdquest thatuegnesicisngesren fromt §@ goees rtor predestessi on
history is nmaintained by the gateway 6 based on the data 5 |ogs created by

the firewal | pfbceasingesfirs pstjuret bgmgt@@h@a‘}edﬁaéﬁmsessr on history contains
rel evant information for that particular user term nal and/or that

particular user. r@‘eés‘?ér?p%'ﬂﬁry é‘frﬁérﬂPérr‘réH‘b | e %ttﬁ%eﬁedr{"ﬂﬁah %2?

user ID, |og on and Tog o sessi on I'ng ra

cost, 10 pay tb%%?%c@&%@?ﬁ%”rraﬂaﬁa?%3e8m~%9%%"é R B Enehodbiahent

visitin h,URL a doth |nfor The type of inf maron
cont ai ngd i nﬁ'#% angde "?Fgf{'}o etgéfr Ririewla @Sﬁhéergﬁii’% /¥ and

the firewall 8 a per user and/or per termnal basis as required. This
i nf or mati-on 8 R?é"t'Cld@hﬁéﬁ?fedThg iglevenh informasionsmay inaluda thes teramipaliand by t he
service provider. 15 The activity of users can be nonitored at a managenent
terminal 2 byseviDtlog @t anddogn@fﬁ tiroes$,repsaion dunatiem| billing eateadata moluhe f or m
of, for exanple, a- table 'displaying which termnals are and whi ch
terninal s ar eonsumption/sploadiownload, data upload/download limit(s), session cost,
10 payment method, account status, URLs visited and the time spent visiting
each URL and other such information. The type of inforrﬁation contained in
the session history may be determined by the gateway 6 and the firewall 8 on
a per user and/or per terminal basis as required. This information may be
compared to billing information that is supplied by the service provider.
15 The activity of users can be monitored at a management terminal 2 by
virtue of the monitoring and control interface in the form of, for example, a
table displaying which terminals are and which terminals are not in use and
the relevant data associated with that terminal usage, as shown in FIGS. 3-6
and described herein. However, the present invention is not limited to the-
20 monitoring ~and control interface being accessible just on a single
management terminal. The interface may be accessed on any terminal in the
system that has been given access to management controls. FIG. 5 shows a
table displaying details of the currently defined terminals (machines), which

includes the identity of the machine, the section o which it belongs, its IP

25 address,’a Media Access Control (MAC) address and whether or not the



the relevant data associated with that term nal usage, as shown in FIGS.
3-6 and described herein. However, the present invention is not limted to
the 20 nonitoring and control interface being accessible just on a single
management terminal. The interface may be accessed on any tefijtiaggi§ n t he
syst em t hatwbasoslweeno gi ven access to nmanagenent contr ol spciFlAG20030086s a
tabl e displaying details of the currently defined term nals (nmachines),
which includes the identity of the machine, the section to which it

bel ongs, its temminsl ianddtiess, a Medi a Access Control (MAC) address and

whet her or not the 1 3 JUL 2006 WD 2004/006520 PCT/ AU2003/ 000860 16

termnal is activéf for dampleltheldiPa probléandth theHREWE) 6Brhér ié pewsat eway
6 or there is power |oss and external network access 1s lost to all

¢ inal s, t . : . _
o connect caety Ty orerd R c@RE R 5t f APRARKHER e Bictehf invepich

ted bef ' | di tion.t . | t
extornal et PDIeEs S FEBRmER teBfing) (218 e M eEE SRR EPRHE A 416 oy or e
the external network connpection frqoma mana nt _termnal 2. The fijrewall
resto)r(esgt he %%H@LP?@M t‘H'IﬂIP H@i“?h 'g] iewéfeﬁp@@f%ﬁn@n%m Iwaédﬁ’rstsses
of the term nal s _have previously been 10 verified by the gateway 6 and

enabl ed by t KBravidighegonngctiomda’ thedrelevand| exieraal ngbeerknist passible).o Tejuest
access to the external network 10 again for that session. The nonitoring

and control ifirewall Becceplsi @ requeshta eestorkl the entenhal atedwerk carmectiorafrom)ai s/ are
operating as a nmanagenent termnal, offers the operator 15 other control
f eat ures i nclmsahagemdntt teratindli 2 t €thd direvialD esstords 816 tdonsclionat to aheir
previous status since the IP addresses of the terminals have previously been
10 verified by the gateway 6 and enabled by the firewall 8. Each individual user
does not need to request access to the external network 10 again for that
session.
The monitoring and control interface, which is accessible on whichever
terminal(s) is/are operating as a management terminal, offers the operator
15 other control features including, but not limited to, a general settings feature,
back up options, accounts, access settings and display/edit of staff access
codes.
The general settings feature provides control over the firewall 8 and/or
the gateway 6 and enables the monitoring and control method to operate as a
20 passive booking system. This enables time slots to be allocated to particular
users and/or particular terminals. Hence, if a particular time slot or terminal
has been reserved and a different user attempts to log on to the reserved
terminal during the reserved time slot, an alert will be activated to the user

and/or the management terminal 2. The operator of the managerhent terminal

25 may be given the option to override the time slot and/or terminal reservation.



back up options, accounts, access settings and display/edit of staff access
codes. The general settings feature provides control over the firewall 8
and/or the gateway 6 and enables the nonitoring and control nethod to
operate as a 20 passive booking system This enables tine sjatk 2806 be

al | ocat ed twoRadsidpgsghar users and/or particular term ”aﬁéTAF‘gd'dS/ﬁooséof a
particular time slot or term nal has begen reserved and a ({I erent user

attenpts to log on to the reserved termnal during the reserved tine slot,

an alert will be gahjiy tléx%ié%ft%mﬁ%fzc%dﬁ%y bAoA ARER g ARl 2

The operator of the ‘nahagenent ternm'na e given the option to
override the t] o) [ of. L erm resepvat i . 1. . 2

2004/ 006520 ﬁg‘%ﬁﬁ%o‘%}%o 6(5"‘%75%%%3& (2 |£%ﬁ?"s§%’§‘ﬁ’r]‘ﬁgb§9%g@cee"é's' may be
set for different staf nd nagers and _the |like according to thejr
perm ssi ons/ $ 'f%nqet%i“@?i!fﬁi tf'lﬁ %&Eﬁ%ﬁ?&f Brayihave thgis owadpg g&%ﬁfﬁ?@? {%t af f
may have their own log in screens to enable nonitoring and, to an extent,
control of tieapblegnaAniaing anrd, to aagxtent, eoniral oftheicavivierminal ysagehy the
invention. Staff nmay be permitted to enabl e/disable external network
access, ut megthodtof e gresentdpvéntiore x Staff eay bevperaittasita engbleidisables

whi ch coul d be reserved for managerial access. The back up options feature

may, for -exargmietnalphetwolk fbetes)ebar may enotabketbR itve foeresampleldvizwses,
i dentifications and/ or passwords in the event of 10 failure of those

normal |y enpley&shting totails> $Riich LA Hel R8eBY férambsgbriPhcdesswal | ed gar den”
in, for exanple, a notel or educational establishnent. Accessing sites

wi thin the contrehbefhR MY MR for BRAntife [ rBfide BY ot GERRIY

sites outside the
alternative server addresses, identifications and/or passwords in the event of

10 failure of those normally employed.

The present invention may be used for a “walled garden” in, for
example, a motel or educational establishment. Accessing sites within the
controlled browsing environment may be free, but accessing sites outside the
walled garden may incur a fee. The firewall 8 will monitor all access and log

15 charges accordingly.

The method of the present invention enables thé data related to
staff/user access described above to be monitored and access to one or more
networks external to the terminal being monitored to be controlled remotely on
a per user, per machine basis andfor on a per user over multiple machines

20 basis. This includes not only time monitoring, but also data volume usage
monitoring because the ftraffic for each IP address, i.e. terminal, is being
logged by the firewall 8 and monitored at the gateway 6.

The system employing the method is afso resistant to security

breaches of the system because the method monitors all traffic through the

25 gateway 6 and firewall 8. Any attempted unauthorized access from an




wal | ed garden may incur a fee. The firewall 8 wll nonitor all access and

|l og 15 charges accordingly. The nethod of the present invention enables
the data related to staff/user access descri bed above to be nonitored and
access to one or more networks external to the termnal belihdlintjof tored to
be control | wd wewwéxaby on a per user, per machi ne basi s pafQd/ia6030060860 per
user over nultiple machines 20 basis. Thil8 includes not only tine
nonitoring, but also data volume usage nonitoring because the traffic for

each | P addr esdernal terntiealmiiriabill requiketivenlP bddesd dagotiated witiewad ext@rrad
noni tored at the gateway 6. The system enploying the method is al so

resistant to t8Rfiva| ’tcp'b@afél@iiﬁflélic tThe frefiafe l%?é‘é’cé§%%§1?orr@édﬂpt§rm1t ors

all traffic through the 25 gateway 6 and firewall attenpt ed

unaut hor| 264 RECaSS HERD ARl a%%gwﬂawgy 0P85 L PETH PRI AG0E60

external termna reqw ret eéss assocCi a
ext er nal ter 11 .t a_be i,den he, fi 8 cr.eat S for
each term nalthn g@@éﬂ%n B ryles 8%1 Wa* VY'“EO{ E?Yﬁ gfn ﬂarqd?@t{g@gtp
entered hy the user of _that term nal The rules of the firewal |l w| not

have beeﬁ al t¥fet i peEnit accesstaficdiow beiweemine axiemal temminal T1 ﬁﬂgv@hﬁet ween

the external termnal 11 and the internal network 7 via the firewall 8 and
t he gateway 6nieThalr sebivark 7hda thetfrewall 8 andi the gateway 6notThgrafareadbess to
the internal network 7. Furthernore, the nethod of the present invention
restarts the éxtermabl termireali etiouldl Inpt afaiar agcedwrip ttheeintemabhetwork 2
seconds, has el apsed. Therefore, 10 in the event that the unauthorized

external ter FuttHermbre OrRBOMathedbbfe thd Nsreséntr aweintios. rddtartd Ithe bfirefnedit ar t ed
within a short tine to once again automatically
periodically after a short time period, e.g. 2 seconds, has elapsed. Therefore,
10 in the event that the unauthorized external terminal 11 somehow disables the
firewall 8, it will be restarted within a short time to once again automatically
deny access to the unauthorized external terminal 11. The restarted firewall 8
will not include an authenticated IP address of the external terminal 11. Any
activity of the unauthorized external terminal will therefore be identified
15 because their activities will be logged and the unauthorized external terminal
11 will be identified by an alert on the management terminal(s). Similarly, any
unauthorized terminals may not be connected to the network since they will
have an unrecognized IP address. Therefore, a member of staff e.g. in a
business,‘ or a member of the public using an Internet café, cannot connect
20 their own machine to the network.
The method, system and apparatus of the present invention also allows
for permitting access to the internal network 7 by one or more authorized
remote terminals 12 that are not part of the internal network 7 shown in FIG.

1. Authorization may be conducted via, for example, email and/or using

25 security Keys. For example, the gateway 6 may comprise a public encryption



deny access to the unauthorized external termnal 11. The restarted
firewall 8 wll not include an authenticated |P address of the external
termnal 11. Any activity of the unauthorized external term nal wll
therefore be identified 15 because their activities will be Ib§liedltand the
unaut hori zegoesdmossad termnal 11 will be identified bypeaifasgheshooss t he
managenent termnal (s). Simlarly, any @%authorized term nals nmay not be
connected to the network since they will have an unrecogni zed | P address.

Therefore, akeynhepplietl by a&f user of al rerfotebiesmin@b 2. OTha eI rthefretrvte publ i c
using an Internet cafe, cannot connect 20 their own machine to the

networ k. The tBRAiAGH 12 Wil 1028 HriBRAE R id?i‘/ﬁiédwpt%erﬁéj;t JHEMOME! RFhdlé SO

allows for permtting access to the internal networ y one or nore

aut hori zed ) ; t 0t wor k 7
hown i n Fi enaL{EHELRS abecks o1 i Reman Bl 7, Mo baGwel Eilfeta ?
and/ or using securit eys., For e |l e, the gat 6. _may.,conpri.se a
public encr ydﬁ%%ﬁ?g%eﬁﬁr&p%wlth\}ﬁ? f’b‘gﬁ%ﬁ%g&%"‘% R%Z%’%Oé-@@ r%t‘ﬁey
suppl i ed_by aﬁus,er of a rempte termnal 12. The user of the renote

term nal>12 WPMinghvi? degryriatibecpeeypiedonassagy Andieliss thpddeayried enot e
termnal requests access to the internal network 7, the gateway 6 will send
a message ernBesgroedtavthengatewayub| iThekggteway chmpagemthe taseivedadecrypiedr enot e
5 termnal 12 decrypts, the encryptéd nessage and returns the decrypted

message to t heesssigewayth GheTorginzlt insmerypdep anessagde If dumi sedihdesamettbe
nmessage wth the original unencrypted nessage. If they are the sane the

identity of tilentitproftihetiefioteabrhingl hee besh GLesSIshlllyyagHbhRitéd ahddhand t he
gateway 6 grants access to the internal network 7 to the renote term nal
12. gateway 6 grants access to the internal network 7 to the remote terminal 12.

10 The gateway then acquires the IP address of the remote terminal 12 from the
access data packets and the gateway can monitor the activity of the remote
terminal 12 as described for terminals 4 herein. [f the original and decrypted
messages differ, access is denied since the identity of the remote terminal
has not been verified. A user ID and password may be used in conjunction

15 with the security keys. This method of permitting access to remote terminals
applies to both permanent and temporary external IP addresses. The
activities of the remote terminals will also be displayed on the management
terminal(s).

The method of the present invention operates on any known operating

20 system that has HTML capability on the staff/luser terminals, although the
Unix/Linux operating system is preferred. Where the server side needs more
than HTML capabilities, it has to be configured to the appropriate operating
system’s gateway/firewall structures.

The present invention works with wireless networks, network printers

25 and/or any program or device that works over TCP/IP protocol. The method




10 The gateway then acquires the IP address of the renote termnal 12 from
the access data packets and the gateway can nonitor the activity of the
renote termnal 12 as described for termnals 4 herein. If the original
and decrypted nessages differ, access is denied since the 1i31|éLH{mﬂ§/ of the
renot e t er mvoabo4/obeszo not been verified. A user | D and pagpewatdoosmyvsire used
in conjunction 15 with the security keys20 This nethod of permtting access.
to renote termnals applies to both permanent and tenporary external [P

addr esses. Thiso fallyistpposls Dyndrhie HespOantrellen PadtecoM (DHCP)S andemdy 1 ayed
on the managenent termnal(s). The nethod of the present invention

operates on gpyldyeeEnq trieﬂ@ork@@eaaﬁﬁhgrgdbhéfs A% atPilfalifABARAMaYsON the

staff/user termnals, although the Unix/Linux operating systemis
referred. i S : I bt it has
Ito 0 be confi mﬁégn%@%td ﬁ@%g%@ﬁ ﬁg?g%%plgr aulgcr’\g\jﬁg]gy%s?'ﬁg%?%gg? ggfg;b;éf ﬁésé’wall
structures. t_i.nventian rks wth wirel ess petworks, network
printers 25 '&ﬁgﬁﬁiﬁrﬂpgﬁﬁﬂﬂsﬁk\{%&wégﬁ%ﬁ%P@eﬁ{)@r"e'? ﬁﬁe?nn\é\focol .
The method 1 3 JUL 2006, WD 2004/ 006520 PCT/ AU2003/ 000860 20 also fully
support  DynkgAuresgecialist: seffware tor beotstalledrer)eaghdtermipabdhake ipteyeal on

| ar ger networks requiring subnets and a plurality of gateways. The method
and gateway Mm@pitbeed agdaecenfiguration ebiheemetivorials hotoegbired.f |Softwareramnly y
famliar to persons skilled in the art. The present invention does not 5
requi re spechegdsto befinstalier orotheegatewnginachitmardtie gatewapatill séatchifer t o be
noni tored and reconfiguration of the network is not required. Software only

]Eleeds to be hmhhdsasbrmmectdiitodind aviyorkachi ne and the gateway will search
> Another advantage of the present invention is that it does not cache
10 any data, e.g. data relating to web pages, which is performed by some of the
prior art systems. Hence, the present invention enables users to, for
example, view current web pages and not potentially out of date web pages
that have been cached.
Throughout the specification the aim has been to describe the
15 invention without limiting the invention to any one embodiment or specific
collection of features. Persons skilled in the relevant art may realize variations

from the specific embodiments that will nonetheless fall within the scope of

the invention.




-machi nes connected to the network. Another advantage of the present
invention is that it does not cache 10 any data, e.g. data relating to web
pages, which is perfornmed by sone of the prior art systens. Hence, the
present invention enables users to, for exanple, view current web pages
and not potentially out of date web pages that have been cachgdylL 2008

Thr oughout the specification the aimhas been to describe the 15 invention
without Iimting the invention to any e enbodi nent or specific

collection of features. Persons skilled in the relevant art may realize
variations fromthe specific enbodinments that will nonetheless fall within
the scope of the ChadEion. 1 3 JUL 2006 21 CLAIMS 1. A nethod of
nonitoring and controlling data transfer between a user termnal coupled
to a first conmmunication network and a second 5 conmuni cati on network, said

first comunicaty ﬂ”m?ﬁ%&”cff g@g%%%n %Pﬂ%@q%niﬁggfaﬁg%‘f 23{9@%2&5%? ggmﬂlg

via a gateway and . sal

an access 1 equest GrAAIUIRHRRY HisoBoaMMcHASH ﬁe%&knéﬂd af 81 ng access

to said second conmuni cati on network sal d gateway reading said access

request; modifyi ngoratuhieatidn AetoAG GaRISisUEEMONiERIod Adtwewedolplb® ter ni t
access for said user term nal requesting access based on an authenticated

| P address of sab@idgseand eammniitatiooqeberk ng agatewsy anbai frewdlinsaidt sai d
firewall the transfer of data between said user term nal
method including the steps of:
sending an access request to said gateway from said user terminal
requiring access to said second communication network;
10 said gateway reading said access request;
modifying at least one access rule in said firewall to permit access for
said user terminal requesting access based on an authenticated IP
address of said user terminal requesting access;
~ monitoring at said firewall the transfer of data between said user terminal
15 and said second communication network; and

dynamically controlling in real time bandwidth available fo said user

terminal.

2. The method of claim 1, wherein said dynamic control of bandwidth
20 available to said user terminal occurs whilst maintaining communication

of said user terminal with said second communication network.

3. The method of claim 1, wherein a restricted bandwidth is allocated to a
single user terminal.
25
4. The method of claim 1, wherein a restricted bandwidth is shared

between a plurality of user terminals.



15 and said second comuni cation network; and dynamically controlling in
-real tinme bandwi dth available to said user termnal. 2. The met hod of
claim1, wherein said dynamc control of bandwi dth 20 avail all g tyggsai d
~user termnal occurs whilst maintaining gpmuni cation of said user

terminal with said second communi cation network. 3. The nmethod of claiml,
wherein a restricted bandwidth is allocated to a single user terminal. 25
4. The nethod of cl.aim1l, wherein a restricted bandwidth is shared between

a plurality of-user termpals, .22,13 JUL 2006, 5... The : |, &l "

wher ei n bandw %It ﬁ?‘les @}qcflottc}aadmf Z)T W@&r@ﬁd??{bd@g‘hagah%ﬁgggof%Iu%ggalldr@dat a.
5 6. The nethod of claim 1, wherein a restricted bandwidth is allocated to
one or nore terrAdalandidoywnieadipgiddd: ti me period. 7. The method of claim
1, wherein a restricted bandwidth is allocated to one or nore term nals on
the basis of a priority status allocated to the 10 one or nore termnals or
a user account. 8. The nethod of claim1, wherein the |IP address of a user

termnab is afit Miwet inetiicet obldimel bakieseih atedtiieted Seandvadii isahlidaded fo
previ ously been authenticated by the gateway using an

encryption/ decr ygid QF‘rrWrQ‘f@rﬁﬁnalﬁorg? proscrFidRAe pbrisdai m 1, further

including the step of nonitoring all ports of access of said user termnal.

7. The method of claim 1, wherein a restricted bandwidth is ailoca_ted to
one or more terminals on the basis of a priority status allocated to the

10 one or more terminals or a user account.

8. The method of claim 1, wherein the IP address of a user terminal is
authenticated on the basis that the user terminal has previously been

~ authenticated by the gateway using an encryption/decryption process.

15
9. The method of claim 1, further including the step of monitoring all ports
of access of said user terminal.
10.The method of claim 1, further including the step of enabling and/or
20 disabling one or more ports of access of a user terminal.

11.The method of claim 1, further including the step of controlling access of
a user terminal to the second communication network from a
~management terminal coupled to-the first communication network.

25



10. The nethod of claim 1, further including the step of enabling and/or 20
‘di sabling one or nore ports of access of a user termnal. 11. The nethod of
claim1, further including the step of controlling access of a user
termnal to the second communi cation netv%rk froma managenehtillt @i nal
coupled to the first comrunication netwo 25 23 13 JUL 2006 12. The

met hod of cl ai further | udin he ste of nonito period_ of
time a user teﬂ#ﬁ-gfa GECEY Qc%{]@%'"ia ing ShensiRr 8 m@ 'tom\ﬁdPGf’(Ddls
The met hod of claim-1, further incl ud| ng the step of nmonitoring a
quantity of data & LiEWr & aiser nigrmingl oaass aosesertoddimi sroged camnTrscatisirhod
of claim1, further including the step of nonitoring a cost to a user of
their user ternm nmatwbhdui ng access to the second communication 10 networKk.
15. A system for nonitoring and controlling data transfer in comunication
networ ks, said system conprising: one or nore. user termnals coupled to a
first conmunication network; 15 a second comuni cati on network coupled to

said firgt comupirgat hu va rewal

said firewall sinu taneoﬁ%@?%ﬁﬁo?s rans rﬁ‘é‘&h?ayg& %eﬁon@ﬁ{@e&e or
nore user termn seco d co t|o rk, for said user
terninal s havi ngadalﬁang@?hée%t%caa?%‘ﬂ Fﬂm'gggu& ?ﬁQB/OE(SFOH‘\é@ O2S.ess to said
second comuni cation network and dynamically controls in real tine

bandwi dt h avail able to said one or nore user

14.The method of claim 1, further including the step of monitoring a cost to

- a user of their user terminal having access to the second communication

10 network.

15.A system for monitoring and controlling data transfer in communicetion

" networks, said system comprising: |
one or more user terminals coupled to a first communication network;‘

15 a second communication network coupled to said first‘communicat_ion
network via a gateway and a firewali;

- wherein said firewall simultaneously monitors tfansfer of data between
said one or more user termihals and said second communication
network fdr said user terminals having an authenticated IP address that

20 has access to said second communication network and dynamically

controls in real time bandwidth available to said one or more user

terminals.

16.The system of claim 15, wherein a single machine comprises both the

25 gateway and the firewall.



termnals. 16. The system of claim 15, wherein a single machine conprises
"both the 25 gateway and the firewall. 24 1 3 JUL 2006 17. The syst em of
claim 15, wherein the firewall is in a different machine %n1the gat evay.
*18. The system of claim 15, wherein authentication of the Iﬁ a@éﬂé@s is
carried out by the gateway. 19. The system of claim 18, wherein

aut hentication enploys an encryption/decryption process to authenticate a
renote termnal. 10 20. The systen1of claim15, wherein the firewall
sinultaneously Q rts ccess, of .one or ser
Cerminals. 21 % S s By BB WAl T irfseifimiastine
allocated to a 1 | e user ternlnal 22. The system of claim 15, wherein
a restricted ban WFBF palewd¥r ed between a plurality of user terminals. 20
23. The systemof claim 15, wherein a restricted bandwidth is allocated to
a user account. 24. The system of claim 15, wherein bandwidth is restricted
for uploading data and/or downl oading data. 25 25 1 3 JUL 2006 25. The
system of cl ai m8l%he vdystern nofseliaiin di3)awherehe iuthéntivhtibansfwingt P address is

- carried out by the gateway.

19.Th_e system of claim 18, wherein authentication employs an

encryption/decryption process to authenticate a remote terminal.

10
20.The system of claim 15, wherein the firewall simultaneously monitors all
ports of access of one or more of said user terminals.
21.The system of claim 15, wherein a restricted bandwidth is allocated to a
15 single user terminal.
- 22.The system of claim 15, wherein a restricted bandwidth is shared
between a plurality of user terminals.
20 23.The system of claim 15, wherein a restricted bandwidth is allocated to a

user account.

24.The system of claim 15,‘Wherein bandwidth is restricted for uploading
data and/or downloading data.

25



avai l abl e to said one or nore user termnals occurs whilst maintaining
comuni cation of said one or nore user termnals with said second

conmruni cation network. 5 26. A gateway for nonitoring and Cﬁ tmglzﬁﬁng dat a
.transfer in communication networks, saizh gateway conpri si g: Trewal l
for permtting access to a second conmuni cati on network for one or nore

user term nal s)gqual @did@A 8 biimt 1500MERiRdi@HyRaRNE  dontrbP dfaaitividf -

aut henticated | P addriess; wherei n- said gateway nitors sinultaneously at

said firewall trar r. of _.da t n saj r e usear ' s and
said 'second coré@ﬂi%@gﬁoo%alﬁeér\?%gg rﬁﬁ% H§%a%"i‘ﬂ16ﬁ‘§°8§§’fsrvovﬁ§§i rﬂgﬁ{etg?ln me
bandw dth avail able to said one or nore user terminals, 15 27.. The gateway
of claim 26, whetdRUNKEUPN Qiuadifl Anenat MQER SRy REAINALY Wit paigope
access of one or nore of said user termnals. 28. The gateway of claim 26,
~wher ei n the dynaggingmgoisation netwerkndwi dth 20 avail able to said one or nore
user termnals occurs whil st maintaining conmuni cati on of said one or nore
user tefmnals with said second conmunication network. 29. The gateway of
claim 26, further conprising neans for enabling and/or 25 disabling one or
nore. ports of2@acesewhy feRFIdNIHSARg BAHMONELIling data transfer in communication
networks, said gateway comprising: |
a firewall for permitting access to a second communication network
for one or more user terminals coupled to a first communication network
10 having an authenticated IP address;
wherein said gateway monitors simultaneously at said firewall
transfer of data between said one or more user terminals and said

second communication network and dynamically controls in real time

~ bandwidth available to said one or more user terminals.

15
27.The gateway of claim 26, wherein the firewall simultaneously monitors
all ports of access of one or more of said user terminals.
28.The gateway of claim 26, wherein the dynamic control of bandwidth
20 available to said one or more user terminals occurs whilst maintaining

communication of said one or more user terminals with said second

communication network.

29.The gateway of claim 26, further comprising means for enabling and/or

25 disabling one or more ports of access to each user terminal.




