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WO 2007/146751PCT/US2007/070642 TRANSACTION INSTRUMENTS

WITH ENHANCED SECURITY PIN AND EXPIRATION DATE
WEGEENERETION BACKGROUND OF THE INVENTION 5[0001R(¥1{1$52007/070642

application relates generally to transaction instruments. [0002]

Transaction instruments, such as presentation and transaction cards, and

the use of such instruments to access, e.g., financial or stored value

accougtR IRNISA T PHONFINSIFOA N PSR MRIP N AN i py'S

cards include credit cards, debit cards (including check cards), ATM
carB8¥ QNORE TAf RISty HOERIRAIST 2QINHD AR HHSNER ATAOIN
10transaction cards are also known to provide advertising, display, or
informational items. [0003] When used in financial or transactional
matters, such instriiN&KEROITAR EonTarEdNHESSIKINumber in some
form or another that permits the card holder to gain access to their
[00014 ccEbistappliprsnhlsteretaeiglly porerrsselOhaLBIABA way to store the
account information is through the use of a magnetic stripe that extends
[0002enditamisetmip masthencats). LS asrprasehietoardnd paistdiaaterdsviod the use of

uch.as th scribed. in L icat] , [le
B T,
of suchopmsmtidentifetrtnatis reachitsimtiedcandditayrireddbet erederGnidadling check

cardsfrAEIIEEAQ ﬁ‘o%%%‘rﬂi'%%%&ﬂ%'ﬂ% fierda 'ﬁ%'e?%%@%ﬁ'@&é@%ﬂ%”- .
Another way to store the account informafion is by using a bar code that is

transa@anh usidg @ bascddewaddero@iteadorrtisiog, storge devifesa0dnalutimns.
smart chips, REID tags, MICR lines, and the like. [0004] In particular to

[0003¢apiatize uspdinofilime zd mmoercectivnié redkecingntha miskiofelrgugpivelly contain
methods of payment authentication have been devised. There are

o e R TN B Bt L A e e B i aeigs

their milinmaddeass wiibrtheakieglit parchesm arycdviodemanetitstaxds @assount

inforrrr]lg’é{cemaisc r%lY ”H%i Egeno aI lrjr?ag%é{i\é)sﬁ*?}gleetﬁgltpg)lcrt]et:ggsqgngthwise along the card.

To read the card, a point of sale device, such as the one described in U.S. application number
10/116,689, filed April 3, 2002, incorporated herein by reference, may be used. The account
identifier that is read from the card may then be electronically transmitted to a processing
system in order to complete the transaction. Another way to store the account information is
by using a bar code that is read using a bar code reader. Other forms of storage devices

include smart chips, RFID tags, MICR lines, and the like.

[0004] In particular to capitalize upon online commerce, while reducing the risk of fraud,
new methods of payment authentication have been devised. There are address verification
services that check the address provided against the billing address with the credit card
company. Modem credit cards also have a card verification value (CVV) code imprinted on
the back or front of the credit card that is not part of the credit card number (VISA™ refers to
the code as CVV2, MasterCard™ calls it CVC2, and American Express™ calls it CID).
Authenticating that the buyer has the proper CVV code tends to show the buyer physically
has the card. Similarly, some authenticate the customer service number on the credit card.
The use of user selected or card issuer selected personal identification numbers (PINs) to
authenticate users is also common. However, compromise of PINs and/or loss of physical

cards still result in significant identify theft and fraud.
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25the back or front of the credit card that is not part of the credit card

number (VISATM refers to the code as CVV2, MasterCardTM calls it
W@E21487d American ExpressTM calls it OD). Authenticating RE&t{R&007/070642

buyer has the proper CVV code tends to show the buyer physically has

the card. Similarly, some authenticate the customer service number on the

credit card. The use of user selected or card issuer selected personal

identification numbgrfrPYiisia SR hentisatesRIIiSIso common

However, compromise of PINs and/or loss of physical cards still result in

[000ignlircedrreettipyRat Hher maeds, hroreear/ s TEaPPHis GoneTsH2
instrdRRIE W MMAR Y Q& A BNV EN T UAL[0005] To address these and

other needs, the present invention provides transaction instruments with

[oooﬁ”h%ﬂ{i&ﬂl%eﬁ%%’%ﬁé& gﬁﬁﬂ%?ﬁQn%Q%ﬁ%ﬂ%ﬁiﬂ@eﬁ%%@ﬁﬁt PIN

transaction instrument with enhanced security PIN generation is provided.
gener_vh@nt_ﬂa_m‘a‘dﬁl@d- iﬁé}qjmemc@jenénauwmu geseralbaverbiddy; anaadbodpit an
acco%%i@%%ﬁgglé%g ?nstrtﬁnﬁe%%?g%wg;%gﬁrgl%%lrsonal idbgg?i |cat%§&r$81m %}F
transgFtiny wehuragivhaméelsasisity, nersnshidensificeion iy (8 ROtaarstwziy

|
e e o007 Lo A R e
interva]Nngepreradeh iseblsaaismty SR dseeraticanaeahausaber generator, and
the security PIN generation mechanism automatically generates a new
[000Eecumiteriinh ath@tooatetiineccinienPiNoginaetnonboatit@isecondpramed a
seven s, 15 nother a t of the invention,.a transac

random umg"é1 ﬁ?\ﬁﬁggg 08a11c|f] t@e securlg;slﬁﬁfr%en i) 0.11 mecﬁ)arhsmt.au o t%.l%glllgn ¢

nstrumen enhanced security 1s provided. The transaction instrum
genegenerallyinsiudgsPANcard redyticamiacd ontetvdbbeifyray abeakh &fisendods and seven
da S.providing account information associated with the transaction instrument;

and an enhanced expiration date generation mechanism, wherein a new

000 PYRURR et s automatcall AenerEled 1 A ISSISIISS R iy
is provided. The transaction instrument generally includes: a card body; an account
identifying mechanism for providing account information associated with the transaction
instrument; and an enhanced expiration date generation mechanism, wherein a new expiration
date is automatically generated at a predetermined interval and provided via the enhanced

expiration date generation mechanism. The transaction instrument may further comprise a

security PIN generation mechanism in accordance with the invention, as described herein.

[0009] In another aspect of the invention, a method for providing enhanced security to
financial transactions using transaction instruments is provided. The method generally
includes: initiating a financial transaction between a first party and a second party using a
transaction instrument of the invention; providing financial account information associated
with the transaction instrument and transmitting the financial account information to a
transaction facilitator service provider for verification of the financial account information;
providing a security PIN generated by the security PIN generation mechanism and
transmitting the security PIN to the transaction facilitator service provider for authentication
of the transaction instrument; and authorizing the financial transaction of the financial

account information is verified and the transaction instrument is authenticated.
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20 expiration date generation mechanism. The transaction instrument may
further comprise a security PIN generation mechanism in accordance with
WoREUMIETBdNn, as described herein. 00091 In another aspect dTGhaIS2007/070642

invention, a method for providing enhanced security to financial
transactions using transaction instruments is provided. The method

[0010§ENSradiRCHaRR i nGAing-Atinansish FAIRAEHPSREbY PRy RIBF Sk BAIR¥ financial
and a second party u.smé) a 2btransaction instrument of the invention;

accoup TRt iR AT AP BECodRIT FRanGi s ddertia P vis tHe! Part¥geddhe security
PIN tdNsifkeReBiRReLHaRSRIting o itangial RecoumiIEsMBHA Kithentication

transaction facilitator servic_:ei‘/arowde_r for verification of the financial

procegfcRRibeT TRANES AN WA WhsaticrtiP P Reguelagyd BRsesEtyigN

generitlDhIRAGIAON MEFBRRISHA AR I RN RIHRAESAReUrHYiBéhtRaBIe with the
transaction facilitator service provider for authentication 300f the

finanqiglpesenBhiHeFIRNORD L e SHREHSAL MBS cial transaction of the
financial account information is verified and the transaction instrument is

[001 laiutﬂs@ﬁ_qr,ta'x@amlwdj%wmﬁgam@ﬂ@mé%w@ewzd[@e&eqeﬁ?@em@é}wcﬁon
via tefe?ﬁﬂg' ments; e rensasienashiid=e e s Riavisar 4rasibe iinanesialo-face

account information as a static identifier to indicate identity of the first

transastiery. and thie feneiny e ifeiericaend sty or iR Aretisampigldo the
transao O FRRNZRUNRDAREDRIVREN LR PINGESS Bk PUIRE-SHEARIBRIRE or entered

security/authentication methodology. The security PIN 5generation
by hansbwlrdhiskeymag bEtbe phgurettssdeai$ térpe recognized as identifiable with
the financial account information by the authentication process. [0011] In

[001 Hertaeenabddiimaraspatie Filhhetanemnatoiiosoacargiabtiphear upon reading
the digglgggr%tlon via te_Iephone or the internet. In ot_her embodlm_ents, _the

Inancial transaction is a face-to-face transaction, and the financial

account information and security PIN are transmitted to the 10transaction

faciltator service iy apigfpaieabia e BRRGHsgal device or

entered
[0013] Figs. 1A and 1B illustrate exemplary embodiments of the presentation or

transactions cards of the present invention.

[0014] Fig. 1C illustrates an alternative embodiment of a fob presentation or transaction

card of the present invention.

[0015] Fig. 1D illustrates an exemplary embodiment of a presentation or transaction card of
the present invention including an embedded RFID tag security PIN generation mechanism,
and a fob which is configured to read the RFID tag output to thereby display the generated
security PIN.

[0016] Fig. 1E illustrates an exemplary embodiment of a presentation or transaction card of

the invention including an enhanced expiration date generation mechanism of the invention.

[0017] Fig. 2A illustrates an exemplary method of generating and authenticating security

PINSs in accordance with certain embodiments of the invention.

[0018] Fig. 2B illustrates an exemplary method of generating expiration dates in

accordance with certain embodiments of the invention.

[0019] Fig. 3 illustrates an exemplary system for performing a method of the invention.
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by hand via the key pad of the point-of-sale device. [0012] These and

other aspects will become apparent to one of skill in the art upon reading
WeHeWid¢s38Lre. 15BRIEF DESCRIPTION OF THE DRAWINGB0U$3]07/070642

Figs. IA and 1B illustrate exemplary embodiments of the presentation or

transactions cards of the present invention. [0014] Fig. 1C illustrates an

alternative embodiment of a fob presentation or transaction card of the

present inventigne 21RO BIHSERIPIYRNGICPIAR RETRIARSIEMbodiment

of a presentation or transaction card of the present invention including an

[002%mH@GdEQSRF@Vﬂ@i%ﬁ?ﬂ?%ﬂwﬁéﬁéﬂaﬂﬁﬂ%@&mmwsm wWhrged
secun‘gﬁ' %%PJ&M%Q&M%%H%BE&P@%&H%%W efeR:AMSRRY Weurity PIN

enerated security PIN.  [0016] Fig. |[E illustrates an exemplary ~
generiNpaERBATSE A BYBERITSH Y WA SaEHUH sRiRIBRRINABasAsedianTh the

transdQEMdiNgraR GRRERERG I AtIAMHIRIR A8 NREAHARNEED ARISEINRELNE, other

invention. [0017] Fig. 2A illustrates an exemplary method of generating

aspecinthe (rFsagEanABSEaEI Pikhs st avocoritnaditans lefssadirnesds

expirR{dRRIRVENIQRi§A018] Fig. 2B illustrates an exemplary method of
generating expiration dates in accordance with certain embodiments of

[002 liqeerzgr\éﬁ%%%ﬂgarﬁg%gg gfﬁé E(j:gm?ityl Pﬁqqfﬁa’%@ ﬁéﬁq}p&%&@tﬁ%f&{ account

_ . _ thod of the invention.
inforrp@by p4eREARECTIHSROOTGICEALIDETIIIED CESSRIFT 0N GRSEHEN

instrutNeAENT 'QWQQ%HS%%@&M&M&%&?%@@& il a@éﬁgeﬁqﬂﬁ’(ﬁ&%%f‘detail

instruments with enhanced security personatl identification number (Pl
hereiyeBeratpef Ehenepihaihcan eumiiinjopintion may be used as a static identifier to

indicate identity of the transaction instrument, and the security PIN may be used to
authenticate the identity of the transaction instrument via a synchronization-based process by

a transaction facilitator service provider.

[0022] In one embodiment, a transaction instrument of the invention includes: a card body;
an account identifying mechanism for providing account information associated with the
transaction instrument; and a security personal identification number (PIN) generation
mechanism, which automatically generates a new security PIN at a predetermined interval.
In other embodiments, a transaction instrument of the invention includes: a card body; an
account identifying mechanism for providing account information associated with the
transaction instrument; an enhanced expiration date generation mechanism, which
automatically generates a new expiration date at a predetermined interval; and optionally a

security PIN generation mechanism.

[0023] More specifically, with reference to Figures 1A and 1B, an exemplary transaction
instrument 10 of the invention is illustrated. Transaction instrument 10 may generally
include a presentation or transaction card body 100 defining a front surface 100a (Fig. 1A)
and a back surface 100b (Fig. 1B), as generally recognized by those skilled in the art. The
presentation or transaction card 10 may be any known type of presentation or transaction
card, such as credit cards, debit cards (including check cards), automated teller machine
(ATM) cards, phone cards, stored-value cards, transit cards, ezc. However, the invention is

not limited to the particular use of the presentation or transaction card. Further, the card body
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5 generation may be usefully in connection with account information
associated with the transaction instrument to verify and/or authenticate the
WergiWgddtior instrument. In other aspects, the transaction instrBERE2F7{HE642

invention may optionally include enhanced expiration date generation.
[0021] In certain aspects, the security PIN may be used in connection with

may HRGANEAP SRR PRRTAeH MR BEHARRecIaN MO e, in certain

authenticate the transaction instrument via a synchronization-based

embo gl SatiBANSReBeBINEE IRBY ABRHIA FoRRer B StaEbn Bl Ab

confiS AR IRE RHBWH IR IPITRLIN /Rgy Be used as a static identifier to
indicate identity of the transaction instrument, and the security PIN may be

[0024!5%%?&%89%%%&%‘? M@HH%&E%]%H&H&R&&%JP%WM@&S a fob (FIG,

ronization-based process by 15a transaction facilitator Service

1C), gsresiger | OORR]stpoh biethssdikibed ia thansadion thstimbrdimsntpehe card body
100 oﬂYl%’i}gl_Bwf%dﬁﬁta%Bﬁ&é&’% anAsFURSidentifyinomerlanism doint

providing atcount infdrmation associated with the transaction instrument;

identifyid srsedumigipersdriar initidaaererationsregbasgun raiispribed herein. By
way JPECIAPIS T, .l?@a?&'%ﬁ ti%l%gﬁfﬁ%[ﬂ@% ﬂ?mgie&uéﬁ)ioglé\ﬁﬂlﬁy sized and

predetermined interval. _Zgln other embodiments, a transaction instfrument
shapedfrtiagnntie stiamesnEiGBedisnl e irodip, i cdnsptigditiiAly mechanism
for providing account information associated with the transaction
[0025hstimentd dndntihoey ekpigstioratinie gen gaierh tmissihiads sum 2ovkiok
ident AOTIRUSRIN A AETBIES B 6 CXRIIANRNL RS LA QL S BEARIRRR
and‘optionally a security generation mechanism. 25[00 ore
instrnspetifitaktyrtaithendfedemestso tRipoasi idaotifBn g mesemisharmnaasdedion
instrymen of the invention is illustrated. Tran iQn.instr.
o A e D B SR AR G A ombecdea
memaigfictiyvai thhempssethomkGo(Fige ¢l ndya eBk B dbigectdedd&ign 1) card
body%agggg%lll O{Ten%? mz%%t%X (t)rrlquﬁ%( gzl&lg%%&g tkﬁéﬂl;m?o?r@&ﬁgﬂt%hg thereof. In
transaction car ay be any known typé of presentation or transaction
such Sfbartinsntd) @ snenebit mafdsibiebitddidssimcladingnitmekitmus); the machine
tomated.teller machine (ATM) cards, phone ¢ r% . rﬁ;‘i1 rds;
e SIS (TSRO oSty i,
readeusebaf théepresersation v destasactibodiarehtr bk astdoatbesony wdy 100 is
shape%o 2(1)57!1]1%8,7 t %FQ&%% gd%%?i@%l%ﬁ%gchanism may be an embedded RFID chip (not
shown) or a magnetic stripe 140, which may optionally be configured so as to hingedly swing
from within the body of the fob for storage when not in use, but to swing from within the

body of the fob for access when in use.

[0026] For instance, it may be desirable for the machine readable components to be sized
and shaped to as to be adaptable for use in connection with standard point-of-sale device.
Examples of suitable POS devices are provided in the following commonly assigned
applications, the entire disclosures of which are incorporated herein by reference for all
purposes: U.S. Prov. Pat. Appl. No. 60/147,889, entitled “Integrated Point Of Sale Device,”
filed August 9, 1999 by Randy J. Templeton et al.; U.S. Pat. Appl. No. 09/634,901, entitled
“Point Of Sale Payment System,” filed August 9, 2000 by Randy J. Templeton ez al.; U.S.
Pat. Appl. No. 10/116,689, entitled “Systems And Methods For Performing Transactions At
A Point-Of-Sale,” filed April 3, 2002 by Earney Stoutenburg et al.; U.S. Pat. Appl. No.
10/116,733, entitled “Systems And Methods For Deploying A Point-Of-Sale System,” filed
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may be sized and shaped in any manner suitable for the intended use. For

instance, in certain embodiments, the transaction instrument may be
WQReIednSa generally rectangular configuration, such as shoRQTHRIEF 070642

IA and 1B. [0024] In other embodiments, the transaction instrument may

be configured as a fob (FIG. 51C), as generally understood by those

AprilSkibedd mﬁ%%%ﬂ Risehsmbediments, the aars bedy1300 gk fahdpay

... besuitab and shaped to house at least the desired account
Systgahigthiylpieedsins HE bHa S AL ONSgknaYaisen nideh Amsins 2992 by
Earn ihathierein Bynyay ofexample 1ae foh cand Hadyido9 +sasdnilude

FID tags or chips, suitably sized and shaped magnetic stripes, LCD
Methgdsdiayd. i guing ffainfebntsee Sistem,. Topio2BIirhe2087dE 00
StoutE¥¥;3/s0 generally be configured to include an account identifying

mechanism for providing account information associated with the

[0027]aNRAGHRD éﬂ%ﬁéﬁﬁ?fq&s!rﬂfé%@ﬂhﬂﬂiém Frd G ARHOHIL AGRHRYRG ount

mechanism may include a magnetic stripe 140 or other machine readable

informpiiiahiSrariasdsHolimplaissrasblsashisducan dnmeicHipnaihiageodudation
with gﬂ@@%%‘&%&ﬂ&@&bie@ﬂe%@rﬁ% nessdiniesdd, .:ﬁ&gi’flclude

ar code information printed on the card body, MICR line, or combinations
user iraydidrationiefoerabon proms iptaaipfoanrass; solecrt st rafetardiar security
infon‘ﬁ‘&ﬂﬁﬁ%?ktjons for the machine readable mechanisms so as to aid in
compatibility with, e.g., point of sale devices, chip readers, bar code

| ' di h h : db .00 i
o024t e SRR S AP OO oo
the inmritisdidedyREAEyathipmpri20 shoevioyorof aceguetidstiifenka0eebhaivsmmaghich

ioRall nfigyre . ' ly swing from.within the.body of ..
R e e o
instruerfo bNerepdesw syheiekampts, 40026y cstames inagaytivestigsiabler a bar

fog.t ' . i t
code e A e SRS P
numtexra thpte srogkiiabie e devibe sragmgiiovided indhe foflainteddbmthebly code.
; e the.entire disc hi : ted
o S AR A LWL oo,
encodgititenic|ntogeatst Poipt OdRalt Delice bitar dauglistiSsr] 0@9dnkRaddy the art

: t L. : entitled "Poj Sal
i SRR B B P SR N S
assoc3gddarith ppirédentaivhi@, 689sastiverrd yobany AhthdvethadbeRmed as

oo ) R RS, a8 B gt Mo

embaddiethodstho file ployingetdadinte@i{Bala Syisteshorediledvavious ways (such as RFID
2007/ . 2007/ .3,

o o SRR A 0 BRSBTS

reader and/or hardware may be used to obtain and/or input the first and/or second identifier.

Bar codes, track data, account information, efc. may also be printed on the card, as known in

the art.

[0029] In some cases, the presentation or transaction cards may comprise both a magnetic
stripe and a bar code. The magnetic stripe may be used to store a first identifier (such as an
account number associated with the instrument and/or the like), which may also be printed,
embossed, efc. on the instrument. The bar code may represent a second identifier, which may
have some relation to the first identifier, or may incorporate a personal account number, a

personal identification number, etc. Merely by way of example, in some cases, the bar code
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"Systems And Methods For Utilizing A Point-Of-Sale System," filed April 3,

2002 by Barney Stoutenburg et at ; and U.S. Pat. App!. No. 10/116,735,
WAt ByYstems And Methods For Configuring A Point-Of-SB(eIS\p3 @A) 70642

filed April 3, 2002 by Earney 5Stoutenburg. [0027] In other embodiments,

the account identifying mechanism may include account information 130

may B INESHEN 98BS LB R AT LRSS UNAES RIS 1RIANR OEiflled in the art, the

combination with one or more machine readable mechanism(s). Such

identijies et pOIBOCRIAYPAo RS rIsTyBEAdiNalrieRtiensTfif thatidantifier can be
derivRI Q&R '%%%5%51@5{9Mﬂi@&%@%ﬂ@m&aﬂyaréﬁqmiﬁ%fgfm%lp&empmy

etc. [0028 re particularly, in certain embodiments, the presentation or

technigigJBYIGATERTES SPIHR FHOBIMIOR. nhS UeA SRR cd RipIPdevabiin dnbrmment
identi@er QURHESATINAMRShANSH HRAICH MBY BeFHIIIEER! LaingYetYst identifier,

identify at least one account associated with the transaction instrument.
secong b Bigrvas o rRpIRbIaa R theasoéomprise a magnetic stripe and/or

a bar 15code. The card identifier, which might be a serial number and/or
(0030 thrhstiirryaratienand/ opniagisar sardienl heghesmemvsabenofdhgianclude a

secmmgsﬁéﬁ%@ﬁ%@{a{ﬁ%f%ﬁ%wé&ﬁﬂ%ﬁ@ End05A HUEHIGIN 0

f1
. ppreciate the variety of methods that can"be used to .
autoneisodly/ geruassameay ety iBENatidl or afgiesiatacd buewoleiFeattagt,

emboglﬁfe%éfﬁll%%&ﬁq@ P ARG AENAL el AL APNPINGLRE YR Y mber

nown in the art to store’ information 20 associated with a presentation or

genergan sactiber sarigbltteny BP thlim kngpbandechdpappropriaisas sworethe By

' - ' ifi r of exampl 'r]]ﬁgn‘] .
way Jeﬁ%%g%q{lﬁgg Qmﬁ?ﬁqg&c%%%ruyé%m l%éggﬁ%{ ésr)lflm ay be {s%{cl){red In \ﬁ;%)rrir(l)a&gcally

iments, the
genemm@hcasimm 2hg piedpipenersd sakgecibehecenrh ool papesdernyl seven
days,gggf 230 BR/ 8 318 REAPNRIRED fﬁﬁﬁﬁém@/ﬁﬁﬁm@wﬁlm@%g% 0 minutes,

dto n-and/or input the first and/or second identifier. 25Bar codes,
1 houraltk ltatzs, 2¢douns. iAfdrysaliclaysteianay also be printed on the card, as
known in the art. [0029] In some cases, the presentation or transaction
[003dards meaypicompasenzotl, dhmegnetiy BiNpecaerdtmharccbdeisthaay agplade a
. .St e store a first identifier (s an account number .
w3 B8, AR S B O gty ine
the s@Orety Bi¥smd; etgenerdtwl instrovag ot cklamblky tedeowaly R¥esaataion
mechaaen (rjnlg ef?ltclzillt?({é \éllvlb f@ﬂ]@% I’I]a?’}y % 3p0 50%6,“8 ﬁﬁ%ﬂﬁg Ir%[ b%?}'aﬂg Cotbinations
may incorporate a personal accéunt numbet, a persondl identification
therenfintbeth et esMerely, bewepofeREXNngiesiatisomedasesnthtOoany bdeivitdy

2 07/%1_‘4 7/51PCT/U 71070642 % 128 Non th
e e
front surface of the card body (not shown). In other embodiments, the display update
mechanism may be integrated into the interior of the card body, and may not be visible on the
surface of the card, but rather accessible via, e.g., a smart card, RFID, or other suitable

reader.

[0032] For instance, with reference to FIG. 1D, transaction instrument 10c is illustrated,
wherein PIN generation mechanism 110 is an embedded RFID tag, and external reader fob
150 is configured so as to read and display the security PIN generated by the security PIN
generation mechanism 110 and transmitted by the RFID tag. By way of example, external
reader fob 150 may be placed in proximity of the embedded RFID tag such that the
transmitted signal from the RFID tag is received by the external reader fob 150, and the

external reader fob 150 may then display the generated security PIN. Such an external reader
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identifier may also be encrypted. The encrypted value representing the

identifier can be derived using any appropriate technique, of which many
WQREKAdWATin the art. An exemplary technique may comprise BOEES2007/070642

encryption. As used herein, a stored-value instrument 5identifier can be

any single identifier or combination of identifiers, such as a first identifier,

fob 156 RRNRbIMERSE&1%n Ao RiRatianReHe el HO3A] INERLGIRUAINA in

and transaction cards of the present invention further include a Security

any spipblsanaragoinsled e snet bimied Seekenchan deanshdorisnccRANdevice
peripHtRt AuierRalicRINISNSIRAIRRE PaTpRasHaty BN }taIRredetarpinettvice, erc.

interval. In certain 10 embodiments, the security PIN generation

(00337 EHRRRILAHS AAMRISHS R ﬁﬂoaﬁmﬂg‘ﬂ{gQ%gﬁ@ﬁ@}ﬂgtﬁﬁﬁéﬁﬁrosf‘{ﬁ@f%%ention,

secure ID token known in the art of virtual private networks. By way o
as de&ﬁ@hﬂdﬂ&iﬁ@@féﬁﬂﬁé}hﬁ@@@@tﬁrﬁb@ﬁﬂt@@n@dﬂéﬁ anechamshenmagation date
generAARRALTAHHERSIAIGANRILSREHHY PV %ﬁfﬁ%&%ﬂﬁ?ﬂﬂ%ﬂ%{%%. In
between about 60 Seconds and seven days, e.g., about every 60 seconds,
certaip erihodeRIcntAitgtehangaRieinietias dain grasr S mimetkenism| may puigmatically
4 - - aj ' h
B I e o e S oy ry
SeVen(iiUEl)_Wﬁﬁtﬁ@r@ﬁa@il@,rﬁmﬂmedﬁé@mibpéi FIReRRIMSINY), foe diplayihguihive
years,s’%‘lfl!%f yéla?ss, étblél_lg ?%?%Qrs?%\g@ty 197 ?{nﬁjce 3 ﬁl%{:&lﬁrégf _ﬁlh’{e beéinning
generation mechanism may include an LCD display, a smart chip, a RF
of eaqlag,enrrmaﬁ@tgm@mtim;imisaz&m expuhturdas cos eivonding o deedsty of the
end o N ESAGLAHAN TP ﬁﬂgﬂ)ﬁ]ﬁl&}%é@@y %gﬁ?ﬂlﬂl HeLABING nt is reported

surface 100b of the card body 100, or alternatively may be located on the
lost Ofr_siniea;u na@@@ulwm@vﬁmWﬁd@@h&ﬂdﬁﬂn@%@ﬁbm@mal, the
enhan%'écpl%éff%&ﬁ%&‘ﬂeeﬁ{%%ﬂﬁ{ﬂm}bﬁe'QE%QW&Q&,”&H&‘P&'HB?{AQ& G G8 Nt may
body, and may not be visible on‘the surface of the card, but rather
be allawéstgi lskpiria, _é.lge.m@mhrx iémimmwmnﬁ;@ay@@%mmﬁ%@p
dates FRAJBSTAORE WIR RIGLENGS A GiGndR 5PERARNRA IERHIANAOG ihout e

, wherein PIN generation mechanism 110'is an embedded RFID

need tadssapdukeraleeadedsichergy iredoeiiguihedish eisatliveernhieudidpieygh

interc%hq'gﬁ%lfrtiﬁ)é EIN gengrategkby the security PIN generation mechanism 110
a é transmitted by the RFID tag. By way of example, external 30 reader

b 150 may.be plaged in,proximity of embedded REID .tag such.that
1003 B e B 8 TS S I K o an
emboftim@&B0 fahd itherxoarneludagernivin dsDerpara iverddis glaethieogenerizaesm 112

is 111%%%%%2%’3?&%%@ 5%{8'[%%}%')%?;{% WIQ— 1D, transaction instrument 10e may

generally include a presentation or transaction card body 100 defining a front surface 100a

and a back surface (not shown), as generally recognized by those skilled in the art. The card
body 100 may also generally be configured to include an account identifying mechanism for
providing account information associated with the transaction instrument. By way of non-
limiting example, the account identifying mechanism may include account information 130
printed or displayed on at least one surface thereof, alone or in combination with one or more
machine readable mechanism(s). Such information 130 may also include user identification
information, promotional information, advertising information, security information, efc. The
transaction instrument 10e may optionally include a security PIN generation mechanism (not

shown), as described herein.
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fob 150 may be configured in any suitable marmer known in the art, and

may be shaped in any suitable manner, including but not limited to a key
WQReW saped device, a POS device peripheral device, a perSiblUS2007/070642

computer peripheral device, a credit card shaped device, etc. [0033] In

other embodiments of the invention, the transaction instruments of the

[0035VERIARe 2 @R Ae 3R shin AMHO B RO RAGIRBENER 2 RANS: FBRY ARG

an enhanced expiration date generation mechanism, together with a
financjalAngapiSaErE RS HEKIRERIB eV AGRIIMEettaln arppdanpeiith the

methdBE AHARARS EXRIALRNSII I PISERYAION MechRNS M RY-GHIRMBNEHon with a
generate a new expiration date at a predetermined interval of, e.g., every

finangg] frgnpacEvR g ¥EENANR BRI A SRR IRSSEREs Hither
emboBRRUA 9f URIBNE < e P iRiBR AU NG VGRS 0 R RO HIXDRREn APOBHnection the

seven years, about 10 years, etc. For instance, at the beginning of each

use of g iapracita THEIINetoseriasId e ipiritial thaancdrnds sorbr g tenitn will
generdBiBn@idhie and ofithat prefaiesnineshyenyahmay besset ANenithidhderstood

transaction instrument is reported lost or stolen, or fraudulent activities are
that thipteefeadeiareitptisatlppéi§dtermined interval, the enhanced expiration date
mechanism may be deactivated, and the transaction instrument may 15be

[0036lloWeaiegenire Rige%tia/emqrfahmpéheéél%@éSrﬂbtsﬁe@fbrVda&meﬁw 202a
ﬁnan&é?&%%tﬂﬂ%%t@@é(nbaeﬂﬁlb%ﬂﬁnﬁ HMW%&%@MH&%@ Rdgehction
to issue and mai

periods of time without the nee new cards, thereby

instrrednich tHdhoskomaigaitidmal rasrp oD gh IRSES|SRON SFIETaIY @ thie
inverf T4 B34k BY i1 Y Rk EXGMPIG: MU SRIRIRNER LAElChelEin 2 HENREGHEE, the

instrumient 10e of an 20 embodiment of the invention including enhanced
prescaiqbicativrirdasectiondnativment ¢Aafidie inYonisonumeatemmisesioradigdy 100, an

accolfl fé%g‘f&tr%ﬂ@&aﬁé&% gt.r,afﬁf’,‘qtj@r,‘ ANSUUDLRE e N 869658 Mechanism

Inc a présentation or transaction card body 100 defining a front

110. Sihtapetiobthemdoatinuske sublack F8tshuwAnaasigbwerury ratugier agyociated
with {ﬁg Wéﬁ&l ﬂ&ﬁl%ﬁ@nﬂ@?%@iﬁeﬁ%% ﬁ%ﬁsmﬁi'e@lﬁpa%%{%lp?acilitator service
igure clu

con J to include an account identifying mechanism for 25 providing
providecéuriarifinatiatior he seciate P Witiseheraremh B cho AR BN @y iaEg of

mecHIRRHTY tfﬂ%ﬁ%@@@éﬁ e @&&%ﬂ%@%@t@éﬁﬂtwﬁb SO RV IMIH P ilitator

account in ation 130 printed or displayed on at least one surface
servithemeoidatdoeathantisaiisinatiblpNith0éne or more machine readable

mechanism(s). Such information 130 may also include user identification
[003TifoCoatinnjmg coidticn A0 ftherstioastauy Eadibiatpirfonisstivny stesdhiep verifies

infarmation, etc. The 30 transaction | ) ti [ .
seeo A B e efuion
and tW¢Ge20f PAS 764 RC¢i 82307 /0084 Zinancial transaction is authorized at block

210 is the transaction instrument is authenticated.

[0038] The transaction facilitator service provider may be any suitable service provider for
facilitating financial transaction and authenticating the status of transaction instruments, such
as the generally known financial networks. In certain embodiments, the transaction facilitator
service provider uses the financial account information as a static identifier, e.g., to indicate
identity of the first party, and the security PIN to authenticate identity, e.g., of the first party
via an authentication process which verifies the generated PIN with the identified transaction
instrument using any suitable algorithm for syncing transaction facilitator service provider

activities with the security PIN generation mechanism.
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[0035] In other aspects of the invention, methods for providing enhanced

security to financial transactions using transaction instruments are
WQR8YTded’Ih accordance with the methods of the invention, a BEE(HEOFEIRT0642

is generated as described herein in connection with a financial transaction

to verify and/or authenticate a transaction instrument. In other

[oos9ierw;?&%i BePiBc AN ehRARCEH S MNAHAR dal meansistiethas tlesshibgted so as

erein in connection the use of a transaction instrument described herein.

to be yaaimiprs areidadidiab ihw i dstibrogirbrsseratyarasdiendagtaithentication
procefEMAFEPER RIS SRNRAMSRIS ﬁ%ﬁd%’%%%%ﬁﬁ@@@)twéaﬁd, or

~_methods are not so limited. [0036] Turning now to Fig. 2A, a general
similanptpersPOORYilNestratdel; DR ETEIREHDIOERIEEEA &%ﬁﬁﬁﬁ%&‘flaﬁﬁ%ﬁlm a
signafEIe S A0S R P dRRRGBIURRIY IR SHUALSHHRIROAH RNS 3G

instrument 100 of the invention. Any presentation or transaction

informpiipnrAtseEEbea MEE thodrsACHRY IBEUBEA ﬁ%%we%ﬂbmmmetﬂée transaction
instruMER AP HAESERGH HEseRe SOLINBIANEEathR RIFREAAIOP i dfanSACH AMme

_ instrument 10 of the invention may comprises a card body 100, an
intervabasgrniere Huifyndgivieeh Anidinseskilledo theqrhind a security PIN

generation mechanism 15110. The method then continues to block 204
[0040)heFbcfimatisids af teuintviertipmatopraiadariyerellishithé fenieadn present” type
fmanS (RGO OMHS AAYJARRONHRRh oG HERSRAIONACNROVSEMEEre often

provider for verification. The security PIN generated by the security PIN
used. gdnerationtimdshentiomissngien Prolidedsdhd erdnsasiteerwisysiealsysaiyl in

£ R fagUitaton SRVIGR pMeviden foF authenticalion AklaGkon and/

face t?o%%% _ﬁ%gﬁﬁﬁ%ing t(l)l%lagfc 2%% the tr%ﬁ.saction faqilitatg?lrtfé{é?l\%coen anerer
the sqoroitidBithenweeifiessaeitsdripiffo fransistiemrelithsntientss tevider via machine

readaﬁ?e'kﬁ%‘&ﬂaﬂglg,;@g%%%% RERGEAUNL infoemakiny andifeSerubisaiNiarRe

authenticate ancial transaction is authorized at block 210 is _

knowthinttamedcsiorh insthessatisiusaedribaticateely [008R i Tineludingdbeiemwith magnetic
ipd SEMACRRAR RE MRV HRLMAYIe AR ARG Sery S RIPHIARIIOE Ranple, h
Smpefi%fﬁeg{sl’ng mallr%ga?rtr’ansarcptl&on and aus_fhen'ti(_: _ti%%r}st/he status of trgansac ig_ﬁ )
securitisRlNenisbs tenaritied tetheralipsRabom{ficitifiiial ssetive ke vid aargigmatically
o R PERIISNtS Action IaeHAIGE SRRVGERY IS UseRRE ARG 1

vid thg&%aiﬁ%igm&agﬁnﬁgg%’stg& identifier, e.g., to indicagtlg identity of‘%?e e
the kéiygiqdarfithandititeofealsrityvipegautfierdispleyidiemian k(gD whtheufitst

party via an authentication process which verifies the generated PIN with
[0041he idedtifi@ibtrdnbavtiche presentation or transaction instrument may be a credit card,

debit card (including a check card), automated teller machine card, phone card, stored-value
card, transit card, efc. Thus, the methods of the invention may provide enhanced security for

a variety of financial transactions, including credit, debit, stored value (i.e., gift card), efc.

[0042] In another aspect of the invention, the transaction instruments of the invention
including enhanced expiration date generation mechanisms may be used in financial
transactions, including card not present type as well as in-person transactions. For instance,
with reference to FIG. 2B, method 211 is illustrated, wherein expiration date generation
mechanism is utilized to automatically generate new expiration dates at a predetermined
interval for a predetermined duration of time, so long as no fraudulent activities are reported
or detected. By way of non-limiting example, fraudulent activities include non-authorized
financial transactions, lost or stolen card reports, non-paid account status, inactive accounts,

etc., as recognized by those skilled in the art.
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30instrument using any suitable algorithm for syncing transaction
facilitator service provider activities with the security PIN generation
WQoR8eHa#igmh. WO 2007/146751PCT/US2007/070642 [0039] M6IEUS2007/070642

specifically, the security PIN generation mechanism may be configured so

as to be recognized as identifiable with the financial account information
[0043pY KERUPSRILAION BIGkRES -e%gﬁm%@a% iYadauadatpassialidnduding

third party database(s) if desired, or similar processes may be used by the
generaiipis RaBllitdforaad ilie Brsrstraaineldine Intersab igisridaite Bt plrs
indicdBrTOR R SRR OEREAHIVMRRNARI SN D 180 286 MINK 214, the time

information associated with the transaction instrument so as to

countgy i ahpvatbiery 68 te 4ot SAG RS RISAEHBINBI EBR ARV f §ife SEEHRYS:

thirty AN sAbIPE ARPLOR BB SHSIEATINRMAIIRIR HIBR(Rs ARvARBRAIEPorted or detected
understood by those skﬂlecf in the art. [0040] The methods of the invention

by a tegresprtite dreiiiaiRIsSTTiEE MEP VISaT AU P FEgSRE i@ TORRGHCREPer, then a new

expir&fﬁﬂlsé’e%qg‘§u§ﬂﬁ5‘ti@§lf2%§ﬁe¥iﬁe@iﬁpﬂ%r&ﬂhm@ni QIRENRNWARR MMhanism 112.

codes are often used. However, the invention is not so limited, as the

This prrRefEE UM RARDUBETIRIPRRE ST dERAS A ARCHibR 1R such
predeE@ﬂfiﬁé‘ﬁi ansihe dingReial acoountinioymali AR oF B8 SEEHEE) DMy long

be transmitted to the transaction facilitator service provider via machine
as no fEaibrasi sk e ratrd ondstiried ethlecdcdife. Any suitable
point-of-sale device 15 known in the art, such as those discussed above,
[0044hayReéersegnaveioditg tRoess tainrsnegipefie xsiape3hithat snmeemysed to perform
finanlBAYS RS MEHL ﬁﬁf% KRGS R s BYMEYSf IR RHMIIRY SA3MRE: 43R gencration
security PIN may be transmitted to the transaction facilitator service
and/oprevitey Atdminneatydenseneibdig-realionéssesqebgd. \ia emtmr gy @pplary
embog,%ﬁtgaggjsf%dﬁé Qb HPIREh MRt ofiaribei ey Badiet e nakahsaleontrol
_device (eq., after display from an LCD read out). 20[0041] As described
310 intodinghoesssimasviion Fhhstdaet amstasrrelsd dptabasectbbierarn

Inter SERIL Q@ﬁgé[ﬁgg?gﬁég a-phgek gardyutomated teller machine card, phone

card, stored-value card, transit card, etc. Thus, the methods of the

[004#?"%%9#5{& XI%%’FZY Ic(:jﬁ %gggl@ﬁgggﬁg&%%égfs?&?g @r&’élg 'ag%%i,ﬂee% that contain

ansactions, uding It, stored value (1.e., gift car

recorﬁ%&é'gﬂlﬂdilmlmh@nmépmm vpanation, diie genssalitiomassauisTa ARsesecurity
PIN égrelelrg %rﬁthqgchanism IDs, and associated transaction instruments. This information
may include, for example, types of transactions instruments, associated account information,
expiration date generation mechanism identifiers (e.g., secure ID token), security PIN
generation mechanism identifiers (e.g., secure ID token), associated security PINs, and the
like. For instance, the database(s) 314 may comprise account information and security PIN
generation ID information associated with identifiable transaction instruments for verification

and authentication of the transaction instruments.

[0046] Further, any portion or database(s) 314, or a complete database, may be a third party
database, or may include third party database information, such as third party databases
known in the art for authentication and approval of user identification information.
Processing system 312 may be, e.g., a Sun Microsystems workstation, and may work in
cooperation with database(s) 314 to permit information to be updated, to permit cards to be
issued, to permit transactions to occur, and the like. In certain embodiments, secondary

systems and databases (not shown) may optionally retrieve at least a portion of the approvals

11
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25 including enhanced expiration date generation mechanisms may be

used in financial transactions, including card not present type as well as
WOirgErsErItansactions. For instance, with reference to FIG. 2BCHIEIAI/070642

211 is illustrated, wherein expiration date generation mechanism is utilized

to automatically generate new expiration dates at a predetermined interval

and al@iARAGGIS FaRgHHdsation plttme 1 Saiang astdeasidulent pediviiRSication

are reported 30 or detected. By way of non-limiting example, fraudulent

t0, e gaFrbe N IRRREh SIS QU firsn ey Hatisbda facibet o e srancstsd

finandRPAHSs NABRAVA rREEAPH: StaHIFrdNacIine RESILEYS, etc., as recognized by
those skilled in the art. WO 2007/146751PCT/US2007/070642 [0043]

[0047&\'0%@&.3'3&?5#5%%%&@ 19iHak SXPIRUGRIALE 9 9 BRSO S-RY EXPIRNAR. For

date generation mechanism 112, and the predetermined time interval is

example; RIGESIHBESERISIhdmatbbeassctird Hrevele theihigrngid Iqubnany type of
compGRARIEE {8, SChleARlt A HBIGHK P %mmetﬂlyae KU imaliowrd IR0y,

the end of its predetermined time interval, e.g., seven days, Sthirty days,
ProcegtiISTHERIARS 6 2R phtIORER CABEHRIS H RS BER k7O NGy €8> 2

POS GSIREIGSPYARHERNS N IALN R SENICE RERY SN ABRIR HRRSBGHAVR 319, or

instrument issuer, then a new expiration date is automaticalléé;enerate.d

througly 4 aEHPREITIgaISRIE B ativn (MeRNad Esstitablppsihastebiepaupginication
knowH SRR URGNEV b ERURLIPRARIES fﬁfﬁ?ﬂﬁﬁ@ﬁ@g%@%&%&;@feﬂl 312, database(s)

predetermined duration of time, e.g., 2 years, 5 years, 6 years,7 years, 10
314, gpskife wEowpdvrigescushasiriu dalepnsbtokedsnsepsus dis-wetd&ad » X.25,

lease ﬁh@,‘%%%lﬁﬁk%@é’fﬂ]:@%ﬁr(m\éﬁp FIG. 3, certain aspects of system
h

300 that may be used to perform financial transactions using transaction
(0048 SAY '%%@téx‘éﬁ@l%!‘ﬂﬂ%‘é‘af’d%’ér@ﬁﬂ' LA P06 AR A/ Q55 EEHEN may be
- PINsin accordance with the invention is described. In certain exemplary
initiaighbgdinests? SYssivic3id Commprisestianancaet nsriiierongerviest type,
accoﬁ&q}{ﬂ%gﬁgﬁr,?n% q’fkjeﬁﬁ&pﬂggﬁﬂ@gd%grp%s&@gﬁ)ﬁ@,%%]tﬁeﬁwﬁ@b*%itted

one associated database 314, and an Intefactive Voice Response ("IVR")
to pragaisBESYUoas] BatabasagayiBmlecihtboretatisaardudiasasabgented 310. In
someQﬁ’?b%ﬁlg%(g?,atﬁ?ssm%%%‘ﬁgwgﬂ%%Oéglﬁ&ee%atw m@%%%%m&%MMugh a

expiration date generation mechanism IDs, security PIN generation '
magngtisceadisrassDe ateddratsBoia ey ieadshc tdieipatthmafesThaniisfentoatisically
gleaned from the credit card. Other methods of gathering the information are also possible,
for example, the information may be gleaned from a smart cart inserted into POS device 330
and the information read via electronic reader interface, POS device 330 may include a bar
code reader attached to, for example, an electronic reader interface, that can read a bar code
that provides similar information, or a number of other ways of gathering information. One
of ordinary skill in the art will recognize other possibilities for garnering information related

to providing a stored value card in accordance with the present invention.

[0049] In addition to information automatically provided via POS device 330, additional
information may be entered via interfaces associated with POS device 330. For example, the
generated security PIN from the transaction instrument may be entered via a keypad and/or a
touch-screen of POS device 330. The security PIN is then transmitted to processing system

312 at the transaction facilitator service provider.

12



10

20 may include, for example, types of transactions instruments,
associated account information, expiration date generation mechanism
WOoififiés3Sle.g., secure ID token), security PIN generation matGiBbisin7/070642

identifiers (e.g., secure ID token), associated security PINs, and the like.

For instance, the database(s) 314 may comprise account information and
[OOSO?eCﬂQ’iEﬁ&Bﬂﬁ%{%@?VQ gi@ﬂ@%&@c@%%?%%&ﬁ@ﬁ%E\‘J?&%ommunication

transaction instruments for verification 25and adthentication of the
netwarkigAdOaT I eSEASHECTOO US| AdiehBroeasyip® fister datstsabers jismecepsary
infonﬁa‘iﬂm,péﬁé%x%%@_%ﬁ%y@%% BeAHHIphPA I AaNARen RI-MACINACAR ABE, PIN

party database information, such as third party databases known in the art

againfp i{grmativsaitiotpahasa 3o otray o ysadios attieatisatiboeriiangaetion instrument.
Proceggﬁ%eﬁ%%ﬂl%%&Mﬁ%&ﬁh&h@f%Mﬁfﬁ%ﬁmm&%een

and may work in 30cooperation with database(s) 314 to permit information
succegs bl upehead cetegdpiiDSatesieo %’é)qg%@upmuwaﬁmmmh&?@tdf the
trans QSR ARG N caiteim s rabadiments:, SREARIALPUIRMiSAT
databases (not shown) may optionally retrieve at least a portion of the
authegBptsdals WO 2007/146751PCT/US2007/070642 and authentications
from processing system 312 and/or database(s) 314 for communication
[0051h, eigyinstesratie] fiercmelaiseedivespinvidens bamw_o@uigedsbxdhmﬁméséﬂl in the
art thg’a S4a5%E ’TE)%%‘%}?%[&%?' H%%’?ﬁgleo&ﬁl%{r&gggﬁg ,pa(}ltg @\aea{\fgf?éﬁqylﬁg% l?e used without

activities. rocéssing system 312 may’receive informatioh from a
depavangcipof the spias oF treSoxatiple Asroudssdty Systborye d2sarmpyibe should not be
taken%%ﬁ?&?ﬁggﬁ{é’& %héff {ernRlALR, %Wi&%?ﬁf?é&ﬂ{‘?ﬂggﬁhé%ﬁuﬁc%&

consumer personal computer) as is known in the art. Additionally;

processing system 312 may be accessed through communication network

320 using, e.g., a POS device 330. Other ways to access processing

system 312 include the use of IVR 319, or through a customer service

representative (CSR). Any suitable method of communication 10 known in

the art may be used to transmit information to processing system 312,

database(s) 314, and the various devices, such as via frame network,

asynchronous dial-up, VSAT, X.25, lease line, virtual private network

(VPN), etc. [0048] As one example, in accordance with method 200, a

financial transaction may be initiated using, e.g., POS device 330.

Information, such as transaction instrument type,

13



15account information, and the like may be gathered by POS device 330,
and then transmitted to processing system 312 at a transaction facilitator
service provider central control 310. In some embodiments, this
information can be gathered by swiping a credit card through a magnetic
reader associated with POS device 330, wherein the information is
‘automatically gleaned from the credit card. Other methods of gathering
What iglaimeehisiation are also possible, 20 for example, the information may be
gleaned from a smart cart inserted into POS device 330 and the
1. informaliendeadKimRIRCUANCdAAREINEHAGRo P ARICYFE AR MY transaction
_ include a bar code reader attached to, for example, an electronic reader
INSrUMSRL HALRTTNS: can read a bar code that provides similar information, or a
numberagfastH®dvays of gathering information. One of ordinary skill in the

art will recageige: beirpassietiietsforgaineiing indesunaiinsrielede hoitated with

the tra@ggé{ighqgs?r%ggﬁda}@lue card in accordance with the present invention.
100491 In addition to information automatically provided via POS device

330, adBtiBMRANHEE IR PR e BRI VRS TART A U IR Shgte ¢XRiERtion date
is autdRrER iy vies330d Rt reepmagitenthedgetesraltéu sepedpidrtinébrvtiien of time, and

providdtAsSadioninRyIenhiBAYLe etaridvia a keypad and/or a
touch-screen o[ POSBdevige 330 .Thg §ecurit PIN is then. transmit*ed to
nthe e a ?¥

wherel iration €.genefation mechanism is configured so as to
processing system ?ﬁ.cf aF)t(ﬁeatransacn%n aa'l?ta{gr service prowa%r.

be deagjirnied(y A vISTPESTY VST GDT AFTE4E0 0SB TR IRfSRAREHRTEEER/EH aiich that
new eXpSaialdts 3’0nmassbe thad shertedsacioo mstumieatio alinetsacke itk tax the end of

the neRHEBSRINRYSIREA AL 2. After processing system 312 receives the
necessary information, the processing system 312 compares the account

information and security PIN against information in database 314 to verify
2. ahdraacaetenidaeumentrahsaiticn TRgheirmenprsiry Geaedifly Ppstenal3gentification
numbelh@mgajenatHlieaiaschiedhe WRe draasasticadnalr me Rt flasneally generated at a

predetSHGREFHHIVAUASPOGALAL P Fee ARy PR3RANGOMERHRiEA]on network

320. It the transaction instrument was successfully authenticated, the
financial transaction is authenticated. [0051] Having described several
3.  eMbddimrarit®) instilinbentetdginizeavbyrdmote exmilalian date I0autorhatically generated
ata pr&%i%ﬁ.ﬁﬁ@mfgﬁﬁéi%@_@cﬂ%ﬂaﬁqﬁ]% ﬁeﬂﬁt?éﬁgigﬁ\% aa@&wﬂaha(ju.@ l@l@)g&@ven days,
usegd.without departing from.the spirit of the invention. Accardingly, t
o e AN WA LR D Bl g ot up o
about fiMGYRRENURVIRIEAAY! SEHSEER N RAR 3BAMTRYG TI4&RA% and up to about 10 years.

4, The transaction instrument of claim 2, wherein the security PIN generation mechanism

comprises a random number generator.
5. The transaction instrument of claim 2, wherein the security PIN generation mechanism
automatically generates a new security PIN at a predetermined interval between about 60 seconds

and seven days.

6. The transaction instrument of claim 2, wherein the security PIN generation mechanism
comprises a liquid crystal display (LCD) for displaying the security PIN.

7. The transaction instrument of claim 2, wherein the security PIN generation mechanism

comprises at least one machine readable mechanism for providing the security PIN.

14



What is claimed is: 1. A transaction instrument with enhanced expiration

date generation, the transaction instrument comprising: a card body;

an account identifying mechanism for providing account information

associated with the transaction instrument; and an enhanced

expiration date generation mechanism, wherein a new expiration date is

automatically generated at a predetermined interval for a predetermined
8. dliratibAnsreiiere, BFEPRVidEddaEthe etfriAtedexplrdfidt (i machine readable
mechanigahariEgatied from thevbengirctheiginhancedexpitira dxeogagesatiaombinations
thereofN€Chanism is configured so as to be deactivated if fraudulent activity of

the transaction instrument is reported or detected such that new expiration

dates are not issued and the transaction instrument is allowed to expire at
9.  tHeeeHanehehennaxtpwredettelained. inkargd). e Tarsacinsacsiomiertitisrieated from
the grélfpclaindidinyishesredmprsnaebisearidyeisanal ierntifiaation pupeards, phone
cards. PENIGepeLation mechanism, wherein a new security PIN is automatically

'generated at a predetermined interval and provided via the security PIN

generation mechanism. 3. The transaction instrument of claim 1, wherein
10.  thsekpiattondateus enitfmiaticdllygemer tite dcapanpididtyngm mecharienvabmprises
printecSRIESIRC T group consisting of: every 24 hours, every seven days,

and every 30 days, for a predetermined duration of time selected from the

group consisting of : up to about five years, up to about six years, up to
11 aBsur3esasHpdBs s URRE! GhABIAHo N EtRdhPsAcenUnhdepAREXLRERhanism comprises
at leasingisunaenhefeddimiemedtaresmthe security PIN generation mechanism

comprises a random number generator. 5. The transaction instrument of
12 claim 2, wherein the security PIN generation mechanism automatica%}é dabl

© gertRBE W ST PINGY pred &S Ah SB%intb raSh e SRP&HNRR  Feadable

mechag s de 6 ethtiose et dieyRs CopsTHiig th s BCENAth StamarkneAre Riiim 2 RFID tag, a
MICR Mibesetnctneosaaunk)iRibbgeneration mechanism comprises a liquid crystal

display (LCD) for displaying the security PIN. 7. The transaction

instrument of claim 2, wherein the security PIN generation mechanism _
13- cBniprised MedVigng makeiner s R eUIRmM RISArEAGing itk transaction
instrunzatsiritg PihodB:oMfpisiEnsaction instrument of claim 7, wherein the at

least ongifafe BerersaRlaRIREDANTSMdESElaREEPHPMNNR GERYRd party using a

qonsisttingnof' a ﬁmart ﬁhip a RF.ID.tagr and. combinations thereof. 9. The
transa(f‘ 1on instru en’[, ereln% e transactjon InNs Umer‘i%CO{né)nses. . . .
ransaction instrument of claim 1, wherein the transaction instrument is

selected Y 'group consisting of: credit cards, debit cards, automated
teller machame Ut Mjerdifylsg pimenieacandsfanprstatieg Vakhreigarasount information

associated with the transaction instrument;

an enhanced expiration date generation mechanism, wherein a new expiration date
is automatically generated at a predetermined interval for a predetermined duration of time, and
provided via the enhanced expiration date mechanism, and wherein the enhanced expiration date
generation mechanism is configured so as to be deactivated if fraudulent activity of the transaction
instrument is reported or detected such that new expiration dates are not issued and the transaction
instrument is allowed to expire at the end of the next predetermined interval; and

a security personal identification number (PIN) generation mechanism, wherein a
new security PIN is automatically generated at a predetermined interval and provided via the
security PIN generation mechanism;

providing financial account information associated with the transaction instrument
and transmitting the financial account information to a transaction facilitator service provider for

verification of the financial account information;
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10. The transaction instrument of claim 1, wherein the account identifying

mechanism comprises printed account information. 11. The transaction

instrument of claim 1, wherein the account identifying mechanism

comprises at least one machine readable mechanism. 12. The

transaction instrument of claim 11, wherein the at least one machine

readable mechanism is selected from the group consisting of: a magnetic

stripe, PEMERTRIBSH Y RINAFNENRERYIHE, sSHrEoRIDiNanethspaptanism and
transmitBngAtimaetbadifo P v avidiagremntance thsittitsity dovitia pnoialer asrsaationtation of the
ransadIRhLARRARtION instruments, the method comprising: initiating a

financial transaction between a first party and a second party using a _

transacﬁb%'ﬂi%%r&ﬂw%?ﬂ'f%ﬂ%r%%etﬂ%”gfﬁh%ga i’ié*heiﬁgﬁ%ﬂﬁ"e PR ARt peneration
mechagigrd podiyransmitting e sxedaierdénafiangaricsisanion fRailiovidangce provider for
authentib@itgiak arceaiien matighcasseeiated with the transaction instrument;

an enhaa[ﬂlﬁ?oqiﬁﬁ(g'{t?et%%?t{%%gggf?&%)ﬁ'tﬁl}%ﬂ@fﬁéﬁté’xnﬁ{ %‘u’érﬁw&%‘{l{i verified and

I at a predetermine

expiration date IS automatically generate interval for a

the trapaciiofbiRiBE T YIRS, and provided via the enhanced expiration
date mechanism, and wherein the enhanced expiration date generation

14.  Meehakis i AR RARarARd b serativalRddf vl |nbliastivids e financial

accourﬂjﬁf%”eﬁ%%“osf‘a'%?&E”%%ﬁﬁérﬁ%ﬂ%?%oﬂjgr% cedwel }ﬁ%"’},%%% RERLANAD PIN to
ates are not iIssued an e transaction instrument is allowed to expire a

authenfitatg i Bty eI P rdsmiinverineakAtionRgsed authenticaiion pigress.
personal identification number (PIN) generation mechanism, wherein a

15.  f¥ ﬁ?‘e%%#’ dﬁlrﬁl@%@{@@wmé\’s@&r}ﬁw_ﬁgg%tn@rghlriglqﬁgéﬁém&q iQE%rr\f%lured SO as
a

and provided via the security PIN generation. mechanism; o
© be BERRD P REF AR R REROA-SCBAEA IR e acggton based
authenfinaliRiBAtesAd transmitting the financial account information to a

transaction facilitator service provider for verification of the financial

16. aﬁ%j ‘#ﬁ‘étﬂbf@ r&] %‘Qrﬂ 13, Whereitp rtﬂ)é'qw'&gsécﬁ&? lfrqyﬂy\tg%n%@@gdbﬁ(om ethe group

_ security PIN generation mechanism and transmitting the security PIN to
consistifg LGN fachitAlof ety R BRBIRLP IS BathEIAtSh G theand stored value

cards. transaction instrument; providing an expiration date generated by
the enhanced expiration date generation mechanism and transmitting the

17. eﬁ?ﬁlr%“?nno{lj%pclté?nﬁl t Wl%‘&"é‘%“%@.é%%b“&%t?cf %ﬁ{\{lcgenpercvallﬂgﬁwf%(r)m rises ﬁt least one
_authentication of the transaction instrument; a authorizing the
maching e aNlerRSERRAUSN if the financial account information is verified and the

transaction instrument is authenticated. 14. The method of claim 13,

18.  WHRIRIBHDE Srangactipnviaslifeind SERASCOREMILI SRS RRBGRIsm is selected
ccount information. as a static. identifier to |nd|cehte |deﬂ%otf theaﬁﬁltCR line. and

a .
from- 2 FPAR o BE LRty P IRPES A5t E e e BB B thefirt Bt ia s
combingjigpk iBRieeftion-based authentication process.

19. The method of claim 13, wherein the security PIN generation mechanism comprises a

random number generator.

20. The method of claim 13, wherein the security PIN generation mechanism automatically
generates a new security PIN at a predetermined interval between about 60 seconds and seven
days.

21. The method of claim 13, wherein the security PIN generation mechanism comprises a liquid
crystal display (LCD) for displaying the security PIN.
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15. The method of claim 14, wherein the security PIN generation
mechanism is configured so as to be recognized as identifiable with the
financial account information by the synchronization-based authentication
process. 16. The method of claim 13, wherein the transaction instrument
is selected from the group consisting of: credit cards, debit cards,
automated teller machine (ATM) cards, and stored value cards. 17. The
method of claim 13, wherein the account identifying mechanism
22. CcOmaprisaschbieash asewhaeiinkereedaible N egharison. nk8hdrensetiod«af at least
one m&LRAIRR KhduerRiRiRGA I6anboRRJIRC BiRE g afble mechanism is.
selected from the group consisting of: a maghetic stripe, a smart chip, a
RFID tag, a MICR line, and combinations thereof. 19. The method of
23, cRaenmed)odeainid seeersty PENgentratiomasbioRaaRsiEbisomRstieaism is selected
from tH@B@APcBhRERY G BsFA4arch)a RreDtethad ebelaaidss waeein the
security PIN generation mechanism automatically generates a new
security PIN at a predetermined interval between about 60 seconds and
24 RGN F1°9Re Wethiicst SR 13 I SIRIRAFIRs &L i8It Present type
transagjieneratigephreelanienmieomprises a liquid crystal display (LCD) for
displaying the security PIN. 22. The method of claim 13, wherein the
curity PIN geperatipn mechanism comprises at least pne machine .
25 o e B3 855 g (s Qe ransacion.
and the|Angngigl aasevatinieematiRRadtd AecHRC RiearedtrasIaitae i dhfisinsgaction facilitator
servicesspledtied vicoapthe-gi-ealp densisting of: a smart chip, a RFID tag, and
combinations thereof. 24. The method of claim 13, wherein said financial
transaction is_a card not present type transaction via telephgne or the. .
26 i RO O B SPR T HEITR R TPLACID B dekreiotaciiator
serviceypraEiElanafiedaliprltrdasar nen-ahepih dittereigntaces brthae visatierkenepd of the
point-oB&aIrtiyiREN are transmitted to the transaction facilitator service provider
via a point-of-sale device. 26. The method of claim 25, wherein the
security PIN is transmitted to the transaction facilitator service provider _
27 iR alRy ECHR S0 BR e FEUIRE & dRENIEY IPRSATIANS (R Reffansaction
instrunpads ohtheypieincofasmaevice. 27. A system for providing enhanced
SeCUrit}’tﬁéhﬁé@iaﬁiabhﬁ&aﬁﬁcﬂmﬁélsﬂiﬂﬁ/ﬂ@ﬂ%%ﬁﬁaﬂ &Bﬁfﬂ;lmﬁméénﬁlﬁ@rﬁbéﬁt@mwith a
telecoSOMPLSING: ok transaction facilitator service provider central control
IN communication'with a telecommunication network;
wherein the transaction facilitator service provider central control includes a
processing system, at least one associated database, and an optional Interactive Voice Response
(IVR) unit; and
wherein said at least one associated database comprises account information and
expiration date generation information associated with identifiable transaction instruments for
verification and authentication of the transaction instruments;
and wherein when fraudulent activity relating to a particular transaction instrument is
reported or detected, new expiration dates are not issued and the transaction instrument is allowed

to expire at the end of the next predetermined interval.

28. The system of claim 27, wherein the processing system is in communication with at least one

Point-of-Sale (POS) device via the telecommunication network.

29. The system of claim 27, wherein the processing system is in communication with at least one

consumer personal computer via the telecommunication network.
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wherein the transaction facilitator service provider central control includes
a processing system, at least one associated database, and an optional
Interactive Voice Response (IVR) unit; and wherein said at least
one associated database comprises account information and expiration
date generation information associated with identifiable transaction
instruments for verification and authentication of the transaction
instruments; and wherein when fraudulent activity relating to a
30. partesttadtransaciaimmnsinierent iscepoytad dindetactednswioex pikatipriransaction

instrunfHESIRE SRRl EHRH RN the transaction instrument is allowed to expire at
the end of the next p re%itermlned interval. 28, The system of claim 27,

whereir & Brod d SARYAL RO Th MRS AL ORI RS fRREEUKePY Using a
transagigihipgifLBel(PBS) uégiganazcthe iTeeDaNMOMeasM network. 29. The
system @tglaisady7, wherein the processing system is in communication

Wit o L 00 RO PRSP IRERRl CAmRY B e SR ER MUIGR Rormaton

network. 30. A met Ing enhanced security to financial
associgigh WABiBRY "ﬂ’ﬁﬁﬁ"i’fh‘ﬁ?é‘t‘f%ﬂtlnstruments the method comprising:
initiatingua dianceal eritstiotioptb grnestic finstipanityramd @ee comoivpaatyation date

is autdﬁ%ﬂéh@t@%rﬁﬁ?éig@rhﬂ'%%F@E@Qﬁn‘ﬁ@@ﬁﬂi@r%ﬁfH@Q%ﬁ@H@t@rfﬂﬁ@HrB@f@hon of time, and

prowdec? ése Ha ﬁger ||5é’t|on date m%?h%ﬁ%%unt Ig e {h n:necnalglcggﬁ e>ﬁ)lrat|on date
providing nanC|a count Information assomate Wi e trans

generqmr@ﬁf@ﬁ@sm is confighrethRareds Bk pratiRiaats kel ariMechidhsrnsaction
instrunveéheieiaparteelvradgieatio sudatias e expmtital ygreneratedt ataed and the transaction

instrunfigdetaEninRgd é%?rré/ Q{ iy &H@QE&WMB%%QHWI@H Qﬁémﬁ* £Hd prowded
via the enha§1 ép ?tlon date mechanism, an gg/hereln ‘the enh

ced
expiratiBP YAty SRR, SRS JBL4 fghsacton nstmen
and trepsautivatderififeninl eatarivitpaiatientiams deneachesriamiaolssesgeetdyovider for
verifica@io Al ofeicdem Heed dbedunewrexpitaion dates are not issued and the
”ansaCtlc%vﬁHﬁEUal??%% t%@h%‘?éj JQn%%SRH@ & Eﬁbe&'ﬂgn%&h&&% on date generation

predetermined interval; and providing financial account
mec“%f&rﬁﬁ?uéﬁ%%%‘&l&tgﬁ \ﬁ?‘[ﬂrﬁﬁ'&rﬂﬁ@a@n&? iHeOATR: RRAEah SRYGR P Rdder for
authenfinatieiaf decoansaisiiormattionetd; atransaction facilitator service provider for

verificafésaﬂwévﬁzt#ﬂg fansiatRCERHBAIRSArBIaHBMinancial acdBRYIRIBERRARoN is verified
|rat|%n dattg rateqhbx hc? %nhanced expiration date generation
and the saction Ins agF iS a% ﬁ
mechanism and transmi ting the expiration date to the transaction
facilitator service provider for authentication of the transaction instrument;
31. ant method ofatidino A2inghenarfithanciaddcios éctioa ofstvei fanprogidd acesund financial
accouﬁpfmt% %‘é@&gﬁg @é\%ﬁ@ﬁ%\?ﬁ%&&'%%ﬁ}%’f@%@ M%ﬁ%@&p%ron date

oo e b e e =
|nd|cate |dent|ty of the flrst party and the expiration date to authentlcate

32. idestipetiotheffitsirnaty wikrisyhehsnnanatiopaaachadiregdigatiosh mechanism is

conflgL%gcgg‘Sas 3[8 EhF‘eEBq]H’z%Q %Ecﬁé’émw%]mé"%%eﬂﬁeﬂﬁﬁa%@l&ﬁ%%@&bﬁ%%&ﬂ%on by the

date generation mechanism is configured so as to be recognized as
Sy”Chrﬂigﬁlﬁﬁﬁﬁsﬁﬁtﬁufﬁ‘énﬂﬁ%lf?&gf%{:@ééunt information by the

synchronization-based authentication process.
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