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Collect device information of a device that bears 
an operation behavior according to information 

about the current operation behavior 

 

Acquire all user identity information of historical 
operation behaviors on the device within a preset time 

period prior to the current operation behavior 

 

Analyze a user identity analysis location represented 
in each piece of user identity information, and count 
the number of user identity analysis locations on the 

device in the time period 

 

Determine whether the current operation behavior has 
an account theft risk according to the number of user 
identity analysis locations on the device in the time 

period 

 FIG. 2 
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Device information collection module 

User information acquisition module 

 

User identity analysis module 

 

Account theft risk evaluation module 

 
FIG. 3 
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