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ACCESS RIGHT ESTIMATION APPARATUS AND ACCESS RIGHT ESTIMATION
PROGRAM

BACKGROUND
1. Technical Field

The present invention relates to an access right estimation apparatus and an
access right estimation program.
2. Related Art

Patent Literature 1 (JP-A-2011-013982) has an object to reduce the workload
of a system manager when integration or division of an organization or a group is
generated, and includes a file management apparatus that determines user's use
authority of information properties based on user's authentication information and an
authentication information providing apparatus that provides the user's authentication
information to the file management apparatus. The authentication information
providing apparatus provides the information related to an organization to which the
user belongs at present and the history information of at least one of the integration
and division of the organization to the file management apparatus. The file
management apparatus determines whether the user's use authority present or not
based on the provided information.

Patent Literature 2 (JP-A-2008-015615) has an object to provide an
information filter device and an information filter control method which reduce the
amount of labor for managing plural user IDs, and which shortens a period of time
required for the determination of access authority. The information filter is formed to
include: a database that stores a relational database and an XML database; a covert
channel analysis engine that analyzes cases in which permission is not given and
permission is given; an access matrix DB that stores an access matrix; a mask matrix
DB that stores a mask matrix; a permission change rule base that stores an access
rule; an inference engine that determines whether or not it is a covert channel
according to the access rule stored in the permission change rule base when an
access request is made; and an information filter unit that performs access control
and analysis control in response to an access request to the DB.

Patent Literature 3 (JP-A-2012-123163) has an object to provide an

information processing apparatus, a method, and a program which are capable of
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filtering confidential information included in voice and an image and are capable of
increasing determination accuracy of the confidential information. Patent Literature 3
provides an information processing apparatus that extracts a character string from an
image frame, converts voice data into a character string, determines whether or not
confidential information is included in the character strings, and disables viewing by
masking an image frame and/or voice data which include the confidential information.
In addition, the information processing apparatus updates a database that records a
character string, which has a possibility of co-occurrence of the confidential
information, and a co-occurrence rate of the confidential information of the character
string after associating the character string with the co-occurrence rate as
determination information to determine the confidential information on the basis of a
user's instruction.

In a technology according to the related art, in which an access right that is
set up for a new document is set up according to a unit of an organization to which a
user belongs or a place (directory) where the new document is stored, it is difficult to
set up an access right according to the content of a document.

In contrast, there exists a technology according to the related art in which an
access right range, which should be determined in advance, is set up according to
keywords included in a document in order to set up an access right according to the
content of the document. However, in such a method, it is necessary to determine
the association of an access right range which should be set as a keyword in advance,
and thus it is difficult to set an access right according to the content of the document

without requiring previous setting.

SUMMARY

An object of at least embodiments of the present invention is to provide an
access right estimation apparatus and an access right estimation program which
enable an access right range to be set up according to the content of a document
without determining a user who has access to each keyword included in the
document in advance.

[1] An aspect of the present invention provides an access right estimation
apparatus comprising: an extraction unit that extracts at least one first component

from a first object which forms a first document, an access right being set up for the
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first document; an association unit that associates the extracted first component with
access right information which indicates a user who is capable of accessing the first
component based on the access right which is set up for the first document; and an
access right estimation unit that estimates an access right that should be set up for a
second document, which includes at least one second component extracted from a
second object that forms the second document, an access right being not set up for
the second document, the access right estimation unit estimating the access right
based on the second component and the access right information which is associated
with the first component.

[2] It may be the access right estimation apparatus according to [1], wherein
the first and second objects include each page and a drawing of a document.

[3] It may be the access right estimation apparatus according to [1] or [2],
further comprising: an importance level estimation unit that estimates importance
levels of the respective second components extracted from the second object that
forms the second document, wherein the access right estimation unit estimates the
access right that should be set up for the second document using a first sum of the
importance levels of the second components estimated by the importance level
estimation unit.

[4] It may be the access right estimation apparatus according to [3], wherein
each of the first a components is a combination of words, each of the second
components is a combination of words, the access right estimation unit determines
access rights of a target user to the second components on the basis of the access
right information, wherein the access right estimation unit estimates whether or not an
access right of the target user should be set up for the second document by acquiring
a ratio of a second sum of importance levels of second components to which the
target user has the access rights to the first sum of the importance levels of the
second components.

[5] It may be the access right estimation apparatus according to [4], wherein
the extraction unit extracts the first and second components from the first and second
objects through morphological analysis.

[6] The access right estimation apparatus according to [1] or [2], wherein the
access right estimation unit performs machine learning using the first components of

the first document.



4

[7] It may be the access right estimation apparatus according to any one of [1]
to [6], further comprising: a notification unit that notifies a specified user of at least
one second component to which the specified user does not have the access right
when it is estimated that the access right of the specified user should not be set up for
the second document.

[8] It may be the access right estimation apparatus according to any one of [1]
to [6], wherein the access right estimation unit further estimates the access right
which should be set up for the first document, and the access right estimation
apparatus further comprises: a notification unit that notifies a specified user of the
access right of the specified user being currently not set up for the first document
when it is estimated the access right of the specified user should be newly set up for
the first document.

[9] It may be the access right estimation apparatus according to any one of [1]
to [6], wherein the access right estimation unit further estimates the access right
which should be set up for the first document, and the access right estimation
apparatus further comprises: a notification unit that that sends a caution when it is
estimated that the access right of a specified user should not be set up for the first
document.

[10] It may be the access right estimation apparatus according to any one of
[1] to [6], wherein the access right estimation unit, when one of the second
components which does not coincide with any one of the first components, (1)
excludes said one of the second components and estimates the access right based
on other second components or (2) terminates the estimation processing.

[11] It may be the access right estimation apparatus according to [10], further
comprising: a notification unit, wherein the access right estimation unit, when one of
the second components which does not coincide with any one of the first components,
causes the notification unit to notify that a new access right should be set up for the
second document.

[12] Another aspect of the present invention provides an access right
estimation program causing a computer to function as: an extraction unit that extracts
at least one first component from a first object which forms a first document, an
access right being set up for the first document; an association unit that associates

the extracted first component with access right information which indicates a user who
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is capable of accessing the first component based on the access right which is set up
for the first document; and an access right estimation unit that estimates an access
right that should be set up for a second document, which includes at least one second
component extracted from a second object that forms the second document, an
access right being not set up for the second document, the access right estimation
unit estimating the access right based on the second component and the access right
information which is associated with the first component.

According to an information processing apparatus of [1], it is possible to set
up an access right range according to the content of a document without determining
a user who has access to each keyword included in the document in advance.

According to an access right estimation apparatus of [2], it is possible to
estimate the setting of an access right which is more accurate and appropriate,
compared to a case in which only the text of a document is set for a subject.

According to an access right estimation apparatus of [3], it is possible to
prevent an access right from being denied due to components which are of little
importance.

According to an access right estimation apparatus of [4], it is possible to
prevent an access right from being denied due to a combination of words which are of
little importance.

According to an access right estimation apparatus of [5], it is possible to
perform weighting evaluation, such as scoring based on a word appearance
frequency, by performing morphological analysis, and thus it is possible to estimate
the setting range of an access right which is more accurate and appropriate,
compared to related art in which an access right is set up simply based on whether or
not a keyword is included.

According to an access right estimation apparatus of [6], the user may not
determine an access right setting condition in advance, with the result that access
right setting for a new document is simple, and thus it is possible to increase
estimation accuracy.

According to an access right estimation apparatus of [7], an opportunity for
correcting a document is provided such that a specified user can access a second
document, and thus it is possible to support acceleration of more appropriate

document sharing, compared to a case in which such an opportunity is not provided
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and a document, which should be shared, is left without being shared.

According to an access right estimation apparatus of [8], it is possible to
support acceleration of information sharing in a document sharing system.

According to an access right estimation apparatus of [9], it is possible to
prevent confidential information from leaking.

According to an access right estimation apparatus of [10] or [11], it is possible
to notify of a more accurate access right range.

According to an information processing program of [12], it is possible to set up
an access right range according to the content of a document without determining a

user who has access to each keyword included in the document in advance.

BRIEF DESCRIPTION OF THE DRAWINGS

Exemplary embodiment(s) of the present invention will be described in detail
based on the following figures, wherein

Fig. 1 is conceptual module configuration diagram illustrating an example of a
configuration according to an embodiment;

Fig. 2 is an explanatory diagram illustrating an example of the configuration of
a system according to the embodiment;

Fig. 3 is a flowchart illustrating an example of a process according to the
embodiment;

Fig. 4 is a flowchart illustrating an example of a process according to the
embodiment;

Fig. 5 is an explanatory diagram illustrating an example of a process
according to the embodiment;

Fig. 6 is an explanatory diagram illustrating an example of the data structure
of an access right table;

Fig. 7 is an explanatory diagram illustrating an example of a process
according to the embodiment;

Figs. 8A to 8D are explanatory diagrams illustrating examples of the data
structure of a co-occurrence table;

Fig. 9 is an explanatory diagram illustrating an example of the data structure
of a word combination appearance table;

Fig. 10 is an explanatory diagram illustrating an example of the data structure
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of a word combination and access right user table; and
Fig. 11 is a block diagram illustrating an example of the configuration of the

hardware of a computer which realizes the embodiment.

DETAILED DESCRIPTION

Hereinafter, exemplary embodiment(s) realizing the present invention will be
described with reference to the accompanying drawings.

Fig. 1 is a conceptual module configuration diagram illustrating an example of
a configuration according to the embodiment.

Meanwhile, a module generally indicates a component, such as logically
separable software (computer program) or hardware. Therefore, a module in the
embodiment indicates a module in a hardware configuration in addition to a module in
a computer program. Therefore, in the embodiment, a computer program (a
program causing a computer to execute each procedure, a program causing a
computer to function as each unit, and a program causing a computer to realize each
function), a system, and a method which are caused to function as modules are
described. However, although “store”, “cause to store”, and expressions equivalent
thereto are used for convenience of explanation, theses expressions mean “cause a
storage device to store”, or “perform control to cause a storage device to store” when
the embodiment is a computer program. In addition, a module may correspond to a
function one-to-one. However, in the implementation, a single module may be
formed by a single program, plural modules may be formed by a single program, and,
on the contrary, a single module may be formed by plural programs. In addition, the
plural module may be executed by a single computer, or a single module may be
executed by plural computers using computers in a distributed or parallel environment.
Meanwhile, a single module may include another module. In addition, hereinafter,
“connection” is used for a case of logical connection (data transmission and reception,
instruction, reference relationship between data, or the like) in addition to physical
connection. “Determined in advance” means “determined before a process which is
a subject is performed”, and is used while also meaning determined according to a
situation and a state at that time or according to a situation and a state until that time
before a process according to the embodiment starts, and before a process which is a

subject is performed even after the process according to the embodiment starts.
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When there are plural “values which are determined in advance”, the values may be
different from each other, or two or more values (it is apparent that all the values may
be included) may be the same. In addition, description which has a meaning of “in a
case of A, B is performed” is used to mean, “determine whether or not A occurs, and
B is performed when it is determined that A occurs”. However, a case in which it is
not necessary to determine whether or not it is an A is excluded.

In addition, a system or an apparatus is formed in such a way that plural
computers, hardware, apparatuses, or the like are connected through communication
means, such as a network (including communication in one-to-one connection), and
there is a case in which the system or the apparatus is realized using a single
computer, hardware, an apparatus, or the like. The “apparatus” and the “system” are
used as synonymous terms with each other. It is apparent that the “system” does
not include only a “social mechanism” (social system) which is human determination.

In addition, information, which is a subject, is read from the storage device for
each process, which is performed by each module, or for respective processes when
the plural processes are performed in a module. After a process is performed, the
result of the process is written into the storage device. Therefore, there is a case in
which descriptions of reading from the storage device before a process is performed
and description of writing into the storage device after a process is performed are
omitted. Meanwhile, here, the storage device may include hard disk, a Random
Access Memory (RAM), an external storage medium, a storage device through a
communication line, a register in a Central Processing Unit (CPU), and the like.

An access right estimation apparatus 100 according to the embodiment
estimates an access right to be recommended when an access right is given to a
document, and includes a document storage module 110, a document access right
storage module 120, a component disassembling A module 130, a component access
right setting module 140, a new document receiving module 150, a component
disassembling B module 160, a new document component access right verification
module 170, and an access right range notifying module 180, as illustrated in Fig. 1.

Generally, in order for a user to enable a specific person to have access to a
certain document, a person who has access to the document should check the
content and set up an access right.

In the embodiment, based on a document, which is registered in advance and
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in which an access right is set up, the relationship between the content thereof and a
user, to which the access right is permitted, is extracted. An access right range is
acquired based on the content of a document to be newly registered using the
relationship, and the user is notified of the access right range.

The document storage module 110 is connected to the component
disassembling A module 130. The document storage module 110 stores an existing
document group. Meanwhile, a document mainly includes text data, electronic data
(also called a file), such as figures, images, video, and voice, depending on the
situation, and the combinations thereof. The document is a subject to be stored,
edited, or searched. The document is capable of being converted between systems
or users as an individual unit, and includes similar things thereto. More specifically,
the document includes a document, a Web page, or the like which is prepared by a
document preparing program.

The document access right storage module 120 is connected to the
component access right setting module 140. The document access right storage
module 120 stores an access right for an existing document. A data structure, which
indicates an access right for a document, includes, for example, an access control
matrix, an access control list, capability, and the like. Meanwhile, the access control
matrix is a list which is acquired by associating a user and a document and which
enumerates operations, permitted to be performed for the document by the user, on
entries determined by the user and the document. The access control list is a list of
users who access the document and operations which are permitted for the users
with the access control list being determined for each document. The capability is
determined for a user and includes a pair of a document, which is accessed by the
user, and an operation which is permitted for the document. Here, the user may
include a group which includes plural users.

The component disassembling A module 130 is connected to the document
storage module 110 and the component access right setting module 140. The
component disassembling A module 130 performs disassembling into components.
The component disassembling A module 130 extracts at least one first component
from an object which forms a first document for which an access right is set up.

In addition, the component disassembling A module 130 may extract the

component from the object through morphological analysis.
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More specifically, the component disassembling A module 130 disassembles
the object of the document into components. The object includes, for example, a
sentence in the document, each page of the document, a drawing (which may include
a table, a photograph, or the like) included in the document, and the like. In addition,
the components are acquired by disassembling the object. For example,
components, which are acquired through morphological analysis or the like, include,
for example, a set of words of text in the document, and co-occurrence of plural (for
example, two) words in each sentence of the text in the document. Meanwhile, there
is a case in which a component is the object itself.

The component access right setting module 140 is connected to the
document access right storage module 120, the component disassembling A module
130, and the new document component access right verification module 170. The
component access right setting module 140 sets up an access right for a component.
The component access right setting module 140 associates a first component, which
is extracted by the component disassembling A module 130, with access right
information, which indicates a user who is capable of accessing the first component,
based on the access right which is set up for the first document.

More specifically, the component access right setting module 140 sets up a
list of users who have access to each component based on an access right which is
added in advance to the document to which the component belongs.

The new document receiving module 150 is connected to the component
disassembling B module 160. The new document receiving module 150 receives a
new document. Here, the new document is a document which is in a state in which
an access right has not yet been set up and to which the access right should be given.

The component disassembling B module 160 is connected to the new
document receiving module 150 and the new document component access right
verification module 170. The component disassembling B module 160 performs
disassembling into components. Although the component disassembling B module
160 has a different processing subject, the component disassembling B module 160
performs a process which is equivalent to the process performed by the above-
described component disassembling A module 130.

The new document component access right verification module 170 is

connected to the component access right setting module 140, the component
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disassembling B module 160, and the access right range notifying module 180. The
new document component access right verification module 170 verifies an access
right for the components of the new document. The new document component
access right verification module 170 estimates an access right which should be set up
for a second document based on at least one second component, which is extracted
from an object that forms the second document for which an access right is not set up,
and access right information which is associated with the first component.

More specifically, the new document component access right verification
module 170 verifies settings, which are the results of processes performed by the
component access right setting module 140, for the respective components of the
new document, and acquires access rights thereof. Further, the new document
component access right verification module 170 acquires an access right range to the
whole document based on the access rights for the respective components of the new
document.

In addition, the new document component access right verification module
170 may estimate importance levels of the respective second components extracted
from the object that forms the second document. Further, the access right that
should be set up for the second document may be estimated using a sum of the
importance levels of the second components.

In addition, the new document component access right verification module
170 may estimate whether or not an access right of a target user should be set up for
the second document by acquiring a ratio of a sum of the importance levels of second
components to which the target user has the access rights to the sum of the
importance levels of the second components.

In addition, the new document component access right verification module
170 may perform machine learning using the first components of the first document.

In addition, the new document component access right verification module
170 may further estimate the access right (a new access right) which should be set up
for the first document.

In addition, when one of the second components which does not coincide with
any one of the first components is included in the second component, the new
document component access right verification module 170 (1) may exclude said one

of the second components and estimates the access right based on other second
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components, or (2) may terminate the estimation processing.

In addition, the new document component access right verification module
170, when one of the second components which does not coincide with any one of
the first components, may cause the access right range notifying module 180 to notify
that a new access right should be set up for the second document.

The access right range notifying module 180 is connected to the new
document component access right verification module 170. The access right range
notifying module 180 notifies a user of the access right range of the new document
which is received by the new document receiving module 150. The notification may
be performed through display on a display apparatus, such as a liquid crystal display,
may be performed through the output of voice using a speaker or the like, or may be
performed through the combination thereof. Further, an access right may be set up
for a document through an operation performed by a user using a mouse, a keyboard,
a touch panel, a voice, one’s eyes, a gesture, or the like. In addition, an access right
may be set up for a document according to the result of the process performed by the
new document component access right verification module 170 without providing a
notification to the user.

In addition, when it is estimated that an access right of a specified user
should not be set up for the a second document, the access right range notifying
module 180 notifies the specified user of at least one second component to which the
specified user does not have the access right

In addition, when the new document component access right verification
module 170 estimates the access right which should be set up for the first document
and when it is estimated the access right of a specified user should be set up for the
first document the first document, the access right range notifying module 180 may
notifies the specified user of the access right of the specified user being currently not
set up for the first document.

In addition, when the new document component access right verification
module 170 estimates the access right which should be set up for the first document
and when it is estimated that the access right of a specified user should not be set up
for the first document, the access right range notifying module 180 may send a
caution.

Fig. 2 is an explanatory diagram illustrating an example of the configuration of
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a system according to the embodiment.

The access right estimation apparatus 100, a user terminal 210A, a user
terminal 210B, and a document management apparatus 250 are connected to each
other through a communication line 290. The communication line 290 may be a
wireless line, a wired line, or the combination thereof. @ For example, the
communication line 290 may be the Internet, Intranet, or the like as a communication
infrastructure.  The document management apparatus 250 may manage the
document, and may include the document storage module 110 and the document
access right storage module 120. The access right estimation apparatus 100 may
perform processes using the document storage module 110 and the document access
right storage module 120 in the document management apparatus 250. In addition,
the access right estimation apparatus 100 may be included in the document
management apparatus 250. In addition, functions, which are performed by the
access right estimation apparatus 100 and the document management apparatus 250,
may be realized as a cloud service.

The user terminal 210 prepares a document and sets up an access right
through an operation performed by the user, and a personal computer corresponds
thereto. Further, when an access right is set up for a document, a process of setting
up an access right is performed by receiving a support provided by the access right
estimation apparatus 100.

Fig. 3 is a flowchart illustrating an example of a process according to the
embodiment.

In step S302, the component disassembling A module 130 extracts an
existing document group from the document storage module 110. A document to be
extracted may be a whole document in the document storage module 110, or a
document, which is relevant to a user who tries to give an access right to the
document received by the new document receiving module 150, may be extracted.
For example, the document may include a document to be extracted may be a
document, which is prepared by a member of a group or an organization to which the
user belongs, or a document in which an access right is given to the member. In
addition, the document may include a document, which is prepared by a person who
exchanges a message with the user using electronic mail or the like, or a document in

which an access right is given to the person.
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In step S304, the component disassembling A module 130 disassembles
each document into components, and generates a list of documents which include the
respective components.

The component disassembling A module 130 disassembles each sentence of
the text of a document into words. Here, division into words is performed using a
technology, such as morphological analysis.

Subsequently, a combination of arbitrary two words is generated in each
sentence.

Further, a list of documents, in which the combinations of the two words are
included, is generated.

In step S306, the component access right setting module 140 verifies the
access right from the document access right storage module 120 for each document,
and extracts access rights from the list of documents generated in step S304.
Therefore, the combinations of two words are associated with the access rights.

In step S308, the component access right setting module 140 stores the
access rights for the components. A table, in which the combinations of two words
are associated with the access rights, is stored for a process of a flowchart in an
example in Fig. 4.

The process of a flowchart in the example in Fig. 3 may be performed in
advance for the process (batch processing) of the flowchart in the example in Fig. 4.

Fig. 4 is a flowchart illustrating the example of the process according to the
embodiment.

In step S402, the new document receiving module 150 receives a new
document. The document is a document of a subject to which an access right is
given.

In step S404, the component disassembling B module 160 disassembles the
document into components, and performs the same process as in step S304. That
is, the component disassembling B module 160 disassembles each sentence into
words using a technology such as morphological analysis, and generates
combinations of two arbitrary words in each sentence.

In step S406, the new document component access right verification module
170 verifies the access rights to the respective components using the access rights

corresponding to the components which are stored in step S308. That is, the



15

candidates of an access right to the document, which is a subject, are extracted using
an access right to a document including the same components as the components in
the document (document which is received in step S402) which is the subject.

In step S408, the access right range notifying module 180 sends a notification
of the access rights to the whole document based on the access rights of the
respective components.

In the embodiment, in the document management apparatus 250 in which
plural users share a document, an access right to a document, which is set up in the
past, is associated with the content of the document, and an access right which
should be given to a specified document (a document which is received by the new
document receiving module 150) is estimated.

Here, in order to understand the content of the document, an object, which is
the component (or a subset thereof may be included) of the document, is set to a
subject. Here, as described above, the component of the document includes, for
example, each page of the document, a drawing included in the document, words of
text in the document, co-occurrence of two words in each sentence of the text in the
document, or the like.

Hereinafter, the co-occurrence of two words in each sentence of the text will
be described as an example of the component of the document.

In step S302, the component disassembling A module 130 extracts a

document 1, a document 2, and a document 3 as illustrated in an example in Fig. 5.

The document content 510 of the document 1 is as below.
With regard to cooperative work with company A
1. Put forward with technical partnership with company A

2. Develop a new product with company A

The document content 520 of the document 2 is as below.
With regard to technical partnership with company A

Disclose information relevant to technology B to company A

The document content 530 of the document 3 is as below.

With regard to the development of a new product with company A
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Share market analysis with company A

In addition, an access right table 600 with regard to each document is
extracted. That is, as shown in the access right table 600, it is assumed that an
access right is given to two users (user A and user B). Fig. 6 is an explanatory
diagram illustrating an example of the data structure of the access right table 600.
The access right table 600 includes a user A section 612 and a user B section 614 in
the row direction, and includes a document 1 section 622, a document 2 section 624,
and a document 3 section 626 in the column direction. In an entry, which is
determined by a user and a document, in the access right table 600, information
which indicates that “there is an access right (“0” in the example in Fig. 6)” or “there is
no access right (“x” in the example in Fig. 6)” is stored.

In step S402, the new document receiving module 150 receives a new
document 4, and shows, for example, a case in which a user newly prepares the
document 4 as illustrated in an example in Fig. 7 and determines a range of users to

which an access right for the document 4 may be permitted.

The document content 740 of the document 4 is as below.
With regard to the development of a new product with company A

Put forward with preparation prior to disclosure of technology B to company A

In step S304, the component disassembling A module 130 generates a co-
occurrence table 810 for the document 1, a co-occurrence table 820 for the document
2, and a co-occurrence table 830 for the document 3, as illustrated in the examples of
Figs. 8A to 8C. Further, in step S404, the component disassembling B module 160
generates a co-occurrence table 840 for the document 4, as illustrated in an example
in Fig. 8D.

Here, an unimportant word is excluded from sorting. Further, it is possible to
evaluate the importance level of a word through scoring based on the frequency of
appearance of a word such as tf-idf.

And, some words are acquired through normalization of the morphological
analysis.

Fig. 8A is an explanatory diagram illustrating an example of the data structure
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of the co-occurrence table 810 which indicates the result of a process performed on
the document content 510.

The co-occurrence table 810 includes a sorting word section 812 and a word
combination section 814. The sorting word section 812 stores words acquired from
the document content 510 through sorting. The word combination section 814 stores
combinations of the words. The row corresponds to a sentence.

More specifically, the co-occurrence table 810 shows that the component
disassembling A module 130 generates a single combination “company A-cooperation
work” based on two words “company A” and “cooperation work” of a first sentence in
the sorting word section 812, generates a single combination “company A-technical
partnership” based on two words “company A” and “technical partnership” of a second

sentence, and generates three combinations “company A-new product”, “company A-
develop”, and “new product-develop” based on three words “company A”, “new
product”, and “develop” of a third sentence.

Fig. 8B is an explanatory diagram illustrating an example of the data structure
of the co-occurrence table 820 which indicates the results of a process performed on
the document content 520.

The co-occurrence table 820 includes a sorting word section 822 and a word
combination section 824. The co-occurrence table 820 has a data structure which is
equivalent to the co-occurrence table 810.

More specifically, the co-occurrence table 820 shows that the component
disassembling A module 130 generates a single combination “company A-technical
partnership” based on two words “company A” and “technical partnership” in a first
sentence in the sorting word section 822, and generates three combinations
“‘company A-technology B”, “company A-disclose”, and “technology B-disclose” based
on three words “company A”, “technology B”, and “disclose” in a second sentence.

Fig. 8C is an explanatory diagram illustrating an example of the data structure
of the co-occurrence table 830 which indicates the results of a process performed on
the document content 530.

The co-occurrence table 830 includes a sorting word section 832 and a word
combination section 834. The co-occurrence table 830 has a data structure which is
equivalent to the co-occurrence table 810.

More specifically, the co-occurrence table 830 shows that the component
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disassembling A module 130 generates three combinations “company A-new product”,
“‘company A-develop”, and “new product-develop” based on three words “company A”,
‘new product”, and “develop” (which is normalized from “development”) in a first
sentence in the sorting word section 832, and generates three combinations
“‘company A-market analysis”, “company A-share”, and “market analysis-share” based
on three words “company A”, “market analysis”, and “share” in the second sentence.

Fig. 8D is an explanatory diagram illustrating an example of the data structure
of the co-occurrence table 840 which indicates the results of a process performed on
the document content 740.

The co-occurrence table 840 includes a sorting word section 842 and a word
combination section 844. The co-occurrence table 840 has a data structure which is
equivalent to the co-occurrence table 810.

More specifically, the co-occurrence table 840 shows that the component
disassembling B module 160 generates three combinations “company A-new product”,
“‘company A-develop”, and “new product-develop” based on three words “company A”,
“‘new product”, and “develop” (which is normalized from “development”) of a first
sentence in the sorting word section 842, and generates three combinations
“‘company A-technology B”, “company A-disclose”, and “technology B-disclose” based
on three words “company A”, “technology B”, and “disclose” (which is normalized from
“disclosure”) in the second sentence.

With regard to the document 1, the document 2, the document 3, and the
document 4, it is possible to express a document in which each combination of two
words appears as a word combination appearance table 900 which is illustrated in an
example in Fig. 9. Fig. 9 is an explanatory diagram illustrating an example of the
data structure of the word combination appearance table 900. The word
combination appearance table 900 includes a word combination section 910, a
document 1 section 920, a document 2 section 930, a document 3 section 940, and a
document 4 section 950.

The word combination section 910 stores word combinations which are
generated based on the word combination section 814, the word combination section
824, the word combination section 834 and the word combination section 844, and
which are acquired by extracting the word combinations (only one combination is

extracted from among repeated combinations) from the respective columns. The
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document 1 section 920 stores information which indicates whether or not the word
combination is included in the document 1. The document 2 section 930 stores
information which indicates whether or not the word combination is included in the
document 2. The document 3 section 940 stores information which indicates
whether or not the word combination is included in the document 3. The document 4
section 950 stores information which indicates whether or not the word combination is
included in the document 4.

Here, an access right for each of the users of the existing document, the
document 1, the document 2, and the document 3 are shown in the access right table
600 which is illustrated in the example in Fig. 6. Further, it is possible to consider
that the access right indicates a person who may understand the content for which
each combination of the two words stands. That is, the user A may understand the
union of the combinations of words of the document 1 and the word combination of
the document 2, and the user B may understand the union of the combinations of
words of the document 1 and the combinations of words of the document 3.

When the word combination which may be known to each user is made into a
table, the table is illustrated as in an example in Fig. 10. Fig. 10 is an explanatory
diagram illustrating an example of the data structure of a word combination and
access right user table 1000. The word combination and access right user table
1000 includes a word combination section 1010, a user A section 1020, a user B
section 1030, and a document 4 section 1040.

The word combination section 1010 stores word combinations and is
equivalent to the word combination section 910 of the word combination appearance
table 900. The user A section 1020 stores information (information which indicates
whether or not the word combination may be known to the user A) which indicates
whether or not the user A has an access right to a document in which the word
combination is included. The user B section 1030 stores information (information
which indicates whether or not the word combination may be known to the user B)
which indicates whether or not the user B has an access right to a document in which
the word combination is included. The document 4 section 1040 stores information
which indicates whether or the word combination is included in the document 4.

Here, it is possible to consider that a user who does not have some access

rights with regard to combinations of words included in the document 4 should be not
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able to access the content of the document 4.

Here, for example, a user who has at least one combination of words as
described above is excluded, and remaining users (only the user A in the example)
are set as users for whom it is estimated access may be permitted.

Further, in order to prevent an access right from not being permitted due to an
unimportant combination of words, degrees for determining whether or not an access
right may be given, may be estimated.

With regard to the degree, the estimated value of the degree, in which access
may be permitted, is set by estimating the importance levels of the combinations of
words are estimated based on, for example, the tfiidf values of the words, and
acquiring a ratio of the sum of the importance levels of the respective combinations of
words which appear in the subject document to the sum of the importance levels of
the combinations of words in which the access rights thereof are included in the
watching user.

When the importance levels of the combinations of words are as below:

company A-new product: 0.3

company A-develop: 0.2

new product-develop: 0.1

company A-technology B: 0.1

company A-disclose: 0.1

technology B-disclose: 0.4.

An estimated value of a degree, in which access to the document 4 may be
permitted to the user A, is acquired as below:

(0.3+0.2+0.1+0.1+0.1+0.4)/(0.3+0.2+0.1+0.1+0.1+0.4)=1.0

An estimated value of a degree, in which the access to the document 4 may

be permitted to the user B, is acquired as below:
(0.3+0.2+0.1)/(0.3+0.2+0.1+0.1+0.1+0.4)=0.5

Further, the training of the machine learning is performed by setting a
document, to which access right is given, to a positive example and setting a
document, to which access right is not given, to a negative example for each user
while using the combinations of words as features, and an estimated value for the
new document may be set to the estimated value of the degree in which the access

right may be permitted.
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The access right range notifying module 180 supports access right setting
based on content by sending a notification about a user for whom it is estimated that
access may be permitted or the estimated value of the degree in which the access
right may be permitted, to the user. The estimated user and the estimated value are
acquired in the above-described process.

Each page of the document may be used as the component of a document.

For example, in presentation materials or the like, which are documents, there
are many cases in which editing (page copying or the like) is performed in a page as
a unit, and thus each page may be used as a component. That is, instead of the
above-described combinations of words, the page of a document may be used.

In this case, each document is analyzed in order to determine whether or not
a page is included therein, and a table which is equivalent to the word combination
appearance table 900 illustrated in the example in Fig. 9 is prepared. Here, when it
is determined whether or not a certain page is included in a document, the
determination may be performed based on the degree of similarity between images
as images acquired when each page is printed out. An existing technology may be
used for the determination of the degree of similarity between the images. For
example, an exclusive OR (EOR) operation is performed between two images.
When the number of remaining pixels is small, it may be determined that the degree
of similarity is high. In addition, in that case, the determination may be performed by
generating the images excepting a page number, header, footer, or the like.

Drawings in the document may be used as the component of the document.

There is a case in which image data (drawing), such as photo data in an
album or a graph in an office document, is important in determining an access right to
afile. Further, there are many cases in which editing (image data copying or the like)
is performed in an image data unit, and thus the image data may be used as a
component. That is, a drawing in a document may be used instead of the above-
described combinations of words.

In this case, each document is analyzed to determine whether or not certain
image data is included therein, and a table which is equivalent to the word
combination appearance table 900 illustrated in the example in Fig. 9 is prepared.
An existing technology may be used for determination of the similarity between image

data.
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Here, there is a case in which operations of enlarging, reducing, and
compressing the image data are performed. Therefore, when determination whether
or not to include certain image data in a document is performed, the determination
may be performed by taking the operations into consideration. For example, the
determination may be performed after generating original image data by performing a
reverse process of the operation for the image data using operation history.

The words of text of a document may be used as the component of the
document.

When words are used without using co-occurrence of the words, it is
determined whether or not each document includes each word, and a table which is
equivalent to the word combination appearance table 900 illustrated in the example in
Fig. 9 is prepared.

Plural types of combinations of components may be used.

A process may be performed using both character information, such as words,
and image data, such as graphs, as the components of a document.

In this case, an estimated value of a degree, in which an access right for the
document may be permitted, may be acquired using a method of taking a weighted
average for the estimated value of the degree, in which the access right may be
permitted for each component, by using a preset ratio.

Further, training may be performed using each component as the feature of
machine learning.

When a notification is sent that the specified user is included in an access
right range according to the embodiment for a specified document, a notification of a
component of a document which the specified user should not access may be
provided. In this case, when the document is corrected such that the specified user
is capable of accessing the document, a notification of content which should be
corrected is provided. Here, correction includes, for example, unprintable words (for
example, “XXX” or the like), conversion into the first letter (for example, “Mr. Smith” is
converted into “Mr. S”), elimination of the component, or the like, and thus the
correction may be performed on the document.

With regard to a certain existing document, acceleration of information
sharing may be supported in the document management apparatus 250, which

shares documents by searching for a document for which a narrower access right
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than necessary is set up and providing a notification that the narrower access right
than necessary is set up to the user. That is, the new document, for which the
access right is not given, is not set as a subject and a document to which the access
right is previously given is set as a subject.

The document management apparatus 250 selects a document in the
document storage module 110, and sends a notification of an access right range
according to the embodiment. When the notified access right range is sufficiently
wide compared to an access right range which is given to the document in advance, a
notification that the access right range is sufficiently wide may be sent to the user.

With regard to a certain existing document, the fact that an access right is
given to a user for whom the access right should not be given may be found, and thus
prevention of the leakage of confidential information may be supported. That is, a
new document, to which an access right is not given, is not set as a subject but a
document to which the access right is previously given is set as a subject.

When a word combination access right user table 1000, which is illustrated in
an example in Fig. 10, is prepared, realization is possible by entering the number of
documents into an entry value of the word combination access right user table 1000.
The word combination access right user table 1000 indicates the number of
documents for which a certain user has an access right for a certain component.
Here, with regard to a component, in which the number of documents (or a
percentage of the number of documents in the number of total documents (the
number of documents in a document group which is determined in advance)) ‘is
smaller than a threshold which is determined in advance, there is a high possibility
that an access right is given falsely. It is designated that there is a possibility that
incorrect access right setting is performed by sending a notification of a document
which includes such a component.

In the embodiment, a notified access right range with regard to a document,
including a component which has not appeared in the past, is 0 user, and therefore is
not a preferable operation. The component which has not appeared in the past may
be excluded from the “verify the access right of each component” (step S406 of the
flowchart illustrated in the example in Fig. 4) in the flowchart. In addition, when the
number of components (or a percentage of the number of total components in the

document), which has not appeared in the past, is larger than the threshold which is
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determined in advance, an access right estimation which will not be given may be
notified to the user.

Meanwhile, the hardware configuration of a computer, in which a program
according to the embodiment is executed, includes a general computer as illustrated
in Fig. 11, and, more specifically, includes a computer which may function as a
personal computer and a server. That is, as a specific example, a CPU 1101 is used
as a processing unit (operating unit), and a RAM 1102, ROM 1103, and an HD 1104
are used as storage devices. For example, a hard disk Solid State Drive (SSD) may
be used as the HD 1104. The computer includes the CUP 1101 that executes
programs, such as the component disassembling A module 130, the component
access right setting module 140, the new document receiving module 150, the
component disassembling B module 160, the new document component access right
verification module 170 and the access right range notifying module 180, the RAM
1102 that stores the programs or data, the ROM 1103 that stores a program or the
like for driving the computer, the HD 1104 that is an auxiliary storage device (which
may be a flash memory or the like) which functions as the document storage module
110 or the document access right storage module 120, a reception device 1106 that
receives data based on an operation performed on a keyboard, a mouse, a touch
panel, a microphone or the like by a user, an output device 1105, such as a CRT, a
liquid crystal display or a speaker, a communication line interface 1107 that is
connected to a communication network, such as a network interface card, and a bus
1108 which connects the devices to exchange data. Plural computers may be
connected to each other through a network.

With regard to the hardware configuration, which is realized by a computer
program, in the above-described embodiment, a system which has the hardware
configuration is caused to read the computer program which is software, and software
resources cooperate with hardware resources, thereby realizing the above-described
embodiment.

Meanwhile, the hardware configuration illustrated in Fig. 11 shows an
example of a single configuration. The embodiment is not limited to the configuration
illustrated in Fig. 11, and a configuration, which enables a module described in the
embodiment to be executed, may be used. For example, some modules may

include dedicated hardware (for example, Application Specific Integrated Circuit
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(ASIC) or the like), and some modules may be included in an external system and
may be connected by a communication line. Further, plural systems illustrated in Fig.
11 may be connected to each other through the communication line, and may
cooperatively operate with each other. More specifically, in addition to a personal
computer, the systems may be embedded into a mobile information communication
device (which includes a mobile phone, a smart phone, a mobile device, a wearable
computer, or the like), an information appliance, a robot, a copy machine, a facsimile,
a scanner, a printer, a multifunction printer (an image processing apparatus which has
two or more functions of a scanner, a printer, a copy machine, a facsimile, and the
like), or the like.

Candidates to be provided for each of a reading right, a rewriting right, an
elimination right, and the like as the access right may be extracted.

In addition, in the description of the above-described embodiment, when a

LT

value which is determined in advance is compared, “equal to or greater than”, “equal
to or less than”, “greater than”, and “less (under) than” may be “greater than”, “less
(under) than”, “equal to or greater than”, and “equal to or less than”, respectively,
unless contradiction occurs in the combination thereof.

Meanwhile, the described program may be stored in a recording medium, and
the program may be provided by communication means. In this case, for example,
the described program may be perceived as the invention of a “computer-readable
recording medium which records a program”.

The “computer-readable recording medium which records a program”
indicates a computer-readable recording medium in which a program is recorded and
which is used to install, execute, and distribute the program.

Meanwhile, the recording medium includes, for example, “a DVD-R, a DVD-
RW, a DVD-RAM, or the like” which is a Digital Versatile Disk (DVD) and is a standard
allocated in a DVD forum, “a DVD+R, a DVD+RW, or the like” which is a standard
allocated in DVD+RW, a Compact disc (CD), such as a read only memory (CD-ROM),
a CD recordable (CD-R) and a CD-Rewritable (CD-RW), a Blu-ray (registered
trademark) Disc, a Magneto-Optical (MO) disk, a Flexible Disk (FD), a magnetic tape,
a hard disk, a Read Only Memory (ROM), an Electrically Erasable Programmable
Read-Only Memory (EEPROM (registered trademark)), a flash memory, a Random
Access Memory (RAM), a Securing Digital (SD) memory card, and the like.
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Further, the program or a part thereof may be recorded in the recording
medium, and then be preserved or distributed. In addition, according to
communication, the program may be transmitted using a transmission medium, such
as wired network, a wireless communication network, or the combination thereof,
which is used for, for example, a Local Area Network (LAN), a Metropolitan Area
Network (MAN), a Wide Area Network (WAN), the Internet, the Intranet, an extranet,
or the like. In addition, the program may be carried on a carrier wave.

Further, the program may be a part of another program or may be recorded in
a recording medium together with an individual program. In addition, the program
may be divided and recorded in plural recording media. In addition, the program
may be recorded in any type of form if recovery, such as compression or encoding, is
possible.

The foregoing description of the exemplary embodiments of the present
invention has been provided for the purposes of illustration and description. It is not
intended to be exhaustive or to limit the invention to the precise forms disclosed.
Obviously, many modifications and variations will be apparent to practitioners skilled
in the art. The embodiments were chosen and described in order to best explain the
principles of the invention and its practical applications, thereby enabling others
skilled in the art to understand the invention for various embodiments and with the
various modifications as are suited to the particular use contemplated. It is intended
that the scope of the invention be defined by the following claims and their

equivalents.
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What is claimed is:

1. A access right estimation apparatus comprising:

an extraction unit that extracts at least one first component from a first object
which forms a first document, an access right being set up for the first document;

an association unit that associates the extracted first component with access
right information which indicates a user who is capable of accessing the first
component based on the access right which is set up for the first document; and

an access right estimation unit that estimates an access right that should be
set up for a second document, which includes at least one second component
extracted from a second object that forms the second document, an access right
being not set up for the second document, the access right estimation unit estimating
the access right based on the second component and the access right information

which is associated with the first component.

2. The access right estimation apparatus according to Claim 1,
wherein the first and second objects include each page and a drawing of a

document.

3. The access right estimation apparatus according to Claim 1 or 2, further
comprising:

an importance level estimation unit that estimates importance levels of the
respective second components extracted from the second object that forms the
second document,

wherein the access right estimation unit estimates the access right that
should be set up for the second document using a first sum of the importance levels

of the second components estimated by the importance level estimation unit.

4. The access right estimation apparatus according to Claim 3,

wherein each of the first components is a combination of words,

each of the second components is a combination of words,

the access right estimation unit determines access rights of a target user to

the second components on the basis of the access right information, and
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the access right estimation unit estimates whether or not an access right of
the target user should be set up for the second document by acquiring a ratio of a
second sum of importance levels of second components to which the target user has

the access rights to the first sum of the importance levels of the second components.

5. The access right estimation apparatus according to Claim 4,
wherein the extraction unit extracts the first and second components from the

first and second objects through morphological analysis.

6. The access right estimation apparatus according to Claim 1 or 2,
wherein the access right estimation unit performs machine learning using the

first components of the first document.

7. The access right estimation apparatus according to any one of Claims 1 to
6, further comprising:

a notification unit that notifies a specified user of at least one second
component to which the specified user does not have the access right when it is
estimated that the access right of the specified user should not be set up for the

second document.

8. The access right estimation apparatus according to any one of Claims 1 to
6,

wherein the access right estimation unit further estimates the access right
which should be set up for the first document, and

the access right estimation apparatus further comprises:

a notification unit that notifies a specified user of the access right of the
specified user being currently not set up for the first document when it is estimated

the access right of the specified user should be newly set up for the first document.

9. The access right estimation apparatus according to any one of Claims 1 to
6,
wherein the access right estimation unit further estimates the access right

which should be set up for the first document, and
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the access right estimation apparatus further comprises:
a notification unit that that sends a caution when it is estimated that the

access right of a specified user should not be set up for the first document.

10. The access right estimation apparatus according to any one of Claims 1
to 6,

wherein the access right estimation unit, when one of the second components
which does not coincide with any one of the first components, (1) excludes said one
of the second components and estimates the access right based on other second

components or (2) terminates the estimation processing.

11. The access right estimation apparatus according to claim 10, further
comprising:

a notification unit,

wherein the access right estimation unit, when one of the second components
which does not coincide with any one of the first components, causes the notification

unit to notify that a new access right should be set up for the second document.

12. An access right estimation program causing a computer to function as:

an extraction unit that extracts at least one first component from a first object
which forms a first document, an access right being set up for the first document;

an association unit that associates the extracted first component with access
right information which indicates a user who is capable of accessing the first
component based on the access right which is set up for the first document; and

an access right estimation unit that estimates an access right that should be
set up for a second document, which includes at least one second component
extracted from a second object that forms the second document, an access right
being not set up for the second document, the access right estimation unit estimating
the access right based on the second component and the access right information

which is associated with the first component.



