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File Transmission Method and Apparatus 

 

The present application claims priority to Chinese Patent Application No. 

201610892302.3, filed on 12 October 2016, entitled “File Transmission Method and 

Apparatus,” which is hereby incorporated by reference in its entirety. 

 

Technical Field 

The present application relates to the field of communication technologies, and 

particularly to file transmission methods and apparatuses. 

 

Background 

In related technologies, a communication application provides a file transfer 

function, so that files can be directly transferred between users through the 

communication application. However, in some special scenarios, an approval for file 

transfer is needed. For example, when a cross-enterprise scenario is involved, if a 

communication user inside an enterprise needs to transfer files to a communication user 

outside the enterprise, an approval is first initiated to an approval user, and a file transfer 

operation can be performed only after the approval is passed. This increases the 

complexity of user operations on the one hand, and requires a user to repeatedly switch 

between communication and approval initiation on the other hand, interrupting a normal 

communication process. 
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Summary 

Accordingly, the present application provides a file transmission method and an 

apparatus thereof, which can avoid an auditing operation of a file to interrupt a 

communication process between users, and help simplify user operations and improve 

the smoothness of the communication process. 

To achieve the above objectives, the present application provides the following 

technical solutions. 

According to a first aspect of the present application, a file transmission method is 

provided, which includes receiving a file sending request initiated by a source user for a 

preset file; sending an approval message for the file sending request to an approval user 

corresponding to the source user when the source user does not have a transmission 

privilege for the preset file; and setting the preset file as an obtainable state for a target 

user corresponding to the file sending request in response to the approval message being 

approved by the approval user. 

According to a second aspect of the present application, a file transmission 

method is provided, which includes detecting a file sending operation initiated by a 

source user to a target user for a preset file in a communication session page of the 

source user and the target user; and initiating a file sending request for the preset file to 

a server and sending an approval message for the preset file to an approval user 

corresponding to the source user when the source user does not have a transmission 

privilege for the preset file, wherein the preset file is set by the server as an obtainable 

state for the target user when the approval message is approved by the approval user. 

According to a third aspect of the present application, a file transmission method 

is provided, which includes sending a notification message for a preset file to a 
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corresponding target user in response to receiving a file sending request initiated by a 

source user for the preset file, the notification message including an access entry for the 

preset file to be used for performing an access operation on the preset file by the target 

user through the access entry; sending an approval message for the file sending request 

to an approval user corresponding to the source user when the source user does not 

have a transmission privilege for the preset file; and setting the preset file as an 

obtainable state for the target user to cause the access operation to be responded in 

response to the approval message being approved by the approval user. 

According to a fourth aspect of the present application, a file transmission 

apparatus is provided, which includes a receiving unit that receives a file sending request 

initiated by a source user for a preset file; a sending unit that sends an approval message 

for the file sending request to an approval user corresponding to the source user when 

the source user does not have a transmission privilege for the preset file; and a setting 

unit that sets the preset file as an obtainable state for a target user corresponding to the 

file sending request in response to the approval message being approved by the approval 

user. 

According to a fifth aspect of the present application, a file transmission 

apparatus is provided, which includes a detection unit that detects a file sending 

operation initiated by a source user to a target user for a preset file in a communication 

session page of the source user and the target user; and a showing unit that initiates a 

file sending request for the preset file to a server and sends an approval message for the 

preset file to an approval user corresponding to the source user when the source user 

does not have a transmission privilege for the preset file, wherein the preset file is set by 

the server as an obtainable state for the target user when the approval message is 
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approved by the approval user. 

According to a sixth aspect of the present application, a file transmission 

apparatus is provided, which includes a notification unit that sends a notification 

message for a preset file to a corresponding target user in response to receiving a file 

sending request initiated by a source user for the preset file, the notification message 

including an access entry for the preset file to be used for performing an access 

operation on the preset file by the target user through the access entry; a sending unit 

that sends an approval message for the file sending request to an approval user 

corresponding to the source user when the source user does not have a transmission 

privilege for the preset file; and a setting unit that sets the preset file as an obtainable 

state for the target user to cause the access operation to be responded in response to 

the approval message being approved by the approval user. 

As can be seen from the above technical solutions, the present application 

actively generates and sends a corresponding approval message when receiving a file 

sending request, and actively completes subsequent operations related to a file transfer 

after the approval is passed, so that a user only needs to initiate the file sending request 

without paying attention to approval and file transfer processes. On the one hand, user 

operations can be simplified. On the other hand, the user can quickly return to a 

communication process after the file sending request is initiated, thus avoiding 

interruption of the normal communication process. 
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Brief Description of the Drawings 

FIG. 1 is a schematic diagram of a communication session page in related 

technologies. 

FIG. 2 is a schematic diagram of an interface related to initiating an approval 

event in the related technologies. 

FIG. 3 is a flowchart of a file transmission method according to an exemplary 

embodiment of the present application. 

FIG. 4 is a flowchart of another file transmission method according to an 

exemplary embodiment of the present disclosure. 

FIG. 5 is a schematic diagram of a communication session page according to an 

exemplary embodiment of the present application. 

FIG. 6 is a schematic diagram of a communication session page according to an 

exemplary embodiment of the present application. 

FIG. 7 is a schematic diagram of a communication session page according to an 

exemplary embodiment of the present application. 

FIG. 8 is a schematic diagram of a communication session page according to an 

exemplary embodiment of the present application. 

FIG. 9A is a schematic diagram of a communication session page according to an 

exemplary embodiment of the present application. 

FIG. 9B is a schematic diagram of a communication session page according to an 

exemplary embodiment of the present application. 

FIG. 10 is a flowchart of still another file transmission method according to an 

exemplary embodiment of the present application. 

FIG. 11 is a schematic diagram of another communication session page according 
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to an exemplary embodiment of the present application. 

FIG. 12 is a schematic diagram of another communication session page according 

to an exemplary embodiment of the present application. 

FIG. 13 is a flowchart of still another file transmission method according to an 

exemplary embodiment of the present application. 

FIG. 14 is a schematic structural diagram of an electronic device according to an 

exemplary embodiment of the present disclosure. 

FIG. 15 is a block diagram of a file transfer apparatus according to an exemplary 

embodiment of the present application. 

FIG. 16 is a schematic structural diagram of another electronic device according to 

an exemplary embodiment of the present disclosure. 

FIG. 17 is a block diagram of another file transfer apparatus according to an 

exemplary embodiment of the present application. 

FIG. 18 is a schematic structural diagram of still another electronic device 

according to an exemplary embodiment of the present disclosure. 

FIG. 19 is a block diagram of still another file transfer apparatus according to an 

exemplary embodiment of the present application. 

 

Detailed Description 

FIG. 1 is a schematic diagram of a communication session page in related 

technologies. As shown in FIG. 1, a user “Xiao Hei” is assumed to conduct 

communications with a user “Xiao Bai” through a communication session page provided 

by a preset communication application. When the user “Xiao Hei” wishes to send a file to 

the user “Xiao Bai”, the user “Xiao Hei” will not be able to complete a file sending 
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operation if the user “Xiao Hei” does not have a transmission privilege for that file. The 

communication session page will show prompt information such as “You are not 

authorized to send this file” to the user “Xiao Hei”. 

As shown in FIG. 2, the communication application includes a plurality of tabs 

such as “Messages”, “DING”, “Work”, “Contacts”, and “Me”, where the communication 

session page comes from the “Message” tab. When the user “Xiao Hei” does need to 

transfer a relevant file to the user “Xiao Bai”, the user “Xiao Hei” can switch to the “Work” 

tab from the “Messages” tab. and initiate an approval event for the file to a relevant 

approval user through an “approval” function provided in the “Work” tab. As such, when 

the approval event is approved, the user “Xiao Hei” has the right to send the file to the 

user “Xiao Hei”. 

However, in the above process, the user “Xiao Hei” needs to exit from the 

communication session page with the user “Xiao Bai”, switch to the “Work” tab, create 

an approval event, and then return to the communication session page. This not only is 

cumbersome and complicated, but also completely separates “approval” from 

“communication”, resulting in a forced interruption of the communication process, which 

greatly affects the efficiency of communication and application experience of the user in 

the communication process. 

Therefore, the present application improve file transmission schemes to solve the 

above problems in the related technologies. In order to further illustrate the present 

application, the following examples are provided. 

FIG. 3 is a flowchart of a file transmission method according to an exemplary 

embodiment of the present application. As shown in FIG. 3, the method is applied in a 

server of a communication application, and may include the following steps. 
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Step 302: Receive a file sending request initiated by a source user for a preset file. 

In the present embodiment, a communication session page between a source 

user and a target user can provide a file transfer function, so that the source user can 

complete operations such as selecting, adding, and sending files in the communication 

session page. 

In the present embodiment, a file selected by the source user may be stored 

locally or in the cloud. When the file is stored locally, the file can be included in a file 

sending request and uploaded to a server by the source user. When the source user does 

not have a transmission privilege for that file, the file is temporarily stored on the server, 

and is not transmitted to the target user. When the file is stored in the cloud, for 

example, when the source user belongs to an arbitrary group, such arbitrary group has a 

corresponding cloud storage space that is pre-created on a server, and the file is stored in 

the cloud storage space as internal data of the arbitrary group. Only internal members of 

that arbitrary group have privileges to perform operations such as reading, downloading, 

etc., on that file, and are restricted from transmitting the file to external members. When 

the target user does not belong to that arbitrary group, the server may not perform any 

operation on the file after receiving the file sending request. Apparently, even if the 

source user and the target user belong to a same group, the source user and the target 

user may still have different operation privileges. This may cause the source user to have 

privileges to perform operations such as reading, downloading, etc., on files in a cloud 

storage space corresponding to that group, but the target user does not have such 

privileges. In this case, the source user should also be restricted from transferring the 

files in the cloud storage space to the target user. 
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In the present embodiment, the communication application may include any 

communication application such as an instant messaging application, an email, etc., that 

support an approval function. An instant messaging application is used as an example. 

The communication application in the present application may be an enterprise instant 

messaging (EIM) application, such as “DING Talk”, etc. Apparently, the present 

application does not have any limitations thereon. 

In the present embodiment, the target user may be a single user, i.e., the 

communication session page may be a separate communication page between the 

source user and the target user (i.e., a single chat window in an instant messaging 

application). Alternatively, the target user may also be a plurality of users, i.e., the above 

communication session page can be a group communication page between the source 

user and the target user (i.e., a group chat window in an instant messaging application). 

Step 304: Send an approval message for the file sending request to an approval 

user corresponding to the source user when the source user does not have a 

transmission privilege for the preset file. 

In the present embodiment, respective group attribution information of the 

source user and the target user may be separately obtained. When the respective group 

attribution information of the source user and the target user is inconsistent and the 

preset file belongs to a group to which the source user belongs, a cross-group 

transmission of the file (internal and external of the group) is involved. In this case, a 

determination can be made that the source user does not have a transmission privilege 

for the preset file, to avoid a random leakage of internal files of the group. 

Apparently, due to the source user and the target user belonging to different 

departments in a same group, or a file transmission rule requiring that approvals are 
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conducted for all activities of file transmission, or an existence of other reasons, an 

approval operation may still be needed for a file transfer operation initiated by the 

source user to the target user to ensure information security, even if the respective 

group attribution information of the source user and the target user is consistent. 

In the present embodiment, each file may be pre-configured with a corresponding 

security level. In this case, according to a security level of the preset file, a specific 

approval user corresponding to such security level may be selected from all approved 

users corresponding to the source user, and an approval message may be sent to the 

specific approval user. The higher the security level of the file is, the higher the 

management authority level in the group the corresponding specific approval user can 

have. For example, a low-level file can be examined and approved by a group leader of 

the source user, and a high-level file needs to be examined and approved by a 

department head of the source user. 

In the present embodiment, a notification message regarding an approval status 

of the preset file may be sent to at least one of the source user and the target user. For 

example, when the target user knows that the approval is passed, a related access 

operation such as previewing, downloading, etc., for the file can be triggered as soon as 

possible. When the source user knows that the approval has not been completed, a 

reminder request can be initiated for the relevant approval message, so that the server 

can send a corresponding reminder message to the approval user according to the 

reminder request to remind the approval user to process the approval message. 

Step 306: Set the preset file into an obtainable state for the target user 

corresponding to the file sending request in response to the approval message being 

approved by the approval user. 
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In the present embodiment, when the approval message is approved by the 

approval user, the server does not need to actively send the file to the target user, but 

may only grant the target user an access privilege for the preset file, and cause an access 

operation that is performed on the preset file by the target user to be responded, i.e., 

allowing the target user to control a start of a transmission of the preset file. For example, 

when the approval message is approved, if the target user is in a non-WIFI environment, 

the target user can wait for switching to a WIFI environment, and then actively trigger an 

access operation such as downloading of the preset file to reduce the cost of data 

transmission and increase the efficiency of data transmission. 

The server may send a notification message for the preset file to the target user in 

response to receiving the file sending request. The notification message includes an 

access entry for the preset file. The target user performs the access operation on the 

preset file through the access entry. When the approval message has not been approved, 

since the target user does not have an access privilege for the preset file, the access 

operation for the preset file is rejected. When the approval message is approved, the 

access operation for the preset file is responded because the target user obtains the 

access privilege for the preset file. 

Apparently, after the approval message is approved by the approval user, the 

server can directly transmit the preset file to the target user, so that the target user can 

view the preset file at any time without waiting for a process of transmission of the 

preset file. 

As can be seen from the above technical solutions, the present application 

actively generates and sends a corresponding approval message when receiving a file 

sending request, and actively completes subsequent operations related to file 
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transmission after an approval is passed, so that a user only needs to initiate a file 

sending request without paying attention to approval and file transmission processes. On 

the one hand, user operations can be simplified. On the other hand, the user can quickly 

return to a communication process after the file sending request is initiated, thus 

avoiding an interruption of the normal communication process. 

FIG. 4 is a flowchart of another file transmission method according to an 

exemplary embodiment of the present application. As shown in FIG. 4, “User A” 

represents a client corresponding to a user A. The user A installs an application program 

of a communication application of the present application on an electronic device such as 

a mobile phone, a tablet, or a PC, and logs into a registered account corresponding to the 

user A, so that the electronic device is configured as the corresponding client. Similarly, 

“User B” and “User C” represent respective clients that are logged in with registered 

accounts of a user B and a user C. A server end of the communication application of the 

present application is configured and loaded in a server, so that a file transmission 

solution of the present application are implemented by data interactions between the 

server end and each client. The file transmission solution may include the following steps. 

Step 402: The server end receives a file sending request from the user A. 

In the present embodiment, the user A can activate a corresponding file sending 

function through a communication session page as shown in FIG. 5 by triggering, for 

example, a “⊕” identifier shown in the lower right corner of the page, thereby selecting 

a file that needs to be sent in the communication session page, and sending a 

corresponding file sending request to the server without switching to another page to 

avoid an interruption of communication. 
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In the present embodiment, after sending a file sending request through the 

communication session page shown in FIG. 5, the user A can view a message box and 

content thereof such as “project introduction.doc” in the communication session page as 

shown in FIG. 5. The user A can consider this as having completed a “sending” operation 

of a file, and can quickly return to a communication process with the user B even without 

the need of following subsequent approval and file transmission operations. 

If A belongs to a group “XX company”, such group can create a corresponding 

cloud storage space on the server end to store file data that is internal to the group, so 

that internal members of the group can perform operations, such as viewing, etc., on the 

file data of the cloud storage space. Other users outside the group cannot access the 

cloud storage space. The user A can use a file in the cloud storage space as the 

aforementioned file that needs to be sent, and initiate a file sending request for the file. 

At this time, since the file is located in the cloud, the server does not actually perform 

any operations on the file before actually performing a transmission operation on the file, 

although a sending operation of the file “project introduction.doc” appears to have been 

“completed” in FIG. 5. 

Apparently, in addition to files in the cloud storage space, the user A can also 

initiate a file sending request for a local file. In this case, the local file can be included in 

the file sending request (or separately) and uploaded to the server, and temporarily 

stored in a pre-configured storage space by the server. Similarly, the server does not 

actually perform any operations on the file until a transmission operation is actually 

performed on the file. 
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Step 404: The server sends a notification message related to the file sending 

request to the user B, and identifies a transmission privilege of the user A for a related 

file. 

In the present embodiment, for the received notification message, the user B who 

acts as a target user can view the message box and the content thereof such as “project 

introduction.doc” in the communication session page as shown in FIG. 6. Apparently, the 

user B has indeed not obtained the file yet. However, the user B can determine 

therefrom that the user A has sent the related file. 

In the present embodiment, the server may separately obtain respective group 

attribution information of the user A (who acts as a source user) and the user B (who acts 

as the target user). For example, when the file selected by the user A comes from the XX 

company to which the user A belongs, if the user B does not belong to the XX company, 

i.e., the respective group attribution information between the user A and the user B is 

inconsistent, the server can determine that the user does not have a transmission 

privilege for the file. 

Step 406: When the user A does not have a transmission privilege for the related 

file, the server sends a corresponding approval message to the user C. 

In the present embodiment, the server may determine that an approval user 

corresponding to the user A is the user C according to the group attribution information 

of the user A and organization structure information of the group to which the user A 

belongs. For example, the user C may be an immediate leader of the user A, or another 

group member having an approval authority for the user A. 

Furthermore, if all the files in the cloud storage space of the group to which the 

user A belongs are pre-configured with corresponding security levels, the server can 
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determine a corresponding approval user according to a security level corresponding to 

the file selected by the user A. Moreover, a positive correlation exists between a 

management level of the approval user in the group and the security level. 

Step 408: The server sends corresponding approval notifications to the user A and 

the user B for the approval message that is sent to the user C to inform the user A and 

the user B about a transmission status of the approval message. 

In the present embodiment, according to the approval notifications sent by the 

server, communication session pages corresponding to the user A and the user B may 

display corresponding prompt information in associated areas of  related message boxes 

respectively. For example, the user A can view “under approval” prompt information on 

the left side of a message box as shown in FIG. 5, and the user B can view “unauthorized 

access” prompt information in a message box as shown in FIG. 6, both indicating that the 

relevant approval message has not been approved. 

Step 410: The server receives a reminder request initiated by the user A for the 

approval message. 

Step 412: The server sends a reminder message to the user C regarding the 

approval message. 

In the present embodiment, the user A can trigger a function box as shown in FIG. 

7 by triggering the prompt information such as “under approval” as shown in FIG. 5. The 

function box includes functional options such as “cancel sending”, “DING”, etc. When the 

user A triggers “DING”, a reminder request for the above-mentioned approval message 

may be initiated to the server, so that the server sends a DING message (i.e., a reminder 

message) to the user C to remind the user C to process the approval message as soon as 

possible accordingly. The DING message may be sent using an instant messaging message 
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in the application, or may be sent using a short message, or may be sent using a voice 

broadcast during a call process. 

In addition, if the user chooses to trigger “cancel sending” as shown in FIG. 7, the 

server can revoke the approval message that has been sent to the user C, and recall the 

message box and its content of the most recent communication session message (a 

transmission message for the file “project introduction.doc”) as shown in FIG. 5 and FIG. 

6, thereby terminating the transmission process of the related file. 

Step 414: The server receives an approval result of the user C regarding the 

approval message. 

Step 416: The server sends a notification message of a corresponding approval 

status to the user A according to the approval result, and grants the user B an access 

privilege of the related file. 

In the present embodiment, according to the notification message to the approval 

status, the user A can be presented with a corresponding approval result. For example, 

when the approval result indicates that the approval is passed, “under approval” as 

shown in FIG. 5 may be updated to “○√ approved” as shown in FIG. 8, etc. When the 

approval result indicates that the approval is failed, corresponding prompt information 

can be displayed. 

Step 418: The server sends a file acquisition notification for the related file to the 

user B. 

In the present embodiment, after receiving the file acquisition notification, the 

electronic device of the user B may update “unauthorized access” shown in FIG. 6 to 

functional options such as “preview”, “download” and “transfer” as shown in FIG. 9A, so 

that the user B performs a corresponding operation such as previewing, downloading or 



17 
 

transferring on the related file. Apparently, the above functional options may not be 

displayed, but a text such as “You already have an access privilege” may be prompted, 

which is not limited by the present application. 

In the present embodiment, a waiting period necessarily exists after the user B 

receives the notification message regarding the file sending request through step 404 

and until the user C completes the approval operation of the approval message. During 

the waiting period, the user A and the user B can perform communication conversations 

as normal. On the one hand, these communication conversations will result in an 

annihilation of the above notification message, so that the user B may need to search the 

page to look for the notification message. On the other hand, the user B may even forget 

the existence of the notification message due to a relatively large number of 

communication conversations. In short, the foregoing reasons or other reasons may 

cause the user B fail to obtain an access to the related file quickly through the access 

entry included in the notification message.  

Therefore, when the electronic device used by the user B receives the file 

acquisition notification, if the notification message including the access entry is not in a 

screen display area of the communication session page of the user A and the user B, a 

jump icon as shown in FIG. 9B may be displayed in the screen display area. On the one 

hand, the jump icon may prompt the user B to obtain the corresponding file through the 

above notification message, to prevent the user B from forgetting due to the 

communication conversations. On the other hand, in response to detecting that a 

triggering operation of the user B is performed on the jump icon, a jump to the context 

corresponding to the notification message may be performed automatically, so that the 



18 
 

user B performs an operation of obtaining the related file through the notification 

message. 

Step 420: The server receives a download request sent by the user B. 

Step 422: The server transmits the related file to the user B. 

In the present embodiment, triggering the “download” functional option by the 

user B is used as an example. The server transmits the file “project introduction.doc” to 

the user B according to the corresponding download request. In practice, the notification 

message that is sent in step 404 may include the access entry to the related file. However, 

since the user B has not obtained the access privilege for the related file, when the user B 

triggers the message box as shown in FIG. 6, the electronic device used by the user B may 

limit the access entry without initiating an access to the server, or the server does not 

respond correctly even though the access is initiated. After the server grants the user B 

an access privilege of the file “project introduction.doc”, when the user B initiates an 

access to the server through a functional option as shown in FIG. 9A, the server will 

respond correctly to satisfy the file acquisition need of the user B. 

FIG. 10 is a flowchart of still another file transmission method according to an 

exemplary embodiment of the present application. As shown in FIG. 10, the method is 

applied in a client of a communication application. The client is configured in an 

electronic device that is used by a source user, and the method may include the following 

steps. 

Step 1002: Detect a file sending operation initiated to a target user by a source 

user for a preset file in a communication session page between the source user and the 

target user. 
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Step 1004: Initiate a file sending request for the preset file to a server when the 

source user does not have a transmission privilege for the preset file, and send an 

approval message for the file sending request to an approval user corresponding to the 

source user, wherein the preset file is configured by the server as an obtainable state for 

the target user when the approval message is approved by the approval user. 

In the present embodiment, the client may query the server to determine 

whether the source user has a transmission privilege for the preset file. When respective 

group attribution information the source user and the target user is consistent, the 

source user may be determined as having the transmission privilege. Otherwise, the 

source user may be determined as having no transmission privilege. 

In the present embodiment, the electronic device used by the source user may 

directly send an approval message to a corresponding approval user when having no 

transmission privilege. Alternatively, as shown in FIG. 11, as prompt information such as 

"You do not have transmission privilege, whether to initiate approval” may first be shown 

to the source user, and approval sending options “Yes” and “No” may be provided. When 

the source user chooses to trigger “Yes”, the client will initiate an approval message for 

the preset file (such as “project introduction.doc”). When the source user chooses to 

trigger “No”, a “X” logo and a “Sending canceled” text description as shown in FIG. 12 are 

displayed to indicate that a transmission of the relevant preset file has been canceled 

and the relevant approval message will not be initiated. 

By displaying approval sending options to the source user, the source user can 

intuitively determine and select whether to send an approval message to the approval 

user, to avoid causing any interference to the approval user even if the approval is 

canceled in time when the approval message is automatically sent to the approval user. 
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In particular, the approval user is usually a management member within a group, and 

likely has an approval authority for file transmission of many group members at the same 

time. In this case, displaying approval sending options to each group member, the group 

member can cancel unnecessary or not urgent approval messages in time, which can 

greatly reduce interference to the management member as compared to manual 

cancellation after automatic transmission of the approval messages. 

In the present embodiment, similar to the above embodiments as shown in FIG. 3 

and FIG. 4, when the file sending operation is detected, a message box corresponding to 

the preset file may also be displayed in a communication session page, and approval 

status information of the approval message may be displayed at an associated area of 

the message box. For example, the approval status information may include “under 

approval” on the left side of the message box as shown in FIG. 5 and “○√ approved” 

shown in FIG. 8, to help the source user to quickly understand the approval status. 

Furthermore, a reminder option may be displayed at an associated area of the 

message box, and a reminder message for the approval message is sent to the approval 

user according to a triggering operation of the reminder option by the source user, to 

remind the approval user to process the approval message. The reminder option may be 

continuously displayed, or may be displayed in a form of a functional box shown in FIG. 7 

after the source user triggers the “under approval” as shown in FIG. 5, which is not 

limited in the present application. 

FIG. 13 is a flowchart of still another file transmission method according to an 

exemplary embodiment of the present application. As shown in FIG. 13, the method is 

applied in a server end of a communication application, and the method may include the 

following steps. 
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Step 1302: Send a notification message for a preset file to a corresponding target 

user in response to receiving a file sending request initiated by a source user for the 

preset file, the notification message including an access entry for the preset file, to be 

used by the target user to perform an access operation on the preset file through the 

access entry. 

In the present embodiment, when receiving a file sending request, the server end 

first sends a notification message including an access entry to a target user to notify the 

target user that a relevant file sending activity exists. Since the target user has not 

obtained an access privilege for that file, and the target user is thus not able to perform a 

corresponding access operation through the access entry. Therefore, the security of the 

file is ensured. 

Step 1304: Send an approval message for the file sending request to an approval 

user corresponding to the source user when the source user does not have a 

transmission privilege for the preset file. 

Step 1306: Set the preset file into an obtainable state for the target user after the 

approval message is approved by the approval user, so that the access operation is 

responded. 

In the present embodiment, by setting the preset file into an obtainable state, for 

example, granting the target user the right to obtain the file, the target user is allowed to 

perform an access operation on the file based on the access entry included in the 

notification message. Furthermore, on the one hand, by showing a jump icon such as the 

one shown in FIG. 9B on a communication session page, the target user can be prompted 

to obtain the file through the above notification message, to preventing the target user 

from forgetting thereof due to communication conversations. On the other hand, when a 
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triggering operation of the jump icon by the target user is detected, a jump may 

automatically be made to the context corresponding to the notification message, to 

facilitate the target user to perform an operation of obtaining the related file through the 

notification message. 

FIG. 14 shows a schematic structural diagram of an electronic device according to 

an exemplary embodiment of the present application. Referring to FIG. 14, at the 

hardware level, the electronic device includes a processor 1402, an internal bus 1404, a 

network interface 1406, memory 1408, and non-volatile memory 1410, and apparently 

may also include hardware needed by other services. The processor 1402 reads a 

corresponding computer program from the non-volatile memory 1410 into the memory 

1402 and then operates to form a file transmission apparatus at the logical level. 

Apparently, in addition to software implementations, the present application does not 

exclude other manners of implementation, such as a logic device or a combination of 

software and hardware, etc. In other words, an execution body of the following flow of 

processing is not limited to each logical unit, and may be a hardware or logic device. 

Referring to FIG. 15, in software implementations, the file transmission apparatus 

may include a receiving unit 1501, a sending unit 1502, and a setting unit 1503.  

The receiving unit 1501 receives a file sending request for a preset file initiated by 

a source user. 

The sending unit 1502 sends an approval message for the file sending request to 

an approval user corresponding to the source user when the source user does not have a 

transmission privilege for the preset file. 
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The setting unit 1503 sets the preset file into an obtainable state for a target user 

corresponding to the file sending request when the approval message is approved by the 

approval user. 

Optionally, the apparatus further includes an acquisition unit 1504 that obtains 

respective group attribution information of the source user and the target user; and a 

determination unit 1505 that determines the source user to have no transmission 

privilege for the preset file, when the respective group attribution information of the 

source user and the target user is inconsistent and the preset file belongs to a group to 

which the source user belongs. 

Optionally, the sending unit 1502 is specifically configured to select a specific 

approval user corresponding to a security level of the preset file from among all 

approved users corresponding to the source user according to the security level; and 

send the approval message to the specific approved user. 

Optionally, the setting unit 1503 is specifically configured to grant the target user 

an access privilege for the preset file when the approval message is approved by the 

approval user, so that an access operation performed by the target user on the preset file 

is responded. 

Optionally, the apparatus further includes a transmission notification unit 1506 

that sends a notification message for the preset file to the target user when receiving the 

file sending request, the notification message including an access entry for the preset file, 

to be used by the target user to perform the access operation on the preset file through 

the access entry. 
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Optionally, the apparatus further includes an approval notification unit 1507 that 

transmits a notification message regarding an approval status of the preset file to at least 

one of the source user and the target user. 

Optionally, the apparatus further includes a reminding unit 1508 that sends a 

corresponding reminder message to the approval user to remind the approval user to 

process the approval message according to a reminder request for the approval message 

initiated by the source user. 

FIG. 16 shows a schematic structural diagram of an electronic device according to 

an exemplary embodiment of the present application. Referring to FIG. 16, at the 

hardware level, the electronic device includes a processor 1602, an internal bus 1604, a 

network interface 1606, memory 1608, and non-volatile memory 1610, and apparently 

may also include hardware needed by other services. The processor 1602 reads a 

corresponding computer program from the non-volatile memory 1610 into the memory 

1602 and then operates to form a file transmission apparatus at the logical level. 

Apparently, in addition to software implementations, the present application does not 

exclude other manners of implementation, such as a logic device or a combination of 

software and hardware, etc. In other words, an execution body of the following flow of 

processing is not limited to each logical unit, and may be a hardware or logic device. 

Referring to FIG. 17, in software implementations, the file transmission apparatus 

may include a detection unit 1701 and a showing unit 1702. 

The detection unit 1701 detects a file sending operation initiated by a source user 

to a target user for a preset file in a communication session page of the source user and 

the target user. 
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The showing unit 1702 initiates a file sending request for the preset file to a 

server and sends an approval message for the preset file to an approval user 

corresponding to the source user when the source user does not have a transmission 

privilege for the preset file, wherein the preset file is set by the server as an obtainable 

state for the target user when the approval message is approved by the approval user. 

Optionally, the apparatus further includes a message box showing unit 1703 that 

displays a message box corresponding to the preset file in the communication session 

page in response to detecting the file sending operation; and a status showing unit 1704 

that displays approval status information of the approval message at an associated area 

of the message box. 

Optionally, the apparatus further includes an option showing unit 1705 that 

displays a reminder option at the associated area of the message box; and a reminding 

unit 1706 that sends a reminder message for the approval message to the approval user 

according to a triggering operation of the reminder option by the source user, to remind 

the approval user to process the approval message. 

FIG. 18 shows a schematic structural diagram of an electronic device according to 

an exemplary embodiment of the present application. Referring to FIG. 18, at the 

hardware level, the electronic device includes a processor 1802, an internal bus 1804, a 

network interface 1806, memory 1808, and non-volatile memory 1810, and apparently 

may also include hardware required by other services. The processor 1802 reads a 

corresponding computer program from the non-volatile memory 1810 into the memory 

1802 and then operates to form a file transmission apparatus at the logical level. 

Apparently, in addition to software implementations, the present application does not 

exclude other manners of implementation, such as a logic device or a combination of 
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software and hardware, etc. In other words, an execution body of the following flow of 

processing is not limited to each logical unit, and may be a hardware or logic device. 

Referring to FIG. 19, in software implementations, the file transmission apparatus 

may include a notification unit 1901, a sending unit 1902, and a setting unit 1903. 

The notification unit 1901 sends a notification message for a preset file to a 

corresponding target user in response to receiving a file sending request initiated by a 

source user for the preset file, the notification message including an access entry for the 

preset file to be used for performing an access operation on the preset file by the target 

user through the access entry. 

The sending unit 1902 sends an approval message for the file sending request to 

an approval user corresponding to the source user when the source user does not have a 

transmission privilege for the preset file. 

The setting unit 1903 sets the preset file as an obtainable state for the target user 

to cause the access operation to be responded in response to the approval message 

being approved by the approval user. 

In a typical configuration, a computing device includes one or more processors 

(CPUs), input/output interfaces, network interfaces, and memory. 

The memory may include a form of computer readable media such as a volatile 

memory, a random access memory (RAM) and/or a non-volatile memory, for example, a 

read-only memory (ROM) or a flash RAM. The memory is an example of a computer 

readable media.  

The computer readable media may include a volatile or non-volatile type, a 

removable or non-removable media, which may achieve storage of information using any 

method or technology. The information may include a computer-readable instruction, a 
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data structure, a program module or other data. Examples of computer storage media 

include, but not limited to, phase-change memory (PRAM), static random access memory 

(SRAM), dynamic random access memory (DRAM), other types of random-access 

memory (RAM), read-only memory (ROM), electronically erasable programmable read-

only memory (EEPROM), quick flash memory or other internal storage technology, 

compact disk read-only memory (CD-ROM), digital versatile disc (DVD) or other optical 

storage, magnetic cassette tape, magnetic disk storage or other magnetic storage devices, 

or any other non-transmission media, which may be used to store information that may 

be accessed by a computing device. As defined herein, the computer readable media 

does not include transitory media, such as modulated data signals and carrier waves. 

It is also noted that terms “include”, “contain” or any other variations are 

intended to encompass a non-exclusive inclusion, such that a process, method, product, 

or device that includes a series of elements not only includes these elements, but also 

includes other elements that are not explicitly listed, or also includes elements that are 

inherent to such process, method, product, or device. Without further limitation, an 

element that is defined by a phrase "comprising a ..." does not exclude the presence of 

other identical elements in a process, method, product, or device that includes the 

element. 

Exemplary embodiments are described in detail herein, and examples thereof are 

illustrated in the accompanying drawings. When the accompanying drawings are involved 

in the following description, same or similar numbers in different figures represent same 

or similar elements, unless indicated otherwise. Implementations described in the 

following exemplary embodiments do not represent all the embodiments that are 

consistent with the present application. Instead, they are merely examples of 
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apparatuses and methods that are consistent with some aspects of the present 

application as detailed in the appended claims. 

Terminologies used in the present application are merely for the purpose of 

describing particular embodiments, and are not intended to limit the present application. 

Singular forms “a”, “said” and “the” are intended to include plural forms, unless stated 

clearly in the context otherwise. It should also be understood that a term “and/or” used 

herein refers to and includes any or all possible combinations of one or more of 

associated items that are listed. 

It should be understood that, although terms such as first, second, third, etc. may 

be used in the present application to describe various types of information, these pieces 

of information should not be limited to these terms. These terms are merely used for 

distinguishing information of the same type. For example, without departing from the 

scope of the present application, first information may also be referred to as second 

information, and similarly, the second information may also be referred to as the first 

information. Depending on the context, a term “if” used herein may be interpreted as 

“when” or “in an event of” or “in response to determining”. 

The above description merely corresponds to preferred embodiments of the 

present application, and is not intended to limit the present application. Any 

modifications, equivalent replacements, improvements, etc. that are made within the 

spirit and principles of the present application are included in the scope of protection of 

the present application. 
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CLAIMS 

1.  A file transmission method comprising:  

receiving a file sending request initiated by a source user for a preset file;  

sending an approval message for the file sending request to an approval user 

corresponding to the source user when the source user does not have a transmission 

privilege for the preset file; and  

setting the preset file as an obtainable state for a target user corresponding to the 

file sending request in response to the approval message being approved by the approval 

user. 

 

2.  The method of claim 1, further comprising:  

obtaining respective group attribution information of the source user and the 

target user; and  

determining that the source user does not have the transmission privilege for the 

preset file in response to the respective group attribution information of the source user 

and the target user being inconsistent and the preset file belonging to a group to which 

the source user belongs. 

 

3.  The method of claim 1, wherein sending the approval message for the file 

sending request to the approval user corresponding to the source user comprises:  

selecting a specific approval user corresponding to a security level of the preset 

file from among all approved users corresponding to the source user according to the 

security level; and  

sending the approval message to the specific approved user. 
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4.  The method of claim 1, wherein setting the preset file as the obtainable 

state for the target user corresponding to the file sending request in response to the 

approval message being approved by the approval user comprises granting the target 

user an access privilege for the preset file when the approval message is approved by the 

approval user, so that an access operation performed by the target user on the preset file 

is responded. 

 

5.  The method of claim 4, further comprising sending a notification message 

for the preset file to the target user in response to receiving the file sending request, the 

notification message including an access entry for the preset file, to be used by the target 

user to perform the access operation on the preset file through the access entry. 

 

6.  The method of claim 1, further comprising sending a notification message 

regarding an approval status of the preset file to at least one of the source user and the 

target user. 

 

7.  The method of claim 1, further comprising sending a corresponding 

reminder message to the approval user to remind the approval user to process the 

approval message according to a reminder request for the approval message initiated by 

the source user. 
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8.  A file transmission method comprising:  

detecting a file sending operation initiated by a source user to a target user for a 

preset file in a communication session page of the source user and the target user; and  

initiating a file sending request for the preset file to a server and sending an 

approval message for the preset file to an approval user corresponding to the source user 

when the source user does not have a transmission privilege for the preset file, wherein 

the preset file is set by the server as an obtainable state for the target user when the 

approval message is approved by the approval user. 

 

9.  The method of claim 8, further comprising:  

displaying an approval sending option to the source user when the source user 

does not have a transmission privilege for the preset file; and  

sending the approval message to the approval user according to a triggering 

operation of the approval sending option by the source user. 

 

10.  A file transmission method comprising:  

sending a notification message for a preset file to a corresponding target user in 

response to receiving a file sending request initiated by a source user for the preset file, 

the notification message including an access entry for the preset file to be used for 

performing an access operation on the preset file by the target user through the access 

entry;  

sending an approval message for the file sending request to an approval user 

corresponding to the source user when the source user does not have a transmission 

privilege for the preset file.; and  
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setting the preset file into an obtainable state for the target user to cause the 

access operation to be responded in response to the approval message being approved 

by the approval user. 

 

11.  A file transmission apparatus comprising:  

a receiving unit that receives a file sending request for a preset file initiated by a 

source user;  

a sending unit that sends an approval message for the file sending request to an 

approval user corresponding to the source user when the source user does not have a 

transmission privilege for the preset file; and  

a setting unit that sets the preset file into an obtainable state for a target user 

corresponding to the file sending request when the approval message is approved by the 

approval user. 

 

12.  The apparatus of claim 11, further comprising:  

an acquisition unit that obtains respective group attribution information of the 

source user and the target user; and  

a determination unit that determines the source user to have no transmission 

privilege for the preset file, when the respective group attribution information of the 

source user and the target user is inconsistent and the preset file belongs to a group to 

which the source user belongs. 
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13.  A file transmission apparatus comprising:  

a detection unit that detects a file sending operation initiated by a source user to 

a target user for a preset file in a communication session page of the source user and the 

target user; and  

a showing unit that initiates a file sending request for the preset file to a server 

and sends an approval message for the preset file to an approval user corresponding to 

the source user when the source user does not have a transmission privilege for the 

preset file, wherein the preset file is set by the server as an obtainable state for the 

target user when the approval message is approved by the approval user. 

 

14.  A file transmission apparatus comprising:  

a notification unit that sends a notification message for a preset file to a 

corresponding target user in response to receiving a file sending request initiated by a 

source user for the preset file, the notification message including an access entry for the 

preset file to be used for performing an access operation on the preset file by the target 

user through the access entry;  

a sending unit that sends an approval message for the file sending request to an 

approval user corresponding to the source user when the source user does not have a 

transmission privilege for the preset file; and  

a setting unit that sets the preset file as an obtainable state for the target user to 

cause the access operation to be responded in response to the approval message being 

approved by the approval user. 

 

  




