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Encrypt, by a resource requester, information associated with a resource
operation using a first private key, the resource operation associated with a

resource stored on a resource server
210

Transmit, by the resource requester and to a resource provider, the

encrypted information associated with the resource operation
220

Receive, by the resource provider and from the resource requester, the

encrypted information associated with the resource operation
230

Decrypt, by the resource provider, the encrypted information associated
with the resource operation using a first public key to obtain the information

assocliated with the resource operation
240

Perform, by the resource provider, the resource operation based on the
iInformation from the resource requester instead of information from the
resource server
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FIG. 2
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Transmit, by a resource requester and to a resource provider, encrypted
Information associated with a resource operation, the resource operation
assoclated with a resource stored on a resource server, and the information
assoclated with the resource operation is encrypted by the resource server

using a second private key
310

Receive, by the resource provider and from the resource requester, the
encrypted information associated with the resource operation

320

Decrypt, by the resource provider, the encrypted information associated
with the resource operation using a second public key to obtain the
Information associated with the resource operation

330

Perform, by the resource provider, the resource operation based on the
Information associated with the resource operation received from the
resource requester

340

FIG. 3
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