1/6

FIG. 1
14
_16 _15
ENTITY DEVICE SERVER

MOBILE TERMINAL

_12 // _13
7

TERMINAL
11
UIM \
1
FIG. 2
/1 1
4 51 )
_81 _45
EXTERNAL
DEVICE [ g
561
62
T—52




2/6

FIG. 3
_12
MOBILE TERMINAL
_11
UIM
_103
CONTROLLER
_121
0S
IDENTIFIER
122
= _101
DETERMINER
STORAGE
_123
_102
PERMITTER
INTERFACE
_204 202
CONTROLLER INTERFACE
(NORMAL 0S/SECURE 08)
_201
STORAGE
_203
COMMUNICATOR




3/6

FIG. 4
_11
UIM
306 Y 302
CPU RAM
~303 > 301
ROM = EEPROM
=
_305 _304
(ENCRYPTION PROCESSING
C0-PROCESSOR ) 1/0 LINE




HAS

4/6

USER SWITCHED TO
SECURW

NO

\ ,/33

SWITCH TO SECURE 0S

PROCESSING USING
SENSITIVE DATA OCCURRED

IS USER
IDENTITY VERIFICATION

YES

REQUIRED FOR OS MAKING
AGCESS?

NO

Y /Sg

VERIFY USER IDENTITY

S10

WAS

YES USER IDENTITY

VERIFICATED?

Y 96
PERFORMING INTERNAL AUTHENTICATION NO
DID N0
INTERNAL AUTHENTICATION >
SUCGEED?
PERMIT AND EXECUTE FORBID
PROCESSING USING SENSITIVE DATA PROCESSING USING SENSITIVE DATA
Y Y
( END )




5/6

~ 140030 INGHAVD DIV mm
ININAYd ¥od
ONISSI00Ud INAWAYA TNV VIvQ 313740
81~ [17
= INGWAY 404 VIV 3LVOINNWNOD om
INTWAY 404 VIVG JLVOINNWKOD mm g
aNg A
LIWy3d
NOLLVOLINGHLOV TYNUIINI
ANV NOILVOT4IMAA ALLINAaI
Q104 Y3SN ONINYOLRAd
Ak
|} >
NOLLVOIINFHLAV 404 !
VIVQ 31VDINNAWOD ¢l
SO AJLINAI
-
~ INGWAVA TavIS ¢ >
11
mowpw_m_%n__%zu NETNER TVNINGAL NIN
91~ G~ g1~ 1
TVNIKY3L T1I90K

L

9 D4



6/6

~ T80T ININAV UV

FOIA30 ALLINA
ONLIVY3dO0

91~

{
8¢l

ONISSI004d INIWAYA VW

Lel”

[}

INTWAYd ¥0d VIVA JLVOINNAWOD !
9¢1
INIWAYA 404 VIV JIVOINTWWOO ¢
gel
a3 A
1IN3d
NOLLVOIINIHLOV TYNGAINI
NV NOLLVOIAI¥AA ALLINAQI
(18404 435N ONINY¥O43d
vel~
-t -
NOLLYOILNIHLAY ¥0d {
VIVQ JLVOINNWWOD €cl
SO A4IIN3AI
4k
—— —
INFWAV 1HVIS (
121
WEINE TYNINEL NI
G~ e~ i
TYNIRL TTI90M
Ak

L "OId



