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Receiving, by a mobile terminal, a data server access 
instruction triggered by a user for an application on the 
mobile terminal, and acquiring from the data server a 

corresponding configuration file of the application and a 
version control file carrying verification ciphertext

Encrypting, by the mobile terminal, the acquired 
configuration file according to a preset encryption method, to 

obtain a corresponding first encrypted value of the 
configuration file

Extracting, by the mobile terminal, the verification ciphertext 
from the acquired version control file, and decrypting the 
extracted verification ciphertext to obtain a corresponding 

plaintext encrypted value of the verification ciphertext
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Analyzing the consistency between the first encrypted value 
and the plaintext encrypted value and allowing the 

application to access the corresponding accessed data
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Receiving, by a mobile terminal, a data server access 
instruction triggered by a user for an application on the 
mobile terminal, and acquiring from the data server a 

corresponding configuration file of the application and a 
version control file carrying verification ciphertext

Encrypting, by the mobile terminal, the acquired 
configuration file according to a preset encryption method, to 

obtain a corresponding first encrypted value of the 
configuration file

Extracting, by the mobile terminal, the verification ciphertext 
from the acquired version control file, and decrypting the 
extracted verification ciphertext to obtain a corresponding 

plaintext encrypted value of the verification ciphertext
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Analyzing the consistency between the first 
encrypted value and the plaintext encrypted value 

and allowing the application to access the 
corresponding accessed data

S40

Rejecting, by the mobile terminal, the application access to 
the corresponding accessed data when analyzing the first 

encrypted value and the plaintext encrypted value are 
inconsistent; or generating a reminder message to alert the 
user that the accessed data to be currently accessed is at 

risk of being tampered with
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Receiving, by the mobile terminal, a data server access 
instruction triggered by a user for the application on the 
mobile terminal, and acquiring from the data server the 

corresponding configuration file of the application and the 
version control file carrying verification ciphertext

Encrypting, by the mobile terminal, the acquired 
configuration file according to the preset encryption method, 

to obtain a corresponding first encrypted value of the 
configuration file

Extracting, by the mobile terminal, the verification ciphertext 
from the acquired version control file, and decrypting the 
extracted verification ciphertext to obtain a corresponding 

plaintext encrypted value of the verification ciphertext

S10

S20

S30

Analyzing the consistency between the first encrypted value 
and the plaintext encrypted value and allowing the 

application to access the corresponding accessed data 
when determining they are consistent

S40

Building, by a mobile terminal, accessed data of an 
application, and encrypting a configuration file of the 

accessed data according to a preset encryption method, to 
obtain a corresponding plaintext encrypted value of the 

configuration file

Encrypting the obtained plaintext encrypted value using a 
private key generated in advance by a key generator, to 

obtain a corresponding verification ciphertext of the plaintext 
encrypted value

Putting the verification ciphertext in a version control file of 
the accessed data, and distributing the accessed data, the 

version control file carrying the verification ciphertext, as well 
as the configuration file to a data server
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