s - 95023032 i CED SHEETS SG
DUPL"'W MEMORY  SYNCHRONI ZATI ON- ARRANGEd=NT Technic UFJ,,QI .gatfcd cerveror 10 PagEd oirenn. -
This imvention relates generally to fault-tolerance..arrapge ﬁ;& L,h%pgéeg .
dipFi cated, active-standby, units, and rel ates ‘spécifically: Ooa o paged .. :
dupl i cat ed- menory arrangenents. Background of the ] ti\j_/fé’_rift"fr‘%?n:p“‘f woP g%...: """
common way of achieving fault-tol erafce in comput & antict el eRul¢§PEiTs™
systenms is to duplicate the fault-prone unit and!operafe REEESRKam-wi
one of t heDATBLIGATEDMEMORY SINGHRONIZ ATHONABRANGEMENT ~vhi | & ¢ he

ot her duphd Fleigt i s either inactive or operating in lock-step with the
active di ngq% 0 taﬁ%ﬁver t he Performance of stem t asks
upon the failure ﬁgﬁ“%(é f ¢% & ¥ &9 SRl tolerpnee apRRBHBTS €& ¥6hi ng -
syst ens, diplicateds actverstiribgtmitse aricreldies spetificdllyw duplicated-ateddory t he system
control cogpéj?tme@erx“'lts(i ncl uding the conputer nenory and its contents) and to

oper at e ¢ate units in active-standby node. _ In the
case of Bapkground ofdbe InvendioAndby, menories, proper system operation

s b oA SO Snpbt WIS AREREI Sl el k1) L. 111
initiali mitqommunigationg systems is ©suiplicate the fayltrpronsinitand ARETHe e dupl i cate
Menory Ceydanivwith Snd'ef thé dipitchtdiniRuctios mdl?erﬁdriniﬂg dyfs@nvReks inhile$heon bot h
menories,° S?d&zhﬁéaté Qx%t %ugl lcate .vcont ents, of Eﬂ(_h nevnglF P,(e?s ﬁhgn&? B
i dent i caPer dup it 1s cithgy {nactive.SrOPSTANRE in lockieD ACHY® 9™ ai 1 ure of
the acti wad sending, bystubalte dver therpetfoemadcerof afstétaasks apdibtherfeiluwre yhe and repai r
St andby, SRR oS Gofbie B Meshon) SyHAREE Siond t GEbibd s dufidid BT, v
- agai n_acheswit¢hing fabric|andéon the sysienscangglicoroputeh@ncluding thecomiputete two -
TEmer) 4 B SRR S80Sy piCag il o St (1
In the case of duplicate, active-standby, memories, proper system
operation requires that the contents of the memories be identical. Initially, this is
achieved by loading the same contents into both duplicate memories at initialization.
During system operation, synchronization of the duplicate memory contents is
maintained by performing all write operations on both memories, so that the
duplicate contents of both memories change identically.
During system operation, following a failure of the active memory,
substitution therefor of the standby memory, and repair of the formerly-active
' memory, it is necessary to bring the repaired, now standby, memory into
synchronism with the now active memory in order to again achieve fault-tolerance.
This requires the contents of the two memories to again become, and to remain,
identical. This means that the repaired memory must be populated with the contents
of the active memory. In the prior art, population of the standby memory with
contents of the active memory is achieved by serially reading the contents out of the
- active memory and writing the read-out contents into the standby memory, and in the
meantime also writing into the standby memory any changes being made to the
contents of the active memory that have already been copied into the standby
memory. An illustrative system of this type is disclosed in U.S. Patent
No. 3,864,670.
| This scheme for achieving synchronism between duplicate memories
has disadvantages, however. On the one hand, if the system processor is used to copy

the contents of the active memory into the standby memory, processing power for
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time of commencing the synchronizing, Ilustratively, in a memory that serves to
buffer data in queues, a queue-length counter is associated with each queue of the
active memory, and the system begins to keep track of the counters reaching a count
of zero. Once it has been found that all of the original contents of the active memory
have been overwritten - - illustratively, when each queue-length counter has reached
a count of zero at least once - - it is an indication that synchronization of the two
memories has been achieved and their contents are again identical. At that point, the
standby memory can again be substituted for the active memory to achieve fault-
tolerance. .

In a variation of this embodiment, a single queue-length counter is
associated with the plurality of queues of the active memory and keeps track of the
total contents of the queues taken together. At commencing of the synchronization,
this counter begins to keep track.of the queue contents -- illustratively of only the

- contents then present. Once this counter reaches a count of zero, it is an indication
that synchronization has been achieved.

The invention has numerous advantages over the prior art. It does not

" take processing power of the system processor away from system tasks for memory-
copying purposes, and hence it does not adversely impact system performance. Nor
does it require the expense of having a separate processor for memory-
synchronization purposes. Rather, it accomphshes synchronization of the active and
standby memories merely through normal use of the memory for its intended
application. Yet it accomplishes memory synchronization - - and hence return to
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FIG. 3 is a flow diagram of a switch module failure-handling function of
the administrative processor of the arrangement of FIG. 1; and
FIG. 4 is a flow diagram of a failed switch module reinitialization
function of the administrative processor of the arrangement of FIG. 1.
Detailed Description

FIG. 1 shows in block diagram form a communications switching
arrangement that includes an illustrative embodiment of the invention. The
arrangement shown in FIG. 1 is a part of an Asynchronous Transfer Mode (ATM)
switching and transmission system. It constitutes either a stand-alone switch of that
system or a portion of a switch made up of a plurality of such portions. The
arrangement constitutes a duplicate pair of ATM switch modules 1 and 2, which are
arranged to operate in active-standby mode for fault-tolerance purposes.

Modules 1 and 2 are connected in parallel to separate output ports 41
and 42, respectively, of a demultiplexer/distributor (DEMUX/DISTR) 21, and to
separate input ports 51 and 52, respectively, of a multiplexer (MUX) 22. Both
devices 21 and 22 are of conventional design and function. DEMUX/DISTR 21 has
an input port 40 connected to one or more input links 17. It connects its input
port 40, and thereby connects input links 17, either to output port 41 or 42 to provide
a demultiplexing selection function or to both oiitput ports 41 and 42 to provide a
distribution (i.e., a broadcast) function. MUX 22 has an output port 50 connected to
a plurality of output links 19. It connects its output port 50, and thereby connects
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di stri but adcast) function. MJX 22 has an out put port 50
connect eaﬂ‘\?g &*“'EP‘W&?. ?ﬂa%ut put links 19. It connects its output port

50, and thereby canfex:msmory 12 comprises one or more RAMS that illustratively
implement one or more queues 100 for each output port. For every individual one of
the output ports 9, buffer memory 12 provides a separate queue 100 for each one of
the ATM cell priorities.

Control 14 controls storage of incoming ATM cells in buffer memory 12
and transmission of stored ATM cells at output ports 9. Control 14 illustratively
comprises a queue processor, a pointer RAM, an output-port counter, and queue-
length counters 200. Counters 200 include one counter 200 for each queue 100.

Based on the header of an incoming ATM cell, received from IO 10,
control 14 determines the priority and the destination output port of that cell, causes
the cell to be stored in the corresponding queue 100 in buffer memory 12, and
increments that queue’s corresponding counter 200. Control 14 also periodically
accesses the highest-priority non-empty queue 100 of the one of the output ports 9
that is identified by the present count of the output-port counter, retrieves therefrom
an ATM cell that is at the head of the queue, decrements that queue’s corresponding
counter 200, and causes I/O 10 to transmit the retrieved cell on the corresponding
one of the output ports 9.

b-h




-4- output links 19, to either input port 51 or 52 to prOV|de a

myl ti gl exi ng sel ection function. DENUX/DISTR 21 and MJX 22
operiate under control of an admnistrative processor 20. Switch

admini strative processors are well kpgown in the art. Processor 20 controls
t he input-port-to-output-port intercdrinecti ons of DEMJX/ Dl STR 21 and MJX 22
via control links 31 and 32, respectively. Additionally, processor 20 is in
comuni cati on wi tAccafdihg ve the inventon,edninismative processepi20cineludes a | i nks 33 and

34, res i . I i nternal
constr ug élﬁ\/@fé/m'coﬁgtf ’ea’m‘ﬁ aﬁ‘an%#o‘rﬁ.éﬁ@é’g ref%ﬂgffﬁm Eat Ié&i modul e 2
i s constonﬁmeuonstﬂnﬁ cManitor Shmhllmmw@odnagmman@mg!sm Ph% art An

|11 USTT ideltfor RGP A hAKCH R4 bit 84 r3ak 0Bkl BnfPcBIBAIYof Aoettthe L

conpri ses one’ or nore | nput, ports

e recei ves i ncom ng

ATM cel | odplen Jts usg is explaing ﬁﬁé‘é?\!dFPBm%Lﬁl SFARVEY rcuitry (1/0)
10, whi ctmpleuﬁheaasmu&:cﬁ@fstmﬂdima&aﬂmwﬂienﬁﬂysawmﬁa‘hfptbcenmw 12, and to

out put por Q i1l ust at Y ment circuitry,
seri al -t8x7§§F°5I‘Y}g" 5#%1 B%?natf’l dﬁ%@nﬂsh ﬁoﬁ%@sg?gﬁwand mul ti pl exers
and denuimpletnentedss haudwired oi’rcmsad&c operannnai§ea1ﬁrcs of tunctignsiiivbZ atel s

recei ved ,méh t to control 14, and the cells
are sent ‘% |5%‘c’>ﬁ°t ??l%lﬁ{nlg[rgos??‘* s1por stor age. Buf f er
menory 12 conpri sBiegadvely, apdndividuakcounter WMS@P“WIWP%PG%M one or
nore queu&ﬁmﬂ@%fﬁqﬂmﬂ@’ufméwtlopo%re:aiﬁple\/a?ﬁﬂ le ehnterc200 may'be of the -

o P 2o b Bk RS S08, BB “$:§Pé9o§ts@$;g2a3$‘
i ncomi ng baddwhescduperfluoubuf f er menory 12

Turning to FIG. 2, upon initialization of the arrangement of FIG. 1, INIT
function 61 is invoked at step 210, and executed. In response, it causes
DEMUX/DISTR 21 to connect its input port 40 to both output ports 41 and 42, at
step 212, thereby to perform a distribution function and to send any ATM cells
received on any input links 17 to corresponding input ports 7 of both ATM switch
modules 1 and 2. Function 61 also causes MUX 22 to connect its output port 50 to
the one of input ports 51 or 52 which is connected to the one of modules 1 and 2
which is designated as the active module, at step 214. In consequence, ATM cells
appearing at output ports 9 of only the active module 1 or 2 will be transmitted on
the corresponding ones of output links 19. Ilustratively, processor 20 obtains the
information on which one of modules 1 and 2 is designated as the active module as
input from an administrator’s terminal (not shown). Function 61 then continues with
the performance of conventional system initialization tasks, at step 216. These tasks
include either resetting (i.e., zefoing out) the contents of both memories 12 or
loading both memories 12 with identical initial contents.

When the arrangement of FIG. 1 is active, both modules 1 and 2
perform identical operations. Due to the activities performed by INIT function 61,
both modules 1 and 2 receive the identical inputs, and use them to keep the contents
of their buffer memories 12 synchronized. When one of modules 1 and 2 f'ails, it
either reports that fact autonomously to processor 20, or processor 20 discovers that
fact through periodic maintenance activities (e.g., tests) that it performs on modules
land 2. ‘
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of output ports 41 and 42 which is connected to the failed module, at step 310.
Function 62 then designates the failed standby module as being out-of-service, at
step 312, and then continues with the performance of conventional fault-handling
activities, at step 314.

When the faulty one of modules 1 and 2 has been repaired (i.e., the fault
has been identified and removed), processor 20 is informed, for example again by
input from an administrator’s terminal. In response, function 63 of FIG. 4 is
invoked, at step 400. In resi)onse, function 63 resets (i.e., zeroes out) the contents of
buffer memory 12 of the repaired module, at step 401. Function 63 then causes
DEMUX/DISTR 21 to again connect its input port 40 to both output ports 41 and 42,
at step 402, thereby cansing both modules 1 and 2 to commence receiving the same
input. However, the contents of buffer memory 12 of the repaired module are at this
time not the same as the contents of buffer memory 12 of the active module - - buffer
memory 12 of the repaired module is empty. But the identical set of activities
henceforth performed by both modules 1 and 2, combined with the identical changes
being made to contents of both buffer memories 12 as a consequence of step 402,
will eventually synchronize the contents of both buffer memories 12. To determine
when synchronization has occurred, function 63 uses queue-length counters 200 of
the active one of the modules 1 and 2 and queue-length-counter monitor 60.
Function 63 initializes monitor 60, illustratively by zeroing its contents, at step 404.
Function 63 then goes to sléep to await either the count of a counter 200 of the active
module reaching zero or a buffer-overflow condition that results in deletion of a cell
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Considering momentarily FIG. 1, when a queue 100 of the active
module becomes empty, the count of its corresponding counter 200 reaches 0, and
control 14 notifies processor 20. Returning to FIG. 4, this causes function 63 to

- awaken, at step 410. Function 63 determines which one of counters 200 of the active
module was the cause of its awakening, at step 412, and then updates monitor 60
with that information, at step 414, by setting that counter’s corresponding flag 64 in
monitor 60. Function 63 then checks whether any flags 64 in monitor 60 remain,
cleared, at step 416. If any ﬂzigs 64 do remain cleared, it means that their
corresponding counters 200 of the active module have not reached a count of zero,
and consequently that those counter’s corresponding queues 100 have not become
empty since monitor 60 was initialized at step 404. Function 63 therefore returns to
step 406.

If however, all flags 64 within monitor 60 are found at step 416 to have
been set, it means that all contents of buffer memory 12 of the active module have
been cleared out of buffer memory 12 since step 404, and hence the contents of
buffer memories 12 are now synchronized. This means that the repaired module is
ready to assume a standby role to the active module. Function 63 therefore changes
the status designation of the repaired module from out-of-service to standby, at
step 418. Function 63 then continues with the performance of conventional
administrative activities, at step 420.



function 62 of FIG 3 is invoked, at step 300.. Function 62 first .determ nes
whet hér the failed nodule is the active or the standby nodul e, .at step 302.
If the active nodule failed, function 62 causes MJUX 22 to connect its '
out put port 50 to the one of i nput ports 51 and 52.which is connected to

t he standby nodul e, at step 304, ther@by di sconnecting the failed nodul e
fromoutput links 19 and isolating the failed nodule. Function 62 also.

causes DEMUX/ DI STBf2durise, 1dslﬁmm1wﬁxﬁddr§téod thatvarious chaiyes adn t 0 t he one of

SbtPt il Al o ERRNESH S B4 VR P, oLP o

62 then dbesekiliadsinttheartt de@wnphjunenasvudmmwhem albATMegellsrage desi gnat es

t he fall . ctlon 62
t hen contl nuesy\knﬁoﬁﬁ' E% r?gn g*b%giﬁ&g@}'ggghu@%%ﬁg“dﬁ

activiti edlsogihe gueypdieams need notbe A ells; Butoay, be ether MB‘CW‘?“% he failed
nmodul e i slnbxmau@tmtmcmdwds. thn&hu&e thatk Of fedforicthishDd i€k gieel O

di t it t 4 th f t t 41 d_ 42 which
s connocias e kep{fibe plF fisye Rociitik may t&ione saate Btk st ERBIP Y os gna os
t he fai | eshbsdnany]lsyclmcainenmsy b&mtgbbuk, wcﬁxdsarwenéyteatAddmmaﬂyZm and t hen

ti fi ities,
st op. pgichid e AR RACTEL. BIE oMy iABkE AT T 1 O8,
repai red (reald commuaigasions aneayailable; coatentsiof agueraony Sﬁlbfmtlsti}lat gonsisessor 20 is
i nformed, o) @fmbexmaddmdwmbmk abd varHi 6Ptﬁé y Sub- @ﬁtf%”al In

response, functl on IS 1NvVo at ste re

function @HngETBRs ih%ncebg:@ eB{?taFaf‘H'éd-‘ﬁ%ﬁﬂ“éH% %P“%ﬁ‘?“f%rs ry 12 of
the repai mdenmﬁax)eem tden sepslaced) Suckdhaige Qan&ﬁxoaimaummwaﬁwﬂ DI STR 21 to

agai n con oth ou ports 41 and 42, at ste
482 ther§§§£ taﬁiﬁ%lgg}qrﬁ%saﬁﬁe@ﬁfﬁ) fﬁ?piof e&gmﬁpéqug @'&g’l bt ng the saﬁe
i nput . Hodisuigishinglits atiendant advantages Itds theesforeyinteAdad thatall suehzhages nodul e ar e

at this téd%m pbuffer menory 12 of the active
nodul e - - P Fﬁﬁn@%ﬁgﬁxgéd?ﬁ?ﬁ%ﬁiﬁgpalg Igﬁmf)dul e is enpty. But the

identical set of activities henceforth performed by both nodules 1 and 2,
conbined with the identical changes being made to contents of both buf f er
menories 12 as a consequence of step 402, will eventually synchronize the
contents of both buffer nenories 12. To determ ne when synchronization has
occurred, function 63 uses queue-length counters 200 of the active one of
the nodules 1 and 2 and queue-| engt h-counter nonitor 60. Function 63
initializes nmonitor 60, illustratively by zeroing its contents, at step
404. Function 63 then goes to sleep t.o await either the count of a counter
200 of the active

pd




nodul e reachi ng zero or a buffer-overflow condition that results in
del etiton of a cell : -7-

ffom buf fer menory 12 of the active one of the HuRE at step
406. Various schenes arej,known for @mm&r“‘&mﬂ“flow of
buffer menory 12 or individual ones 3 its que L e stypical result
of these schenes is the discarding either of the newy-arriving cell that
resul ts Claithéte overflow or of a cell that is already stored in a queue 100

to make room ! o1 LAt for e ﬂém%ﬁﬁ@&&%%@&mmﬁz of the

active nodul e typica s ou re contents than

buf f er ubmweq@%wgmm@bydm@mpwam AYINEHREHVY.

SynCh_ror}hé:%h@sﬂaﬂQﬁdﬁﬂm%Qﬁh A€ afr e%é%ifdsﬁ&hsﬁ@\é'r&deﬂﬁb?mﬁb resul tant ceII |
del etion p II occur’s onlggé&;@ ct1ve nodul e and pot at the standby

nodul e. PRt APBATAYS (¢ IPFRImRBOR 1 oni zat i on
requi remnmbdmafmmambﬁei comprigiag: be made to the contents of buffer

menories 12 of batih modul refor of a cell .
from buf f er ,sgleitéve aeqalrgtlagge[ﬁns@s %'8‘1%}'1% ?&f &Islgﬂi]l ve nodul e
notifi esmpamcefssptacement‘laf@nwnm dflanacnmmfsths twamemodns wBhithe awaken, at

step 409, x‘rﬁ'%db'hn step 400 to start anew the process of menory
cont ent sync%%onl zat1oh d Considering mpnentarily FIG 1, when a

queue 100 of t he TRAS GRORERRFINCavibuthe HESk-kepRing mens 06 FFAVIARE AR s

CR orres pOindicaﬂ?:xf gﬂh@h tHe ﬁ&&mse@nhe active meEoSOhRAT éi'lstéd‘rm,;kwﬁat thkin@8kpr o Z i‘g sor 20.

et ur ni t 0 this cti e
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t he causmembries’sconvenkscare ngw syhclwoazedl12, and t hen updat es nonitor 60 with
that information, at-step 414, by setting that counter’'s corresponding flag

64 in nmonitor 60. Function 63 then checks whether any flags 64 in nmonitor
60 remai n cl ear &, The armangpmeniof dlfimph wheteinythe drackrkeepingymeans igelpdel, it neans

that their means for resetting the contents of a standby one of the memories upon
activation of the track-keeping means.

3. The arrangement of claim 1 wherein the receipt by the duplicated-
memory apparatus of the information results from normal use of the active memory
for its intended application.

4. The arrangement of claim 1 further comprising
means responsive to deletion of information due to overflow of the
active one of the memories while the track-keeping means are active, for activating
anew the track-keeping means.

_ 5. The arrangement of claim 1 for a duplicated-memory apparatus
wherein each memory implements at least one queue for buffering the received
information, the memory-update arrangement is responsive to reéeipt by the
duplicate-memory apparatus of information for an individual queue by writing the
received information into the individual queue in each memory, the apparatus
includes a memory read-out arrangement that selectively removes from individual
queues of both memories information that has been written into the individual
queues, and the apparatus further includes at least one queue-length indicator each
corresponding to a different at least one queue in the active memory and indicating
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correspondi ng counters 200 of the active nodul e have ; count of
zero, "and consequently that those counter's correspongmmgggﬁ Hmave :
not ‘becone enpty.since nonitor 60 was initl@tized at stepc - fon 63
therefore returns to.step 406. _ | f howevert—all fl.ags 64 within

monitor 60 are . e _ -
contents of bu#yg%ﬁfr1% a‘(é){irpﬁéu%dgﬁﬁve rrmﬂgndé?/e Eeeal‘% e’?r’%léélght of
buf fer nmenory 12 since thé dpackdeeping ameansceomprasec saleasively aetivatable meapsUior es

12 are now SymkEé;ﬁﬁl% #a6k of MdviABANGnes Nt the RfecieRANhCHAIRGHN Mdicatihasit the
assunme a standby rolfe to tre act|vep;ggc;lyr&fzFm FunctiqQn 63 therefore changes

the status desiCEMeIPEAHNEMAL i538t oneane R enpticshfings: themeaps \ere agtiyated;
standby, at st@pad418. Function 63 then continues with the perfornmance of
conventional adm nistrative,activiti at step 420. - ey

i & ° codbs dndpicnveov s, Tirads OmgBee merps JoF fediceing. viee
and nodi fi cat i eseryt quenbdergth ddicadd ks fwdivacedthat its correspondingbquene liak [bebe
apparent to thqse_ .skill ' 1% rt. For exanpl.e,. i Vi re
SP DT cor 1 o anpua ok e Raddibecbine medtly WERRHVael nSRng HenhARER: ORI
one queue per cuemariespeontentaremow Syachronizedl i t ens need not be ATM cell s,
but may be ot her communications, including other packet types. Furthernore,
track of menory-content clearing need not be kept on a per-queue basis, but
may be done on the basfsThs amngementef Glaifo? whemtientity, such as a menory

§_e§|t or, .bl ock, wg_rd, Orthe‘tﬁék-kgélpi‘ng tﬁgﬁi{stﬂe@ﬁdﬁ:abk’oféﬂ%uf-!fé{g&hmdidﬁ%@ m&lqﬁﬁg
| e communi cations (e.g.,,. | e  code or |1 € pPackKets n.no r
comuni cati ons tg?‘egﬁ\ﬂ?gﬁ&@,‘"&éﬁtl%f ONG{ USUREhAS, @uﬁgg?ﬁqef)ﬁ qnﬁa?fe &‘)néﬂ st
entirely of thapformadre and ghninfomitioanstored ahéfetn & aérivation tof Qhe ek keepiny

sub-entity being empt nd hence | ikewise serve as an indication that the
sub-entity's (rrgeéxp? Since the Means Were actvated. _

7. A method of determining the occurrence synchronization of the
contents of two memories in a dﬁplicated-memory apparatus having the two
memories, comprising the steps of: |

in response to each receipt by the apparatus of information, writing the
received information into both memories;

commencing to keep track of replacement of the contents of an active
one of the memories by the received information; and

in response to track-keeping indicating that the contents of the active
memory that existed when track-keeping was commenced have all been replaced,
signalling that both memories now have the same contents.

8. The method of claim 7 wherein the step of commencing includes the
step of
resetting the contents of a standby one of the memories.

9. The method of claim 7 wherein the receipt by the apparatus of the
information results from normal use of the active memory for its intended

application.

10. The method of claim 7 further comprising the steps of:
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contents have all been repl aced. Such changes and made

W thouit departing fromthe spirit and the scope of't :
Wi t hout diminishing its attendant advantages. It is mml ﬂ&jﬂ! ]gmk‘d t hat
al | such changes and modifications be coveldéd by th alsrs.

W claim 1. An arrangenent for determning that the contents of two

menori es have becomne. symmmnmauanmﬂspoxﬁé t@@&e@ﬁbﬁbﬁﬂfeﬁcw@ﬁr&m bt
includes the two mem ories and that I(urther tn | ud %Fg‘ﬁdp daLHe ar -
rangement which respond©PGCRERE AW (R, KeaP. ek pf fx 9%5? e of
i nformati on by detetibpnng the re- ceived |nformat|on |nto both of the
nmenories, conpris- ing: " selectively activatable neans for nonitoring,

upon activation of said nonitoring neans, the supplant- i ng of
the contents, that exi $l. Fhe mmthad ofclaim (7hfer a dupligated-memiary apparafisdwherein

oL 110 Tk S bUfcns a OE o abl, YSUEARE WEcllicd Miofaga!
to deternine widf thee aem@m'émhﬁmmemdm @ lepst one qw-&mth/emﬁ@myemh
the tinme when tcb&egﬁbﬁui:@rtbngm&erem HERAS df'lértﬁeﬁé?id thatReve ethory lanB SRficating
S qul ant ed bY an amount tof 1n%or|m\£1(t31gn Istr(])];ed’l?ler}t]e correspondmg at least one queue, wherein:
the step of writing comprises the steps of
in response to each receipt by the apparatus of information for an
individual queue, writing the received information into the individual queue in each
memory and incrementing thé corresponding queue-length indicator, and
selectively removing from individual gueues of both memories
information that has been written into the individual queues and decrementing the
corresponding queué—length indicators;
the step of commencing to keep track comprises the step of |
commencing to keep track of individual ones of the queue-length
indicators indicating that the corresponding at least one queue has been emptied;
and

the step of signalling comprises the step of
in response to track-keeping indicating that every queue-length indicator
has indicated that its corresponding at least one queue has been emptied since the
- track-keeping was commenced, signalling that both memories’ contents are now
synchronized.

12. The method of claim 7 for a duplicated-memory appratus wherein
each memory implements at least one queue for buffering the received information
and the apparatus further includes at least one queue-length indicator each
corresponding to a different at least one queue in the active memory and indicating
an amount of information stored in the corresponding at least one queue, wherein:
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means cooperative with the nonitoring nmeans for ~indicating that the
caontents that existed in the ac- tive nenory W_
nonitoring means were activated, have all been suppl anted by t he
recei ved information, thereby signalling that ¢ Ujﬂ Mﬂ)ﬁ'ﬂ’ he two
menori es have becone synchroni zed42 2. The ar A ’ Imm 1
wherein the nonitor- ing nmeans include means for clearing"™hé contents of
the other one of theestep of wrikingeomptisss thessepsatt i vati on of the nmonitoring

means. 3. The aif ARGEHNENG efth rebed YhSsaRAls b fdredationfodn t he
information, b he dugl J cat ed- neno t;By;ﬂBpa,r at uss'res | t rom normal use of

the acti vi® AueYsy githa wreiued informagign inyn the ingiviqual QUEYe R FAER Nt of
claim1 fgefdogy, conprising means for reactivating the nonitoring mean in
;rgni tori ?\8 Oprzgnts Oé’? gclsﬁéllisi%\?‘é%f %fneg%i&?&i@watﬁﬁgﬁ‘%&ﬁ? %&iw}iﬁgﬁ@u&é{?ve one
of the twin thesctiveanemory incAomentingniyecordspbmtingiquenefength dndieater.ané cont ent s
o o s A R Bl ol of b cainar o appay at s
one information that has been written into the individual queues and decrementing the .
corresponding queue-length indicators;
' the step of commencing to kcep-ﬁ-ack comprises the steps of
ceasing to increment the queue-length indicators, and
commencing to keep track of individual ones of the queue-length -
indicators indicating that the corresponding at least one queue has been emptied; and
the step of signalling comprises the step of
in response to track-keeping indicating that every queue-length indicator
has indicated that its corresponding at least one queue has been emptied since the
track-keeping was commenced, signalling that both memories’ contents are now

synchronized.

This Sheet Has Been RepiaCed

(]




queue.for buffering the received.information, and that further includes a
menory-updat e arrangenent which responds to receipt of information,
destined for an indi- vidual queue, by the duplicate-menory apparatus, by
witing the received information into the individual queue in each nmenory,

t he apparatus includes a mem ory read-out arrangenment for renoving, from

i ndi vid- nal queues of both menories, ifdformation that has been witten
into the individual queues, and the apparatus further includes at |eas tone
queue-| ength indi cator -each corresponding to a different at |east one queue -
~in the active nenory and indicating an anount of information stored in the
correspondi ng at | east’ one queue, conpris- ing: sel ectively activatable
means for nonitoring, upon activation of said nonitoring means,

“i.ndi vi dual ones of the queuelengtzéuggacat rs for an indication

that the corresponding at |l east one q een . enptied since the

ti me when the nonitoring neans were activated; and means cooperative
with the nonitoring neans for i ndi cati ng when every queue-length

i ndi cat or has indicated that its correspondi ng queue has been-

enptied since the tinme when the nonitoring nean were activated, thereby
signal ling that the contents of the two nenories are synchroni zgd. 6.
The arrangement of2lsl n 5 wherein: the nonitoring neans non
gueue-length indic lorgl Tor an rndicairon that the |cokas
| east one queue as Dpedn gpt ed of one of either (a).alls2
or (b) infornggipn tthat ﬁ : ATM -SWITCH MODULE 2 ¢ Y4
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stored therein at the timof activation of the noni- toring neans,
since:the tinme when the nonitoring - nmeans were activated. 7. An
arrangenment for synchronizing contents of two nenori.es in a

dupl i cat e- nenory apparat us, conprising: nmeans responsive to receipt -of
I nformation by the . dupl i cat ed- nenory appardatus, for .witing the re-
ceived information into both nenories; dand  selectively activatable neans
for nonitoring, upon activation of said nonitoring nmeans, the suppl ant -
ing of the contents, that exist at the tinme of the activation of said
nonitoring nmeans in an active ‘one he menories, by the received
I nf or ma- }3](; EWW) tion mhlch I s being
witten into both of the neno- “ries, to detern1ne when the contents
that existed in - the active menory at the time when the nonhitoring
means were activated have all been sypphapted byl the received

I nformation, and for indicating. that tents, that existed in the

active nenory at the tine when the no |tor|ng nmeans mr‘e acti -

vated, have all been suppl anifesd E”‘ *‘1““ L.a*/ at both nenories
now have dupl i cate contents. gD é() f'f0 m 7 wherein the
moni t or - o BOTH SWlTCH DULES
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i ng neans i ncl ude means for clearing the contents of the other one of the
two renori-es upon activation of the nonitoring nmeans. 9. The
arrangenent of claim7 wherein the receipt of the information by the
dupl i cat ed-nmenory apparatus results fromnormal use of the active nmenory
for its intended application. 10. The arrangenment of claim7 wherein

the witing neans include neans for delétlng I nfor- mation, in response
to overflow of the active one of t he nenories; and t he arrangenent
further conprising nmeans for reactfyfa6i.ng4he nnnltoring means in re-
sponse to the deletion that occurs while the noni- toring nmeans are
active. - tents of two nenories in
a dupl i cat pd- nenory apparatus wherein each menory¢i npl ements at | gggt one

queue for puffering the received inf S
responsi vejto receipt of informtionwm bgm@ “gwu 3'n'/ual gueue,

by the dup}icated-nenory apparatus, for wr|t| g t he recel ved

i nformatiop into the individual nséflor

removi ng, from i ndividual queues of W bdN ggﬂ) Up% t hat has

been witten into “the individual | queue8f 0 10 e gueie- | engt h

I ndi cat or, Jeach correspond-- ing to a dlfferengrat | east one queue I n

the active menory, for indicating_an amount off infornmation tored

in the cor{esponding at |east one queueSETaDEMUXABISTRCTO ﬁﬁlDle&HIiv?rg;) e means
%

for- nmonitofing, upon activation of saifg BOPMISWTCH 'MODUERSNS, | i dual
ones of the queue-length indicators tor—ant uﬁ“n,al

404
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REPLAGENENT SHEET tion that ‘the correspondi ng at |east one queue
has - been enptied since the tine when the monitoring means were- -
actl'vat ed, and for indicating when every queue-length indicator has
indicated that its - corresponding at | east one queue has been enptied
since the tine when the nonitoring neans were activated, thereby

signal l'ing th ay pli Wnts ‘
The. arr andubC 4Rl FAEMORY, suchiRBREASTN ARKAY o t or
queue- | stract ndi ca- ‘tors for an indication that the cor r espondl ng at
| east ong ,que as_be .ope e i nf ormati on
or (b) i FM&’% Tﬁ@&yvxg@a Aeﬂd&"&c@&‘ﬁ‘f& > ‘iﬁphﬂt&dgﬁn@ of activation
of the ropetates in activesstandpympadesfor Siultctoldrimee! iFollowing failtee andrriepair ofhg
means r& iﬁ{@% £ At mmm? ctive nmenory
that i \rlt\%l 8&@ ‘con eg}eénory &923 St an Oftrageermr y Og?éfgﬁé%%nbzgg a'?n lieu of
t he follews.vAt therisee/of Gamemending éMWMf sontents of the memeary@fnt ent s as
the act iiNe s HRIBY, YopairedRAGHulE %Wﬂl%t&@?&h%c@c tbd e TRhéAGry fOr wit-
ing the recelvedlnf I‘ITH'[IOI’]II’]'[OB qorle

also commence to be made to the standby mod e’s memory, and track begins to be

kept of overwriting of the contents of the active module’s memory that existed at the

time of commencing the synchronizing. This is done by a function which

sets a flag (64) in a queue-length-counter monitor (60) for every active-module

* queue-length counter (200) that reaches a count of zero to indicate that its

corresponding buffer-memory queue (100) has been emptied. When all monitor

flags have been set in response to each queue-length counter having reached a count

of zero, it indicates that the original contents of the active module’s memory have

been overwritten and the memories again have identical contents, and consequently

that resynchronization of the two memories has been achieved and fault-tolerance

has been re-established.

Figure 1

-
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and’ selectively activatable nmeans for monitoring, upon act i v&%‘?ifﬁ”—d?’”

sai.d rmonitori gog=rmear ant - I ng o{ theq OB 42..4‘ x5t
at the time off Rk %LA&MENEC‘E%& on of said nonitanjmg. _ﬂp,tas%?} Chrrtet i veG
one of the t 'enories, by thelreceived infornh- 1,1 0N Whgh i F’ﬁé‘?%ﬂ'
written into Hotlh ¢fy §ihe B ries, to deter~ Fead Lol enged

menory at the time whensthe Fidi Lofe maged.....
means were act}i v bden suppPanted Hy ™~ "the rE8&dEdto paged.....
i nformation, and for indicatingljthat the contents, that existed in the
active menory at t he t| me when the noni tor;.uitg néans Rurpact.inktly
vat ed, have all been SL}M§| atmy by the received i nf or mat 1 on, TheT ehy-
signalling that both ndavkn@srangemerntwidradatetrhmisgbatrthe eottents 14. The
arrangenent of cl ai mdf3twbanetrioriddchav® ibechie glglcfm-@nszcunm adgy-neans for

clearing the content Sputfatémaaha HFdfhs that iREadéi Qe 3W/d ¥dRt-on of the

t hat existed ijn the actiye

noni toring neans. E}Lx CEM.? mem 8& aj[ angenent of
clai m 13 wherein theréﬁgal rrrat |:% EE (i arr ngement
results from nor E“B]wtpﬁ I% ‘? P S AURYRSed appl i -

memory apparatus o ormatx by wrmng the re-
ceived information into both of the memories, compris-
ing:

selectxvely activatable means for monitoring, upon

activation of said monitoring means, the supplant-
ing of the contents, that exist at the time of the
activation of said monitoring means in an active
one of the two memories, by the received informa-
tion which is being written into both of the memo-
ries, to determine when the contents that existed in
the active memory at the time when the monitoring
means were activated have all been supplanted by
the received information; and

means cooperative with the monitoring means for

indicating that the contents that existed in the ac-
tive memory at the time when the monitoring
means were activated, have all been supplanted by
the received information, thereby signalling that
the contents of the two memories have become
synchronized.

2. The arrangement of claim 1 wherein the monitor-
ing means include

means for clca.ring the contents of the other one of the

two memories upon acuvatxon of the monitoring
mearns.

3. The arrangement of claim 1 wherein the receipt of
the information by the duplicated-memory apparatus
results from normal use of the active memory for its
intended application.

4. The arrangement of claim 1 further comprising

means for reactivating the monitoring mean in re-
~ sponse to deletion of information, that occurs while

the monitoring means are active, due to overflow
of data, in an active one of the two memories.

5. An arrangement for determining that the contents
of two memories have become synchronized in a du-
plicated-memory apparatus that includes the two mem-
ories wherein each memory implements at least one

AN O




cat'i on. 16. The arrangenent of claim 13 wherein the witing

active nmeno

ry;

Jreans include neans for deleting infor- nmation, in response to
overflow of the active nem ory; and | REPLACEMENY SApEEnent further
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correspondi ng at TE3-O4t, drranggment for r§§?‘é‘6f‘5v@c§m ¥I8bl e means for
moni t ori ng, upon qu%l#ﬂb@@ﬂowdmﬁiﬁﬂﬁgahé%éeeﬂ ndi vi dual
ones of the queue- I%ﬂ'@tdm imi@ the dndividnalaguéuesi end the appamatus that the
correspondi ng at | efurthemiachud=sat heas tone quenbdengthnindicatoséaute the tine
when the nonitoringeorrespondiignd yWiiffenst maleast oaBdydcle intheat i ng when
every queue-length SRt glefio d Hz‘a'x&fﬁr?gjaﬁ BfourtSof information
stored in the corresponding at least one queue, compris-
ing:
selectively activatable means for monitoring, upon
activation of said monitoring means, individual .
ones of the quenelength indicators for an indication
that the corresponding at least one queue has been
emptied since the time when the monitoring means
were activated; and
means cooperative with the monitoring means for
- indicating when every queue-length indicator has
_indicated that its corresponding queue has been
_emptied since the time when the monitoring mean
were activated, thereby signalling that the coatents
of the two memories are synchronized.
6. The arrangement of claim 5 wherein:
the monitoring means monitor queue-length indica-
- tors for an indication that the corresponding at
least one queue has been emptied of one of either
(2) all information or (b) information that was
stored therein at the tim of activation of the moni-
taring means, since the time when the monitoring
means were activated. _
7. An arrangement for synchronizing contents of two
memories in a duplicate-memory apparatus, comprising:
means responsive to receipt of information by the
duplicated-memory apparatus, for writing the re-
ceived information into bath memories; and
selectively activatable means for monitoring, upon
activation of said monitoring means, the supplant-
ing of the contents, that exist at the time of the
activation of said monitoring means in an active
one of the two memorices, by the received informa-
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the time when the monitoring means were acti-
vated, have all been supplanted, thereby signalling
that both memories now have duplicate contents.

8. The arrangement of claim 7 wherein the monitor-
ing means include

means for clearing the contents of the other one of the

two memories upon activation of the monitoring
means.

9. The arrangement of claim 7 wherein the receipt of
the information by the duplicated-memory apparatus
results from normal use of the active memory for its
intended application.

10. The arrangement of claim 7 wherein

the writing means include means for deleting infor-

mation, in response to overflow of the active one of
the memories; and

the arrangement further comprising

means for reactivating the monitoring means in re-

sponse to the deletion that occurs while the moni-
toring means are active.

11. An arrangement for synchronizing costents of
two memories in a duplicated-memory apparatus
wherein each memory implements at least one queue for
buffering the received information, comprising: '

means responsive to receipt of information, destined

for an individual queue, by the duplicated-memory
apparatus, for writing the received information
into the individual queue in each memory;

means for removing, from individual queues of both

memories, information that has been written into
the individual queues;

at Jeast one queue-length indicator, each correspond-

ing to a different at least one queue in the active
memory, for indicating an amount of information

i s being

stored in the corresponding at least one queue, and '

selectively -activatable means for monitoring, upon
activation of said monitoring means, individual
ones of the queue-length indicators for an indica-
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of claim19 wherlei : cli- vak3 ny nonitoring includessthe step of
clearing the cor{tents of a standby one of the meno- ries. 21. The
met hod of claim ceipt of the information by the apparatus

results from normal USﬁoﬁfthhh@h@@bﬁépaﬁam af Rast bie lqpk8s appl i cati on.
22. The method clai m 1§edd/f HBEI g{ hét; é u? % ﬁil eti ng _

information, in responﬁﬁah ¥
reactlvatlngthe noni t %5 m%{"ﬁ go setothe
del eti on. 23. A neth ?'Fe”’é’é)?ﬁtéﬁt‘sa ftstwo nenories
have been synchroni zed*?HW<p Eins@étle@tmqw hashecatamptiedr ei n each
menory inpl ements at |¥SAce tbnetm}aeumehothd)mdmtomgg heanseweraed i nf or mati on
and the apparatus furtaativited) theebyt sigaallingotieatobetle mémaged i ndi cat or
each corresponding to mow ldw diplidatededsdtep@e queue in the active nenory
and indicating an 32 The arrangement of claim 11 wherein:
the monitoring means monitor queue-length indica-
tors for an indication that the corresponding at
least one queuve has been emptied of one of either
(2) all information or (b) information that was
stored therein at the time of activation of the moni-
toring means, since the time when the monitoring
means were activated.
13. An arrangement compnsmg
an active memory that includes contents;
a standby memory for seclective use in lieu of the
active memory, when the standby memory has
same contents as the active memory;
means responsive to receipt of information, for writ-
ing the received information into both memories;
and
selectively activatable means for momtonng, upon
activation of said monitoring means, the supplant-
ing of the contents, that exist at the time of the
activation of said monitoring means in an active
one of the two memaories, by the received informa-
tion which is being written into both of the memo-
ries, to determine when the contents that existed in
the active memory at the time when the monitoring
means were activated have all been supplanted by
the received information, and for indicating that
the contents, that existed in the active memory at
the time when the monitoring means were acti-
vated, have all been supplanted by the received
information, thereby signalling that both memories
now have the same contents.
14. The arrangement of claim 13 wherein the moni-
toring means include
- -means for clearing the contents of the standby mem-
ory upon activation of the monitoring means.
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toring means are active.
17. An arrangement comprising:

.an active memory that includes contents;

a standby memory for selective use in lieu of the
active memory, when the standby memory has
same contents as the active memory:;

each memory implementing at least one queue for
buffering the received information;

_ means responsive to receipt of information, destined

for an individual queue, by the arrangement, for
writing the received information into the individ-
ual queue in each memory;

means for selectively removxng, from individual
queues of both memortes, information that has been
written into the individual queues;

at least one quene-length indicator, each correspond-
ing to a different at least one queue in the active
memory, for indicating an amount of information
stored in the corresponding at least one queue; and

selectively - activable means for monitoring, upon
activation of said monitoring means, individual
ones of the queue-length indicators for an indica-
tion that the corresponding at least one queune has
been emptied since the time when the monitoring
means were activated, and for indicating when
every queue-length indicator has indicated that its
corresponding at least one queue has been emptied
since the time when the monitoring means were
activated, thereby signalling that both memories
now have the same contents.

18. The arrangement of claim 17 wherein:
the monitoring means monitor queue-length indica-

tors for an indication that the corresponding at

in the
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that the cont ent s weanfavarechivated.es are synchroni zed.

19. A method of determining that the contents of two

- memories have been synchronized in a duplicated-mem-

ory apparatus, comprising the steps of:
writing the information into both memories, in re-
sponse to each receipt of information by the appa-
fatus;

activating monitoring of the supplanting of the con-

tents, that exist at the time of the activation of said
monitoring means in an active one of the two mem-
ories, by the received information which is being .
written into both of the memories, to determine
when the contents that existed in the active mem-
ory at the time when the monitoring was activated
have all been supplanted by the recejved informa-
tion; and

in response to the monitoring, indicating that the

coatents of the active e memory, that existed when
the monitoring was activated, have all been sup-
planted by the received information, to signal that
both memories now have the same contents.
~ 20. The method of claim 19 wherein the stp of acti-
vating monitoring includes the step of

clearing the contents of a standby one of the memo-

ries.

'21. The method of claim 19 wherein the receipt of the
information by the apparatus results from normal use of
the active memory for its intended application.

22. The method claim 19 further comprising the steps
of:

-deleting information, in response to overflow of the

active memory; and’

reactivating the monitoring of the replacement, in

response to the deletion.

23. A method of determining that the contcnts of two
memories have been synchronized in a duplicated-mem-
ory apparatus wherein each memory implements at
least one queue for buffering the received information
and the apparatus further includes at least one queue-
length indicator each corresponding to 2 different at
least one queue in the active memory and indicating an
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Figure 1 3

memories, information that has been written into
the individual queues and decrementing the corre-

sponding queue-length indicators;

commencing to monitor individual ones of the queue-

length indicators for an indication that the corre-
sponding at least one queue has been emptied; and

in response to the monitoring, indicating that every
queue-length indicator has indicated that its corre-

- sponding at least one queue has been emptied since
t!lc time when the monitoring was commenced, to
signal that the contents of the two memories are
synchronized.

24. A method of determining that the contents of two

. memories have been synchronized in a duplicated-mem-

ory apparatus wherein each memory implements at
least one queue for buffering the received information
and the apparatus further includes at least one queue-
length indicator each corresponding to a different at
least one queue in the active-memory and indicating an
amount of information stored in the corresponding at

~ least one queue, comprising the steps of:

in response to each receipt of information, destined
for an individual queue, by the apparatus, writing
the received information into the individual quee

in each memory;

in response to writing the received information into
the individual queue in the active memory, incre-
menting the corresponding queue-length indicator;

gelectively removing,. from individual quenes of both )
memories, information that has been written into

the individual queues and decrementing the corre-
sponding queue-length indicators;
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cessing to increment the queue-length indicators and

commencing to monitor individual ones of the queue-
length indicators for an indication that the corre-
sponding at least one queue has been emptied; and

in response to the monitoring, indicating that every
queue-length indicator has indicated that its corre-
sponding at least one queue has been emptied since
the monitoring was commenced, to signal that the
contents of the two memories are synchronized.
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DUPLICATED-MEMORY SYNCHRONIZATION ARRANGEMENT
Abstract
A shared-buffer-memory-based ATM switch module (1) is duplicated (2) and
operates in active-standby mode for fault-tolerance. Following failure and repair of
a module, buffer memory (12) contents of the two modules are resynchronized as
follows. At the time of commencing the synchronizing, contents of the memory of -
the standby, repaired, module are cleared, all writes to the active module’s memory
also commence to be made to the standby module’s memory, and track begins to be
kept of overwriting of the contents of the active module’s memory that existed at the
time of commencing the syné:_hronizing. This is done by a function which
sets a flag (64) in a queue-length-counter monitor (60) for every active-module

" queue-length counter (200) that reaches a count of zero to indicate that its

corresponding buffer-memory queue (100) has been emptied. When all monitor
flags have been set in response to each queue-length counter having reached a count
of zero, it indicates that the original contents of the active module’s memory have
been overwritten and the memories again have identical contents, and consequently
that resynchronization of the two memories has been achieved and fault-tolerance
has been re-established. |

Figure 1
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