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1 METHOD FOR TRWW‘“MW D STORI NG VALUE AND VALUE STORE'€L e
~METER USI NG THE “ al Field 5 The present invention relates to a
val ue store electrig,gewer neter of a new concept, and nore particularly,
to a value storing nethod by which the server of an electric power

supplier or _an electric power re- seller transmts a v ugh a power
| i ne nodem g’r?c?”é?@r es the value in a store val ue m)du?{’e Eg%“ﬁor an I C

card and an electric power neter ,o0 af advance and direct paynents w thout
requiring a netering. Background Art A conventional watt/hour neter for
measuri ng t heMETHOD FOR TRAMSMITHING IAND STORING MALUDAND VAIUEert ai n peri od

by a neter man has_ 15 (. ' j [,@NS consum ng

el ectricity such %@*ﬁﬁg&ﬁi‘g P@Wé@éﬂé‘%@h?%ﬁﬂ#@% ding. Such a first
generation electric power neter is nmanaged in a very conplicated and
expensive way wherein a neter man visits places in which the electric

power net er sleghnisdlfieldand busi nesses are installed and checks the

di fferencg bet We?ﬁe biGeffTvéttioR reld@s RO ¥ealue AsTe BREIrRIpdwee nidtdtvi ous
measur ement and thé' power consunption amount at the measuring point in

time, i.e., offeenewroenvepbiand maie paticulatly,ithayalugsteringrmethedbY ai n period. A
cal cul ati on of. p ' | : d by the supplier
and a bill i@'B’?Hﬁtge%v%%gan%ﬁ%ﬁ%@?ﬁ?#ﬁ%ﬁé\é@ﬁ%&ﬁ? eréfo%rform ng a
conput at i onadelipr pasatits BNduathrdigha phawen lineodesinahdastores thd valieon of t he

consunpti on anoynt, con takin t aper and
maki ng payneitd ﬁgﬁd"’@‘@d@@é@ﬁ%\m} el g:qﬁae(ég%l%ﬁee ! cﬁcl Fg)ozr?uxast tteerlomai | ed once
agai n for ;pr sreRIvahdetar’y dift faynfeints Withitudyetiing aAweteringll ars pretending to be

meter men have appeared and 30 nmeasuring costs contribute to a |arge part
of electric power supplying

Backaround Art
A conventional watt/hour meter for measuring the amount of

consumed electricity per hour in a certain period by a meter man has

15 been used so far in all institutions consuming electricity such as a home,
an office, and a public building. Such a first generation electric power
meter is managed in a very complicated and expensive way wherein a
meter man visits places in which the electric power meters of homes and
businesses are installed and checks the difference between the amount of

20 power consumed at the previous measurement and the power
consumption amount at the measuring point in time, i.e., the amount of
consumption in a month or a certain period. A calculation of supply and
consumption results is completed by the supplier and a bill is printed and
mailed to the consumer after performing a computational process such as

25 a data input and a calculation of the consumption amount, a consumer
taking a request for payment paper and making payment, and processing
the request. The bill must be mailed once again for processing arrears
and nonpayment.

As burglars pretending to be meter men have appeared and

30 measuring costs contribute to a large part of electric power supplying

costs due to the increase of the personnel expenses of meter men, a

remote measuring electric power meter which is a second generation
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costs due to the increase of the personnel expenses of neter nen, a renote —
measuring electric power meter which is a second generation 12 Novemhban2002
~c00002* 12 Novenber 2002 WD 99/ 58987 PCT/ KR99/ 00233 2 product is under

consi deration as a new neasuring nethod and is currently not widely

applied. It is possible to reduce the personnel expenses of neter nen by

the renote neasuring electric power neter. However, the consunption anount
every nont h WR&¥58#2 conmputer 5 processed, the bill nust PSH"H%?(“F’%%I, and t he
arrears nust be processed. In partigul ar, the managenent of the renote
measuring electric power neter wth"respect to gas and water neters, which

requires additi I oVl ' | |4 as a tel ephone
line, or a Pg{’a’#‘g‘f}g%& %%’P%@g&bi‘%g hewsrﬁ%%féldlﬂg? nﬂaér?l@%tﬁ‘ebc%onsuner. Tﬁi S is
due to the gisentlymot aitdelylappliediskds possiblectorpducet thepetsonnglen t he gas and

water neters, the server of renpte neasurin nter and the installation
and oper at i §KPEPes egﬁﬁ{?ﬁi"l?&tl?yéheéaﬂ?tﬁr@?ﬂsug%sgﬁﬁﬁﬁé’oﬁsr&ﬁer‘addi tion of a
comuni cat i pryweler el @Rsliraptidnedimdunt 88 widntlgmusthiss edroputer an | C card paynent
el ectric power neter of a third 15 generation which requires no visual

measur i ngs cBFPcpEsedoth; Rilbmugt bermailed, @nd thejarrearsawst B BEOCPFedover neter can
sol ve the prerBérﬁEfﬁar?fheEuﬂ@r%ag%hﬁgi b1 the PEMEE M@sBfisy lbckiBPolver st and second

generations to sonme extent. wever, the effectiveness of the IC card
paynent el egetérovifhorepectia aas anfbyatat metass whideasirgseadditioRabr ocesses of

re-chargi ng_an 1.0 20 val ' [-@Nink N ¢ d. In
particul ar, p\%&,\{grn%@ ég#&ltl‘bﬂg%@el}n\é?ssu%?Qggléjlgﬁcﬁﬁgq'tng' ?’f}élerdgg’r'rp ete consunption
of the val uavobidédbyrthie supplen andehd nsomed, This isidexfoetbe gide drtcosddlent may occur.
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server of ap e medsudRyRenter and the installation and operation of
communication equipment according to the addition of a communication
function for remote measuring.
Therefore, an IC card payment electric power meter of a third
15 generation which requires no visual measuring can be considered. The
IC card payment electric power meter can solve the problems of the
electric power meters of the first and second generations to some extent.
However, the effectiveness of the IC card payment electric power meter
depends upon how to perform processes of re-charging and calculating
20 value information in an IC card. In particular, when electric power is cut
out due to the complete consumption of the value information on the IC

card, an unexpected accident may occur.

Disclosure of the Invention

25 It is a first object of the present invention to provide value
transmitting and storing methods in which the server of an electric power
supplier or an electric power re-seller communicates with value store
electric power meters of the respective subscribers, stores value in a
store value module (SVM) inside the value store electric power meter

30 according to the present invention, and transmits added credit value
information to and stores added credit value information in an IC card.

Accordingly, suppliers or re-sellers create a high added value for




4 . . . .
supplier or an electric power re-seller comunicates with va| st ar
electric power neters of the respective subscribers, st ores%ﬁ?é’qrﬂsgr 2002

*store value nodule (SVM inside the value store electric power neter 30
according to the present invention, and transmts added credit val ue
information to and stores added credit value information in an I C card.
Accordingly, suppliers or re-sellers create a high add or 12
Noverber 20%9 %89/ 58987 PCT/ KRO9/ 00233 3 consumers E’ﬁ”.*ﬁé(@?g ng the

ef fectiveness of managenent and condiderably reducing the price of
electric power. It is a second opject of the present invention to provide a
val ue st or CRRSUMSHBY incErasiigdhe ﬁ@é@&%r{?@sgﬁ]nﬁqgg?%@a@g by which it is

possi bl e toco,‘;wﬂdg?ﬂﬁ@mc;ng\(ﬁé Hfice offefsctr powert r ansmi tted through a power
line modemwth all " the neters in hones and factories, such as a gas neter,
a water neter, Hhisc aecond objestefdhe prrseptHRENIOR L RIOYide g,  which are
installed apd. : oh ifEIdPesH Dy viticH i isthdsbibledoOb) ect of the
pr esent invéfﬁq'ﬁﬁ‘@&f@ég%@éa%%g store ébi’o e? e(.:tsﬁ?c power neter by
which it s usessiditlvalubdnfotriationltraosmitted thrangh 8 popet e medens Mithe| ectri c power

re-seller to increase. the effectivene conmmuni cating with
t he host of aﬁﬁ"%@?ﬁéﬁﬂ %%??&'93%%‘8@&' tiﬁ?rg%sg %gﬁég%g\ér %ne modem and
transmi tti ngndtére afd abalorietardor medsuringbeatrenecgyamilichtave instpliehe credit val ue

information in the I1C card, .15 Accordingly, it is possible to reduce the
price of el @goperates@ ap §i-igg hasitrer s by remarkably reduci ng i nci dent al

expenses rel at edjt {05 #iRIbjdcE of thE \PRéseAtiipPéntioAnd pravidera valugstetel i ng and
cal cul ating the amount of ° consuned el ectri¢c power duri nsgpﬂ certain period,

through tie elastricaiower materkyrwhiel it ji pasiblegfon e electtt BOWRLSUPRIST and |
cal cul ating g, Bbbhis pok telseliér 18 ifcRbisbn@Bifedivessiore present invention to
provi de a val i€ €PoreP erectric power neter by which it is possible to
conpl etel y sudnagemeht yheommunitatisgwitithe hestef @prauthentiealed agaser s of t he

Jafve, 2o Teud e SRR P st R oo 1y 2 e

channel . Acqsremhatioh\to aRd storing tral eredisvaluesinfdranation in thel@candet er can be

appl i ed tg Vﬁcrc!)r%lunsglyr,’rﬁ%se Egssible to reduce the price of electric power to
consumers by remarkably reducing incidental expenses related to electric
power supply and to omit inputting and calculating the amount of
consumed electric power during a certain period, through the use of a
server for printing bills, and mailing and calculating the bilis.

20 It is a fourth object of the present invention to provide a value store
electric power meter by which it is possible to completely solve all the
problems of the electric power meters of the first, second, and third
generations, to swiftly and easily re-charge value, and to charge the
added value on the IC card using a value charging channel. Accordingly,

25 the value store electric power meter can be applied to various meters
such as the gas meter, the water meter, and the calorimeter.

Accordingly, it is possible to maximize the effectiveness of various
businesses.
Accordingly, to achieve the above objects, there is provided a value

10 store electric power meter for communicating with the server of the
electric power supplier through a power line modem included in the

electric power meter, storing value information in a value store module




such as the gas neter, the water nmeter, and the cal orineter. r i

it is possible to nmaxi mze the effectiveness of various buél%&o&%ﬁbgpbeZ
“Accordingly, to achieve the above objects, there is provided a value 30
store electric power neter for communicating with the server of the

el ectric power supplier through a power |ine nodemincluded in the

electric pg%@;%%ger, storing value information in a VatpRrMloerse nodul e 12
Novenber 2 9/ 58987 PCT/ KR99/ 00233 4 inside the electric power

nmeter, cal cul ating val ue according fo the amount of electric power

consunption, and stopping electri wer it value is
conpl et el y insilesthaeiec fﬁ&og‘feﬂi"f?gjert Saq‘élﬁa Qgpv(?iw%‘#aé{%e%rtg%gﬁ{(ﬁlmnvent ion, there
i's provi degy glecicPBWePEorfsampisMand Gtappigi dledtid powrt supplyiwhea aval ue store
nodule in a value store electric power neter by comruni cati on between a

host and eaadit valilens gamplethber)i$uBRdel ectri ¢ power nodem included in the
value store el rdi { 6f théhrdddni MveéntioR! iersls previdgdra si ng the steps
of (a) the hostﬁ&é’édﬂgg gﬁ“ﬁésﬁrst_ ?gndom data, sending tr}e first random
data to & tmethed for stoiring gradérinfoinaiion i a yalugstareymedulein@yaldner at i ng

al gorithmusing a .termnal_intrinsi SR | hoeRRH ahewg a first
signature \F‘i‘?’ﬁ%leﬁy'capowff Eﬂeé?’ume‘{°8ﬁﬁ‘é’ﬁ%ﬁi'§§r?e{é’fdgé§ﬁ t‘%& for a conparison
during a t qsfifalthroasti e electriatpower medemtineudedrinitheavalyeslere/i ng the first

random data and generating the sessipn key_. th hod as the host,
(b) the 1s @legtis Werg@?%’r‘ﬁﬁf"h& %\%’@E‘Bﬁ&%‘ﬁéﬂgghhreeﬁeéﬁaé?g(ag@tea si gnat ure
generating ho%t}%éﬁérétih@‘fﬁﬂdamaﬁkar%Iﬂﬂmtdetﬂ&tmdiwedathmm he second random
data to the st, (C)

' _the host cogyari ng the fi = .ﬁnd second signature
val ues wmndemminalcgrnesating aysasaion ey By fdfey gengrating Alagn E}Eﬁ"i‘%g
si gnature iHA iRtNAsi LNyt féheritingh firsOgigiatire vaileusy 40 the termnal with
20 infor mtt¥%'H%Hﬁ§ﬂs'éa%€%{‘&gfaﬁ]oneybvm% the term r?lz:,iw I s authenticated
and the t ersignatre geoeratiomalgetitbmifar 2 gorpafifeN AUENgG 2 1BENBAY t he i nfor mati on on

the anmount of ney f tecdhitEihR i first Yamddn? dhfatandi gnat ur e val ue,
and aut hent?Lﬁgﬁrﬁ%ﬁ%}aphéﬁﬂ@%@%ﬂyﬁééﬁpar I'ng tqqe third and fourth signature
val ues Wi t hgeeediing tiesessimnckey dy thersame methed as hereskiighe he val ue by
15 terminal generating a second signature value by a signature generating
algorithm and second random data and sending the second random data

to the host, (c) the host comparing the first and second signature values

athird

and authenticating the terminal, the host generating a third signature
value and sending the third signature value to the terminal with

2 information on an amount of money when the terminal is authenticated
and the terminal receiving the third signature value and the information on
the amount of money from the host, generating a fourth signature value,
and authenticating the host by comparing the third and fourth signature
values with each other, and (d) the terminal increasing the value by

25 decoding the information on the amount of money and sending the value
obtained by encrypting a balance and a terminal ID using an encrypting
algorithm to the host and the host receiving the encrypted value, decoding
the encrypted value, comparing the stored terminal ID with the decoded
terminal 1D, authenticating the terminal once again, and backing up the

s balance in a record file when the authentication is completed.

According to another aspect of the present invention, there is

provided a value store electric power meter including an electric power




25 decoding the information on the anount of noney and Se”qgﬂé‘g@?‘@é%w

\obt ained by encrypting a balance and a termnal 1D using an

algorithmto the host and the host receiving the encrypted val ue, decoding
the encrypted val ue, conparing the stored termnal IDwth the decoded
termnal 1D, authenticating the term nal once again, and backing up the 30

bal ance in rd file when the authentication is cogp, '
. 233 Accordin
to anot herw§§%§§@ of the present invention, there is pr}(l)é\y??e‘d a val ue )

store electric power neter includi ng:’ an electric power 12 Novenber 2002 WO
99/ 58987 PCT/ KR99/ 00233 5 line, i nput an ] ; '
amount of UBEednrRut apd ppfput %m?ffoﬁgﬁﬂ?lfr&gﬂaggﬁwﬁt il BerricOr MRS NG the

el'ectric power consunption

operating %Uﬁér,%nfﬂ?igin? FRadebtiidgovdreonsuniption cparting poriod faf an el ectric
power |ine ‘and cal cul ati ng used el ggtrl ower n electric power nodem for
{)ﬁ(raforlm ntg measysing theoakaee aad coeniof A& cﬁﬁé”ﬁ@éﬁ”eaﬁ'b“et he term nal through
el ectr r ; I | ' | i
access - modifatkeed Bt pRAEL o e B o O e an encr ypt i on
a;?orl tpm fdatasbmnynbgautﬁll hetweenithe hosbanrd haiteraiinghhipedh BON) for storing
val ue, for preventing. | ; e ' rmation and i
hacki ng, ex@??e}ﬁ? ﬂ%}"%[q'g%y%ts %‘é‘rﬁgg’ﬁi’@@}p"@?ﬁ z'ac l{d‘rgﬁadyfégﬁ??%g t he e
oo o e pooha SOt et ¢ poner
_ or eakin eg ric power
accordi ng t¥9emamian siang ‘faé‘ﬁl?‘?c{%? oﬁ]gal Eﬂoa§|§3 gM?o?{ertl&@ychan
( : ger for
:gdrﬁ'engﬁgu%étm%?orfe;{rwétnliﬁ@th@ﬁalﬂulenf eseoftthewalue nfdrfatiomantie SVM accor di ng 15
( ectric power consu er Lt Line, '
a new t oleenhacking, exsiusing & ARYPtOGEPhicA! 2 g-rg"tddﬁaw"i‘% Igﬁau;{]gd.SVMPr refegtjggu/,ng

the val ue sfqreelechiesPHRs SRR Rlredudstiites (@AM e® SYM| & card readin
and recordi ng p(')rtll ohot ossgtﬁl ow use vm'{lhsot er neters such as wat er, gas,g

and cal ory ombfflactbrelsyrawdtch fordreakingdhe sheply at @leetie PowWele| ect ri c power neter,

e en bRl b DS el PRSI kn tangcer o Lol e on he
Pref er abl y, rédoeing @ tokendirore dis vajuerinébrmatian iputdrosbihei SYMiascerdini ed to
s to the amount of electric power consumed per unit time, the SVM
requesting a new token to a token tank when an inner token is exhausted.
Preferably, the value store electric power meter further comprises
an IC card reading and recording portion to allow use with other meters
such as water, gas, and calory meters by inserting an IC card into the
2 electric power meter, receiving value from the host on-line, recording the
received value on the inserted IC card, and reading the received value
from the IC card.
Preferably, the IC card reading and recording portion is applied to
water, gas, and heat meters employing an IC card method operated in an
2 off-line state by recording added value for things such as gas and water
in the IC card through the electric power modem, by which it is possible
to store electric power value in the 1C card by including a communication
port comprised of eight terminals defined by the 1SO 7816 Part 2 having
Vee, Clk, DIO, Reset, and Gnd for synchronously and asynchronously
30 communicating with the IC card.
Preferably, the value store electric power meter further comprises

an AC/DC converter for supplying an operation voltage required by the




water, gas, and heat neters enploying an I C card nethod operated in an 25
off-line state by recording added value for things such as gid Nevemher2002
“the I1C card through the electric power nodem by which it is possible to
store electric power value in the IC card by including a comunication

port conprised of eight term nals defined by the I SO 7816 Part 2 having

Vcc, Ak, D.Q_ Reset, and Ghd for synchronously and asyng ly 30
comuni cat i h@’%ﬂ”ﬁ the IC card. Preferably, the val ue sl’t%g%%gﬁog%t ri c power

meter further conprises an AC/DC cénverter for supplying an operation
vol tage required by the 12 Novenbermz??oz WO 99/ 58987 PCTI KR99/ 00233 6
el ectric p&lRstricRawer meter, g Rower GORSYMIPR serson &y sepgipg hah e g t hat t he

el ectric pQ&drid oWt isTRbAIIV S WHem tHehsutsutiopatseaoras s@ngmar is "0" and
that termnals are bypassed and the electric power i s surreptitiously used

when the odbgderminale Ree Rypasend and the-eleckicpowes i, SFeptitqusydii€dat i ng an 5
audi bl e al 3HEaRd ool e Sohsls 40, AR 4 BlFBeY RriRnblafiig b and storage

when a | ast Ken'I's recelve y requesting a n romthe SVM after
t he bal asceaudble dlarm ake guidingreauses to perfarrhvakes transferrandeterbllg, the el ectric

power consunption operating.portion ri sk stor for
nmeasuri ng egrﬂ)@ﬁ“%g?n ﬁ(feg?h‘erdg?* r’quesﬁﬁg%tﬁﬁwf%gn ?ﬂaﬁ\nth& r serially
connect i Ng dffePtheaslaicerds ttndkerebxohangey i$ extraustedvol t age range given by the
rati os of the two resistﬁqgr? in order to a e A voltage of the

J t th
el ectric power Preferably: e electic %@@ﬁ”"ﬁ‘ﬁﬂ@’l{isoﬁﬁ@fmg@? %e of a voltage

neter, an aRgiphsed & sAiittirbaistof AP Hiabering! 41 ameuntef ACeurRAt, AC current signal
which flows through the shunt resistor into a digital signal of is 16 or 20

bits, ard Meltagediviger for serially gonnesting yatesiskyrs apthselestingdrofhaac  vol tage into
a digital g [ ¥ fhel if I's conpared
with the pﬁ)ggé@o?a%ﬁéﬁlgﬁrb&?ﬁ? Yﬁﬁgﬁgﬂ‘e&ﬂ'gfﬁaﬁ?@dﬁiﬁﬁﬁ %é&'&j %}\tgtggphases are

di fferent fAGuoltagelof thehelectiis powérdineavithin thadange pfithe inputivallageal f or

o001 19, R ok SRR allhec RSN ARG ety P
el ectric paueent ggnaratiizh floaslteroligh thdi shbat esistor linty aafigiay siogal kil ti pl e st ep
el ectri c15po1\%e£r Z%Stﬁtsf g‘ltltf gn %gglgg to digital converter for converting an AC
voltage into a digital signal of 16 bits, wherein the phase of the voltage is
compared with the phase of the current and an angle by which the two
phases are different from each other is calculated and output as a signal
for applying differential rates.
20 Preferably, the value store electric power meter further comprises
an electric power consumption table which is an electric power fee mode
table for differentially applying multiple step electric power use rates such
as 50%, 75%, 100%, 150%, and 200% according to electric power supply
and demand states on the basis of a real time clock comprised of year,
25 month, time, minute, and second.
Preferably, the value store electric power meter comprises a non-
volatile memory storing a characteristic 3 byte ID number and recording
an electric power use state during a certain period of hours, days, or
months for remotely monitoring the surreptitious or abnormal use of
30 electric power and performing an electronic sealing function.
Preferably, the value store electric power meter comprises an LCD

dispiay for visually displaying the balance of the value, the transfer state




as 50% 75% 100% 150% and 200% according to electric powe I a
demand states on the basis of a real tine gl ock conpri seg Of{%wferﬁger%OZ
“nonth, tinme, mnute, and second. Preferably, the value store electric power
nmeter conprises a non- volatile nenory storing a characteristic 3 byte ID
nunber and recording an electric power use state during a certain period

of hours, days, or nonths for renotely nonitoring the &Bhd23d ous or
abnor nmal uséy%qws?:?y el ectric power and perform ng an el elcsz#; olﬁ)lpc seal i ng

function. Preferably, the val ue storé electric power neter conprises an LCD

di splay for visually displaying the balance of the value,K the transfer
state 12 Novafieyalygdhe g8l @%P@g’@g'f’ ROWEf R%Fw&%%%t”ﬁ 8?‘8{'}% val ue, the real

time el ectrig nAWaliveABE&HEBbIE ustlstdtes, and the accunmul ative electric
power use states. The value store electri chg: wer neter, whi.ch can be used

for sinple and 3benauestorealertEnpowenmetepwhichgap be used for§imPesmercial 5
transaction H&%ﬁ&&ﬁ?é%e‘ﬁ%ﬁ%ﬁ@ﬂfé@é@eafm dondhrcRl r ect paynent cards

of EMV '96 mi Xe card reader and recorder, further conprises
nmeans such asansattishgpocese using nexitganaetion aregit Andidireshpaynent casdyl a  digi t al

I nt er phone far (formng. | | ' | | char ge of

t he host ser‘seﬁwrgstm'éﬁgﬁﬁ'tﬁ;ﬁ?én% %ﬁ%}eﬁ?@d %e}ggggj‘guﬁ%&ﬁ% ts.%]é; 1o user with
mat t er s suchmagnsséuehage telephonds ayipatermenia RAATME(EMN 1983tand a r equesti ng t he
value to be stored. Prefer ab{/&, .the electric .ovver.thi nsut and out put

term nal of digital intgrabane for pefigEmingaudio comINICAtiQl With AREFOLKY physi cal

seal i ng for praverhs Rest¥RWer erlradshiBhg en andiBlkonkssagb o Belprept i ti ous and
abnormal use 15 of electric power. Preferabl t he '{aeJCﬁ)g store electric

power met®r $aer withmajierpsycheas St%[ﬁg%l?’ﬂ%étké}‘Pa\S’i%Eﬁiuﬁeﬁ‘ sorbi ng |i ghtni ng

or a surge Vr%bﬁé’s‘iiﬁg% HMluSlosd &tbfed. Power line of a supplier. Preferably,
the electric power nmeter can request a voice nessage 20 froma person

concerned with t IReeferablyi the elsctric pawesinput andioutputcierpiaal ofdig tch of a digital
(ntercom Prggesses. b ARSHbkin Wodiefand BhyAl Sl for

preventing physical tapping, prevents the surreptitious and abnormal use
15 of electric power.

Preferably, the value store electric power meter further comprises
an arrester circuit for absorbing lightning or a surge voltage on an electric
power line of a supplier.

Preferably, the electric power meter can request a voice message

20 from a person concerned with the service by a speaker and a key pad
switch of a digital intercom. Processes of transmitting and storing credit
value are facilitated by a person concerned with transmitting the voice

message service to a subscriber.

25  Brief Description of the Drawings
The above objects and advantages of the present invention will

become more apparent by describing in detail a preferred embodiment
thereof with reference to the attached drawings in which:
FIG. 1 is a flowchart illustrating a method for transmitting and
%0 storing value according to the present invention;
FIG. 2 is a flowchart illustrating the flow of multi-step differential

charge mode correcting commands (the exchange of an electric power




value are facilitated by a person concerned with transmtti { '
_hessage service to a subscriber. 25 Brief Description of thig[%@g?ﬁgisé%goz
above objects and advantages of the present invention will becone nore
apparent by describing in detail a preferred enbodiment thereof with
_rﬂ‘er;ance_to t he aLtached drawings in which: FIG 1 is a flowhart

Il lustrati od for transmtting and 30 storin ordin

the present fﬁvention; FIG 2 is a _flowhart iIIustra?i)dr?ght’g/gﬁfgfow ofg Ho
multi-step differenti al charge node correcti ng comrands (the exchange of

an electric power 12 Novenb 2002, WD 99/ 58987 P 233
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15 FIG. 7 is a split perspective view showing the exterior view of the

value store electric power meter according to the present invention.

Best mode for carrying out the invention
Hereinafter, a method of transmitting and storing value according to

20 a preferred embodiment of the present invention and the structure and
operation of a value store electric power meter without the need for visual
measurement by a meter using the same will be described in more detail.

The present invention can be applied to an electric power meter, a
gas meter, a water meter, and a calorimeter, employing direct payment

25 and pre-payment calculating methods mixed with an electronic purse
method. Here, the present invention will be restricted to the electric
power meter for convenience sake. Also, in all the communication
processes of transmitting and storing value according to the present
invention, a basic encryption algorithm triple-DES is applied.

s Communication between a server host and an electric power meter
terminal is performed as follows. First, a task of making a session key

(Ks) is performed in the server and the terminal. An encryption algorithm
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neter, a water neter, and a cal orineter, enploying direct mve"?@gg%’oz
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Here, the present invention will be restricted to the electric power neter
for convenience sake. Also, in all the conmunication processes of
transmtti ng g&)&w{gtori ng val ue according to the presentperikydgiizsaon, a basic
encryption ano fthmtriple-DES is plied. 30 Comruni cation between a
server host and an electric power neter termnal is perfornmed as foll ows.
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signature on an e encryption gorithmapplied thereto wll be
descri bed Ijeteet ataformal wset h reference to FIG 4. After the task of making

t he session key (Ks) IS [ Mer, the term nal
t hrough d®bmuni cé.'ﬁ?'&?f?@%%@'{gﬁge g&&t%@ogﬁgnéﬁﬁiéﬁegﬁﬁgngl?m e electric
power neter yalub@cedrding 1o thenpraserdirivehtion; ekghpleObBtheisignaie i ed t hr ough t he

session key (Ks). The C CBC.using.the trj - ed for the
task of si grﬂ&f‘ﬂ%‘go'bé%%gtanWPt'%?lgnghﬂa@&’,héq){@ret%n%ta%%ﬁ%%ﬁer ation and
t he encrypt iyRRifdi@Pwith fererehtd tdRIGIdscribed in 20 nore detail with reference
to FIG 4. For the signature %_ener ation, th gni tudes .of original data
are After the task of making the session key?Kgsal performed in the
s server and the terminal through communication between the server and
the value store electric power meter, the encryption algorithm triple-DES
is applied through the session key (Ks). The MAC CBC using the triple-
DES can be used for the task of signature generation. Hereinafter, the
signature generation and the encryption algorithm will be described in
20 more detail with reference to FIG. 4.
For the signature generation, the magnitudes of original data are

made multiples of 64 bits by applying padding in step 1. These are

D, - -+ and Dy of FIG. 4. In step 2, the data values (D,) of the 64 bits
are F encrypted, applying triple-DES, according to an input key (K).
2 Signature values are O,, - - -, and Oy, of step 3. At this time, values

obtained by adding the respective data values (D,) to signature values
(O,.,) except for a first signature value O, are F encrypted.
For the encryption, the magnitudes of original data are made
multiples of 64 bits by applying padding in step 1. These are
% D, - and Dy. In step 2, the triple-DES algorithm is applied to the F
encryption. The encrypted messages are O, + -+ +0, of step 3.
A master key (KH) of the host, an intrinsic secret key (KT) of each
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val ues are O, , and ON of step 3. At this tine, values obtained by

addi ng the respective data values (Dn) to signature values (ON-1 ) except
for a first _sj re value O are F encrypted. For the Lpn, the
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padding in step 1. These are 30 DI, 0 | and DN. In step 2, the triple-DES
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secret ses , used”in a conmunication Process, each having a
magni t ude dhtrinsig key (KT) ingenarsted fromhthetraasterray (KH)of thehast. kBRe (KT) is
generated fyr 3 i) | sshe@n key (Ks) is
gener at ed fsregg]brb Egy (%’?tr'ﬁeégfg%ﬁﬁé %st?% ti@ﬁn?@?nanrﬁgy %m?rassrb gr key of the
host (KHy anastétieytafiting hast (KH) andhthedelminal idmmsiakey (Kisré rari |y sel ect ed
fromvarious, sets. The termnal injrinsic key (KT) is generated by
encrypting "er' a'i"bSSIPCtefjﬁ%?"f ¥?rﬁﬂuﬁ§E{sby the triple-DES algorithmusing the
mast er key (KH) Thé tériminal intririsic Key (KM} isi gemieratécbhy escrgptingebe Iof he termninal in

a generation step and is 10 erated in the host jin i pjtial stage of
co?muni cat ith® ﬁermﬁwéby ,ﬂl‘qséf'_m—e'g%@[g;‘?ﬂ&"'( ';‘5?5,‘9 maéﬂre‘l‘%'e@g'i) bﬂ{hﬁgy (SKs) gi s
gener at ed %sgnﬁw ﬁﬂé@kéﬁ@?ﬁfé@méﬁémirﬁl dea geAéraion step AAd oSt by the

triple-DES algorithmusing the termnal intrinsic key (KT) whenever
conmuni cat i generatethirthe hestdn anlinitial stagesf eammyniation; Mp@elyeKf 5 ned using the

sessi on key, gﬁ)l | e conmmuni cation process. Nanely, Ks = Encrypt
(RKD. In %%e pr('g;g‘ﬁ{?' I nvention, algorithnms of (1) a val ue store conmand,

(2) a different The sessorgkeynfiisiiscgenerated by emtiyrtingdsedpronumberss, days,
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intrinsic key (KT) whenever communication is performed. All the

15 encryptions are performed using the session key (Ks) in the
communication process. Namely, Ks = Encrypt (R,KT).

In the present invention, algorithms of (1) a value store command,
(2) a differential charge mode control command based on hours, days,
months or seasons), and (3) use during days, weeks, or months and timer

20 information check command (abnormal monitoring are adopted) are
adopted. These will be described with reference to FIGs. 1 through 3.

First, the flow of the value store command will be described with
reference to FIG. 1.
STEP 10: The host generates first random data (R1, R2, and n)

25 and sends the first random data to the terminal. The session key is
generated by the key generation algorithm using the terminal intrinsic
secret key (KT[n)). Namély. Ks = Encrypt (R1, KT[n]). For comparison
during a terminal authentication, a first signature value S1h = Sig (R2, Ks)
is generated by the signature generation algorithm. The terminal receives

30 the first random data (R1, R2, and n) and generates the session key as
done in the host using the terminal intrinsic secret key (KT[n]). Namely,
Ks = Encrypt (R1, KT[n)).
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First, the flow of the value store conmand wi Il be descri be&%enﬁ’ber 2002
‘reference to FIG 1. STEP 10: The host generates first randomdata (R, R2,
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IS generated by the key generation algorithmusing the termnal intrinsic

secret key T Nanmely, Ks = Encrypt (R, KT[n]). I son
during a te‘{%s’%’g% )aut hentication, a first signature va %’fe/mg@}i%@i_ Sig (R2,
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receives 30 the first om dat R2 d
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Sit = Sig r(@!lmornldﬂa 'B% ﬂ"ﬁéegﬂﬁﬁ&‘t%ndeRﬁ bn al gorithm generates second
random data Rs, "?’ﬂ? h%ttcaﬂ%tﬂgﬁn&é?e Hbetehﬁiﬁél by%-Bﬁl%aMg The host can

aut henti cate the er m na conmparing 5 When the termnal is
aut hent i gat $th withh81hodhen theceminal leauthnntmtesh gwdmt @enﬂaateeaszh = Sig

( HH+R3+EnAM and S ed total
anount of ntbm?g%‘ﬁtf"f)er@% g%h ( %ﬁt%g%nﬁehﬁgkﬂ%g%ﬁﬁeﬁqﬁpgpr esenting the
val ue Storeteﬁﬁlﬁﬁmﬂm eﬁ&wtédabtal Iaiountgﬁnmr@e’doma‘tiom([ﬁmﬁ\mmt);nature val ue S2t =
Sig (H-R3+EnAmt , '%‘Fég 1oa nt| ate thehre Jf [lng S2h with
S2t. STEP 1derevilds at ‘Pf’d’??'eF%“ 'H%H F%ﬁ éedcor{\rﬁgc[ %%g “hcreases the
val ue, encr%ﬁfeﬁa@@bm HaRnréSraMaﬂszlEchgm+R€B?Hnam4K§P,anKs) and sends
the encrypt alue M to he host, The hos% aut henticates the term nal

once agaion Wh@él@@'éﬁrﬂgeh%b\éﬁﬁmWﬂ@ds%W% R-as 15 Bal ance' +I D =Decrypt (M
Ks) and conpar | ;sgép% Wridh tth?é%h@aufheﬁucatéar fHeaminal ivgiédrest i cated, the

bal ance is stor on a record | ow of the differential charge
mode cont r ofheoatuenancripts Balanem+ Hd @s M =deneaypt (BatanesHDakg) #lsons (the charge

system w1l b JESGMEEdanit Mo thE Rb&N e tsthdtherficates the

terminal once again by decoding the encrypted value M as

15 Balance'+ID'=Decrypt (M, Ks) and comparing [D' with ID. When the
terminal is authenticated, the balance is stored on a record file.

The flow of the differential charge mode control command based
on hours, days, months, and seasons (the charge system) will be
described with reference to FIG. 2.

20 STEP 20: The host generates the first random data (R1, R2, and n)
and sends the first random data to the terminal. The session key is
generated by the key generation algorithm using the secret key (KT[n]).
Namely, Ks=Encrypt (R1, KT[n]). For the comparison during the terminal
authentication, the first signature value S1h=Sig (R2, Ks) is generated by

25 the signature generation algorithm. The terminal receives the first
random data (R1, R2, and n) and generates the session key in the same
way as the host using the terminal intrinsic secret key (KT[n]). Namely,
Ks=Encrypt (R1, KT[n}).

STEP 22: The terminal generates the second signature value

% S1t=Sig (R2, Ks) by the signature generation algorithm, generates the
second random data (R3), and sends S1t and R3 to the host.

STEP 24: The host can authenticate the terminal by comparing




20 STEP 20: The host generates the first random data (R1, f
sends the first randomdata to the termnal. The session kgzi @BQSQ\%?':?QQZ
"by the key generation algorithmusing the secret key (KT[n]). Nanely,
Ks=Encrypt (Rl, KT[n]). For the conparison during the term nal

aut hentication, the first signature value S1 h=Sig (R2, Ks) is generated by

25 the si g%%y goggeneration algorithm The term nal repeinrBobRe first
random dat a ( f R2, and n) and gengyates the session key in the sane way
as the host using the terminal intrinsic secret key (KT[n]). Nanely,

Ks=Encr ypt \. n} ). p 22 Lag! ghesecond
signature \éﬁld‘@thg% &%ﬁggti'@?a@%‘@%ﬂﬁga&hgﬁ% fj?éer%;aetﬁﬂr_at ion al gorithm
gener at es ki@ sigeteredaluerSRheSitat-eRBRBode tnit, Kshard sprdsahe il t o t he host .
STEP 24: The host can_ ayt hent.icate . the. ' . ' 12 Novenber
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aut hent | CaR@ﬁ chbi38 if¥efhatBAN Thatemikd) gentratescth foughaignatire walue S2h=Si g

(H+R3+Mode+Unit, “Ks) and sends the third .signatyre value to the term nal
t oget her 5vvi&2h=t$1ﬂ:(*r'rb'@%"MQﬁ’edpﬁﬁ'tK%@“Qr?d’tqqqgcat%ﬁ?%mﬁ%e i nformation. The

term nal ge . o signature value 5 S2t = Sig (H+R3+Mdde+Unit,
Ks) and autﬁrég{r??f'@?gg%ﬁe host by corrpari‘rég S2h with S2t., STEP 26: Wen the

host is aut hent BTEP®S; Whep the:hostimputhenticatedsthg teimpiaal LOneIS am  encrypt s

Bal ance+l D as M=Encrypt I + fIbeK§ ardy Pt ed value M
to the host® a'ﬂ?esyﬁggi{ e&ﬁ&ﬁ@nﬁ%&?%@ ?{Q):Eg&?%tr(r%ﬁg%g% c!‘?\blé agai n by decodi ng
the encryptady eleléhcdfpied vaias Krtodhe hadt=Dberhppt aythenticates &l conparing | D
with ID. When the terninal,is .au; hent b@zéae\?alué khe%sbal ance is stored on the
record f®l demingiAance againbyesoring the encPIq VG M aEvs, weeks, or nonths and
timer inforg;@%{{dgm@hgg&qumﬂarﬁme@dpérmgtlbewitmrD.tWhienghmf abnormal 15

use) will be described in detail with reference to Fl 3. STEP 30: The
host gener aewsinalie aptheaticatedy Hsrhalencs 1§ ng,re‘{?@ &‘&rfac‘?{? ﬁFé161nd sends the first

random data to %ﬂ%ﬁ%ﬁﬁé‘fhmb\‘ thENReSRFing By @eeks, orgaorthisaret! by the key
generation algorit using the termnal Intrinsi.c
timer information check command (used in the monitoring of abnormal
15 use) will be described in detail with reference to FIG. 3.

STEP 30: The host generates the first random data (R1, R2, and n)
and sends the first random data to the terminal. The session key is
generated by the key generation algorithm using the terminal intrinsic
secret key (KT[n]). Namely, Ks=Encrypt (R1, KT[n]). The first signature

20 value S1h=Sig (R2, Ks) is generated by the signature generation
algorithm for the comparison during the terminal authentication. The
terminal receives the first random data (R1, R2, and n) and generates the
session key as done in the host using the terminal intrinsic secret key
(KT[n]). Namely, Ks=Encrypt (R1, KT[n})).

25 STEP 32: The terminal generates the second signature value
S1t=Sig (R2, Ks) by the signature generation algorithm, generates the
second random data (R3), and sends S1t and R3 to the host.

STEP 34: The host can authenticate the terminal by comparing
S1h with S1t. When the terminal is authenticated, the host generates the

30 third signature value S2h=Sig (H+R3+Time, Ks) and sends the third
signature value to the terminal together with Time. The terminal

generates a fourth signature value S2t=Sig (H+R3+Time, Ks) and




secret key (KT[n]). Nanmely, Ks=Encrypt (Rl, KT[n]). The first signature 20
value S1 h=Sig (R2, Ks) is generated by the signature generaﬂQdNOVQI’T&ﬁﬁ{?QQQ
“for the conparison during the terminal authentication. The term nal
receives the first randomdata (Rl, R2, and n) and generates the session
key as done in the host using the termnal intrinsic secret key (KT[n]).

Nanel y, KS:S%%%#RL KT[n]). 25 STEP 32: The term naLcﬁﬁf?ﬁfo@zﬁ s the

second sign alue Slt=Sig (R2, Ks) by the signaturé 'generation
algorithm generates the second rantfom dat a (R3), and sends Sit and R3 to

the host. STEP 34: Th ost, can aut h i cate,.the termnal by comparing Sih
with Sit. W?é‘ﬁf‘@ﬂ%at?sb&'ﬁi 5 oy gorgmrwg%ﬁ}hcvﬁﬁe L the host generates the 30

third signature SaEP8sSANedite hdst Bdutherticatés,) tha tetnireiefcriypte dnhi rd signature
value to the termnal together with Tipe, The _%méqn?il generat es a fourth
si gnat ur e vdnfaenatign fitg dnfo)ineluding yae detalls ¢:eg). pifgserliAbehard®o2 Wo 99/ 58987
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36: When the I's au ticated, the termnal encrypts ‘an information
file (Infe) th@d.udi ng use details (Log), a differential charge node table

(MbdeTB), a term t) ' 2 ) 5 the ID.
Nanel y, the ter%%@Flyé{r?gﬁ?/ﬁggﬁh)éw?{rﬁggeE@ﬁi&ﬁg&%w@ﬁﬁf’&)%) and sends
t he encr ypt egndsathessnbtyptedivatueniddo theHeost, Hetenf o=Log+ModeTB+Bal ance+l D. The
host aut hent i cat es e I nal ,.on ' i 1 h ncrypted val ue
M by | nf o:Déelf%V{J‘?wMﬂr&e-ké?égWIchgﬁ%Q%q%S{P‘cha\?ﬁestctﬁg It%.ﬁwiﬁlngﬂ&t' he term nal
I's aut hent i cajafthy ddteding tnalerdryided days M byemfssDeatypiv] Ks) @mid ti ner
information is backed up on the record fil? and cheﬁked. The val ue
transmt 1AndosPareg @1&'@6@1’ dhen the termyinal i Anthenticatsd,t %us%Fg%t i nvention
was descri bed%y@ﬁné’&@,tdr hSRRY fime! RfoAnERIN is Babled ubrorihe! festdt ©_a real
electric power neter, the followng itens nust be 'considered. The nmaxi num
number of t Hie aad checkedbre el ectric power neters

The value transmit and store encryption algorithm applied to the
present invention was described as mentioned above. In order to be
15 applied to a real electric power meter, the following items must be
considered.
The maximum number of the value store electric power meters
which can be connected to one pole transformer is restricted to 256. In a
pole transformer for converting 3.3KV into 220V supply voltage, one local
20 service & surveillance unit (LS) manages 250 value store electric power
meters. LSs having different serial numbers are connected to the second
side of the various pole transformers. One area service & surveillance
unit (AS) connected to a maximum of 256 LSs can manage 65536 value
store electric power meters. In managing the 256 LSs, one local server in
25 a tree structure can manage up to 16,000,000 ASs. However,
considering the performance and efficiency of the server, it is preferable
that the maximum number of the value store electric power meters
managed by the local server be restricted. An ID of 3 bytes is given to a
general power line modem user and to the electric power meter modem
30 (micom) for the case in which a signal goes over the pole transformer to
the other side of 220V. A micom having a bus scrambling function

protects an encryption algorithm and an encryption key, prevents




which can be connected to one pole transformer is restricted .0, 256. In
_pole transformer for converting 3.3KV into 220V supply vol tadé N%W@W‘éﬁﬁaooz
20 service & surveillance unit (LS) nmanages 250 val ue store electric power
nmeters. LSs having different serial nunbers are connected to the second
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el ectric power %fser I n managi ng the 256 LSs, one Iocg&ggrégirsyl n 25 a
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performance and efficiency of the server, it is rggl that the
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| ine nmodem user and to the electric power neter npdem (mcon) for the
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al gorithma encr ey, preven 99/ 58987
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nodul e ( SAM n a subscri be entification nodul e
(SIM type. cﬁ'ﬁvmé 'b'rf’t'}"?c% ?fi)\?@?" MG RVEST 120994 SLme 't oken tank, and a
di spl ay canchgmuarafesrvittht hoblg 1818 cefsidérednisdt tiereioa dintertionii iar . At this
time, it is checked s whether the confrol of the LCD di S@%rﬁ and t he

el ectric poREVidipgtime infermation G%theseﬁq’ﬁt’ﬂfﬂ%?"é‘ﬂ mgien Nepely w & power amount
met er Com“égétﬁﬁécﬁﬁlaWtTtheE%e%éénd tbttrahﬁeﬁﬁﬂéllﬂsfn%ilohh@b famly,e is a tine

limt in providing tine infornmation he electric power neter. Nanely,
when it s itdekasrane hawato transfendbe tl@ﬁenfeeeaim te 3.600fAilies. Airgdl i nf or mat i on

to a famlyy,lo IdJk ib %ﬁé C@e@éﬁﬁné%ﬁ(ﬁr%ﬁéﬁéno‘*\ﬁer@hﬂﬂ?ch 9§ mation to 3,600

famlies. A'rsal tlmec in the ectric po neter and
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hacking is %dmalfmm@nsh&ecmrwwsenmmm tammg ot havkingislem to a PC. The
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The digital sealing is systematically realized by compounding
software and hardware. The digital sealing for monitoring the abnormal
use of the electric power is realized by a method in which the terminal
transmits details of the used power amount at a point in time, for a period
20 of hours days, weeks, or years to the server as 2.44 kilobyte of
information. The server records the information in a database, compares
the recorded information with the information to be transmitted at the next
point in time, and compares the comparison result with the total amount
of used electric power for the same period. When a voltage is applied to
25 an output terminal at the state where a latch relay cuts off electric power,
it is determined to be a surreptitious use of electricity. Accordingly,
emergency information is transmitted to the server.
The total of the electric power use details of the server can be
utilized as a basis for making an agreement on prices advantageous to a
30 re-contract by applying a reserve ratio during the purchasing of the
electric power by estimating the electricity use for period of days, months,
or seasons on the basis of the total amount of electric power used for a




software and hardware. The digital sealing for nonitoring tl'ﬁ ﬁlBWnﬁ'ﬁéer
of the electric power is realized by a nethod in which the termnal
“transmits details of the used power anount at a point in time, for a period
20 of hours days, weeks, or years to the server as 2.44 kil obyte of

I nformati on. The server records the information in a database, conpares

t he recordegoigggsgg mation with the information to be tr pes/KrbY/sEE3at t he next
point in tineg, an& conpares the cor‘rpl%ri son result with the total anount of
used electric power for the sanme period. When a voltage is applied to 25 an

out put termnal,K at e st EhPséashat ch relay cuts off electric power,
it is deter R?rﬁoéjdgfthé’hgsedgyghfornepf ioflsouss use of electrici tckl' tAccordi ngly,
Ut

ener gency i nf or ii¢héroa dirsuit braakaribreaks thesupply efeglgiic pawer al of the
el ectric power use details of tF hy a basis for
PO URLH Sl Bl A P U i

maki ng an a eous SO re-contract by applying
a reserve r gidaR ifldrspBéial d¥@eporrthrase obthefelactres pdvest tbyitapping\@r by esti mati ng

the electricity use for ri od of, .days nt r on the basis of
the totals aﬁ@Wﬁfts%’Fc%?tébg ?TPE‘ %A%fr"qﬁél?&er?@? agﬁﬁﬂnﬁiﬁﬁéﬁgé'g@ﬁoz WO 99/ 58987
PCT/ KR99/ Ooééﬁer, ISddiekb@ by afmétRsd 8f cibeling tivprelenceaf aseasons. Wen a
circuit breaker breaks the supply of electric power due to the stored

credit val ugokageoni ng exhausted, a break by over current, a break in a

special case, OrpihgolipGaidé id Rl rcCatdtR todelbaRpaigera 5 pover sour ce
at the front end of 'the nmeter, the abnormal use of electric power, is

det ect ed by nfeteretieoghsaheteh divk ater meterpard thecalasimeier vimthe RAMEf age. The
credit value is transpitted.a t M [ neter, the
gas et e RE MdpEY i PG RGwe EGE ik & forkh BERE SUIPAATINe RS
modem The qbmshingGrap@éeie stordd ih theataspedtive segioredofithe iGiear8VM and t he

remai ni ng val ues are stored in the respective regions of the IC card

el ectroni c RAYENCINYISE nafter, the structure and operation of the electric
power neter, mafdgrehfaitel 4% stRENir8 andlopsration ohthe etactric puaved ewteri bed in nore

detail with n%a5dercegngirdgrri]r?gethteoablgl/eeistémg, vtw[l1 'i)g %ggcriz)'ed in more detail with
15 reference to FiGs. 5 through 7.
FIG. 5 shows the electric power meter which transmits and stores
value information through the electric power line modem. In FIG. 5, a
latch relay 1 is an on/off latch type relay switch for breaking the supply of
the electric power. A shunt resistor 2 measures an alternating current
20 (AC) by a manganese (Mn) resistance of 0.1mQ). When the latch relay 1
is broken, a power consumption sensor 3 senses normal use when the
output of the sensor is "0" and that terminals 1s and 1L are bypassed and
the electric power is surreptitiously used when the output of the sensor is
4", A buzzer 4 requests a new token of credit value to the SVM after the
»5 balance of a token exchanger 10 is consumed and generates an audible
alarm, thus guiding the credit value transmission and storage by an
electric power user. A credit value/added value storage IC card 5
registers the card serial number (CSN) of a subscriber IC card on a
management database by the master key of the electric power re-seller
30 managing the credit vaiue store electric power meter according to the
present invention and checks the presence of a registered legal CSN

when the server is requested to transmit credit value, thus preventing the




FIG 5 shows the electric power neter which transmts and sg9or
I nformati on through the electric power |ine nodem In FIG 22 rgév?egﬁggezooz
“relay 1 is an on/off latch type relay switch for breaking the supply of

the electric power. A shunt resistor 2 measures an alternating current 20
(AC) by a manganese (M) resistance of 0.1 nO Wen the latch relay 1 is
br oken, a RRYYs)s S,pnsurrption sensor 3 senses nornal usepovinerpINIZEd out put of
the sensor I's ﬁ’ and that termnals 1 s and 1 L are bypassed and the

el ectric power is surreptitiously ufed when the out put of the sensor is
"1". A buzzer 4 requests a new token of credit value to the SVM after the
25 bal anceillggalgisg éwcﬁ'ﬁé’lq}ﬁ’ﬁber 10 i s consuned and generates an audi bl e

a: ar {n “thus QUi,Qi\/Bl‘éhgteE\)Wid‘e!r(?i%djuStfhm?, zdzgagsdmfe,v AR valtagest torkege 3y5an

electric power user. Credi val ue e al ,ue,. _ar

registers Witbindhednelér\@&ﬁgerf@ﬁﬁ%ﬁ’f?Ggﬁﬂgeo?"akgstﬁlﬁj@\%%ﬁ‘&gﬂa\grd on a

managenent r@fﬂzﬁa% 5fRe VBiRIge"is keMctell byhke Ritie@f e resisters re-sel ler 30
edl

managi ng t ue store electric power neter accorglégg to the
present § nwidh ara sanallycoandated. nd \pABSchisa gfcult foregn@iiean iyal CSN when

the server is requested ) b ARY bhatsg 6 eventing the 12
Noverber 2(8%34f? %?‘&38@'8@5@"‘5'15?%?‘;1| uge.of el ectric power.

A vol t age cﬁiqw'aﬂ@dnvsrt@ctj-mcs 814 3,cir2di0for anoveptirg\ansiC wireRlgi@nalo be within
t

the input voltage range of vol t age t Mo querter (V- ADC).
The range Mh'Qm&Wﬁoﬁ‘f@QEm%g&@?éﬁ%ﬂ %&?4 %gfsrogglec?qc# \'N(E)'Bﬁ%éi storg 5 whi z:h
ot age andih,GBEREpbAE cosbindllh cherating a8 R e Al g ¢

. s rp anal og to
di gital worpower §Nat) bYAID@J}iPMi"Qéh%QEIt?‘c‘t‘qua‘ ggo eé%é\@é?t@n@gaﬁa %E cur re%t
signal - whi gl LR (ARCON ARG CORvGHRUAS mkpicdten rdbuitiito el or 20 bt

digital si el'ectric power consunption operati niﬂ circuit 9
cal cul at es riumbetlaed widt sigoalpditer electie POWERCORBYIPRYONAPSEAEe digital si gnal

of the V-ADC 7. hy the digi i ¢ 1 gemtverts the
mul ti pl i cat§'GH! Bécgmpgrqsr*ﬁ%bgésgu g@@@hlb%fge\élfﬁggg p\;ﬁ\}lgldgtﬁtg?@glrj\al . The electric

power cons UsaKlgs apanglé by hiobi the twe pbasasrase different @ng ."%P the vol t age
wth the phase of. .the curr&ita, mG&hsmlinh Srefihiahafyeldo W ch the two phases

are dif f &r ephase differenee A5 &s'a"

things which temporarily use induction load. The token exchanger 10
reduces tokens according to the amount (Watt/hour) of the electric power
consumed per unit time, requests new tokens from a ten unit token tank
when the tokens inside the token exchanger 10 are consumed, and

. reduces the new tokens according to the amount of power consumption.
If the ten unit token tank is consumed, 100 unit tokens are requested for
the SVM to be described later and the 10 unit token tank is filed again.
The tokens requested for the SVM 166 can be received through the
authentication process of the SAM 164. An RTC and power consumption

25 table 11 performs a differential operation of multi-step electric power
charges according to an electric power supply and demand situation of
50%, 75%, 100%, 150%, and 200% based on a real time clock comprised
of year, month, day, hour, minute, and second (YYMMDDHHMMSS).

An IC card reader and recorder 12 conforming to 1ISO 7816 is a

s communication port comprised of eight terminals defined by 1SO 7816

Part 2 including Ve, Cik, DIO, Reset, and Gnd for synchronously and

asynchronously communicating with the IC card. Multi-purpose credit




15 phase difference as a signal, thus applying differential charges to th8
thi ngs which tenporarily use induction |oad. The token exchaiddNoyember 2002
"reduces tokens according to the anount (Watt/hour) of the electric power
consuned per unit time, requests new tokens froma ten unit token tank
when the tokens inside the token exchanger 10 are consuned, and 20 reduces
the new tokens according to the anpbunt of power consunpti f.the ten
unit token t“ARP® consumed, 100 unit tokens are reques%gﬁRFgfohwf he SVMto
be described later and the 10 unit tbken tank is filled again. The tokens
requested for the SVM 166 can be received through the authentication
process of tvakesiuthisgs sygh FTRieefitiPPRlesas SYRRINPe WHe25eRtabl e 11 perforns a
di fferential r &td p&y-PI afditdcbradli ¥R dPlbaetdatd b MiBHing @Rags according to
an electri cef)‘g@g'r sug%ly aand de.rmand situation gf. SOg@ 75% ﬁ;5',100% 150% and
200% based dssuad i@ gardtinteghe eleskic powpr metad in ar opdine/off lipes stateday, hour,

m nute, and 4 Wd i A ﬁm%e rder 12

conf orm ng t@%f%%g% I's ag%%gtﬁéﬂqrr?@g%i a% s%or %:eé‘r?réggti]@g of eight

t er mi nal ss defié vetoe trgndnBitantBdt6re étecttic Gowerahetdr ag theéclC, catilthe B O, Reset, and

Ghd for synchronoysly and asynchronously co ni cati .th the |1 C card.

Mul ti -purposcérdc'fsgékef‘ol’g 'Wﬁﬂ@?%@? ’\'ﬂﬁyeéﬁf'%‘?aq%f&%ﬁ@ "W8233 17 val ues
for things supbmfted®d alddsmeerius redssing\iiedalueliformatiorron theat  energy, and
pay- TV are recorded on one IC card by inserting a norpally issued IC card

. y ) .
into the el s@tdaccoptingto the emountofgas ygel Ageordingly; thgaalugtegnamit Af t er

recording t'A%d\é?dre'%xécfrféréb%gqe?h%@brfcéﬁrﬁbtda@raé&insawﬁm sigfever through 5 the

value transmt and stor ectric power neter on the [C card, the IC card
i s taken tout, ind@owedlinenmodemd3gesoms data saamunicatien theoughfter mat i on i s
transm tt ed doof e, G8STRbdHm id bt By o Uiopg 2B okl life hBda ! i on on t he
card accordi'ng to the anount of gas use. cordingly, the value transmt
and store elagdtesses (RLMED). it AC/RG power spieceni £ dupplieman opératiome state. 10 A

powerlinermemlB.efomsg‘at commpuni cation,thr h th power |i ne.
Each nodem iVQEQf@t reB';"P%#éV @ﬁﬁ’ﬁ e eﬁ%“’ H‘M‘?é?q%%e%gg%nga{ﬂ??eesses (PLM D).
An AC/ DC povgésenpinéittioh4 ThieRireb ytedlD vatiel Btarointringiolriumper ofthei red by the
val ue store electric power neter accord&' r(]% to brlw ) .

15 value store electric power meter is recorded on a ROM during production.

A non-volatile memory 15 comprised of a flash memory records an

electric power consumption situation during a certain period, i.e., the
details of the electric power consumption for 24 hours are found by
recording the amount of electric power consumption of the value store

20 electric power meter as 16 bit information every sixty seconds, the details
of the electric power consumption for a week by adding seven total
amounts of the daily electric power consumption together, and the details
of the monthly electric power consumption by adding thirty total amounts
of the daily electric power consumption to each other, monitors the

25 surreptitious use of electric power or the abnormal consumption of electric
power from a remote distance, and performs the electronic sealing. A
scrambled bus 16 including a central processing unit (CPU) 162, a secure
access module (SAM) 164 for keeping an encryption key and an
encryption algorithm for storing credit value, and a store value module

0 (SVM) 166 for storing credit value, prevents the fabrication and use of
credit value information, and hacking and excludes a cryptographical
attack. A liquid crystal display LCD 17 displays the balance of the credit




présent i nvention. The three byte ID which is an intrinsic n
val ue store electric power neter is recorded on a ROM duri ng';f ﬁQM bﬁfZéaZ

"non-vol atile menory 15 conprised of a flash nenory records an electric
power consunption situation during a certain period, i.e., the details of
the electric power consunption for 24 hours are found by recording the

anount of e power consunption of the value store I C power
neter as 165@?39[5&99 % or mat i on every sixty seconds, the deréﬁ(@gﬁsggthe

el ectric power consunption for a wedR by adding seven total anobunts of the
daily electric power consunption to%et her, and the details of the nonthly

el ectric povale GHFNSINSIONSIa: aMRA! TGS PQWRT AONSWBRNANs  of the dail y
electric pogifﬁ%tl&?%ki@ﬂtéc‘éﬂmh%tﬁé"&l@ctﬂé B6Wer é&@hrtn?f iéh SilRtigPsSHE T epti tious use

of electric power or abnormal consunption orf electric power froma
remote di sttartzaedlstmgdlsped visually hyrfeus,ﬂreétmyvﬁrdmgémut agd ONpubcraan ed bus 16

| ncl uding. o £eRbr Al ARRER) D01 o GBI 6Pcorhe cess modul e

(SAM) 164 f encryp ey an enc n al gorithmfor
storing ar eahdoutpdntumesahmeaelentmnowmltmeacmdﬂlbeamba(es\m)fo&% for storing

credit val ue revent s t e fabrjcati val ue

i nf or mat i onP '"ﬂé’@ﬁ'ﬁﬂ PR e 8% e ‘Pd]gfp?%aﬁé%hl cgﬂ’ '%gat tack. A liquid
crystal dis %.( Surgdi voRAde/ S the bal ance of the credit 12 Novenber 2002
WO 99/ 58987 PCT/ KR99/ 00233 18 val ue, a tralnsm ssion state, .a real tine

el ectric power Cév@ieste pawer rgete(, for measuringelecinG, pewen ofa P%é‘@ ectric power

consunpt i onygh Widlde Ehb%ﬂ a%ﬁve t Ho@@véi' | {hE IeR@tHciber Yhetereddordy @ user. A

power line Input an termnal 18 is conprised of Is, 2s, 2L, and 1L
for conn@cttaigetpl'ﬂsehhpuent@n@ﬁﬂ maaswistthe elestiic power of al leasttve power to each

ot her and 2y g6y oRlingthe YR WARPES LEA-ALRSP! 119 AT 8IS €7 19 1 2

circuit for nitng or a'surge voltage. An electric power
meter for ma&rhu'elayg ahemestmnpmmtordfacaomtpdm &ind atithedelegtric descri bed

vent i on cEere Ame ciiendfie S5t I rBRRPE, BT Be: N0 Py ne! udi ng
the vol t age|atdhwelg ard thbf‘shuM-réaﬁlo?aretctwlﬂlne@[Xb mat atleastitwo &inds el ay 1, and
the shunt15 ' gfs ;I>osv5e(|)r rsmzjrc(c’f:“sC With dlf%gentt voﬁa%%s léan %e selec veelyeclare ctric
simultaneously used, the respective amounts of current being additionally
measured and operated.
The operation of the value store electric power meter having the
above structure is described as follows. As mentioned by the electric
20 power supplier or the electric power re-seller, the credit value from the
host is stored in the SVM 166 of each terminal through the power line
modem 13 using the credit value store method, each electric power meter
calculates charge according to the amount of electric power consumption
operated on by the electric power consumption operating circuit 9,
25 compares the calculated charge with the balance of the credit value
information stored in the SVM 166, and calculates the charge through the
token exchanger 10. When a balance of not more than a certain amount
is left in the SVM 166, the user is informed of the balance state by
sounding a buzzer. When the balance is insufficient, the credit value is
30 transmitted from the host to the SVM 166 by the above-mentioned credit
value store method or the power supply is broken by operating the latch

relay 1. The credit value information can be stored in the SVM 166 by




poi/ver. Nanely, when the voltage divider, the V-ADC, the I|-Al
relay, and the shunt resistor are conbined so that at | east qgmﬁc{:\@rmgéﬁgbgg

power sources with different voltages can be selectively or sinmultaneously
used, the respective anmobunts of current being additionally neasured and
operated. The operation of the value store electric power neter having the
above struchiibsdesy described as follows. As mentioned lpgridresetectric 20
power supplier~or the electric power, re-seller, the credit value fromthe
host is stored in the SVM 166 of eac% term nal through the power I|ine

Todem 13 UL il Ea bl Slbleck Ay RoR e IRM rofENaRbari C pover et

cal cul ates ¢ . . ) e amount of electric power consunption
oper at ed onelbstrit bewel meter accopding:to therpsesest inventiope Howener. 8ilf cuit 9, 25

conpares the cal cul ated.char M it val ue

I nf or mat i onp%ﬁs@’}%ﬁ’ qwsmgﬁ%ﬁﬁ'gﬂé’?agk%%%ﬁiﬁﬁ%ﬁ%’ggt? {?gqgﬁﬁfgje t hrough the
t oken exchapgas tbQhe Bk aml $ialedhe tranémitted infarmatiomrthe SM bri n amount s
left in the SYM 166, the user i

) / )i d of I [
= buzzer ¢ ViRGATURS Beialpdif SoavatR, AN REIRER(C oot of BARRCEPE' T o SO M
transm tt Ede«itéﬂﬁhﬁ@ﬁt BaHict £ 1dghmy S¥Mdl&Stabyarhsit abmepeynt i oned cr edi t
val ue store nethod or the power supply is broken (g%g i)og%rati ng the latch

rel ay 1. Theecordediintobg veiug BiPEs PIAGHTIS ROVEHMBIE" 86C5F hehe SVM 166 by 12

Novenber 20&% gx?ng\?e(nfl )87 PCTI KR99/ 00233 19 communi cation between the host
and the ter ﬁ_l I'n € value store electric power neter according to the
present inventi dfhat lsctamagrthe ieteclric popes Bietaracerding 4m &hei pregeit el ectric power

valueinformation t oreq, | A1 C ore th

transm tﬂ°_ed"\Vﬁ'Ptl?Prfﬁ?q??yﬁ%%mﬁ@EW%@ 55 iﬁgth&t({oﬁgmﬁﬁghe eé’tﬁ ﬁi c, gag, wat er
and cgl ori teahalcsrarbilaxcé?n the £@Di 17yinstallethereint yblisinghasertaino which a legal ly
I ssued certain ampunt of noney is recorded in | ye store electri
power _rreteraﬁ@EB‘erietlﬁftr{C(PW_é"}lﬁP’@'ggﬁ?"qerf\?g?m?%h%%‘%g/t'\h/'?aggto say, th:C e
el ectri c powgiindd&hé& buzrer 2'wiieRdhd Balbhee o esm@ots thamaicertaintammuntli spl ays t he

I nformati on such as nonthly consunption am?snt'i\esgrr\]/gr{%atrd al ance on the LCD

17 instal | ets lefidr thercapd, Aedorlingly. dbg pggriedues ranster

5 the credit value. The credit value is automatically charged to an account
of a previously contracted bank or settled by a credit card. The electric
power value is received on-line through a power line and stored in the
SVM 166. The value is reduced according to a power use scale.

Accordingly, the electric power supplier and the electric power re-

20 seller can save costs by omitting processes of reading a meter, inputting
and calculating the amount of use, and printing and mailing a bill. A
power bill is paid in advance. Accordingly a process of re-charging
arrears is omitted. Also, it is possible to lower the power bill due to
benefits from pre-payment interest, application of differential charges

25 according to the electric power use time, and the cost saved in the
difference between an electric power purchasing price and an electric
power selling price. The electric power seller can manage a high value
added business.

In order to prevent the use of a fabricated card other than an IC

s card legally issued by the electric power supplier or the electric power re-
seller, the SAM 164 for authenticating the card is loaded into the electric
power meter. When the card is inserted into the terminal, the terminal




anount of electric power in a value range recorded in the S
t he buzzer 4 when the bal ance of no nore than a certain armﬁmNaiogmégfﬂléQz

“the card. Accordingly, the user requests the server to transfer 1s the
credit value. The credit value is automatically charged to an account of a
previously contracted bank or settled by a credit card. The electric power

val ue is r%&oed é@% on-line through a power |ine and stopggkkddodie SVM 166.
The val ue Y Pattced accor di ng to 2%power use scal e Accordl ngly, the

el ectric power supplier and the el €ctric power re- sell er can save
costs by omtting processes of adi ng and cal cul ating
t he anpuntanskthggard authenyeatfea ﬁ@oﬁ}% %eﬁltﬁggg‘%“ (P%A{elypower bill is paid
in advancep oﬁﬁﬁtﬂncﬁﬁ‘lﬁé%aﬁi Bm@meﬁﬁe@fbymm teimaing! a@theazrecbhv%ud s omtted. Also,
it is p033|

to | ower the power to n m pr e- paynent
interest, thpperming ppgrates qg:pq:r]dglgéﬂttheaﬁﬂf&ipiﬂoaé%O%s 3@%‘&'& E‘ ’ﬁ'gﬂ to the electric
power use L Kﬁcorﬁﬂg the uQQ%F th‘é&&@r%atéa dadi@is pretidresdnaendtrddieien an el ectric
power purchaSrhg pri’

ce and an electric sel |i rice. The electric
power sal Imlatmang aareagrap&drkegHhQ@M@'SaBMB‘E@'%s@ﬁ] Bﬁh%r der to prevent
t he use of ,a f cgeh?; Ctha igal |y issued by the
electric p@ﬁ@f’ ﬁfﬁhé?neg&r%h g{d%@g ﬁ&lds re-rﬂ%??gr the SAM 164 for
aut hent i casi#e®t of Behacleerdfor sxarnpidettie idismant! Cél*hﬁ:ﬁ"ll%smfﬂ)@lé?t"ﬁet er. Wien the

oo/ 58957 2oowermmategojauterda ieene el i Ferra, HalUTTRE! | 002 00 he

?Eount Sft |on'a!Hoﬂfl'thd)fhe0élthwedtlmydnslde the(z;taﬂﬁlealrlmdelm;nlyt he terminal as
e credit value t c%ot ?ém naPl : era gl H%SCE{QWI n ?'ﬁ% rt]egg(%e%ncrypt I on
pr ocess 1 henamoHntFediiction kewinwhig % i"cated card is

prevent ed. ﬁtd@{\é]fbdlhefan%uﬁ%ﬁhé|pbWéﬂ§bn%DmﬁtlQ’f y ptooedikgty, it ismet eby di sabl i ng
the term na I ng t dismantlin ter can be consi dered

agai nst t hpossibjetoigerapss the raenexas tog C@dﬂé(ﬁlﬂ'ér'“ Mol Mol e, the dismantling
of the val HEHRUEL ﬁh%?%genﬁnv&%rwna% 8lusbifa Sulskefibdracohtietsiarat e t he termi nal

or the car8 encryption algorithm and, the encrtypt ed key
i nsi de t he ARS sdrvealthrbagtea deléphone or a digital interphone in order to reques
s a transfer of credit value, the use amount is selectively settled using
credit card or bank account. The value transferring process starts within
a range in which the payment is guaranteed. The process can also be
performed through Internet. in particular, it is possible to automatically
transfer the value when the value stored by the account automatic
.  transfer contract between the electric power seller/the electric power re-
seller and a financial institution is reduced to a certain scale, and for
people who have never used a computer or information communication
network. In particular, in the case of performing a payment request trade
by an SET electronic trade process with a direct payment card, the server
25 operating as a cybermall may put trade details into a digital envelop (DE),
which has the effect of signing the trade details. Accordingly, the trade
process cannot be denied or fabricated.
The realizing process and condition of the above-mentioned
present invention will be described in detail hereinafter.
30 1) Processes of generating, transferring, and storing credit value
Credit value information is generated by communicating and

operating with the subscriber management database using the masterkey




1o -an anount reduction key in which the credit value information is reduced
according to the amobunt of the power consunption. Accordi ngl 12 Novembet 2002
“possible to increase the noney or the credit value information. In
particular, in the present invention, when a user/a subscriber contacts an
ARS server through a tel ephone or a digital interphone in order to request
15 a transfer _of credit value, the use anmobunt is sel ect] '@%X ? | ed using
credit card"OP”B¥Rk account. The value transferri ng proléfg 93@@ s within

a range in which the payment is guar&@hteed. The process can al so be
performed through Internet. [()?articular It IS possi o automatically

I ,.
transfer théWhPfJBe\ﬁf?éHictﬂ%’ef/g?l £ OF tgr RIBCHHS, POWRY rgese n?‘lrgd omatic 20
transfer Cor?wtu@%%l?oPﬁB%SébriBQﬁwﬁ&ﬁ%t@hﬁeé@ééy\w3%%%?!1%(4%%&1%{iC power re-

seller and a financial 1nstitution is reduced to a certain scale, and for
peopl e who limselected throughcarea sewiep & surveilanca(ABhand lealsenieedcat i on

network. In ' len | r ) %F% quest trade
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(DE), which has the, effect pf signing.t ;| tail Sy Accordingly, the
trade procé%E‘?‘BSWWSEG%BDQ‘%@%ﬁﬁ%“&'%?’%&gii ia@ﬁ&eéﬁgaﬂ%@?orcggﬁ.i Wlhﬁé process and
gondiltiﬁn ofthd ?aharhmggomrmhmm. trw&]ge&ted Bredit valos imbdnhaftiba iglescr i bgd in
et ai ereinafter. 1) Processes of generating, transferring, an
storing crediansigepde Th@)"%ﬁ#t""l&’ﬁl'W@"‘i‘ﬂpﬁaﬁ‘?ﬁﬁm@ﬁd iﬂg’ Ol Hie RS 1y

communi cat i Aéloredns it $tore MJehnBJﬂﬂegSNm ri ber managenent database using
t he masterkgigelz %venber 2002 WO 99/5 987PPCT/ KR99/ 00233 21 (M) of the

el ectric power s@) Processes ofikarsferng pad ploreg addedswalyeer . The 1D nunber of
oo oo ey HE BB RS ke RuBBIR kBB ANBAER, 1 oL o0
(LS). When tduded gajue sansfer funttionsatiiccearbles used inwobeectiamsvithhe s conmuni cat i on
o oL S oL, g A e B e SRR e e
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transterred. 0Rr Sf a adadd vale Y SarfBhbd By e Dbave!méitiondd Ough the power
processes of generating and transferring the value. The added value is
stored in the IC card instead of the eleciric power meter. The added
value information for things such as gas, water, hot water, and heat
energy stored in the IC card can be operated on, inserted into IC card off-
20 line water and gas meters which are compatible with the IC card provided
in the Korean Patent Application Nos. 98-6947 and 98-6948 filed by the
same applicant. Accordingly, the efficiency of management is maximized.
3) Consumption of credit value information
The credit value information stored in the SVM 166 is reduced in a
25 token exchanger (TE) 10 according to the amount of power consumption.
The token is reduced per unit time by several miliWatts, several watts, or
several kilowatts. When the token of a minimum unit is exhausted, the
credit value information is reduced by a process of requesting a new
token.
30 4) Differential application of power consumption rate
An electric power use mode which can differentially apply multi-
steps of electric power use rates according to time zones of weekdays
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efficiency of the supply and demand of electric power is maximized.
15 Therefore, the electric power bill is reduced.
5) Balance checking and automatic breaking
The credit value information of the SVM 166 is displayed on a
display device such as liquid crystal so that a user can check the balance
at any time. When the credit value is exhausted, the token exchanger

.0 informs the user that the last tokens are being used by sounding an alarm
of an audible frequency. When the credit value is not re-charged before
the last token is consumed, the supply of the electric power is broken by
sending a break signal to the latch relay serially connected to the power
line.

25 In order to satisfy the above-mentioned various realization
processes and conditions, the present invention can be used in
connection with the various gas and water meters where it is possible to
transfer the added value by the IC card on the basis of the value transfer
and value store electric power meter with which it is not necessary to

w read a meter based on the following structures and principles.

The value store electric power meter according to the present

invention measures a voltage (V) and a current (A) in real time, calculates




after the daily work tinmes of the weekdays, a di scount of 50%at nidnig ﬁ

a prenium of 200% at daily work times, and a premium of 300934iNovegmber 002
p.m in sumrer during which the use of air conditioners rapi dly increases
tois applied by a real tine clock (RTC). Since the separate TE 10 is
applied with respect to the sane anount of electric power use, the stored
credit value is differentially applied. Accordingly, t tion of
electric poY*#¥%nes optimal during each tine zone. %&TW?’W ef ficiency
of the supply and demand of el ectri @3power is maximzed. 15 Therefore, the
el ectric power bill is reduced. 5) Balance checking and automati c breaking
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break sigpaly tbkéntéi@hérﬁieﬁhorﬁicﬁbeqeests aédvy:reda!wahxetmfdrrhataoh%qnomer line. 25
In order to satlsfy the a %gg (ﬁq‘b s reah(?i_ﬁ(gkl on processes and
condi ti ons, thentek ?ﬂ@@ﬁ?uﬁt P q"f?eré PN with the
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val ue by the T'C car basi s of the value transfer and val ue store

el ectric powensumption StaitQ h dMﬁlamdlﬂﬁfOP@h Adauid seyistal display scregnldad a net er
based on th I I store electric
pover ot er eRab HshBredl Ve HETAAER PERIEKE, B RIFIOI U8 21 070" (V) and
a currenty (Ageris nmmaiedtbmundmg@nlwamshMQmmm freq@EneyD 99/ 58987

PCT/ KRO9/ 00233 23 t ea §C | e electric
power consu erdinglycihe g% |tv ggﬁgrb € X@%ﬁﬁ'ﬁ?p{"l orn&giﬁ'pg?'é%trl C power per
unit tine, uﬁ@r’ft\&ibhi‘séhﬁuﬁé@rmd supﬁlylef fhafetectriztjowver isniroken byken, reduces the

t oken accor di ng to E;’u{; of consunption of electric power per unit
time in 5 abr G 0, and requests new credit value information
when In the mode table (MT) 11 by which it is possible to differentially

15 apply the electric power rate by at least five steps, the real time clock
(RTC) differentially applies the electric power rates of various steps such
as 50%, 75%, 100%, 200%, and 300% according to the time zone and
reduces the credit value information. Namely, though the same electric
power is used per unit time, the credit value of the SVM is differentially

20 reduced since the TE 10 applies multiple steps of electric power rates by
a time program defined in the MT credit. Accordingly, the consumption of
electric power becomes optimal during each time zone. Therefore, the
supply and demand of electric power are well balanced. A discount
benefit according to the selective use by the user is given by the multiple

25  step electric power fare system. For example, a discount for night times
at which the supply of electric power is excessive can lower the power
supply reserve rate of the power supplier. When offices intensively use
air conditioners in summer, a premium power fare is charged and a heat
storage system is induced. Accordingly, it is possible to give a discount

30 benefit to the electric power consumer such as a home or an
establishment.

The value store electric power meter according to the present




the token is exhausted. Also, all the information the us
: 1 er
such as the anount of remaining credit value information anjﬁgN%gﬁehﬁﬁé\fZOOZ

consunption state is displayed through a liquid crystal dis

When the last credit value information is cgnverteé into toELﬁyfgfgfe?hé7-o
user is informed by sounding an al arm having an audible frequency. ’
Accordlnglywogﬂﬁg redit value is re-charged. Wien the ipofvRRos0BeI t val ue
information 1§ exhausted, the supply of the electric power is broken by
breaking the latch relay 1. In the %%de table (M) 11 by which it is

possible to differentiall 15 a i tf b I
five st eps,'"VPﬁ%D'}'é%ﬁ a??rﬁ@)él?fjo%? 8?%‘&@%??’# @ﬁfgﬁﬁ% \Qegp?[r)‘laiaz‘s %lhgt el 22tS£i c
B or i g T B B B e e Lyl boot ot or et Lo

zon ' ' [
el . Chotaged value Sanbanaapprated gaemplodeblAM ARt T ne "The "cr eai ¢
val ue of g8 \Mrb Yl SRR hicH i cBRpnaduiane séameatdess TE 10, appl [ os

mul tiple st rnc power rat b t [ [
credi 1.~ pcansalia(§AN) tekcribonienfre soresinnsick REDAR Pecones opt fnal -
uring each, Ll Mot RSandtehHeobided S the Wtb YaRBhdlRRABYML el ectric pouer

are wel | I'scount enefit according to the selective
: ! . | . use b
the user i si68i \Shoultythé hackenior thel encoption efiackee dismaptighgealeqtdt e syst em Fgr

exanpl e, a discount .for ni g « VWA ; of electri
i's excessi \Rgv%mqtgmprqeﬁéog%&agqtg?@%%’%%%gg2‘;‘?}'@% ;.gr%{gn%g t he pg\(/:ve;I ¢ POvEr
[S)lrjgm Iu(ranr bOV\V(}!eHr%W Jkefy%dlhtﬁéeﬁ@ymeﬂ)algmﬁimm ef the SAtiand theeP¥Mi n summer, a

_ are i's charge n e st qr i.g 1 nd .
Accor di mgl ygannet besseens sihe &ﬂo‘ﬁﬁ%@w Qngﬁ@cﬂﬂﬂFﬂg@o@m%ﬁg}hﬁ §tt Iont Egegl ectric
plo‘"’er CONS UGy f4Ghe ﬂﬁjtl?au?%l]ﬁeﬁﬁca?éu.e’ﬁﬁ&btﬁemrahd theT8¢Mvainue st or e
el ectric power neter accofrdi ng to the present 12 Novenher 2002 WD 99/ 58987

¥

24 PCT/ KROMA1BE8 3Nt staser theosredibyalie StoraiaipRBY g 2P NP  ure in which a
CPU 162 and, an ssb8 16ho FRMAMer N0FhDSAKEGRE thy SIM &h f16iesaadit n or der to

0
g[ S\;gﬂng h'?'p\l‘mfe? informa;i/on and adrdce)er(?va(lat‘Jlenirg\]fofrna\lgtirolnCirgi1 ttheedlcact]acld 52%8 ttt?eg raphical ly
15 master key. When the IC card is inserted into the electric power meter,
an answer to reset (ATR) signal is received by sending a reset signal to
the card, the IC card and the terminal are mutually authenticated, the
credit value information is exchanged through the SVM and the SAM, and
the credit value information is calculated with respect to the legal use of
2 the IC card. The credit value information is recorded by a separately
encrypted key (Mk) of an issuer. Therefore, it is not possible to increase
the credit value. Such processes are performed in compliance with the
international standard organization (I1SO) 7816 Part1, Part2, Part3, Part4,

Part8, and Part10 and contain a physical standard, an electric signal, a

25 communication protocol, and an encryption process. At least two
encrypted keys are stored according to the request of the manager. One
encrypted key is updated by a distance of a certain time. The encrypted
key is selectively used. Accordingly, the fraudulent use of the credit value
is prevented.

30 The transferal of the credit value and the added value and the
monitoring of the legal use of the value are performed through an electric

power modem. A power consumption sensor circuit is provided and




val.ue store electric power meter is conprised of the secure access 5 nody 66
(SAM 164 into which the secret intrinsic key (KT[n]) and thd2 Nm%bebgo 2
al gorithm can be | oaded and the store value nodule (SVM 166. Should the
hacker or the encryption attacker dismantle the electric power neter in
order to fabricate the credit value information, the encrypted key and the
encrypted al orlthm of the SAM and the SVM 1o cannot be_se e SAM the
SVM and thevﬂh key (Mk) of a host conputer are nut B%T’?@”Q?f?%entlcat ed.
Thus, the SAM and the SYMcan trans®er and store the credit val ue

I nformati on by the above-nentioned . proc usi n ter key. The SAM
and the SVMPEWRN sedptormatial is reqpy "l%‘?%‘r@%%ﬁ‘ea}‘?gy Q@@%ﬁ% ue i nformation
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the electric power neter, an answer to reset (ATR) signal is received by
sending a rasewithpyrhavingdo visii@ Riagedn whirh anceleetfici Pawer 'Fﬂ@" {Sermi nal are

mtual 1y AU el Gl efleoiifiea bP Githr Yl SERS BrdiPEar 5, eXchanged thr ough
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recor ded by rately ncr d, k ) Therefore, it is
not possi bl g?e[cﬁouﬁlﬁéggggéun(? tﬁéﬁ @e&qg{]@% pgﬁ’%ﬁﬁg?godgéls@@ are perforned in
gon{)lzi agcet\é\n t E Trltrﬁvalué;me{maécmpgwat?gdahak avglpistare IpOWel(I SO 7?160'Pa2I tl,
ar ar ar art s, and ¢ n a physicg] standard, an
electric si giter segal W%ﬁ%ﬁﬂﬁg&? pﬁ%%&t‘e& %Ble?e WOP%?"QT%’ ﬂ on process.

At | east twoﬁwn)ea{e@.%{ﬁem& L8ty $hRHEH idstiféalion huhtet tmlm)equest of the
manager . encr i s ‘'updated by a distance of a certain tine. The

encrypt edo Ladgreisgogélﬁéét Wf@l")}h%s}%efﬂéb%Pl?PW@IP?WGfﬁ%"ebehhﬁul ent use of the
credit val Ugjecd dveY fllLéify solb I ReublaB IRt téfvalee natrdl4 val ue and the

added val ue an nonirtoring o |'egal use of the value are perforned
t hrough an shextdistance pomeunicatiemwitiitheowslite steresaleqlid powesematerrofcircuit is

i or mat | on 1 SSEURN dRorEing 1 4 A0RHes ey Broe s Py SRR e M PO Ger T
noni t or t he ofthe apberibeous use of electric power and punish illegal
15 The subscriber requests the transfer of credit value by contacting
the ARS of the electric power seller or the electric power re-seller by
telephone or a digital interphone 20 and a keypad 21, selecting the
settlement by credit card or bank account, and selecting the payment of
the transferred electric power credit value. Then, a credit value managing
20 server is requested to transfer the credit value by the AN given by the
server of a credit card company. The credit value managing server of the
electric power seller calls the M-ID through the AS and the LS, transfers
the credit value to the SVPM and stores the transferred credit value by
performing the above-mentioned value storing processes.
25 The LS sequentially monitors the power consumption state of up to
256 value store electric power subscribers through the electric power
modem connected to the 117V/220V electric power line at a maximum
distance of 3Km. The LS sequentially calls SVPMs of address 1/256 - - «
n/256, checks and re-controls the internal real time clock change state of
a0 the SVPM, controls a rate system mode, checks the CSN of the card,
backs up the balance of the credit value, checks the presence of
surreptitious and abnormal use of electric power, and downloads reports




use without havi ng to visit a place in which an el ect
: 11 D0\ 2002

‘|nstalled and checking lead or tartar sealing. Such a circu

periodically nonitored by the LS and the AS, thus performng an electronic
sealing function w thout checking the physical |ead sealing. The value
store electric power neter has a value store power neter serial nunber

(SVPVSBN) of The el ectric power nodem 13 commupy hth the LS
by a mdengéﬁﬁ’ﬁ cation nunber (MI D) io address of Ef%gﬁoo%en t he

server of the electric power seller2®r the electric power re-seller sees a
request to transfer the value, it start rt-dis nﬁﬁéconnunication
r

with the vanibesiestic RQWeE CPRUMALAR AURRG a?ysof”ee HéE A r according to
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subscri ber Tequest e transfer of credit val ue by contacting the ARS of
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K™"acco sel ecti'ng e paynent of the transferred
el ectric spoyswvercredi t val ue. Then a credit value managing 20 server is

requested to tr er the cr va h server of a
credit card conﬁhﬁ?taﬁ% quIag °'%%ﬁ {)Jﬂﬁe dﬁ;t ﬁ'ne s?‘b\‘/’éﬁp rt&% %@P electric
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it value to e and stor sf.erred redlt value b
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sequenti al 'é’orﬁ?ﬂﬂhlg foh 1ihB Qine Rdse GRIAIATEN eAViIroRinehe e inferidrand256 val ue store
el ectric power scribers through the el ectmﬁ& ‘%o‘g nmodem connected to
Uehe

t he 117v1022@1meeb@mtruc@npwew qompiicated. o Whenithg, e of 3Km The LS
sequenti al | %fo&@é{&}t? st eﬁftp%ﬁﬁﬁ fsvalie’stbre élé&ﬁ@Powé\ﬁﬁgt%r Rnd re-controls

the interna ange state of he SVPM controls a rate
system mdestotéd&nkmmlﬁe:ammeﬂﬁ@aﬁhlsmseﬂbddﬂ%@ theowatee 998 ke of the
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15 _credit value information is exhausted, a valve for stopping the supply of
gas, water, heat, and hot water is closed. The efficiency of the present
invention is increased with the added value transferring function in which
it is possible to use the value transfer and store electric power meter
together with the added value service. The added value is generated and
20 transferred by the same processes of generating and transferring the
credit value. The added value is stored on the IC card instead of in the
electric power meter. The added value information for things such as
gas, water, hot water, and heat, is stored on the IC card by performing
the above processes, and can be transferred into the IC card off-line
25 water and gas meters which can hold the IC card provided in Korean
Patent Application Nos. 98-6947 and 98-6948.
Hereinafter, credit value transfer request and processes in the
electric power modem will be described with reference to FIG. 6.
A subscriber IC card 52 is issued to those who wish to receive the
s0 IC card, by using a master key IC card 51 of the system manager in an
electric power re-seller 50. After settling the credit value for things such

as electricity, gas, water, hot water, and heat energy in cash or by credit
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el ectric power neter. Jhe add . ' t f LAgSs such as as,
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abgve procsﬁ.@mqgﬁpm, tr:e lgmh ,faFFgﬁéTcM SEMU ‘9G)candGhe aalestdre| i ne 25 wat er
and gas neters which can t he [ QVi I . r Pat ent

Appl i cat 19oneIRBIEC POWEBHRE. 5 9@98§§§§.°?iﬁ3?§$'{5'§? ?8&?‘%‘5%@0%‘?% ue transfer
request andgﬁmbg%ﬁg@@\gitmﬁe%oy@mtwm Senmtedalgerithmifoimite descri bed with

reference t subscriber 1IC card 52 js issuedT&\o t hose who wish to

recei ve t heThgorerditvalie/addesl valig tiensferriag channebly as foliowsy M€ of the system
manager 1n %sgﬁéeﬁ‘%%r& ir’F@rWﬁfi?ﬁ R-takan fm Ak sublsber d8labhédnsf thee credit val ue
cH - as éelectricity, g

for things as, water, hot water, and heat energy in
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1s VAN company is guaranteed, by a user selecting one among a credit card
number, a direct payment card number, and a bank account number. The
credit value information is encoded by the master key of the SAM. The
ID of the subscriber value store electric power meter is called through the
AS and LS networks. The SAM and the master key are mutually

2 authenticated. Then, the credit value/added value information is
transferred. The local surveillance unit (LS) downloads the electric power
use record for a period of hours, days, weeks, or months from the value
store electric power meter, monitors the state of electric power use and
the balance of credit value on an hourly or daily basis, resets time,

25 downloads the electric power use mode and program, and monitors the
surreptitious and abnormal use of the electric power. Also, the amount of
money calculation is performed between an amount of money calculation
system 54 of an electric power seller 53 and the electric power re-seller
50 by a method similar to the above-mentioned processes.

30 FIG. 7 is an exploded perspective view showing the outer shape of
the value store electric power meter according to the present invention.
The value store electric power meter according to the present invention




card on the spot, a first credit value is stored on the IC .

electric pomgr credit value on the card is stored in the eﬁg{ﬂ¥»%§§%a£?002
“meter by inserting the IC card into the value store electric power neter

of a user 55. When the IC card is inserted into the gas, water, hot water
and heat 5 energy neters of the user 55, the credit value is stored in each

met er. Aft‘g 955F9§7fi rst credit value storage, further ggggRRréon¥33 ue/ added
val ue stor éjeq performed by the value transferring process using the

electric power nodem The value tr8nsferring and storage can be perforned
using the tel ephon

e, the Internet, a P-ATM ' 96) . and .t he val ue store
L0 el ect ri ipclydesean kePdlisplaphly B e RPss p8';°? &E%!@g??@ﬁ?&e%g é‘rsalt oring the
value ar eingsﬁr;rfar tWeridindi 88 HORY fower Hottion ed tenfeontrsuefdeal gor i t hm f or mi ng.
The credit Vval ue/ added val ue transferri ne?j 1S as ows. The

h I .0l |
subscri ber Theipritandwuiputderdnalies is srRuec d&"?%ngggiqﬁ%’?”ﬁb r?e dat abase of the
host ser Vﬁ{%?f{?“ﬁi\s aﬁh%ﬁﬁugglg@%\gﬁc 5&,&6&,,5% c&red th@aynment to a bank or a

15 VAN co guara a user selecting one anong a credit card
nunber, @A girtentitioysaysermevention cap fthe A digital inderphene 22 esdiatvaénber . The
credit value information i bithbe SAM The | D of
t he subscr?rﬁ%ﬁer\fﬁﬂ‘ﬂﬁfﬁ'% B?%B%fgit%??egwgig\%gIraﬁrtr'ggtlgéﬁrsslﬁgéﬁ)ed through the AS
and LS net yordisitioubisePAdlention chp 64n s, ak g cardeinsertingblityp02dtaut hent i cat ed.

Then, the credit val ue/ added val ye infornmat.ion.is .tran red. The | ocal
survei | | anwbichthe 1G pay ‘%@ﬁﬁ'it%d%%frﬁﬁdg] %’&?’9%0{){9\ﬁeﬁjed& égvr&irarcord for a

period of WS ThdaYsdit VRRKS stared TPENS chrdoand Beeadifrom thel@re el ectric

power neter, nonitors the state of eI,ectFisrc0 E;gwer use ?quu the bal ance of
credit val eardovhemrit isdugids theICard pspding st §0- LI8Q g SYHPPUBRUS o wn| 0ads t he

el ect i o POUEHHARIIBALIAG RS2 BRdedig ticOBIBCtbpowsHI T ept i L] ous and
abnor mal us®”6f e electfic power. Also, the anount of _nopney cal cul ation

i s perf or mpektéresovibatrelestricpawertcapnotensufreptiiquslyisednis PR WA 54 of an

el ectric po .seller and the electric power re-seller 50 by a method
simlar to%&'%’%@éﬂ?ﬁeﬁtioned processes. 30 FIG 7 is an expl oded

perspective Vi epg géweribedabove, me;preserhapenﬁn‘n hasteenzegeribedny el ectric power
mot o adbontiigenegt rfhe SpE e elFER AR eI BetBh S\ 6 o) saast
PCT/ KRO9/ 0Qgsam. Mutual necessary information can be exchanged via power line
modem communication between the server and the terminal. A general
telephone line, a radio frequency relay communication line, and a cable
TV line can be used instead of the power line.
20 As mentioned above, according to the present invention, it is
possible to reduce visiting personnel expenses by omitting the process of
reading meters for things such as electric power, gas, water, and heat
energy, compute processing expenses, print and mail bills, and bill for
mailing expenses.
25 Also, it is possible to reduce loss due to uncollected electric power
bilis and arrears, and to give added value since the credit value is paid for
in advance by a credit card or from a bank account. Accordingly, a power

supplier can give a high added value.

30 Industrial Applicability

The present invention describes a composite electric power meter

with which it is possible to solve the economic and security problems of




28 .includes an LCD display 17 on the upper portion of a fron rface an
an input and output terminal 66 on the |ower portion of theagﬁgﬁyegﬁﬁragg.oz
" The input and output terminal 66 is connected to the electric power line

for inputting and outputting electric power and is covered with a 5
surreptitious use prevention cap 64. A digital interphone 20 and a val ue
transfer rew@}s&gg,g key pad 21 are provided on the uppeg~Sitbans of the
surreptitious USe prevention cap 64. so, an IC card inserting slit 60,
into which the IC card is inserted,2 s formed in one side of the electric

. The credit val LS, L . ' df
Phe 1 c fo capungfaterand vefaliomaiing Ebebflrl e SReRiets e, "o

surreptiti ougetetuse/ di smantl e checking sealing unit 62 for sealing the

el ectric power neter so that electric power cannot be surreptitiously
used, is part of the electric power neter. As described above, the present
i nvention has been described only is with respect to the value store

el ectric power nmeter via the power line nmodem Mitual necessary

i nformation can be exchanged via power |ine nodem conmunication between
the server and the termnal. A general telephone |ine, a radio frequency
relay comrunication line, and a cable TV line can be used instead of the
power line. 20 As nentioned above, according to the present invention, it
is possible to reduce visiting personnel expenses by omtting the process
of reading neters for things such as electric power, gas, water, and heat
ener gy, conpute processing expenses, print and mail bills, and bill for
mai | i ng expenses. 25 Also, it is possible to reduce | oss due to uncollected
electric power bills and arrears, and to give added val ue since the credit
value is paid for in advance by a credit card or froma bank account.
Accordi ngly, a power supplier can give a high added value. 30 Industri al
Applicability The present invention describes a conposite electric power
meter wth which it is possible to solve the econonm ¢ and security

probl ens of 12 Novenber 2002 WO 99/58987 PCT/ KR99/ 00233




29 .having to visit and visually exam ne a conventional renot 2s\eﬁ“ectric

power rmeter. 12 November 2002 WO 99/ 58987 PCT/ KR99/ 00233 39 2Navenaber 2002
claimed is: 1. A nethod for storing credit information.in a value store
nodule in a value store electric power nmeter by communi cation between a
host and each term nal through an electric power nodemincluded in 5 the

val ue store LC power neter which is a termnal, c LSd the steps
of . (a) the "ﬁ%g &%Znerati ng first random data, sending ?Egﬁ(b?dr’dsagsrandom

data to a termnal, generating a ses8i on key by a key generating algorithm
using a termnal intrinsic secret key, generating a first signature 1o
val ue by a Whatisiclaimediisaer ation al gorithmfor a conparison during a

term nal aut henyi cat A QRbth@@r s3fing efedit i¥brmiatiBR iy h Walue@orki r st random dat a
and generating the session key by the sane nethod as the host; (b) the

term nal gemedule img value stase @lesirigrnanier meler byecopymupicatign Hetyeen gener at i ng

al gorithm qmg rf%ﬂ i : random data to
t he host; %ﬂo@%@ﬂ%@gﬁ?@omégﬁ%@ ee%?tﬁgtpagﬁfﬁgg?:@ﬁ S|egﬁgt ure val ues and
aut hent i gat theyalubestdre retectrid powehn endterswhicieiser termingl, gompiisiog thegnat ur e val ue
and sending . the third signature value to the termnal with infornmation on

an anount ofteRd ey when the termnal is authenticated and the term nal 20

receiving the thaytfe hoSigenerating @ilst eariioh ddie, sentingrteé fist ramdomhe amount  of
noney fromthe host, generating a fo,ur%h Slg ature val ue, and
aut hent i cat9ai@ ta AderAvaal. gRneraling 2SESEOP KBY PHArkgY 8808809 t h si gnature val ues

wi th each Oélaﬁghm% (Slerfih@l i@inBiciBkret REY, @BREMAENG Bdirst Blgnatupy decoding the
Information 25 on the anobunt of noney and sending the val ue obtai ned by

encrypt i g valubby arsignatiiel genaratian slaerithm fefsd AYMBAISEACGIM Ang al gorithm to
enorypt ed vepaeliHicant bl 18 Lhfing It e hiEndif R 12 oded
t er m nal | Dand generating the session key by the same method as the host;

(b) the terminal generating a second signature value by a signature

generating algorithm and second random data and sending the second
15 random data to the host;

(c) the host comparing the first and second signature values and
authenticating the terminal, the host generating a third signature value
and sending the third signature value to the terminal with information on
an amount of money when the terminal is authenticated and the terminal

20 receiving the third signature value and the information on the amount of
money from the host, generating a fourth signature value, and
authenticating the host by comparing the third and fourth signature values
with each other; and

(d) the terminal increasing the value by decoding the information

25 on the amount of money and sending the value obtained by encrypting a
balance and a terminal ID using an encrypting algorithm to the host and
the host receiving the encrypted value, decoding the encrypted value,
comparing the stored terminal ID with the decoded terminal ID,
authenticating the terminal once again, and backing up the balance in a

30 record file when the authentication is completed.

2. The method of claim 1, further comprising an electric power




aut.henticating the term nal once again, and backing up the b nce in
record file when the authentication is conpleted. 2. The net %Ye@bﬁrrng

“further conprising an electric power 12 Novenber 2002 WD 99/ 58987

PCT/ KR99/ 00233 31 charge system conversion step including the sub-steps
of: (al) the host generating first randomdata, sending the first random
data to a tﬁlb@fﬁiw generating a session key by a key %Q?{Rg;,doﬂg al gorithm
using a termnal characteristic secret key, generating a first signature
val ue by a signature generation al g&?lthm for a conparison during a

term nal authentication, and al ceiving.the first random data
and gener at #i9% susten ciivsrsion, eBW“ﬁnurﬁ’(E‘gstgﬁg &rﬂeﬁggf‘as the host; (bl) the
term nal gener af(éﬂghélhéﬁg@ﬁdraﬁhg}ﬂl%t tindomadats sendiag tisd frstatand@mgener at i ng

al gorithm and second random data and sendjng ,the 1o .second randomdata to

the host: (d¢aty te péermingl eHRIUPY AFeEsian KBy BY 3 XaY 96RUBIRG si gnat ure val ues and

aut hent i cat élpﬂntﬁllﬂ%si r:me'ﬁﬁ‘nal siipadieiistic 98616M 1yl Geheratingi & firsBi gnat ure val ue
and sendi ng thir ghature value to the termnal wi t h node

i nf or mat |50nSIgmaiwetVraélett&’rﬂrﬁ'ﬂﬁ@“i@%\?fﬂ*@ﬂtﬁ'&?&ﬂ@a ORRFENBRL ni nal recei vi ng
15 the thir r@,ﬁﬁ? £ I e host and
generati ng gurfhggér"ﬁ{wngl %@*%@gﬁ\@gf Eﬁ'@a dé'ﬁ%défv‘i@ t’!]gr'ﬁ#{t rr]é;'lmo%t henti cati ng
t he host bydaiarapdrglengatlmgathemessiomkely by thersamesingihad @sdhe/bdsies wi t h each

other, and the t vert n a [ . e nerating an encrypted
val ue obt ai ned 55{)%%?%75%3 ge'ﬁ'i%t'" @bg'sfgﬁéﬁﬁaﬁlgg%gd the terminal ID
using the e&@ﬁét@fe'g&leiﬂtlﬁ%hlgbhmhﬁﬂw séb%ndlramiohhwtarandyspncﬂnb thel ue to the host

and the host ‘receivin rh /pt ed val ue, decoding the encrypted val ue,
conpari nep t Beeosd sandem @%‘M‘?H@ with the decoded termnal ID,

aut henti cating tgf th@hﬁét%hpﬁﬂﬁg?theafﬂﬁldhd s%ﬁdnd)s’al?ﬁ@tlﬁ\ﬁ valuekhadbal ance in a
record file Wnen t'he aut henticati on isS co et ed The net hod of

claim 2, fuatlﬂ‘lémtlcémflhﬁéﬂﬁy‘% tb@@(’?tfﬁe@ﬁfﬁé!ﬂg @ﬁh"’%ﬂé’&@“’@md step i ncl udi ng
the sub-st egﬁd Qhndifgthe thiRFsigiiire YaNR B thd erhinaSlitd Bgem data, sending the

first rando
mformatlon when the terminal is authenticated and the terminal receiving

15 the third signature value and the mode information from the host and

generating a fourth signature value; and
(d1) the terminal authenticating the host by comparing the third and

fourth signature values with each other, and the terminal converting a rate
system, generating an encrypted value obtained by encrypting the mode

20 information and the terminal ID using the encrypting algorithm and
sending the encrypted vaiue to the host and the host receiving the
encrypted value, decoding the encrypted value, comparing the stored
terminal ID with the decoded terminal ID, authenticating the terminal once
again, and backing up the balance in a record file when the authentication

25 is completed.

3. The method of claim 2, further comprising a use information
check command step including the sub-steps of:
(a2) the host generating first random data, sending the first random
a data to a terminal, generating a session key by a key generating
algorithm using a terminal characteristic secret key, generating a first

signature value by a signature generation algorithm for a comparison




30 data to a ternminal, generating a session key by a key ge ',;éqF
algorithmusing a term nal characteristic secret key, generggﬁ? a Ibreg?002

" signature value by a signature generation algorithmfor a conparison 12
Novenber 2002 WO 99/58987 32 PCT/ KR99/ 00233 during a term nal
aut hentication, and a termnal receiving the first random data and

generati ng ‘;,61;9/5?&§si on key by the sane nethod as the hegfrikrdoenst he
term nal generating a second signatyure value by a signature generating

al gorithm and second random dat a arid sendi ng the s second randomdata to

the host; (c2) the host conparin L. St | ture val ues and
aut hent i cafl¥h "1‘Ffém!"@f?Htﬁﬁrﬂgaﬁ%%ﬁggﬁe{g@ﬁ%rrgwgg‘(\eﬁﬁgr%h%nat ure val ue
and sendi ngaihmdtdanerhting GRaddssion ke be theosarhe methadi asathewiosth ti me i nf or mat i on
when the termnal is authenticated and the term npl receiving the third 1o
si gnat ure val udbantetterminal ganerating A-eead FINRHE YBUR Y2 generating a

fourth si ggﬁhé&pﬁel %{@e’r@(ing it nd BEcdn@lhdbmh datatdiendenambithg t he host by

conpari ng and ourth signature values with each other, and the
t er m nal s seedindgandam dataltodhe @i ned by encrypting a logfile of use details

using the encfy@%i g é&)?t nﬂagrabh% feCarReastoRd sightuRnealved &l val ue to the

host and the ho Cel Vi e encrypted val ue, decoding the encrypted

val ue, conpatheRgcatihgthestoonieal, therhrishgeneradingia third sinahee MAME t er i nal 1 D,

aut henticating the  termnal _.onc i ek ing | rmati on on use
during day@,"d%ﬁ}é‘gﬁ%fheathﬁﬁ RignAHE aA‘?% tﬁ?ﬁ%&%}aﬁa’gh}@%ﬂ@@ﬂ@ when t he

aut hent i catjyaR the termfarie Hutiintchted! and\thestemeinaltrecaivieg thetthkd power net er
including an electric power |ine ipnput a ut.p I hal for neasuring
the amount signatysevalue pad the W%S&%F‘Pﬂgbhﬁmﬂg‘? ﬁ@?t' g%eiﬁ{ng}ée]ct ric power
consurrptiorfom it Vgg,@“,,qp for neasuring the voltage and current of an

el ectric power ne and cal cul ating used electric. do%wel;l an, electric power
nmodem for per f ofd@) the tatinalcsthanticating itemhost by comparing the third and

fourth signature values with each other, and the terminal sending the
value obtained by encrypting a logfile of use details using the encrypting
15 algorithm and sending the encrypted value to the host and the host
receiving the encrypted value, decoding the encrypted value, comparing
the stored terminal ID with the decoded terminal 1D, authenticating the
terminal once again, and backing up information on use during days,

weeks, and months and a timer in a record file when the authentication is

20 completed.

4, A value store electric power meter including an electric
power line input and output terminal for measuring the amount of used
electric power, comprising:

25 an electric power consumption operating portion for measuring the
voltage and current of an electric power line and calculating used electric
power;

an electric power modem for performing data communication
between the host and the terminal through the electric power line;

30 a secure storing portion including a secure access module (SAM)
having a CPU and an encryption key and an encryption algorithm for

storing value and a store value module (SVM) for storing value, for




\be‘t\ween the host and the termnal through the electric power,liipe: 30 a
secure storing portion including a secure access nodul e (SAI\;}é %\(ﬁmgeém
“and an encryption key and an encryption algorithmfor storing value and a

store value nodule (SVM for storing value, for 12 Novenber 2002 WO
99/ 58987 PCT/ KR99/ 00233 33 preventing the fraudul ent use of the val ue

I nformatio cking, excluding a cryptographical d requiring
t he aut hor PY§9§’%§Eﬁprocess of the SAMin requesting a ?g&éﬁz@(}ogﬂq t he SVM

an on/off latch relay switch for brédking the supply of electric power 5
according to the balance result of the S nd _a,token exchanger for
reduci ng a PreMesing V‘Srﬁatuﬁlé'e{?’a?'st?eoﬁtﬁ? BgHﬁﬂY‘%"aﬁ?%Bﬂ? tr'F?l’ﬂﬂ'?ﬂ't he SVM accor di ng
to the amoygtiyghg @l &%té{;@pﬁ@dl@ﬁa&@%ﬁum&ﬂlirirﬁahe aQtHorikatioR, prédees SVM r equest i ng
a new token to a"token tank when an inner token is exhausted. 10 5. The

val ue st or of $1ecSAMiip repetindr faken FomingiS¥M, further conprising an IC card
reading and recgy dyag A6 Eéelér’sfs‘svkifbh?fbnl E’r‘é/?Vidﬁ th‘ali.“nél.{';)glychQzﬁirctfﬁ‘aﬁd’We$ such as

wat er, gas, and cahory e by insertin card into the electric
power neseraccordingito tregbalanageresulbof tha&Vbandon-1ine, 15 recording the

recei ved val ue ortlol{?geei‘hﬁgﬁf ﬁ"g ’é‘{q‘gﬁ‘gr%}"kgﬁ]ﬂo&qﬁgi}’g@‘*ﬁiﬁ@*@?ei ved val ue

fromthe I C car8. ectrirc claimbs,
wher ei n t hanput Gofrathe S\iketcmdiagth thecamalinh gf glecttic powerscanppinedd to wat er,

gas, and heat 20 neters | oyi pg an | C car,d ho rated in an off-line
state by rReEGPHIME: Eﬁcﬁmﬁq%é{']‘?%? "F‘Hi?ﬂﬁé’ tglf’i‘gﬁ't‘%psgags'%gﬂﬁnwater inthe IC
card throygherttbienas eghdustedoover nodem by which it is possible to store

el ectric power value in the IC card by including a conmmunication port
conprised of eight terminals defined by the | SO 7816 Part 2 havi ng Vcc,

Ok DO 25 Reget, fadqd olelediGOENIE! ot i ATuEhr onous! y

comuni cating wWth the card. he val ue store electric power neter of
clai m 4, fwonipsising@prifrdasd regding and recording portion to allow use with

other meters such as water, gas, and calory meters by inserting an IC
card into the electric power meter, receiving value from the host on-line,
15 recording the received value on the inserted IC card, and reading the

received value from the IC card.

6. The value store electric power meter of claim 5, wherein the

IC card reading and recording portion is applied to water, gas, and heat

20 meters employing an IC card method operated in an off-line state by
recording added value for things such as gas and water in the IC card
through the electric power modem, by which it is possible to store electric
power value in the IC card by including a communication port comprised
of eight terminals defined by the 1SO 7816 Part 2 having Vec, CIk, DIO,

25 Reset, and Gnd for synchronously and asynchronously communicating
with the IC card.

7. The value store electric power meter of claim 4, further
comprising:
30 an AC/DC converter for supplying an operation voltage required by
the electric power meter,
a power consumption sensor for sensing that the electric power is




-

. —

30 .an AC/ DC converter for supplying an operation voltage required b th

el ectric power nmeter; a power consunption sensor for sgnsi ng12rlélpve>ﬁ&;ber5002
el ectric power is 12 Novenber 2002 WO 99/58987 34 PCT/ KR99/ 00233 normal |y
used when the output of a sensor is "0" and that termnals are bypassed

and the electric power is surreptitiously used when the output of the

sensor is "1": a buzzer for generating an audible uiding a
user to 5 %’é’r’f’@ﬁ% val ue transfer and storage when a Ii&%@g@"’:‘?s recei ved
by requesting a new token fromthe3%VM after the bal ance of the token

exchanger is exhausted. 8. The value store electric power neter of claim4,
wher ei n t henormeallyeusastwhen 1He REtPUE ofa SBRROT &n %ﬁ@&ﬁqtﬁ@'ﬁ'\ffgﬁ PEn conprises: a

Shunt 1 esi §bbe 0 AR Wdo BlePRRlepfoudly el WhBh ngoul gue di vi der for

serially c¢ cting two resistors and ecting froma voltage range given
by the ratithe sefisarlie"f'vand esi stors in order to adjust the AC voltage of
the electric po

r line wthin the n 15 i oltage of a
vol tage neter; E u&ﬁ%ﬂr} bgqngr%ﬁnaiaﬁaqurdgbé%glgﬁ\gw ol gogngéé%rtt%‘ng an AC current
Sl gggl o \éhlﬁdﬁo(fjﬁ\@é@etthilrnmgbnd blerajewiier & &ist taken isnteoeigedibyi t al  si gnal of 16
or Its; and an analog to digi converter for..converting an AC voltage
into a 20 regugatipga 'ﬁ“bwg?" g?mfge %I%Ma Wﬁ? b?'ﬁ"‘f%%“ﬁﬁé‘\é@“of the vol t age ig
conpar ed mé@hgm,ﬁgﬁmug@x he current and an angle by which the two

phases are different fromeach other is calculated and output as a signal
for applying differential rates. 26 9. The value store electric power neter

of claim4, furigher eopmid ﬁ'glreég%'%gﬁkgb?‘g%ﬁh&epgmﬁnpthitﬁgl tabl e which

is an elect_ric.pbwer ee no ' r differentially applying mltiple
st ep el et relectpopewenoasumptionsopetating ortBmogonpPEses: 100% 150% and 200%

according to el ecrfe RAVEL SURBHY BRUMRSRBSAS bR, on the basis of a

real time clock?2S
a voltage divider for serially connecting two resistors and selecting

from a voltage range given by the ratios of the two resistors in order to
adjust the AC voltage of the electric power line within the range of the
15 input voltage of a voltage meter,
an analog to digital converter for converting an AC current signal
which flows through the shunt resistor into a digital signal of 16 or 20 bits;
and
an analog to digital converter for converting an AC voltage into a
20 digital signal of 16 bits,
wherein the phase of the voltage is compared with the phase of the
current and an angle by which the two 'phases are different from each
other is calculated and output as a signal for applying differential rates.

26 9. The value store electric power meter of claim 4, further
comprising an electric power consumption table which is an electric power
fee mode table for differentially applying multiple step electric power use
rates such as 50%, 75%, 100%, 150%, and 200% according to electric
power supply and demand states on the basis of a real time clock

3 comprised of year, month, time, minute, and second.

10. The value store electric power meter of claim 4, comprising




_3(5-corrprised of year, nonth, time, mnute, and second. 10. T, al ue, st (fO
el ectric power neter of claim4, conprising 12 Novenber 2002 %@Q%g 2
PCT/ KR99/ 00233 35 a non-volatile nmenory storing a characteristic 3 byte ID
nunber and recording an electric power use state during a certain period
of hours, days, or nonths for renotely nonitoring the surreptitious or
abnormal use of electric power and perform ng an el ec ' l'ing
function. Y9 F¥" The value store gl ectric power nmet e%&ﬁ/ﬂh@(ﬂiﬁ% 4,
conprising an LCD display for visu P y displaying the bal ance of the

lue, the transfer state of the value . | 1 tri
Consuipt | or NErAPRLE ey AP BB AITI AL APyl T RO DT T aPoe 12

The val ue stdpRiirRY AFélbitfc Eow@.rusmttae dofing b @ertaib pevibothours,he  val ue store
el ectric power neter which can be used for si fee paynent

| F@l e a??g sour?d
means by a SAYE, ef mepihs ferdemglahimenigring the, surrapitious gr Abogunal U8e o et
generation gf ol i foRANERR eletibAiE seAlingMhctidA, m xed 15 with the 1C

card reader "an re@or er, further conprises: neans such as a tel ephone, an
Internet,s a P-ATM (EMWV '96), and a digital interphone for perform ng audio

conmmuni cati on wigg ?gﬁ)%(ééggﬂ?gb e@&ﬂ&%&@mé@?oh&éh 5@{?\@?3@?; ransmtting

an audi bl e nessa user wmth matters su rage; and 20 a
keypad for anuserdisplayeiot viguallyglisplayingghe healanes oithe yalve, ¥€ored. 13. The val ue

store electric power ter of .claim4 r el ric power input
and out put pensfersipte %‘@'l@'é@%ﬁgﬁ'ﬂ%ﬁggﬁ'ﬁg’t@?; Q@'@#ﬁfﬁé’? ng a cover and
physi cal seglatuadafid®thericevraulativigelpttsic power Usarstites, 25 prevents the
surreptitious and abnornmal use of electric power. 14. The val ue store

el ectric'oower meter of claim4, further conprising an arrester circuit
for absorbi ng |ight nirRgyvale 8tore EREt¥ PowaOMetR of BAINEE SWkdreid thower |ine of a

supplier. 30 15. The value store electric power neter of claim4, wherein
t he value store electric power meter which can be used for simple and sound

fee payment means by a SET electronic commercial transaction process

using next generation credit and direct payment cards of EMV ‘96 mixed

15 with the IC card reader and recorder, further comprises:
means such as a telephone, an Internet, a P-ATM (EMV '96), and

a digital interphone for performing audio communication with a person in

charge of the host server or transmitting an audible message to help the

user with matters such as storage; and

20 a keypad for a user directly requesting the value to be stored.

13.  The value store electric power meter of claim 4, wherein the
electric power input and output terminal of the electric power meter
comprising a cover and physical sealing for preventing physical tapping,

25 prevents the surreptitious and abnormal use of electric power.

14.  The value store electric power meter of claim 4, further
comprising an arrester circuit for absorbing lightning or a surge voltage on

an electric power line of a supplier.

15.  The value store electric power meter of claim 4, wherein the
electric power line of a transformer for reducing 3.3KV to a generally used




glectric power line of a transformer for reducing 3.3KV to 4 BR&mbey 2002
used 12 Novenber 2002 WD 99/58987 36 PCT/ KRO9/ 00233 vol t age of

110Vv/ 220V/ 240V further conprises a current transformer for rmeasuring the
total anmount of current, wherein the electric power neter is network
connected to local service & surveillance units (LSs) having power nodens
for 5 commuwoosdsssng Wit h a maxi num of 256 val ue store emoa’mnpower nmet ers
on the electric power |line and an ajgea service & surveillance unit (AS) for
nmanagi ng a naxi mum of 256 LSs. 16. The val ue store electric power neter of

claim1s, yhere 3?116\9’/ bHF2AG turfhdF ESIRErseS BRiUNeABtransigtmee forf or an el ectric
power seller and an e ectrlc power re-seller for issuing an ICcard to a

subscri ber meastringrtbe tatal ansgurgiof currefhir d havi ng a master key, automatically
transferring vajhie |W‘?ﬁé1ele{:tﬂ5pﬁwgns EloP ¥ ndiiBIBhAcdEE LI 10 be stor ed,

noni toring and use of the value of the subscriber,
total i ng agdrvited melmartcbem%(hﬁst) havingipeweionedempisfier status of the

subscri ber, thus, re-determn nin lectric power,
wher ei n éa&ﬁmglé’f‘%ﬁ‘"gc‘ﬁﬁh@ﬂaé‘an%%ézgé %lg? %{br@g%gﬁg?c’pr'g%yégefand noni tor s
the val ue tohaRs ErEtrie Pewet kecart &t hreacendosel: sumelﬂanmfmntr(ASthrbe connect ed
to the ASs and LSs in a tree structure and stores value in the 20 value
transfer ampnegivea @a@@vm@%@v@s nmeter. 17. The value store electric power
meter of claim 15, further conprising a vol tage di vi der a voltage

anal og-to-digital converter, a current anal og-to-digi converter, a
latch relay, antb.a JFhawveluesiars elactricpomer mesgr qf claim 6oy ?’e’t’\/\o ki nds of

ise at 11adpe b WIREZONFHES]q Lk 1P BORE poldl faBPEnGEn S B S easur ¢
and oper at elddiriz powep es-séllee farrissumgsarolC cagdita asubscriber with the use
of an IC card having a master key, automatically transferring value when
the subscriber requests the value to be stored, monitoring and managing
the legal use of the value of the subscriber, totaling and analyzing the
15 detailed electric power status of the subscriber, thus re-determining a
price in purchasing the electric power,
wherein each server connected to a plurality of ASs manages and
monitors the value transfer and store electric power meter which can be
connected to the ASs and LSs in a tree structure and stores value in the

20 value transfer and store electric power meter.

17. The value store electric power meter of claim 15, further
comprising a voltage divider, a voltage analog-to-digital converter, a
current analog-to-digital converter, a latch relay, and a shunt resistor so

25 that if at least two kinds of electric power sources selectively use other
voltages or simultaneously use at least two kinds of voltages, it is
possible to separately measure and operate the respective amounts of

current.




