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Field of the Invention

[0001] | The present invéntion'discloses to a new process for protecting a ﬁser’s
identification aqd confidential information during online transactions. The new procesé
creates énd utilizes a third-pa&y intermediary between the user and the service provider

- which pre;/ents a hacker’s abilify to gain access to the use.r’s information by not only

v authoriiing‘ each. specific transaction bﬁt éls.o'\}alidating the identiﬁqatidn of the user as well
as the cr@dibility of the service prdvider. : |

Background of the Invention and Disclosure

[0002] = Online seéurity is essenﬁal fora provider when rendering a service to any
subscriber. As a common security feature, a subscriber login authentication is often required
' in orvderfor a subscriber to access these services. Normally the provider will ask the
s_ubscribef for a username and logfn password to authenticate the user in future transactions; ‘
and the subscriber must inpht this iﬁformation before gaining access to the services requested.
[0003] Commor_l> security issues are found during the process of logging in or keying
in a user’s credentials, such as his username and password. [ﬁ order for a subscriber to log
on to any service, the username and login password are requestedvis in one process, usually
one right after the other. If the sgcﬁrity protecting this login process is compromiséd, a |
hacker can get into the user’s account because the use’rﬁame and l"ogin péssword are- inputted
simultaneously, thus providing access to both. In the alternative to when a hacker accesses a
user’s account by “stealing” their usemamé and password, a security breach is also possible
when a hacker either imitates the service provider or steals credential infom{ation directly

from the service provider. When this happens, the provider’s services can be illegally
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duplicated by a bogus site. Once the subscribe;’s username and password are iﬁputted into a
phony site, a hacker is able to steél subscriber crcdentials througﬁ phishing, and in tLllm,‘a‘ccess
any infm;mation connected to that username. Hackers can also compfomise the security of
online services by accessing the information stored in the subscriber unit (heréinaﬂer “SU”)
whenever a sub_scriber uses the “auto login featurev.” All of these scenarios present issues that
require a secure method of user ldgin to prevent theft of authentication information, eitt‘ler
from the subscriber or the service provider.

[0004] _ The present invention discloses a new method for pfotecting confidential -
" information during énline transactions which aims to solve éll the aforementioﬁed dilemmas.

~ The process utilizes an intermedfafy, called a Credential Information Manager (“CIM™),
whigh transmits confidential information between a subscriber and internet service provider.
‘The CIM provides a CYbefID to the service provider which authorizes th¢ transaction. It uses
both a transaction ID, provided by the service provider to represent that single transaction,
and conﬁdential.securityrrinformatién,r provided by the- sut)scriber for validation of his -
identity. This process occurs automatically upon the sﬁbscriber’s attempt to enter into a
transactioﬁ with the s&vice provider, based on z; pre-e*isting agreement bétween thg service
provider and the CIM. The present invention serves two functions: it certifies the validity of
-both parties to the transaction to ensure that néjther the subscriber nor the service provider are
fraudulent, and it also provides an added level of security to prevent hackers from gaining
access.to a,usef’s login iﬁfonnation and thus their accounts. The present invention cr.ea‘tes an
additional step which causes difficulty for a hacker to-access since t‘he tranéfer of information

is being sent in a triangular fashion rather than back and forth between only two entities.

Summary of the Invention
[0005] A method and system for securing a transaction by a user involving a

subscriber unit (“SU”) (having a processor, a memory, and a display and configured to accept
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user input), a credéntial information manager (“CIM”) (having a processor and a memory),
and a transaction service provider (“TSP”) (having a processor and av memory). A cyber
identifier (“Cyber[D”), a subscriber identifier (“SubscriberID”), and subscriber information,
each associated with the user, is stored in the CIM merhory. A request for a transaction is
sent from the SU to the TSP, which creates a transaction identifier (“TID”), stores the TID in
the TSP memory, and transmits the TID to the SU. The SU transmits an authentication
request along with the TID and a Subs"criberID to the CIM. The CIM authenticates the
received SubscriberID with the SubscriberID in its memory, and transmits verification
rrequest along with the TID received ffom the SU to the TSP. The TSP verifies the received
TID with the TID in its memory and reports the result of the verification to the CIM. The
CIM transmits the CyberID and the subscriber information to the TSP, and transmits a
transaction authorization to the SU.

Brief Description of the Drawings

[0006] Fig. 1 shows a traditional setup of a subscriber on an authenticated login.
[0007] Fig. 2 shoWs the present invention, a method for securing confidential
information in an online transaction using a credential information manager.

[0008] ' Fig. 3 shows the step-by-step method of using the CyberID.

[0009] Fig. 4 shows a sequence diagram of t_he step-by-step process shown in Fig. 3

with the process beginning with the Transaction Service Provider.

[0010] Fig. 5 shows an alternate version of Fig. 4 with the process beginning with the
Subscriber.
[0011] Fig. 6 shows the present invention with the subscriber unit made up of

multiple units.
[0012] Fig. 7 shows the present invention with the CIM made up of multiple

organizations.
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[0013] Fig. 8 show§ an example of the present invention using a Notebook as the
. subscriber_ unit and a USB ID' as the subscriber ID. |
[0014] | Fig. 9 shows an Qxample bolf t_ﬁe present invention using a Smartphone as the
. subscriber unit and a SIM card ‘as subscriber ID.
[001 5] | Fig. 10 shows aﬁ example of the pfesent invention using a Point of Sales
Terminal vas the subscriber unit and an electronic card reader as subscrib¢r ID.
[0016] | Fig. 11 shows an exémple of the present invention using a Mobile phone as
the subscriber unit and a SIM card'a_s the subscribef ID, and also using é Point of Sales
'Teﬁninal wlout card reéder. |
‘[00'17] . Fig. 12 shows an éxample of the present invention using a Mobile >phone as

the subscriber unit and a SIM card as the subscriber ID, and also using a Tablet Computer.

Detailed Descripfion of the Drawings and the Preferred Embodiment

[0018] Description will now be given of the invention with reference to the attached

... .F igurés,.l-AlZ. It should be understood that-these figures are exemplary in nature and inno =
way serve to limit the séope of the invention as the inventidn will be defined by claims, and
the scope of.the iﬁVention wili be tﬁe scope of the claims, as interpreted by the Courts.
[0019] The present invention discloses a new method for protecting confidential

 information during online transactions which aims to solve all the aforemehtioned dilemmas.
The process utilizes an intermediary, called a Credential Information Manager (“CIM™),
which transmits cbnﬁdential information between a subscriber and internet service provider.
The CIM provides a CyberID to the ‘sverv.ice provider which authorizes the transaction. It uses
both a.transaction iD, provided by the service provider to represent' that single transaction,
and confidential security information, provided by the subscriber for validation of his
identity. This process occurs automatically upon the subscriber’é attempt to enter into a

transaction with the service provider, based on a pre-existing agreement between the service



WO 2013/153431 . PCT/IB2013/000634

provider and the CIM. The present invention serves two functions: it certifies the validity of
béth parties to the transaction to ensure that neither the subscriber nor the service prO\;ider are
fraudulent, and it also provides an added level of security to prevent hackers from gaining
access to a user’s login information and thus their accounts. The present invention creates an
additional step which causes difficulty for a hacker to access since the transfer of information
is being sent in a triangular fashion rather than back and forth between only two entities.
[0020] The present invention discloses and new method for securing confidential
information during online transactions. Fig. 1 shows a traditional method of transaction
between a subsgriber 10 and a service provider 17. Under this method, a subscriber will use
his subscriber unit 15 (i.e., a computer or smért phone) to log into the service provider’s site
to complete a transaction. There is no other party or entity involved in the transaction, and
there is no added level of security between the transfers of information between the two. In
Fig. 1, the-login credentials associated with subscribber 10 (i.e., his username and password)
are illustrated as 10a. The application server 17a is where the service provider 17 hosts an
authenticating softwafe application 17b, which verifies the subscriber’s login credentials 10a.
[0021] Fig. 2 shows the basic model of the present invention, denoted the “CyberlD
Technique.” Thé present invention assigns a unique ID to a subscriber 20 on a network, such
as the Internet or a Point of Sales Network, to distinguish that subscriber and the specific
transaction involved. This allows the subscriber to have access to the services requested,
‘while incorporating a secure transaction between an information manager and the Transaction
Service Provider 27 (hereinafter “TSP”) in order to share or exchange the subscriber’s
credential information. In this case, the credential information is the subscriber
identification.

[0022] This invention presents the use of a Credential Information Manager 23

(hereinafter “CIM™), which acts as a middle-man between the subscriber of the service and



WO 2013/153431 o PCT/IB2013/000634

the service provider. The CIM’s role is to pr‘ovidev verification to both parties m the

transactiori that the other is who they say they are, as well as provide an additional layer of

security to prevent hacking and theft of confidential information. The CIM will verify to the

subscriber vthat the online account which he is attempting to access (or log in to) actually

belongs té that service prbvider (rather than being fraudulent). At the same time, the CIM

also certifies to the TSP that the person attempting to log in with the subscriber’s credentials
is actually the subscriber. This protects the subscriber from giving away personal

information and login identiﬁcatidn to a fake site, while at fhe same ﬁme protects the service

brovider from pdtential liability for granting access to a user’s account to a hacker.

[0023]> F-ig. 3 shows the step-by-step method of The CyberID technique, introducing

the new component, a. CIM, which acts as a proxy for the subscriber. When a subscriber’

- attempts to log onto a service provider’s site online, he will be instructed, via transmission 1,

to enter the site or click on a link which signifies, via transaction 2, to the service provider

_ that the subscriber is requesting to enter-into a transaction. The TSP will then retufn aTID
which represents the ;ﬁarticular transaction.to the CIM. The subscriber urﬁt will send the TID.

“and a subscriber ID (which is the equivalent of a usemamé), via transmission 3, to the CIM
for vablidati.on. Once the identity of both the subscriber and TSP are validated, the CIM will
send, via transmission 4, the subscriber information and a CyberID to the TSP.
[0024] This process presents an added level of security for personal information that
is not found in normal onliné login services, and is achieved because of a variety of factors.

| First, the CIM can ensure of the credibility of the service provider by negotiating.an
agreement with a TSP for all future transactions, thereby creating a link for the transfer of
Transaction IDs and subscriber credential information. Second, the information sent to the -
service provider can be on a special link between the CIM and the TSP, such as a VPN,

Internet, Intranet, PSTN, SMS, voice call, or even encrypted data. And third, even if the
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username and password information is lost by the TSP, a hacker still needs to get over the
sepurity barrief éet up by the CIM to steal any c‘on)ﬁde,ntial informatfon.
[0625] Ina fraditional ID/Password meth_od, where a subécriber keys into the TSP’s
web page, the passwérd is generally the only secure element involved, whereas the ID is not.
This creates the problem that a hacker who gains access to the TSP can also access any
accounts connected td that TSP. In the_ present inventidn, the password is not the only secure
element. A CyberID, sent from thé CIM to the TSP, via transmission 4, to activate the
tranéactién, ié another protected elém‘ent, wﬁigh never croéses the Subsériber"s path. Thus, a
hacker trying to access the subscriber’s acéo’unt will never see the CyberID or possibly ever
even knpw of its existerice.
[0026] . In the present invention, the authentication between the subscriber and the
CIM, known as the transact_ion ID, ié one of the key factors. A transacﬁon ID (“TID”) differs
from a password genera‘lly used in a transaction by a user because the TID only represents a

. singie transaction, and is.unique to-each transaction.- The ‘o’ther"kéy factor is the CyberID,
‘which can indicate tﬁe name of the user and any confidential informaﬁon which the
subscriber pfovides for verification 6f his identity. When the CIM passes the CyberID to the
TSP, the TSP beéomes aware of not only the subscriber involved, but the specific fransaction
which he is looking to complete.
[0027] In the case where there may be multiple CIMs, as discussed beiow, a method
providing additional security would include delaying the transmission of the CyberID by the
CIM until a TID transmitted by the SU can be verified as matching a TID |
[0028] The CIM will pass‘ the credential information to the TSP, via transmission 4,
which will theﬁ be alerted as to the identi_ty of the subscriber. When the credential
information is exchanged between an information manager and the service provider, the

provider will use authenticated information provided by the subscriber to the TSP to
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automatically login the subscriber to its own online services. In some cases, the TSP can

: requiré the subscriber to key in a password to the subscriber unit (such as if the TSP is a
Bénk) which only the TSP is aware of. This use of a password is the same asina generic
[D/password system — the previous step of authentication by a CIM is one aspect‘of the
present invention that distinguishes it from previous methods and systems. This extra step
creates a secured transaction between the subscriber énd TSP, saving the login credentials of
the subscriber and making them frée from hacking. This is a different process from tﬁe
procedure normally. taken by a subscriber, who‘ would input his own crede‘ntial‘s‘ for |
“authentication and us_.e‘oi; an online service. There, a hacker who is able' to determine the
passWord of a user, can input it and freely have access to that user’s accouﬁt. In the present
invention, the hacker may bev able to uncover a username, énd maybe even a passtrd, but he
‘will not be able to overcome the security procedure set up such as the authenticating
information required with the CIM, or the C.yberID itself. In Fig. 3, the logiﬁ credentials

) ,»lassogj‘éted w,it‘h‘ subscriber 20 (i.c., ihis username and password)-are-illustrated-as 20a. CIM

application server 23a hosts é subscribef authenticating software application illustrated és

B 23e. CIM databése server 23b handles énd CIM database 23c stores, the su‘bscribers"
CyberIDs, which are illustrated as 23d. And Fig. 3 shows TSP application server 27a that

" hosts a CyberID authehticating software applicatioh 27c. TSP application server 27b hosts
the services that are to be provided to the subscriber.
[0029] The method discussed in this disclosure uses a triangulér relationship between

" the Subscriber, the Transaction_Servicev Provider_, and the Credential Information Manager to
overcome security concerns that are common m online transactions. The communication
technology between the CIM and the SU is a secure and authénticated communication
channel, including, but not limited to, a VPN, audio or visual signalling, secure tunnelling, or

any encrypted communication infrastructure or technology, such as a SIM card. The
. ) _ ‘
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communication link 81 between the SU and the CIM is for é secure data trénéfer, where ;he
CIM acts as a liaison for the sub‘scribver and distributes the subscriber’s conﬂdenﬁal credential
informatién tc; the TSP. Examples of a Subscriber Unit include a computer 255 (suchasa
notebook computer or téblet); a PDA, a'smartphone 25b, and/or POS terminal 25d. These
different examples can be seen in Figs. 8-12, each showing the same triangular tfansaction,
but utilizing different subscriber units.
[0030] In a preferred embodiment, for this process to be triggered, the subscriber is a
mémber of a network 29 managing the transaction between the TSP and the CIM. Such
 management of the transéction occurs fromva pre-arranged agreement between thé TSP and a
é[M, which distrib,utes‘ TIDs to the proper TSP for verification. Witﬁ this pre-agreement |
between the CIM and the TSP in place, a subscriber may then enter iqto a'transaction with the
. TSP.
[0031] Figs. 4 and 5 disclose two separate flowcharts illustrating the steps which the
__present invention undergoes.. Fig. 4 discloses the first step-in the processstartingwﬁh thé‘ :
TSP, while Fig. 5 discloses the first step in the process starting with the subscriber. As -
shown Tir_1 Fig. 4, the TSP provides a éession to the SU via transmission 1. On a.triggered
éveﬁt by the SU (such as when the subscriber clicks on “pay,” “join,” “start,” “member log-
in,” 6r other online sé‘rvices on a browser, application or other running s‘el_'vices of the SQ via
.transmission 2), the TSP responds by sending a TID to the SU. A subscriber requests |
‘authentication from the CIM via his SU. Thé authentication can be done by a method such as,
for exam-;.)le, ID challenge, Password, of Voice éall.—
[0032] Autheﬁtication is dbne by the CIM who receives the TID and Subscriber ID
via transmission 3 transmitted on a trusted (or secure) channel 81 betweéen SU and CiIM. Ina
prefe‘rred embodiment, a subscriber will need to be aware of the existence of a CIM

connected to their network, such as via an app on a smart-phone or a website link on a
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computer, for the proeess_ to begin. In the situation'that the trusted channel is uniquely set up
for the Subscriber, it may not be necessary for thef Subscriber ID to he sent over to the (_JIM'.\
There are various ways for a trusted channel 81 to be set up, such as by a computer
application that setup a VPN, ‘a.data-encvrypted TID sent to the CIM, or a secure phone hne,
and secure links 82 (between the TSP and SU) and 83 (between the TSP and CIM) may be
similarly constituted. The CIM wrll verrfy the TID with the TSP, After confirming that the
TID (and thus also the TSP) is valid, the C[M sends a Cyber ID which represent the
subscriber and some subscrlber information (such as Name, Gender birth date address, and
other mformatron that the subscriber can use to verrfy itself), to the TSP. Upon recelpt of this
mformatlon the TSP updates the subscriber mformatron to the SU, via transmrssron S,ina
similar’ way that any internet webpage is updated The Cyber ID may or may not be displayed
on the SU. The subscriber then completes the transaction wrth the TSP.

(0033] Upon conﬁrmmg credibility of both partles, the CIM will send subscriber
information to the TSP, along with a CyberID: The information provided by the CIM to the
TSP includes some informati_'on that subscriber can use to verify itself. Together with the
Cyber ID, this represents the subscriber. The CyberID is similar in use to a username, but is
provided by the CIM instead of the user, thereby diminishing the opportunity for the
inforrnation to be hacked and stolen. If the subscriber is a member of the CIM’s network, all
transactions will go through the CIM to ensure safety and protection of the information. All
Hparties (Subscriber, CIM vand TSP) enjoy benefits from this CyberID system by a\roiding the
need for, and downfalls of, an {D and Password system.

[0034] " Once the subscriber information has been acquired by the TSP, it wtll be
displayed on the subscriber device when a subscriber attempts to use the online service. The

subscriber can verify his own information with the information given previously to the CIM,

10
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and then confirm the transaction. Once the transaction is confirmed, the TSP may _provide
“the CIM with updated deiails of the transaction.
- [0035] The Subscriber Unit can be one single unit with multiple software applicationS
running on it, or a combination of iwo units or two or more hardware devices. In the case
where the subscriber unit comprises a two device scenario, as shown in Figs. 6 and 12, device
A, which may i)e a mobile phone 25b, interfaces with the CIM 23 while device B interfaces
with the TSP 27. An_ei(ample of device “B” in this scenario is a Point of Sale (“POS”)
términal 25c(suchasa uaer-operated register or an ATM). The POS is capable of being part
| of the _transaction network, but is noi necossaiily connocte_d to‘the Internet. Passing on tne
le between device A and B can i)e automatic via link 110 (via communication technology
such as Wi-Fi, Bluetooth, and other communication protocol) or inanual, Where the
subscriber directly transfers, via link 1 11, the information from ‘Device B to Device A. As
shown in Fig. 8-12, devices A and B can be any suitable communication device, including a
_phone (smart phone.or generalvphoner),»»PDA-, noteBook; PC,; tablet, modem, fax machinej T
oisplay/input terminal, and POS/ATM. |
[0036]. Like thé Snbscriber unit, the CIM may have a single identiiy or oonsist of
multiple identities, as shown in F ig‘. 7. Organizaiion X, vi'hioh is a Certified CIM (“CCIM™),
interfaces with the TSP as well as with Organizations Y and Z, which are called
Authentication/Secure Link Service Providers (“ASLSPS”). These ASLSPs each have
subscribers. (i.e. subscriber 70a and SU 73a associatéd with Organization Z, and subscriber
70b and SU 73b associated witii Organization Y) and can do authentication of their respeotive
subscribers. In operation, the ASLSP passes the subscriber ID and TID to tne CCIM, which
interfaces with the TSP. A CCIM is a CIM that does not perform the subscriber
authentication function, but the CClM connects to TSP and performs the interface functions

with the TSP. Communication channel 71a from Organization X to OrganizationvZ and
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communication channel 71b from Organization Y to Organization Z are considered secured.
Once a subscriber is authen'ticated by Organizations Y or Z, tvhe s‘ubscriber ID plus' the TID
will pass to CCIM, and the remaining steps wi.ll be performed as described above.
[0037] - In an example embodiment of this scenario, AT&T is an ASLSP having the
role of Organization Y and Verizon is.an ASLSP héving the role of Organization Z, each
have a pool of subscribers, such as mobile phone users. The role of the CCIM (Organization
X) may be performed by another company, or may be one or more of Organizations Y or Z.
(0038]. Organization X,Vthe CCIM, connects to the TSP. Organizations X, Y and Z,
they pefform the function of CIM. It is possible for mult.iple companies performing role of Y
and Z to connect to X. A company Y or Z can connect to multiple X.
Exz;mples of Embodiments of the Invention
[0039] As an example of the implementation of the preferred embodiment, a
subscriber uses a PC to go to the Amazon web site. While on the site, he decides to select.a
book and adds it to his cart. Afier he finishes the selection, the subscriber clicks “proceed to
checkout.” At th/is point, thev present inventién differs from a traditional online transactioh by
involving a CIM, whereas the traditional method allowed for only direct transfer of
information between the SU and TSP, In this example, Amazon is the TSP and AT&T is the
CiM. |
| [0040] After the subscriber clicks “proceed to checkout,” Amazon returns a
Transaction ID (TID) to the subscriber, and Amazon’s web page wo}uld‘ in;:lude, for exampie,
a message saying “AT&T member click here.;’ At this point, Amazoﬁ does‘ not kpow who
the subscriber is, but only knows that the subscriber is an AT& T member (assuming that the
subscriber has clicked on this link to activate the CIM).

[0041] After the subscriber clicks the “AT&T member click here” button, other -

technologies may come in to play. The method of passing the TID to the CIM can be manual

12
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or automatic. In cases where the tr.ansaction is done on a smart phong with a SIM éar_d 95
associated With the CIM (in this example, AT&T), sbftwa?e can be run in the backgrqund,
pick up the Tllj, and send it immediately and directly to the CIM. This example, illﬁstréted |
in Fig. 9, is oﬁe such automatic m_ethod.. Altemati;/ely; as illustrated in Fig. 8, there could be
a token that carries the subscriber ID-which connect‘s to a USB port on a computer, which.
Willv automaﬁcally brun in the background and then send the TID to the CIM.. In the case of
manual method, once the TID ié shown §n the display, the subscfiber sends the verification to
the CIM. | |
[0.042] ' In this .example,bthe subscriber ﬁnit, whic;h étoreé the subscriber identi’ty, will
~ initialize an authentication communication witﬁ the CIM.. Once authenticated, the subscriber
unit paéses tﬁe TID to the CIM. In this example, the CIM at this point knows thé
identiﬁcafion of the subscriber, knows that Amazon is thé TSP.
o [0043] In this example, AT&T vgriﬁes and confirms the existence of the TID with
Amazon Then AT&T sends the ,‘,‘Q:yj),e;r_ID”,and,,some/subscriberrinformation; which may -
include a subscriber’s namé and some numeric characters, such as “Benjamin Fang 2001.”
At this point in the example, Amaz\on‘ knows who the subscriber is by identifying the Cyber
ID attached to the subscriber unit. Next, Amazon would d‘isp‘lay “Benjamin Fang 2001,”
after the subscriber clicks the “AT&T Member click here.” The authentication procedure_
between the SU and CIM happéns instantaneously and ‘thus verifies both the CyberID and the
TID by thé time thE; subscriber connects to the aforementioned link. The subscriber may see
the CyberID on the screen (where he would normally be required to put in a username), or
other informatioﬁ that the subscriber caﬁ use to cohﬁrm that the account is corréct, in this
case “Benjamin Fang 2001,” and can then verify that his owﬁ identity is correct.
[0044] For sécurity protection of the subscriber’s identity, the account identification

(such as “Benjamin Fang 2001”) will be designed to let the subscriber decide what to use and

13
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can be changed over time. The CIM issues a unique CyberID that representing the CIM’s
subscriber to a TSP. In some cases, the CyberID issued to a specific TSP may always be
fixed for the CIM’s subscriber. For example, when the CyberID is used as subscriber
account identity to the TSP, the CyberID will remain fixed for the CIM’s subscriber.
However, even if the CyberID is fixed for a certain TSP, different TSPs can get different
CyberlID for the same subscriber to a CIM. This CyberID technique gives an advantage to
the CIM’s subscriber, who may stay anonymous to the TSP, but for enforcement
requirements, may still be able to trace to the subscriber identity via the CIM.

[0045] As an example of internet banking on a smartphone, using the situation above
where AT&T is the CIM, a subscriber (who owns a bank account) wants to do online banking
using a smartphone. The subscriber uses the browser (or application) running on the
smartphone and browses the bank’s site or downloaded app. The bank is the TSP. After the
subscriber clicks the “AT&T member click here” link (the same link as in the previous
example), the bank will provide a TID to the user’s smartphone. Another application on the
phone (which the subscriber will have been prompted to download the first time he uses this
online service on his smart phone) will start the authentication process with the CIM using
the SIM card 95 on the smartphone. A SIM card is unique to the subscriber. After successful
authentication, the application sets up a secure channel from smartphoné to the CIM, which
allows for safe passage of the TID from the smartphone to the CIM.

(0046] After the CIM successfully verifies the TID with the bank, through the same
pre-agreement as described above, the CIM passes the Cyber ID and the subscriber’s .
credential fnformation to the bank. At this point the bank knows the identity of the subscriber
that received the TID. When this oceurs, the bank will update its web page on the:
subscriber’s smartphone and display the subscriber’s name on the page. Then, the bank

simply requests a password from the subscriber. This method of getting the TSP to show the
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subscriber’s account is also applicable for when the TSP is an organization such as enterprise,
school, union, or any other of which the subscriber is a member of the organization.) |

[0047] As an alternative gxample 25c¢ of an application using a Point of Sale
Terminal, illustrated in Fig. 10, the subscriber comés to a point of sale terminal, such as a
shopping mall ca;h register or vending machine, and decides to use the Cyber ID method to
do the transaction. The subscriber will inform the counter that he is an AT&T member. The
poiht of sales terminal will. generate .a.TID. If the point of sales counter has an ID reader, fhen
that allows the subscriber to do the authentication with the CIM. The suEscriber_ will tap or
insert an electronic éubs;:fiber ID card 105 (provided by- thé CIM, in this case‘AT&T) at the

. ID reader and authenticate With the CIM. Alternatively, tt;e subscriber can use his AT&T
mobile phone, send a text message or use an application on the mobile phone to send the TID
to the CIM. The authentication is done by using the SIM card on the mobile phone.

. [0048] After the CIM successfully authenticates the subscriber and gets tl:e TID, the
CIM will verify the TID with the TSP. After verification, the CIM will send the Cyber ID -
aﬁd the subscriber crédent.ial information (such as credit card information) to the TS?. The
TSP Will then update the POS terminal with thé subscriber credential information (in this
case, the‘ credit card information) and the subscriber can complete the transaction.

[0049] This triangular process does not have to be sequential, as is shown in Figs. 3-
5. Instead, the authentication between the Subscriber and the CIM éan be done in different
sequence in differenf situation., Fo_r example,' if the SU is a Mobile Phone, the authenticaﬁon
is always done once the mobile phone is connected toa network. However, when done in
sequential order, a subscriber clické on a TSP web page, and then the TSP will send a TID to
a subscriber unit.

[0050] While the method énd system of the present invention has been described with

reference to various embodiments, those skilled in the art will understand that various
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changes may be made and equivalents may be Substitﬁted for the disclosed elementsvwitho.ut
departing from the scope and essence of the disclosed inventioﬁ. Additionally, many
modifications may be made to adapt a-particular situation or structure to the teachings of thve
disclosure without departing from its essential scope. A'ccordingly, the invention is not
limited to the particular embodimenté disclosed, but rather includes all embodiments falling

. within the scope of the appended claims.



Claims:

1. A method for securing a transaction by a user comprising:

providing a subscriber unit having a processor, a memory, and a display,

wherein said subscriber unit is configured to accept user input,

providing a credential information manager having a processor and a memory,

storing a cyber identifier associated with the user in said credential information
manager memory, wherein said cyber identifier comprises a username and subscriber
information:;

storing a subscriber identifier associated with the user in said credential information
manager memory;

storing said subscriber information associated with the user in said credential
information manager memory;

providing a transaction service provider having a processor and a memory,

transmitting a request for a transaction from said subscriber unit to said transaction
service provider;

transmitting a transaction identifier, created by said transaction service provider
based on said transaction request, from said transaction service provider to said subscriber
unit;

storing said transaction identifier in said transaction service provider memory;

transmitting a request for authentication from said subscriber unit to said credential
information manager;

transmitting said transaction identifier from said subscriber unit to said credential
information manager;

transmitting a subscriber identifier from said subscriber unit to said credential
information manager,

authenticating, by said credential information manager, said subscriber identifier
received by said credential information manager from said subscriber unit with said
subscriber identifier stored in said credential information manager memory;

transmitting a request for verification from said credential information manager to
said transaction service provider,

transmitting, from said credential information manager to said transaction service
provider, said transaction identifier received from said subscriber unit;

verifying, by transaction service provider, said transaction identifier received by
transaction service provider from said credential information manager with said transaction
identifier stored in said transaction service provider memory;

transmitting, from said transaction service provider to said credential information

manager, a verification request result message;
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transmitting, from said credential information manager to said transaction service
provider, said cyber identifier stored in said credential information manager memory;

transmitting, from said credential information manager to said transaction service
provider, said subscriber information stored in said credential information manager memory;

transmitting a transaction authorization from said credential information manager to
said transaction service provider; and

transmitting a password from said subscriber unit to said transaction service provider;

wherein said password is never transmitted to said credential information manager
and wherein said cyber identifier is never transmitted to said subscriber unit; and

wherein said subscriber information is never transmitted to said transaction service

provider by said subscriber unit.

2. The method of claim 1 wherein said authentication further includes comparing, by
said credential information manager processor, said subscriber identifier received by said
credential information manager from said subscriber unit with said subscriber identifier

stored in said credential information manager memory.

3. The method of claim 2 wherein said verification request is sent as a result of said
comparison indicating that said subscriber identifier received by said credential information
manager from said subscriber unit matches said subscriber identifier stored in said

credential information manager memory.

4. The method of claim 2 further including transmitting an authentication failure
message from said credential information manager to said subscriber unit, wherein said
authentication failure message is sent as a result of said comparison indicating that said
subscriber identifier received by said credential information manager from said subscriber
unit does not match said subscriber identifier stored in said credential information manager

memory.

5. The method of claim 4 further including displaying a visual authentication failure
message on said subscriber unit display based on said authentication failure message

transmitted from said credential information manager to said subscriber unit.
6. The method of claim 1 wherein said verification further includes comparing, by said

transaction service provider processor, said transaction identifier received by transaction

service provider from said credential information manager with said transaction identifier
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stored in said transaction service provider memory, wherein said verification result request

message includes a result of said comparison.

7. The method of claim 6 wherein said transmission of said cyber identifier is sent as
a result of said verification result request message indicating that said transaction identifier
received by said transaction service provider from said credential information manager

matches with said transaction identifier stored in said transaction service provider memory.

8. The method of claim 6 further including transmitting a verification failure message
from said credential information manager to said subscriber unit, wherein said verification
failure message is sent as a result of said verification result request message indicating that
said transaction identifier received by said transaction service provider from said credential
information manager does not match with said transaction identifier stored in said

transaction service provider memory.

9. The method of claim 8 further including displaying a visual verification failure
message on said subscriber unit display based on said verification failure message

transmitted from said credential information manager to said subscriber unit.
10. The method of claim 1 wherein said subscriber unit is made up of one or more
mobile phones, smart phones, PDAs, computers, or POS terminals, modems, fax machines,

or display/input terminals.

11. The method of claim 10 wherein said subscriber unit is made of a phone in

wireless communication with a POS terminal.

12. The method of claim 1 where one or more of the transmissions are made via a

secure telecommunications link.

13. The method of claim 1 where one or more of the transmissions are made via a

wireless telecommunications link.

14. The method of claim 1 where one or more of the transmissions are made via the

internet.
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15. The method of claim 12 wherein said secure telecommunications link includes
one or more of a VPN, audio or visual signaling, secure tunneling, or an encrypted

communication infrastructure.

16. The method of claim 1 wherein, before said subscriber identifier is transmitted
from said subscriber unit to said credential information manager, said subscriber identifier is

received as input to the subscriber unit and stored in said subscriber unit memory.

17. The method of claim 1 wherein said subscriber unit memory includes a
removable memory, and before said subscriber identifier is transmitted from said subscriber
unit to said credential information manager, said subscriber identifier is stored in said

subscriber unit memory.

18. The method of claim 17 wherein said removable memory includes a SIM card.

19. The method of claim 17 wherein said removable memory includes an electronic

card.

20. The method of claim 1 further including storing said subscriber information,
transmitted from said credential information manager to said transaction service provider, in

said transaction service provider memory.

21. The method of claim 1 further including transmitting said subscriber information,
transmitted from said credential information manager to said transaction service provider,

from said transaction service provider to said subscriber unit.

22. The method of claim 21 further including displaying visual subscriber information
on said subscriber unit display based on said subscriber information transmitted from said

transaction service provider to said subscriber unit.

23. The method of claim 1, further comprising verifying, by said transaction service

provider, said password transmitted from said subscriber unit.

24. A system for securing a transaction by a user comprising:
a subscriber unit having a processor, a memory, and a display,
wherein said subscriber unit is configured to accept user input,

a credential information manager having a processor and a memory,
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a cyber identifier associated with the user stored in said credential information
manager memory, wherein said cyber identifier comprises a username and subscriber
information;

a subscriber identifier associated with the user stored in said credential information
manager memory;

said subscriber information associated with the user stored in said credential
information manager memory;

a transaction service provider having a processor and a memory,

a transaction request configured to be transmitted by a communication path from
said subscriber unit to said transaction service provider;

a computer program stored in said memory of said transaction service provider for
creating, based on said transaction request, a transaction identifier;

said transaction identifier configured to be transmitted by a communication path from
said transaction service provider to said subscriber unit;

said transaction identifier stored in said transaction service provider memory;

a request for authentication configured to be transmitted by a communication path
from said subscriber unit to said credential information manager;

said transaction identifier configured to be transmitted by a communication path from
said subscriber unit to said credential information manager,

a subscriber identifier configured to be transmitted by a communication path from
said subscriber unit to said credential information manager,

a computer program stored in said memory of said credential information manager
for authenticating, by said credential information manager, said subscriber identifier received
by said credential information manager from said subscriber unit with said subscriber
identifier stored in said credential information manager memory;

a request for verification configured to be transmitted by a communication path from
said credential information manager to said transaction service provider;

said transaction identifier, received from said subscriber unit, configured to be
transmitted by a communication path from said credential information manager to said
transaction service provider;

a computer program stored in said memory of said transaction service provider for
verifying, by transaction service provider, said transaction identifier received by transaction
service provider from said credential information manager with said transaction identifier
stored in said transaction service provider memory;

a verification request result message configured to be transmitted by a
communication path from said transaction service provider to said credential information

manager,
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said cyber identifier, stored in said credential information manager memory,
configured to be transmitted by a communication path from said credential information
manager to said transaction service provider;

said subscriber information, stored in said credential information manager memory,
configured to be transmitted by a communication path from said credential information
manager to said transaction service provider;

a transaction authorization configured to be transmitted by a communication path
from said credential information manager to said transaction service provider; and

a password configured to be transmitted by a communication path from said
subscriber unit to said transaction service provider;

wherein said password is never transmitted to said credential information manager
and wherein said cyber identifier is never transmitted to said subscriber unit; and

wherein said subscriber information is never transmitted to said transaction service

provider by said subscriber unit.

25. The system of claim 24 wherein said subscriber unit is made up of one or more
mobile phones, smart phones, PDAs, computers, or POS terminals, modems, fax machines,

or display/input terminals.

26. The system of claim 25 wherein said subscriber unit is made of a phone in

wireless communication with a POS terminal.

27. The system of claim 24 where one or more of the communication paths include a

secure telecommunications link.

28. The system of claim 24 where one or more of the communication paths include a

wireless telecommunications link.

29. The system of claim 24 where one or more of the communication paths include

the internet.

30. The system of claim 27 wherein said secure telecommunications link includes
one or more of a VPN, audio or visual signaling, secure tunneling, or an encrypted

communication infrastructure.

31. The system of claim 24 wherein said subscriber unit memory includes a

removable memory, and before said subscriber identifier is transmitted from said subscriber
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unit to said credential information manager, said subscriber identifier is stored in said

subscriber unit memory.

32. The system of claim 31 wherein said removable memory includes a SIM card.

33. The system of claim 31 wherein said removable memory includes an electronic

card.

34. The system of claim 24 wherein said credential information manager further
includes:

a certified credential information manager having a processor and a memory,

an authentication/secure link service provider having a processor and a memory,

said authentication request, received from said subscriber unit by said credential
information manager, configured to be transmitted by a communication path from said
certified credential information manager to said authentication/secure link service provider,

said subscriber identifier, received from said subscriber unit by said credential
information manager, configured to be transmitted by a communication path from said
certified credential information manager to said authentication/secure link service provider,

wherein said authentication computer program is stored in said authentication/secure
link service provider memory, and

wherein said subscriber identifier stored in said credential information manager

memory is stored in said authentication/secure link service provider memory.

35. The system of claim 24, wherein said transaction service provider is configured to

verify said password transmitted from said subscriber unit.
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