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BACKGROUND OF THE INVENTION
10 (1) Field of the Invention

The present invention relates to a cryptographic
technigue that encrypts a plaintext to generate a
ciphertext and then decrypts the ciphertext to obtain the
original plaintext.

15

(2) Description of the Related Art

In recent years, it is becoming increasingly common
to encrypt important information before transmission to
prevent third parties from knowing its content. More

20 secure forms of encryption are therefore being sought.

Japanese Laid-Open Patent Application No., H11-7239
teaches a data encryption apparatus that aims to achieve
more secure encryption.

This data encryption apparatus divides a plaintext

25 received from outside into a plurality of plaintext blocks
and encrypts each plaintext block using key data to

generate ciphertext blocks. When encrypting the first



r. 24 June 2002 2 plaintext block, this data encryption apparatus uses key
data obtai ned fromoutside the apparatus . For the second an%gb?Htaﬁogg
pleai nt ext bl ocks, the data encryption apparatus updates the W&t si ng
the ciphertext block 5 generated when encrypting the preceding plaintext

bl ock, and encrypts the present plaintext block using this updated key
data. The data encryption apparatus encrypts each plaintext block in the
foll owi ng way. The data encryption 10 apparatus includes a subkey

gener at | 99auRle BN {0ER! A58 BULH BRRIUALE NG Vb ol Silbkev, ggner ati ng

unit us ata to generate first to erg subkeys. Each ot these

first toqgtahbBraubiey s sifseaentne gﬁ?aﬁriaﬁ:%ts ENFYPUHYW ddidngener at es
a first internediate block from 15 a plaintext block using the first

subkey. The SeddruvEngrphbimd <t tb JeoRBat &hea decandnicatyeriesh at e bl ock
fromthe first internediate bl ock using the second subkey. The third to

sevent h appayptiugy updatesi théakey debanasenghthd codphewdredtt ibiteckedi at e
bl ocks fromthe second to sixth 20 internediate bl ocks using the third to

severft h SepR&EREeT N FRBXERSAPS thG BPFacedhed pbsiatexth&kasd, bl ock
.fromthe seventh internedi ate block using the eighth suhkey. Each pl ai nt ext
bl ock | S2BAGYHE YRS NS RS oAt Pramh tos e Epek LS rd dhre pestedt bl ock.
Thi s nakgg ih ijficult to accunul ate pairs of plaintexts that have been
encrypte XS|€gEPhe same key and the resulting ciphertexts. As a 24 June

2002 3 result ,Tﬁgedé%%uré'r{é’rfﬁ;twﬁ ‘é%?@ﬁ%&@é‘ éﬁlé?:a}gzgzé“l@é(@hp' ai nt ext

attacks, such as differential” cryptanalysis and r cryptanalysis, is

i nprovedpl Howeweit biteclsubkey edeo@l alvitg waii. | Thidds tdakacry@cromt i on
apparatus has to generate many different subkeys every tinme a plaintext

bl ocl0 i sapperyitesd.idbl sdbasat babieamasrie od t iogennig eimed spess dfot he
cryptographi c processing. 10 SUMVARY OF THE | NVENTI ON The present invention
was conceighdh engraploinghenstat edTheobekeangenas adilndjunsct WwFer ovi di ng

T YRR L UE o DL L PP SO ARILE BRSSOl Eh 1
The invegki@Heggsfi%EqstEQEP&R¥hd§uﬁﬂeys are different. The first
encrypting unit generates a first intermediate block from
15 a plaintext block using the first subkey. The second
encrypting unit generates a second intermediate block from
the first intermediate block using the second subkey. The
third to seventh encrypting units similarly generate third
to seventh intermediate blocks from the second to sith
20 intermediate blocks using the third to seventh subkeys.
The eighth encrypting unit generates a ciphertext block
from the seventh intermediate block using the eighth
subkey.
Each plaintext block is encrypted using key data that
25 differs for each plaintext block. Thismakes it difficult
to accumulate pairs of plaintexts that have been encrypted

using the same key and the resulting ciphertexts. As a



encryption method, a decryption apparatus, a decryption nethod, and a
recordi ng nmediumthat stores an encryption program and/or decryptio
program each of which has the sane effect. 20 The stated objg%H“E%gogé
achi eved by an encryption nethod for us? by an encryption apparatus that
encrypts plaintext data conposed of a plurality of blocks, the encryption
nmet hod conprising: a block obtaining step for obtaining the plaintext data
one block at a time in order 25 from outside the encryption apparatus a

| ecti f I [ it fi f
curront B SLRESbr SFhod T RS bl bk bt aP NG eukh 2 FaRRSingnoRas 4" °
accor di ng12; RewxRaY thlacks have heen il alnedal dkoyrasnanli da-si ep for

generating ( 1) irst group conmposed of a predeterm ned nunber n of

di fferentlbnbkeyerwpeaideybikst idempsosedect ed, and (2) a second group
conposed 5 of less than n different subkeys when the second node is

sel ected; and dowaneypt ithg stwepképr gemengiting whetcanr ditibldrka by
subjecting the current block to n conversion processes in order, wherein in
t he fi5r stemy¥Ptégeh afpapetuscoiersd octeprsedssaany dsEberandd with a

different 10 subkey in the first_group and is perforned using the,
‘associ at eti! ﬁﬁyéy?¥§ﬁ¥i?FW%ea§%%gﬁ8tﬁﬁﬁé%%ﬂﬁﬁnﬁ%dﬁV%FXPSﬁdpro€@§§bs are

associ at i keys in e _second .qroup _an r ch performed using
t he asso??aa e%{]%g% ew%/a?iﬁ otjigfoéqteaﬁje%g %8§1e%cg&§r€g§%@§§t%gga§2ﬁgr ated in
15 the squggeggq§ han in the first node. This suppresses decreases in

processi ng spe used by the generation of subkeys during the encryption

of blocks. Here, the selecting step nay select (i) the first node for

bl ocks whenever a nunber of blocks that have been 20 obtained is equal to a
mul ti19l e STMHMARBKedEt &HE NENVENITIE@N and (ii) the second node for all ot her
cases. In the stated nethod, the first node is only selected for certain

bl ocks in the (lh# eexsenst dnviret sesowdsnodades wad ot ediewr of11het her

bl ocks. This neans that the 25 second node is selected nore often that the
first nodetahff RFeP-ERe2RER 2SS O aHe O REPB4RAPNRI N RBECEEREAG Speed

for the qgéﬁé%a%h%i@Eg¥Fpg%%%f%ﬁm%¥¥%¥5GrgggigJnggessing'which is
fast and has a high degree of security against known

15 plaintext attacks. The invention also aims to provide an

encryption method, a decryption apparatus, a decryption

method, and a recording medium that stores an encryption

program and/or decryption program, each of which has the
same effect. ’

20 The stated object can be achieved by an encryption

method for use by an encryption apparatus that encrypts
plaintext data composed of a plurality of blocks, the

encryption method comprising: a block obtaining step for

obtaining the plaintext data one block at a time in order

26 from outside the encryption apparatus; a selecting step

for selecting either a first mode or a second mode for a

current block obtained in the block obtaining step



24 June 2002 5 can be suppressed. Here, the encryption apparatus may
include an initial value storing nmeans for storing an initialz%ﬁlue (gae
encrypting step nay encrypt the current block to generate 5 a BW%?Q t

bl ock having a predeterm ned | ength, angl the key generating step nmay
generate the first group using the initral value in the first node and
generate the second group using the initial value and the ciphertext bl ock
nost recently generated by the encrypting step in the second 10 node . In
t he stat C I X I i n t d diff nt key
dat a. Thl%%ér?%iggggt %g)i ?’f%%?ltl?o%’lt Cﬁ{?% l?)%r’ igéggo%%ceéétsjlrrrpﬁ%t e£ pgg‘?s of

pl ai nt ex d i t a t i | 44 i texts.
This | nor s PR s e s e Kean ol & et At SRR BReL,

di fferentdfala preictetyshedandnbdiear off viatfaeat amst Ssudkeyst shed ehkect can
be achi eved by a decryption nmethod for use by a decryption apparatus that
decrypt s 2r=t phedeeits dalechedi plerd ef@) bd os&canidt gradre ceopypedon

met hod including: a block obtaining step for obtaining the ciphertext data
one chph@f eh@sdlooanan dififierant oz dekeysomben $itke 9roWBCR9GEi bA
apparatus; a selecting step for selecting either a first pode or a second
nmode for SRIEPEEH 131G ATURREHYRE YRS (SR LRLRRCEEPAIAGITNE SREIBRECK

OBt g 6p BGCord e L0 Bow qun, o Sherk L DLOCKS e, bee obt o ned
d ] ' f. di.ff et t first
composed lods BEsdel 11 agd, Waberh oy L] etont sUbkeYSeRA bt TS

subkeys whefbhherseeandbrmeessssselsedbcBiiled deehYRL idiirséeend for
decrypting the current ciphertext block by subj ecting the current

ci phant exstulitepgkihothecdviessi ghoppocassess i pepfdemediheriaign thethe first
node, each of the n conversion processes is associated with a different
subkey i masrecistet gubkpyandndsipdifesesdnsnege,hbhess ssinneds sobkey, 10
and in the second node, the n conversion processes are associated with
subkeys IRFQFRSEBEOATCRBER it of &/l 1B HREEYE el the e ¢prd8%50ePat ed
subkey. Tn the stated neth

d, fewer .sub S are generated.,in the second
node t haitth the FAF Qhﬁ‘ﬁssussdﬂ%lé@i saigogéér%ggseséﬂ?]ﬁebocessi ng
speed caused b&nt@ﬁeggegkﬁkiﬂ%ﬂﬁod, fewer subkeys are generated in

15 the second mode than in the first mode. This suppresses
decreases in processing speed caused by the generation of
subkeys during the encryption of blocks.

Here, the selecting stepmay select (i) the first mode
for blocks whenever a number of blocks that have beeq

20 obtained is equal to a multiple of a predetermined value,
and (ii) the second mode for all other cases.

In the stated method, the first mode is only selected
for certain blocks in the plaintext data. The second mode
is selected for all other blocks. This means that the

25 second mode is selected more often that the first mode,

and that the decreases in the cryptographic processing

speed for the entire plaintext data composed of the blocks



subkeys during the decryption of ciphertext blocks. The stated object can
al so be achieved by a decryption nethod for use by a decrypti appar.at us
t hat decrypts ciphertext data in ciphertext block units, the %Qﬁﬂ%%éhqgn 20
met hod conprising: a block obtaining stgp for obtaining the ciphertext data
one ciphertext block at a time in order fromoutside the decryption
apparatus; a selecting step for selecting either a first node or a second
node for use with a current ciphertext block obtained in the block 25

obtainin t i to how many ci phertext bl ocks have been obtai ned;
a key ge%gia?%%gﬁ§§égé$%§C§enerating (1) a first group conposed of a

predeterm ned ﬁefr_ﬂae,rtﬂgcgncrg%:vlwagg%a%@ b fﬂ&lagfég?z,{%rv@@tﬂﬁ&he

-first node is selected and a se group conpose | ess an n

di fferentyaguhkeyssohel mersecope Bedeiny &l echediaand A decrypei ng step
for decrypting the current ciphertext block by subj ecting 5 the current

ci pherteendidyrking stepmueyseénarppdcehsesuimrardélomhaer@igenarahe first
mode, each of the n conversion processes is associated with a different
subkey i B hHohersexyr bdpcindiaviper fobnatieterginnd asqaitu eandubkey, and
in the second node, the n conversion processes are 10 associated with

subkeys ith& KE8Ys8EBRE Jricid SHrRP H3Y ke e d 1t h PEREP 458bRPat ed
bkey. In the.stat.ed thod, .the_ first de i | | ect ed f t
blocks | FAATHAh SRL tmeR thRor LB s d S EaEeattEs et todiher |

bl ocks. j i h h
b ocks, TR Tiaang b LAesi8,05uen HRohe sohres e pgosligut il (e

e decryption processing speed for
the enti &%dérpi@tgéheéatt%&w%ﬁé ehctiptimhes taxt ibl eHes LaPoRe
suppressed. Here, The decryption apparatus may include an initial 20 val ue
storiidg meates. for storing an initial value, the key generating step
generating the first group using the initial value in the first node and
generating t helsetded statupdusetgpache ¢athiplajattextardleohdk ésphert ext

bl ock obtai ned i nredi ately before the current ciphertext 25 block in the
second mSIETYREEReuSiAge it Poem Cekely &ad%?eftg%l%l%}éeﬁs 1decrypted using

different,.key. data. _.This.nmakes it . 24 _June 2002 8 diffi.cult for third
parties p&%cﬁ?afgrpmcgfp?ﬁﬁ?ﬁtseﬁos %&Wﬂﬁ%ﬁ%?ﬁ&&% same key and

the resulgi i r | S, s qgﬁg (o j

pl ai nt ex lgﬁqtq}at?ci}g,ggs%rgﬁ%gg tgq ?ﬁ eslrlgﬁi a %ra%ﬁeé%;f;%ﬁ&s%ﬁeg%?%ln%%?&n o
crypagnaloigre rfSx€83Cr rheG aheea 588 RhRS@RcUWVENRt hGR 3G aMeswA sim | ar
evel of sécurity to the described conventional technology ile inmproving
I | of ty to the d bed t |t whi |

t he speeghlofinthextratt agkaphsachr asesst figrefhdalneeypitamslysed 4nd
processes such as the 10 secret comrunication of inmage and ot her

i nf or mat ilomear reayptemelyish. the current demand for inprovenents in

mul ti medi a technol ogy, this nmakes the effect of the ,
The sTated object can be achlieved by a decryption

method for use by a decryption apparatus that decrypps
20 ciphertext data in ciphertext block units, the decryption
method including: a block obtaining step for obtaining the
ciphertext data one ciphertext block at a time in order
from outside the decryption apparatus; a selecting step
for selecting either a first mode or a second mode for use
25 with a current ciphertext block obtained in the block
obtaining step according to howmany ciphertext blocks have

been obtained; a key generating step for generating



i nvention especially significant. 15 BRI EF DESCRI PTI ON OF THE DRAW NGS
These and the other objects, advantages and features of the i$anti%@ W |
beconme apparent fromthe foll owi ng description thereof taken ﬁﬁqgﬁﬁ Action
with the acconpanying draw ngs which ild ustrate a specific 20 enmbodi ment of
the invention. In the drawings: FIG 1 1s a block diagram show ng the
construction of an encrypted comuni cation system5 that is a preferred
enbodi ment of the present invention; 25 FIG 2 is a bl ock di agram show ng

t he cons ctign_of the data encryptipg_ unit .10 in.the transn ssio

apparat ub oL @ P3585 RESsE05 S 0T 2 PE R ek e E e SN e ¢

const ruclyi f.th pt i | ng the sub rating

uni t 101%15.&?%:%51‘% sg%ﬁgggékw&%g]g@n% s%g\g\ns%gq}%% c%%s%%%gfq?%gi %‘?—g}f the data

random zi i : Ak Bl q t ] showi ng
whi ch of (?2eéjgletucrogﬁ%ﬁc}& ggt of sﬁlﬂ(fqéisgilgégéﬁgggt?%ﬁyt t@‘ﬁg‘ﬁs bkey dat a

gener at i RHetnithel Hedsndspedey igadeDécthe;f and 4 dletxygenhly ercdypting
units of the encrypting 10 unit 100, with FIG 5A show ng the case where

t he subkégprddearyertansg itige toper est A Bplde FL6x t5Blskdwbrgs the ecasiemgvher e t he
subkey data generating type is B; FIG 6 shows the correspondence between

t he countheafusrefite dupharkeytdat aCEntHOt HeCRUHREF LAAt REGSPITRS N

order, wherein in the first mode, each of the n conversion
processes is associated with a different subkey in the
first group and is performed using the associated subkey,

10 and in the second mode, the n conversion processes are
associated with subkeys in the second group and are each
performed using the associated subkey.

In the stated method, fewer subkeys are generated in
the second mode than in the first mode. This suppresses

15 decreases in processing speed caused by the generation of
subkeys during the decryption of ciphertext blocks.

The stated object can also be achieved by a decryption
method for use by a decryption apparatus that decrypts
ciphertext data in ciphertext block units, the decryptipn

20 method comprising: a block obtaining step for obtaining
the ciphertext data one ciphertext block at a time in order
from outside the decryption apparatus; a selecting step
for selecting either a first mode or a second mode for use
with a current ciphertext block obtained in the block

25 obtaining step according to howmany ciphertext blocks have
been obtained; a key generating step for generating

(1) a first group composed of a predetermined number n of



15 type; FIG 7 is a block diagramshow ng the construction of the data
decrypting unit 20 in the reception apparatus 2; FIG 8 is a fUﬁxggﬁéé
showi ng the overall operation 20 of the transm ssion apparat 9is
a flowhart showi ng the operation of the data encrypting unit 10 of the
transm ssion apparatus 1; FIG 10 is a flowhart show ng the operation of
the counter unit 105 in the data encrypting unit 10; 25 FIG 11 is a
fl omchart showi ng the operation of the register unit 104 in the data

encryptidgseaiventO;sibkeydZ2whers fhOWehakl sltayd nds aséoed®epaiddof the
24 June 2002 10 operatlon of the subkey data generating unit 101 in the

data enc(gptd sgawnid gtdudtbmpbIds ol 3653 thenehddltf fehrenhngubdeatd er part
of the operation of the subkey data generating unit 101 in 5 the data
encrypt i wgeonithel Gecond FhGdeld s ssalécdacharndowiagryhs iogersttéwn of the

data random zing unit 301 in the subkey dat%ﬁgfneratlng unit 101. 10
DESCRI PTf @K @ECT FP tARISFERRED URICEIF MENTh §RE PéRickg bde s BPDISES 10

f d enbod f th
restht FheeniFarnt s PRt RIPER bp HieSeRe? %Spééﬁ%eﬁ:?aﬁﬁ%%{fr@% Syst om
S As Sho&‘@de'} FJN%'GI‘%:LI{QI %R&esdc?n ”'ecf‘é}’l %g%gn%r%q_ﬁruct ed

of a transnrssi on -appar , a‘receptionh appar a us transfer path

3. The tgsa%%%rse%atl% 3a§ﬁ8€‘i%tt%& R@lﬁﬁaasmﬁfé%@@pgﬁskggem%é he 20

recepti oh apparatus 2 e transm ssion apparatus 1 and t reception
first group and is performed using the associated subkey,

and in the second mode, the n conversion processes are
10 associated with subkeys in the second group and are each
performed using the associated subkey.

In the stated method, the first mode is only selected
for certain blocks in the plaintext data. The second mode
is selected for all other blocks. This means that the

15 second mode is selected more often that the first mode and
that the decreases in the decryption processing speed for
the entire ciphertext data composed of the ciphertext
blocks can be suppressed.

Here,thedecryptionapparatusmayincludeaninitigl

20 value storing means for storing an initial value,
the key generating step generating the first group using
the initial value in the first mode and generating the
second group using the initial value and the ciphertext
block obtained immediately before the current ciphertext

25 Dblock in the second mode.

In the stated method, each ciphertext block is

decrypted using different key data. This makes it



‘apparatus 2 are each provided beforehand with the same encryption key data
EK. The transm ssion apparatus 1 encrypts the plaintext data.gfgfiﬂg he
encryption key data 25 EK to generate the ciphertext data C, h

transmts the generated ciphertext datg C to the reception apparatus 2 via
the transfer path 3. The reception apparatus 2 24 June 2002 11 receives
this ciphertext data C, decrypts the ciphertext data C using the encryption
key data EK, and so generates the decrypted text data D. Here, the

decrypt | Bg ATLO1 FodoDY difie-d SSEPLRRR ARPUALUTLEALS LhY Aqugpse of the S

encrypting pertforne e triansm ssi on apparatus 1, "so that the decrypted

text dat 1R igprexetesnby Eit%di@%r' itHe isarid &k SpanaTHde 2l fieyt data
P. 1.1 C%nstructions of ? e Trangﬁgision Appar;?ﬁs 1 and the 10 ﬁgéeption

Appar at ugipHd)t &rbst.r uthien iefctdesdsandd $8 O Appanghdn sk Asmetwown in
FIG 1, the transm ssion apparatus 1 is constructed of a plaintext data
storing pdiainZexaraehecipt i snckeysdii fif erenitigluginyptHnal data andrypti ng
unit 15 10, and a transmi_tting unit 11. The plaintext data storing unit 12
stor el tRéNAar ntEXPtaaed ¥8bef orehand. This plaintext data P is digital

data that inclydes at |east 64 bits, and can be digital.ly encoded audi o or
i mage infornat#én?%ﬁﬁrib%. FROVE) (o thfe RARISY | ﬁgﬁg 1 §t§ IRy unit 13

stores 64 gggllﬁ.n%(\ir gd%t{}é)f c%%?’seﬂc%%ﬁi?ﬁe{:? Agyance. 1 108 Eeﬁrv%%ttilioé;nn%f%' dat a

EK i s decCi advance ransm ssron apparat us he

[ ecepti OR AN POYY i THCLABLR AN YRl B bel@necadyokg gt ext data
.25 P fromthe plalntext data storing unit 12 and the enCryption key data EK

from t he perde/i 109 . keyhedal Avehekioigsuiitded 8o ghecdaka sepaeyphEnthani t 10
t hen encrypts the plaintext
10 secret communication of image and other information in real
time. With the current demand for improvements in
multimedia technology, this makes the effect of the

invention especially significant.

15 BRIEF DESCRIPTION OF THE DRAWINGS

These and the other objects, advantages and features
of the invention will become apparent from the following
description thereof taken in conjunction with the
accompanying drawings which illustrate a specific

20 embodiment of the invention.

In the drawings:

FIG. 1 is a block diagram showing the construction
of an encrypted communication system 5 that is a preferred
embodiment of the present invention;

25 FIG. 2 is a block diagram showing the construction
of the data encrypting unit 10 in the transmission

apparatus 1;



24" June 2002 '12 data P using the encryption key data EK to generate the

ci phertext data C. The data encrypting unit 10 outputs the r Blti
ci phertext data Cto the transmtting unit 11. This data encﬁ%’tiﬁgggﬂit 10

is described in detail 5 later in this gpecification. The transmtting unit
11 receives the ciphertext data C, perforns a parallel-to-serial on the

ci phertext data C, and then nodul ates and anplifies the converted data to
generate signals. The transmtting unit 11 transmits 10 these signals via

the transfer path 3ylpctfhe i Eeeptisan ARpanabyend. ) CRESLINGL Gngof the

Recepti on Apparatias™2 e récéption apparatus 2is 15

const ruchedepk é{l@;@f&g&ggt%ﬁg’c ﬁ@baaﬁh%h@gsH%Heayzngagéng%%‘erryaoéir?@. key

data storing uni ecrypting unit 20, réceiving uhit 21.
The recepwiRg 1wt 21 receives signals transmtted by the transmtting unit
11 of the transm ssion apparatus 20 1 via the transfer path 3, denodul ates
the signals, antiGpedfdrsma dlerkadibgrpar alleyicgnvkesconstauattizom t he

ci phertext data C. The receiving unit 21 outputs this ciphertext data Cto
t he dat aodedhsptdaiga unandzmi Zireg enniypti0Wy key data storing unit 23 stores
64-bit 25 encryption key data EK_in advance. This encryption key data EK is
the sane as th EGstéﬁeénﬁyFﬂﬁé OFcARR I KRpt At adERYENISF SRAWHBI | n t he

t I SSI t . 24 J 2002 13 The data .d ti it 20
oot vos ATHEHE e PP LHEAT I R0t s B34S e RSB PORoK By BHLBK 11 om
th [ ' .t N ; t4 it.20
docrypt sEnehe SREAEL g S PRER ca g vl A B S RE A R ot

* gener at ethhe f@%rtYQbeg_it;@?@ez@@ﬁaez%r}_?%i% anded Wit the HAdk i gtes this
decrypted text data Dinto the decrypted text data storing unit 22. The

decr ypt i a@iperf0y redi by Fihe.dsha steoripy i tige unabe2@heset it d mudylsey of t he
encrypting perforned by the data encrypting 10 unit 10. This neans that the
decr ypt edattexgedatratiing tyhme dand arsd tHHds oSBgs hawipldatheexaselathee F® Thi s
data decrypting unit 20 is also described in detail later in this
speci fi c&fiorsu key data generating type 1s B;
FIG. 6 shows the correspondence between the count
value, the input key data and the subkey data generating
15 type;
FIG. 7 is a block diagram showing the construction
of the data decrypting unit 20 in the reception apparatus
2;
FIG. 8 is a flowchart showing the overall operatipn
20 of the transmission apparatus 1;
FIG. 9 is a flowchart showing the operation of the
data encrypting unit 10 of the transmission apparatus 1;
FIG. 10 is a flowchart showing the operation of the
counter unit 105 in the data encrypting unit 10;
25 FIG. 11 is a flowchart showing the operation of the

register unit 104 in the data encrypting unit 10;

FIG. 12 is a flowchart showing a former part of the



The decrypted text data storing unit 22 stores the 15 decrypted text data
"D, 1.2 Construction of the Data Encrypting Unit 10 As shown 5%0@|GEO§ t he
data encrypting unit 10 is constructed of an encrypting unit ne %bkey
data 20 generating unit 101, a logical4gOR unit 102, a data converting unit

103, a register unit 104, a counter unit 10S, a subkey data generation
control unit 106, a register control unit 107, a block dividing unit 108, a
bl ock conmbining unit 109, a key obtaining unit 110, and a key 25 storing

it 111 J 0pg 1 I L\l Uni t I ividi
ani ¢ TosoPeEAE o aP e ilen FFa e A et ERE Unit 12
and d'V'Qﬁiat@%dgggﬁiﬁétuﬁ@ﬁifb}n bl ock units neasured fromthe start 5

of the plaintext a P'to generate a plurality of plaintext blocks Pt

(where t=0, 1, 2r1G..13 Eacd pbaantExichbeak shiowinddh lidtscdonge riher bl ock
dividing unit 108 outputs these plaintext blocks P~ sequentially to the
encr ypt i hjeunipte rl001 oAf bEr thuet puihkey diataofyerterat Bngt extithlldxksift, the
10 block dividing unit 108 outputs information show ng that output has been
conplf®et efheo deit@d RweRypSABIgNiUNGuni @7 189d (2) Key Obtaining Unit 110 The
key obtaining unit 110 ,re ' 15 data EK fromthe

ads_the _encryption ke
encryption keyFEQtalétbﬁiﬁgf&HVFUE?Qué%QW?PgsgbﬁeoPééﬁQ%ﬂﬂqﬁﬁi?ﬁ@key dat a
EK into the _key storing unit .11 3) _Key St ori Upnit_ 1 Q..The key
Storing BRCE ERRAEt Banthbhate 30t tn by oueci Tk BReRRAT RS i ¢ 100
As shown,pnFlh@q 3, the encrypting unit 100 includes 25 a first encrypting

unit 100a, “a second encrypting unit 100b, . . . . a fifteenth encrypting
. unit 100c and a sixteenth encrypting unit 100d.

10 DESCRIPTION OF THE PREFERRED EMBODIMENT
The following describes an encrypted communication
system 5 according to a preferred embodiment of the present

invention.

15 1. Construction of the Encrypted Communication System 5

As shown in FIG. 1, the encrypted communication
system 5 is constructed of a transmission apparatus 1, a
reception apparatus 2 and a transfer path 3. The transfer
path 3 connects the transmission apparatus 1 and the‘

20 reception apparatus 2.

The transmission apparatus 1 and the reception
apparatus 2 are each provided beforehand with the same
encryption key data EK. The transmission apparatus 1
encrypts the plaintext data P using the encryption key data

25 EK to generate the ciphertext data C, and then transmits
the generated ciphertext data C to the reception apparatus

2 via the transfer path 3. The reception apparatus 2



24 June 2002 15 The first encrypting unit 100a obtains a plaintext block Pt
.fromthe block dividing unit 108 and first subkey data SKo fréyqtl1 Egbkey
data generating unit 101. The first subkey data SKo is 32 bit lﬁﬁgm he

first encrypting 5 unit 100a encrypts yhe obtai ned plaintext block Pt using
the first subkey data SKo to generate a first internedi ate bl ock. The first
encrypting unit 100a outputs this first internediate block to. the second

encrypting unit 100b. The encryption perforned by the first encrypting unit

10 100a 8 e dlatin £00L YPhEORAY tuifa X Flflo 8L PRkACERHANGI Nt

Al gorithn) encryption ne which 1s a well-khown block encryption

techni qugathe geganrdthe rideant hognkeyPlkRa BRI, t andespeegknediatdecei ve an
i nternedi ate bl ock froma 15 preceding encrypting unit inthe first to

f ourt eentheefiecypioitedl tteixtsdamed becoHdrieq thete@eothpiibkepeddfloantsid to SK14
fromthe subkey data generating unit 101. Each of the second to fifteenth
sets of byblkde decesKiono agikkrdsus22biliss HthenginTheseeodndheo fifteenth
encrypting units 20 respectively encrypt the received internedi ate bl ock
usi nP t heNEEIF 1D PeFfesAer HYbkAR ddtanSIRLSHsOBKERPEF eheriat €Xecond to

fifteenth _internedi ate bl ocks which are respectivel utputted to the third
Lo sixt cBRET ERE SBCEIBHAR CeX b ek BT BRI LSl F N CHIPE b
obtains the. fjft hi, pt i KE.r. thefifteent hencrypting unit
100c andigb5§¥%s %E% é?x?@%ﬁ?ﬁﬁ%§5€%§Ed§F§%§£25 from
1.1 Constructions of the Transmission Apparatus 1 and the
10 Reception Apparatus 2

(1) Construction of the Transmission Apparatus 1

As shown in FIG. 1, the transmission apparatus 1 is
constructed of a plaintext data storing unit 12, an
encryption key data storing unit 13, a data encrypting unit

15 10, and a transmitting unit 11.

The plaintext data storing unit 12 stores the
plaintext data P beforehand. This plaintext data P is
digital data that includes at least 64 bits, and can be
digitallyencodedaudiocn:imageinformation,forexampl§.

20 The encryption key data storing unit 13 stores 64-bit
encryption key data EK in advance. The encryption key data
EK is decided in advance for both the transmission
apparatus 1 and the reception apparatus 2.
The data encrypting unit 10 reads the plaintext data
25 P fromtheplaintextdata storingunit 12 and the encryption
key data EK from the encryption key data storing unit 13.

The data encrypting unit 10 then encrypts the plaintext



24 June 2002 16 the subkey data generating unit 101 . The sixteenth subkey
data SK15 is also 32 bits long. The sixteenth encrypting unit4;P0df§B§rypts
" the obtained internediate bl ock using the sixteenth subkey d& U8R o]
generate the ciphertext 5 block & . EBguation 7 & = Enc (Pt, SKO) 10
Here, the expression Enc(Pt,SKO) shows that the plaintext block Pt is
encrypted using a group SKO (SKo to SK15) of subkey data that has been
generated as part of the tth encrypting process . 15 The sixteenth

encrypti Nkt [ X .o [ nerated to
t he bl oc c% iH%gg%uﬁg%g?kgﬁggo?ﬂg%gn%?lgtaeglkc%%é?rgé éggogbga_ has
been outpigiedtbat! gyl ok COPRBI BiRG %ér%ﬁ@intgh%rﬁ@rly@?bﬁgpagsun't 100
outputs information showi ng that the encryption of one plaintext bl ock has

been comietedstdtihe ecdprertontt ddda C( Lo Rew stremddnittilNg dhithe

regi ster unit 104 includes regions for storing a 64-bit initial value IV
and 64-iY. stThes data BOcryiteingl upisf 10hd sstersaryideed RDtdesagét at the
initial value 24 June 2002 17 IV in advance. The register unit 104
recePvestaber ciphéhiextspeoeskicatiiadm t he si xteenth encrypting unit 100d
The register unit 104 receiyes a control signal the register control

rom5
unit 107. Wher thErpESHieirgmn bt i gR&ELVES @ﬁlﬁnﬂlﬁh@Fﬁﬁé“rtt g€8tapl ock ¢t

is receiyved e _sixteenth.encrypt.i unj.t 0d,. the regqi st unit 104
stores tga%%%gg%&gxﬁlﬁ%ﬁ%f%?}ag%fé%é%%%eghdgig %ﬁ?ﬂgﬁéﬁgthggggceivaj
control (s difen hoal e te80LsPamnlr 104 der&5sc LR Bhthatoval ue 1V
and stores the Initial value 1V as the stored data RO .
generate signals. The transmitting unit 11 transmits
10 these signals via the transfer path 3 to the reception

apparatus 2.

(2) Construction of the Reception Apparatus 2

As shown in FIG. 1, the reception apparatus 2 is
15 constructed of a decrypted text data storing unit 22, an
encryption key data storing unit 23, a data decrypting unit
20, and a receiving unit 21.
The receiving unit 21 receives signals transmitted
by the transmitting unit 11 of the transmission apparatgs
20 1 via the transfer path 3, demodulates the signals, and
performs a serial~to-parallel conversion to obtain the
ciphertext data C. The receiving unit 21 outputs this
ciphertext data C to the data decrypting unit 20.
The encryption key data storing unit 23 stores 64-bit
25 encryption key data EK in advance. This encryption key
data EK is the same as that stored by the encryption key

data storing unit 13 in the transmission apparatus 1.



Putting this another way, suppose that T represents a predeterm ned cycle
and that nis 0,1 .... Wen the (T*n) t" plaintext bl ock Pt (@ere t=T*n)
. block is being 16 encrypted, the register unit 104 resets t het%{Wed®0%al ue
RO using the initial value I'V that isqget in advance. The value "T" is set
in advance and is described later in thi's specification. Wen a plaintext
block that is not a (T*n) th plaintext block (which is to say a plaintext
bl ock Pt where 20 t~T*n) is encrypted, the received ciphertext block C is

igg;g?t?igtBﬁifﬁgaggF%g%gc?ggtégg%fﬁ?é éﬁ%ﬁ%%%é%gggugé% %$§R§?ﬁ§g?%gister
unit 104g5¥Heq they eRCEYRT kR léﬂérylﬁgiéﬁcrk%éﬁ}_ wdhe kK’ rrBhaidext bl ock

Pt, the data converting unit 103 reads the bit data RO shown bel ow.

24 June @R02ybt inatd prialc Weot tigkuhvaers .k=0hé, data) decROptHGg 1
Equation 2 en t=T*k (where k0,2, ...) R =TV 10 The data converting unit
103 subjentis 2baemagptsoried dgtlne ROexttodatpredetiergrithededat gpdarrer si on f
to generate SO, i6 Equation 3 SO =f (RQ) In this specification, the

expr d&ssi baYf QAL EEK cpe egeneT atire treuflecsiyrhify ekekhgdefe ithputTiRita X to
t he predﬁternined data conversion f., K This predeterm ned data conversion f

is a 13-BRfer eABPEhr et Uidkard tHel WBB ERdSt S§TRTRAnteBitt Pt 64- bi t
data. Aftet i S, .th ata.convertin ni t 103 out put e 25,64-bit data
Sa it hat 21 4752 ans S BEVBREN AT JFahe: S e TP 40R RRE 102, 24
June 200, )+ J %&5@ it T } : it 402 negei ves the
64- bi t d%?éggg%ﬁ%%etcﬁéeo at a.q(S:]%n%%?ﬁanggén#%gl?ég}#ggdzsét%e. encryption
key dat aiﬁkﬁefrrs@b!fh@ngeyné&gpt&g@petrf&he@b ehleoghal e XERyWRiingl02 t akes
an XOR for each bit in the b4-bit data SO and a corresponding bit in the
©encrifptionikeyOdat @ahEl mednso therte tiicesiadreydeditexbpidt &dy idatthd KOt
same as the original plaintext data P. This data
decrypting unit 20 is also described in detail later in
this specification.

The decrypted text data storing unit 22 stores the

15 decrypted text data D.

1.2 Construction of the Data Encrypting Unit 10

As shown in FIG. 2, the data encrypting unit 10 is
constructed of an encrypting unit 100, a subkey data

20 generating unit 101, a logical XOR unit 102, a data

converting unit 103, a register unit 104, a counter unit
105, a subkey data generation control unit 106, a register
control unit 107, a block dividing unit 108, a block
combining unit 109, a key obtaining unit 110, and a key

25 storing unit 111.



10 Equation 4 KO =SO (+) EK Note that in the above equation t he synbol

" (+4) " is used to denote an XOR operation. 15 The | ogi cal ‘Fnlgo&QZ

out puts the input key data KO it has generated to the subk

' generating unit 101. (8) Subkey Data Gggerating Unit 101 20 The subkey data
generating unit 101 receives a control signal fromthe subkey data
generation control unit 106 and the input key data KO fromthe |ogical
XOR unit 102. This control signal shows whether or not a (T*n)tn (where

n=0, 1, 14) PRl APt XL Q%K by Pel pg encrypted. 25 Such encrypting happens
once in éV%f7—pfeﬂEQEHMﬂﬁgiiﬁﬂ%T?AL—'n the present exanple, the

predeterm ned g)el81bckSAgHl Bin? LrBRCIIY rQARPEA pARSinte2d dawg 2002 20
The subkey data generating unit 101 is capable of two (type A and type B)

subkey gen€rati rdeppAcEISESxt dheat yperAnsulkey dehemad idigripiesesise has a

heavy processing |load while the type B has a |light processing load. In

accor danpéasintig¢dit t HetreEeiired lonk r ehitisgmeasuhedsfbkay tiet & tyener at i ng

unit 10l selects one of the two types of subkey generating_processes and

per f oF mofh@hgml@maeﬁﬁo@@‘sg Rl§pr@eﬂﬁéatﬁp@tplléé®a%lhi:¥ QKed aig teer at e

Si xt een -bi t subkeé data (|. S|xteentE rst 10
at

subkey dgig% ?to %%53 EG Vihkn t£af¢{2 é‘if&eXS ket Lk | KOt)

15 Here, ;th KGB( X)
goner at ed 1§ S E RS SRR K abaﬁé?é&%dfbé f?*y?gif%g e E B S ner ati ng
process X t f f; es of
P ke Zglggt%g@gﬂ b8B8RSLlS, %e@@fk@yaﬂﬁwt@ & HONPRESYpefi gV ¥
100. After outputting all of the plaintext blocks P., the
10 Dblock dividing unit 108 outputs information showing that

output has been completed to the block combining unit 109.

(2) Key Obtaining Unit 110

The key obtaining unit 110 reads the encryption key
15 data EK from the encryption key data storing unit 13 and
writes the read encryption key data EK into the key storing

unit 111.

(3) Key Storing Unit 111

20 The key storing unit 111 stores the encryption key
data EK.

(4) Encrypting Unit 100

As shown in FIG. 3, the encrypting unit 100 includes
25 a first encrypting unit 100a, a second encrypting unit
100b, .... a fifteenth encrypting unit 100c and a sixteenth

encrypting unit 100d.



Equation 6 When t=T*k (k=0,1, ...) SKO =KGA ( IKQ ) 25 The expression
KGA(X) represents the sixteen sets of subkey data that are g eratggggy t he
type A subkey generating process . Each of these sixteen set

. 24 June 2002 21 data is different fro he ot hers. The subkey data
generating unit 101 outputs sixteen setS of subkey data SK to SK15 it has
generated to the first to sixteenth encrypting units of the encrypting unit
100. 5 FIG 6 shows the relationship between the count val ue of the counter

101, and the t5B8 CASGE 5t arvEEERE Wb bl R R FEies 3 %33’6%‘8‘5%% Subkey
data gengnald upL bul0e Y0sRY be oty Yal e i " i UKD key

data is generat&d USing the encryption val ue
IV, and e g Afxsdtbkeueggu%m@y rwa@aogeﬁ%ﬁas;lu&ydunﬁenv_@usel Yhewhen the
count value is "1" to -1", the input key data is generated using the
encrypti ofriﬁssysdbﬂ@}EKaaradSKm&scBmtﬁtsmomq ocKrgerfared eénty Yyt ihe
precedi ng encrypting process, and the type B subkey generating process is
used. 5 Asugidwi (Ge RIGrgptishéhsultbsia taed péasndte ity ¢k1Bd using
constructed of the data randonlzlnggunlt 301, the random zed data storing

unit 302thendimes swhRkay st ades ogéaﬁtr@aqe anf & r363intarmediate

Rand t 301 The dat t 301 64- bi t _dat
e R S U S Ll
dat t bk dat
A SR 0o LS8 4 A s e b e Gt

32-bit 24 JU*I'ﬁe@:Q@rg%t%‘bQ{( ¥r‘f@r’i‘n§!{<b hé%i@@é@ﬂ@%@@ﬁ@ L&sptl ng unit

302 and the generated bit random zed data to the nunber of “stages
cont1®l aOida I08.tAs ghten dricy st idn pvhetwdadf 1 anHAN ZiMagMdts801 is 5

" constructed of a separating unit 30la, a logical XOR unit 301b, a data
j unbl i ng Emditp8€Mmen ind layconintiim) ngnamivo t30id. msSehadat Wig dbniis 381a
well-known block encryption technigue.
The second to fifteenth encrypting units
respectively receive an intermediate block from a
15 preceding encrypting unit in the first to fourteenth
encrypting units and second to fifteenth subkey data SK;
to SK;4 from the subkey data generating unit 101. Each of
the second to fifteenth sets of subkey data SK; to SKi4 is
32 bits long. The second to fifteenth encrypting un%ts
20 respectively encrypt the received intermediateblock using
the second to fifteenth subkey data SK; to SK;4 to generate
second to fifteenth intermediate blocks which are
respectively outputted to the third to sixteenth
encrypting units.
25 The sixteenth encrypting unit 100d obtains the
fifteenth intermediate block fromthe fifteenth encrypting

unit 100c and obtains the sixteenth subkey data SK;s from



The separating unit 30la receives 64-bit data from 10 the nunber of stages
control unit 303 and separates this data into the upper 32 bils &h rsgfter
called "data Al") and the lower 32 bits (hereafter called "d&‘=! Eﬁ?. The

. separating unit 30la outputs the data #g to the logical XOR unit 301b and
the data j unbling unit 301c, and the data 15 AOto the conmbining unit 301d
and the data j unbling unit 301c. Data Junbling Unit 30lc The data |j
unbling unit 301c receives the data AO and 20 the data Al fromthe

separat i uni,t, 301 t akes an,_excl usi f ch bit _i h ta AO and
the-dat o e SUnestes R 23t Y U O e B X P BRbni R S HRKEY S0 1c

separ at i 8dat:a. i.nto. f-our S 8- birt, dat r term ned
substitu ?%% §}5g§%ﬁﬂ§§ :%?]%?g%t%gﬁg'da?ge2§&§% sgﬁgé%z$g¥§ggﬂ§ur sets
of 8- bi tyglata gdRecREedRIES NHHE L sEEshEbUL hee rferded v Poher 8shagper f or med
using a table that stores 256 8-bit values that have been 24 June 2002 23
assi gnedtladds 2seenltles dloay "da t 80SR2556. ghhtearatidnitshe tdiepidataekinbl i ng
unit 301c generates 32-bit data by conmbining the four sets of 8-bit data it
has genevhoel. CThe data junbling unit 301c transposes a 5 specific bits in
this 32-bit value to generate the new 32-bit data Cl1 which it outputs to
the logical XOR unit 301b. Logical XOR Unit 301b 10 The | ogi cal XOR unit
301b receives.the data Al fromthe separating unit 30la and the 32-bit data
Cl fromﬁ%_gé%_j_unm ing unit 301c. The logical XOR unit 301b takes a

| ogi cal XOR for each bit in the data Al and the data Cl to generate the
32-bit subkey data BO. The logical XOR I5 unit 301b then outputs this
subkey data BO to thecrandenizes daippystoring unit 302 and the conbining
unit 301d. Conbining Unit 301d The conbi ning unit 301d receives the data AO
fromot he 20 separating unit 30la and the subkey data BO fromthe | ogical

* XOR unit 301b. The conbining unit 301d conbi nes the data AO and the subkey
data BO to gerfmmt e BHebiexprawimhdrelnddPa, EKAL) habotise thetta #i® as t he
upper 32 bits and the subkey data BO as the |ower bits . The conbining unit
301d outPhasnEsxithiod eguk Hit 1paRBCHAYRIEHMHE D & I RHEr00f(Sdtaes control
unit 303SKH) of subkey data that has been generated as part of the

t*™ encrypting process.

15 The sixteenth encrypting unit 100d outputs the
ciphertext block C. it has generated to the block combining
unit 109.

When the generated ciphertext block C. has been
outputted to the block combining unit 109, the encrypting

20 unit 100 outputs information showing that the encryption

of one plaintext block has been completed to the counter

unit 105.

(5) Register Unit 104

25 The register unit 104 includes regions for storing
a 64-bit initial value IV and 64-bit stored data RO.. The

value of the stored data RO, is set at the initial value



24 June 2002 24 (b) Nunber O Stages Control Unit 303 The nunber of stages
control unit 303 operates as described below to have the data_random zi ng
unit 301 repeat the data randonizing process. 5 The nunber of 24tdRR3d002
control unit 303 is equipped with a regyon for storing (1) a processing
iteration nunber showi ng a total nunber of tinmes the data random zing unit
301 has perforned the random zi ng process and (2) a nmaxi mum nunber of
iterations. 10 The nunber of stages control unit 303 receives the input
subkey dat;asfr ogical XOR unit. 102 or the 64-bit random zed data
fromtheillelatlfé1 %aar?}dgc}‘&reﬁéing unit 301. The nunber of stages control unit 303
al so recei ves #ng0pb g0k +3 IR f NYY the-S1pk8yLHal @i gRBerAI OB ICRAErol unit
15 106. Wien the recéived control signal is "1", the nmaxi num nunber of
Jteratiogs fsosethal sikbteeMbBnentaryEethyedndentrgddsignal is "0", the
maxi mum nunber of iterations is set at "2" . On receiving a control signal,
t he nunber of Bhagesgteterolindni f0308ecesstass ttheoprtores siignal dmpmon 20
nunber to "0". The nunber of stages control unit 303 receives the input key
dat a br EBRJBAPZISF 9o rHia0l atistoh@’t o WhenpEbeesSFARG Vieck LM teiP hunber
and conpares the, rp@gssi ng iteration nugﬁer W th fhe maxinum nunber of

h ¥

i terati ons9n8S 1%° ( he BPEc A SIRPEIERAT S Qftlber 33 BHESEVES HERaxi num

put kebag e S et ke oadrd s £ 005s time e Sr 95 ik L ved 1o
the dat astapdairALng: BB A0 1O LB &£ cHAPE 8RS Y cRIOEESSiyien | T the

processing iteration el ow the maxi num nurrg of Tterations, the

nunber othst ggesicad 'cdnthol S0gnaut pet sithetheputghiey &r datie aro4
random zed key data it has received to the data random zing unit 301 and

has Hhot herdist éxhat i omi bi aflheralepral €dapdoséssiar) tpee f DniedalNotadl udat

during the first iteration of the repeated processing, the nunber of stages
control &N @éssdheutpersdidatse Rowput key data it has received to the data
random zing unit 301. In the second and foll ow ng 'btaerati ons, the nunber of

stages control FARFEPE0E NG5 FRE ek ¥a¥idodPRRASGat At ThRSPFESEN Y to the
data random_zi uni t_301. descri bed,above nunber_.of s es contr ol
unit 15 _%Ogr&g{]ﬁgcr%ﬁ%l?ﬁg 8XtAC§‘e_r a%n?gfﬁgrhﬁﬁ %hﬁ tb'hav@R?P Eg%f ormthe
random zi(B8 ArOCESS ; hMleGE G1SEXT BEN (WhERe odiemp KTsek 1R bdse n=0. 1
. . . ) plaintex ock 1's belng
15 encrypted, the register unit 104 resets the stored value
RO; using the initial value IV that is set in advance. The
value "T" is set in advance and is described later in this
specification. When a plaintext block that is not a (T*n) th
plaintext block (which is to say a plaintext block P, where

20 t#T*n) is encrypted, the received ciphertext block C. is

stored as the stored data ROt.

(6) Data Converting Unit 103

The data converting unit 103 reads the 64-bit stored
25 data RO, from the register unit 104. When the encrypting
unit 100 encrypts the t™ plaintext block P, the data

converting unit 103 reads the 64-bit data RO, shown below.



encrypted, the repeated processing has the data random zing unit 301 out put
si xteen sets of subkey data 20 to the random zed data storin Spitgggg.
However, in all other cases the data random zing unit 301 ou%ﬁ ge sets
of subkey data to the random zed data ggoring unit 302. (c) Random zed Dat a
Storing Unit 302 25 The random zed data storing unit 302 receives a control
signal fromthe subkey data generation control unit |06. The random zed
data storing unit 302 al so 24 June 2002 26 sequentially receives sixteen
sets of subkey data or two sets of subkey data fromthe data random zing
unit 30Edudelalxieen sets of subkey data are respectively nunbered SKo to
SK15, while the two sets of subkey data are 5 respectively nunbered SKo and
SKI. After receiving such data, the random zed data storing unit 302 stores
either the sixteen sehs upkey data SKo to SK15 or the two sets of
subkey 3\21}%38 ﬁfa%d @laeféAg—ghg\im ’i'n'aBFI G SA, when the received control
signal 10 is "1", the random zed data storing unit 302 reads the stored
sets of subkey data SKo to SK15 and out puts these sets of subkey data SKo
to SK15 to the first to sigpeenath,encrypting units. As shown in FIG 5B
when the received control signal 15 is "0", the random zed data storing
unit 30ZEgqeatsohh@ stored sets of subkey data SKo and SK1 and then sets
SK14=SKI z=SKI 0=SKB=SK6=SK4=SKZ=SKo and SK15=SK13=SKI | =SK9=SKI =SK5=SK3=SK1.
Havi ng done so, the random zed data storing unit 302 outputs the sets of

'+ subkey 20 data SKo to SK15 to the first to sixteenth encrypting units . The
sets of WadRel=ddKa GrL¥® 5RY5 lare respectively used as the first to

si xteenth sets of subkey dgba.=%3) Counter Unit 105 25 The counter unit 105
is equi pped with an internal"*region for storing a count value. This count
valug is initialized using the initial value "0".

The data converting unit 103 subjects the read stored
data RO, to a predetermined data conversion f to generate

S0¢.

15 Equation 3

S0, =£f(RO)

In this specification, the expression f(X) ’

20 represents the result of subjecting the input data X to

the predetermined data conversion f. This predetermined

data conversion f is a 13-bit rotated shift toward the MSB
(most significant bit) of 64-bit data.

After this, the data converting unit 103 outputs the

25 64-bit data SO, that is generated by the conversion to the

logical XOR unit 102.

|



24 June 2002 27 The counter unit 105 receives conpletion information from
the encrypting unit 100. This information shows that the encryption _of one
pl ai ntext block is conplete. On receiving the conpletion inf&%n@ﬂ?@ﬁpzthe
counter unit 10S 5 adds "1" to the couyg value. Wien adding "1" to a count
value that is already "21 - 1", the counter unit 105 resets the count val ue
to "0". (10) Subkey Data CGeneration Control Unit Z06 10 The subkey data
generation control unit 106 reads the count value fromthe counter unit 105

. Wien t ey coupt cwal Yeom syn Pt 1phe subkey data generation control unit 106

outputs'a—UUanUf-srgna#*mrfﬁrThE'vaIue "1" to the subkey data generating
unit 101. WhermrHde oot 1 Wedrigird St NP2 Yece 1$h8s kbh & Upkeayi dala- gegmr ati on
control unit 106 outputs a control signal with the value "0". (11) Register
Control findh U0 dehea regisé etiagninalt LOBtadO7redds tikadsndheptdom 20
value fromthe counter unit 105. Wien the count value is "0", the register
control keytdadz && finematbenkeyl signibhgwinbtt Advalue "1" to the

register unit 104 . Wien_the count value is not "0", the register control
uni t 5107 out pELE AL @GhERY XOFgrEI1ti 1 B2t hakes @& ¥OR ¥ eaeBgPatter unit

25 104. (12). Bl k nbi, nj it 109 24 J 2002 28. The b k nbi ni
uni t 109’€%e%]]a§ngi%5 %& r%%)%g\%blﬂ iy iaph%?Fﬁﬁlng)Pg&l&g %fltf rg]f’n tl:ﬁ% eﬁgrylp'?: 28
it 100 i i i howi i f th
bl ock i At HEEaarY Kb U S g o B e R O B o on”

of key data IKO..

10 Eqguation 4

IKO, =S0, (+)EK

Note that in the above equation, the symbol " (+)" is
used to denote an XOR operation.
15 The logical XOR unit 102 outputs the input key data
IKO, it has generated to the subkey data generating unit
101.

(8) Subkey Data Generating Unit 101

20 The subkey data generating unit 101 receives a
control signal fromthe subkey data generation control unit
106 and the input key data IKO. from the logical XOR unit
102. This control signal shows whether or not a (T*n)®™
(where n=0,1, ....) plaintext block is being encrypted.

25 Such encrypting happens once in every predetermined cycle
T. In the present example, the predetermined cycle T is

set at 2'° encryption operations.



out put, the block conmbining unit 109 conbi nes all of the received

ci phertext blocks Gt (t=0, 1, 2, . . . . ) in the order it ragg#veg 6£en1to
generate the ci phertext data C. The bl ock conmbining unit 109 Bﬁ Q0% his
ci phertext data C 10 to the transmttiggy unit 11. 1.3 Construction of the
Data Decrypting Unit 20 As shown in FIG 7, the data decrypting unit 20

i ncludes a decrypting unit 200, a subkey data generating 15 unit 201, a

|l ogical XOR unit 202, a data converting unit 203, a register unit 204, a
counter unit t [ n | 5 &I j ster
control unit 200 SN O g e OB R B e e o 9 208,
key obtaifipe HHdd 2Phe B KRS iqhephtidllprdtekhe subkee ¢

generat i r(lgygni t 201, 1‘\?%% I)ogi calé&ﬁni t 20% pt he data convert?,%% uni t
203, theAregbkiesr geniér204ngt be ccnasd enasnat h2Gvy theocebkepgdavad
generation control unit 206, the register control unit 207, the key

obt ai ni nghddiettRe Gy ® hae kiyghttoprageswiiin@lvads. t he 25cdadandécr ypt i ng
unit 20 respectively have the sane constructions as the subkey data

\ gener5atiWgtgnitthelmk?ceth@eﬂo@p@éilrmh@iﬂﬁllo’&hq kg d8fderting unit

103, th ' 29 .24 June 200 i St it 4, th t it 105, th
subkey GRERCGATS UL okt SEARATS RRE The 1 et S B8 Erof SRHEY 107, ¢ he
Kk bt aj_ni i h i it h ti
nt ¢ 0. SREBE ARy PRoRERS R rtin g LR eRY LS, PR Pl o B PR 0n he ™
di fferenggs nhetween g Q@éf B YRk O NG Y dnPa fBAs i R dRl 8 RRCHYPL I NG

unit 10. (1) Block Dividing Unit 208 10 The bl ock dividing unit 208

recei ves3pheia Fﬁlﬁfk%‘gﬂddaha €.fgomthe Feesitvityy dinte@dtRndidisy des the
received ciphertext data Cinto a plurality of ciphertext blocks C (where
t=0,10 2, subke)y Ewxtia ctPhetrd elK; )l.ock & is 64 bits long. The bl ock dividing
unit 208 outputs each i5 ciphertext block & it generates to the decrypting
unit 200 in order. The bl ock dividing unit 208 al so sequentially outputs

t he preceding .ci rtext block Ct_1 to the register unit 204. Wen
outputtiﬁﬁEE%éfffﬂgt ci phertext block Co to the
When t#T*k(k=0,1,...)
SK0,=KGB (IKO,)

15
Here, the expression KGB(X) refers to sixteen sets
of subkey data generated from the input key data IKO. by
the type B subkey data generating process. These sixteen
sets of subkey data are composed of two types of subkey
20 data.
Equation 6
When t=T*k (k=0,1, ...)
SKO0. =KGA (IKO:)
25 The expression KGA(X) represents the sixteen sets of

subkey data that are generated by the type A subkey

generating process. Each of these sixteen sets of subkey



20 decrypting unit 200, the block dividing unit 208 does not output any

data to the register unit 204. On conpleting the output of of
ciphertext blocks, the block dividing unit 208 outputs info?%%H?Qﬁédﬁiomﬁng

the conpletion of output to the bl ock ggonbining 25 unit 209. 24 June 2002
30 (2) Decrypting Unit 200 The decrypting unit 200 uses the data decryption
part of a FEAL encryption nethod. The decrypting unit 200 includes first to
sixteenth 5 decrypting units (not illustrated). The first decrypting unit
recei ves

a,_ciphert.e bl ock .t framthg, bl ock dividing unit 208 and first
subkey dﬁ?ﬁaské14%ﬁ%%¥&9§uéfaw(ﬁh%1%ﬁﬂ%Féring unit 201. The first subkey
data SKO is 3 it . I i ht r
recei ved ci pheﬁl?%x{ukggggkd%{egué%h%&taﬁ%%%(B“Esllf?gu g%yoég?g_%gKéaé%(#és}g
gener at ege fisfd £ Hu 1 $TIP0A &g PHOSK, - 1 Thead ?édeﬁ'&{éé?dpéb Rh &1t Ut pUL S
this first internmediate block to the second decrypting unit. The second to
fifteenthodetxypbntd BRidS/POifngsSPett EveEythecehreyptiingstudic i@t eent h
i nternedi ate bl ock froma preceding decrypting unit out of the first to
f our tieent h decF¥®pt ithghonid £hienradditticorship dertresgorndieangsubkey ldet a out of
the second to fifteenth subkey data SKI to SKI4 fromthe subkey data
gener at i 9§ GheEt CR2OUTIRL wAdéK o0 hethsechbhButo key ik hr 8GBR&EHRA SKI to

SKISis 32 bits long, The second to fiftee decrypting, units respectively
decrypt the FPE&?K(ﬁ??%rggéﬁFﬁq¥ﬂ%r%%HEaEb bl W ngYPRe Yend to

11 Leenth SBCRL AN L L S5 Ao, DS AL B, SEROndubgel) (et 25
decryptignURiakSng unit 101. When the count value is "0", the input
10 key data is generated using the encryption key data EK and
the initial value IV, and the type A subkey generating
process is used. Conversely, when the count value is "1"
to "2'°-1", the input key data is generated using the
encryption key data EK and the ciphertext block generated
15 Dby the preceding encrypting process, and the type B subkey
generating process is used.
As shown in FIG. 3, the subkey data generating unit
101 is constructed of the data randomizing unit 301, the
randomized data storing unit 302, and the number of stages

20 control unit 303.

(2) Data Randomizing Unit 301

The data randomizing unit 301 receives 64-bit data

from the number of stages control unit 303, performs a

25 predetermined data randomizing process on this data, and
so generates 32-bit subkey data SK and 64-bit randomized

data. The data randomizing unit 301 outputs the 32-bit



The sixteenth decrypting unit receives the fifteenth 24 June 2002 31
internmedi ate block fromthe fifteenth decrypting unit and t?ﬁ‘ﬁhébﬁ th
subkey data SK15 fromthe subkey data generating unit 201. This Sixteenth
subkey data SK15 is 32 bits long. Thepsi xteenth decrypting unit decrypts
the 5 fifteenth internedi ate bl ock using the sixteenth subkey data SK15 to
generate the plaintext block Dt. Equation 14 Dt=Dec (Ct, SKIt) 10 Here, Dec
(Ct, SKIt) represents the decrypting of the ciphertext C using the set

SKI t (Sﬁ%ﬂﬂeg"ﬁaséa %:&tg@geeg%:rﬁw i eb5q9€8¢s abed nduhae Eg%pi&hﬁ

decryption process. rypting unit outputs t ai ntext 15
bl ock DitHd &geRerates teyimerblagkoradddidgtantb 202 AldiserogEputting the
generated plaintext block Dt to the block conbining unit 209, the

encrypt istagws t cdQ@ relt puistt Be3conpl etion i nformation, which shows that
the decrypting of one ciphertext block has been conpleted, to 20 the
counter unit 2@5shE3)n oultléd. Uni theoBlatiee rendertzungt uRds Bédeiises

conpl etion information show ng that the,decrfptin of one ciﬁhertext bl ock
has 5 &sevuprecteatby srpaded g iug-unil2002 Eﬂ%@ééi}&@ guBRALs

i nformatj on, the counter .unit 205 s "1" to the count value 24 June
2002 32 3(04])%'R€95§f°€r3 P 54 Uil 353&“ @Pduﬁi(fo%ﬁangeﬁﬂF'gp%gll%i't h

regions for storing a 64-bit initial value IV and 64-bit stored data .

Separating Unit 30la

The separating unit 30la receives 64-bit data from

10 the number of stages control unit 303 and separates this

data into the upper 32 bits (hereafter called "data A1l")

and the lower 32 bits (hereafter called "data AQ0"). The

separating unit 30la outputs the data Al to the logical

XOR unit 301b and the data jumbling unit 301lc, and the data

15 A0 to the combining unit 301d and the data jumbling unit
301c.

Data Jumbling Unit 301lc

The data jumbling unit 301lc receives the data A0 and
20 the data Al from the separating unit 30la, takes an
exclusive OR for each bit in the data A0 and the data Al,
and so obtains 32-bit data. The data jumbling unit 301c
separates this data into four sets of 8-bit data, performs
a predetermined substitution for each set of eight-bit data
25 and so generates four sets of 8-bit data. The
predetermined substitution referred to here is performed

using a table that stores 256 8-bit values that have been



51nan initial state, the 64-bit stored data is set at the initial value
V. The register unit 204 receives the previous ciphertext bg‘?gk C%(?)q’l2 from
the bl ock dividing unit 208. The register unit 204 receives ot

signal from 10 the register control umg 207. Wen the received control
signal is "0", and the register unit 204 has received a ' ciphertext bl ock
& 1 fromthe block dividing unit 208 , the register unit 204 stores

recei ved ciphertext block Ct_1 as the stored data after the decrypting unit

200 out %%fi%ﬁ%dlgdﬁlr@s@ _eg{f#é]?%gclf e Gt V\%ge"@@%.qf the data decrypting

process current cip ext "bl ock. en the control signal is "1",
the register u¥te20dh{gadentheidty t4ahpiahnge dn\i@n90§éoﬁé$1elﬂata§sthe
stored data. Putting this another way, when decrypting the (T*n) tn 20

ci phert 8@-1bi bcdatwhene astbhin2ng. the fdwerrsgist erf Bridi20datai ital izes
the stored value using the initial value IV that is set in advance . In all
ot her cdsss,gemeratgidst el hinida t204) Wbl 30t ha ifr 8Oddt fran ppeseaxd bl ock
Ct_1. As nentioned before, the value "T" js a value indicating a 25

preddt ersRefREL Egchats i Yhyhe 38obid3 YFIuel ek IEHMWiIathgt LRI R€Y0-9 The

bl ock ¢ i.nipg.,unit 209 sequentially recejves. the pl.aint bl ocks Dt from
t he dec?%’t]?h daice Séo“g?ﬂdc eti 9@&%%r%t EBF‘I iﬁ&?ﬁ?& ﬁﬁ@cﬁ%fgeti on of
out put f &ES the bl ock dividing unit 208. On receiving informati on show ng
t he conpl€tion of output, the block conbining unit 209 conbines the
received plaintext blocks Dt (t=0, 1, 2, . . . . ) in the order it received
themto generate the plaintext data D. The bl ock conbining 10 unit 109

out put s IIdy Scpl akorexmidatagbt o the decrypted data storing unit 22. (6)
Data Converting L nit 203 The data converting unit 203 reads the 64-bit
stonéd 15 dat Ihfer dmgimat e§ORt eniunB0 1204 @i vesriype i dgtahklt fhomi phert ext

block Ct, the encrypting unit 100 reads the 64-bit_ stored data Rlt shown
bel ow. EdigatsepaBakonghemit-3&ia=and, the Pridodatadeht F6emotdgen

t=T*k(k=0, 1, ... , , . .
( doata qu%bllng unit 301lc. The logical XOR unit 301b takes

a logical XOR for each bit in the data Al and the data Cl
to generate the 32-bit subkey data BO. The logical XOR
15 unit 301b then outputs this subkey data B0 to the randomized

data storing unit 302 and the combining unit 301d.

Combining Unit 301ld

The combining unit 301d receives the data A0 from tlj.e

20 separatingunit 30la and the subkey data BO fxrom the logical

XOR unit 301lb. The combining unit 301d combines the data

A0 and the subkey data BO to generate 64-bit randomized

data that has the data A0 as the upper 32 bits and the subkey

data BO as the lower bits. The combining unit 301d outputs

25 this 64-bit randomized data to the number of stages control
unit 303.



25 Rt=IV 24 June 2002 34 The data converting unit 203 next subjects the
stored data RIt it has read to a predeterm ned data conversign f t

generate Slt. 5 Equation 10 Slt=f (RLt) Here, f(X) represent§4HH%§§é9%ua
generated when the data converting unigs 203 subjects the input data X to
the 10 data conversion f. (7) Zogical XOR Unit 202 The | ogical XOR unit 202
receives the 64-bit data SIt fromthe logical XOR unit 202 and generates

"~ the input key 15 data IKIt . Equation 11 IKIt =SIt (+) EK 20 (8) Subkey
Dat a CGener at ting unit 201 generates

Si Xt een -S€ 3 - 5 0 si xteenth subkey data SKo

to SKIs ) 25 t ( KL =K 24 June
2002 35 Here, %H‘Péé V\gegsté %—%g él xfté'eoﬁl sue l§ \553 %e #%Q FRat are

gener at ego H¥» &B%dt mcgq {;Bkﬁ @tageapk%%mbﬁﬁ@ tH?t' Aput key data
X. These siI xteen sets o] key ata are conposed of "two types of subkey

data. EorgpbaR theMerti =Fakakmdzing -prod8ssKl t =KGA ( IKI't ) Here, KGA(X)
represents the sixteen sets of subkey data that are generated by the type A
subkey gener atThey nuttees ® fust agetsheonhpotl &ry tdd®a D§ eFhdppesi wtiddn sets 15
of subkey data each differ fromone another. 2. Operation of the Encrypted
Conmmuni cat Fegispstfam 55 Theihgl QWi iy REGEEFBAE T R ot hoR ohudgbetthe

encrypted comuni cation system 5.
showing a total number of times the data randomizing unit

301 has performed the randomizing process and (2) a maximum
number of iterations.

10 The number of stages control unit 303 receives the
input subkey data from the logical XOR unit 102 or the
64-bit randomized data from the data randomizing unit 301.
The number of stages control unit 303 also receives a
control signal fromthe subkey data generation control unit

15 106. When the received control signal is "1", the maximum
number of iterations is set at "16". When the received
control signal is "0", the maximum number of iterations
is set at "2". On receiving a control signal, the number
of stages control unit 303 resets the processing iteration

20 number to "O0".

The number of stages control unit 303 receives the
input key data or randomized key data, adds one to the
processing iteration number and compares the processing
iteration number with the maximum number of iterations.

25 If the processing iteration number is equal to the maximum
number of iterations, the number of stages control unit

303 outputs the input key data or randomized key data it



20 2.1 Operation of the Transmission Apparatus 1 The fol | owi ng descri bes
the operation of the transm ssion apparatus 1. 25 (1) Overall g@ﬁr ngn of
the Transm ssion Apparatus 1 The foll ow ng describes the ove?ﬁl %g tion
of the transm ssion apparatus 1 with rgference to the flowhart 24 June
2002 36 shown in FIG 8. The counter unit 105 sets the count value at "0",
the register unit 104 sets the stored data at the initial value IV, and the
bl ock dividing unit 108 reads the plaintext 5 data fromthe plaintext data
storing Lt - p.S1 e i QNG bAI 10.r
encrypti%ﬁék%%gaégg%fF§n?#%éd3%%r&%?%%ﬁgég§ﬂgaggggt%P%ngouﬁégﬁigngad wites

the readtﬁ@%)égﬁeia%d@pfr%é@g&wgq the kaye sgseasi:eglsliwgt idr4siep S102)

The bl ock dividing unit 108 divides the read 10 plaintext data into a

pluralityumbep! disntadow! pEkS maKiemurSl@Ghber T hltenkatlighdi nghenit 108

out puts each plaintext block to the encrypting unit 100. The encrypting
unit l00numbervef & ifdH@e st erntmodckiriiond0Beockhitpek dittieli hgputi kels 108,

" encrypts the plaintext block to generate a ciphertext block, and outputs

t he dgenedatadogi prerdamxizetlokrt datwe bF olRScossiediviRf et theodeddp S104).
Wien all of the plaintext blocks have not been encrypted (step,S105: No),
the procedRRRELZeNF it h §9é4§n§bltﬁﬁc%ﬁﬁFEFFn@tﬁﬁéﬂﬁﬁ?BuPfoghﬁi1 of the

pl ai nt ext bIo%ks %?105: Yes), .th blqg di viding unit 108 outputs
i nf or mat T ORCENSH FF I5=° SORYI BEFEP PP dut put to the bl ock conbini ng unit

109. The bl Ocliq&eggfggg?;ﬁggﬂé 100 PPl Rep 814 +9bn! BE £hBNeehBul Rl ocks

has received in o . nerate the ciphertext data whicth it outputs
to the tpagelkitintg WHd nblndst eff Ses Tdent tansahiti Bg3usutplt s ecei ves

t he ci phertext data
10 the input key data it has received to the data randomizing
unit 301. In the second and following iterations, the
number of stages control unit 303 outputs the randomized
data it has received to the data randomizing unit 301.
As described above, the number of stages control unit
15 303 controls the data randomizing unit 301 to have it
perform the randomizing process twice or sixteen times.
When a (T*n)*® (where n=0,1,...) plaintext block is being
encrypted, the repeated processing has the data
randomizing unit 301 output sixteen sets of subkey data
20 to the randomized data storing unit 302. However, in all

other cases the data randomizing unit 301 outputs two sets

of subkey data to the randomized data storing unit 302.

(c) Randomized Data Storing Unit 302

25 The randomized data storing unit 302 receives a
control signal fromthe subkey data generation control unit

106. The randomized data storing unit 302 also



. 24 June 2002 37 and subjects the received ciphertext data to a
paral l el -to-serial conversion, nodul ation, and anplificationzhguggagﬁfle
signals. The transmtting unit 11 transmts these signals to the reception
apparatus 2 5 via the transfer path 32gtep S107). (2) Operation of the
Data Encrypting Unit 10 The foll ow ng descri bes the operation of the data
encrypting unit 10 with reference to the flowhart in FIG 10 9 . ' The
data converting unit 103 first reads the 64-bit stored data fromthe

regi st ergdipy én%%l(lg} e Sd2ILs sURiRES ddiesrendsdakayt 8at spbedely ni ned

data conversion, and outputs the resulting 64-bit data to the | ogical XOR

15 unit déPs(srepubkid) datherkod aie X dnchndhireie) vesithgo84-bit data
fromthe data converting unit 103, reads the encryption key data fromthe

key storThg sixteéhlsetakes aubagiycdla teOR rfeoir empreaspoadlynguinbeseidn t he

recei ved 64-bit data and the read 20 encryption key data to generate 54-bit
i nput keSKddi@ SKikhe Wiohgle abEhRORWEniae u9206uspirkeyt HagRnakat ed i nput key

data to the subkey data generating unit 101 (step S123)., The subkey data
generat i FRSBRFT L @ﬂ-%éﬁé’%@?é?gasﬁﬂ%uﬁéﬁ SFi0f S HfE Eirnaatséfcﬁi’si ng the

Pt keyagatoces pd puons Sa6h SNl Sl wbkex dalate o
eRCTYPLLO6 UL cB0 GERSPESI2 ey, 28 e 2002RE, e capcrva bagunt 100
encryptaafhgugk@kngﬁggabgggkaﬂéigglghe plurality of sets of subkey data
As shown in FIG. 5A, when the received control signal
10 is "1", the randomized data storing unit 302 reads the
stored sets of subkey data SK; to SK;; and outputs these
sets of subkey data SK, to SK;s to the first to sixteenth
encrypting units.
As shown in FIG. 5B, when the received control signal
15 is "0", the randomized data storing unit 302 reads the
stored sets of subkey data SK, and SK; and then sets
SK;4=SK;,=SK;0=SKs=SK=SK,=SK,=SK, and
SK;5=8K;3=8K;;=SKg=SK;=SKs=SK;=3K;. Having done so, the
randomized data storing unit 302 outputs the sets of subkgay
20 data SKq to SKjs to the first to sixteenth encrypting units.
The sets of subkey data SKy; to SK;s are respectively

used as the first to sixteenth sets of subkey data.

(9) Counter Unit 105

25 The counter unit 105 is equipped with an internal
region for storing a count value. This count value is

initialized using the initial value "O0".



and so generates a ciphertext block (step S126). The 5 counter unit 105
adds "1" to the count value (step S127) . The encrypting ung% é@%3$#%PUtS
t he ci phertext block to the block conbining unit 109 (step % .

subkey data generation control unit 10p$ reads the count value fromthe
counter unit 105 . Wien the count value 10is "0" (step S141:Yes) , the
subkey data generation control unit 106 outputs a control signal with the
value "1" to the subkey data generating unit 10l (step S143). Conversely,
when the count I i of_nQ" t : u . generation
control unit 16%8063 %ﬁ ?I}auﬁégc]oélsrlgé)cgfl'g%g:@%mmP%E?ﬁ'g%vghgéﬁgﬁ%ﬁt he

" subkey d rat i - SE42) . j r r nit 107
al so reaggr%tnﬂgﬂgo%ﬁ:gggit{}eﬁ%#%'glht(e%??f}nt ﬁjsnil}tf%oéngtvﬁ%ﬁ ?rﬁgvo%:o%l%yval ue is
"0" (stephel@hcri@stion biFe Jrigiglgineenty B1awktid0&oppliRIHes, 2@ control
signal with the value "1" to the register unit 104 (step S153) .

Conver sekgceiheind e e ewnip st Len i in frotma@ionst eheSASdnta)united $ egi st er
control unit 107 outputs a control signal with the value "0" to the

regi s er addist "004 t{stEdpe Seopnt. vad ukhe yert@ddiniot "104 tst v edp@nval ue in
accordance with_the control signgg received fromthe register control unit
107 (stepast@irhat 28 ghreagyol239-(B) R RIWRTSF Wbt CNPhtE&sSeI$t 105
The follgﬁ%pqidescriags the qpeyation of the counter unit 105 with

r ef er enc&™o THEF 1 BACHEr “Shown*in FIG 10. 5 On receiving a conpl etion
signal fromthe encrypting unit 100 showi ng that the encryption of one

pl ai nt ext bl ock has been conpleted, the counter unit 105 adds "1" to the

count Va'(ﬁ@)(%\ﬁpk%Sé)ata Wiae £dei saURbtde Uepehese210 (step S182: Yes)
t he coun step S183) . (4)

Qper adi on of thaeRegbReerddbhigdfdrihe drotbawrmg daserl désrédnes aites ati on of
the register unit 104 wth reference to the flowhart in FIG 11. 15 The
regi st er comint ¥@4 ueefepmesha cxamtetr wiighdl0Sf.r ofitemethegictet weote ol unit
107. Wen the received control signal is "0" (step S201: "=0") and a

ci phert exts bPOekthe suReevdpta &ﬂrﬁreaEiLsefle%@ﬁlhr@Edﬂ%ﬁlr% EMEPUBDd, the

i st it 104 st thi, i phertext Dbl, 20. st dat t
S202) . AEPTTEDH cECROB GO oF Gl ARG ¢ T 1rEgsT R SOBRILE R the

ot . 4 " AR I init |
netne sttty (B Sy Wby whBh (B RRle PR b o Shid ey el T
Cenefgt | B¢ dHHa Hehd Phtowhngodeswl Resi i Ne @parputan Ltdntersubkey
data generating unit 101 wth reference to the flowharts

signal with the walue "0".

(11) Register Control Unit 107

The register control unit 107 also reads the coupt

20 value from the counter unit 105. When the count value is
"0", the register control unit 107 outputs a control signal
with the value "1" to the register unit 104. When the count
value is not "0", the register control unit 107 outputs

a control signal with the value "0" to the register unit

25 104.

(12) Block Combining Unit 109




24 June 2002 40 in FIGS. 12 and 13. The nunber of stages control unit 303
of the sub key data generating unit 101 receives a control shggal é¢ t he
subkey data generation control unit 106. Wen the 5 received HE§ i gnal
is "1" (step S221: "=1") , the nunber o stages control unit 303 sets the
maxi mum nunber at 16 (step S223) , while when the received control signa
is "0" (step S221:"=0"), the nunber of stages control unit 303 sets the
maxi mum nunber at 2 (step S222). On receiving 10 the control signal, the

nunber of Stagﬁ%ecﬂﬁlb'b@é Y1 RP352hA9 58109 s déﬁwmg pRer,ed” at " 0"
The nu e

(step 5224). nber of stages”control unit 303 receives either input

key dat atpe e&pﬁ@w@ﬂt@l@gkbncgh@rémrﬁﬁeléﬁé@ypfm:{gst@piﬁazﬁo\éerﬁd, t he
nunber of stages control unit 303 15 outputs the input key data to the data
random zregelwids IQE (iepi SR25N) owilngt tiee semmmble ahdnf of |covit ;g ifimsmat | ons
(step 5225: No), the nunmber of stages control unit 303 outputs the

randoni zébdedbtl@ak dheidang raridond @8ng unit 301 (step 5226) . 20 The data

random zing unit 301 perforns a data random zjng g ocess and so generates
the subkey dat@aR8CRAVIGHE At EmatE ody Shaypuipgd) theTrampaRFdAL &L dat a

tori it 302 st t key. data (step.S229) . Next, .the number of
| :tgéleggc%m:ﬁfl e %g’goaggggu Lhig 1‘iaﬁ’2m£/§|ﬁ@92%° 1955 ldr & dif hunber |
< e . e I !
ﬁlatrrbegr. g\%éﬁaﬁ%e&%’%??E%Qﬁu}%gégkysegeq oW t ’Iegfran >r<]|urru rJhur#)ﬂegr rol(}g%ée’%m m212n

June 200&4&%%%&&seheﬁlheopgeﬁ.%sﬁséw,ﬂreé UEIShE 2 £ 8hAP dadsp @nd rife above

procedure is repeated. Wien the iteration nunber is at |east equal to the
maxi mum blusker deien SAG1uYEs) 10hecttpatked irocesshegtbxits deapl®t ed. The
random zed data storing unit 302 then receives a control signal fromthe
subk¥y dhvatpendrmansmitaimoolunittl106. Wien the received control signal
is "1" (step S232), the random zed data storing unit 302 reads the stored
sets of subkey data SKo to SK15 and outputs the 10 read sets of subkey data

SK SKi fi i i uni S235). W h

regeit \?ed cgnh%ésr%‘bﬁl’l{&?s‘gpts% !'é%%et ﬁgggé§ %w&gﬁﬂ%ﬁlt ?@d dat; stor6inntg ©
it 302 d h |

i {07 TSR 988, O SR 28R B 2

SK15=SK13n el LKy emliptokéait e 2nrh oW @ﬁﬁké{?%(ié@&%@fme%ﬂl%‘i‘%%’g data Sko

to SK15 to the first to Sixteenth encrypting units (stepS S233 and S234).
(6) [perahtien20fl the RedacRandor anig UiX, at20cdheekelingwiiig wescri bes

t he operation of the data random zing unit 301 with reference to the
fl owchar20Bn &lx®gisdter unit 204, a counter unit 205, a subkey data
generation control unit 206, a register control unit 207,
a block dividing unit 208, a block combining unit 209, a
key obtaining unit 210, a key storing unit 211. ‘
20 The subkey data generating unit 201, the logical XOR
unit 202, the data converting unit 203, the register unit
204, the counter unit 205, the subkey data generation
control unit 206, the register control unit 207, the key
obtaining unit 210, and the key storing unit 211 of the
25 data decrypting unit 20 respectively have the same

constructions as the subkey data generating unit 101, the

logical XOR unit 102, the data converting unit 103, the



The separating unit 30la receives 64-bit data fromthe number of stages

control unit 303 and separates the 25 received 64-bit data t%generﬁbf t he
upper 32-bit data AL and the |ower 32-bit data AO. The separ 24iNGe4 301a
routputs the data Al to the |ogical XORginit 301b and the 24 June 2002 42
data junmbling unit 301c, and outputs the data AOto the conbining unit 301d
and the data junbling unit 301c (step S251) . The data junbling unit 301c

receives the data AO and 5 the data Al fromthe separating unit 30la, takes

a | ogi cal [ e ndi jts. in_ the.da AO, and t to
gener at ergﬁ%t{@%a @%Eazggéelﬁzg%ag@s‘fq%?g g}gi ?'%gait é:?}%ntst’od%%? ggﬁé of

8-bit da T | C ity 30 : RE, r t-ef ghned
substi tupségﬁ%tgg%ﬁ:dsr&e@o?n%b%}t%@ ggltetanﬁégggnlg?ggg%toﬁeggggu%tD?r'lg sets
of nodi f ire@ Sceg} toied 2n § A goemREatiel @, ey seheoke$2shidridas ainifheldat a
junmbling unit 301c al so replaces predetermned bits in the 32-bit data with
ot her bi bf tthgedetat enthe/ 321yt udata 10L Wiiadordingl pyt £hteo t he | ogi cal
XOR unit 301b (step 15 S252 ) . The logical XOR unit 301b receives the data
AO from fled lsepbnat ¢xpleniatt B3olavkbhl emey3fophes eat §hel diddmxercast a
junmbling unit 301¢c and takes a | ogical XOR for corresponding bits in the
data AO REFYSRN Fxders @eﬁéfﬁ@@ﬂéf%t"’é“tth@OsﬁBE‘e?h%igagt%G.n Fb8Fcal XOR
unit 301b . ogwb)uts this subkey data BO to the random zed data storing unit
302 and £fe-Tohbtning unit 301d (step S253). The combining unit 301d
receives the data AO fromthe separating unit 30la and the subkey data BO
fromthe logical 25 XOR unit 301b. The conbining unit 301d conbi nes the

data AO and tgeosrbiseyidatay Bt hoghe data AO as the upper bits and the
subkey dmme—rmve@‘m‘rrm‘gener ate 24 June 2002 43 64-bit

. randeai zed dat gheThé oeriaiint it rudi in 8012100 utpuks vids & hed dligheandrri zed
data to the nunber of stages control unit 303 (step S254). 5 2.2 Operation
of the Reedp iCofirAppahat uec2itiend olniohidly adut Gidiiede 3 Hh @ aeeivadof t he
reception apparatus 2. (1) Qverall %erati,on of the Reception %g@rat us 2
10 The oFeRAI¢repsFatipse & ¥MHeOracBpiirdd dpparht osPRerdegitiPLPCEs t he
operation, of the transnission apparatus 1,.apd_so w l.l, also.be, expl,ai ned
with ref &reddBSas tth‘géﬁoéchar'r ’ ho%‘?cfsrh %}gﬂe§§.eﬁ'ﬁe t?]e%% v'i’:l’wg]‘ffmlt4 21 of

t he recel%ti'toé‘.f‘&ﬁ’gfatf‘ﬁeZbﬁ%J}{(‘tﬂx}’f%ﬁbgﬁi'i fZO’é“cB“EgE"t%”%HéH'F‘g. unit 11
of the transm sSion apparatus Via the’transter pat . The receiving unit
21 syp) eclipHELLERECHIREISI@NA € §ondendl ald ophandeteiipAlidg-paLal | el
conversion to generate a ciphertext. The counter unit 2 sets the count 20
val ue at 200 ,imndrtbe.register unit 204 sets the stored data at the initial
value IV. The bl ock dividing unit 208 receives the ciphertext data fromthe
receiving unit T22 ¥lhck dbvidipgndsitc 88 ¢l B1eequeninkt hy KeypPubsai ni ng
unit 210 reads the encryption key data fromthe encryptian key 25, data
storing (e 2BegREing EPhertaks PAOUe st ofPnERENFEIASIERE HPBLT

cort espongls, 0 ALER SA0ke TG Phackdby PR L@ P Sy doRat e

20 decrypting unit 200, the block dividing unit 208 does not
output any data to the register unit 204.

On completing the output of all of the ciphertext

blocks, the block dividing unit 208 outputs information

showing the completion of output to the block combining

25 unit 209.



24" June 2002 44 plurality of ciphertext blocks (this corresponds to step
S103) . The block dividing unit 208 outputs each ciphertext g%ﬁik t%oghe
decrypting unit 200. The decrypting unit 200 5 receives a ci 4849081 ock
fromthe block dividing unit 208, decrypts the received ciphertext block to
generate a plaintext block, and outputs the resulting plaintext block to
the bl ock conmbining unit 209 (this corresponds to step SI04). Wen the
decrypting unit 200 has not 10 conpleted the decryption of all of the
cipherteﬁb bl.ocks hi s r.r.es 8ds to S105: No), the decrypting process is
r epeat ed- 2 all of the ciphertext blocks is conplete

[ nf or i on Show G PACCRcH ST dn 0P BUEBULTE 0% e DGk SR TG Ui
+ 209. The %C@ﬁﬁﬂbéﬂh?g/ﬁlﬂén 2Q08+gep@bi nes all of the plaintext blocks it

has received in order generate plaintext data (this corresponds to step

S106) , and w rhesdbkkegenengtesi 202pbaintextedatfd isy e d ke xdewyphed data
storing unit 22 (this corresponds to step 5107). (2) Operation of the Data

Decr ypt i ngdinrpt 20g The idser @iotonidl usheradadd) decrypting unit 20 is 25
simlar to that of the data encrypting unit 10 and so is explained with
reference to tRbeffbnekaliecriPEiGy Ynitheegat ¥eson vamhiaigt emt o 1w3k r eads

the 64-bit stored 45 24 Jupe, 2002 data framthe register unit 204 (this
cor r espofrds IO (e SLRAGK Fe¥ GRS Hn&rteagiéetaﬁidné&r%ét FURREE YR on the

stored daid, Ang, ApuLselhe Saeristl 0deblly AL b1 Ne 7hials dOR unit

subkey data SKQ is 32 bits long. The first decrypting unit

10 decrypts the received ciphertext block Ct using the first
subkey data SKO and so generates a first intermediate block.
The first decrypting unit outputs this first intermediate
block to the second decrypting unit.

The second to fifteenth decrypting units

15 respectively receive a first to fourteenth intermediate
block from a preceding decrypting unit out of the first
to fourteenth decrypting units in addition to
corresponding subkey data out of the second to fifteenth
subkey data SK; to SK;4 from the subkey data generating um:.t

20 201. Each of the second to fifteenth subkey data SK; to
SK;q is 32 bits long. The second to fifteenth decrypting
units respectively decrypt the first to fourteenth
intermediate blocks using the second to fifteenth subkey
data SK; to SK;4 to generate the second to fifteenth

25 intermediate blocks which are outputted to the third to
sixteenth decrypting units.

The sixteenth decrypting unit receives the fifteenth



5 The logical XOR unit 202 receives 64-bit data fromthe data converting
unit 203, reads the encryption key data fromthe key storing Hgit 36&2 and
takes a logical XOR for corresponding bits in the 64-bit dat& Hd®
encryption key data to generate 64-bitg{nput key data. The |ogical XOR 10
unit 202 outputs this input key data to the subkey data generating unit 201
(this corresponds to step S123). The subkey data generating unit 20Z
generates a plurality of sets of subkey data using the input key data and

'n the f TREC T SEERERUOEFSHT KRS Bt O Rl BB hhpinaEE ¥8000% i ¢

correspo t 2 he r n i 0 i,V ci phertext
bl ock f rg%%t %ﬁ%@ﬁgﬁi é%l(ﬂkn%g_y uﬁlgFaZ\(‘)o‘g(tl%tﬁirgﬁctgpr%e%p%kﬁ]gfytgégtaep S125)

decrypt s gehe red hegt axt thloark, ustmgst Bexpledradi tyuBRe of dsetss s¥,; subkey

dat a, ang so generates a plaintext block (this corresponds to step S126).
The counB@rburist 120y J ncrresremitsst ¢ brthodet rya tuend tun st cbhrcegpbadshéo step
S127) . The decrypting unit 200 outputs the resulting plaintext block to

t he b¥ ocKifdegmthginherrmidigtai blook asiondistRe sox$Eeqntdi2)bkeThe
operation of the subkey data generation, control _.unit 206 is the sanme as the
oper at i o35 tHauss ok SERREATE 2he) R DpBex ke Pg&idr dti-on control unit
106-that is shown in steps S141 to S143 of the flowchart in FIG 9, and so
. will not be explained. The operation of the register control unit 207 is

the 5 saggqgscjt&g gger ation of the register control unit 107 that is shown

in steps 3 of the flowhart in FIG 9, and so will not be
expl ained. The register unif - stor$g1a val ue in accordance

10
Here, Dec(C.,SKl.) represents the decrypting of the
ciphertext Cy using the set SK1l, (SK; to SK;s) of subkey data
that is generated during the £t decryption process.
The sixteenth decrypting unit outputs the plaintext
15 block D. it generates to the block combining unit 2089.
After outputting the generated plaintext block D, to
the block combining unit 209, the encrypting unit 100
outputs the completion information, which shows that the
decrypting of one ciphertext block has been completed, to

20 the counter unit 205.

(3) Counter Unit 205

The counter unit 205 receives completion information

showing that the decrypting of one ciphertext block has

25 been completed by the decrypting unit 200. On receiving
this information, the counter unit 205 adds "1" to the count

value.



with the control value it receives fromthe register 10 control unit 207
(this is the sanme as step S161 in the flowhart in FIG 9). %ﬁ) CE%hﬁéion
of ,the Counter Unit 205 The operation of the counter unit 20 j N ar to
15 that of the counter unit 105 and s®@ds explained with reference to the
flowchart in FIG 10. On receiving conpletion information fromthe
decrypting unit 200 showing that it has conpleted the decrypting of one

' ci phertext block, the counter unit 205 20 adds one to the count value (this
corresponds to step S181) . Wien this addition results in the count val ue
reaching 21o (this corresponds to 5181:Yes) , the counter unit 205 resets
the count4)vakeigiseezemidt heg4corresponds to step S183). 25 (4) Operation
of Regi sSter Unit 204 The operation of the register unit 204 is simlar to
that of the c@let eregistetObnadnd 29d iis exgphapped witth r&fidusefd®02 47
reference to the flowhart in FIG 11. The register unit 204 receives a
control s$igmibmgfa dM tihetrepiisiel vedtuelIVugind -bipatenedréabaved
control signal, is "0" (step 5201: Yes), and a previous, ciphertext 5 block is
recePved ¥ FEmiTHeE b2 bkt ab®i dthg S0 E R dr%@Fété? gﬁFta§OEh§tores
this ciphertex% blgck ?§{the stored data (this corresponds to step S202).
When th@JF%%%? ed?coft ro *signal is "1" (this corresponds to step S201: No),
the register i gg%? S idH 4 i ; res the initial
value IV as tﬁzlestor déggtgau?’?ﬁi sﬂc%r%gﬁghgg gtgqi?fé%@g%%%)g (5) Operation
of the Julkeyrbaka GarrRiatdg Pebi 20k Hloopedaviennef Jddwer spbgey data
generating unit 201 15 is simlar to that of the subkey data generating
unit 101, so Tha relgd Stodt omiig ABsadqeivasva ldoriorod oighag firdmer ences
with the procedure in the flowharts shown in FIGS. 12 and 13. In step
S2330 t fdie aebis zed dantrstonndd dli’t. 3020 thende agieved stenit sobkey dat a
SKo to SK15 and, out puts the respective sets of subkey data SKo to SKIs to
the cor <Pl 4§ 'Of'st anA sthecEROA SFEH yPr1hgeUAi feS FasrivRer §pti ng

vt 300, Lo pges Sednsnd St KRe LA ESEGERLARLY 200, 2t 02

register unit 204 stores received ciphertext block C..; as

the stored data after the decrypting unit 200 outputs the
15 plaintext block D.; at the end of the data decrypting
process for the current ciphertext block. When the
control signal is "1", the register unit 204 reads the
initial value IV and stores it as the stored data.
Putting this another way, when decrypting the (T*n)*"
20 ciphertext block (where n=0,1,2, ...), the register unit
204 initializes the stored value using the initial value
IV that is set in advance. 1Inall other cases, the register
unit 204 stores the preceding ciphertext block Ci¢.;. As
mentioned before, the value "T" is a value ipndicating a

25 predetermined cycle.



SK14=SK12=SKI 0=SKB=SK6=SK9=SKZ=SKo and SK15=SK13=SK11=SK9=SK7=SK5=SK3=SKI
and outputs the 24 June 2002 48 respective sets of subkey tha SKo to
SK15 to the corresponding first to sixteenth decrypting units 4 Yuneeh02
decrypting unit 200. 5 (6) Operation oi t he Data Random zing Unit 30Z The
operation of the data random zing unit %01 in the subkey data generating
unit 201 is the sanme as the operation of the data random zing unit 301 in

t he subkey data generating unit |01 that was described using FIG 14. No 10

further 99l 1ol P b Lod8 Shusty FgCor espondence betveen, the it oxt
the data encryphing; yait Lauenel ¥Bt Snk ke R Riddsxdn bl agk Sequances £o, PL,
usi ng the 64-B?t gncf}ptlon %gy gata ) Theé@ﬁi?p%ertgit bl ocks are

decrypt egdhby plilag rotad 2 dSTEH¥RS MY Eiioin 2hd!deWr yPeiggmant4 Ao encdyption
key data to generate the plaintext block sequence Do, DI, 20 that is the

sane as trbeeplvantiafioddackoseshentaghohe Romghesiba siimwmtput fxrendet ai |
. below. Equation 15 is found from Equations 1 and 2 and Equations 8 and 9.
25 Eduattbe DE.cRM -dviding, unit 208.) 24 June 2002 49 Equation 16 is
found from Equati on 15 and Equations 3 and 10, 5 Equation_16 .

On receiving information showing the completion of
output, the block combining unit 209 combines the received
plaintext blocks D: (t=0,1,2, ....) in the order it received
them to generate the plaintext data D. The block combining

10 unit 109 outputs this plaintext data D to the decrypted

data storing unit 22.

(6) Data Converting Unit 203

The data converting unit 203 reads the 64-bit stored
15 data from the register unit 204. On decrypting the o
ciphertext block C., the encrypting unit 100 reads the
64-bit stored data Rl. shown below.

Equation 8

20 When t#T*k(k=0,1, ...)
R1:=C¢

Equation 9

When t=T*k(k=0,1,...)
25 R1,=IV



SCf Slt (t=0, 1, . . . ) Equation 17 is found from Equati on 16 and

‘Equations 4 and 11. 10 Equation 17 KO =IKt (t=0, 1, . . Ther ef or e,
Equation 18 is given by Equations 17 and 15 5 and Equatlons 124 dHe 26802
Equation 18 SK&x=SKIt (t=0, 1 . . . ) Equation 19 is found from

Equations 7 and 14. Equation 19 Dt=Dec (Enc (Pt, SK&) , SKIt) 25 (t=0, 1,
. . ) The followi ng relationship (Equation 20) is formed 24 June 2002
50 for any 64-bit data a,~i in the functlons Enc and Dec. Equation 20

a=Dec(Enc(a, ( 5 Therefore fro tlons 1 20 d 1 =
Beal ust i on of HE A3 SR BREL DL FORERRD &ﬁ%@%ﬂfﬁﬁ%f%ﬁ%y in
the pres e t,t n ti K= S
) ) plai %%]{éit EE‘(ngtocsfge?ls %?n%&y%mp%eés)‘%%&gé@%p’swg a3§$8| e(r d‘tﬂgey dat a
SK, . . f OSGQQGEQQQEagg inputted into the encrypting unit 100. As
descri bed |5 8arlier, these sets of subkey data are generated so that
SK=SK2=SK4 .... =S14 and SK1=SK3=SKS .... =S15, so that security agai nst
known pl ai ntext attacks is not as high as the conventional method where
each setEghasdbkeyl@ata is different. 20 However, the input key data | KO
used to encrypt these

S1.=£(R1ly)

Here, f(X) represents the value generated when the
data converting unit 203 subjects the input data X to the

10 data conversion f.

(7) Logical XOR Unit 202

The logical XOR unit 202 receives the 64-bit data S1,
from the logical XOR unit 202 and generates the input key
15 data IKL..

Equation 11

IKlt =3 lt (+) EK

20 (8) Subkey Data Generating Unit 201

The subkey data generatingunit 201 generates sixteen
sets of 32-bit subkey data (the first to sixteenth subkey

data SKq to SKjs) .

25 Equation 12

When t#T*k(k=0,1, ...)
SK1.=KGB (IK1l)



pl ai ntext blocks is set so that IKOt=EK (+) C_1 25 As there are 264
potential values of C _1, it is practically inpossible to obégén a iarge
nunber of pl aintext bl ocks that have been encrypted using th dyne 20024
June 2002 51 IKOQ:. This makes the presggt nethod secure agai nst known

pl ai ntext attacks. The encryption of a tt'' (where t=21*k (k=0, 1, . . . )
) plaintext block is also perforned using sixteen sets of 5 32-bit subke
data SK, ..., SK15 that are inputted into the encrypting unit 100. As

described earlier, each of these sets of subkey data is different, so that
security agai nst known plaintext attacks is the sanme as with the stated

. conventional mgthad. }‘9&’95(%% Eggé%%@%%ﬁ%ﬁ?%ggggp%%%STQ?ffg,‘llﬂ)gg\%ng

descri bes the encryption 0CESSi ng spee a encrypting unit 10.

Wien a tidy dahengtt §Lek JeiOraded: by tﬂe)t%%@igt§ﬁbké@'@éﬂ%@h%ﬁn@s

encrypted, the subkey data generating unit 101 performs a sinple process
that gengyai®sssi mtseﬁg 3ais DhpdR- hidy sdbkeyxdatBhbgegeiartaddémosabat are
effectively only two 32-bit sets of subkey data. This neans that the
gener at i @f cfulskibkegatat areoccegudsdtiock has aybessef efdbdoey 20aoa. t he
encryption processing speed that the stated conventional nethod. 5. O her
Modi fications Wiile the present invention has been expl ai ned by way 25 of

t he enboginents giisn above, it should be obvious that the invention is not
limted Fls given therein . Several nodifications are possible,
Wi th representative 24 June 2002 52 exanples being given below (1) In

t he above enbodi nent, the |ogical XOR unit 102 (202) is described as a data
nergi ng peadls thatytakes an XOR for 5 each bit in the 64-bit data generated
by the data converting

Here, KGA (X) represents the sixteen sets of subkey
data that are generated by the type A subkey generating
process using the input key data X. These sixteen sets

15 of subkey data each differ from one another.

2. Operation of the Encrypted Communication System 5
The following describes the operation of the
encrypted communication system 5.
20
2.1 Operation of the Transmission Apparatus 1
The following describes the operation of the

transmission apparatus 1.

25 (1) Overall Operation of the Transmission Apparatus 1

The following describes the overall operation of the

transmission apparatus 1 with reference to the flowchart



unit 103 (203) and the encryption data. However the same effect can be
achieved even if an XOR is not taken for every bit position. %% é%% &Ezthe
abave enbodi nent, the data converting unit 103 (203) is descr dane
outputting 64-bit converted data, thougg such data does not need to be 64
bits long. As one exanple, when the encryption key data is 56 bits long, a
data converting unit that outputs 56-bit data nay be used. 15 (3) In the
above enbodi nent, the register unit 104 (204) receives an input of

ci phertext data,generated in the inmediately precedi ng encryption process,
t hough tﬁﬁuﬁﬁnb?g ¥&Cue Sbt ai ned during the i mediately preceding 20

o o odi at 6 DO, HUETSE Al dart 0 S Ztﬁt%ﬁ%wr%ﬁ%ﬁliﬁ%iiagﬁ" ﬁ&i’gﬁﬁﬁgseg. The
at a “Segﬁﬁféﬁggt%ﬁfﬁgle%? %’%c%ﬂte@éf E)sfclchoé‘@’d Lhatng Pﬁ&%&aﬁ%%%é“c as a

40-bit v e ow ng descri bes one poss

arrangenment, vied Alebich (ot adididsed ukver dade eenwer tiHW pmaintBgdt(203)
recei ves the 40-bit data and converts the data to 24 June 2002 53

gener at e deetye 4Ardmttidatpl aThe ey it it imd ddi ts1drest4p-HiLolencryption
key data. The logical XOR unit 102 takes a | ogical XOR for corresponding
,bits in tTHe rieay 40bbatndatgn wridt t he040ebds &her ppimyptkegndaes datgenerate
40-bit input 5 key data. The subkey data generating unit 10Z generates

si xt een det@notheoehicryRibke) #&ta dafixzrsePEligedNddr ilvg M@ rypLEBA by the

first to sixteenth encrypting units of the encrypting unit 100, (4) In
e abovd AR e L VHE BRcKSSt PRg AP Eo1 SO CLERY SCPEARSERASA Thotgh
any bl ock Yot A be. e a
T DT FELIST. kR TR e sedntaan ppl e IEcBL e
not ligm tredh 9t £QthaX ka0 hQ GORS LMo Separd ReEk 20QYEo RS @@@egxa_ﬁpl e,
t he subkey data generating unit” 101 may ‘generate sixteen sets of 32-bit
subkey de&g®08yom 64-bit input key data. 20 (5) The present invention is not
limted to a construction where the subkey data generating unit 101 uses
two types of edreyilonkpdbvesding wiket €l ¢ Andotpndsbesstanesl grameeated usi ng
di fferent processing |oads. Any arrangenent may be used, so |long_as the
encrypt i Gh-QBK fr@ Fdss ieng it RAewn i hel €Ont r bR sFREEYPEING 8nifphPPed has a
heavier 10801080 e e YL L OB 1 e iM% #E° 81808 dividing unit
15 108, encrypts the plaintext block to generate a ciphertext
block, and outputs the generated ciphertext block to the
block combining unit 109 (step S104). When all of the
plaintext blocks have not been encrypted {(step S105:No),
the processing returns to S104.
20 On completing the output of all of the plaintext
blocks (S105:Yes), the block dividing unit 108 outputs
information showing the completion of output to the block
combining unit 109. The block combining unit 109 combines
all of the ciphertext blocks it has received in order to
25 generate the ciphertext data which it outputs to the
transmitting unit 11 (step S106).

The transmitting unit 11 receives the ciphertext data



the control signal "0" is inputted. 24 June 2002 54 As one exanpl e,
i nstead of generating two sets of subkey data, the subkey data generating
unit may generate different data for the first 16 bits of eadft Jgre ¢

si xteen sets of subkey data and then erate the latter 16 bits 5 of each
. set of subkey data based on the corresponding fornmer 16 bits . Such
processing will reduce the processing |oad of key generation in the sane

way as descri bed above. Instead of generating two sets of subkey data, the
subkey dat enerating.unit may_generate three, faour, five, 10 or any other
number Lﬁf‘q?oglflgﬂﬁggﬁ et B?CEE;B’%«%/ %lﬁ?raﬂ"ﬁ fjﬁ%afﬁ%tato si xt een
encryptHgg i Ls_eacl i f. L. g .Set s subkey data. (6)
The cou ergg%%i %8%Q¥%%g§grgggf%rfﬁgﬁkbﬁﬂ§aggﬁﬁé%§3 f%ﬁdO" when it reaches
"21-1", B NOEgRANG A RLEENRR dtSe RAlgrd1d [ edrit o &saxwmi%%ﬂ{graaitthe upper
limt for the count value” Any positi've integer may be used. "The count

val ue allsp ¢lpgasnadttsneatkie Heghasel Ho tHE . réaephd abaysperhedisments, the
apparatuses are 20 described as internally storing 64-bit encryption key
dat a5. KRowevehe thrensipsr apasbks3nHystarst@hd7dnly store 64-bit encryption
key data that is used the first tinme encryption is perfornmed, with the

i nput key data that is used when encrypting each of the other plaintext

bl ocks bej.ng. 25 encrypteg d transferred with the plaintext blocks . Wen
updat i ngt4hePPREAE ohe DAt ot tHh as the

Diffie-Hell rmq:‘hrreEtnglo%%gb%eussc?gikggsditﬁter io "(L,tr.eatigrll1 g%n%h%oocgatSaS

encrypting unit 10 with reference to the flowchart in FIG.

10 9.

The data converting unit 103 first reads the 64-bit
stored data from the register unit 104 (step S121),
subjects the read data to a predetermined data conversion,
and outputs the resulting 64-bit data to the logical XOR

15 unit 102 (step S122).

The logical XORunit 102 receives the 64-bit data from
the data convertingunit 103, reads the encryption key data
from the key storing unit 111, takes a logical XOR for
corresponding bits in the received 64-bit data and the regd

20 encryption key data to generate 64-bit input key data. The
logical XOR unit 102 outputs the generated input key data
to the subkey data generating unit 101 (step S123).

The subkey data generating unit 101 generates a
plurality of sets of subkey data using the input key data

25 and outputs each generated set of subkey data toadifferent
encrypting unit in the first to sixteen encrypting units

in the encrypting unit 100 (step S5124).



the input key data to the apparatuses that are to perform comunication .
(7) The present invention also applies to the nethod used 5 hy the
appar at uses descri bed above. This nethod may be realized by é%nwﬂﬁgpoz
prograns that are executed by conputergg Such conputer prograns nmay be
distributed as digital signals. The present invention nay be realized by a
10 conputer-readabl e storage nedium such as a floppy disk, a hard disk, a
CD- ROM ( Conpact Di sc-Read Only Menory) , an MO (magnet o-optical) disc, a

DVD (Digital ‘fﬁf{]es%ﬂéf}zgﬁﬁbouni@\i[b@%cg;@\é% RA 1a%q@e§€”i‘>£88?!“‘3t or

menory, on wh conmpu grans and/or digital signals nentioned above

15 are reeshdade r%ky@rcpﬁydlh?%ﬂiesme (S¥eptsOPsMMYyeRbepke tRal i zed by
a conput er program and/ or di gi signal that is recorded on a st orage

medi um Kot ek tpbbge&ma sdhgdibiet pll usiagnad y dfhake tacbifeyebkhe gaesent

. invention may al so be transmtted via a network, 20 such as an el ectronic
communi ctd osongenematas wir etipbe iaxt dssocksmistieratslohd net ik, or t he
Internet The present invention can also be realized by a co uter system

t hat 5 nGQiRES ARéopPocasislsr "dnd t ﬁ'@rﬁ)rcypuﬂ% Yk ue cbskepaS Edhput er

be st d th 25 with th ti
' accorincen RV TaIS Wotpul BP BESHaR The eip%&r&é‘%%f%% SRdior
di gi tal tsA@ ﬁ.gcgﬂ)(:(?%'c{ %ﬁg‘lﬂﬂgtquq}é ggs@%gvsqg% to an i ndependent

conput er sy ing-a n whi ch the conput er
programs and/ G?crhé"s%'bt@ aggjyi SN ¢ B0tk r 81 ¥ £ A PEELIsNghEhe

conput er prograns and/ I gl signals via a network. 5 The independent
conput ercomyt e € e ehbh@oﬁﬁﬂalxt@mﬂrm ansiead/tore dbgntabakhg@nal s to

function as the present invention. (8) The |limtations described in the
enbd@i neing "@t (Shed 6 lfddi ¥Yésht itThe sk de datelgersondt hed.control
unit 106 outputs a control signal with the value "1" to
the subkey data generating unit 101 (step S143).
Conversely, when the count value is not "0" (step S141:No),
the subkey data generation control unit 106 outputs a
15 control signal with the wvalue "0" to the subkey data
generating unit 101 (step S142).
The register control unit 107 also reads the count
value of the counter unit 105. When the count wvalue is
"O" (step S151:Yes), the register control unit 107 outqus
20 a control signal with the value "1" to the register unit
104 (step S153). Conversely, when the count value is not
"0" (step S151:No), the register control unit 107 outputs
a control signal with the value "0" to the register unit
104 (step S152).
25 The register unit 104 stores a value in accordance

with the control signal received from the register control

unit 107 (step S161).



Al't hough the present invention has been fully described by way of exanples
with reference to the acconpanying drawings, it is to be nothJtha% g rious
15 changes andnodifications will be apparent to those skille YHE A%0% ¢ .
Therefore, unless such changes and nodyg i cati ons depart fromthe scope of
the present invention, they should be construed as being included therein.
20 24 June 2002 57 what is clained is: 1 1. An encryption nethod for use
by an encryption apparatus 2 that encrypts plaintext data conposed of a
plurality of 3 blocks, the encryption nethod conprising: 4 a block
obtaining step for obtaining the plaintext 5 data one block at a tine in

or der fr@g305 sl de fhe £ERGLY B SPPBRatUs o @ sel ecting step for
Se|eCting—effheP1T%1ﬁ1;iﬁﬁ%%?igfﬁ—frsetﬁﬂE—ﬂbé% for a current block

obtai ned in thenbl@ack SwoRLAHELRE 1B 3L VYNNG £ On ROV LIRN Y indEks have
been 10 obtained: 11 a key generating step for generating 12 (1) a first
group couphsetodfwhthredeberendedolihrulewahadt didwen et Bibkayws, when t he
first Z4 node is selected, and 15 (2) a second group conposed of |ess than
n 16 &i f f er entOn utskeysvivhgna tdmmpiebhdnodgniad fZogetbet edcrypd 11§ an
encrypting, step for encrypting the current block 19 by subj ecting the
current WhEkl(s)% %h%%@@r@?@ﬁ%?%@@%?@ﬂ@%@@@rPlﬁﬂé‘rteﬁﬁfi: PLOGK t he

first de, each of the n conversion processe is.assqgi,ated with a

i {fer oSS BREP GPRAIETe ot LBPoGD TR Sind T SE phoPoRAES L1 ngl e

associ at b a 4 i e s e v i psocesses
are 25 agggg;&a?géuﬁ R%ts?e%l?eq slh)l h ﬁﬁ’ggge{ﬁgf%‘éggp@%ﬁgg;gggggﬁ 36 .
per f or meds 4abngs §he vas30oehal edunvieyni+ 295 e 004 S8 chr: vAWRNCT yption
met hod according to Caiml, 2 wherein the selecting step selects 3 (i) the
firsto node for bloedks sbesever a nunmber 4 of bl ocks that have been obtai ned
is equal to a nmultiple of a predeterm ned value, and 6 (ii) the second node
for all other cases. i 3. An encryption nmethod according to Claim1l, 2

wherein the encryptijon agparatus includes an initial 3 value storing nmeans
for storifiy SPenatien ©F e Register Unit 104

The following describes the operation of the register

unit 104 with reference to the flowchart in FIG. 11.

15 The register unit 104 receives a control signal from
the register control unit 107. When the received control
signal is "0" (step S201:"=0") and a ciphertext block is
received from the sixteenth encrypting unit 100d, the
register unit 104 stores this ciphertext block as the

20 storeddata (step S202). When the received control signal
is "1" (step S201:"=1"), the register unit 104 reads the
initial value IV and stores the initial value as the stored

data (step S5203).

25 (5) Operation of the Subkey Data Generating Unit 101

The following describes the operation of the subkey

data generating unit 101 with reference to the flowcharts



4 the encrypting step encrypts the current block to 5 generate a ciphertext
bl ock having a predeterm ned length, 6 and 7 the key generat”gg S%%@
generates the first group 8 using the initial value in the fi Ungr¥92and
generates 9 the second group using theggnitial value and the ciphertext 10
bl ock nost recently generated by the encrypting step in 11 the second node.
1 4. An encryption apparatus for encrypting plaintext data 2 conposed of a
plurality of blocks, the encryption apparatus 3 conprising: 4 block
" obtainin ns. for.obtaining the plaintext 6 data one block at a tine in
or der frgﬁr§ﬁ¥§§d {26a§ | &t ng means for selecting either a first node or

7 a second nodg,.for e Wt curre Kk ai i . the Kk

obt ai ni ng man@hgcggﬁgﬁeﬁg otfg 3%0 %n@é%ﬂéggsuﬁg&eﬁ%‘gff\;&% 2%’69&% 9 been
obt ai ned; : At : f raty ) 1St up
corrposeddg%%alﬁgér/%%f(;?g;?nbngg’lgalnn%%bgéC%?Lgfesgidf %%%f&%ugsgyglmfe%rﬁhe first
13 node kpeseiasted, davd Yerda i s£CEBE tHAUEDPEPLEE] OffhkasgHehan n 15
di fferent subkeys When thé second node is r6 selected; and i7 encrypting
meanss f o eerdrygpd icom el curgrent ikl BER (w8 sAR : ®ell'hg the nmumbvent bl ock
to n conversion processes in 19 order, wherein 20 in the first node, each
of the nofost@gsvrceproredsenixl 303 saorithedakinua avsemt skbkey in

the first group 22 and_ is perforned using the associated subkey, apd 23 in
t he secor‘é%ﬁfd@,zzt:ﬁer hclorf athg D h5 6@€s%ﬂe‘ée%r°é3r?ﬁr‘égc%l%§§gclrét e@pwi th a

bkey in _th d, d o) f ' t h i at ed
Subkey.  Resenn EAEE 3D A EreR RGBT £ TP HECHn B Tt f on
. t bt d QMY d of

bl ural 115 6e B AR O o B2l i Rn s R o

obt ah@i ngngt %%rfﬁo:@tgﬂj]ﬂéﬂg the RhAbBEesk 8tdlkd edaddockidit a3dime in
order from outside the encryption apparatus; 8 a selecting step for
sel ectingleid st @ thest teder Dowrnambecond mooke TOF dstepr €24 ock
obt ai ned in the bl ock 24 June 2002 60 i 0 obtaining step according to~how
. many bl ocks haVeebeember obtsiiaees anarkéyuneheri regssiteps fegrithdher at i ng

input key data or randomized data. In the first iteration

(step S225:Yes), the number of stages control unit 303

15 outputs the input key data to the data randomizing unit
301 (step S227). In the second and following iterations
(step S225:No), the number of stages control unit 303
outputs the randomized data to the data randomizing unit
301 (step S226).

20 The data randomizing unit 301 performs a data
randomizing process and so generates the subkey data and
randomized data (step S228). The randomized data storing
unit 302 stores the subkey data (step S229). Next, the
number of stages control unit 303 adds "1" to the value

25 of the iteration number i (step S230) and compares the
resulting iteration number with the maximum number. When

the iteration number is below the maximum number (step



13 (1) a first group conposed of a predeterm ned 14 nunber n of different
subkeys when the first 15 node is selected, and 16 (2) a secqﬁgﬁ&{%gﬁ
copposed of less than n 17 di fferent subkeys when the second &2002g

sel ected; and 19 an encrypting step fgfq encrypting the current block 20 by
subj ecting the current block to n conversion processes 21 in order, wherein
22 in the first node, each of the n conversion processes 23 is associ ated
with a different subkey in the first group 24 and is perforned using the
associ at ed_subkey, and 25 in the second npde, the n conyersi on processes
are 26 a3sder ¥@§§ i & SRBREFS SR g Hee8BERRd ¢ cﬁ}fpie%n%lzégeaéléjc

performed using_the associated subkey. 1 6. A decryption nmethod for use by
a decryﬁ? 8Xeag§|9ﬁ % %ﬁaFe§§%$§% 5 ciphertext data in ciphertext block
units, 3 the pLy Qn. ' risaLng. 4 I o] LRI for

obt ai ni ng theq@%%%e§¥§x%%E&ggggﬁgzgugﬁgﬁéﬁféfﬁzgfgﬁgta?&gégi%% ?%ﬁﬁrder
from outgh dembnt RRIIRCF YPELED BRRAN AtdIS) , 7 tReSHedd tid SheBcbals i9R) ecting
either a first node 8 or a second node for use with a current ciphertext

" block 24 JonplaRRa 61 Thobiahdefized el ackopbhgi Bhig SOeptaesording to
how many 10 ci phertext bl ocks have been obtained; 11 a key generating step
for generatenyeb2a(dpniridl stigralf conposed whkaypietetgenemedit® nunber n
of different subkeys when the first i4 node is selected and 15 (2) a second
group cofPdsE®lopniEsiOphanWherstief FeFedivad siesysr vhei el setord node i s

L7 sel oot ot i 2 decrypting step (or dserunling Lhe Guer el 1o
conver S| RoPEOBESSER L Sre relon 20l Al 43k Fdesneh ol (he

grougp 23284 ééteeéfogﬁ@ﬂegsaaaamﬁo g ew, atesl taubkey, hta@@ 24 xR drhe second

node, the n conversion protCesses are 25 associated wth subkeys in the

second geRUERydRd iy ewre€d 26teey fagagd, usi ng the associ ated subkey. 1 7. A
decryption nmethod according to Claim6, 2 wherein the selecting step

selects 3 (1) Whenfihstrewaibvelenenarod sugnsl afs 40¢ pheetefl3B)ocks t hat
have been obtained is 5 given as a nultjiple of a predeterm ned value, 6 and
7 (2) thehsceandomdded data BterHarg casids 302 zeafméhrogtogrd sgtsa

decryption nethod according to Clai m 6,
yp OP suEDkey ata SK? and SK;, sets SK;;=5K;,=SK;0=SKj4

15 =5K=8SK,;=SK,=8K; and SK15=5K;3=SK;;=8K¢=SK;=5K5s=SK3=5K;, and
outputs the sets of subkey data SKy; to SK;s to the first

to sixteenth encrypting units (steps S233 and S234).

(6) Operation of the Data Randomizing Unit 301

20 The following describes the operation of the data
randomizing unit 301 with reference to the flowchart in
FIG. 14.

The separating unit 30la receives 64-bit data from
the number of stages control unit 303 and separates the

25 received 64-bit data to generate the upper 32-bit data Al
and the lower 32-bit data AO. The separating unit 30la
outputs the data Al to the logical XOR unit 301b and the



2 wherein the decryption apparatus includes an initial 3 value storing

 means for storing an initial value, 4 the key generating step generating
the first group 5 using the initial value in the first node %ﬁd“@%ﬁgp%ting

6 the second group us ing the initial | ue and the ciphertext 7 block

obtai ned i medi ately before the current ciphertext 8 block in the second

node. 1 9. A decryption apparatus that decrypts ciphertext data 2 in

ci phertext block units, the decryption apparatus 3 conprising: 4 block

 poer _ the ! > o ek
o e b 2L aOP A 19010e BRI ERh .8 SR s ABTERL BN DI Ock &
first m&ﬁnk?fnfngl éﬁﬁ%ﬂéorﬂadﬁnfoorthl@@a\@émeﬁsrﬁnﬁkpﬁgiheﬁtahock 8

obt ai ned by the ock obtalning neans accérding to how many 9 ci phert ext

bl ocks I&psg been obtai ned; 10 key generating nmeans for generating , ii (1)
a first group conposed of a predeterm ned 12 nunber n of different subkeys
when the firsThe3darde jisntskl BgtwnitahdlcirélyizgesetbeddgireupOcandosed of

less than n 15 different subkeys when the second node is 16 sel ected; and
17 dEcr it sl tRedrs from dde peranp thegdcuri En?018, ctpkest axtopieak by

subj ecting the current ciphertext 24 June 2002 63 19 blJock to n
conver si ﬁﬂ%%é%%%%eﬁﬁo&ﬂﬁﬂq(aﬁﬁﬁe&QI%RFi?PFﬁeA i 3¢ hp8eda&achlof the n

conver si,on ocesses 21 .is_agspoci ate j t L ff t ey Ln,.the first
group Zfoancgé’? r%iﬁf gérﬁ?dlﬁsﬁ?ﬁgat’hgn%sgoeé]%?aegé%ugk’g& 3%.2&2% (%jﬁt%he second
node, t GUYVErS _?fg 2 Sect tfﬂnﬂ‘ﬂ' S ysah R the
second 3?53% and?§%292§§;Q§ pe??%é%éd4ﬂg?ng t% asso%ﬁgtggggugagg. 1 10. A
. conput ercH&aEH o 8h8r 2gSr 8BEiEPnSilrd d NS 21 dae i YRt beneREOIEam 8r use by
a conputer that decrypts 3 ciphertext data in ciphertext block units, 4 the
decrigpt iSorbipr odaam ampreanibines ahd asdswbtangi sgtst eff frvdbbiadni ng t he
ci phertext 6 data one ciphertext block at a time in order fromoutside 7

t he decSibriappadiatarnegasesal revi gt RepPdopisediataingThet$hekaa first

node 9 or second pode_for use with a current ciphertext, bl gck 10 obt ai ned
in the BDIYERLSBEAHP hgd Rt ERH2e R +YCES %%%ﬁ?%?e&‘ PHeT %t EBPocks have

been obtaj ned:; a ke ener at i st fo rating 13 .(.1 Lrst group
conpose o'i‘qmat p%é&gt gl)‘ryﬁ e%taﬁrnggftg' r%ﬁo o?é%(lgfggﬁeqﬁbgsﬁgjs% V\ﬁ%%gt he first
15 node A< t 2) ~2+$EC e an n 17
differ er?t1 su 1{2§§s?L\(\;\i’hgglﬂ:t%gtéeégngﬁ%gﬁgﬁg%gﬁgﬁgy ?%1(}5 lgégégecr ypting
st epsf orgdery ypting the current 24 June 2002 64

The logical XOR unit 301b receives the data A0 from
the separating unit 30la and the 32-bit data Cl from the
data jumbling unit 30lc and takes a logical XOR for
corresponding bits in the data A0 and the data Cl to

20 generate the subkey data BO. The logical XOR unit 301b
outputs this subkey data B0 to the randomized data storing
unit 302 and the combining unit 301d (step S$253).

The combining unit 301d receives the data A0 from the
separating unit 30la and the subkey data BO from the logical

25 XOR unit 301b. The combining unit 301d combines the data
A0 and the subkey data BO with the data A0 as the upper

bits and the subkey data BO as the lower bits to generate



20 ci phertext bl ock by subjecting the current ciphertext 21 block to n
conversion processes in order, wherein 22 in the first node, EﬁCh %&)the n
cqnversi on processes 23 is associated with a different subke§ Wng $%0% i r st
group 24 and is perfornmed using the a;gociated subkey, and 25 in the second
node, the n conversion processes are associ ated with subkeys in the
second group and are each 27 perforned using the associ ated subkey.
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a plaintext block, and outputs the resulting plaintext
block to the block combining unit 209 (this corresponds
to step S104). When the decrypting unit 200 has not
10 completed the decryption of all of the ciphertext blocks
(this corresponds to $105:No), the decrypting process is
repeated.
When the outputting of all of the ciphertext blocks
is complete (this corresponds to S105:Yes), the block
15 dividing unit 208 outputs information showing the
completion of output to the block combining unit 209. The
block combining unit 209 combines all of the plaintext
blocks it has received in order to generate plaintext data
(this corresponds to step S106), and writes the generated

20 plaintext data into the decrypted data storing unit 22

(this corresponds to step S107).

(2) Operation of the Data Decrypting Unit 20

The operation of the data decrypting unit 20 is
25 similar to that of the data encrypting unit 10 and so 1is
explained with reference to the flowchart in FIG. 9.

The data converting unit 203 reads the 64-bit stored
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data to generate 64-bit input key data. The logical XOR
10 unit 202 outputs this input key data to the subkey data
generating unit 201 (this corresponds to step S123).
The subkey data generating unit 201 generates a
plurality of sets of subkey data using the input key data
and outputs each generated set of subkey data to adifferent
15 decrypting unit in the first to sixteenth decrypting units
of the decrypting unit 200 (this corresponds to step S124).
The decrypting unit 200 receives a ciphertext block
from the block dividing unit 208 (this corresponds to step
S125), decrypts the ciphertext block using the pluralipy
20 of sets of subkey data, and so generates a plaintext block
(this corresponds to step S126). The counter unit 205
increments the count value (this corresponds to step S127).
The decrypting unit 200 outputs the resulting plaintext
block to the block combining unit 209 (this corresponds
25 to step S128).
The operation of the subkey data generation control

unit 206 is the same as the operation of the subkey data
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and so will not be explained
The register unit 204 stores a value in accordance
with the control value it receives from the register

10 control unit 207 (this is the same as step S161 in the

flowchart in FIG. 9).

(3) Operation of the Counter Unit 205

The operation of the counter unit 205 is similar to
156 that of the counter unit 105 and so is explained with
reference to the flowchart in FIG. 10.

On receiving completion information from the
decrypting unit 200 showing that it has completed the
decrypting of one ciphertext block, the counter unit 2p5

20 adds one to the count value (this corresponds to step S181).
When this addition results in the count value reaching 2*°
(this corresponds to S181:Yes), the counter unit 205 resets

the count value to zero (this corresponds to step S183).

25 (4) Operation of Register Unit 204

The operation of the register unit 204 is similar to

that of the counter unit 105 and so is explained with
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received control signal is "1" (this corresponds to step
S201:No), the register unit 204 reads the initial value

10 IV and stores the initial value IV as the stored data (this

corresponds to step S203).

(5) Operation of the Subkey Data Generating Unit 201

The operation of the subkey data generating unit 201
15 is similar to that of the subkey data generating unit 101,
so that the following description will focus on the
differences with the procedure in the flowcharts shown in
FIGS. 12 and 13.
In step S235, the randomized data storing unit 302
20 reads the stored subkey data SKy; to SK;s and outputs the
respective sets of subkey data SK; to SK;; to the
corresponding first to sixteenth decrypting units in the
decrypting unit 200.
In steps S233 and $234, the randomized data storing
25 unit 302 reads the stored subkey data SK, and SK;, sets
SK14=SK1,=SK1=SKg=SK¢=SK,=SK,=SKq and
SK15=5K;13=5K;1=SKg=8K;=SKs=SK3=5SK;, and outputs the
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The operation of the data randomizing unit 301 in t

subkey data generatingunit 201 is the same as the operation
of the data randomizing unit 301 in the subkey data
generating unit 101 that was described using FIG. 14. No

10 further explanation will be given.

3. Correspondence between the Plaintext and Decrypted Text

The ciphertext blocks Cy, C;, ... are obtained when

15 the data encrypting unit 10 encrypts the plaintext block

sequence Py, P;, ... using the 64-bit encryption key data.
These ciphertext blocks are decrypted by the data

decrypting unit 20 using the same 64-bit encryption key

data to generate the plaintext block sequence Dy, D1, ....

20 that is the same as the plaintext block sequence Py, Py, ...

This is shown in more detail below.

Equation 15 is found from Equations 1 and 2 and
Equations 8 and 9.
25

Equation 15

RO,=R1. (t=0,1, ...)
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Equation 17 is found from Equation 16 and Equations
4 and 11.
10

Equation 17

IKO, =IKl. (t=0,1, ...)

Therefore, Equation 18 is given by Equations 17 and

15 5 and Equations 12 and 13.

Equation 18

SK0.=SK1l, (t=0,1...)

20
Equation 19 is found from Equations 7 and 14.
Equation 19
Dt=Dec (EnC (Ptl SKOt) ’ SKlt)
25 (t=0,1,...)

The following relationship (Equation 20) is formed
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In the present embodiment, the encryption of a t*”

(where t#2'%*k (k=0,1,...)) plaintext block is performed
using sixteen sets of 32-bit subkey data SK,, ..., SK;5 that
are inputted into the encrypting unit 100. As described

15 earlier, these sets of subkey data are generated so that
SKy=SK;=SKy .... =5;4 and SK;=SK3=SKs .... =S;5, so that
security against known plaintext attacks is not as high
as the conventional method where each set of subkey data
is different.

20 However, the input key data IKO. used to encrypt these

plaintext blocks is set so that
IKOt=EK (+) Ct-l
25 As there are 2° potential values of C..;, it is

practically impossible to obtain a large number of

plaintext blocks that have been encrypted using the same
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(2) Encryption Processing Speed

The following describes the encryption processing
speed of the data encrypting unit 10.
When a t* (where t#2'%*k (k=0,1,...)) plaintext
15 blocks P. is encrypted, the subkey data generating unit
101 performs a simple process that generates sixteen sets
of 32-bit subkey data by generating what are effectively
only two 32-bit sets of subkey data. This means that the
generation of subkey data for each block has a lesser effgct
20 on the encryption processing speed that the stated

conventional method.

5. Other Modifications
While the present invention has been explained by way
25 of the embodiments given above, it should be obvious that
the invention is not limited to the details given therein.

Several modifications are possible, with representative
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is described as a data merging means that takes an XOR for
eachbit in the 64-bit data generated by the data converting
unit 103 (203) and the encryption data. However the same
effect can be achieved even if an XOR is not taken for every

bit position.

(2) In the above embodiment, the data converting unit 103
(203) is described as outputting 64-bit converted data,
though such data does not need to be 64 bits long. As one
example, when the encryption key data is 56 bits long, a

data converting unit that outputs 56-bit data may be used.

(3) In the above embodiment, the register unit 104 (204)
receives an input of ciphertext data generated in the
immediately preceding encryption process, though the
€4-bit value obtained during the immediately preceding
encryption process may be used. As cne example, the first
or second intermediate block generated during the
encryption process may be used. The data used does not
need to be 64 bits long, so that shorter data, such as a
40-bit value, may be used.

The following describes one possible arrangement
when 40-bit data is used. The data converting unit 103

(203) receives the 40-bit data and converts the data to
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a logical XOR for corresponding bits in the new 40-bit data
and the 40-bit encryption key data to generate 40-bit input
5 key data. The subkey data generating unit 101 generates
sixteen sets of 20-bit subkey data which are used during
encryption by the first to sixteenth encrypting units of

the encrypting unit 100.

10 (4) In the above embodiment, the encrypting unit 100 uses
a FEAL method, though any block encryption method may be
used. As one example, DES (Data Encryption Standard) may
be used.

The subkey data generating unit 101 is not limited

15 to having the construction described above. 2As one
example, the subkey data generating unit 101 may generate
sixteen sets of 32-bit subkey data from 64-bit input key
data.

20 (5) The present invention is not limited to a construction
where the subkey data generating unit 101 uses two types
of encryption processing where random numbers are
generated using different processing loads. Any
arrangement may be used, so long as the encryption

25 processing used when the control signal "1" is inputted
has a heavier load than the encryption processing used when

the control signal "O0" is inputted.
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16 bits. Such processing will reduce the processing load

of key generation in the same way as described above.
Instead of generating two sets of subkey data, the
subkey data generating unit may generate three, four, five,
10 or any other number up to fifteen sets of subkey data, with

the first to sixteen encrypting units each using one of

the generated sets of subkey data.

(6) The counter unit 105 (205) resets the count value to

15  "O" when it reaches "2'°-1", although the invention is not
limited to using "2'°-1" as the upper limit for the count
value. Any positive integer may be used. The count value
also does not need to be reset to "0O".

In the above embodiments, the apparatuses are

20 described as internally storing 64-bit encryption key data.
However, the apparatuses may instead only store 64-bit
encryption key data that is used the first time encryption
is performed, with the input key data that is used when
encrypting each of the other plaintext blocks being

25 encrypted and transferredwith the plaintext blocks. When
updating the input key data, public key encryption, such

as the Diffie-Hellman method, may be used to distribute
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computers. Such computer programs may be distributed as
digital signals.
The present invention may be realized by a
10 computer-readable storage medium, such as a floppy disk,
a hard disk, a CD-ROM (Compact Disc—-Read Only Memory), an
MO (magneto-optical) disc, a DVD (Digital Versatile Disc),
a DVD-ROM, a DVD-RAM, or a semiconductor memory, on which
computer programs and/or digital signals mentioned above
15 are recorded. Conversely, the present invention may also
be realized by a computer program and/or digital signal
that is recorded on a storage medium.
Computer programs or digital signals that achieve the
present invention may also be transmitted via a network,
20 such as an electronic communication network, a wired or
wireless communication network, or the Internet.
The present invention can also be realized by a
computer system that includes a microprocessor and a memory.
In this case, a computer program can be stored in the memory,
25 with the microprocessor operating in accordance with this

computer program.

The computer programs and/or digital signals may be
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programs and/or digital signals to function as the present

invention.

(8) The limitations described in the embodiment and the

10 modifications may be freely combined.

Although the present invention has been fully
described by way of examples with reference to the
accompanying drawings, it is to be noted that various

15 changes andmodifications will be apparent to those skilled
in the art. Therefore, unless such changes and
modifications depart from the scope of the present
invention, they should be construed as being included
therein.

20
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5 "data one block at a time in order from out51de the

6 encryption apparatus;

7 a selecting step for selecting either a first mode
8 or a second mode for a current block obtained in the block
9 obtaining step according to how many blocks have been

10 obtained;

11 a key generating step for generating

12 (1) a first group composed of a predetermined
13 number n of different subkeys when the first
14 mode is selected, and

15 (2) a second group composed of less than n
16 different subkeys when the second mode is

17 selected; and

18 an encrypting step for encrypting the current block

19 by subjecting the current block to n conversion processes
20 1in order, wherein

21 in the first mode, each of the nconversion processes
22 is associated with a different subkey in the first group
23 and is performed using the associated subkey, and

24 in the second mode, the n conversion processes are
25 associated with subkeys in the second group and are each

26 performed using the associated subkey.
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4 of blocks that have been obtained is equal to
5 a multiple of a predetermined wvalue, and
6 (1ii) the second mode for all other cases.

1 3. An encryption method according to Claim 1,

2 wherein the encryption apparatus includes an initial
3 value storing means for storing an initial wvalue,

4 the encrypting step encrypts the current block to
5 generate a ciphertext block having a predetermined length,
6 and

7 the key generating step generates the first group
8 using the initial value in the first mode and generates
9 the second group using the initial value and the ciphertext
10 block most recently generated by the encrypting step in

11 the second mode.

1 4. An encryption apparatus for encrypting plaintext data

[3~]

composed of a plurality of blocks, the encryption apparatus
3 comprising:

4 block obtaining means for obtaining the plaintext
5 data one block at a time in order from outside;

6 selecting means for selecting either a first mode or
7 a second mode for use with a current block obtained in the

8 Dblock obtaining means according to how many blocks have



10%08 () - sy10%0& ()-Y 10%0& () - #@O0%& ()-"a@ESH=! 10uu 10#10%%& ()-L@
10908 ()-sz10%0% ()-L10%0% ()-L 109%0% ()-1"109%% ()- Q dESH=! 10uu 10L%
10908 ()-L# 109%0% ()- !#109%0% ()- S 10%0% ()-L@0%% ()-L 1@9cune 002
Y7udESH=!  10uu 10° 96 10%08' () - Y4- #10% () - -

10908 () - 3+#10%0& ()-f)Z109%& ()- L' 109%% ()-3 C bCl 10uu 10

@O0% ()-& 109 ()-SY 109 ()-$@0%: ()- 100 100 100 8 10%%& ()-C }

I 2] dEbC

9 been obtained;

10 key generating means for generating

11 (1) a first group composed of a predetermined
12 number n of different subkeys when the first
13 mode is selected, and

14 (2) a second group composed of less than n
15 different subkeys when the second mode is

16 selected; and

17 encrypting means for encrypting the current block by

18 subjecting the current block to n conversion processes in
19 order, wherein

20 in the first mode, each of the nconversion processes
21 1s associated with a different subkey in the first group
22 and is performed using the associated subkey, and

23 in the second mode, the n conversion processes are
24 each associated with a subkey in the second group and are

25 each performed using the associated subkey.

1 5. A computer-readable storage medium storing an

2 encryption program for use by a computer that encrypts
3 plaintext data composed of a plurality of blocks,

4 the encryption program comprising:

5 a block obtaining step for obtaining the plaintext
6 data one block at a time in order from outside the

7 encryption apparatus;

8 a selecting step for selecting either a first mode

9 or a second mode for a current block obtained in the block
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27

obtaining step according to how many blocks have been
obtained;
a key generating step for generating
(1) a first group composed of a predetermined
number n of different subkeys when the first
mode 1is selected, and
(2) a second group composed of less than n
different subkeys when the second mode is
selected; and
an encrypting step for encrypting the current block
by subjecting the current block to n conversion processes
in order, wherein
in the first mode, each of the nconversion processes
is associated with a different subkey in the first group
and is performed using the associated subkey, and
in the second mode, the n conversion processes are
associated with subkeys in the second group and are each

performed using the associated subkey.

6. A decryption method for use by a decryption apparatus
that decrypts ciphertext data in ciphertext block units,
the decryption method comprising:

a block obtaining step for obtaining the ciphertext
data one ciphertext block at a time in order from outside
the decryption apparatus;

a selecting step for selecting either a first mode

or a second mode for use with a current ciphertext block

002
s6

10uu
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10 ciphertext blocks have been obtained;

11 a key generating step for generating

12 (1) a first group composed of a predetermined
13 number n of different subkeys when the first
14 mode 1s selected and

15 (2) a second group composed of less than n
16 different subkeys when the second mode is

17 selected; and

18 a decrypting step for decrypting the current

19 ciphertext block by subjecting the current ciphertext
20 Dblock to n conversion processes in order, wherein

21 in the first mode, each of the nconversion processes
22 1is associlated with a different subkey in the first group
23 and is performed using the associated subkey, and

24 in the second mode, the n conversion processes are
25 associated with subkeys in the second group and are each

26 performed using the associated subkey.

1 7. A decryption method according to Claim 6,

2 wherein the selecting step selects

3 (1) the first mode whenever a number of

4 ciphertext blocks that have been obtained is
5 given as a multiple of a predetermined value,
6 and

7 (2) the second mode for all other cases.
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()- 41111222224 CQley generating step generating the first group
5 using the initial value in the first mode and generating
6 the second group using the initial value and the ciphertext
7 Dblock obtained immediately before the current ciphertext

8 Dblock in the second mode.

1 9. A decryption apparatus that decrypts ciphertext data
2 in ciphertext block units, the decryption apparatus

3 comprising:

4 block obtaining means for obtaining the ciphertext
5 data one ciphertext block at a time in order from outside;
6 selecting means for selecting either a first mode or
7 a second mode for use with a current ciphertext block

8 obtained by the block obtaining means according to how many

9 ciphertext blocks have been obtained;

10 key generating means for generating

11 (1) a first group composed of a predetermined
12 number n of different subkeys when the first
13 mode 1s selected, and

14 (2) a second group composed of less than n
15 different subkeys when the second mode is

16 selected; and

17 decrypting means for decrypting the current

18 ciphertext block by subjecting the current ciphertext
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23 in the second mode, the n conversion processes are
24 associated with subkeys in the second group and are each

25 performed using the associated subkey.

1 10. A computer-readable storage medium storing a

2 decryption program for use by a computer that decrypts

3 ciphertext data in ciphertext block units,

4 the decryption program comprising:

5 a block obtaining step for obtaining the ciphertext
6 data one ciphertext block at a time in order from outside
7 the decryption apparatus;

8 a selecting step for selecting either a first mode
9 or a second mode for use with a current ciphertext block
10 obtained in the block obtaining step according to how many

11 ciphertext blocks have been obtained;

12 a key generating step for generating

13 (1) a first group composed of a predetermined
14 number n of different subkeys when the first
15 mode is selected and

16 (2) a second group composed of less than n
17 different subkeys when the second mode is

18 selected; and

19 a decrypting step for decrypting the current
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ciphertext block by subjecting the current ciphertext
block to n conversion processes in order, wherein

in the first mode, each of the n conversion processes
is associated with a different subkey in the first group
and is performed using the associated subkey, and

in the second mode, the n conversion processes are
associated with subkeys in the second group and are each

performed using the associated subkey.



