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RESOURCES BY VERI FYI NG CONDI TI ONS AND CONDI TI ONS FOR USE THEREW TH

COPYRI GHWRN@Zh@B7§ 0001] A portion of the disclosure of thipsTESI®ENM7SHOoCUneNt
contains material which is subject to copyright protection. The copyri ght
owner has no objection to the facsimle reproduction by anyone of the
patent docunent or the patent disclosure, as it appears in the Patent and
Trademark OFfice patent pfd t 8aYARD 18ger ves all
copyright rights whatso§§ ?M\H?lﬁgﬁ st 1 nportant

| ssues inpeding the wd dg .ﬂlé% ?'lﬂfr s (i.e.
docunents or other conte g U ), via electronic
nmeans, and the Internet in particular, is the current lack of ability to
enforce the intellectual property rights of content owners during the

di stribution and use of digitalCcoPYRGHENOTIGEtO resol ve this problem
have been ternmed "Intellectual Property R ghts Managenent” ("IPRM),
"Digital Ftb@?ﬂr]ty SibA JFenegRERBLre 6f BRRMAknt dbAiRbhEsdHains rRaRPRItY
Managenent™ ("1PM'), "R ghts Managenent” ("RM'), and "El ectronic Copyright
Managenmentwhich BECstibject ol ¢agyrighbprptedtion: rBak copyright Diwgier hiasRiogbljection
Managenent, ( " herein. There. are a nu r of issues to be ,considered in
o foct 1 ng 10 Benpes BfErePiast e sl &btk REfe SehtIoSanb e or e PNt
account i nggisgiayiiNtasaNthfpeRf) i ahe PR8hi BAd TriogbiairiS BiCé | sabhiOflle bi ght s
verification, rights enforcenment, and docunment protection issues should be
addr essed.regogls, pat etheswiseggeenves allsopyrigbtights whedsoryer. 5, 638, 443, and
5,629, 940, the disclosures of which are incorporate herein by reference,

di scl ose DRM systens addressing t ' [ 0003] For exanple, U S.
patent 5,634,012, discloses a sys é?nRgoI?éHg?nt rolling the distribution of

digital docunents. Each rendering device has a repository associ ated
t her ewi t h.[0808} ed€rex nofndike smipsbf impEatantt issasacimpeding the widespread

distribution of digital works (i.e. documents or other content in forms readable

by computers), via electronic means, and the Internet in particular, is the
current lack of ability to enforce the intellectual property rights of content
owners during the distribution and use of digital works. Efforts to resolve this
problem have been termed “Intellectual Property Rights Management’
(“IPRM"), “Digital Property Rights Management” (“DPRM”), ‘“Intellectual
Property Management” (“IPM”), “Rights Management” (“‘RM”), and “Electronic
Copyright Management” (“ECM”), collectively referred to as “Digital Rights
Management (DRM)" herein. There are a number of issues to be considered
in effecting a DRM System. For example, authentication, authorization,
accounting, payment and financial clearing, rights specification, rights
verification, rights enforcement, and document protection issues should be
addressed. U.S. patents 5,530,235, 5,634,012, 5,715,403, 5,638,443, and
5,629,940, the disclosures of which are incorporate herein by reference,

disclose DRM systems addressing these issues.

[0003] For example, U.S. patent 5,634,012, discloses a system for
controlling the distribution of digital documents. Each rendering device has a

repository associated therewith. A predetermined set of usage fransaction
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WO 02/101975 PCT/ US02/ 17753 steps define a protocol used by the
repositories for enforcing usage rights associated with a docunent. Usage
ri ghts peweiogtiomsrs h t he docunent content. The usage ri ghPeTApser117y3 vari ous
manners of use of the content such as, view ng only, use once,
distribution, and the like. Pre-conditions, such as paynent of a fee,
proof of identity or other conditions can be required prior to permtting

access t0 LRSCOHRNE pGESAUSER6F t%traﬁbgﬁoﬁb%a&ﬁ- EhBRdifg (328 rigthe
pre-conditions are satisfied accesS to the content is granted.” The concept

of conditi essdciatedesith agdogeinentndisagerrigids pessisionith dhe dppumeat comtenkl so.
For exanp It 1s kppwn to.grant access to wor Kk, . r eso on entry
of login hgﬁeu%ﬁ% ;5'&5&/\3%9”3?385%3 ‘m%nrl%ﬁc%gﬁg%foémdf%?%ﬁglssugﬁc sis a
foundat i Onvfe%né)@dfy,a@%e%ﬁceF@iﬁt?&itioﬁ?%d@%ﬂé]ﬁﬁéﬁWPre-éohd"l_ﬂbﬁ@,' such as

e

pre-condition, 1. a condition for granting access, defines a |ist of

aut hor i zedpaywsest af arfiee.wronf af iWentiyroratbeseondilipns cande eatdied i 0o a

gi ven reso " - | ti.an [ ] | r ce be
det tned aoBpnId BCERRCIo NSRBI Bfadhdd whin Ihé Thage g Co0RRE
"rol e- basethe pecemsditont s satf¥fied coedss tothe cantent sqyraatedef The dogeptr ul es
In a process known as "rul e-based" access control. Both t%ﬁes of e&g-
tmOf

condi ti ons0@19@“@5@?%‘5%‘&?3§si3dﬁe'hgﬂ‘é‘é’g IR GeCPeP cPntpl apRiications alsqe
resources oQhmbid §iSis MLWIELD r:é{/\??Hﬁ%é%%ﬁ%ﬁl@h&ﬁﬁée§thﬁte‘r'ﬁrg-ogglé)éme]

ConditionaF actess I's typica enente y nost systens a
aut hor i zat namepairat passwordwhi ch a principal (e.g., a person, a systemor a
process) is allowed access to a protected resource after certain conditions

are met afelod] veThd tetceptdvvBRYitichalEdcebMEATOWNIAIRMOBT batH dccstlssaspect  of
the invention is a nethod for managi ng use qof protect ed_retségurce_s within a

system of FeRERraEEDRIheysieMod BIesH Preacondiliihtiicng critdition fof JEaHING: ect ed
resource b WA o Lt ' ' i t ect ed
| sour o ansCedt, tBANEE A IKPEFaBBHEA HbbisCiong SAFON 81 tadidss s i
conti nue t oorditiess td agiyerotesouest. r Rmecorzhtions dssooikied wjthea gees condi ti ons
associated with the %ro(} Pfct ed resource and the, . . .

resource can be defined as resources associated with certain users. This is

known as “role-based” access control. Pre-conditions can also be defined by

rules in a process known as “rule-based” access control. Both types of pre-

conditions are expressed as an access control list, which is a set of resources

or rules defined in some language or data structure.

[0005] Conditional access is typically implemented by most systems as an
authorization process in which a principal (e.g., a person, a system or a
process) is allowed access to a protected resource after certain conditions are

met and/or verified.
SUMMARY OF THE INVENTION

[0006] A first aspect of the invention is a method for managing use of
protected resources within a system of resources. The method comprises
granting access to a protected resource by a principal when pre-conditions
associated with the protected resource and the principal are satisfied,
permitting the principal to continue to access the protected resource while
during-access conditions associated with the protected resource and the

principal are satisfied, and terminating access to the protected resource by
2



principal are satisfied, and term nating access to the protected resource
by 2 WD 02/101975 PCT/ US02/ 17753 the principal when a term nation event
occurs. TWe oeaowihati on event can be either the sati sfactPconset/1p6st
conditions distinct fromthe during-access conditions or a failure to
continue satisfaction of the during-access conditions. [0007] A second
aspect of the invention is a nethod for managi ng use of protected

resour ces méﬁviﬁaauwrﬁm&fmiﬁ é@@ﬁt-ocmgst.ﬂ?ﬁ@wmﬁﬁaw &68nt direp& i ng

pre-conditions at nust be satisfied to obtain access to a protected
resour ce, aithephesatisfagtion of pgstaearetitiorsodisiingt drosn theadurngacbessat i sfied to

Chactive. Gondnerng’ ST b Eoring SATadin OGP S BraAges tondiRs ° ' °
sati sfied; and render%’rﬂlg sai d protected resource g(gé{l ve and enfor ci ng said
during- act9Y]corpecRsasprs of theyinyestien ot Meihed irveanaghddise &t i ed.

[0008] A th4d-RFRESSHRES Wﬁ)irLB‘é%fé.n?Bf Pe%g%ré‘é%r.‘dfﬁé' %tﬁ&?%bﬁigfl@téign adapt ed

to associate a condition with a’protected resource to contr

prot ect ed prepsoingqreviontitiona thgismeast be satidieagoraptpincosese do egyotactes. The
specification conprjses a resaqurce designat.ion,indicating.the protected
Fesour e t IO AMSHEDRNEH ChENGECsErapaaHpRhine] mafhoe Shistan e

i ndi cat i ngca?ﬁﬁ@é HScRb 16 R8id prRIAUES PedburBe ! THRATSaili PrbteRtd® Pslolkéis a

met hod specification indicating a manner by which the value of the state
vari abl e cinactiee aiitfaicingisaidmpreeonditensentil BRICEpreoeadIiDPT loCAIsatisiiRdE DRAW NG

[ 0009] The _invention is descrjbed through a preferre odli t and the
attached dPa%iH ?W%\?ﬁ'@ﬁmtﬁﬁ ]esgpbc_e 3?&5"? 33"%?%8{8'@9 gg@éﬁ\?'ﬂ%] a conput er
ar chi t ect uggceifs ddiiitisreiehé® daidgirecstndiitns HaVebderFéatisfiedi s a schematic
illustration of the states of a conventional access control nodel; [0012]

gingb dif”n;f] t !fb(ﬁféje”% tfird Adpet bRtHPMVEAtiSR SESRBo®Epbtifictid 8d4ed to
associate a condition with a protected resource to control the protected
resource within a system for managing protected resources. The specification
comprises a resource designation indicating the protected resource that the
condition is associated with, a state variable indicating a status of the
resource with respect to the condition, a method specification indicating a
manner by which the value of the state variable can be obtained form a

device.

BRIEF DESCRIPTION OF THE DRAWING

[0009] The invention is described through a preferred embodiment and the

attached drawing in which:

[0010] Fig. 1 is a block diagram of a computer architecture of the preferred

embodiment;

[0011] Fig. 2 is a schematic illustration of the states of a conventional

access control model;

[0012] Fig. 3 is a schematic illustration of the states of the preferred

embodiment;



3 WO 02/101975 PCT/US02/17753 [0013] Fig. 4 is a flow chart of the

aut hori zation process of the preferred enbodinent; [0014] Fig. 5is a
schemat i cwplokusrati on of a condition of the preferred emo@diSownt’s3 and
[0015] Fig. 6 is a schematic illustration of a condition state of the
preferred enbodinent; DETAILED DESCRI PTION [ 0016] Different types of
resources require different types of conditions and different nechani sns

to protect optiginef 2:90221 Mnaut il ke ?‘lsf?*re ﬁtﬁfﬂérlf_%n B@esg%feﬂﬁ@eﬂe?é}?ed

conventi o ditions to 1'nclude con I ons oth protection and
conmi t nenterhbodliinesetpy obtain a flexi ble mechanismto express and enforce
such conditions. [0017] In the preferred enbodi nent conditions are part of

the entireooiif ecyig.e50k arsuenicit Nespatioesof dhichditkansf tthet prefsrded i ons
are not just evaluated prior to allow ng access, but are al so eval uated

during t heerabedimentc@Rdunpti on of the resource. Additionally, conditions
are associated with both the protected resource and the state of the

pr ot ect ed [0845Lr c &ig./B isoa iselemagtic dustration of aganditics stetesobthe: wefesred
protected reso ce pr ovi des content owners or service providers a flexible
way to pro?rgﬁ? &9 Mer ent types of resources. Resources can be digital

content, hardware, software ce, goods, services
(including web services), ti ﬁé@ﬁ\@@j %ﬁg@wﬂ?&it s or a license. [0018]
Usage rights, specify manners of use. For exanple, a manner of use can

i ncl ude t HOO03B] | i Bjfferent dpesPfireeqlrras AP RNt ieRes ¢frcondiiansi antd

e od of difiBFnt THEATERamd RFBRAELANE 110 B docl GRS blckbhs such as
distribution rights and can permt granting of usage rights to others or

t he deri vattendedthaisamentiogal mre-¢diillitjnsTthangiudé eonditiorstordbatbnt veri fi es

o el e SR, el o b B el SRR SR ™t o

and enforce such conditions.

[0017] In the preferred embodiment conditions are part of the entire
lifecycle of protected resources. This means that conditions are not just
evaluated prior to allowing access, but are also evaluated during the actual
consumption of the resource. Additionally, conditions are associated with both
the protected resource and the state of the protected resource. Associating
conditions with various states of a protected resource provides content
owners or service providers a flexible way to protect different types of
resources. Resources can be digital content, hardware, software programs,
memory space, goods, services (including web services), time, fees, usage

rights or a license.

[0018] Usage rights, specify manners of use. For example, a manner of
use can include the ability to use an item in a specified way for a specified
period of time. Further, usage rights can specify transfer rights, such as
distribution rights and can permit granting of usage rights to others or the
derivation of usage rights.

[0019] The preferred embodiment verifies and validates conditions prior,

during and after the usage or consumption of protected resources. Conditions

can be represented as a condition state so that the current state and history of
4



can be represented as a condition state so that the current state and

history of 4 WO 02/101975 PCT/ US02/ 17753 each condition can be | ogged and
| at er usewO 02%0m@r® vari abl es” track potentially dynam c ®cmdisv2/orss St ate
vari abl es are vari abl es having values that represent status of a resource
or other dynam c conditions. State variables can be tracked, and the val ue
of state variables can be used in a condition. For exanple, a usage right,

as a 1esougss, EMRIRA 1dah Be0igded WhAYIatePTISRRE anstafl GRidbldonsal be

that no o users are | ogge e network when the usage right is
exerci sed. pdtantl:hilysdwxaamm eonditiens.t [Satealaraliés tare varjapiep hawng \Etllaess

di cat t oth i di t
St o1 o0 Ul BRI Eh BaScah A oCleeR okl G Fordote, m SR

[0020] Fi oyarfaniéd Bah e &%cﬁédméﬂaefh@{’/élbbtcﬂ’céthlfeevéﬁalﬁléstd%ﬁﬁ Bé%fséﬂrlﬁ%
enmbodi ment. Conditions 80 are described in detail below and can be

pr epar ed vmndltpwrepﬁelaexamp@@l usegei right7as ageseurpeedanibehtherighdite vievbut or  of

party i SRt g8 EPHI RN FBR nodBnSh R e o dRRER 1 ndRNrE ™ o
grammar  swhén ake XisMgEMigiatnisbexdisiedd.t dnsthis ekampie)divhémnbe 8BludHonever
conditions 80 can be specified in any manner. A user operates within

client env@PRyRREAlE state lndﬁﬁtaarthﬁj ahelbusrIscaTedPIBeHhdn, Bevielitiensisciait ed
Wth the Lﬁﬁﬁg?rssé’cstﬁ%ra‘?‘gj fﬁ@l drf t'c%g r%%eS\H&\K} S0kl i%{t@%iﬂﬂ%d‘e or

ot her application I'n cllen envi ron ccess

resour ce( S00be "o ¢ Tl @lesCeBh A AERRIER ol P ARSI 4o,

a conput erelﬁBMdi@ﬁentn t(b@ndlﬂ@ﬁﬂgoetéreedi@wﬂib@ﬂnin duldil 5616w ang Uean Yo@spect s
of access to resource 100 and derived_resource 100a. In particul ar, access

manager 4oPreRared witbriareparasionmerniiggiien B9 associjethyvitinine distrdstaref an
oL et TR el SRR SRINE ot RARENE ot 6 ol BT )
i ncl udes twiBhfig toacynieoinpauEsst e, resesioes c suchrasadigitaldcoraont. c Anghiammar
val i dator éltfldh aRg (?'quLGrﬁ cnaannggeljseﬁztol sspercglaff/pc%%%%t%ns 80. However, conditions
80 can be specified in any manner. A user operates within client environment
30, including a computer or other device associated with the user. Software
application 20, such as a rendering engine or other application, can be
installed in client environment 30. Access manager 40 controls access 1o
protected resource(s) 100 and derived resource(s) 100a in the manner set

forth below.

[0021] Access manager 40, a computer device in the preferred
embodiment, addresses security aspects of access to resource 100 and
derived resource 100a. In particular, access manager 40 may authenticate
messages by verifying and validating signatures, such as a cryptographic
signature, or other identifying characteristics of the messages in a known
manner. Access manager 40 includes two primary components, resource
manager 42 and condition validator 44. Resource manager 42 is responsible
for resource registration, resource transformation, and resource termination.
“Transformation” refers to deriving derived resource 100a from resource 100.
For example, in the case where the resource is an encrypted file which

5



for resource registration, resource transformation, and resource
termnation. "Transformation" refers to deriving derived resource 100a
fromresowome/1®® For exanple, in the case where the re®ClUSe2/1EF5aAN
encrypted file which 5 WD 02/101975 PCT/ US02/ 17753 represents an inmage or
the like, the derived resources 100a could include the <clear inmage itself
and the address of the nenory that holds the inage. During resource

registrati %&réé%t%ﬁggﬁggd&ftﬁ%%ikgbme Baliksy ﬁé;%uw&g a5 cHEEAhEade e

resource repository resour cé manager , SO that any access to that
menory, i.eleadmageiiselband thead0®@ss of dine beenmorydkatiholds thedinegenDutingicki ng

k h t be i ted jint he. i h it
e L1 sokeEPabrG Pl Ao e T et andres ik Haids 7% MAGR R patbhy ser "
condi ti ons g R RRIRRoN26 GUFdsBliFce hitindgel 42N @osSihat &Ry 5808st i00that

validator 44 interacts With the resource “nmanager 46, as described in
great er det@niorgeli.ewderived orespurceddPDaegan d tracked1 dosaddihem traekia@ir r ent

system state is,no, | onger .val i condition vali r.44 S source
rnager - 42MBESUENEY Bt ek EEE hhEted Pt BB Fhedd o BE B5°0s
notify appirhélddd stargftimiBat the use of derived resources 100a is no | onger
all oned as described in greater detail below [0023] Access to protected

resource 1ffpdog bassitsh ¢ARRISE M indHtorsiibeSset oy RBitiBhs Eitinbhaged the ef erred
to as an access condition or "pre-condition.” However, by associating

condi t i onscwiremt siaterofitee sysies.1 Gonditignivadidatoattd interacts yotir the resoyrcet
becones possi bl e rQtect resourc 00 .at_.varj ous st S ur its life
cycl e. Resmﬂnggeﬁ%)g’ %a_ﬁe%%" Il ER ré&?%lr el% u@e&oqtéolgi%iﬁggeé%@g%ss, when
access is gpeat wherﬂﬂh!élmréﬁ%gé\@waiat@m\@fongesvund:,ec_olcﬁﬁxi@n@bndatcsrem the use
of resource 100. Conditions 80 that are associated with the entire

li fecycl e Hquests fesouEss managevdi tedelste (s disghiekalbinenderivasl rgsodrcegr ammar
st ochod SHRgaP LA BRieTRr 2P A Rty Bel R R e hoasis 1T The
[0024] To pngkealiowes asidescibéd ircgreditér duisil Belosan be inmposed on resource
[0023] Access to protected resource 100 is based on conditions 80. This
type of condition is referred to as an access condition or “pre-condition.”
However, by associating conditions with both resource 100 and the state of
resource 100, it becomes possible to protect resource 100 at various stages
during its life cycle. Resource 100 can be protected before a user is granted
access, when access is granted, during the actual use of resource 100 and
after the use of resource 100. Conditions 80 that are associated with the
entire lifecycle of the protected resource can be expressed by use of a
grammar including data structures, sets of rules or a language such as
XrML™_  The preferred embodiment uses of XrML™ as the language to

express conditions.

[0024] To protect resource 100, conditions 80 can be imposed on resource
100 itself, or any other resources — either tangible or intangible - including
those resources that make up any executing environments, such as a
appl\ication 20 of client environment 30, from which protected resource 100 is

accessed and used.



100 itself, or any other resources - either tangible or intangible -

i ncl uding those resources that nmake up any executing environnents, such as
a appli capioeno®@d of client environment 30, from which preceatSed117ésour ce
100 is accessed and used. 6 WD 02/101975 PCT/ US02/ 17753 [0025] Conditions
80 can be the identity of a user or a group of users who is/are granted
access as principals and who use protected resource 100. Exanples of
condi tion re(ﬁﬁ{d t ; qm@ge
Exanpl e As[egg? sses 'tcd(g]%ddbt ?ﬁ%ggg%ﬁ%@gg%@%ﬁﬁé; (%%e ﬁPcEf‘JSgé?MSé who is
gr ant ed t He/are giranteal ‘access’ ashgrinuipalscard whagiusal prodectedt reskme 1Bﬁok

Ex le B d d h |
o al | JoFUBRES: Hator s, Al e o oA dHPY SeaPERERdand! e, %ﬁﬁbﬁges
ar e grant qgnéﬁj & 8bnddhe PA | dprbssed ftc%ﬁﬁﬁﬁndbgééééteﬂoﬁ\ﬁth 4 Mrinc

Exampl e A ense> '<| nventor > < ItalWrk IicensePart| D="Xr Book />
<keyHol der‘Bdigeehwbpds tgrmnfte&dgarrlgm to <we élme mrqtscteglrdmtal centepHOKddy

| i censePart | DRef =" Edgar "4 > <view > <

i censeParé?‘% fEX%‘ﬁ/ﬁeBo%ke)f@esiﬁgr%n? '%Jﬁ' C@%sso&ate%xy%‘nl & BoUR| Plense>

<i nvent or ystirfeihdls ! aleoak péregnsettaitt FAl- \)ﬁd&:Bq{é("éa’tegory “ContentGuard
employee” who are granted the right to print the protected digital work “XrML

Book”.
Example A:
<license>
<inventory>
<digitalWork licensePartID="XrMLBook"/>
<keyHolder licensePartID="Edgar’/>
<finventory>
<grant>
<keyHolder licensePartiDRef="Edgar’/>
<view/>
<digitalWork licensePartiDRef="XrMLBook"/>
</grant>
<flicense>
Example B:
<license>
<inventory>
<digitalWork licensePartlD="XrMLBook"/>
</inventory>
<grant>
<forAll varName="ContentGuard Employee”/>
<principal varRef=" ContentGuard Employee”/>
<print/>
<digitalWork licensePartIDRef="XrMLBook”/>
</grant>
</license>

[0026] Conditions 80 can be conditions on principals who must possess
certain properties, such as a certain title, or rights, such as a security
clearance. Example C expresses the condition that principals must possess a

manager’s badge.



</inventory> <grant> <forAll varNanme="Content Guard Enpl oyee"/> <pri nci pal
var Ref =" Content Guard Enpl oyee"/> <print/> <digital Wrk
| i censePawOloRRef975 Xr MLBook"/ > </grant> </|icense> [0026pCCarsd2/1i7éhs 80
can be conditions on principals who nust possess certain properties, such
as a certain title, or rights, such as a security clearance. Exanple C
expresses the condition that principals nmust possess a nanager's badge. 7
WO 02/101975 PGH AISOR/ 7753 Exanple C <license> <inventory>
<di gi tal Work | iE]F‘c'éﬁg grtl D=" Xr M_.Book"/> <keyHol der |icensePart| D="Edgar"/>
</inventory> <gran > <f O€0A| | var Nanme="anyone"/> <pri nci pal
var Ref =" anyone"/ > <p'8¥§8 é‘gro ri{ /> adge> é;[/l | e ,yanagerdti tle>
</ badge> <view > <digital Ffﬂ'W?r _ﬁ'ﬁ?@ r¢ I&'«,{e C kPP/EE ok"/> </grant>
</1icense> <keyHolder licensePartiD="Edgar’/>
</inventory>
<grant>
<forAll varName="anyone”/>
<principal varRef="anyone"/>
<possessProperty/>
<badge>
<title>Manager</title>
</badge>
<view/>
<digitalWork licensePartiDRef="XrMLBook"/>
</grant>
</license>

[0027] Conditions 80 can be conditions on the time interval for access to
the protected item. Example D below expresses conditions that key holder
“Edgar”, as a principal, can view the content “XrML book” not before
05/29/2002 and not after 05/29/2003.

Example D:
<license>
<inventory>
<digitalWork licensePartiD="XrMLBook"/>
<keyHolder licensePartID="Edgar’/>
</inventory>
<grant>
<keyHolder licensePartiDRef="Edgar’/>
<view/>
<digitalWork licensePartlDRef="XrMLBook"/>
<validityinterval>
<notBefore>2002-05-29T00:00:00</notBefore>
<notAfter>2003-05-29T00:00:00</notAfter>
</validitylnterval>
</grant>
</license>

[0028] Conditions 80 can be related to the physical location of the principal
or resource used to access content. Example E below expresses the

condition that anyone currently in US can print the content “XrML Book”



[ 0027] Conditions 80 can be conditions on the tine interval for access to
the protected item Exanple D bel ow expresses conditions that key hol der
"Edgar", We /1prhci pal, can view the content "XrM. book" Pe@tusbriTse

05/ 29/ 2002 and not after 05/29/2003. Exanple D: <license> <inventory>
<digital Wrk |icensePartl| D="Xr M_.Book"/> <keyHol der |icensePart| D="Edgar"/>
</inventory> <g ra nt> <keyHol der I|icensePart|l DRef="Edgar"/> <view >
<digital Work Ii Egﬁﬁ@g%“ DRef =" Xr MLBook" /> <validitylnterval >

<not Bef or e>2002-05- 0: 00: 00</ not Bef or e>

<not Af t er >2003- 8lGe2BEB0: 00: 00</ not After> </validitylnterval > </ grant>
</license> [0028] Coximiventomg>80 can be related to the physical |ocation of

the principal or resourcedigitafiVork livenesBatix"XaiLBookipl e E bel ow
expresses the condi&}i@\ybr{t@%s anyone currently in US can print the content
"XrM. Book" 8 WO 02/ 2QAé> PCT/US02/ 17753 Exanple E: <license>

<inventory> <digital rk<+drﬁﬁ%ﬁﬁ’%%£%%h%5°°k"/ > </inventory> <grant>
<principal varRef="anyone"/>
<print/>
<digitalWork licensePartld="XrMLBook"/>
<territory>
<country>US</country>
<[territory>
</grant>
</license>

[0029] Conditions 80 can specify a fee that the principal must pay for
access. Example F below expresses the condition that anyone can print the
content “XrML book” upon payment of a fee of $3.10. Example G below
expresses the condition that anyone can print the content “XrML book” upon
payment of a fee of $3.10 for each print. Example H below expresses the
condition that anyone can view the content “XrML book upon payment of a fee

of $10.00 per hour of viewing time.

Example F:
<license>
<inventory>
<digitalWork licensePartID="XrMLBooKk”/>
</inventory>
<grant>
<forAll varName="anyone"/>
<principal varRef="anyone"/>
<print/>
<digitalWork licensePartld="XrMLBook"/>
<fee>
<paymentFiat>
<rate currency="USD">3.10</rate>
</paymmentFlat>
<{o>
<aba>
<institution>123456789></institution>
<account>987654321</account>
</aba>



<forAl'l varNanme="anyone"/> <principal varRef="anyone"/> <print/>
<di gital Wrk licensePartl| d="Xr ML.Book"/> <territory> <country>US</country>
</[territowgs2dégrant > </|icense> [0029] Conditions 80 camCIasoriysan fee
that the principal nust pay for access. Exanple F bel ow expresses the
condition that anyone can print the content "XrM book" upon payment of a
fee of $3.10. Exanple G bel ow expresses the condition that anyone can
print the content "XrM book" upgn paynent of a fee of $3.10 for each
print. Exanple H bel ow expresses the condition that anyone can view the
content "XrM book uppn Igtgy nt of a fee of $10.00 per hour of view ng
time. Exanmple F. <l &ALES < nvent ory> <di gital Wrk
| i censePart| D="XAIGEBRRK" /> </inventory> <grant> <forAl l
var Name="anyone"/> <princi pal varRef="anyone"/> <print/> <digital Wrk
| i censePart| d="Kxsmpie:/ > <fee> <paymentFlat> <rate
currency="USD' >3lidehsePat e> </ payment Fl at > <t o>
<inventory>
<digitalWork licensePartiD="XrMLBook"/>
</inventory>
<grant>
<forAll varName="anyone’/>
<principal varRef="anyone"/>

<print/>
<digitalWork licensePartIDRef="XrMLBook"/>
<fee>
<paymentPerUse>
<rate currency="USD">3.10</rate>
_ </paymentPerUse>
</fee>
</grant>
</license>
Example H:
<license>
<inventory>
<digitalWork licensePartID="XrMLBook"/>
</inventory>
<grant>

<forAll varName="anyone”/>
<principal varRef="anyone"/>
<view/>
<digitalWork licensePartlDRef="XrMLBook"/>
<fee>
<paymentMetered>
<rate currency="USD">10.00</rate>
<per>PT1H</per>
<phase>PT10M</phase>
</paymementMetered>
<to>
<aba>
<institution>123456789></institution>
<account>987654321</account>
</aba>
</to>
</fee>
</grant>
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<aba> <institution> 1 23456789></institution> <account>987654321
</account> </aba> 9 WD 02/101975 PCT/ US02/ 17753 </to> </fee> </grant>
</licensewOooBiemdpd e G <license> <inventory> <digital WPKT/US02/17753

| i censePart| D="Xr MLBook"/> </inventory> <grant> <forAll

var Name="anyone"/> <princi pal varRef="anyone"/> <print/> <digital Wrk

| i censePart| DRef =" Xr MLBook"/ > <fee> <paynent PerUse> <rate
currency="USD"'>3y.1l0siLate> </ paynent PerUse> </fee> </grant> </license>
Exanmple H  <license> <inventory> <digitalWrk |icensePartl| D="Xr M.Book"/ >

[0030] Example | below expresses the condition that anyone can print the
content but the exercise of the print right will be tracked by a tracking service

before printing.

Example |
<license>
<inventory>
<digitalWork licensePartID="XrMLBook"/>
<keyHolder licensePartlD="Edgar"/>
<finventory>
<grant>
<forAll varName="anyone”/>
<principal varRef="anyone’/>
<print/>
<digitalWork licensePartiIDRef="XrMLBook"/>
<trackReport>
<stateReference>
<uddi>
<serviceKey>
<uuid>...</uuid>
</serviceKey>
</uddi>
<serviceParam>
</serviceParam>
</stateReference>
</trackReport>
</grant>
</license>

[0031] Conditions 80 may also be conditions on the system in which
resource 100 is consumed. For example, condition 80 may require that the
system has an authorized security mechanism or other specific hardware or
software, or only a specific maximum number of users are logged on.

[0032] Conditions 80 can specify the repository or other device in which
resource 100, such as content, resides. Conditions 80 can relate to the
approval notice that the principal must obtain before using the protected
resources 100. Conditions 80 can require notification before or after using
resource 100. Conditions 80 can specify the previous rights related to the

11



</inventory> <grant> <forAll varNane="anyone"/> <princi pal

var Ref ="anyone"/> <view > <digital Wrk |icensePart| DRef="Xr M.Book" />

<f ee> <payomtddrered> <rate currency="USD'>10. 00<I r at e>PCIASOZPTF3 H</ per >
<phase>PT10M</ phase> </paynenent Metered> <to> <aba> <institution>
123456789></instituti on> <account>987654321 </account> </aba> </to>
</fee> </grant> 10 WD 02/101975 PCT/ US02/ 17753 </license> [0030] Exanple I

bel ow expr tant ent but the
exerci se Jﬁ%?%e%?‘?sn@ﬁrelg&pp%\}mqttwreg{ﬂ%s gaﬁdmbhtgraagc%n%gg@%w ce before
printing. ifmposeden otherlconditisrs 80sunh ezt foow to wdrifyid abnlitién.

| i censePart| D="Xr ML.Book"/ > <keyHol der |icensePart| D="Edgar"/>

[0033] Of course, conditions 80 are not limited to the above examples, but
can be any restriction, obligation or requirement that is associated with
protected resource 100 as pre-conditions, during-access conditions and post-
conditions. Also, even though the examples above are expressed using
XrML™ conditions are not limited to or by XrML and can be expressed in any

manner.

[0034] Fig. 5 schematically illustrates condition 80 in accordance with the
preferred embodiment. Condition 80 includes resource designation 42 which
can be expressed either implicitly or explicitly. For example, in Example A
above, resource designation 42 is indicated by the attribute “licensePartiD” of
the “digitalWork” elements . Condition 80 also includes state variables 44,
and method specification 46 indicating how values of state variables 44 can
be obtained. Method specification 46 can include the location(s) where
values of state variables 44 are stored (such as a remote server that manages
a condition), the communication protocol to communicate with the server
where the condition is managed, and any parameters needed to obtain the
value (such as service parameters, etc). Alternatively, the method can be

hard-coded in the system and method specification 46 can be omitted.

[0035] As noted above, state variables 44 represent the status of
condition 80. The collection of all state variables 44 for a given right is
referred to herein and a “state of rights”. Each state variable 44 has a
corresponding value at any moment in time for the principal, right, and
resource. The collection of all state variables 44 of a condition 80 is referred
to simply as a “condition state” herein. Fig. 6 illustrates condition state 50
which includes condition 80, and current values 52 for state variables 44 of
condition 80. Method specification 56 indicates the method used to obtain
current values 52 of state variables 44, including potentially a source from
which the value is obtained, the digital signature of a credential, the session
[D of the request and any other appropriate information. Note that method

12



</inventory> <grant> <forAll varNane="anyone"/> <princi pal

var Ref ="anyone"/> <print/> <digital Wrk |icenseParti DRef ="Xr M_.Book"/ >

<t r ackRep®0t02/16978t eRef erence> <uddi > <servi ceKey> <uuiPd¥/usoziues d>

</ servi ceKey> </uddi> <serviceParanr </serviceParant </stateReference>
</trackReport> </grant> </l|icense> [0031] Conditions 80 may al so be
conditions on the systemin which resource 100 is consuned. For exanpl e,

condi tion ] : ' : ' it
rochani om SreATRLbABE 4 blRonbhered Ieth ABRARNIA A YpeERafET D, 1Y
nmaxi mim nuginetawimerelsise areitbatigadhereof. HOGEREr, Gosdimd casesihathod speci fy

the repository_ or, other device, i i ch e 00,,. tent,
A R R T Loy
pr i nci pal %ﬁo&%ﬁé’c%iﬁbd%ﬁ%&@bﬁ%é@’ge%fé&%?h%@inrc%ﬁelﬂibﬁ%.loo- Condi ti ons
80 can require noti be

_ I'cation before or""after using resource 100. Conditions
ety Usoz) 107a81 ' pEE Kafitioh kb0 B RbReshh b el ¥l B 177 ons s0
can al so bsimplifies the process of verifying conditions 80 because all the information

needed to verify condition 80 is readily accessible. Condition state 50 is
constructed and then used whenever the corresponding condition 80 is
evaluated and verified. Each condition state 50 can contain all information
needed to verify values 52 of state variables 44. A collection of condition
states 50 for a given right associated with an authenticated principal and

protected resource 100 is referred to as a “system state” herein.

[0037] An authenticated principal is a user that has been processed by a
system which validates the authenticity of that user, for example when a user
successfully logs-in with a user name and a password, the user becomes an
authenticated principal or just “principal”’. Using the “system state” concept,
condition 80 for a given set of rights is defined as a set of required system
states under which a principal is allowed to access to protected resource 100.
When an authenticated principal wishes to access protected resource 100,

the system state changes from an “original state” to an “authorized state”.

[0038] Once the system is in an authorized state the principal is then able
to access the protected resource 100 for an authorized operation. In many
cases, it is not the authenticated principal itself that actually accesses
protected resource 100. For example, the access can be delegated to
another authenticated principal such as a rendering application, service, or
the like. While protected resource 100 is being accessed and consumed, the
set of pre- access conditions 80 for granting the initial access may no longer
be applicable for authorizing continued access. Also, consuming protected
resource 100 may transform the resource into a set of temporary, .i.e.,
derived, resources 100a from which the access conditions 80 imposed on the

original resources are also not applicable. In order to protect resource 100
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| nposed on other conditions 80 such as howto verify a condition. [0033] O
course, conditions 80 are not limted to the above exanples, but can be
any restrwotom9o7obl i gati on or requirenent that is associ CedSOR/11753
protected resource 100 as pre-conditions, during-access conditions and
post- conditions. Also, even though the exanpl es above are expressed using
XrM.TM conditions are not limted to or by XrM. and can be expressed in any

manner. [ 00ddks Hefived raddIfEBS 4B While!the? bdbsihg @ALLELE InBDréfraecor dance

with the prererred e es resou esi gnation
42 whi ch emhodm@ﬁpjmszedometméor authbiizationyaret pmtepd:tlcm called ‘Earingxanpl e, in

Exarrpl e A above, sour, signatjon.4 dicated by the attribute

"| i censePafP¢795® QS’I“ Wg\'%l a‘? begén é?@ﬁtb?? OWondi ti on 80 al so incl udes
state variabl es 44, and met hod S%I fication 46 indi cat| ng how val ues of
state vari 9383 44n ggonvestionelsystem, 1gspH@s e PNEATIIWA Sise8ads ncl ude

the | ocati mgéﬁ%tﬁﬁﬁﬁ@ Q’f%vﬁié??régou | Oniéqh?ﬁtwee%élg %t A r{agauch as a

renote serv iages con ¢onmhi cat on p Gtocol to
conmmuni cat gtate 102 uhtl ;sremm‘rdltlcvmeam sdiisfiednat thaitime resoaged|0tand any

t ded t bt th I t
At ornat | VBPGAMERECHA ABA thaAVEe FEPE EBdNe T Rrer Sy TP et fod
speci fi cat jap AR c?cﬁﬂro@?:v@co nsgﬁ%ei %Eﬂef@ﬁe@@h%ﬂneﬁﬁdemﬁ fvo/ari abl es 44

represent the status o tion . The collection of all state
vari abl es addlﬂomalest@esen addiion tosther“@ﬂg;nalaiaﬂeiiandr“euthoaﬁadﬁtatef af\e of

ht t. h I t o
e for tRaSEmeadh - itphe the 15 f ackabE BTBAIAEE ¥ eudiee oo Ma Metate |
vari abl es 4gktoin s%aféqnmdhan@eaﬂrdu@rfméer@ncﬁmng@taﬁegpéwglaél gtatecoomi ti on state”
herein. Fig. 6 illustrates condition state h includes condition 80,

and cur r enautharized stie fl¢, usage stade 186 1asd end gate 1@dGansiitions. 80veamod
speci fi cat | s 52 of
srate vari Berelnel o BBHESAE HBE LIRT bETGEN ST E Houl s B he el rEe
obt ai ned, pheortirgiet withiaitee sbHiestate. aAs hetteatbovad with h@sp@ﬁi@ CFrig 1| D of the
request and an%/ ot her appropriate information. Note that 6.2

conditions 80 can be defined and prepared using preparation ap catlon 7

including any necessary user interface and editing capabilities. Conditions 80

that need to be satisfied to enter the Authorized State are called “pre-

conditions”. Conditions 80 that need to be satisfied during the use of resource

100 are called “during-access conditions” and conditions 80 that are required

at the end of the use are called “post-conditions”. Condition validator 44 can

invoke the requisite conditions 80 for each state.

[0040] During-access conditions are conditions 80 that are transferred
from the original resource 100 to itself and any of derived resources 100a
while they are being accessed and consumed by an authenticated principal.
For example, if resource 100 is a document which is displayed on a screen of
client environment 30 during the authorized operation “view,” then derived
resources 100a may include the memory that contains the data from the
document, the presentation format of the document, and the displayed
windows respectively. Derived resources 100a will all be protected by the set
of during-access conditions. In other words, the principal will only have
access to derived resources 100a as long as the during-access conditions are
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WO 02/ 101975 PCT/ US02/ 17753 specification 56 can be consi dered redundant
with nmethod specification 46 and can nerely be a reiteration thereof.
However, wWo 0goom7tases, nethod specification 56, used toPagtusat/iysdbt ain
val ues 52, can be different than nethod specification 46, which is
suggested for use in condition 80. [0036] Using condition state 50 to
represent condition 80 for aright sinplifies the process of verifying

condi tions C Wyt ' ' ktion 80 is
readily acgétgssﬁégr Wé#?%%ﬁzds@éﬁ%ﬁb d%@ﬁ%ﬁ&u@% es aér;I e% enc%sed

whenever t bthereondibipos80ng condition 80 is evaluated and verified. Each
condition state 50 can contain all information needed to verify values 52

of state VRO esArttherexdhpleds wherefancpplicificn) sushatses applidations2@j ven
right associated with an authenticated princi and protected resource

I
100 is ref 6F PR@ruserreayests @ Sefvies Hiadis ﬁ@f@ﬁﬁt%%[régevqceAwaLme@ﬂhﬁcat ed
s et . e
Phe aut nenf St} Riutbdfized e SBplcAREP BogiotthbaicR Bl 8 1E) | U2 ©°

suctessful ly
| ogs-i n w thnsiderserasaderiasd resquass andds stiiectesdo the setrofdaring-aatéssnt i cat ed

B0 fora gbuahitigas wBe fie Rewideshat geatsd oG po e Futiaibt em st at oo
under whi cB,aiR[dusf @ftlndeSthd!dyRaf stfte MRGRHR deRivRHIEE6MHREs 8 Pvr ce 100.

When an aut%entlcate principal w shes to access protected resource 100,
t he syst enloiger asethanthessystem siate’ be¢amesaunauthodzed.oOmee thatreguesied st at e” .

[ 0038] Once_t he. systemi ,n_.an aut horized siate.lthe ri.nci,pal i s then able
to access PH@raS'PBt'%E‘P@B e?‘%g’o‘ﬂ 'E%f@f?thrry A VOlYiAGY; 2 ﬁegggﬁg?ﬁ%ﬁ_ceﬁn nany
cases, it kg0ARtotbBRJBY Nd-8868H ®ridtidrkadreidesstbll (bhalsaBRidyahbthaccesses

protected resource 100.” For 'exanple, the access can be del egated to

anot her ausysiam sfatecid then tranptarresliotthadingl statadey theyselpyfi nasitaiceass ser vi ce,
or the Iikg iﬁm%e protected resource 100 is being accessed and consuned,
the set of 'Bq - dccess conditions 80 for granting the initial access may

AEA AT L e MR R s
oln e dep} R ndtRRAHES EPhIRDeordifERIWits Binthén gt SBte aRNBAIdPNS 80 i nposed

“stateless conditions”, while conditions that change after or during the use of

the resource are called “stateful conditions”. Pre-conditions 80 are usually

stateless conditions 80 and are used to control the access to the protected

document. During-access conditions and post-conditions are usually stateful

conditions 80. They are used to control the lifetime of protected resource 100.

(For example, protected resource 100 can no longer be accessed once a

specific number of users logged into a network has been exceeded.) With

these expanded types of conditions 80 associated with different stages of

protected resource 100, the preferred embodiment provides a mechanism to

authorize the use of protected resource 100 and to protect and track resource

100 while it is being used.

[0043] As illustrated in Fig. 3 and with reference to elements of Fig. 1, a
system in accordance with the preferred embodiment progresses through
three stages. Access Authorization stage 302 is a stage in which access
manager 40 authorizes an authenticated principal to access protected
resource 100 for an authorized operation through verifying that pre-conditions
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original resources are also not applicable. In order to protect resource
100 13 WO 02/101975 PCT/ US02/17753 and its derived resources 100a while
t hey are weimmgorctessed, the preferred enbodi ment uses aPcorusep1778or
aut hori zation and protection called "during- access conditions” which is
described in detail below [0039] In a conventional system resources are
in one of two states. As illustrated in Fig. 2, when resource 100 is

i nactive, | Sini I~ | kiions are
St o1 o, SRCTRTREY Rebol e o AbF 0L 108 Hd D MRENREESE Sl e et er s
t he aut horiaeadger 4@ ptoteetsseadercdCD0 dind its derieed eesooncasol 0@ whiledseyir ces,

the preferred enbodi nent defines two  additional states in addition to the
"ori gi nal %rtei?%ngéﬂﬁﬁ‘q%&)’teﬁ m&gzﬁtéh%ndéﬂngﬁceﬁ P%‘ﬁ'ﬁ%%@mﬁ"ﬁgg. 3, during
t he use or 89S : hesk \ ; e will change
t hr ough thseﬁﬁﬁﬁbvﬁ%afs@{afﬁs: Jgﬁgﬁgﬁ%ﬁgg §1t%§e .rﬁ\gﬁ%ﬁ%@;@g state 104,

usage st atmahagen#d tarminateatiee U68 of Gootdctedomso@Teclil) anddddyeédhed, for each
state, that nust bﬁ}dmft i n.order Eﬁ% nmove to tthe next state or continue

wi thi n t he"SSRHEPS: at'é. 'Oh8 6L OBR" ignwhign PRYFELCESY 8°&fj®.°n§,arepondi tions 80
can be defidinfledti duFingaicedss sbnditions BiHatvise catRR Beig satfisfidd. | ncl udi ng any
necessary user interface and editing capabilities. Conditions 80 that need

to be Satiﬁ)fggafh; Pn %ﬁéivé%@u%ﬁ@’i@ ARt l@téﬁcés%,bls%?awéffo@witions"-

Condi ti ons t need to be satisfied during the use of resource 100 are
cal | ed " dusamegresawss 100nthiet pastsonditdnceandbe trensarge astthe pieeondiiginr ed  at

th d of | | ed "post-condi.tjons". diti idator 44
nvoke t neotBE et clE o fpiebAca8E: » SERCENS BRmmete! GanbE YSH et eae
condi ti 0nStogsr@véﬁﬂﬁﬁﬁi%@mp%qubh@@s.aF@r bxanplecd tif-dépeHidnt eopditioh ol

resource 100 to itself and any of derived resources 100a while they are

bei ng acceaseddiding nediedredinyosad byienexierpat erdityrsuehi gaahumapor exanple, if
resource ]139%3 @qdocunent which is displayed on a screen of client
envi ronmen o r]'ng t he aut horized operation "view," then derived

esour oes AR ckBE ot R SR Rl RS P lE ER AE e
to access protected resource 100 for an authorized operation. Fig. 4
illustrates an access authorization procedure in accordance with the preferred
embodiment which includes collecting the current system state based on the
list of conditions 80 associated with the authenticated principal, operation, and
protected resource 100 in step 400. Each state condition 50 can be obtained
either from the local system or remote system, from a device, an application,
a repository or a service by access manager 40. The result of step 400 is the
original state. In step 402, current values 52 of each state variable 44 in the
pre-conditions are collected by access manager 40. Current values 52 can be
assembled into a record, an XML document for example. Information used to
construct the record can be authenticated (for example, authentication of the
principal or the resource 100). In step 404, the pre-conditions are evaluated,
i.e., enforced, against the record. For example, the information stored in the
record, which contains current value 52 for each state variable 44 of the pre-
conditions, can be accepted and/or subjected to various processing, such as

verifying a signature of the record or reevaluating all pre-condition values. If
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w ndows respectively. Derived resources 100a will all be protected by the
set of during-access conditions. In other words, the principal will only
have accweynoderi ved resources 100a as | ong as the dur PEFASOTETS3
conditions are 14 WD 02/101975 PCT/ US02/ 17753 satisfied. During-access
conditions can be defined in the same manner as other conditions 80.

[ 0041] Another exanple is where an application, such as a application 20,

or other usgfordetAGIRSE SudcSERfVI RRBOLRRS 106 addrinyidsived reesoreesel 0020. Once the
request is authorized, the application that executes the service may be

consi der ederier thejavihpeged stadeiintsteatPl.s subjected to the set of
during-access conditions while the service is being executed.

CI?ur | ngaaccﬁwé%ond?epemmg ?@ﬂl& meded yS@%QEg@ndﬁi@ns@ﬁdaﬂréﬁdﬂe until the
naut hor | SBaERE A% el Suarsatitahs thRlIe 8 DR b BB R Beandat or y

or vol unt agpksifiedlas “d6iuhieeg drepmidasry” 1A Prodtsettnat fstdpys thy Valgegotess
conditions are deleted (or disabled) and system state is then

t
t r ansf er r elierHatenarigbies 44 stared lythenecodd dﬁguﬁ‘iﬁi abevesisscalledrii t i ons.
0042] Congjt.i » ' f.
or may ot ORES Madish el sfEhTthel dfaafud hBGE TaeRis Balicd AL C° ™

" st at el ess"mandhtorydpsdcesshilh@ mandatorp psoddsatproteategkreablece $00 dadiallg t he,
use of the resource are c@led "g,tatt)eful condi tions". Pre- %onditions 80
are usual | s defvadresoureasntiqa airdigablgd fs5eon2any 60pdiieP 0. t he access to

the proteg i TESHditidRY, ogngs €OREitibhe BF pa&e fiofQR@nhbpns are
usual |y st@t%@l bﬁﬁ%q{w%b@gp&%ﬁc%%%m ulsleg topgﬁ%ﬁgﬁ tr%(e? I Peti ne of
prot ect ed besatisfiae. 10bhen résources 40P! @, degrivetigeseurces d 60acare tigahledh (010 | onger
be accessed once.a .ageci I'f I C. ngﬂ)‘?er Olf useral Ito%ged i ntog at8 etwor k has been
exceeded. ) PSFATRE I\pl SeRlisaiigB L s eslopgStafigite ForesBaraled i"GPRY i t h
di fferent $6@IRPaYoluntiifREESS, apphttitich OB ndtiiRdnf Sheesrgitisntzedi ment
provides a mechanismto” ‘authorize the use of protect’ed resource 100 and to
protect ancanndide salisfied epd begomasi invalid. Applisaiiony20 dethen responsible

for disabling protected resource 100 and derived resources 100a . The

decision on whether to disable could be done automatically or with human

intervention. Enforcement step 404 will change the system from its original

state to either an authorized state (step 406) or a rejected state (step 404). in

an authorized state, protected resource 100 is released to either the

requested principal or its delegated principal and during conditions begin to be

enforced. Note that during access conditions can be distinct from pre-

conditions to provide flexible control of resources 100.

'[0047] As noted above, resource protection protects both the initial
protected resource 100 and its derived resources, 100a by enforcing the set
of during-access conditions. The authorized state returned from the access
authorization state contains the list of during-access conditions to be enforced
during the authorized operation. In a mandatory system all derived resources
100a can be registered with resource repository 46 of resource manager 42
when derived resources 100a are generated and used. If any during-access
condition becomes invalid resource manager 42 will disable access to
protected resource 100 and derived resources 100a by application 20.
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[0043] As illustrated in Fig. 3 and with reference to elenents of Fig. 1, a
systemin accordance with the preferred enbodi nent progresses through

t hree st ayov2/1#vcess Aut hori zation stage 302 is a stage i RCERISON1ASEESS
manager 40 aut horizes an authenticated principal to access protected
resource 100 for an authorized operation through verifying that
pre-conditions 15 WO 02/ 101975 PCT/ US02/ 17753 are satisfied. Resource

protectio ,. » otects
resource mﬁgﬂd fﬁ?%tﬁ ?Q/edél‘g%ss’g%mce&%g%ﬁéltrgaﬂﬁ%%%@gq gl ng used by
verifyi ng trécking bbjad:ursucg-amqmlmﬁldnlbns ineeméchindo dedved fésalirc@per at i on
termnatio S a stage.,in which acces r 40 term nates the
use of pro{@ a‘g“?% qet’sguw Firaiop; ancytran 9%@%&%3”?@? a given

oper ati on heing BHH@I%%%&eQQiWhE'@Qéur%b%ro%hbﬁQ:bﬁﬁ)o%bnﬁulrﬁé“ﬂséﬁfbhsS

condi ti ons otherw se cease bei ng satli sfied I'n recursive situations,
i n whi ch nmbtk parebade eforpatidransparent tbdhetap@w%tmethabsme@eeat}m t he

e & castortbdBRolfea (e adie bV el St BE AR weltorT oo cvent. "

infinite |\aontry bpdtepizs. For exanple a time-dependent condition or a
condition nodified or inposed by an external entity, such as human

i nterventi [0049] [ OWt)eﬁﬁm%ﬁén %‘thoédtﬁé‘ﬁiéwod%rﬁﬂéﬁ eRBcdtds *i!ﬁé'%é?@f (565t
princi pal |ght to access protected resource 100 for an authorized

oper at i on. cdFiditions (iff anyuarerpreeentin Execeling postrenmditinisqrerpranestivir e i n
accordance_ wi th the r.ed lch i cI udes col lecting the
current sydtaias e S Sl aniTeds TR Mt Saithat e AR s T8 Lot lreBY Wit
the aut hemo@.atsbxampIE) iPa gospmﬁ@ﬁmmsth@rvémd@vraotaﬁ@é@@srt@swr@@uk@@ in step
400. Each state condition 50 can be obtained either fromthe |ocal system

or renote R abalan esaicisedivit bas beendpprhediwhen thedimiéoraached toe a servi ce
by access TARRET 191s BTl E SRR IR ot ot o 11

step 402, ues eac evarla
pre- condi t preventy #coesk) e:qi@dtldiryteﬂtﬂm&)mm@eludéGes&meetetmmltmas 52 can be

assenbled into a record, an XM. docunent r.exanple. Information used to
Resource manager 42 can delete (disable) c?erlved resources 100a wken r‘h
operation is being terminated, whether or not the operation is forced to
terminate, or the application is voluntarily terminating the operation. Deletion
(or disabling) of derived resource 100a is important in the process of
protection of resource 100. Condition validator 44 commits the use of
protected resource 100 and enforce the set of post-conditions. Condition
validator 44 will invalidate (disable) protected resource 100 if resource 100

becomes invalid as a result of the change in the system state.

[0050] The preferred embodiment can utilize various devices, such as a
personal computers, servers, workstations, PDA’s, thin clients and the like.
For example, the client environment can be a handheld device such as a
mobile phone or a PDA. Various channels for communication can be used.
Further, the various functions can be integrated in one device. The disclosed
functional devices and modules are segregated by function for clarity.
However, the various functions can be combined or segregated as hardware
and/or software modules and devices in any manner. The various functions

modules and devices have utility separately or in combination.
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construct the record can be authenticated (for exanple, authentication of
the principal or the resource 100). Instep 404, the pre-conditions are
eval uat edwO oe/1@1975 enf or ced, agai nst the record. For exanplP€T/ush®17753
information stored in the record, which contains current value 52 for each
state variable 44 of the pre- conditions, can be accepted and/or subjected
to various processing, such as verifying a signature of the record or
reeval uat i I - it al 7753
enforcenedpgpiisugggggﬁﬁﬁ%'%gggﬁ¥ce %88bgh%@2ﬁ§h%§@§ ed @%iﬁﬁ%%§2&@%0a
enter the atdtoredzanh ghat same dédpe 406.01 GiHGEnDafevintisng Wariohe linkshod used
by condition validator. .42 .n valjidating the set of pre-aggess conditions,
the aut hor'?e?%{ﬁpﬁﬁs’p?‘??&g?@t'e% a[%J th@ﬁ@i‘?ﬁ%ﬁ %uﬁ%é t%@?%ﬁ%tﬁf}ﬁe femﬁxa dat ory" .
A process AQRssAES edyS tfdee of dbEEErRl cah e oMtRII¥A! | ARlemecthahisph e@ri n the
record di scussed above 1s called a "voluntary" procesS and a systemthat
chal | engestradking valuesa state vatibblésaan"beused.or y" process. In a mandatory
process protected resource 100 and all its derived resources 100a are

di sabl ed af9052pn Thesinyentiomdids bee®bescribed thdough ppeefemedi émbodiment

duri ng-access condjtions or post-conditions, cannot e satisfied. Wen
resou?ces g eﬁ?mﬂlﬁ%- \)gﬂw? oViRliQs H9Lficatiang can hedya %P"”t%BH one invalid)

appl i cat i ofpZihg fidtn Gt the it eHiDRTS REMes B APetidetlait®d. | na

vol untary process, application 20 is notified if "any condition 80 cannot
be sati sfiand gh! bgoivatents.nval i d. Application 20 is then responsible for
di sabling protected resource 100 and derived resources 100a . The decision
on whether to disable could be done automatically or with human
intervention. Enforcenment step 404 will change the systemfromits original
state to either an authorized state (step 406) or a rejected state (step
404). In an authorized state, protected resource 100 is released to either
the requested principal or its delegated principal and during conditions
begin to be enforced. Note that during access conditions can be distinct
frompre- conditions to provide flexible control of resources 100. [0047]
As not ed above, resource protection protects both the initial
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protected resource 100 and its derived resources, 100a by enforcing the set
of during-access conditions. The authorized state returned fromthe access
aut hori zawpDo/1edat e contains the |list of during-access comdirtisons’7sd be
enforced during the authorized operation. In a mandatory system al |
derived resources 100a can be registered with resource repository 46 of
resource nmanager 42 when derived resources 100a are generated and used. |f
any durin SSa dition beconmes invalid resource manager 42 will

di sabl e agygéggtcgamgéragt ected resource 100 and derived resources 100a by

Syotems, for om0 o pitpbing age BERRO e esols wilncy WRightBEC

speci al maeko@icekDsaidmétheaicoltprisitigy derived resource 100a during the
resource registration and transformation. This enables tracking of the

resources by thgahf8QUictesB 18t BChtRBcteaMRAMRAte bY@ bAREIHEl AtherTRIrk- can be
in a format transparent to the application that processes the derived

resour ce 1@0ditionsacissagategs véths tharproteded hwsoreaed &ndr Yherpringipalnfeg y
syst ens. [ngag4]9% The term nation of an authorized operation executes the set
of post (1K ﬁj’ons (if any are present). Executing post-conditions

tl h th tem St at d fects t t t f
Becess 1o 1 esolitngaeraIaRarg) Soiiona, B6row0 it PR TR dhoval of

access 10 \Lhe §6HUEESess'UhdRidra asidcRiEd WithahbipibfectidSrddeared aaghRd, when
the limt Is reached the resource 100 is deleted or sonme other action is

t aken whi aprindipad taressasisfieghr said siusingeaneess aopditionisdreing distingt ifiom s&id i ncl ude
resource term n(a.lhi o[ esour ce manager 42 can delete (disable) derived
resour ces WEBRAHHBIS operation is being term nated, whether or not the

operation is forced to term nat or, the application is.vaoluntaril
terninating théeﬂ'ﬁ. |pgcﬁp_c95%E%ttﬁgrpro’r@&?echfg%rp%éy He Wéﬁ"?"?/%dwﬁgg rce
100a is i nafhfafbni BvERE RICORESSall tehifbASH | BVl CHRTMITS ifer Grndi tion
val i dator44 commts the use of protected resource 100 and enforce the set

of post - csadisfaatins. of Qmsticonditiony distinat eavsaid Iduringvaacegaceondiionsisire

protected fraﬁlfr% b con |P\89's];1ti§f%(3;ﬁ(l)]r¥ sf sallg%uring-access conditions.

2. A method as recited in claim 1, wherein said pre-conditions are
associated with a usage right and wherein said protected resource comprises
a primary resource associated with the usage right and derived resources for

exercising the usage right in connection with the primary resource.

3. A method as recited in claim 2, wherein said primary resource is digital
content and said derived resources are resources for rendering said protected

content.

4, A method as recited in claim 1, where said during-access conditions
specify state variables indicating a state of the protected resource and
wherein values of said state variables are evaluated against said during-

access conditions to determine if said during-access conditions are satisfied.
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becones invalid as a result of the change in the systemstate. [0050] The
preferred enbodi nent can utilize various devices, such as a persona
conmput er swosene®rs, wor kstations, PDA' s, thin clients andPChasht/kss3 For
exanple, the client environnent can be a handhel d device such as a nmobile
phone or a PDA. Various channels for communication can be used. Further,
the various functions can be integrated in one device. The disclosed
functi onal devices and nodul es are segregated by function for clarity.
However, the various functions can be conbi ned or segregated as hardware
and/ or sof war VihG : i ons
nodul es an% devéngH]l(ﬁ) E%%Stb @%‘bﬁa?a"?@ E/erqgrgaﬁr’]d%roﬁ sog'énc%@(g%

02/ 101975 éf@'ﬁdpﬁ@a/té'ééﬁﬁprimaﬂ&b]som‘t&e avedt BaldeeT&edrrdsoumessages, el ement s
and portions thereof can be stored on the sane device or on different
devices. Various links, references, specifications, and the |like can be
used to associate the elenents. Access to any type of resource can be

control |l edg. Anyp i I n X an be
ood. 10080) THA Toro0 Forochod i R, TONHBIIT Sk daRd-Rorets AN Rof

enbodi mentincladd covalitisineson Hewetate of ther syriemmindwhicbdhe grmetestad resowice

W t hout departl n fromthe scope of the invention as define by the
appended JP&°HESSGhd | egal equival ents. 19 WD 02/101975 PCT/ US02/ 17753

What is clainmed: 1. A nethod for managi ng use of protected resources within
a systemof resources, said nmethod conprising: granting access to a
protected resource by a principal when pre- conditions associated with the

prot ect ed f-esouhdBeting asheegied A iclrim &r‘é‘he?ﬁi@ is3id deringracaess randitiaes
princi pal |B8|u88r3dn'aﬂﬁntsqtrﬁﬁ@%§néehﬁev@§ % poté@t%ﬂ%%&grﬁg%gﬁegp“ Ng-access

condi ti ons associ ate the pro ource

8. A method as recited in claim 1, wherein said protected resource is

digital content.

9. A method for managing use of protected resources within a system of

resources, said method comprising;

preparing pre-conditions that must be satisfied to obtain access to a

protected resource;

preparing during-access conditions that must be satisfied to continue

access to said protected resource;

when said protected resource is inactive, enforcing said preconditions

until said preconditions are satisfied; and

rendering said protected resource active and enforcing said during-

access conditions when said pre-conditions have been satisfied.

10. A method as recited in claim 9, further comprising the step of
terminating access to the protected resource by the principal when a
21



principal are satisfied, said during-access conditions being distinct from
said preconditions; and term nating access to the protected resource by

t he princwpak/ioseh a term nation event occurs, said ternpPeatison1Bsent
conprising either the satisfaction of post conditions distinct fromsaid
during-access conditions or a failure to continue satisfaction of said
during-access conditions. 2. A nmethod as recited in claiml1, V\/nerei n said

pre- condi ARG APA ABAPORLRY Whidh BriHPagen " b9Bht AFhAMAE! Bitrd

protected resource conprises ‘a prinmary resource associated vvlth the usage
ri ght and sidisfactionrafgmst ceaditions destmlctfrsnngalﬂrda.lrmgagmassgimdltwnsmct| on
with the B,rlmaz% re?.ource . ]3 A rrgt % as recited IB im2, wherein said
primry rdefiiiede qantinlig;saliptaction PLneid dingsaeregs qan E'opésources are
resources for rendering said protected content. 4. A nethod as recited in
claim1l1, where said during-access conditions specify state variables

i ndi catl ng a state of the protected resource and wherein values of said

Zt ate var |‘a'bl edA amethah|asaresitedgil wiains 40 Wheneiy-saig dwecanglitioins; 8 t o
0 01975
b Usoo) fsegatgd Wi B7iRA66 15 B0 Mldaneed HioBki 188y edfloficed

duri ng- accepeneendeso s assbeiataabithdhé usage dight iamarderivedaesoercesdosai d
derived resources. 6. A nmethod as recited in claim1, wherein said

during- ac REECisRIdheiusRge Tight InerNnastian WiththedRrimar 196aHEeef t he systemin
whi ch the protected resource is accessed. 7. A nethod as recited in claim
1, wherein said during-access conditions include conditions on the device
in which the protected resource resides. 8. A nmethod as recited in claiml,
wherein salal pr/btmetfm!ﬂ laesmaiteda insclaih gi t, avhersin esaid @imaxyneasoodced ds

ot had Sorioid; oeh Bpd s ST TntbuiteR SenteRonfied for ERPEFS Saids
obtai n acqRggedied %ontent.

13. A method as recited in claim 10, where said during-conditions specify
state variables indicating a state of the protected resource and wherein values
of said state variables are evaluated against said during-conditions to

determine if said during-conditions are satisfied.

14. A method as recited in claim 11 wherein said during-access conditions

are applied to said primary resource and said derived resources.

15. A method as recited in claim 10, wherein said during-access conditions
include conditions on the state of the system in which the protected resource

is accessed.

16. A method as recited in claim 10, wherein said during-access conditions
include conditions on the device in which the protected resource resides.
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protected resource; preparing during-access conditions that nust be
satisfied to continue access to said protected resource; when said

prot ect edwpegouwee i s i nactive, enforcing said preconditi ®@3/Usantizs3 sai d
preconditions are satisfied; and rendering said protected resource active
and enforcing said during- access conditions when said pre-conditions have
been satisfied. 10. A nethod as recited in claim9, further conprising the
step of termnating access to the protected resource by the principal when
a 21 WO 02/101975 PCT/US02/ 17753 termnation event occurs, said

term nati evept .81 ng:.ek ther . ' ' o] ki ons
i sti pet. o 95 HELE 5. SeEL N Shal B oREISH 35 BRhtEhieRr Mgl it e

sat i sf act idigitglfconeérst, duri ng- access conditions. 11. A nmethod as recited in
claim 10, erein said pre-conditions are associated with a usage right
and wherein said protected resource conprises a prinmary resource
associated with the usage right and derived resources for exercising the
usage righfg i “.&%&?&%ﬁ”sdécﬁff&aii@ﬁ RAASRHY 1] BRRBEREe & ZcoriitiB With a8
recited in claim11l, erein sald primary resource 1s digital content and
sai d deri yedtectasd nesesrcar to raontal ¢des proteated desourpes within gr systermedocont ent .
13. A nmethod as. reciie(j?g in claiml10,, where said during-conditions specify
stat e var ™S RYP ‘?415638”5({9% gaitSRATHISAHIG COMIISIBL our ce and wher ei n
values of said state varjaples are eval uated agai nst{ said

duri ng- condi t i Ghs'e88Urcgetdssignglion 1 ingig “auh%g@fg?ﬁ%‘ﬁ iTgRQUIGee thadi the i ed.
14. A net rl%ﬁ’id?cﬁ)rﬁ%?ésﬁeiaitéﬂ GAtgi m 11 wherein said during-access conditions
are applied to said primary resource and said derived resources. 15. A

met hod as recit i i 1.0 rei [ rLogs it

i ncl ude condi ti%%gétgn\%r%gmsﬁ.' gi%cea‘f‘@g fﬁ{eétéés?? éﬁ%’lrﬁ%@éﬁ/ﬁ?ﬁg&g{%t Eé:?g%
resource gohditiesmed. 16. A nethod as recited in claim10, wherein said
duri ng-access conditions

a method specification indicating a manner by which the value of the

state variable can be obtained form a device.

19. A condition specification as recited in claim 18, wherein said method
specification includes a location of a device on which the value of the state

variable is stored.

20. A condition specification as recited in claim 18, wherein said method
specification includes a communication protocol for obtaining the value of the

state variable.

21. A condition specification as recited in claim 18, further comprising a

usage right to be exercised when the condition is satisfied.
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i nclude conditions on the device in which the protected resource resides.
22 WO 02/ 101975 PCT/ US02/17753 17. A nethod as recited in claim8, wherein
sai d protwoteedomwesource is digital content. 18. A conditiPea/uspyci7fi cati on
adapted to associate a condition with a protected resource to control the
protected resource within a systemfor nanaging protected resources, said
specification conprising: a resource designation indicating the protected
resource tHat t)&'%oneﬁi%ﬁ'%Eie‘éﬁlcbﬁoﬁ%%bl@éoeﬂ c\,’l’!afrxli'183w$nb?é|ﬁtl’{@fzbﬁ<§lh§n is

i ndi cating a status of resource with respect to the condition; and a
met hod spexdfiringtaconss ndndlaoh thptamusire satisfieghioctontinge wsleuss afesoliEce st at e
vari able c be obt? ﬂﬁ% orn1 devi ce. % A condition specification as
recited i P 3rA9EES 0 f489 %P Pr%?'hg@n @%em fication includes a | ocation
of a device on which the value of the state variable is stored. 20. A
condition specification as recited in claim 18, wherein said nethod
specification includes a comunication protocol for obtaining the value of
the state variable. 21. A condition specification as recited in claim 18,
further conprising a usage right to be exercised when the condition is
satisfied. 23 WO 02/101975 PCT/US02/ 17753 22. A condition specification as
recited in claim18, wherein the condition is a during-access condition
that nmust be satisfied to continue use of a resource after access to the
resource has been granted. 24
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