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FIG. 1

In response to an update instruction from the first client for a tuple in
the data table, obtain a hash value of the updated tuple, record the
hash value of the updated tuple in the log, and synchronize the log to
the second client that has a query requirement for the data table

v

In response to the log meeting an update condition, use the hash
values of the respective tuples recorded in the log to update the leaf
nodes corresponding to the respective tuples in the tree, and update
the non-leaf nodes in the tree based on the hash values recorded by

the updated leaf nodes, to obtain an updated tree and an updated log
whose recorded hash values have been updated to the tree, and
synchronize the root hash value recorded by the root node of the
updated tree and the updated log to the second client that has a query
requirement for the data table
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Inresponse to a query instruction from the second client for a data
table in the database, query whether a hash value of a target tuple

ndicated by the query instruction is recorded in the log

corresponding to the data table
Return the hash value of the target
tuple recorded in the log to the
second client, so that the second
client performs data verification on
the target tuple based on the hash
value of the target tuple and the log
stored locally at the second client

Yes No

el

Query the tree corresponding to the data
table, determine a proof path of the leaf
node corresponding to the target tuple in
the tree and return the proof path to the
second client, so that the second client
performs data verification based on the
proof path and the root hash value stored
locally at the second client
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id coll | col2 | xmin | xmax

1 XXX | aaa 100 -

2 yyy | bbb | 100 | 150

2' ZZ7 ccc 150 -

FIG. 5

Merkle B-tree v4 v5
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/4

Send a query instruction for the data table to

the database

/‘5301

/3302

If the database returns the
hash value of the target
tuple indicated by the query
instruction, perform data
verification on the target
tuple based on the hash
value of the target tuple and
the log stored locally at the
second client

/ S303

If the database returns the

tuple indicated by the query
instruction, perform data
verification based on the
proof path and on the root

hash value stored locally at

proof path of the target

the second client
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