10

15

20

25

DESCRIPTTION

Title of Invention:

FIEE—SERVER-ARPARATUS-AND~FILE SERVER SYSTEM

Technical Field

An embodiment according to the present invention
relates to a file server apparatus and a file server
system.

Background Art

In general, for example, as a system used for sharing
data on a network, a file server system ig known. As an
example of this file server system, there is a so-called
electronic post-office box system. The electronic post-
office Dbox system corresponds to a post-office box
configured to send/receive electronic data over, for
example, a network.

According to this electronic post-office box system, a
service of receiving sensitive electronic data (hereinafter
referred to as confidential data) on behalf of users is
provided to the users.

The electronic post-office box system comprises an
electronic post-office Dbox server that provides the
electronic post-coffice box service, a sending apparatus
used by a sender who sends confidential data to the
electronic post-office box gerver, and a receiving
apparatus used by a recipient who receives the confidential

data from the electronic post-coffice box
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a sending apparatus used by a sender who sends data

ipient who receives the

tus used by a rec

receiving appara

and a file server apparatus connected to the sending

I

data

tuses,

iving appara

‘

and rece

20

the sending apparatus comprises

wherein

in accordance with

the data

inputting

t means for i

inpu

and

I

an operation of the sender
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encryption means for encrypting the input data using a
post-office box’s public key to acquire post-office box's
encrypted data,

the file server apparatus comprises:

re-encryption key storage means for storing a re-
encryption key used for re-encrypting the post-office box’s
encrypted data, which is obtained by encrypting the data
using the post-office box’s public key, into recipient’s
encrypted data, which is obtained by encrypting the data
using a recipient’s public key different from the post-
office box’s public key; and

re-encryption means for re-encrypting the post-office
box's encrypted data acquired by the encryption means into
the recipient’s encrypted data using the re-encryption key
stored in the re-encryption key storage means, and

the receiving apparatus comprises:

secret key storage means for storing a recipient'’'s
secret key which forms a pair with the recipient’s public
key;

decryption means for decrypting the re-encrypted
recipient’s encrypted data using the recipient’s secret key
stored in the secret key storage means;—and

ocutput means for outputting data obtained by

l decrypting the recipient’s encrypted data;—
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recipient’s key generation means for generating the
recipient’s public key and the recipient’s secret key which
forms a pair with the recipient’s public key;

recipient’s secret Xkey storage processing means for
storing the generated recipient’s secret key in the secret
key storage means;

post-office box’s key generation means for generating
the post-office box’'s public key and a post-office box’'s
secret key which forms a pair with the post-office box’s
public key; and

re-encryption key generation means for generating the
re-encryption key using the recipient’s public key and the
recipient’s secret key generated by the recipient’s key
generation means and the post-office box’s public key and
the post-office box’s secret key generated by the post-
office box’'s key generation means,

the file server apparatus further comprises:

post-office box’s public key storage means for storing
the post-office box’s public key generated by the post-
office box’s key generation means; and

re-encryption key storage processing means for storing

the re-encryption key generated by the re-encryption key
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generation means 1in the re-encryption Kkey storage means,
and
the encryption means included in the sending apparatus
encrypts the input data by using the post-office box's
public key stored 1in the post-office box’'s public key

gtorage means included in the file server apparatus.



