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5 PERM T FOR CONTROLLI NG ACCESS TO 5
SERVI CES | N PROTECTED MEMORY ‘yogf
SYSTEMS 10 ' . BACKGROUND
15 : The present invention relates to protection
mechani sns i n conput er . systens. More specifically, the present
I nvention relates to a nethod and an apparatus for controlling
access to services provided by other applications in prot ect ed
menory systens. 20 Programm ng | anguages such as the
Javal m programm ng | anguage (devel oped by SUN M crosyst ens,

Inc. of Palo Alto, California) and associ ated supporting

i nterfaces presently provide a reliable and secure infrastructure to
support the transfer of an application across a conputer network, and to

secause of devel BERBIIT FORLONIROTLING ALCER O™
i ncreasingly conmon to | oad an application, such as a Java

applet, fromar emtSERﬁ%?INIPROWFPEEMEM@R¥ t he

application on the |l oca However, present

conputing systens are not designed t ' ter
applications fromdifferent vendors ES? m th each other in a
control |l ed way 3902860 7 :

10

BACKGROUND

15
The present invention relates to protection mechanisms in computer

systems. More speciﬁcally, the present invention relates to a method and an
apparatus for controlling access to services provided by other applications in
protected memory sysfems.

20 ~ Programming languages such as the J ava™ programming language
(developed by SUN Microsystems, Inc. of Palo Alto, California) and associated
supporting interfaces presently provide a reliable and secure infrastructure to
support the transfer of an application across a computer network, and to run the
application on a wide range of computing platforms. Because of developments

25  such as Java, it is becoming increasingly common to load an application, suchasa
Java applet, from a remote server onto a local machine, and to execute the
application on the local machine. ’

However, present computing systems are not designed to allow computer

applications from different vendors to interact with each other in a controlled way

1
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0 3™UN 19 so that the applications can work together to

acconplish a given t ask. One problemin doing so is that application
vendors typically want to control the way in which these interactions
take place. For exanple, it may be useful for a tax application to

access capital gains information froma home brokerage application. 5
However, the hone brokerage application needs to protect the privacy of the

custoner's pogothed the applévations édrewbriotogether toateamplishrgiverbtaslgi Oae
unrestricted - access portfolio data frogmthe home brokerq’ogL

appl i cati on. problem in doing sqjs$hasiappli¢atipn viepdors fgpicadly VRSt t9 e

mechant s, SHORLIRS Uess iePtcrs e i 1R R BREleCH oy SRS B E,
speci al - pur poggplidati sh'@r Rcéss cafital RaRS MforBAtion fromal HontObiokérapdapplizhfier. 5.

Consequently, it is not practical to use such hardware to - control
access to ser Hoveayef,dhe home binkeragp ppplicationmsedssa protes the puvarywf thepl et
m];f P OF ITE. ! S«itg?gnlxgpsegoéfglig.pﬁregéee, tl%:ctggsagpﬁca\{\fog%aﬁn%?%%g&&&@%%c‘te@ ne

ebodi ment of addigs JtHE0 Hats BERH Hedbrkd Bi6kEREe pplRatiad and an

apparatus for controlling access to serviceS provided by other _
appl i cations. The Historicallyt thedasknifesntreliingfaccesgmstoseryicehircdomputérudes an

P of oot ed 1 GHFIFFERIES hEPn hafElosbApuEh HRRUVE CHS B BS, R BUREOMR el vi ng a
request fﬁf a%aia%%ﬁ'rt]fég s%ﬁérﬁ%gﬁo@e{?&r mch;sg&aaaa&g&emwé issdd%%reéent on an
I ned W thin~an progr

obj ect de obj ect-oriente mm ng system “In response to
the request, alheomputigiplatfornvat Consafuentlyeit $s mot practicalite ausasuchrhavdwase to t he
permt. - Thi s access control nechani smcontrols accegs tgéihe_ service
and resi des i fomirol access ta-yepyigession pertatie epplications, aJaysn PRl WRIED { e

Povoki ng' . melrnehAFIfERERR slvss ¢ pAR folge SECRAMABEARLRERPOTET Yo oy o
accesses the service by perform ng an invocation on a
’ 15 | SUMMARY -

One embodiment of the present inyention provides a method and an
apparatus for conti'olling access to services provided by other applications. The
method makes use of a permit, which includes an access control mechanism that
resides in a memory space that is protected from a user of the permit. The method

20  includes receiving a request for a service through a permit, the permit comprising
an object defined within an object-oriented programming system. In response to
the request, the method activates an access control mechanism within the permit.-
This access control mechanism controls'acc_ess to the service and resides ina
memory space that is protected from a user of the permit, such that the access

25  control mechanism is triggered by invoking a method on the permit. If the access

is allowed, the method accesses the service by performing an invocation on a

age :
the¥@esses to



REPLACEMENT SHEET LO9 APR 2001- '

3 : controll ed object. This controlled object includes nmethods to
performthe service, ang= A otected fromthe user of the
permt. Another variation of tTHS SHEET HAISOBEENeDOdi ment i ncl udes recei vi ng,
at a permt issuing authority, a rRERAAGEDf or the permt from an
entity (such as a person, a conp ' a conputer process)
requi ri ng acceséntioblet bbjeatrThis eonttdilet bjeceinchsies metiods esparfirincthe service,

aut hori zation . information, a permt is issued to the entity, A
further vari atawshisetherwisegeoeted from the wsernfibepermit | Arptheriagatiomef hecopy of

th i t d .t f i ng.t . 1. . it i1 t
the Bervi e abovebiitaaimeHh el HRicitife 3 o prnis Sl Ao B RSP EES 1
access is not glelAWaf frdnden BENH¢hich s hpRFsoRCABShEREr progiasPér A\ebrhputan entity

requesting the service that the access to the service s not_ allowed. :
I n one enbaili nprocess) raquiring assesstto thewsermices rif themeqpest iricludes valid autherizgtioni n

the J T~ : ' I L interf ) |
enbodi ment of EHGTEABGeRPETHL BTN 1 HBLRUT: oF ST VERRIRST I e can onl y
be accessed t hpougHinfEat HRARIes BRHES Sdby! TR BEMIL and transferrindtHMRpP B I Ment

of the present 1 nvention, the nmethod further conprises crea% ng a copy of

t he pernit andentitgnsfuiring agpessto thogyvice an entity requiring access to the
service. In a varia iongﬁm t hi s, enbqQdi nent, t he ctg&% of th@.gerrrit al | ows
access to fewer serJuddhe present inveptionprovidesa methgd for copirlling pegesstoa - |
one enbodi pent : ' ' t he: rd 'd"ia?é
determ ni ng@ V\hg‘?{ﬁlec:e %?%Jg&%ﬁ%ﬁ&%\e{g%%%ﬁo?évo sre%étgggg{% rg)?géehé gﬁ%t e
service, and i hedebecqrolnechadsmhs;and heneload beiertpleyetibya goreblzapplicatioa not.

al | oned. I n one_ enbodi pent of the present invention, the nethod
further conpri 8eresyawiderangs efromputiag platfosmsst in a | og associated with the
permt. I n one enbodi nent of the present invention, activating the
access control nechani smincludes determ ning whether the permt has
expired. I n one enBRIEFDESCRIPTPON OFSIHE FIGURESN, the access

control nechanismincludes a pointer to the controlled object, the pointer

residing i &5t he membi§. bpaldustrates codempdules wiotking tagethen withinegomaputethe permit .

I n one enbodi nent of_the present inventiaon e access _control mechani sm

I ncl udes a net ﬁ%séer{xbn B9 %&g?ig%&"ta& e&%#&??ﬂttq%g’es%rfﬁnigw%o& ein if access

is not allowed, theppst Bdndaatesadunidef Bpédﬁxﬁ\ftfr x&ﬂgyé&@le&ugeth&ahﬁﬁgh
owed. -

i ndi cat es t hat access to t he service is not a . ]
a network in accordance with an embodiment of the present invention.

FIG. 2 illustrates the '.process of accessing a service in accordance with an
20 embodiment of the present invention.
FIG. 3 illustrates the structure of a permit object and a controlled object
320 in accordance with an embodiment of the present invention.
FIG. 4 is a flow chart illustrating the process of creating a permit object in
accordance with an embodiment of the present invention. .
25 FIG. 5 is a flow chart illustrating the process oi‘ using a permit object to

access a service in accordance with an embodiment of the present invention.
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3a I n one enbodi nent of the present invention, the access control
mechani smincludes a vari able associated wwth a nethod to be invoked to
performthe service, wherein the variable indicates whether the access is
al | oned. Thus, the present invention provides a nethod for
controlling access to a servi ce provided by another application.

This nethod does not rely on hardware .access control nechani sns,
across a w de

and hence can be enpl oyed by a portable application
BRI EF DESCRI PTI ON OF

range of conputing platforns.
THE FI GURES FI GDETAILERDESECRIPTHAN nodul es wor.ki ng

together within con:gﬁé Followmg descnﬁﬁét{ ﬁﬁré@nfaegi? Fﬁ ?C &J\%’é&é‘% r@ nt OT

t he present i nventi
conput er nodesart fihSadddgR theinveitich, ahd is provxdedﬁﬂh@‘w@ﬂ’ektdﬂ‘a i siance

wi th an enbodi ment of the present invention.
i | | ustrates t happlicatiarsandits requisera¢ntsy Yadeussmodifications 4o theadisdosgit h an
3 | | | ustra&es t he

S e of " omBodmEn e resily Aboarent to these siljedp the irt, ind the e

structure of a
FI G

accordance wt \
ﬁ’d'f? @?géﬁjrieﬁqﬁ}exmrhg ﬁ&?fbtoth& i¥ddfents and a r’ﬁ%hcgttl)?nesct T

4 is a flow ch strating t ess of creating a per
accordance w t Withouteleparingdirom tife slpirﬁ qndessqntof ithe/ presénd imvention. Thus, the FI G

5is a flowchart illustrating,the e of usmga ermt object. to
access a servi presqTY, infeptony igtend S? i‘ﬁ‘b‘ trdi thdhn crabodt ‘F\‘Emﬁlsﬁ%‘@#n utis
| NVeNt i 0N. 10 * 44 be accorded the widest scope consistent with the pnnc1ple6§1%\$fe§EEéSACENEm

SHEET
disclosed herein.

Distributed Computer System
FIG. 1A illustrates code modules 102 and 104 working together within

15  computer system 100 in accordance with an embodiment of the present invention.
In order to work with code module 104, code module 102 requests services from
code module 104. Similarly, in order to work with code module 102, codé'
module 104 requests services from code module 102. Access services between
modules 102 and 104 is controlled through the permit structure described in more

20  detail with reference to FIGs. 3-5 below. |

For purposes of this detailed description, a service is a function made
available by a first application to other applications. This function may provide
the other applications with access to data or to computational resources from the |
first application. A protected memory system is a system that facilitates

25  protection of selected reglons of memory from an apphcatlon running on the

system.



DETAI LED DESCRI PTI ON The fol l owi ng description is presented to

enabl e any person skilled in the art to make and use the invention,
and is provided in the context of a particular 5 application and its
requi renents. Various nodifications to the disclosed enbodi ments wi ||

be readily apparent to those skilled in the art, and the general
principles defined herein may be applied to other enbodi nents and
appl i cations WFIhA® illistpates hmg tﬁerpmsdnhmvsptiqxi ¢anchreclised drpa cli¢ntiskryer

present invention. Thus, the sen}‘ I nvention i s rlgi in&én&ﬁd 0 be

limited to thecw&er%mmswbwham &r O §@MPRIST Rdes COWR

scope consi st eQBetWoE!@éﬁ a@’cbﬂﬁh& Hfihand °:§iﬂx’{x§§fﬂed)reseﬂ feeRRad her ein.
stra es code nodul es

Di stri buted Conputer

102 and 104 WOFIG rlgséroaetmeranwmom c‘tﬁpledﬁd]ﬂﬂf@par@ysyk&m 140thirsughccor dance
wi th an enmbodi nent of the present inventiagn. In order to work with
code nmodul & 10aetwedkb3GoNemork 330 generallt refese o anyd¥ps ofowire or wirelesykinkrpdul e

104. - Simil arl d . ,oodul
To4 7 oqueste LhpbRebbombukR, il b Si5nIR08 S1otdre Rlifop a uigh> "' ©
nmodul es 102 angked Qétwotk, quatdo%&@ﬁmwfeféavorkbemerantboatxﬁemwm pteseat’i bed in

nore 20 detail wWith reference to FIGs. 3-5 bel ow. For
pur poses of t hlwenmramb'ewrbé% inghades the Internety iSewverss! 14 4ndni@0ican brane :

AR 0 R A T e e
conput at i ofl 5€ﬁ£}wf&ec°o nélﬁﬁg%rﬁfor data stofaegesésoﬁfbak | THRird- ?Hrty AysRirR i 86 hig

nmenory systemis a syste acilitatés 25 protection of sel ectéd
reg| ons of menbe gny nedn sconapyién neavorkrcommunicagingwithheervers 110 ayds 1 2hhat is
rates ho thmr esent invention can

IB,;il)us
be used in a CP‘PISFRd%‘éFI\?éﬁiC‘%e rfjﬁﬁﬂ PIRSEMEEX Och a nunber -of
conput er nodes couph@ﬂw eﬁ%ﬁﬂﬁénﬁhﬁ%@ﬁ in FIG. 1, server 110 contains server code

module 112, and server 120 contains client code module 122, Server code

o

15 module 112 and client code module 122 include modular pieces of code that can
operate together on third-party system 140. The dashed lines in FIG. 1 represent
server code module 112 and client code module 122 being downloaded onto third-
party system 140 across ﬁetwork 130. This downloading process can take place in
a number of wéys. In one embodiment of the present invention, server 110

20  includes a web site that can be accessed by a user on third-party system 140 to
download server code module 112 onto third-party sjrstem 140. Correspondingly,

‘server 120 includes a web site that can be accessed by a user on third-party system
140 to download client code module 122 into third-party systein 140. In another
embodiment, server code module 112 and client code module 122 are not

25 downloaded across network 130. Instead, they are transferred from servers 110



a network 130 in accordance with an enbodi mrent of the present invention. In
FIG 1, servers 110 and 120 are coupled to third-party system 140 through
5 network 130. Network 130 generally refers to any type of wire or

w reless |ink bet ween conputers, including, but not limted to, a
| ocal area network, a w de- area network, or a conbination of networks..
I n one enbodi nent of .the present i nvention, network 130 includes the

I nternet. Ser\egdd20]l@speedvalgDtocthitdpartasystem 140 bo ey oficompatzosiotage net wor K
including a mechanismfor servicing requests from10 a client for

conput at i onal Tegdigush as aremputerdiskir ces. Third-party system 140 nay be

any node a conputer t o 1A i \er hat is
able to d_ovvnl oaq co(a&&a /egrc 8%3{;1%3%@%9%%@cﬁ{ﬁ@&@e%_a@@%e&éﬁ OE - In
t he enbodi mentthirdlpafty spdtad 140, thefeanlbe Sedgrated ﬂelﬁoﬂaagah&%ssgﬂu@&a@@@e

nmodul e 112, and sérver 120 contains client code nodule 122. Server code 15

modul e 112 5andFI6. il effor exameplepidpreviding & servicaite alisutdode mdsde 22, seryetie t hat
can.. oper ate t t on . thi.rd-par system 140. ..The dashed.|ljnes in
FLG 1 repr o modtfe (e ebife B8 b SR v cedi naniia 275

bei ng downl oadgRerAtively, REfver code modlﬂé"ﬂfriﬁmgﬁir’]?gﬁngq cof) &'iioﬁﬂt?ﬂgfdﬁoﬁ?’o- Tis

downl oadi ng process can take place In er of ways. one
enbodi nent of fbhelignt esdsmoduleddi dhis integration préceRHmay irpiolrckedeterminingsi t e

that can be accessed, by a user. on ird-party system 140 to - _ downl oad-
server code rovstBerelisitsads r@qﬂw?w%@#egwﬁfﬁvﬁﬁxe ltéﬁ%%&%ﬁoﬁeﬁgw,

server 12Q4 n J t :

hi v depar ) oyt erer U hhdle | UE. 100 AR ARARRIRE (B pbcifthaffivolve
third-party sydtemidia@ whetheasavietode module MDhdsiBeeh cordferryd theaighetorodul e 112
and client code nodule 122 are not 25 downl oaded across network 130.

| nst ead, they asFessiprviess dramglignt gadempedaled2210 -

5 and 120, respectively, to third-party system 140 by-way of
conput er storage medi a, such as a conputer disk. Once

server code nodul e Photesy st Addesyihg 8 éeviewdul e 122 are | ocat ed on
third-party system 140, they can be integrated to work together as is .

illustratdd in 5 FIGs2 illustrases the arqsess of agcessingiadervicainpseardancerwitean ent
code nodul e 122., sgrver code nodul e i ght, retrieve ta froma

dat abase T or - caraRimERtar tye prrbei TaVBRton FIG ffiied Blrctohs BB ac hodu o
112 might per f Qfv8r gaeDMRU§Ridn? D4 aPElicht c6de module 122 (from FIG. 1). Note that

the process for accessing a service illustrated in FIG. 2 represents only one

possible method of obtaining access to a service. In general, the present invention
20  applies to any pieces of code working together in a computer system. Server gate
202 is a mechanism that provides permits to properly authorized requesters.
For purposes of this detailed description, a permit is a token held by an
entity, which allows the entity to access a service. In one embodiment of the
present invention, a permit-includes an object defined w1thm an object oriented

25 programming system that facilitates accesses to a collection of services.



for client code nodule 122. This integration process may involve

determ ni ng ~whet her client code nodule 122 has -been conferred the
right to access services 10 from server code nodule 112. In the reverse
direction, this process may involve det ermi ni ng whet her server code
nodul e 112 has been conferred the right to . access services fromclient
code nodul e 122. Process of Accessing a Service 15

FIG -2 illustrates $dmrgmﬁﬁs1nmdemmessgpoauehmeﬂwm&mtwmﬁsmew th an

nmbodi t of th t, t Fl G LI ustr t
betveen . t0arybies gavadesthy Serye otk module 2 FPEHICE dhe THBAGRSS 122 (11 om
FIG D). N0l dohfh) mechanidel PSS Sur g RAORAIRLACRAYEGS d hisiaal o0 i

FIG 2 repres one tal ning access to a

service. In gafferlﬁdrmﬁt e ope embmxmenvemwmaﬂ inverioh] sstvérgamB02dseces of
code wor ki ng toget her in a conputer system Server gate 202 is a

mechani sm Bhatlopated within sssyaticede mgdpleddaonythisdpaay iszs&nrléau&;mher

enti Ly, "ahi oh SHIaEe {f‘h%eafﬁ%ﬁ%eﬁf@ sARahirfaBELRL 10 Rt RS Bhsniohn o

the Pr esda tomfM@idations actoddSHetivérki 130! SYeemAIV4dRLIREEs dpktm@tsmvidrhi N an
obj ect oriented 25 programm ng systemthat facilitates accesses to a
col | ection of establishiog that client code module 122 is properly authorized to access services 6

S t 202 d h t t |
Do e ot e 2 vt bR ol ol SRS DA o iR SR Ry 0s plédgna BEE S0
control nmegha nﬂlﬁﬁ'ﬂ)&%@ wa§§l uhf(ﬁie\%wdﬁﬁeﬂteéﬁ{eﬁl oH4 ﬁqﬁ@féﬁétﬁéﬁ Bﬁébd%rtﬁ’ﬁ‘lﬁ

request er permt. In one enbodi'ment of resent” i nvention,
server gate 2qsm e;f thiid-party)sme'd 101t [nmcsher\nmbodudmtmdtchEZMQapbe

third-party system 140, In t her se ver ate :
| ocat eg Wi %lhl %‘ eryented 3ppart grgqefvergﬂge V’Qs‘glgglgéé"é‘g’m third- ﬁ‘}o(iat i ons
across network 130. Tl%’éx’o@%@sgﬁﬁsdafgﬂllﬁ 8. %o Q@% g&nofv&r Client c&i%trﬁ@&dléh' ng

that client code nod I's properly au orlze to access services,

provi ded by serazeis amnktedrmdlrhadylekist wihthin thirl-part), systent B40. 20 4rder to agessnent ed
ina 10 nunber of ways. |n one enbodiment, system 204 is inplenented by
code that §% deswe%a?rtncs*clieﬁr sofemaedule 122 regnestsia “tickst Hfos el leelonsarsiant

system 204 may. i tion of services from server code module 112. A role defines  set of

operations to be performed by server code module 112. Certain roles may be
more limited than other roles. For example, if server code module 112 maintains
a computer file system, one role may include only the operation of reading a file

20  from the file system. Another more powerful role may include the operahons of
reading, writing and deleting files from the file system.

In response to the request, system 204 examines client code module 122, -

to determine if client code module 122 includes proper authorization for the role.
In one embodiment of the present invention, this examination includes examining

25  acertificate chain. This process is described in more détail in a co-pending patent

U.S. application by the same inventor as the instant application, entitled



I npl emented as part of server code nodule 112 within third-party system

140. : The process illustrated in FIG 2 operates as foll ows.
Client code nodul e 122 is assuned to already exist within third-party
system 140. In order to access a 15 desired service, client code nodul e
122 requests a "ticket" for a "role" to access a col | ection of

services fromserver code nodule 112. A role defines a set of

operations to b“eCtptérOﬂkimgrédcesy taSeryices BetvecenddodulariApplicationss| heriaddNes nay be
limted th d
o i s <0 O8RSk R i B AR pE RS e R P e fus

operation of regdiceg a file 20 fromthe file system Anot her nore powerf ul
role may include the operations of readi ng, witing and del eting .
files fromthe fil e Hdiestwode module 122 is prd)perlyeemﬂmmed far thdrmle,systemi204sy st em
204 exam nes_cl | ent

t f cl d
modul e 122 ishcl %S a%%%ﬁbg’o g‘&ﬁ ‘mﬁ’ ?E%#P%W‘lf% §s S‘Hé‘ ?%Eﬂ Qtec‘)lde Iﬁ"‘i"ﬁeni%?go ©
enbodi ment of t Eﬁﬁrﬁ%dé oAt 199, spaﬁdéls ?}W {3NehRp ghtg bg? ?érlv‘:e]i‘ gﬁk BpR9 25

acertlflcatecar’\ rocess | I N nor

co- pendi ng pat ecliecks the ndldeﬁo eapyxkitica theotickey istvatid s #fteis validéepver gatel 202
I nstant applicati on entjtled

o sends gpgTRS fr the srvice da client sede modulea2ydbis pesmitiallows
Appl i cations,” gebal Ndodule 122t§8é8éssﬂﬂx>§ewm§§'e‘ﬁﬁe%%8?&e ﬂ{:@x{e{mrat ed by -

reference in order to déscribét f client
code nodul ej@.2 ZemSocnma%fme @b&sbﬂthhiﬁﬂmhoﬁui Pemitdk &n oBj¢6t difind® vithtn an | SSUES
a. ticket for the role, and this ticket is given to client code nodule 122.
Next, client coqbleﬁmmr%edlmmmg system; {Ihkeobjeas alslewvehergaodae module$82ver
gate 202 S thet nsuret at th I s.vali

T2t Valid, servef® cImA of fdhodh faf S8ibse 8 roley Aflct féepnilad Bt terih,
code nodul e 122§at3'h0§ ilidhtes flel R, so that 1tféhh1%"ttbe%§&13a%£ﬁij%xﬁcelgl?enﬁ BoddCCESS
the services defined by the role. I'n one 10 enbodi nent of the present

i nvention, thi smedulei 1t22|1'smamsmbpeiStess®m1¢ﬁ1bdpwm1t;|ct1examode modublﬂécmllchel ent ed

programm ng, system,_This obj.ect all cl.ient, . code

performa s ?ﬁﬁé? REES § escwggg BeEmit, apg|h§nceAp{)qungpﬁgeE§§ﬂ}ﬁtgckieg sent ,
server gate 202 invalidates the ticket, so that it cannot be used
again. Since client code modul e 122 remains in possessi on of the
permt, client code tOBRRt Wi || be 15 able to access services using

the permt, and henc %IG rg)lllustr tes thrt]eester(ljlgtutrehgf aE Il)gni%?tt object 300 and controlled object

320 in accordance with an embodiment of the present invention. Permit object
20 300 is typically held by a client code module, such as client code module 122
(from FIG. 1), which requires access to services provided by a server code
module, such as server code module 112 (from FIG. 1). Server code module 112
maintains controlled object 320, which contains code and data used to implement
the services. Note that the embodiment illustrated in FIG. 3 is implemented
25  through objects defined within an object-oriented pro:gramming system.

However, the invention is not limited to object-oriented programming systems.



Permt Obiect FIG 3 illustrates the structure of a permt

obj ect 300 and control | ed object 320 in accordance wth an enbodi nent
of the present invention. Permt object 20 300 is typically held by a
client code nodule, such as client code nodule 122 (fromFI G 1),

whi ch requires access to services provided by a server code nodul e,

such as server code nodule 112 (fromFI G  1). Server code dul e 15
mai nt ai ns cont r ol | &§maiobiect Ibinclydesynuphecpficomponents gl gicq%@ée. 0

[ PLET s SREE RoSEg, RYEPBES bpesechae  ©

3 is inplenent
programi ng sBegeafkthod-N poil@8Y@ perthiteréativg Midthdd 3 2, Peimit expitatidnt O
obj ect-oriented programm ng systens.

8 information 3 14randrpermisilog816.300 i ncl udes a nunber of conponents
met hod- 0

poi nt o1 308, mot hod ool RbisFtpoiftet SEboinisin st EAARIET S SR

creation met h%’aiﬁtlﬁxed%%@?v&r ERIthGdul® 112, and thedbtsy ATRfwstHe RdtePdhbe@itm t | 0g
316. 5 Contfolled object pointer 302 points to controlled object

320, which i s object 30fhiorscaéssaervines sssoviatedowitle contrhlled objet 32(hwithinesentsy al | ows

t he hol der of permit | ec 0Q to access servigces associated with
control | ed obj8 ?“‘?gﬁlevﬁlghg%”g@hvg?bﬁ“ poiny gigr ‘i’lazme@Bﬁ‘ttgﬁﬁ FEY obj ect
poi nter 302 i : b t@gl- 1 - CBeRe9dERbEEef F OM
accesses by cﬁ?%gfﬁﬁ%ée&nﬁoﬁggﬁ? _ﬁegtﬁfoﬁgo edurréo ul e ?L%H 122 canﬁot
directly néad 12 camhit idjrecthntead bt addifpjcentrolfed obfjext pSidter 302i €liént codie

nodul e 122 cannot ~access control |l ed gbject 320 direct]y. In order to access

control | ed objreRqulesdey cannpkacesssgatr plyject 320 dirsetly, i arder 19 9€4eSH t 0 access
| 1 ed obj . | | ' L.l arly, th
other ¢ GaucBilrplfaoti i 399 ERNCR P PE Gl Mlystiiteg adtl BTV, O

ot her dat erm
be directly reagtrdled sbjed3d0 thredgibsortiolied bbretisoin®esd® Siadlarljhihe oteror y
protection ensures that client _code nodule 122 nust access, seryices

associ at ed wi tdatacieams withiapespjtobiecs3Q0 are protggted si they campot bp direett Badccess
Lhe ser i8>, oIBiGHBORR) e DA HBRATS ARSI proecdi Bt kS,
nenti oned abovent ddde modu: 2 MBsMRkYess sevRet hasdciaft with sundollde dbjept 700
1T NG LN TV Bking the Systemn to acosss the services. "This enabies the systam to festrict ~ o o
Yy asKing Y Y
access fo the services in a manner that is specified by the permit.
As mentioned above, this type of memory protection can be provided by
20  using the Java™ programming language and supporting interfaces. The Java™
programming language supporfs memory protection down to the object level.
| Under the Java model, the only way to access data within an object is by invoking
methods supported by the object. Data within an object is otherwise protected
- from memory references -- through a stray pointer for example. Since the Java™
25 brogramming language can be ported across a wide rar'xge of computing platforms,

this object level memory protection can be provided across a wide range of



progranm ng | anguage supports nenory protection down to the object |evel.
Under the Java nodel, the only way to access data within an object is by
i nvoki ng met hods supported by the object. Data within an object is
ot herwi se protected frommenory references - through a stray pointer
for exanple. Since the JavaTm 25 progrann1ng | anguage can be ported across
a wide range of conputing platfo this object |evel ne ry

protection cﬁprwtwgmlat&gmam eh “Wed@atrléﬁ'@(! beF'OSSIble to get aroun

Lo get ar oundPPistoN et b hRNe R HGRs bl Q‘Q%V%ée@?%?@ﬂ’fgﬁﬁis”b'e

bet ween the Jpugudaeadd @igdpeeating systlsmrtmwgmamdr &daﬂpm@r;ﬂatmﬁa slisdrésnton a
particular conputing platform 'In ordﬁj prevent this type of
attack, the Jpreventshisitypepnfattack,ithmiavs emn@mpmecmnémmqu@dme

har dvar e ti tform Bool ean vector 304 contains
entries cgreg&ﬁgw&gﬁg?ﬁgﬁguwmggﬁn by control | ed object 320.
These nethods i npl BgERAn %tﬁorsm/domnﬁéﬁﬁed G’Hr{%gpondm% ©0HEthedd ft@vﬁféﬂ%?t 320.
If an entry includes an "ALLONED' value, this ihdic

hol der of permmroﬂbqiebiecem |'Elwa¢hmbm;ﬂsumpkwmsﬁletshmmrasmmwﬂil ng met hod
10 that inplenents t £ s efromc roll, {, the entry
i ncludes a  contr ORleF %FW@' "{cﬁ*‘iesﬁﬂdgg&?ﬁkﬁﬁhé’ aﬁ'ﬁb ﬂ’é‘r‘“gl‘cafeﬁe

permt is not 0, dj?e‘s S way,
permt object ‘@E@gg\%&%? Ifggnn\ﬂ}}@%ﬁ&%%ﬂ??é%%%@:&fﬁe I%g? er o'ﬁh?%glefoﬂggm t is
al | oned t 10 acthasinpléinents tllmmlraamfmaﬁmtroﬂedobﬁct 320. If theahas indludesat ect ed

nmenory, a hol der__of Bermt ob cannot; dlf bool ean 15 vector 304

to galbln unaut MIPTARLQWERS v §éF‘ lictl’:tés Atherpeamy 13 pet allowed to
Pother - ) Satsdsiige ?;35%%?%&2&@&54 s ?qu@} e BuRiCichr

~a correspondi gdvices thefdldepof the peamitiohll @ekedd)jaecdss.38hce Bobleanwedtor 304cly ar e

coded to indicate that the. met hod i s not, allowed. 20 . The
met hods speci ichdixmpm%mp@a%ajw&dersﬁQetmléotae@éé?giwttmﬁdjfvgwolean

et hod- b i nvSrSLis 8 R SRS bocki » ARTE PR YR ARG T e
code nodul e 12éssiBlsiva §fb€i§§1caﬁttlm fotdar neetody e BetthlloWedU BhakdiRee met hod

poi nters 306, 308 and 10 Met hod- 0 pointer 306 points to nmethod-0 324
within 25 coembodimest,angtheds wition preamitolject 100 are gpdsbie qaliarmorrespondinghod- |

326 wi thin method in controlled object 320. Otherwise, they are coded to indicate that the
method is not allowed. ,
20 The methods specified in controlled object 320 are accessible through

method pointers within permit object 300. These method pointers include
method-0 pointer 306, method-1 pointer 308 and method-N pointer 310. Client
code module 122 must access methods 324, 326 and 328 through these method
pointers 306, 308 and 310. Method-0 pointer 306 points to method-0 324 within
25 controlled object 320. Method-1 pointer 308 points to method-1 326 within
controlled object 320. Method-N pointer 310 points to method-N 328 within

10
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cont rol | ed obj ect 320. Met hod-N pointer 310 points to nethod-N 328 within

10 control |l ed object 320. These nethod pointers reside in
protected nmenory so that client code nodule 122 nust access the

nmet hods t hrough the system In the illustrated enbodi nment,
permt object 300 additionally includes permt creation nethod 312,

which-allows a holder of permt object 300 to create 5 a copy of permt
obj ect 300, ancontwlied ahisct32Q. Adesupythod painterk egsidedp ipratectedmentpiny so that

allows client cod dule .1 to farmout a sup-task requiring services
from con{’:lﬁﬂ?F% %‘Bﬁ ﬁagfﬂ‘sfﬁc%?ﬁﬁ#‘ﬁé‘?e%&ﬁ'@}’%_ YRSt permit
creation method 312y, e iuuﬁ}alréavmwmtmeﬁt?ganﬂp éétlsbofaemkiSﬁalgfme&aggt obj ect
300 to be nmade. In .other words, - - copres of permt object 300 can

access at nost permit sreatiommethod S 12 which aliows b hellei 6f permii abjéct 300 to ereate

possi bly fewer nmethods. . . Perm t object 300 additjonally .

i ncl udes petni ?cm?gmwmwapwaﬂmsferﬁemm apgtter aprlicationeThipe of
lifespan |imtg}l i1 . I+ - LNES i S
acconpl i shed bgﬁ d"svgée]%llie?‘?/fsér'l&g]@lgeglgrg?glz F\A ?ain(r%e%égrs‘ll%éas g%ﬁ?%&%ﬁx&. t he

permt is vali conticlledobjdeeB2wamdttee fodulehiMdote $ha&?6mﬁpbﬂe5tﬁkﬁﬂmbﬂm&312
requiring that the systemfirst check in a central database to see that the

per ni t r alleivhenly dess powgrinkcopies of permit object30-fotbesngdee tin 9dwBr Mods,

i ncl udes perm . - Wh I : c reque to -
permt 300. Th%%dl?%%@%egg 1%}%@%9@?&&2@%@} %P%rsﬁxgg&e?ﬁ%ﬁ Torh g(.m Oﬁfe?or how
permt objEEt ghject 320DendPosdibbifewdh nfitilsidsi vel y, a | og of access 20

requests can be maintained within controlled object 320. i

Control | ed object 3Permeidebigrinidlndditiczally ingludel pemnitiexpiratipn informoation3 24,

326 and 328 to_iopl ement servjces sociated.w th control l.ed object 320.

For exa Ihérg,?‘st?ﬁ‘fl S OMERPC gﬁ?eip?PﬁWtét‘%toﬁéhﬁM'éﬂﬂnﬁet hods 324,

326 and 328 = embodiént RS ¥echinpBisiieityesPe SRRASE c&Ran tifr period dﬁring

which the permit is valid. In another embodiment, this is accomplished by

15  requiring that the system first check in a central database to see that the permit
remains still valid.

Permit object 300 also includes permit log 316, which records a log of
access requests to permit 300. This log can be used for security purposes to
monitor how permit object 300 is being used. Alternativelly, a log of access

20  requests can be maintained within controlled object 320.

Controlled object 320 contains data 322, which is used by methods 324,
326 and 328 to implement services associated with controlled object 320. For .
example, data 322 may contain file system data and methods 324, 326 and 328
may specify file system operations.

25
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Permt Creation _ FIG 4 is a flowchart illustrating the
process of creating a permt object in accordance with an enbodi nent
of the present invention. This flow chart . describes in nore detail the
operations performed by server gate 202, which were 5 descri bed '
previously with reference to FIG 2 above. The systemstarts at state
400 and proceeds to state 402. In state 402, client code nodule 122
perfornms an [ t server gate 202 to nake a new permt. As
nent i oned above, thi . LV Is ' . f T Ql. - a
paraneter. The sys ?:I érén ‘t‘ ﬁseanﬂ%‘?'c? @%‘ggyg@'g{lﬂg h’rédpgrﬁ %%5 Bgéggﬁrf%gé?rgfl{eéﬂﬁf%iﬁ server
gate 202 aut heBédré@ice withén éhbddiinenBdfthe bréséntiifiventibhd ThisGlove eliaver gate 202
makes a new permt object 300. This process may include | ocating a
control | ed objdesaribee 1 merexdataittharoperstions pesformeddlyjserver gate 203 whith were

-necessary, .makj ng.,a . new.controll obj e 0,w thin server code nodul e

112 ST e ibRa AR B cifeehgh KoLy 2 abde. e SERESARBE R o1 1 e
obj.ect poi nter, I ' ] | ol I ed
ob) oot 320, THSORRS procoedS(p'sBlls HOZ 1o Hatk JORHHL RN (12 DRRERTRE”' | e

syst em set s adnexsticoon sexiverf gate20 terrhakessnéw permit. Abamntanedaboverthis04) to

speci fy whi ch net hqds, tgle hol der of the permt is allowed to i nvoke.
The syst em neXRvQsalieRMgludes a tickst foua rple pya parameter d he systom thepreceedsisg

is returned t W&t 1225, )r :sSt at e
i S AR AT s g2 c0T UL B BROPR

FIG 5 is1@ flsewveegate 202 ndakes & aéw pgrrhit©bjecoIBX: STHS ptivessgnay ineludet obj ect to
access a service in accordance wi_ith an enbodi nent of the present invention.
The systlesptiag acogtralledsobiect 326 do astgcigteovith permiboljeet300p0rif | n state

502, client ¢ I f 3| i perm t
obj ect 300 (f(r?%%slg—%& mg?qg a%e&?gcfﬁgﬁga;éﬁg%%ﬁ)@g@é?éﬁgr gq‘%?é@ . ez1? ‘n state
?234, t he syst efhieGhstetaneREFRoSEed3 D btattl 408. In state 408, controlled object pointer 302

(from FIG. 3) is assigned to point to controlled object 320. The system next
15  proceeds to state 410. In state 410, the system sets access control flags (entries in
boolean vector 304) to specify which methods the holder of the permit is allowed
to invoke. The system next proceeds to state 410. In state 410, pérmit object 300
is returned to client code module 122. The system next proceeds to state 414,
which is an end state.
20
Use of Permit Object
FIG. 5 is a flow chart illustrating the process of using a permit object to
access a service in accordance with an embodiment of the present invention. The
system starts at state S00 and proceeds to state 502. In state 502, client code
25 module 122 (from FIG. 1) invokes a method on permit‘object 300 (from FIG. 3).

~ The system proceeds to state 504. In state 504, the system checks access control

12
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flags corresponding to the nethod. This entails |ooking up an entry in
bool ean . vector 304 corresponding to the invoked nmethod. If this
access control flag i ndicates the nethod is allowed, the system
proceeds to state 506. O herw se, the system proceeds to state 510.
5 I'n state 506 the access is allowed, so the systeminvokes the

appropriate met hod on permt ohject 300, which causes a, corresponding
met hod to be i flagscogrespondingsn themethod; disntails: looking wpen eptp imbeniens: i at e

paraneters. Th . t . I 508, the
system wai ts fg?&%/r?\jgg'irgr?\g‘ggiﬁnfjgﬁ t? 519 d ﬁ%ﬁg‘ﬁ%‘%@f’éx fotﬁlasﬁag%s%ﬁm?cg?f& ns a
result to cli efiidicadehe@eéthot is Afowel) theSyysiefiDrocedds dstate 506 £ Okerivisesthat €
512, which is an end state. In state 510, the nethod is not

al | oned. | n thsystesaproceedsdo siate BB i ndi cat es to client code nodule 122
t hat the hod is pot,  al d. Thi.s _gan be done in a nunbetr .of ways.
In one enboli ment of® ¥R Sbgﬁﬁee%‘*%sd%aﬁ?%‘ﬁ ,50?1?%35@{93‘[ igypkes theeppropriate 5,
exception to o t!{didhﬁe'i‘lﬂ't% H3OMWhiRh @asBs o cofr ohdmpShé VoKed he 15
met hod i nvocat iﬁ%'n..o' I'n an:)t h‘g'r% enbodi nent, St hce se:f}'gstem setﬂsl&g{d;] O%XPH_C
variable to  oncontralledabiect 320 with¢heaapprogriaiciparametefs. jBrensysteninextt 300

failed. In yet another nbodi rent.,, the invocation to permt object
300 returns a RI9CECHEP gigte _5I9r$e91_“ State %%Yﬁﬁegb\é@és °§ﬂ?°éﬁlé%a§8nf%r _
Successi ve | nV?&fhE{L‘g&nﬁn@ﬁeﬂ%ﬁ a0hto cﬁ@ﬂtccﬁe%@odgle 122. The syREm RKkEIO! NY
descriptions of enbodi nent's of the I nvention have been presented for

pur poses of0 i | prostedstto statesdi, dbintyis phieadstatd.y. They are not intended
to be exhaustive or_to limt the jnvention to the forns disclosed.

Accor di ngl y, _ FFh-ﬁ_?teéin the eagthoshis “&ﬁ@ﬂlm- J0ithis sasg; the smsserappéifétﬁ% to
pract i tioners skiydedddlotife 122 that MctmerAi Ml HIE APBYEollingl osur e

i's not intende e invention; scope nvention is

|1|3 mted only byuhber ciRgRdEtlond éhbddiment of the present invention, the syste{n' causes |
1111111 | ~ij || pnexception toigccur in the exqgytion streah of Aprpcpssor perfarming the 1. A

et hod 01 6Ol 0caRGE T A EbGAnde e 8l S8 IR APt o
' indicate that the attempted use of permit object 300 failed. In yet another
embodiment, the invocation to permit object 300 returns a NULL value. The

above process is repeated for successive invocations on permit object 300.

20 The foregoing descriptions of embodiments of the invention have been
presented for purposes of illustration and description only. They are not intended
to be exhaustive or to limit the invention to the forms disclosed. Accordingly,

) :hany modifications and variations will be apparent to practitioners skilled in the
art. Additionally, the above disclosure is not intended to limit the invention; the

25  scope of the invention is limited only by the appended claims.

13



3 ‘ receiving a request for a service through a permt, the permt
conprising 4 an object defined wthin an gr amm ng

system 5 in response to the reque I ng an access
control mechanismwithin 6 the permt, m gﬂ“ﬂ chani sm
controlling access to the service and 7 r est L y space that
Is protected froma user of the permt, such that t he access control
mechani sm i s - Whagds (daiinked Isavoki ng a nethod on the permt " and 10

if the access is allowed, accessing the service by perform ng an invocation
11 on a controlled object, the controlled object including a nethod to
performthﬁ 12 sepyi CeAﬁaeﬁloatfbﬁédm%ﬁugeace&s%@é@f&@ﬂxiﬁmctémneﬁefy of the
permt. ) The nethod of” claim1, further conprising if the
access is 210t system,adompristhg: ndi cat i ng to an ent | ty requestl ng the service
that the access to the.service tggrr I S not The

met hod of <l ai m 1, 'SHABARY #request jor y5ervice ﬂae%lh%aewt mwml} @mpnjgxsam

progr amm I | ammi ) The

met hod ofn‘gl a%?ng%g%@g?ﬁﬁﬁmgggg%teﬁ egiégé ?rh ilng”?'sterghn 2 only be
accessed tfirough mid fesponse o theadquest, Tabﬁvamgmltaccess tontrol mechanibm withifhe

met hod of claim1, further conprisi ng

14 6 the permit, the access control mechanism contrpllingjag¢ess tq the fglyxce and
1111111115411 '
racei ving " at TR IR memORY sREcs ekl arpirered foma sy of e perty s o o

3 entitygr eeiddecérg c@ﬁ&@l&ﬁe&lﬁnishﬁsi@ggere‘@b ﬁiil'dkrﬁgamethod on thefpdi'ﬂﬁﬁ request
“includes valid authorization information, issuing the permt 5 to the
entity. 9 and

10 if the access is allowed, accessing the service by performing an invocation
.11  ona controlled object, the controlled object including a method to perform the

12 service, and otherwise being protected from the user of the permit.
1 2. The method of claim 1, further comprising if the access is not
2  allowed indicating to an exi_tity requesting the service that the access to the service

is not allowed.

1 3. The method of claim 1, wherein the permit is defined within the

2 Java™ programming language and supporting interfaces.

4. The method of claim 1, wherein data protected by the permit can
2. only be accessed through methods invoked on the permit.

1 5. The method of claim 1, further comprising:

14
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1 . 6.  The nethod of claim 1, further conprising creating a copy

of the 2 permt and transferrl ng t[mmlmuumuﬁmmm ty requiring access
to the service. 1 m 6, wherein the copy -
of the permt allows 2 access to fewer °setvites® tHan the permit that it :

was copied from 1 8. The rret hod of claim1, further
conpri sing determ ni ng \whet .t he t._has be voked ef ore
accessing tife servic g CIYg & al?%"dw ay Y%, amﬂ&%ﬁ%?‘?r&g et Rﬂ‘&aé‘au ng

the access igp n&ﬁi@{@q -access to the service; @nd  The method of claim 1,
further conprising recording the access 2 request in a log aséociated

with the perdnmt. . |ifthe request inch@les valithauthetization éfiforrhation, issuing ¢hepermit
activating the acgess,control 2  nechani smincludes determ ni ng whet her
the permt S geRiyY- 1 11. The nmethod of claim1, wherein
t he access control nechanism 2 I ncludes a pointer to the controlled

object, the pointer residing in the nenory 3 space that is protected from
the yser of tthe perngt. The method of claim 1, further comprising creating a copy of the

15 11171111 i 111(1 111111 |
1 21 2, permitpnd teansfssying the capyioan entiey wapiringacesss éa thesentiveol
mechani sm 2 I ncl udes a nethod to be invoked to performthe service,

wherein if access is not 3 allowed, the method does not performthe
service, buty instead7ndi Thé gfetHodasf cBEMSS; Wherein the copy of the permit allows

2 access to fewer services than the permit that it was copied from.

8. The method of claim 1, further comprising determining whether
2 the permit has been revoked before accessing the service, and if the permit has

3 beenrevoked, indicating the access is not allowed.

1 9. “ The method of claim 1, further comprising recording the access

2 request in a log associated with the permit.

1 | 10.  The method of claim 1, wherein activating the access control

2  mechanism includes determining whether the permit has expired.
11.  The method of claim 1, wherein the access control mechanism

- 2 includes a pointer to the controlled object, the pointer residing in the memory

space that is protected from the user of the permit.

15



4 to the service is not. allomed———‘——i"“"’/. The met hod of claim
1, wherein the access control ﬂ es a vari abl e associ ated
with a method to be invoked to pem W‘“‘“m wherei n the

vari abl e i ndi cates whether the accessci stal® oved.* 1 14. A
met hod for controlling access to services in a protected nmenory 2 system

conprisin 3 eceivi Jequest f a servi e, t hr,o a permt,
t he perm 19[ conpri sﬂ?ig 4 e%etlb?ﬁ]gfbcﬁmgb?ﬁvﬁlieae%%%?%e%§ %@Fc %ght ed
programmi ng SuNRMEk amethod to be mvd)l&drtS%EﬁBﬁﬂ theOseh e, WHEHER if acegkiiy@dti ng an

access control nmechani sm w t hi he permt, t he access contr ol

mechani sm X onali@ved, tiye me&mdsloe&nmtfmrﬁean\lhazsmnd bat instead iintlicajes thatacaeasory
space t hat rotected fro ser of the permt, such that 8 t he access
contr ol Q:ha %SFQI%IFQQ% s invoking a method on the pernit; 9

If the access is allowed, accessing the service by perform ng an invocation
10 on a controlled obJect the controll ed object including a nethod to
performthe 11  sdBvi cé,'heamih@dbén’lme, Whdreiy the actcesstmmlmechdnfsmuser of

the permt; and, 1 | f e. acces s .not all.owed i ndicatin to an
entity reqhesiichifes gyadable aeeceée vitae 4@043 Redavksd tp performy theserd

al | owed; 1 [ ni sm i ncl udes a

nmet hod to be iwrlllvo e t%@ lHdl&ﬁ?ormt e gg?%/eirs%iesgq&hweg?el nif access is not

al l oned, the nmethod does not 16 performthe service, but instead
I ndi cat es that access t6 t he serV| ce i.s not all owed.
16 1 14, A msthod far conisaliing 25cessdaISericss it & PrOteRked MAVSDor i ng

|nstruct|0fs gsgé r%pym .executed by a conputer cause the conputer to
perform a Tet Tor ntrol ling access to services in a protected

Menory sys3jem Conpédevinga reéquest for a service tigough 8 gerdnit, ehgiperinif Wmprisigy Vi ce
through a permt theﬁpermt conprising 5 an object defined wthin an

obj ect - ori nt &d ohiestdafiner vjthiy gr ehjectgoriented programming s¥¥eMse to t he request,
activatingsan accegg resggﬁsre% ﬂp@r%aﬁ't,sagh\vl\ﬂtﬁ% dh access control mechanism within

6 the permit, the access control mechanism controlling access to the service and

7 residing in a memory space that is protected from a user of the permit, such that

8 the access control mechanism is triggered by invoking a method on the permit;.

9 if the access is aliowed, accessing the service by performing an invocation
10  onacontrolled object, the controlied object including a method to perform the
11  service, and otherwise being protected from the user of the permit; and
12 if the access is not allowed indicating to an entity requesting the service
13 that the access to the service is not allowed; '
14 wherein the access control mechanism includes a method to be invoked to
15  perform the service, wherein if access is not allowed, the method does not

16  perform the service, but instead indicates that access to the service is not allowed.

16
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7 the permt, the access control nmechanismcontrolling access to the
service and 8 residing in a nenory Spﬂ'ﬂ"”"malﬂ cted froma user of
the permt, such that 9 t he access co mns triggered by

i nvoking a nethod on.the permt; 10 and 11° ° " f the access is

al | owed, accessing the service by perform ng an invocation 12 on a

control |l ed object, con rol |l ed ob | ncl udi arrethodta rmthe
13 service, and ot her %éPWQuﬁFEﬁggéjﬁE&tq?g‘}rﬁ‘?‘ﬁgmt?% B fhﬁ'?

16.  An appar atyipy &Ecxﬁ@&‘%%%b:‘nﬂ&e?%&éihé& té&JtS?ErfﬁHn Wﬁ nPe}r]tﬁ’&c?fbtred 2
menory system conprising a permt thr a User can
access a ser$i ceontrbldingaredss tccmncessmrag)rétectedlmam:y(systdaf comygtisiag:hi n an

obj ect-oriented programing sy sten;ilO an access control nechani sm
within the plrmit, tHECHKREasequsstionp servicethrovgh .ameﬁbf: BFTRILEOMPHYRE t o
t he service and r atected froma

3nd 5356l B0 TR IR SRBAE kI Bhosfaris B8 !

user of the per & ackess Eon |srr ’s 8 triggered

by invoking g nethod ifrespoaseronhe iequesitactivating an accessa:oh&quaséhanrsacemhimg
mechani sm in conmunication with the permt, that is 10 configured to

recei ve an adcedhe pamibdhe acsessiopatrakmechasisheonttghlingrccpsitaithe seayiee ansd 11

h
igt ' vate e gaCsidin 3 bl SBAR AT s profsetsd oA user pf th pormit, spchthpt 11444
1 97. the I&Iﬁsﬁé&ﬁbﬁhﬂé&h@ﬁsxﬁ isa&iggé;@d by’fiﬂc&t'ir[g dﬁeﬂﬁa%&ﬁe péradit;ol
nmechani sm 2 Is configured to provide access to the service by perform ng

an invocatidfR orand 3 control | ed object, the controlled object including a

nmet hod to P§ rformthe ervi.ce 4ll ther se be otectedfr‘(é)ﬁr??1
user of the ermt. € accessis O‘ﬁ%nacc ﬁ%ﬁsf"é‘i °Hnérfgrﬁ"l’€ SPein
the request 1pr ocRSHédiirotled oﬁﬁehara c%'ﬁtrbﬁed? esrééﬁﬁélaslmge thétHb& & ferfoimithé he

access to the service is not” allowed if the reqliest processing
mechani sm ddfer rsendes, ahd pthehwise being @rwtsctnd)from theweet of the permit.

16.  An apparatus for controlling access to services in a protected
memory system, comprising:

a permit through which a user can access a service, the permit comprising
an object defined within an object-oriented programming system;

an access control mechanism within the permit, the access control
mechanism controlling access to the service and residing in a memory space that
is protected from a user of the permit, such that the access control mechanism is

triggered by invoking a method on the permit; and

O 0 2 O B B W N -

a request processing mechanism, in communication with the permit, that is

—
O

configured to receive an access request for the service through the permit, and to

’

[
[

- activate the access control mechanism.

17
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1 19. . The apparatus of claim i m 16, \/\herel n the access control
mechani sm 2 I ncl udes at |east o mmm&mmmt&‘l nvoked to performthe
servi ce. 1 20. The a 16, wherein the permt

is defined within the 2  JavaTM progfanhi ng Ianguage and supporting
i nterfaces. 1 21. The met hod of claim 16, wherein data

rotected by, the perniLt c onl a ed,t rou nvoked on
Phe permt 110 PTT C3Be Spparptis hepiifevBrein e Ars SOl faschariem
conprising & pe{erohﬁgﬁx%attb BRovide a&@&ﬁ@%@i@r&x@@hy gé&?&&ﬁiﬂé afti J[ Vodhtfsod #7 the

permt froman entity requiring access rvice It the request

i ncl udes val3 d amti'uﬂedszjectmhe cdnbrobled pbjept mshldmgazlnethod to penform thecetvice, .
entity. .The appa us,of claim 16, further conprising a
per ni t copyl‘hg 2nd°WE€'14§?1P%‘H$PFP$' ﬁ?@ewwﬁﬁr PERitat e a copy of the
permt and to transfer the 3 copy of the permt to an entity requiring
access to the service. 18

I 1l 11111111]111111111811111111:11bparatus of claim 16, wherein the request processing C
LMA 1 The%gi%ﬂ?ratus of cla|m23 wherein the permt-

copyi ng nmechan i’?l‘ih%“sm ii%sc sgup dadicage tha thecaccessdo Bsspridee ltsﬁ@t @‘é‘?"}ﬁq ift hat
al l ows acces | rom 1
25. The ap%ar a us éoce&%&\%ﬂ rsgﬁﬁet%%gn%:%lg?e%f h%creé\ﬁgiésn ?9%%&%&(

mechani smis conflgur ed to determ ne whether the permt has -been revoked 3

bef ore accessing the service.
1 19.  The apparatus of claim 16, wherein the access control mechamsm

2  includes at least one method to be invoked to perform the service.

20.  The apparatus of claim 16, wherein the permit is defined within the

2 Java™ programming language and supporting interfaces.

1 21.  The method of claim 16, wherein data protected by the permit can
2 only be accessed through methods invoked on the permit. '

22.  The apparatus of claim 16, further comprising a permit creation
mechanism that receives a request for the permit from an entity requiring access

the service, and if the request includes valid authorization information, issues the

W N e

' permit to the entity.

[

23.  The apparatus of claim 16, further comprising a permit copying
2  mechanism that is configured to create a copy of the pe'rmit and to transfer the

3 copy of the permit to an entity requiring access to the service.

18
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1 ' 26. The apparatus of claim 16, further conprising a | og,
associ ated 2 wth the permt, to record—access—+eguests. 1 27.

The apparatus of claim 16, wherein th I ing 2 mechanismis
configured to determ ne whet her thepg'mﬂl"m!mﬂﬁjﬁat o1 28.
An apparatus for controlling access to*S€kVI CeSuli Ik otected 2 menory
system conprising: 3 ' a permt neans, throughiwhich a user can
access a service; 4 an access control nmeans, within the permt

neans, thejaccess cptr ofhdappafBad st d4ift 23) Whedéin ecmemitlcdpying niedhunisa and
residing in a nenory space that is 6 rotected froma user of the pernit
means, sucRB t Haconfi@ired toeproducsithe copynefthe pemnivthat allawpascess tofewervoki ng a
met hod on the pernt, neans; and 8 . 4 a request processing means, in
comuni cat iPon l'ﬁestthglg'gmltﬁte”ﬁ?f‘s‘fopﬁ‘?affmg‘ is configured to receive an
access request for the service through the permt 10 means, and to
activate the access control neans.

19 1 25.  The apparatus of claim 16, whereinti2 requesh/progéssingl

29. A conput er .,readapl e storage, nedi.um ¢ontai.ning a,dafa strycture 2
for controf i fgecapEELiscy %61 Lo GeRTiBe DGRt (e PoBITHR DSPSE LAt he dat a

structure 53 éf@ﬂ@%éﬁk?ﬁg:the & rvice. an access control nmechanismwthin
t he data struc?ure, e dccess control 5 . mechanismcontrolling access to

the service and residing in a nenory space that 6 is protected froma

user of the permt, _such_fhat the agcess, contyol nechanismis Y
triggered By invoki?@ a fwr%sﬁfﬁja%}gﬁl{}{t{xgmmpgsmgalog, associgted ccess

control in(ii Ca&gﬁxﬂ! Jﬂnﬂ,{d\%c&ﬁta%ce%“&ﬁfe%.e’ t he access control 9

i ndi cator sSpecitying services the user®can access, the access control
I ndi cator 10 bei ng protected from nodification by the user; and
1 27.  The apparatus of claim 16, wherein the request processing

2 mechanism is configured to determine whether the permit has expired.

28.  Anapparatus for controlling access to services in a protected
memory system, comprising: '
a pemiit means, through which a user can access a service;

" an access control means, within the permit means, the access control
means controlling access to the service and residing in a memory space that is
protected from a user of the permit means, such that the access control means is
triggered by invoking a method on the permit means; and

a request processing means, in communication with the permit means, that

O 00 N N W A W ke

is configured to receive an access request for the service through the permit

-t
o

means, and to activate the access control means.

19



1 30. The conputer TEadable storage nedi um of claim 29, wherein
the 2 access control nmechani sm ' to code that inplenents
the service, 3 the pointer res“nlulnﬂﬂ“meum'umry space that is protected
fromthe user. 1 . * The eonputer * eadabl e storage nedi um of

claim?29, wherein the 2 access control indicator includes a variable
associated with aggerw ce, wherei ti abl e j ndi cgt es whet her

access tola corre2pondithFPRBE, ©Ea ‘?ar esatp{a(gm%mmfontammga Aty SIUCUIR pt [od
for contrell ?Eérﬁ' a0

conpri si n25 g&gmﬁﬁﬁ%% ak%gig%ﬁrﬁg&alhr e{ﬁ' ag:gftéh or gg%lil}c/glgtdﬁr oug%ﬁg& permt,
the perm3 coomphﬁhg:g 4 . an object defl ned wi thin an object-oriented

programmi ng system |n response to the request, activajing an
access cohtrol nmedh &ﬁ?@ﬁF%‘Fﬂ mechanismyydthin the data %tﬂé’t‘%i'éxc@% acqeshEqndo

cpace tnat | SopRatRRoREARRR ofdhed (8 Bholck Snd iiding ] FieficRPspale ooy

space that is protecteo
20 6 is protected from a user of the permit, such thatlthd 4dckds dontrbl inebharismisl 111
1111111 . * C L M S * 8

the acces? céiggesd Welanaking mmethed ogthermeamisyandivoking a net hod on the
permt; @ and 10 ;ccess control mde:attt:p\?qtﬁlx G Sath Strfleh A B 2cASE E5RYHY the

servi ce.
9 indicator specifying services the user can access, the access control indicator

10  being protected from modification by the user; and

1 30.  The computer readable storage medium of claim 29, wherein the
2 access control mechanism includes a pointer to code that implements the service,

3 the pointer residing in the memory space that is protected from the user.

31.  The computer readable storage medium of claim 29, wherein the
2  access control indicator includes a variable associated with a service, wherein the

3. variable indicates whether access to a corresponding service is allowed.

32. A method for controlling access to services in a protected membry
system, comprising: |

receiving a request for a service through a permit, the permit comprising
an object defined within an object-oriented programming system;

in response to the request, activating an access control mechanism within

the permit, the access control mechanism controlling access to the service and

N v R W N -

residing in a memory space that is protected from a user of the permit, such that

20
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8 the access control mechanism is trigg?red by invoking a method on the permit;
9 and ' '

10 if the access is allowed, accessing the service.
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