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{54) Title: SECURE DATA BROADCASTING

(57) Abstract

The invention relates to a method and apparatus for protecting the destination addresses of data being transmitted over a digital video
broadcasting channel. If the destination addresses are clear (i.e. not encrypted), it is possible for the traffic of data being transmitted to
receivers subscribing to the channel to be monitored, and commercial information relating to this traffic may consequently be exposed.
The invention provides that the destination addresses are encrypted by calculation from a sequence of control words. The video signal
also includes entitlement control messages (ECMs) which include the control words in encrypted form. An address flag is associated with
each destination address and a control flag is associated with each control word. At each receiver, the ECMSs are processed to construct
receiver addresses by calculation from the received control words and a unique receiver identifier. The receiver has two address registers
for the calculated addresses referred to as odd and even. If the control flag for an ECM indicates odd, the calculated receiver address is
registered to update the odd receiver address, If the control flag for an ECM is even, the calculated receiver address is registered to update
the even receiver address. The address flags are also designated odd or even and determine which receiver address each destination address
is compared with. Thus, each receiver has two dynamic addresses, ane being in use and the other being updated at any one time.




