CEMENT SHEET 2 5 OCT 1006 - 4 MAY 2006 WD 03/041338 PCT/ GB02/ 04159 METHCD

AND SYSTEM E §’0CT RANSACTI ONS AND ELECTRONI CS VQTYNG 008"
The i nva-_rilgig GEM‘ENST S(HE th a stemfor supply of data, a net h%(q
for pro |,__E§‘_av -1t ignature and digital certificates, a nethod and

system for transfer of ownership of electronic property and a nethod and
system fQr el ectronl c voting. The field of the invention is public key
crypt ogrgﬁ 9/ 1¥blic key cryptography uses an asym‘reP(ET/GB(moqssrlthm in Whl ch

t he encryptl on and decryption keys are different and for- eh—t—s
i nfeasi ble to conpute one key knowing only the other. Users r

i St e g e e A e by

keys - that is, two |
private and never discl-e5es ArC'T‘ICTESAND‘ELZE:CT QNrc§a.rTEIg safely made pushdec,

just |like a phone nunber or simlar personal data. Because of the nature

of the algorithmand the way the keys are generated, information encrypted
with the Prlvate key can only be decrypted with the public key and vice

ver sa. o' AY ek fakitenta ¥ deEicd end dystiet fanenwriw ok idate amytiedcr et .. Publ i c
key crﬁpﬁtwv@pw aetighbtads s Eoveralanpoidsithl | dettig$catedny aizendanaai Ng the user's
publ i cevkesn cant:sentkrt e cuSeEhip JFREISA0®N1E REdpEPELEhdVhtReidaadngkey and can be
sure té’?@tenﬁfﬁr}’eltehgroﬂ§@ﬁroﬁin\§ho TR @ﬂﬁd d¥asnet hﬁremlo}{aitse 58N keyCaN decrypt it.
Thi's pQuidesngonfidentiality. The user m ght al SO encrypt a nessage with
his private key. This t. cannot provide confidentiality, because anyone -
who k Noys. t}pe %ggl ic key can decrypt it. But 'the fact that they can decrypt
it means theY IR IS FRVEEE S FSITTITHE iswrich tiho al one has t he

PEi vateé‘cﬁ@§71°n 2PHi %ecbﬂt&\‘}'?’désysi Ateegfrfifexenhiteld dfof haaneti ¢atison and can al so be
used dsfepsigsioscdmprtenope kepimkivatd only- tieherhdi gi vadrs equéivalent of.-a o
si gnatwirie suithfleahgender oS sgnsai, MRS SRgeratk tthr hn@WRsPrd yatekey and then
encrypegs -ithatiiskh thbaatQC hifisend." SrnpURkE GekBYoncCONkidantd gl ity, integrity,
aut hE@Eiﬁa& laQd n@&léi &Q@lé&guﬂ' at’rhé)gt}?errekegrr c.oa\ﬁl geegageggen{ageerlf\bll N pract i ce,

t Ehngzéftr ET:@C& Pﬁédg;%dm&e OSOJIRiﬁx ot dbnt ]G a;irsatecaeugé s u,éeyﬁge{ or mnce
sessi QF t% A5 :r thm 1% b b r"?‘?ﬁét Fi ceys Pite? e Ehcrt ‘Tr‘“‘?tﬁén ﬁé%%’ﬁ%fél The public
key W ‘i EQ/ fl ”%Ite eyeﬁaé?lfifﬁy f%gf‘:%ds‘@&lt@iﬁ RBYLC Symandaricy o

he sender and recelver do not need to share any secret.

Public key cryptography enables several possibilities:

¢ Anyone knowing the user's public key can send the user a message
encrypted with that key and can be sure that only the user - who alone
has the private key - can decrypt it. This provides confide_ntiality.

* The user might also encrypt a message with hlé private key. ThlS . .’ .
cannot provide confidentiality, because anyone who knows the pu.bl:.; key '
can decrypt it. But the fact that they can decrypt it means the
message must have come from the user - who alone has the private key.
This provides integrity and authentication and can also be used as a

basis for non-repudiation - the digital equivalent of a signature.

* If a sender signs a message with her own privéte key and then encrypts
it with the recipient's public key, confidentiality, integrity,

authentic_ation and non-repudiation are provided together.

In practice, things are actually more complex. In the first example, for
performance and operational reasons, the sender will choose a ‘random
symmetric session key and use a symmetric cipher to encrypt the mesgage. -
The public key will be used to encrypt just the session key. Similarly,
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4 MAY 2006 WO 03/041338 PCT/ GB02/ 04759 2 in the second exanple, the user
will first "digest" the nessage he wi shes to sign, and encrypt the‘ﬁlf‘@éitlﬂﬁ _
-wWith his private key; the recipient will reconpute the digest and conpare
its value with the value he decrypts from the user. A digest is a

mat hemati cal construct with a relatively short fixed |ength, which is
derived wd)@o@@warbl trarily long nessage; it 'has tIggT/%%ﬁ)%bal property
that it is infeasible, knowing a mpssage and a corresponding digest, to
conput e another nessage with the sanme digest. Al the processing is done by
software; the real human users do not really "do" any of this. It is

| mpor t apt tﬂeoséégﬂﬁé%ﬁm tiRatsPURKL GiKRY 8a1dOstNOtheasddade Mo NEMEs t O be

pUbl I Sh:%ds g taﬁ&‘ ‘ef iq.he Il@ é’stcvﬁ.@hgﬁ %bﬁ:ra@g k@§ %gqjeylpggntn@lﬁi ow y as

" business a privac ui renments ctate \pal‘ll or, ac{ecgggklfl c keys can be

| i nked rteﬁ‘ﬂ'gt’?‘?thet 8t %1 BUBEE ¢ Re9 oS ‘ﬁlftpashter det *"he links are
dat a stPectEefes? (ib?eséla}tsaa F‘PF‘@S‘F“@aF?‘éHr‘EérVﬁtF|acé?]é‘§”el"-lérsé°ﬁts how it works: -
Al i ce nayedegiste ¥idchegi dtrévedhéromppbiribstdemidy( bavd neberdei tir hasf or mat i on)

W th a tRegisséntadli propbetiyhtrakt i (RAYfeadilbhe t Rh@rifhe achidspideOsnaod prior art, the
usual nNAPRSpoAlALE8IgeaNdes Bobucagotis el NgelReh khe shealpkes of signatory
and 'reI ying party, respectively.) Using the infarmation collected by the

tlflcate Aut y.then create a ¢ ter file
cont ai Eﬁ%g AR S E T Hub] ii%neke‘gg%waeﬁe e R R %uma i OF Trat T g;glév\h SPEN i dentifies
Alice afftf énX/QFltBi“ty peri od. The CA S|gns the flle with its own private
key, creating a certificate. A CA s public key may in its turn be
certi f itedisoympanehher GAersanct that pubCA Beysedd nét eatelW hdvebe bertified by
anot herpusi@n&OtOBhdlRbilkd. @¥entanbé ¥niderL wiSedy EOGarrdwidatsi S, an unsi gned

(or selyhiz i8Nl priddly keqieiheathiogery@l ue has to be known sone other way.
So starting froma root It is p055| ble to traverse a certlflcate chain to

dlscov%r 1ru||ckle¥ val ue. A set of g%blmog%s q(lnthls way form a

publ i c Ry P iR O PRe BT p1a 50 {1 P8 n g1'€¥ CA whi ch acts as

the r ode’ﬁ‘ﬁH‘“\ﬁh‘i"Eh‘ &8s TBE MNP PR T ERTRES (- F%taa?%f)s)posm bI e to
build &’aplﬂd qeptifi¢ayes aHere4 ipAyY 2006 ks:

¢ .Alice may decide to register her public key (and identity informationm)
with a Registration Authority (RA). - (In this description of prior art,
the usual names “Alice” and “Bob” are used to describe the roles of

signatory and relying party, respectively.)

® Using the information collected by the RA, a Certificate Authority (CA)

may then create a computer file containing Alice’s public key together
" with information which identifies Alice and a validity period. The CA

signs the file with its own private key, creating a certificate.

¢ A CA’'s public key may in its turn be certified by another CA; and that

CA’s certificate will be certified by another and so on until
eventually there is a root, that is, an unsigned {(or self-signed)

public key whose value has to be known some other way.

® So starting from a root it is possible to traverse a certificate chain

. to discover :a public key value.

A set of public keys linked in this way form a public key infrastructure.
The simplest PKI has a single CA which acts as the root and which signs

all the certificates. It is also possible to build a PKI in prior art



WO 03/041338 PCT/ (B02/ 04759 3 wusing cross-certification instead of a

hi erarchy, but the end result is broadly the sane. Anybody with the Zlfl]
software can bean RA or a CA, whatever the legal or business constr{‘:lfdfélfJ b
there is no technical requirenment for an authority to be authorised by
anybody. It is inportant to understand that the |inking of a public key
into a Pigloosdpaess not affect what can be done with theciasehiig private key.
Sorre comon m sconceptions can besclarified as follows: A certificate is
"used" by a relying party, not by a holder of a private key. The relying
party extracts fromthe certificate the public key to be used for

encr yptusiy Ofoss!@PaltiléL 1 6NeRideng of o AikeFdlf ivaate ishaneturtended to create a
d| g| talbrggcﬁpeghgrsemgr to decrypt a received nessage. A user does not need

tO sen%“{’%’% w:Lth tXe %?%}{tl fgatr% cgz;[n k?el lm'btag ChE(‘CK %\gtev(e)ln% l.se' 1S signature or

an encr even an nce F%ctronlc

Si gnat l?Feb"(sé%esEiéPPﬁéﬂ“itﬁ ttH%reEEf ng| FEERY O PR TSR UFES *Di rect | ve) ‘requires
a certispthoaty tobexjushorised Prespdety-of the matching public key. A typical
method in which a PKI is inplenented in prior art is as follows. As wel |

as agreei NYidRrla0koaidaersthed iy vial eidkeys o\al §@18PREY @scNerexr Or di nary

handwr Isbl£RoS 'aQELQT: %Qt o %e R%HQ%?:&PFQLA Galdnony barmaLeh sdhef erences
"certificate .poli s" jcate practice statenents” Alice then

const r G&TS " aRi conlcentéorg E’?{’C@ﬁ%mfbe ect WhI'Gh she sends to her RA PKCS##10
is an-industry standard data format. The RA checks the contents of the
recei ved mbgacticagai aStssaty kireipiogSparahotdt B laClaatosa@nds a certificate

request t}ﬂ'l@at%ey Tfﬂf?e %ﬁ}é&’ikﬁrtyaBQé&Qdéo& Qhé'Jer?ifl@athJhE' ficate upon
an_r he certi ate will probably have anp :

whi ch
oo Ty reBE il B R B R ok o Bt rIOhE 4 & b o sooin

the future. Alice mght have to renenber to take action to renewthe
certifiecat eesmhenRatd i€X¥pt MR83edpes haase atgdhlgltau,Slsi'gga&rehﬁ'ndiNﬂédrhﬁ:n si gnature

for that aog££9§e% message.

®* A user does not need to be named in any certificate at all to check

someone else’s signature or to send them an encrypted message.

.® Not even an Advanced Electronic Signature (aé defined in the EU

Electronic Signatures Directive) requires a certificate to exist in

respect of the matching public key.

A typical method in which a PKI is implemented in prior art is as follows.

® As well as agreeing to look after her private key, Alice applies her

ordinary handwritten signature to a paper application form which
references “certificate policies” and “certificate practice

statements”.

® Alice then constructs and signs a PKCS#10 object which she sends to her

RA. PKCS#lO is an industry standard data format.

® The RA checks the contents of the received object against what it knows

about Alice and sends a certificate request to a CA.

® The CA signs, and sends to Alice, a certificate upon which any Bob in

the world can rely. The certificate will probably have an expiry date



Wien Alice digitally signs anything, her software sends the certificate to
the relying party along with her signature block and the object tha has

- been signed. Wen Bob receives the transm ssion, he (that is, his 2 MAY 2006

software) first exam nes the certificate, and checks that it is withinits
period of wvalidity. If he recognises the "issuer", and knows the issuer's
public kewsehigsscan al so check the signature on the sericihlosase. 1T it
conmputes, he can extract the publig¢ key fromthe certificate and check the
signature on the data that was signed. Except, of course, that he nlght

-not know the public key of the issuer. He now needs a chain of

certificaiggabi GB in Ok Edrude publlice nkenr dvattoheemedigestknsw. Perhaps Alice

sent himihe,c E'@'rQnevPEheO%ﬂ@EJ&ab@ wmsla Bxpi8EAT Sdinibhdagn disRCLOri €s to

assenble |t  hi ne have to pay a charge to access a
di rect oryfmngorblglsen ?jlsgn%%urg?%oééetshsag%e chain by checking that the issuer name

in one certificate is the sane as the subject nane in the next, that all
the si gnaimshesi@naddikalifesig@erdifiont B sdreddeoithds and cthatickbe validity

periods w thin tie ch MTRK & SENSE L BhAkl R oLO £RCH QLNEL wndhere is a
possi bi | :le% the fdgln Sgrty a]h % no ¢ alsng%can be const r uct e% V\,htl ch includes
both the B % eﬂaﬁlgmt:dertl ficate and a certificate signed by any public key

he knows inplicitly. Except, of course, that the original certificate, or
any of d NghenGRbtdebLGAL BFel trabd@sQbBAI Be (BRY DPVEisbe@mwireyaked. So Bob's

software _nust ’l &gtlfqaturn to,an | nternet  addr gg@s(pgﬂbd fUmform

amine at and che t
Resour ce JT_OC& I NC 5 I n eac cert|#|cate nost recent .

certifi ca’faél‘?“é\‘ioc £ "6t IePEt T ORES T8t WAL HRYES R kp‘ib the serial
nunber of kevheen@et 2kser thefk it &1FRtgeot R ﬁe‘ﬁb@scal‘ﬁ)t I§pffear He may or may
not have twrpay. &ecirar gerior tirceedsc key Eephti@Reertifisatgnang ¢heehative to the
| ast t hr eenebailgheiise dBothecatai st oad spass. the certificate to a validation
authority (VA) which will do much of the work for him and return to hima
si gned go/ no-go response on the wvalidity of the original certificate. If

val i dat’ off*°8@r vifc 6% 5F e SHEMVAY "?%6““\/@"53"‘/}‘6&@]3? GERF U5
suf fi ci entd youi mdedgratcedn ¢hesrtifirabtre dhbible Mgk secceddinbeetftten t han Bob
al one coudiats Hdse Oferhapeahiidatdeon herye craiwi |dr prrblx@bhey hipeto char geabl e.

search public directories to assemble it himself. He may or may not
have to pay a charge to access a directory. Bob needs to process the
chain by checking that the issuer name in one certificate is the same
as the subject name in the next, that all the signatures on all the
certificates check out, and that the validity periods within the chain
make sense relative to each’other. There is a possibility, of course,
that no chain can be constructed which includes both the original
certificate and a certificate signed by any public key he knows '
implicitly.

® Except, of course, that the original certificate, or any of the
certificates in the chain, may have been revoked. So Bob’s software
must now go in turn to an Internet address (URL - Uniform Resource
Locator)'inciuded in each certificate,‘extréct the most recent
certificate revocation list (CRL) from that URL, and check that the
serial number of the next certificate in the chain does not appear. He

may or may mot have to pay a charge for access to each CRL.

® As an alternative to the last three bullets, Bob can insteéad pass the
ceftificate to a validation authority (VA) which will do much of the
work for him, and return to him a signed go/no-go response on the

validity of the original certificate. If validation services are



Bob archives the certificate of interest and either the rest of the chain
and the CRLs or the signed validation response. To.guard agai nst lg%ﬁf 006
revocation of Alice's certificate, Bob would also do well to get fr 5
timestanp authority a timestanp of the signature bl ock on the signed dat a
to prove that he had it in his possession before the revocation occurred.

Ever sing® ghfzdgnventi on of public key cryptography, p¢hepathsis®n has been
hel d. out  of a universal infrastructure that woul d enabl e everyone in the

world to verify with assurance the. digital signatures of everyone el se.
El ectronic transactions exploiting this infrastructure would acquire the
I npor t antsuptiepeitly st &fratddl egiet inyy ancthbnenor epudidatdronftAc hvenent of the

vi si on waidhdaghpevan . i idi Wedualisahecaussitbey1coullmdigital ly sign

anyt hi ng,chgn(_%v\ﬁere any tine. And it woul d consequently deliver business
conpetitiveriess --a typical conpany, already participating in one

e-mar ket pl ace as a buyer perhaps, could smoothly enter another, perhaps as
a sel | @r povidrbhivee thanertidesite tof. intditiss abisdioner biSrdshectpedeential to al ter

the natur ‘13'1 %{Hjtﬁeh@RLe Qp(%gl (é?%ned Qrfal £€10n réIB&lé%t pl’I‘Q‘ gaz%ogééqgé The whol e

wor | d coul d develop ra an.inte rated
e- econorr;/!L sfh’éélvﬁff Pnart d%es %e(ﬁf&é‘éas 05?52 %EL g‘ toSparti C|gpat ein
°ﬁ‘ﬁy’f‘h‘ihﬁg, anywher e.

a public FRey FHIFPEEP rUEINE Wtﬁ‘FFsé?F‘Paﬁgltf‘? Fiestereg
Key- pai r $igied ddte Yor prswe dhpt & dagdheimahisyrawersias péare @k a " nmanaged

i denti t y"revathiem odcharedan extension of personality, independent  of
certification. The prior art PKI-is largely relevant only in a managed

i denti wezcgmc@&me infeiLE lafapuﬁﬂbj ﬁgtcﬂyﬁtog%p%eqhglv&&%lwésvxaetab a single
affili %Ll% gﬂd x# fal Tnlvgres 1§1¥ra%pru¥t ”?kt%gt %voxr;'fdeenabae eget Qr{f}at %C%ﬂ%eXt For '

exanpl e gn__ iation as an.e ank, or as a
vendor."t'3%a" ?ﬁiﬁ%‘? e pETART SN et et \ﬁlﬁ@atﬁﬁﬁfuf’? éﬁeré’f’ne &tférated a
key- paF’r“tf‘ﬁ‘éc tSEbPetierE Gt ites t&l%llﬁﬁﬁaét‘b’t‘ié‘frﬁe%%ﬁ‘!%é? tha bank, for
exanpl émpogtangrpropspliery ef inbroritynajdoronctmudimsion-of t he bi ndi ng of the '
subject's identity to its public key. Any particular individual would be
| i kel yatBetawe: ofmihé ivikeonnbhiagedodvee Nhadvi @510 Wesd2adnAY cafraany one tine. 4
MAY 20061 c M0, 636044 338nECTAGBO2] QY R9nb.  Ad W Lbak MRiQfeRnpbl emwith the
prl or aglyvémbgqhggéezanegtltth@enggy Vel Sfical BIAS)," LGLWE Vision is that the
S Cgarttg.tzai%atlng J.tnyQI Ca ma¥ketp]t.ace asea buyer perhaps, could smoothly '

enter another, perhaps as a seller, with the same identity." This vision

has the poténtial to alter the nature - and the economics - of the

e-marketplace concept. The whole world could develop rapidly into a

single e-marketplace - an integrated e-economy.

The prior art does not easily enable subjects to participate in a public
key infrastructure with an ability to sign anything, anywhere. Key-pairs
-in the prior art are generally seen as part of a “managed identity” rather

than an extension of personality, independent of certification.

The prior art PKI is largely relevant only in a managed identity context
in which a subject is related directly with a singleée affiliate and the

- identity only makes sense within that context. For example, an

“affiliation as an employee, as a customer of a bank, or as a vendor to a
major corporation etc. Having acquired or generated a key-pair, the
subject convinces a single business partner (a bank, for example, or an
employer, or a major customer) of the binding of the subject’s identity to
its public key. Any particular individual would be likely to have

multiple managed identities outstanding at any one time.



subject and not with the relying party. There is a realisation anong
tradi tional CA businesses that the subject wll be unwilling to payMAhms
“full cost - or perhaps any part of the cost - of "being issued with a
certificate". There is a furthernore a perverse liability issue which
arises fromthe fact that the CA's contract is with Alice - the subject
named i n whespseegtificate - and not with Bob - who relcrgsondzdet s '
correctness. In prior art PKI anyeéper-certificate liability is unbounded,
~because whoever signed the certificate never gets to know who is relying
on it until there is a problem Alice can send the sane certificate to a
mllion Bobs and the CA will_ never kno i ghi. b is building up.
The "vaITsthegimagor PEph'eR a5t éh%ﬁﬁloﬁear?e%(sge& éér%s?éhig%tk%aﬁout the CA (the
sour ce infragtracturg aligege &vEPAHERS M g° AW e, 1 SOIPatY F’(/é’l / 93/ EC of the
Eur opeatbiPar khamentwitindhofelies @oitici Fhor 4932 TRUSHDE! 1999, on a Community
f r amewerdaif Qha P loR alus Ditis€e S g athd r 8%t hial Hej ywedliliipety rdeftAes a nunber of
the terfl Used isR JehB.Ar 8565 dRCiHBsst .- oHOWBM B isduRe wdef iani tion of
"cert_iL‘iarcEquec';tg_,,s wi der in the present docunent than in the Directive; the
Directive"s use of this word corresponds to the wuse in the present '
docunent of the term"verification certifi catg"‘ " Théaés gn%glrplh;di gi tal
© si gnat Grere isnatfyEcisreayent PADEHTfeMtPrE 8 CEShATGUSTOr ementing the
Di rect ifee’ shanothieofh'of caapracadivaricl dléfect PO MBI SE JHATUIL ™™ According to a
first aspecicadé -t el pseesamt Bibnv @t irehiet var &s| rpedvtded aPr At hod f or
suppl y .0f pRatay el alkifiGidfe aid@Scty bednenhdddy Heoawernabgrengigesdt ity
conpri §{ Q. 38N ALI0G Gedd ESkndd EHot & r&644d bh cat 5 ginad i 4h an _
el ectronl g S gp'lﬁtcg-r €0 mg thé IShe S1.90ENG.LRL It Y1866 ddd6!didhg:caone or nore
attribBtes®of The"described entity., one or mope aftri.butes of the first
di gi t al"*TePtVEFi'PaY UM E il?]éph_de one of more {tributes-jdentifying the
first SPHREIIterer iy, aaed At aEPON B HAfS CrAe{itaf i to t%ea descri bed
~entity vehietteves beecdes supsl-i ed; an indication of one or nore sources for
the data to be supplied; and one or nore attributes identifying one or
Mor e I kydcBgeNddsld08c to@ sMai Blhodehe rdatiandns 4nd dFetisuppheddot tthe rel yi ng
entity pforwer dbdiod hecddnhsity digebadk er tickipaie signcypeodessi ng; a source
suppl yiog the.fata d.0d] caked dennbhe hd hsda di gid keksy tibduheate. The first
digital certifjcate empowers (hg,;L&LyiNG, 808 ihYnt Q-A8h0 BekRSS 0 the
personal data of “the described entity which ney  be held by, a,s0urce in a
‘data stBFeinfde Maye B T e b PEa°Td%i*n thi's docunent . as. an enpower nent - 4
VAY 20@ee in the present document of the term “verification ce;tl icate”. e .

term “digital signature” in the present document is a techpique for

implementing the Directive's notion of an “advanced electronic signaturef.

According to a first aspect of the present invention there is provided a
method for supply of data relatihg to a described entity to a relying
entity comprising: generating a first digital certificate signed with an
electronic signature by a first signing entity and including: one or more
attributes of the described entity; one or more attributes of the first
digital certificate which include one or more attributes identifying the
first signiﬁg entity; an indication of data relating to the described
entity which is to be supplied; an indication of one or more sources for
the data to be supplied; and one or more attributes identifying one or
more relying entities to which the data.is to be supplied; the relying
entity forwarding the first digital certificate for processing; a source

supplying the data indicated in the first digital certificate.

The first digital certificate empowers the relying entity to gain access
to the personal data of the described entity which may be held by a source

in a data store and may be referred to in this document as an empowerment



WD 03/ 041338 PCT/ GB02/ 04759 7 certificate. The described entity and the
relying entity may be individuals, groups of individuals, individugls . in a
particular role, corporations, organisations, conputer application @‘W 2006
systens, automated machines, etc. Electronic signatures are defined in the
Directive as data in electronic formwhich is attached to or logically
associ at exb svoif33pt her el ectronic data and whi ch ser wes/gasz@7sset hod of

aut hentication. The first digital certificate may include any data which
the relying entity has previously requested to be included such as a
reference, nonce or other data. A source can hold data or can refer to one
or nore .a_source fdf St Shdinkale1¢higt édticat®y BRY be sent with an
The si i Hg Bt i ¥y"°% 8 J,Igﬁe FErst digi Ia*;. certificale Jmynlesthe described
ent i t ycypetetidngr THEFRTSPS dFYFLST ?ghcla iCat€ i'sa formof self-signed
certi fihcates, ldfecan  object signed with a digital signature is sent with the
first digital certificate, the digital signature and the electronic _
si gnat gr.e.in;t Regnakifst adi @shabh Geeld bireatioermydarseinde¥eoeramnt key pairs for
signing. The data rel,akingd.t o.dibai1descsdibed fithidtyesraYedeneliude one or nore
publ i ¢ 'Key$“car responding teghogrgfv%;tgé&qg&igg_ntrol | ed by the described

ent it y®taTHE G4FA FeSt Thg To the described entity may be supplied by neans
of a second digital certificate to the relyin en;li Ly, .the second digital
certif PeatessiGatthlniehitinete Bt Iohie SgiHtureby "2 "second signing entity
and i neduiely mgs peaeooslymoraested 1t gt Eslededasudr$er i BB &S tY Fhcl udi ng t he
dat a Whi ghnd:Sade@. be supplied; one or nore attributes of the second digital
certificate which include one or nore attributes identifying the second (
signing entity: ] AL I dbUlLsodednti foyideg. one or nore relying
entiti gssoflf)ce ﬁncﬁ%%hggga%caimg%o be supplied. The second digital
certificate may be referred to in this cunment as: mcertificate.
The fi o fiirg Setrldoditgiicaie B&r s ancta'f”{ejtg‘ %Objﬁégisﬁ%efiﬁ&ei%%r. t prescribed
by i nt éfaisel ehamlatentd Yusderstd ¢lsot BhaHde® £167 °}‘/"E'erfri‘_3f f’%ﬁ%“éser\’mlgﬁ t he

el ect r enitee Siignatimieauskrgtivabd ey keyhe rdppedhrhpPiyity stHe 1% §8° and second -
di gi t akieerdisitnatesinaytd neluten it elbraiesedirehtigre. SGfFicient to

i dent i fyebheigdaschidaed seqicht yiascwel 1o astt wgnrekyiimgt éiicey.  These may be
a singlg tiLIDULE. Qig:R.£QIRaPaLI 8A Ok dREEhiABiSABIre in the

first digital certificate may use different key pairs for sigming.

The data relating to the described entity may include one or more public

keys corresponding to private keys controlled by the described entity.

The data relating to the described entity may be supplied_by means of a
second aigital certificate to the relying entity, the second digital
certificate signed with an electronic signature by a second signing entity
and including: one or more attributes of a described entity including the
data which is to be supplied; one or more attributes of the second digital
certificate which include one or more attributes identifying the second
signing entity; and one or more attributes identifying one or more relying

entities to which the data is to be supplied.

The second digital certificate may be referred to in this document as a
custom certificate. The first and second digital certificates may be in
the format prescribed by international and industry standards for
certificates with the electronic signature using public key cryptography.
The first and second digital certificates may include attributes which are
sufficient to identify the descxribed entity as well as the relying entity.

These may bé a single attribute ox a combination of more than one
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name may not be sufficient to identify uniquely an entity, whereas a

“conbi nation of a name, a date of birth and an address will often ugiMpelnos

identify the entity. The first digital certificate nmay authorise the
relying entity to use the first digital certificate to obtain a second
digital eaydohiizesate. The relying entity may be aut heciggeiiseobtain a
second digital certificate which 8s narked as qualified. "Qualified _
certificates" are defined in the Directive. The second digital certificate
may include one or nore attributes of the first digital certificate. At

| east soneibofe.t.hdrcontelel 2 odmet hey didtrisd sudiigiehaltocilett ity cat@ediny be copi ed
to the aseanne, digirtal aCRtinbiicats. a Thee, MBldhod oFay dnnglduge aidiess el yi ng

entity forwardi ngge, sdehtssh AL Ant Al certificate to an intermediate enti ty
to obtain data f roma source The internediate entity may provide a _

service for the rel entity and may provide insurance and take

fi nanci™af SFabrteit f=6’ftlf+fét%Bﬁﬁmay“ﬁfl%‘*h@edaﬁl&mgf PhTE Re usBfPee. . The

i nt er médFt Bladhd ryrtiiicaenerchatant heegmd chditdll iertiificater t Mfs cate. The
second rdiging ant tor hdyf be ationyd itacdidin orecord @Rt ealatdreidivias 1 dentifying
the relyidigienbidey pGhiaee. didfeipd Eremdabs-00Q Qrifdre: cad tributes
identi fryidg;fhhe relying entity included in the first digital certificate.
The second digital certificate may include one or nore attributes

i dentlf ng t he descri bed entity which are different fromthe one or nore
attribd e§ FRENTISF A NG HE CHESEH B et §F AT idedPitr® PRSP rst di gi tal
certifittatteliothet auSEFiBEY Mt 125t Ay gerter aretaatdirgitbalfisignat ure using a
privat éikiéy! cmftlﬁleatemaw@pmdqmgo poblseconkdedighrd delmeififatst signing entity
may include the digital signature or a cryptographic digest thereof in the
first ahgimbeoaGeit idch&at eandyiheeadata rbaREnsuURPIsiad §Qitdhe relying entity
may IesAtu@lfcawetopmoLﬁermhte&,ﬁwpw%eﬁhlcetglfgsés Jy.be qbtai ned using a

hash fypg nge . tLhe, indicated data e public key, is
recei ved %wﬁﬁteerg i nmaly rﬁ‘t"i’lt% rom. ﬁwforsouer 5% yl‘?gnen gaf‘al *%j gnature can

be verf °V1ée “HHEFTT &t Eﬁ”‘jl tizpecdat (it et Enthet FEPYeebiEe GRER ¢ al

b
Certl fffﬁﬂjé ﬁTégprce The intermediate entity may generate the seeond dlgltal_

certificate.

The second digital certificate may include one or more attributes
1dent1fy1ng the relying entity which are different from the one or more
attributes identifying the relying entity included in the first dlgltal
certificate.

The second digital certificate may include one or more attributes
identifying the described entity which are different from the one or more
attributes identifying the described entity included in the first digital

certificate.

The described entity may generate a digital sigmature using a priﬁate key
with a corresponding public key and the first signing entity may include
the digital signature or a cryptographic digest thereof in the first
digital certificate and the data to be supplied to the relying entity may
include the public key. A cryptographic digest may be obtained using a
hash function. Once the indicated data, including the public key, is
received by the relying entity from the source, the digital signature can

be verified.

The first digital certificate and the second digital certificate may
include a period of validity. The period of validity of the first digital



include a period of validity. The period of validity of the first digital 4
MAY 2006 WO 03/041338 PCT/ GB02/04759 9 certificate or the second ,{1}‘4% tlﬁﬁé
certificate nay be that short period of tine during which a digita
signature was generated. For exanple, this may be 1 or 2 seconds. A
digital certificate can be generated with a validity period which. begins

prior towdenggmeration of the digital certificate. pthepegshed of validity
may be in the past, prior to the generation of the digital certificate, or

in the future or for a period spanning the past and the future. The data
indicated in the first digital certificate may include confirmation of a
paynentcexogifaca?gbc}r %eslc%ﬁénalﬁ%aﬂ%é%kpéqe @Ry ivkYenal d6BId pd.@daicB the first
digital°certiticate to the relyi ng entity _ldentified hp the first digital
certifitdBt 8 AT SBEThE SPYH Y TN T y frely 1 ndi cate I n a.second digital
certifimeatte BogUarainée oF di9idRbreTHE CAt €8° PEIEEFh “_’éa‘r frst digital
certifiventa@ty phciangech hegirewrdesky themphiretiaatatitag B2l ndi cat ed by the
suppl y cefei@icadb St Thel@atilol WENGladisg copcbedigichalbageratiifi catderel ating to the
previ ous) . SHPH Led ad@ka cArdik SdacdBYr isdedei fupui &t k6t aogerserond digital

certificate specifying,dat: ich is no longer authorised to be supplied
to the SPEéran%Sg%ﬁtals%lfgg%ﬁ(gtfgté}r%g'rati on of the list may include one or nore
attributes identifying relying entities to which thqa‘li st relates. The

i st miye et ¥epFed Earee FEFOCHEI G T8t “THe ™ Hetfod may i ncl ude

gener atcbnijrasrdos odri meymant osta fieht fselxpacRdiestiiyrt &Pt¢¥értifi cates, which

i s i ndexetibiedone tos chHtedigitali drtES catedenthd yeivgng ehslitng entities such.
that aliheseennd:dicgl tradstCigtiahi eatemchte. ttheedohssigneheeantcytraya rel ying
entity ,Ga.be ihdentidhedy: At CREMisNLh k0 GusBQRragpREE indichi@ present

i nventi on uteh%re gisstprdgviltdle%leratif@égg_em for supply of data relating to a
descri B&8d™Ent’ f‘y fo ate ying ‘entity, the systemconprising: a first
signing entity application, a relyi nqﬁent it apk{}){l ication and a data store
wher ei # E1E9Y 4P PTST e h B1RRS e 0t | i‘-’r‘FgC%/t R " GeTEP b8 %enti ty; the
first Signiifegptéfitingye sepopd desitrbretidSismasledre fefdr HPHGUS Y i rst digital
certifiscatigesidagned a Widthnanidnetivr orficsts pgratmd elipyral perfifisttesi gni ng
entity sappleiytat d0a @ndn ik nol udbagautdneised tworeesapl¥edbit 8% of . t he descri bed
entity; 06 Unt M. € thaldehidRUiAScOEnd hestf dyStindigi bad o£@btd ficate which '
I nCll“j%tggy%uég% {thgafying relying entities to which the list relates. The

“list may be a certificate revocation list.

The method may include generating and storing a list for the second
digital cexrtificates, which is indexed by one ox more attributes
identifying relying entities such that all second digital certificates in

the list relevant to a relying entity can be identified.

According to a second aspect of the present invention there is provided a
system for supply of data relating to a described entity to a relying
entity, the system compfising: a first signing entity application, a
relying entity application and a data store wherein the data store holds
data relating to the described entity; the first signing entity
application has means for génerating a first digital certificate signed
with an electronic signature by the first signing entity application and
iﬁcluding: one or more attributes of the described entity; one or more
attributes of the first digital certificate which include one or more
attributes identifying the first signing entity; an indication of data
relating to the described ehtity'which is to be supplied; an indication of
one or more sources for the data to be supplied; and one or more
attributes identifying one or more relying entities to which the data is

to be supplied; the relying entity application has means for forwarding



attributes identifying the first signing entity; an indication of data
relating to the described entity which is to be supplied; an indication of

“one or nore sources for the data to be supplied; and one or nore -4 MAY 2006

attributes identifying one or nore relying entities to which the data is

to be supplied; the relying entity application has neans for forwarding - 4
MAY 2006 woOB0@348041338 PCT/ GB02/ 04759 10 the first dcpcBaloamertificate for
processi ng; and neans for supplying the data indicated in the first

digital certificate fromthe data store. The system may be provided using a
secure messagi ng systemacross a. network, for exanple the Internet. The
descri hed @pid hyg:@Rd cbhericety e praBidihy; BRy nese 5ef fusaTenappti cations to
gener at %taa‘qui?ag&h H:F\s_l’?eag%tatﬂgita?cege&{::iffligﬁEeﬁ‘om -Ehg d;@it: acdQ. be Suppl i ed may
be heldi_l na dafa store be a ‘source and the data store may be an

el ectroni c database. A source may hold the data store or may refer to one
or nor ERe BYEHREr MaYobs BEY1dephesing i3, §3°UET BRTCAYEMYFES AEY HE t he descri bed

ent ity nefilveks\fst emeuray thndhtrdeet .nothe deleribeshentday @ndttde e=hoingi ng dat a

rel ati rgeig ddyeudtesdeidre chpehichtipns tdhmenétarstandisgont aksseees pfd cat e may

Jincl ude.any;data WaleChnih e sEbyipiga &3t bd Yeldasn Ar&vh aiistey/ by @aquested to be

| ncl uded,, such, as 8.5 &I BLLNGE ne NANGE Bk OIS Ak AoubesSREONd di gi tal
certificaje n%%t et rr Oo\{rl rn(:laedreff(grr tguz{)n.el%l Q&'eté&gth(l%tsaourc rs.el &Hlé ng to the

descri B&tf &At itY? £ T HE 1€l §iTRg ent ty application the secqnd digital
cert i f ifé5tte skgPR AT A2 AR P8 P THPE §1‘{;‘ Bt ure BEEE" 8%66%” Si gni ng

ent ity moapphitcars drtaaridre meldiay Hgte sHEtHI Horke detFitndt ¥¢1BT the descri bed
entity including the data which is to be supplied; one or-nore attributes

L of theriecand digikinketerichid aat enahachni Agdaudeconeeorlymese attributes

i dent i fyiNg 1hep.S06R80, Si@ping ®@Nbd i¥dluddids QR s0f B @ncat ddnkdut es

identif i&gegqgtqr nore relying entities to which the data is to be _
supplied. . The Tirst di gital certificate may authorise the relying entity
to use the first digital certificate to obtain a second digital .
certif iPceioend Pheita} SFYATAFAERCRY Yo iy ised 46T FEPa'¢eY t% 3bai n a second

di gi t alrelatépy ithi atdescaphtc RRbisY Fartbe dreasingrar i i BPIiFieesetnd digit al

“certifiseetr@ dEytdlnedrutfdcatenaioprd nbearatlackinrt esigfateteey iar E1°°% gi t al

certifiscatieg Atidveasticoie ofd idcheliegnbents mofe bheribitestotditgi t al .
certifigead@pamy¥ntiey GARuBtht thet iR aSBEONEs tdimgi $udbl GaF tobt | Gatee
attributes of the second digital certificate which include one or more
aEtributes idéntifying the second signing ehtity; and one or more
attributes identifying one or more relying entities to which the data is

to be supplied.

The first digital certificate may authorise the relying entity to use the
" first digital certificate to obtain a second digital certificate. The
relying entity may be authorised to obtain a second digital certificate-
which is marked as qualified. The second digital certificate may include
one or more attributes of the first digital certificate. At least some of
the contents of the first digital certificate may be copied to the second

digital certificate.

The system may include an intermediate entity application to which the
relying entity application forwards the digital certificate to obtain data
from the data store. The intermediate entity may use a software
application to act between the relying entity and a source. An
intermediate entity application may generate the second digital

certificate.



The system may include an internediate entity application to which the
relying entity application forwards the digital certificate to obt in ﬂh
fromthe data store. The internediate entity nmay use a software MAY
application to act between the relying entity and a source. An
internediate entity application my generate the second digital

certifi catomsn41333 MAY 2006 WO 03/041338 PCT/ GB02/ 047%81/kBo20d138 second
digital certificate may include onie or nore attributes identifying the
relying entity which are different fromthe one or nore attributes
identifying the relying entity included in the first digital «certificate.
The segond d' Lial.cer u%lé%@é %a{;@{mid&@uﬁdeormeoarttmwesattrl but es

dent i ;
T DD B T T Bbstlrhaly Bl BNl eLBD, o0 o i

i nc L eflrst di gital
certi fottathmtesThgerdaydry oel tehiting PRy tﬁ?ﬁ‘é‘%’egtlél R Frsfqil st gnat ure using a
pri vaterketsicatsi.t h a correspondi ng public key and the first signing entity
may include the digital signature or a cryptographic digest thereof in the
Cfirst ﬁ'egéetc@hd Q%Jt!af 'cGﬁ'&@lé@Q hendalia dne ensuppkiadtdso the relying entity
Ty | HILHGe LN Pl hfbeg%_l@ GLXR! LU ARGk 08SLndBe benoRd al ned using a

hashfu ndj cat | upld;calkey, is
recei arb‘?t?%éd‘?”éf‘ﬁy %t htl fcrigr omatt %é 15%‘_181r%g'199cﬁ£ I'}SI %l '?%I Esll ghature can

be verisrr¥dcatFhe first digi taI certificate and the second digital
certificate may include a period of validity. The period of validity of

t he finstadhcgivkalentitgendyi jdneadte origivel segoneredigiiny &l Prigrts ¥¢Xcate may be
that ShQLta REFdeBshn@fng $ublE: ey kg cuhirahstas Wingist altisy gaatioriedsvas gener at ed.

A digi gh%' dlg(igarlt Lidngffgrg &=l cb?i{ggﬂs@flﬁ_t @dge\ék teRe@o¥ ahi €het s4rperi od which beg| ns
Prior {9 hinc. QeneLal Lon of pdh0ihab SRl b hRuteRbad of val iy

may be r|or en an s certificate, or
in the ncf"t‘ﬂeuFl?f g’fblf‘brkg ' E%togr §gn| gl etsh iy 26 b g hQU tul?glut ure. The data

S

i ndi catel fuctine: fP‘P%?tthGl i;ﬁdﬁai‘“-eée‘%af?*r P ?ﬂ‘%mﬁa% |%"%Ph°d}‘ey’conf| rmation of a
paymerteceived ebte deleita ontithErae B isBetFeerit? tdfrgl'iaélesﬁ?’i‘afti“éedc?% the first
di gi t ade eerifidd.cate to the relying entity identified in the first digital
certificate. A second signing entity may

The first digital certificate and the second digital.certificate may

include a period of validity. The period of validity of the first digital.

certificate or the second.digital certificate may be that sho;t_pe;iod of

time during which a digital signature was generated. A digital '

certificate can be generated with a validity period which begins prior to

the generation of the digital certificate. The period of validity may be

in the past, prior to the generation of the digital certificate, or in the

future or for a period spanning the past and the future.

The data indicated in the first digital certificate may.include
confirmation of a payment or a debt due from the described entity
identified in the first digital certificate to the relying entity
identified in the first digital certificate. A second signing entity may
indicate in a second -digital certificate a guarantee of a debt indicated

as due in a first digital certificate.

A change in previously supplied data may be indicated by the supply of a
list idehtifying a second digital certificate relating to the previously
supplied data. A list may identify a first or second digital cgrtificate
specifying data which is no longer authorised to be supplied to the
relying entity. The generation of the list may include one or more
attributes identifying relying entities to which the list relates. The

list may be a certificate revocation list.



may be indicated by the supply of a list identifying a second digi

indicate in a second digital certificate a guarantee of a debt indicated

as due in a first digital certificate. A change in previously suppl4§(& []%[Ea
certificate relating to the previously supplied data. Alist nay identify
a first or second digital certificate specifying data which is no |onger
aut hori sea d04108 supplied to the relying entity. Thepgegesnaiison of the |i st
may include one or nore attributas identifying relying entities to which
the list relates. The I|ist may be a certificate revocation list. - 4 NMNAY
2006 WD 03/041338 PCT/ (B02/ 04759 12 The data store may have a neans of

det er m[‘m Q%af 9Jor§'?na{: th%UA gfmqu‘g QJf de@&lmqulﬁg £l atnhgceﬁlatgﬂd&raor e information

concernin contained in a_fi ital at & Whi; ¢h has
rof or MEHTHi oH 8y BT nj’f’%?rﬁ“ﬁgmnncon%on% r i ﬁgrltgi&e ot ai hed in a second

di gi t afiicderk ceyrdhtcataihedt BrotatgEsctheatvirle %5f* "?ﬁ’é"t 1Pem The certificate
| i sts fostrdescridrethimay iber getret dieidal chTdGHiTte H’F‘écrh’é%’fédesTH‘é i nternedi ate
ent i t yvaippl d£Cedat OiteBYhé Rettidicage St omaipet Mears bébmay $eaerergtaecond digit al
certifigatgs «hefedenced by the relying entities identified in the second
digital certificates. The system may include a proxy entity application to

whi ch the rel ] Ilcatmlaonm e it er entity
appl i cat 6?\“1‘% Or ennt y £ %1 Q?tmn i %Q ; l;_l;%ee H&%ff:g gbt ai n

rt
i nf or NBtITHPE §ffé’6iif"9i3’r?@1 Cﬁrmﬁﬁﬁeﬂéfﬁerg%cte&bé’ gh ’fﬁlﬁ 19 proxy entity
appl i caddnoifiefdnf thestecersd pigitearertdfigatsd  next be forwar ded. According to a
third aspect of the present invention there i's provided a conputer program
producCins bpdtefl AP iacBABNUbSIxyl @atabbel saorages meithurhe rpMmIri si ng conput er

T eadab[agtlp{, Q\Q%ﬁ%&gg%rnﬁﬁnﬁutfa%edpﬁﬁf@E{ByngaptLMtS&Eﬁ@ ro@bia generating a

di gi tal grélﬁ agaée?téélgﬁ%dtwomi@qn%rﬁ%&o@bgc1§yﬁga¢yuﬁchbiéta si gni ng

ent|ty iy in t ut i A Lentity; one or
noi e aft¥ ot %?eﬁfpr?’ﬁ’eeréfng taﬁ’tgﬂc?%trlto | ftlgl%g e V\Ac’le tllﬁﬁcn% gﬂ upg)grelet or nore

attri bbt €8-1°g&ti fyi ng the signing entity; either an indication of data
relating to the described entity which is to be ‘supplied and an indication
of oneagroraBBersOUhtes agrect bE datmrepins einfentien thentetOPTIBISE Attri butes
i dent i Eyfipngeropgoan pBect etotiegnentiiies te@dpfliecitoradsemeddtm is to be
SL”3p|| eéhpr151ng computer readable program code means for performing the steps
© - of: generating a digital .certificate signed with an electronic 51gnatgre
by a signing entity and including: one or more attributes of a described
" entity; one or more attributes of the digital certificate which ‘include
one or more attributes identifying the signing entity;:either an
indication of data relating to the described entity which is to be
supplied and an indication of one or more sources or the data itself; and

one or more attributes identifying one or more relying entities to which

the data is to be supplied.

A computer program product may be provided with one or more of the

" features of the first and second aspects of the present invention.

According to a.fdurth aspect of the present invention there is provided a
digital certificate signed with an electronic signature by a signing
entity and comprising: one or more attributes of a described entity; one
or more attributes of the digital certificate which include one or more.
attributes identifying the signing entity; either an indication of data
relating to the described entity which is to be supplied and an indication
of one or more sources or the data itself; and one or more attributes
identifying one or more relying entities, wherein the relying entities are
entities to which the data relating to the described entity is to be

supplied.



A conput er program product may be provided with one or nore of the .
features of the first and second aspects of the present invention.. :
According to a fourth aspect of the present invention there is pr0\7i4cr@al 2406
digital certificate signed with an electronic signature by a signing
entity and conprising: one or nore attributes of a described entity; one
or nore avoonylauwses of the digital certificate which ipalecsleoope or nore
attributes identifying the signingientity; either an indication of data
relating to the described entity which is to be supplied and an indication
of one or nore sources or the data itself; and one or nore attributes
i denti f fiengiBne esrthbicetd ehaticnfyieqith iresinyhet BiyMndyhe: e@dhyiRgnentities are
entiti esnel GeMliChntibe tdahdaiebal NG ciQatdiea desalihded @ptdebdkibsy t0O be
Supp! ' _egntiéfy %%a%%QBSupmiﬁéltgéldégg lEch[é géot%(eoﬁe71519ngl‘éo’ i;:rh..e Fil gi tal .
certificate identifyl hg the relying entity may be atthorising the relying
entity to obtain the indicated data relating to the described entity or
may be FEpptdyFatgchtfiqateansyt o protided Hath ety phgoenef tthe TRARIred git al
certifi<fater Ayt Fedpregwiddesbenfs hf dhe pgesenpbrievefti¢the features of the first
and second aspects of the present invention. According to a fifth aspect of
the presestaibyivent EOnntdigea b5 cRE Qidlad iavedtBih ok 0f: PEOVigdhNg a digital
S! gnat u{e@hgﬁﬁggrmdﬁzgdé %'1& Ial qug'lrlgttxlrecgss% .o%ogpgilga.%!aglg% &%@egtgtl ng a .dl gl tal
si gnat ULG UStng " a.priivat ¢ key, ,carrespondi g, Lo a JpublTc Key. the signed
data including. one or hore " adttiButes "Peont iFFyYatg X¥digital certificate
to be gEABTREEG™ JRrfePHITNF ] “BF GETaR RE? tiPFiudarss Fiegttelowi th an
el ect r GHFESFgnidenr Evbie a SigilneprtEiiriteytane denclateti: ngpnecéngoor nor e
at t ri butiestadfcegtidésaei HPodecentint y whicthoniargosuthid o enbidnngbt ain the public |
key; oretdry amdr sncabding bhube Srafort herriBiugista aCREédibe€ab@ cWhinedy | Ncl ude one -
or- nor .&r.atiulff:iblﬂ&rﬂstcj dgtﬁtlhftMErﬂ.bilhzekeysﬂcgl@l&gm@z@t éttt¥1bu@9§j o@_n:hja ndi cat ed perl od
of val |d!§$t§élQ;erEir}§c£'eg$hE€A 1n<91%'£1£ IO.;'LL %?tn%rxwytg blt?teeg.sl pdge el E/!'ngeg et han th.e j“ me
of .gen%ﬁ%ilngnen ;]:t' -tar}lg andir%igaal:le Ceerr:JEoId <|3 atlei; 1 ot ?:Ihn d{1 ¥ dlll gI}t al ~certificat €
i s generated afrter he gener_afiipon of °t e digi P4l §i'g¥attre. An object may
be si gri€H W iH° & 4T gPtHPS SPOHAL UPe™ iRt AP 6f WartraFEPetfeites  a digital
certifi%at@ T CHITRA8’ riBtreyRtthpckpl (G rrerEitféehtantt virenatadditgén al
certif itBatsensrayidbecigerrefticel whirehureef er ences back to the digital
signature and has a period of validity which includes the tine of the

An object may be signed with a digital signature which forward references. '

a digital certificate which has not yet been generated and then a digital

certificate may be generated which references back to the digital

signature and has a period of validity which includes the time of the

generation of the digital signature.

More than one digital signature may be generated which identifies the same

digital certificate. The signing entity may be the described entity.

The period of validity of the digital certificate may be that short period

in which the digital signature was generated.

The one or more attributes identifying the digital certificate to be
generated given in the digital signature may include a serial ﬁumber. The
lowest available serial number which can be used for the next digital
certificate to be generated or the last used serial number using each

private key may be recorded.

According to a sixth aspect of the present invention there is provided a
system for providing a digital signature based on a digital certificate,

the system comprising:



generation of the digital signature. Mre than one digital signature may be
generated which identifies the sane digital certificate. The signin
~entity may be the described entity. The period of validity of the ﬁf'glAYaﬁlﬂﬁ
certificate may be that short period in which the digital signature was
generated. The one-or nore attributes identifying the digital certificate

to be ogeoesied given in the digital signhature may pegEsdes7@ seri al
nunber. The |owest avail able seriial nunber which can be used for the next

digital certificate to be generated or the |ast used serial nunber using
each private key may be recorded. According to a sixth aspect of the

present |nventjon there.i w21 OM A Y, pi;Qvidi ng a digital

si gnat Bir&*Ha8¥U T 4 aaglm?aﬁonc‘ertl ?? gaf% 5&,@{9&9&; Jl%lcogg%&m ng: - 4 MAY
2006 W@W@&f@%amﬁ%ﬁdﬁoﬁswwm%taes8r| Beﬁ‘ Ent Tt lication with
nmeans for geheripdi pep ar dogt tatribeiegniden ey ingi hgiH tpt |°9’éfﬁ§lcg‘gey correspondi ng
to a ptbbkgekeyted;he sspgnedent tat @pl irek indi hﬁglna)meanerfmeée@ﬁ% but es

i dent i £ yd;pga@ Aigist@eeCRlhidd SRLErontOshpagenemat adiudnsi griog entity

app! | CRLI O DAL N0 HRARS of AeaURRE, G400 ard sdiGildl eobbiali eade with an

el ectronic signature and i,n n gg_}rcg ﬁLéJ lLiuhes of a described
enti t yPWHFE % &% 8F F1°6T &Rt %’ oqsafh% (%ﬁ%al f Qne or nore

Cattri bl‘:t‘tcégdeofmec R “‘ﬂf%‘jlaftﬁllb‘étéfﬁdﬁ’tdéi’lé‘gvﬁ? Sr%gmnﬁcﬁnt(jie?yone or nore attributes
i dent i indingket ireriidged maliShey o thafdsiial PRATLEERITPET PEE™Df validity of the
di gi t abariesd Efdncatect Wi chabregetion ofaink| deitahagertHécrienehereigener ati on of
the di gid algieer tifticahes iwhphetated bherdingi deabracet pf itbatdésitsl gener at ed
after thgp.ggperation of the digital signature. A system may be provided

twith one or nore of the features of the fifth aspect of the present

invention. Accordin LBLS&vent h. aspe he. present dipyention there is
provi dBFYEE"cEplt 89°V1f90dar aér?% druc'?lpsctgﬁ:)tQ'I f%n a conput er readabl e st or age

medi umaSPeébr?ﬁr‘ih@Ff’fﬁs?fﬁn’dﬂf‘étrm?eadabl e program code neans for perforning the
steps of: generating a digital signature using a private key corresponding
to a pubkiookeys sehentsiagned dathe PRREERILPENt iRethsEe HOrRECHOES Rbut es
i dent'i Eyniphger Brogdifi baddueektddedl Gat € ctpubre gederiat ecraggercdiwt i ng a digit al
certifb&pk€sifi GoRthewi trthbadBBl € begiraDRbE Bdagnaourper hymingsiignitaps ent ity and
I nCllebf“JgeA%@é%lng ‘a digital signature using a private key corresponding to a B
public key, the signed data including: one or more attributes identifying
a digital certificate to be generated; generatlng a digital certificate j}”
. signed with an electronic 51gnature by a signing entity and 1nc1ud1ng one I
or more attributes of a described entity which are sufficient to obta;n
. the public key; one or more attributes of the digital certificate which-
include one or more attributes identifying the signing entity; and an
indicated period of validity of the digital certificate which begins
{ ‘ " “earlier than the time of generation of the digital certificate; wherein
. the digital certificate is generated after the generation of the digital

signature.

A computer program product may be provided with one or more of the

features of the fifth aspect of the present invention.

| According to a eighth aspect of the present invention there is provided a
digital certificate signed with an electronic signature by a signing
entity and comprising: one or more attributes of a described entity; one
or more attributes of the digital certificate which include one or more
attributes ideﬂtifying the signing entity; and an indicated period of
validity of the digital certificate which begins earlier than the time of

generation of the digital certificate.



or nore attributes of a described entity which are sufficient to, obtain
the public key; one or nore attributes of the digital certificate vml'my 2006
i ncl.ude one or nore attributes identifying the signing entity; and an

i ndi cated period of validity of the digital certificate which begins
earlier than the tine of generation of the digital certificate; wherein

t he di giwalos/eessmi ficate i s’ 'generated after the generatrom20i7s¢ he digital

si gnature. A conputer program prodsict nmay be provided with one or nore of
the features of the fifth aspect of the present invention. According to a
ei ght h aspect of the present invention there is provided a digital :
certifj,cat e, signed Wil a0l SOLS O GiLONALLGEi Ve Bepiedilnd0 eNtity and
COfT'pI’I% ng* -one or hore attriputes ofdia.ge;_sgerrlttl) d_entlby,,.ong, or nore
attri btAtes e thfe tifiegPt SPPFEHIT i ca e Which Tncl ide one or nore attributes
i dent i Hepiieryof halisiigpnichgrhertiptipl SRUTAFRS N 25t & *PRPPdd of validity of the
di gi t adltesmativielgatee whiich dferrlngiteanlietetthirent e pasfiercof tugEfer ati on of
the digistal certificate. - 4 MAY 2006 WD 03/041338 PCT/ GB02/ 04759 15 The
i ndi cated period of validity of the digital certificate may end no later -
than the tine.o eration ' Lot al Ltdd Leakessach that the

peri od”H_‘Sf SRR Ry e itg% £ IE{E‘E%E‘?‘HE?? Sf}g tihét: [ c;nifgr;. Lheast .

Al t er nEEPYEFY 15thé PePt 68 of AT I8t T F8Y ext end ?romtﬁe past to a future

time. TyeusteR®elihsey SRRPYAREY TR tHE G gIFFhtf 16wt 1Y &ifeWthat the digital
si gnat uime dtsmpaifdicatiof thelfingjofrresderesi-fi cate. The el ectronic signature
may use public key cryptography.  The digital certificate may include a
time siamPiihydbcating ihecd bhrnofregananadntom tAseorsdprngideo @ ninth aspect
of t hedi%&?a%eﬂngngﬂl\égrh%k@ atg}@*l’r@ce'}&ymogilésg@&hiﬁg tg“gxlstlﬁllb-lﬁ‘ ghature using a

pri V.at ?erie d gr%rmr e??%@di .régrgigictalgg aguz%'f_irpedkﬁxythengdrﬁl\{ﬁCLs£JcQngfatl%! git al .

certi f{€ale ds defithed in the ei ghth _aspect of the present. invention,
wher ei FESERRE HIVGRHIAR CBFTIT iCat%o1°8 §8her ated 4 ¥€r ihe - generation of the
di gi t ayensraghen af ebe theitel gHEPRYER a eneiae? Aat2 OFRUOTY IfBY € at tri but es

i dent i fiotengttiveteli gddnalfydeg the digitel rerthéigende dicedeneritefs a further ai m of
an aspect of the present invention to provide a nethod and systemto

assi gnTowmer SHFPEOP e PECRITRET DY O PTSPeBUCR ThET Eh&™"0Whérship is

saf equestdet amhdvean teagpigy ethasshinrforkacEPrhe Rgperty such that the .

ownership is safequarded and can be proved by automated means.

According to a tenth aspect of the presenﬁ inﬁention there is provide@ a
system for transfer of ownership of electronic property, comprising£ an
electronic property signed with an electronic signgture by a first entity;
a digital certificate generated and signed with an electronic.signature by .
the first entity, the digital certificate including. an indicgtion of a
éecond éntity to which the electronic property is transferred, and an
indication of data which is to be supplied to the second entity from a
source or the daﬁa itself, wherein the electronic property and the digital
certificate include a link means connecting the electronic property with

the digital certificate.

‘ The term “digital certificate” should be interpreted in a broad sense as
any data structure which is used to contain information and which may be
signed. The data structure may be, for example, an X505v.3 certificate,

an XML structure or a combination of the two.

The link means may be a bit-stream generated from a serial number of the
digital certificate and an identifier referencing the transfer, the
bit-stream being included in the eléctronic property and the bit-gtream ox
an indication of it being included in the digital certificate.

Alternatively, the link means may be a digital watermark with a wate;mark



According to a tenth aspect of the present invention there is provided a
system for transfer of ownership of electronic property, conprising: an

“electronic property signed with an electronic signature by a first MAMtI6Y;

a digital certificate generated and signed with an electronic. signature
by. the first entity, the digital certificate including. an indication of
a secondventdsizgst 0 which the el ectronic property is dgaramienfed, and an

i ndi cation of data which is to be supplied to the second entity froma .
source or the data itself, wherein the electronic property and the digital
certificate include a |ink neans connecti ng the el ectronic property with
the di gkéyalwhgfé’ltil l]fﬁec@ét%rma-gnelst ﬁ{cm ediigl tral e1cefddnid @ﬁip@rtyShﬁUﬂ:}dz be

i nt er pr et edmair]p k%‘ borroa?‘n on Sof ﬂb}.ls qg&l@ldec't; Hq}xyrcﬁgiMQiCh is used to
contain"infornatton and st gned. The data structure nmay. be,

for exaffff& °df - x509v. 3 certl f| cate an XM. structure or a conbination of
the two. The link neans may be a hit-stream generated froma serial number
of the T gllet:aiond;celpt:m‘elrcxatney aackiaredi Menld Fixsk engftor evied ageringtet r ansfer, the
bi t - st r egmybeigigridistivded ke phheal ot E@Rkeopdi@panbyicakg ¢then bit - stream or
an i ndi 6akl80aPbeisk pﬁﬁ@&mé@wdg@l sigrehheesliigidaal, certificate.

Al ternatively, the nmeans nmay be a digital watermark with a watermark -
4 NMAY 2006 - WO 03/ 041338 PCT/ &B02/ ng?ng jﬁge fgr% ezy\t/kllgreérrll tt@e watermark is

i ncl udelsi feFHE™ET BETRBH] E=prEperty s ivar K- Key or an indication
of it iBPMckuded 4 ﬁ“ltll’léfpdil@tfd‘ley oY PFfﬁhEagteéc’ndTﬁ&l@f echhFonl C property may
be si gneldctrpnicherdrertt manbp tapenwkefigba the ifbefteentiy uefngag public/ private key
pai r ansymhéreicor egsponding ousbldnckekeyndorheasessiandkeyats ewrroftefit i s provi ded

in the glightal pGBTiki fdyCat Q. priffepdhBCid REY Faipr OPEnd Yedbny cheicgncrypted by the

first entity using the public key of a public/private key pair of t he
second ,ﬁ{l’[ éilgytal-rpertlglcggé l;n?plhgveﬁg Q/Q?{d&%y 'EQ%erwh%H: E)XQHLQQaMeJE he first

entity usin Sy I.phe ssion key and the session key
i's encr;Lﬁf‘e © 8P ITS ?Eﬁ‘érauﬁﬁ’l ce??l\%a‘f EFpublic key pair of the,

second entity. The digi taI certi f| cate may have a validity period which
begi ns ®ar fisdral edrahfiches rrngav a gerredatalofi tyfrerind dilgtiraltoceetificate. The
di gi t al pezéed Féd clt éumyomaVQhachsel@othalm dibe yelpesrroid FrebatvFget o t he

peri od €@nsfdehe=adurati on of which the rights in the electronic property are

he dl%ﬁta

A second digital certificate may be provided, signed with an electronic
signature by a third entity and including: an indication of the first
" entity; an iﬁdication of the second entity; an indication of the third
entity; and data to beée supplied. The data to be supplied may include t:_he
public key of a private/public key pair of the first entity.

The transfer of electronic property may be tracked by each entity having
an account identified by the electronic property, an account being
incremented or decreased by a unit upon transfer of the electronic
property. The account may be identified by a hash of the electronic

property.

According to an eleventh aspect of the present invention there is provided
-a method for transfer of ownership of electronic property from a first
entity to a second entity, comprising: the first entity signing an
electronic property with an electronic signature; generating a digital
certificate signed with an electronic signature by the first en;ity and
including an indication of the second entity and an indication of data
which is to be supplied to the second entity from a source or the data

itself, wherein the electronic property _and the digital certificate



transferred. A second digital certificate may be provided, signed with an.
electronic signature by a third entity and including: an indicati on of the
first entity; an indication of the second entity; an indication of 4tM# 2006
third entity; and data to be supplied. The data to be supplied may include
the public key of a private/public key pair of the first entity. The
transfer Wif03@kisds roni ¢ property may be tracked by eaebrembidiysohavi ng an
account identified by the el ectroni’c property, an account being

i ncrenented or decreased by a unit upon transfer of the electronic
property. The account may be identified by a hash of .the electronic

proper ty.1,4¢ GOl HikNgah cBiheel@yant hiaapesi: glopéfte yerseataigivagntion there is
- provi ded fhod for transfer of ownership of -electronic property froma

first “en gjty fo a second entity, conprising: the first entity signing an
el ectronic property with an el ectronic_si %nature eneratl ng a digital

certif Tearethsf G AR 19F He et ErdhY CeBFg a?lﬁreéeﬁv PHFePTFISY entity and

i ncl udiang) tha digictet aeroifiofte tieethsetesprf eEFYy and an indication of data
which is to be supplied to the second entity froma source or the data

i tsel f ppahenehfdkheyebeatyionicceRr QReFdya @bsh bhardiighdndéx eerthificate - 4 MAY
2006 -~ VIO Q3{ Q:Lelgé:i§ca|€gqng;?$9x2{£§|.71§gerlZefe.-l:Qﬁlnlxgjghéatjringkerne@i@s connecting the

electron roper, he certific d i ncl ude
the fi Péti sé£ %ﬁacluge% g? g!t?c%ronlc pro%erlt ai;xg thl_ g%-% %ng?l{rgly

certi flaEa“f‘élctaél‘fnh%f §éc‘i§h’%ﬁ é?ﬁli“?eﬁ? in Hifed ’rgfﬁ?(l L %glcﬁﬁ be a bit-stream
gener aféebrhrgnely . stei Hivk igatre s Sfdighiel YACETHaEF YAER £ “falt%%&aék &R% an

i dent i whedein eherveneivagk thdntlugeisirerthe phectryiip-myrrpexamapeithy i ncl uded in the
‘el ect r QRiGmOORSS by aanGhat Jaeidai 4+ st Leam:Dided an Hhaddigatalon of it being :
i ncluded.d;p; d.he digital certificate. Alternatively, the link neans is a
digital watermark with a waternark key, wherein the watermark is included

in the _electrqnic r{ nd_the. water rk cat‘ion of it is
i ncl udé‘ae I ﬁtl-to aal Pnc?gqee t}y ?ltrsti, Ient:n.t: suixhlng he e!&%ytrgglca]&‘okgﬁ:e the first ]
ent ity U&gnt r?@i‘taﬁéq‘ﬁlﬁ’e‘gt? SHPEe/ Pﬁi‘@]ﬁiér“t‘ay Paﬁ’élaﬁﬁ £ge CF%/VSIE’%‘ K& of a

publ i chprliiyatee dkey” gadicatitd fhe EoPFESpThr Ifge dﬁﬁl’&laF cfek"éﬁ G*can i ndication
of it is provided in the digital certifi-cate.

: The method may include the first entity encrypting the electronic property

using the public key of a public/private key pair of the second entity.
The method may include the first entity encrypting.the . electronic property
using a symmetrical cipher-with a session key. and encrypting the session

key with the public key of a private/public key pair of the second entity. -

The digital certificate may have a validity period which beging earlier

than the time of generation of the digital certificate.

The digital certificate may have a second validity period relating to, the
period for the duration of which the rights in the electronic property are

transferred.

The method may include the second entity obtaining a second digital
certificate, signed with an electronic signature by a third entity and
including: an indication of the first entity; an indication of the second
entity; an indication of the third entity; and data-to -be supplied. The
data to be supplied may include the public key of a private/public key
pair of the first entity.

The transfer of electronic property may be tracked by each entity having
an account identified by the electronic property, an account being.

incremented or decreased by a unit upon transfer of the electronic



The nethod may include the first entity encrypting the electronic property

using the public key of a public/private key pair of the second er1t4 @& %[&[}5
r

*The nethod may include the first entity encrypting.theelectronic pro

using a symretrical cipher with a session key. and encrypting. the session
key with the public key of a private/public key pair of the second entity.
The di gi W& oseenisi fi cate may have a validity period whcehsbagisas earlier
than the time of generation of thesdigital certificate. The digital
certificate may have a second. validity period relating. to. the period.
for the duration of which the rights in the electronic property are
transferred. T nmet hod may i, d S ant Lty Qhtai ning a second

di gi tal Peerti l?%aaf%?ungimaﬁéa %g%éﬁqgr? gfeacrt%{sg%c signature by a third.

entit y"8R% i ncl udi ng: an indication of the first entity; an. indication of
the second entity; an indication of the third entity; and data -tobe

supp! i B@ordihe todmttaelfoh bersupysl Fredbreagnt Arientient e pibIPrevikey 2of a

pri vat eputllki @role pfpaibdt Sforéden fa estpuent tdagablEheotasamefim of el ectronic.
plroperzaapmxngf)@mwu@gk@Qadhyleeg&erﬁn;gdteymafagyifrag pe%rrgi&@m&gtstieﬁient ij f ib ed by the
el ectroni ¢ propert an cOo DEcrdegreased by ‘a unit
Gpon {PAngYer g T %?Yefieggif“r?o&{nél%%%&%?\?r% og@ﬁ gs&og&g&g PCT/ GB02/ 04759
18 projgBriye’ FRETACESUhE MY 68 T dentT fied by a hash of the el ectronic

pr oper signataEe dyditegtiTet £PHR PERTGLIERT Bf IEHE bPe¥e it FRVENti on there is
provi dedity asbrpumdicapiagehdryyr dilgetisstoPeduBrtief o fpttsFo*Ffeadabl e st orage
medi UMmntE OEEdS b Gpue@NPritey dieatiahble progiamheetetneansrémrtperform ng t he
St epS afdf ind BRyifdr Stre@Pidaty 1541984 RO1IAR reheC koMREGnProPentatraiich an

‘el ectronic, .. ShgRatur 8 GeNeLaldpg.a digital certificate signed with an
el ectronic "signature by the first entity and including an indication of

the second entity and an indi ca{i n_of dgt.a which is to.be supplied to the
second™® &ntd Y EPF0A ™ °8 Gilr 1BSHr O f&° FRTE T toeT T Whefeln T he el ectronic
pr oper BFRoR AT EHE el Tt TP 1958 e i nclude a |ink means connecting the
el ectronic. property. with the digital certificate. It is a further aim of
an aspecebrdhgtdaca pheseadithi spvent OMh¢ orpreoviidesrgiomtshodsand system f or
el ect r plRivEdeaVO b fipa A CAlkeiragic voang hhringentheraspecin of t he present
i nvent g&ﬂertth@it@.oxil $ody, a counting body, and a plurality of voters; a voter :

generates a digital certificate,.the digital certificate includes an

indication of identification data which is to be supplied to the

authentication body to.ideﬁtify the voter uniquely and references to one

or more sources for the identification data and/or the digital certificate

includes the identification data itself, the digital certificate also

includes an indication of a voting key; the voter signs the digital

certificate with an electronic signature; the digital certificate is

encrypted for reading by the authentication body only; the voter generates

a voting message including a vote; the voting message is encrypted for

reading by the counting body only; and a signature block is generated

combining the digital certificate and the voting message; wherein the

encrypted digital certificate, the -encrypted voting message and the

signature block are sent to the authentication body.

In some voting systems confirmation is required from an external source of
the identification data and the digital certificate may include an
indication of the identification data and confirmation of the voter's
right to vote and references to one or more gources that can provide the
identification data and the confirmation. Alternatively, if the voting
system permits assertion of the identification by the voter, the digital
certificate may include only the identification data itself. Both the



provided a nethod for electronic voting in which there are an .

aut henti cation body, a counting body, and a plurality of voters; a Vgkveros

generates a digital certificate, .the digital certificate includes an

i ndication of identification data which is to be supplied to the

aut hentication body to identify the voter uniquely and references to one

or nore wousoeas3sf or the identification data and/ or ther/dsgiotad certificate
includes the identification data i®self, the digital certificate al so

i ncludes an indication of a voting key; the voter signs the digital
certificate wwth an electronic signature; the digital certificate.is

encr ypt?entlﬂca&%ﬁd&a'l? Dy ttthmépcIaQ?d%t b€atd QRerOdyaaBh Ysatd g vot er gener at es

a voting message inc e ng.Jressage is encrypted for
r eadi n@eWe‘Eqﬁég"bﬁSuﬁe’t Rl u%od1n thﬁ gfglrélr‘lﬁd cgﬂgfgng‘{rﬁre block is generated

conbi ning the digital certl f| cate and the voting nessage; wherein the

encr ypiried idényi £iaat trer d4thi eat acludneone T Jeet VBEE ng HrEESafE catd t he

si gnat Wi:2nbl maekonal frys erhgtthoot hesidertchembn-gatiegehibodfyprobiisehe voti ng systens
confi r ppldsQR ok S:HeCeH¢r €d from an external source of the identification
data and the digital certificate may include an indication of the

identification data.a dac%nflr Qf 182040k ELneS okl GhEs tO VOt e and
ref erented°Id Bite lnduge 3 snf)eur{‘:rggs“g ﬁt% can agr ovi de the identification data

and t héd%ﬁfﬁei‘n??ﬁ%ﬁ? b%lt’[‘ee?’?l"ﬁflt\?eﬂ?nt’lﬁ?' YRe’ ot i n ghe “SySt'em pernits

assert ieriugé. at randpeenedllr datiterobirs MES¥ter, the digital certificate may
include only the identification data itself. Both the 4 MAY 2006 WO
03/.041338 PEEACRR2¢ 34702 k9 bel denirtkd gatrrredatraiakey ther | ndi cation of the

i denti fpbﬁlq_tc!’ﬂnvg:@t @on@-ﬂ&intfa@f.@r ﬂ!}cﬁﬁrr&yu@a&ﬁﬁQAtUdﬁﬂoﬂ Bodyhe whegi t al
certifi gta'gxé mel-p %nﬂé feh&‘?'%éegrhsgﬁé AndBYp1iRGlYdR ORELIQE/JFRFR0f 1 nane,
n

addr ess Lonal it ngth of residence, non- nenbershlp
of proﬁf’bﬁlfipe lahlté the voterl¥9ﬁ§ voter may include a nonce in the
voting message in the formof an identifier applied by the voter to
i dent i Py dwicsonyer @lockheawbr EPrmRAPY IoREindaR 2 HIPHnBbAPS 567184 n the voting
messageigiFae cdigittiedtec eptiihimmat diggsy Hfeteneryprted vasinggnesheepubl i ¢ key of a
publ i chpd iceatieionhd degstal ity Keystpanay of corfpénedu tzh Byt hera i aeat body. The
vot i Ng cPBRSsaferdMynd oty fl esh Wbd BgsulbantpaidkiCmieye heappdbl i c/ private
confi dept Idﬁ_lgésﬂ:ym&ye Q@érryp&ti dshey Qoﬁi@_{rdt@gkgocgb’a public/private

51gnature key pair that the voter is using for voting to provide the

signature block. The voting key may be the public key of the

public/private signature key pair that the voter is using for voting.

The authentication body may confirm that the digital certificate and the
encrypted voting message are as the voter sent them and are linked by the
sighature block. The authentication body may decrypt the digital
certificate and may obtain the voting key and may use it to decrypt the
signaturé.block, the authentication body may also combine the encrypted
digital certificate and the encrypted voting message using the same method
as the voter and may compare the result with the decrypted signature

block.

A serial number for the voter may be issued by the authentication body.
The authenticatioh body may construct a message including: the voter's
serial number, a digest of the digital certificate, the voting key, the
message being encrypted by the authenticatien body. The authentication
body may send the message, the encrypted voting message and the signature

block to the counting body.



An.integrity block nmay be formed by obtaining a digest of the encrypted
digital certificate, obtaining a digest of the encrypted voting nessitge?is

“and conbi ning the digests. The digests may be conbi ned, a further digest

obt ai ned fromthe conbination and the resultant digest may be encrypted.
The digest. may be encrypted using a private key of a public/private

si gnat ur eweyospmssr that the voter is using for votingedraaEseMidde the
signature bl ock. The voting key maw be the public key of the
public/private signature key pair that the voter is using for voting. The
aut henti cati on body may confirmthat the digital certificate and the
encryptes vahtig FEgsageaeafet athethesiget 88 wenisetdhenianst af enki nked by the

Si gnat Uiie-piQgleigite QULAEALL GaLIpRuROMY MRk &@qexp;get fecdlgid al
certi flgh%.t:etlhg‘ \igting}\gmeoslg%ﬁael ps tarbe VO I n ?féﬂnaal VOtF ‘«Xxl&sg Sa Lo decrypt the

si gnature h&htl cafl o i ne-the encr ypt ed

di gi t al *EEFFF ERHAT ANEPFHY e PYURBER CR/dPR r?@dyn”eﬁag?”ﬁ"sli“ﬁd"’f‘%e same net hod
as t he WAt T @idfayecethphe #o4Hés result with the decrypted signature

bl ock. A serial nunber for the voter may be issued by the authentication
body. rkheraus hent iceatidmen Reshet NEy ti0PEdsbatC tmantiRe Sagee LACI udi ng: the
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the si gnature
PCT/ GB(f‘ffE)‘f?S@eZH‘CI‘T?‘?é aé‘oﬂﬁi“far’fg“bﬁﬁydﬁ‘ﬁyf’cfééwﬁat? héitheds ggebesand may use

the "di gesplisf wehge wibeyptaddondpeivt td iéertif Heareeandiawty ngakey. from t he

‘nessagesferepors £9 pne thaterd heurves itny thessageficetian amehaagadieri gi nal vote

whi ch hasgitheedrt #5si@nad1@es ahi aldeifbar i by adthe casid)enti gatian body. The
count i NGrbQaYare MR- GEETWMPS aANdal8edod laevo\fg‘tgeieys MQt ﬁ'gléﬁ.cor ding to a
f our t eeRLN [ASRECh.100 s%}%d%éﬁgﬁtelg&\ésml%sﬁ% Byl e ROV ged a system for

el ect I’Odnl C erpg caﬂ:e elin 331 A arell th I OI’]

count i n% hd ST TYRor Vot & glngt]ﬁ"e : ﬁ‘étthéﬁ’ilé%?fﬁﬁbé?fiﬁg a digital
certifiTfe® gL ﬁé‘fga'f‘?-f'daﬁy“ﬁl%f’éra VRReIAPHICEAPY BErAEFy icEtevetHRs udes an

i ndi cate8TFIsf Rk AR PP At ioorreadird RMhieshctuating brdy wsdippkpdd to t he

aut hentsiteztivem bhrslycopinige ptd fygifthle cootiéicauniagiiehy vanidy webgreences t o one
or nor ehgaunces dnoryprbiedigledt céicaidaod Eat and@petedrvob Ry message

and the s'ignature block are sent to the authentication body.

In some voting systems confirmation is fequired from an external source of
the identification data and the digital certificate may include an
indication of the identification data and confirmation of the voter'’s
right to vote and references to one or more sources that can provide the
identification data and the confirmation. 1In other voting systems, the
assertion of the identification data by the voter is sufficient and the -
digital certificate may include only the identification data itself. Both
the identification data and the indication of the identification data and

references may be included in the digital certificate.

The identification data may include one or more of: name, address, _date of
birth, nationality, length of residence, non-membership of prohibited

classes of the voter.
The digital certificate may be an X.509 v.3 certificate.
The voting message may include a nonce in the form of an identifier

applied by the voter to identify his vote. The voting message may include

a random spoiler.



digital certificate includes the identification data itself, the digital
certificate also includes an indication of a voting key; t he dlglta14MAY2M5
certificate being signed with an electronic signhature by the voter; the
digital certificate being encrypted for reading by the aut hent i cati on body
only; a voting nessage including a vote generated by the voter; the voting
nmessage e 3@4Bscr ypted for readi ng by the .counting lpotgBonsysy and a
signature bl ock conmbi ning the digi2tal certificate and the voting nessage;
wherein the encrypted digital certificate, the encrypted voting nessage

and the signature block are sent to the authentication body. In sonme voting
systeng,£Qn itﬁmkgﬁléa‘ie rn%gLHer @r@rwt@mhﬁmngexﬂeeﬁtﬂ@ic sopbees of the '

i denti f] atl Orn d L n ntiall 1rC ke b ﬁ&xﬁﬂﬂoﬁ @Gc!l de{‘ an i ndi cation
of the® |§Len(}i’ ﬁ'%%t?oo% a% ra;? %} 19% %ra%l on‘&o 3 hr| ght to vote

and r ef'8r'8HCEEIH BiNe o?ncﬁﬁ‘?tedsuos %ése FAEC dah pr 0\17 g Eﬁ%atl dentification
dat a aﬁﬂnftlﬁente@fﬁtb’r}i?ﬁtﬂabh°fltt’i‘eoct°H’ét'rm9c?Pii¥rg systems the assertion of the
identification data by the voter is sufficient and the digital certificate
may i nehuc€esity i hagemt Edimeatuly osbraiatifg iat Bebdt. oBohd enddyetdadent i fi cati on
data apdgthe d.pdicati ORpQfinidiea ek dd et bonydak aoand ndseir ences may be

I ncl udedd Ic@mb:.??ng k:lgel rd estpert'llhtl&ggeﬁ:s rél;g}ebel gﬁ\g;r{etil %ahlr@gexdaiggsmy i ncl Ude .

one or pore natl naI LY. 4 ength of
r esi deﬁﬁ%alnﬁ%ﬁr%ﬁ% Fs"%matl o 87 oﬁheb G étant Jlgés't 9 \}%% er. The digital.

certi flTE%ttdég?Féy'“%ebeaﬁ“"X"%"GQ Vl’i‘? BT E et T W@b\ﬂif?xﬁﬁaﬁﬁa eé’age may i ncl ude
a nonceajim thitetforenepfisarpipgient ivPioe t%mvi@dtﬁﬁys%gﬁé“vmké?d’c o identify his
vot e. The veotngnigynmegsiegehemayblindkyde tha pahddmispe banature keAY 2006 WO

03/ 041338 Phak/ G024 2%y sSheotlingi tal certificate may be encrypted using

the public key of a public/private confidentiality key pair of the

aut NeALLE AL AN DAl:si e anxottfg }%t | ggqagsng&meps%gsmgf% &qé%ﬁhggntg hgogybl e

key of atr%6 priv o air g
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The di gestoanmytipevererypted nesiungmey pr nmaeedk@yhofheadetha@/ private key

signature block.

‘A serial number.for the voter may be issued by the authentication body. A
message may be constructed by the authentication body including: the
voter’s serial number, a digest of the digital certificate, the voting
'key, the message being encrypted by the authentication body. The message,
the encrypted voting message and the signature block may be sent by the
aufhentication body to the counting body. '

The message may be decrypted by the counting body and the digest of the
encrypted digital certificate and the voting key from the message may be
used to confirm that the voﬁing message is an unchanged original vote

which has been assigﬁed a serial number by the authentication body. The

voter’s vote may be decrypted and recorded by the counting body.

According to-a fifteenth aspect of the present invention there is provided
a computer program product stored on a computer readable storage medium
compriging computer readable program code means for performing the steps
of: generating a digital certificate, the digital certificate includes an
indication of identification data which is to be supplied to the
authentication body to identify a voter uniguely and references to one or

more sources for the identification data and/or the digital certificate



pair that the voter is using for voting to provide the signature bl ock.
The voting key may be the public key of the public/private si gnat_uzeﬁ my
"pair that the voter is using for voting. i The digital certificate é ﬂphe
encrypted voting nmessage nay be confirmed as'the voter sent them and nay be
| i nked by the signature block. The digital certificate may be decrypted
and the wangskey may be obtained and used to"decrypt/GBiasasbgnat ure
bl ock, the encrypted digital certi®icate and the encrypted voting nessage
may al so be conbined using the sane nethod as the voter and the result may
be conpared with the decrypted signature block. A serial nunber.for the
vot e[ m%fup%b{}éf%&gthty?’?ttb% a&%ah%giﬁaﬁﬂep@igfﬁ)/ceré\ifige&saﬁ rrlay be Ca
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aut hentcati®dn ‘body. “The ~voter's vote may be decrypted and recorded by the
count i HYPBYAYTIAR EB8Ti ng to a fifteenth aspect of the present invention
there is provided a conputer program product stored on a conputer readable
St or agenenechiusad toRprwnAginETPENcErTY eddablen Br dgpaTrRGas i Redhs f or
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suppligd (o the oAUENeNt 8t han Rody iboci deatdbieca, wak ah woi quel y and
ref er_enceg T}]g ert].e x?gnds}?xre %Orur%.e%ojsg;ucttp%flgéptilntiu(\d% an .data and/or the
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possibilities of PKI prior art to allow a wide range of personal data

items ~ not just public keys — to be certified within a privacy enhancing

framework that empowers the subject to control who can access ‘his personal

data, .and how and when. The invention enables a method of delivering, not

just public keys, but any piece of assured personal data. In other words,

an architecture for an e-marketplace which brings together the buyers and

sellers of personal data. The brokers of this marketplace are the data

subjects themselves; no personal data moves in the empowerment

infrastructure except with the explicit authorisation of the subject to

whom that data relates.

The invention also provides a payments mechanism integrated into the
personal data framework. Imagine the sale, empowered by Alice, of a piece
of personal data of the form “Alice is indeed able to pay you the sum of
€100”. Usually, when personal data is sold, the database from which it is
derived is not altered. But this case has to be an éxception, and some
database attribute, controlled by the seller of Alice’s personal
information, has to be altered by exactly - or, where commission or
interest are involved, approximately '~ one hundred. It now just takes a
small leap of imagination to see a payment as simply a piece of personal

data that changes when it is sold. So the invention also permits a secure



digital certificate and the voting nessage; sending the encrypted digital .
certificate, the encrypted voting nessage and the signature block to the
aut hentication body. The proposed "enpowernent infrastructure" whiéMAYa0)Ebe
i npl emented through the invention describes a public key infrastructure
(PKI') in the sense that it provides for a relying party to establish the
val ue of wo pwhpisssc key matching the private key hel dpbycamdsgenti fi ed
‘subject, and in the sense that it2extends the prior art constructs:of PKI,
including certificates and certificate revocation |lists (CRLS) signed by
certificate authori ties (CAs). The invention. itself relies on public key

crypt O?eymphty arc 1tec rgan-%gte@tja1£1&ha!.é qggﬁ§o E)Q%J.Qﬂ{l\lgrhtsb anal w sdom about
the ro of k& san certif

PKI The enpower ment
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PKI pr portyarapdteyemicp SR i deg‘faéﬁbtt?eoq"rpqéf%é‘n%ﬁbtdat a itenms - not just
public keys - to be certified within a privacy enhancing framework that
enpPoWeEsbddnsaiRE @Gt ihoertatd hod noh desatbedc dgseeanhios penslenanly.data, and how

and when., Ihe.ifventi@n oahhes.cda widednofhigel i vering, not just public
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an exceptl on, and sone dat abase attribute, controlled b3y the seller of
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Figure 7 is a diagram of a system in accordance with the present

invention;

Figures BA and 8B are diagrams of two forms of electronic property
with associated empowerment certificates in accordance with an

aspect of the present invention;

Figure 8C is a diagram of an empowerment certificate and the
associated custom certificate in accordance with an aspect of the

present invention;

Figure 9 is a flow diagram of a first method of transfer of
ownership of electronic property in accordance with an aspect of ;he

present invention;

Figure 10 is a further form of electronic property with an
associated empowerment certificate in accordance with an aspect of

the present invention;



infrastructure to confirma debt due fromthe signatory to the relying
party, and even to indicate a guarantee for such a debt. Enbodi nents of the
“invention are now descri bed, by nmeans of exanples only, wth ref grmp%@lﬁto
t he acconpanying drawings in which: Figure 1 is a diagramof a system
delivery of data of the prior art; Figure 2is a flow diagram of the _
system oWworizgus® 1; Figure 3 is a diagramof a systeprpé&sdelisyery of data
in accordance with the present. izmvention; Figure 4 is a flow di agram of
the overall systemof Figure 3; Figure 5 is a diagramuatic representation
of part of the systemin accordance with the present invention; Figure 6

is a flowdiagramof part. of the system.of. ElOUf @ FisceFlgure.7 is a diagram
of a systeni A atcor cfa?i{cé” ‘\% ?ﬂamt%tzxp%egsgnta i nvention. Flgyrgs 8A and 8B

are di agr an®meTshiRGE fOPHECDI BIBREY ot TSR 8PeT Iy W fH associ at ed

enpower nentpreesrti fnvertties: p¥f accor dance with an aspect of the present
invention; Figure 8Cis a diagramof an enpowernent certificate and the
associ at ed gustamsesddl {isCateesinanate et danseoniah elanaspeedtiad the present

 nvent i on; QLI & Qoddtathh! % dbpll 8 Ohe grbidistimBtiog of transfer of
owner ship of el ectronic property in accordance with an aspect of the -

present invention, Figure 10 is a furtpe!'L fto(gnrpco_\jotgzrll ecltl'groni Cc property with
an associ at'eFehbdiedr MEFELEF 13 1501 &% iPn°AETor dANcE W th an aspect of the

present i nvasrpidence with NAYSEZODET YO WFSFUR IBBEPEN/ GB02/ 04759 24 Figure 11
is a flow diagram of a second nethod of transfer of ownership of
el ectroni ¢ pigoReid Msid dpeear danceethhd bt aonfEaspegta gbtd e  present invention;

and Fi gur 85,128 40011 2B a5 Lt S2herBlksendli iagéaisn ;,0bn@n el ectroni ¢ voting
systemin accordance with aspects of the present invention; Figure 13 is a
fhg%f‘;ﬂsg‘;t&gg{%ﬂgﬂ%g a1 8SH LM C Y0k PG ldlas ACE QNG &bl AN aspect of

with an aspect of the present invention.

Referring to Figure 1, the traditional system of delivery of a data object
in the form of a certificate as known from the prior art is shown. Figure
1 shows a first user of the system, Alice 102, and a second user, Bob 104.
There are also provided a registration authority (RA) 106, a certification

authority (CA) 108 and a validation authority (VA) 110.

In the prior art system, the data object to be delivered is a certificate
for use in public key cryptography. In public key cryptography, a public
key certificate associates a public key value with the certificate’'s

subjeci. The ;ertificate’s subject is a particular person, role, device

or other entity that controls the corresponding private key.

A public key certificate is digitally signed by a perscn or entity called

a certification authority.

A registration authority (RA) traditionally manages interactions between a
certification authority (CA) and its subscribers or certificate
applicants. There may be multiple RAs for a CA. The issuance of a
certificate may involve a personal presence for verifying the applicant’s
identity through presentation of identifying documents. The RA does not
itself issue the certificates but may validate, approve or reject

certificate applications.

In prior art, the method of delivering a certificate starts with Alice’'s
self-signed token (PKCS#10) 112. PKCS#10 defines a format for a message to
request the issuance of a certificate from a CA. The PKCS#10 token 112



Figure 14 is a diagramof a nethod of confirmng a vote in accordance with
an aspect of the present invention; and i Figure 15 is a diagramof a

met hod of recording a vote in accordance wth an aspect of the prg ﬁ
invention. Referring to Figure 1, the traditional system of deli vergs/ 6 2046
data object in the formof a certificate as known fromthe prior art is
shown. Fwouwses133k shows a first user of the system Abd¢wesito2ss and a second
user, Bob 104. There are also prayided a registration authority (RA) 106,
a certification authority (CA) 108 and a validation authority (VA) 110. In
the prior art system the dat a obj ect to be delivered is a certificate for

use in public ke ubl i¢ r QIrap apubllc key
certiff f’%tges%%”l %‘ L}nghllyléc 1020 P epp\ifi\?xhg %gige%e?l%?éc e's subject.

The cePictiGatss’ lseq%%r%c,f?r “é“”é‘sb‘é‘r H &’Eﬁ é?rtﬁé’r"%?l P0ore°uéVi€Ce or ot her
ent i t ytichatkegont rtol shet fre 1eor rieshontiients pr itPat eekeyicane 56%1‘3?% key .
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rranages%l JAtELAcLi;ens thlH\é"e&Qhaﬁxge&% tabf 11621 | 8 edaNOdlat ¥né CA) and its

subscribers or certiticate Ih £ RAs for a CA
The i ngﬁﬁ@é—‘at’cﬁ urg artggfittlof? ?Pd[a)t 100 aug:gorll q(’;% g?%’o‘%glcﬂ‘é I}Jep‘%}(:e

veri f ythgothe2lafiiipe Zatrogse 1H%ﬁP|B)f/’§/ Pty oﬁ’gq’fr*btlei}é’ﬁf at'f 8ﬁ i dentl fying
docunentese dFhnRAndOwEensogivep tigepafrentdeité - t he certificates but may val i date,
approve or reject certificate applications. In prior art, the nmethod of -
del i veRifige @ R4 iaf i1Gat R aGtaal 465t thadNibEa' Systeel2be SiEgmedrtoken ( PKCS#10)
112. Pm;&rﬁ,%ﬁla%@éa a F19LdMbef0f 28 NESIFIR tdRen l@MIRSTiréhetdpSSUance of a

ertifi t f 2t 4 WD 03/ 041338 Co
;g”'GB AL R St?ugémtoa PRCSH#RQ ﬁog&oegés h% L\é&x ?tgoaf» _

u ty C , to supply her
publ | cc%‘é)’/f’ﬁﬁ‘éf r%‘?‘ﬁ%tr 2?/3ar"‘ﬁ% r‘%’ 2lcjl)es ? lcate HE ?)snt ?on 'géie certificate.
Al i ce TE2CRemrsrte Hee cofbdRlp® r‘r’%’ef‘hé° F?ACTGéflC\%H’I &R EBhJ %t to a

certif tearetitigaesto Alick. Phéceceedf f20¢ dhe qeé%w'éééttel‘? 8¥nt BBy the RA to the
CA 108necBh® G138 coohiiestes valtiddted aocter berids ckecetiFivdtecle # tVAsends to
Alice 182. AkiwecchOrtsSRHAGet et tetdteficcatvalldbianedsangeckitieexBob 104. Bob
then sends i€ or GRAYinG @At ankinchangade tig aival |ﬂaetwadauasmor| ty (VA 110,

whi ch géﬁ}%ﬁﬂét§% sent by the VA to Bob 210.

In a described embodiment of the present invention, a method and systém
are referred to as an empowerment method or system. This system is shown
in Figure 3 using the same structure as Figure 1 for comparison purposes.
The embodiment is described in terms of delivery of a certificate for use .
in public key cxryptography; however, as will become evident, the present
invention is not restricted to the delivery of certificates only for this
particular use. Alice 302 is a described entity and Bob 304 is a relying o

entity.

Refefring to Figure 3, Alice 302 has previously registered 320 with an RA
306 and the RA 306 has information about Alice 302. Alice 302 sends a
self-signed token 312 to Bob 304. Bob 304 sends the token 312 unchanged to
a CA 308. The CA 308 converkts the token to a request 314 to one (or more)
RAs 306. The RA 306 converts the request to a respcnse 316 to the CA 308.
The CA 308 converts it to a pre-validated certificate 318 which it sends
to Bob 304. As the certificate is pre-validated, Bob 304 does not need
the explicit services of a VA to validate the certificate. The functions
of the VA 310 are combined with the CA 308. Figure 3 shows the order of

these actions by numbers in parentheses.



it.to a validation response 118 to Bob 104. Figure 1 shows the order of
these actions in nunbers given in parentheses. Figure 2 shows a fl ow
~diagram of the traditional system 200 of the prior art described‘gﬁ%bé%ﬁ
Alice creates a self-signed token in the first step 201 and sends this 202
to an RA. The RA converts the token to a certificate request 203 and sends
. 204 t he wensm4disgate request to a CA. The CA convert spdiisgosested ficate
request to a certificate 205 and sends 206 the certificate to Alice. Alice
sends 207 the certificate to Bob. Bob need to have the. certificate
validated so he sends the certificate to a VA 208. The VA converts 209 the

certificate to a validation response. eit onf ijgdenying that the
certi frheagtdof L0005 Bhe e~ VER % Hgdl R Y re%gogﬁslgl iygll?ghfgrmﬁ% VA to Bob
210. Irhguae descini Hed Eavboderent 2ofcet HEA S es &Rt FHUERt " ON, a met hod and
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relying entity. Referring to Figure 3, Alice 302 has previ ously regi stered
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unchanged slé?ung?‘ .CA308ma The [Co 308 peanvany s viddseherrtidietrequest 314 to
one (or Jor ) ce 8 su%%e&ft Thg: RA: 308.CONYES bsrchhie 15 egbiasistt @ a response 316

‘to thé®TA 308 convert; Q.2 2k ervdihaated wertificate 318
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t he oriies offerthreses aotuenmstiyys punersve fapareHtpeSEETH Ry 2006 WO
03/°041338,:PGELBAAD 47690 260, Thieemdihod H06s0ft tthe strest#iibedtenbodi ment is
shown j.m, a.f].Que d agh amok hex Rugith €ed. (abNenbh@eti ratpagdepr=48l Alice creates .a
sel .f - sgugggqgrt gggﬂonﬁl i €6 rSends: 4Q2uhha drokenatweiBebs (Bobssends 403 the

t oken ersona%ata) %o empow%?%\égr}l%s30%04o£hﬁstOkceial;cﬁo@e datiacd eguest and sends
405 t HETFEquest o

304 is now in the customer role with the CA 308, the certificate policy

! yeflects what he is willing to pay, emabling an improved PKI bus;ness .

" model in which liabilities are understood and controlled. Because there ig
no requirement for a certificate to exist before Alice makes her first

ever signature, she can sign her RA agreement digitally rather than in

haﬁdwritﬁen form.

The empowerment system 300 shifts mindset away from the notion of a
certificate as part of a managed identity towards a mechanism through
which a data subject (Alice 302) empowers an RA to reveal validated
perscnal data to a relying party (Bob 304). A public key value becomes
just another piece of validated personal data delivered through this

process.
The empowerment system of the described embodiment is now considered in

more detail.

THE DATABASE

The described embodiment of the empowerment system assumes that personal
data is held in databases at one or more sources. (The term database is

taken to include directories.) Databases model what is geing on in the



RA. The RA converts 406 the request to a response and sends 407 the
response to the CA. The CA converts 408 the response to a pre-validated
certificate and sends 409 the pre-validated certificate to Bob. TQWAY?UB
traditional systemof the prior art and the descri bed enbodi nent of Pu
system both execute three conversions. Both systens start with Alice

sel f - si gd@oduzioken and end with Bob possessing a vakbidabadseertificate
nam ng Alice.as subject. But the Aljice-to-Bob portion is the first of five
steps in the enpowernment system of the described enbodi ment and the fourth
of six steps in the traditional system This- difference of sequence turns

out to have far-regching conseguenc 14 qmgg\qregp%ﬂ%ystem 300,
Alice 302 #anchdofE gt g‘f e %écr'so%]c Se laaﬁgglgtltqln whi ch of her

ranula
i denti tTP%se‘“J(’%?ém%prP’Hye@P“teéx“ﬁa ‘é?ﬁé‘se -e(’:”tﬁ”f orre ... ) to
assert salmcecwhicbdt of, mbereathery bﬂtsééfl(:ﬁ%nﬁlfﬁmat’p%‘r ’s"oﬁhaﬂ &Y at)° to enpower her
RA 306 disfihqRAB thet Qibfkcsciros @ll SithoesBobets304 that ¢gpoAPdsA- t Aeexgéust oner rol e
With the LA308rerkbhie t88S bdrthbfal Gupobe cyigitaef| eatasopphadcalraes srwi | 1ing to
pay, engplispg an inproved PKI business nodel in which liabilities are
under stood and control | ed. Because there i no. requirenent for a
- certificate to exist before Alice nmakes her flrsttev r.signature, she can
si gn hEPRALYgr SR i degiPEIFY Pathdr st hEA T8 Y“handwr n%Jt én form The
errpomersnamwatctsygleeer@@@@ngm#wslm%a%deﬁxfémwff%hﬁlfﬁéaﬁ&ﬁmn of ‘a
certif iecatye imashpartscpheladsrabrmged hdentdlbye:t dwards a nmechani smt hr ough
whi ch a data subject (Alice 302) enpowers an RA to reveal validated
personal datag.a relying party (Bob 304) . Aipubbiwikgy val ue becomes
‘just anot her pi ece_of validated personal data dyered through this .
pr ocess. The éjﬁ'b%\ﬁérkﬁ'élf system of the descrlbsceégi eZbodl ment i s now
consi der ed i n Homprddxketai | . THE DATABASE The theSe¥Fbéd abodi nent of the
enmpower ment sSyebeipeaSsmiges t hat -personal datesibs held in databases at one
or more sour C%ﬁ The teerxﬁﬂngé} Qpacig I'n\s_ernta?-kenmt@s*)s'ﬂﬁl ude directories.)
Dat abases nod %gl n‘ge gnldl he - MAY 2006 WO 03/041338 -
PCT/ GB02/ 04759“?7““% eél’l ein a dat abase reflects a change in
the real worl dnf""l’“ﬁémé*n’{?oﬁﬁyn’élﬁf‘h?}ﬁf’i? g lies to those database entries
whi ch identifpli¢rss banker Rutland Bank

Alice’s bank account number (A¢me hold 01081208
this information in order to pay Allce

each month) . _ L
Alice’s work e-mail address " h alice.earthling@acme.com

Alice’'s home e-mail address A}ice@earthling.name _
Alice’s work phone number 499 12 3000 3274
‘Alice’s cellphone number +99 73 0578 2407
Alice’s home phone number +99 13 2553 8109
Alice’s registered domain name ‘alice.earthling.name

The value of the pﬁblic key matching 956DF57E4... '

the private key under Alice’s control

A JPEG file containing a full face ADS53827D5C88E575EAB6678.. -
photograph of Alice

A TIFF file containing a digitised FE4368AB543C55FDE653FB6...
image of Alice’s handwritten signature

.A pseudonym 756384928475

Alice’'s salary €60,500

Alice’'s extermal purchasing limit at €100, 000

Acme



subject- that is, where there is sufficient information in the entry to
di stinguish the subject fromall other subjects in that database. There is

. no requirement that databases nust be digital - hardcopy databases arieMAY 200§

i ncluded. Cenerally, there can be expected to be nore than one way to
identify a subject. 'The following is an imagined extract fromAlice

Eart hl i ngrosspfiis’ Y i n the personnel database of her gaplLpygisfcme SA: Name
Alice Earthling Date of birth 1961117 Home address .65 Sout hvi ew Road
Enpl oyee nunber 65193 Alice's uni que nunber at the Internal DF456781A _
Revenue Service (Acne hold this information to pay withholding tax) Alice's

banker suthand. Bank..cAlbeena Ak, ARE QDL n&%ﬁu@cmrmws 01081208 this

i nf or ma n g e each t Ice's work e-mail address
al i ce. é”glct?1 ?mﬁ”% &Fé’ %fdﬁgtl%ﬂ‘l g §nthl8?ﬁsl°% P R IT BT AP e @ar t hl i ng. name
Al i ce' sNASr khaﬁhﬁﬁée%‘awas rYYigpd FFoe 3?37‘&1“/9\% ce's cellphone nunber +99 73
0578 2407 Alice's hone phone nunber +99 13 2553 8109 Alice's registered
domai naname Aliteaceaetdhbiaghdade ddverarabdte @bmd, her pulpbbavkeyo mat chi ng
956DF5¢E4 severhD@i1 ki dALR k@&yu@%{ WA £&i BreCant IRht AiIPEGS kdre contai ni ng

Alice's

a full eL&C%é%PééeQZ %5:@4%,5 9171%:.»_“&5 §£e<a9£a%9h %e AdGE tA THFF Tile

t 5
ﬁgﬂda}r Plf’{%ms oy t%’e b seu%g\!r?‘ m'%s)éf?é?fé’ 8%?? “Nthe g“arél ary 60, 500

Alice &2 "é&%ﬂ%’r’aﬁa‘l’mﬁ%r"éﬁés‘ieﬁgﬁl Fl?ﬁ tisgr FOOMERoPe ARTRESEFYMKY U 2006 WO 03/ 041338
PCT/ GBG%H%‘QI]% attributes (for example, bank and account number} to

construct a single primary identifier, or a single attribute (for example,
personnel number) might suffice. In the example, Alice's salary will

I always be part of the predicate. Her work e-mail address will be part of
the predicate in all views except one, namely the view which has her work

e-mail address as the primary 1dent1f1er

Note that the possibility of the public key value being a primary
identifier is allowed for - making the practical assumption that the same

key pair will never be generated twice.

This description is for the general case. The system also allows for the
simpler case of an entry which has only one possible view because it has
only one attribute or set of attributes that could be a primary

identifier.

Databases of the form just described already exist pervasively throughout
the world in government departments and agencies, large corporations and

most other sorts of organisation.
THE CERTIFICATE

One way of storing data about individuals is in the form of certificates.
In the described embodiment, in respect of individuals, a certificate can
be seen as a digitally signed extract of an entry in a database. This can
be extended further to include certificates relating to entities that are
not individuals. In the described system, certificates are the mechanism
through which entries become visible cutside the organisation operating

each database.

A certificate in the described embodiment must contain information from a
single view of a single entry. As will be described later, it may also

contain other information. This ig a crucial difference between a



The data in the database entry for Alice Earthling includes attributes

whi ch provide identification, authentication, |ocation and authori sati on.
Note that a pseudonymis pernmitted as an identifier. As the Alicel/ Agpg Y 2008
exanpl e includes several data itens, it is possible to take several V|em5
of the entry, each with a different identifier. So for each viewthere is
a primarywoadentssi er and a predicate'. The predicat epcg@diayfs all the
attributes of the entry except thase in the primary identifier which
characterise the view. it mght be necessary to use a conbination of
attributes (for exanple, bank and account nunber) to construct a single
primary | dentl fler OEabgseS'erLQ' e ?téa%é%léé eengy%ltgxt@a@m Qitn PArsonnel nunber)

m ght SEFFLERe 7 18 ice s . part of the
predi caees eﬂ@ﬂlWPRs%l‘?ml i %&B?té§’s°a\5\fl I 1é‘en¥ %M of C% hé@%?deglgcat ein all

Vi ews extgpe véme, nanely the view which has her work e-mai | address as the
prinmary identifier. Note that the possibility of the public key value being
a primatyeeikdept idhbekodtsifkhoved fahary Dakiirget helapiacts ¢kt assunption that
the sg %3%1@9'%h 1h&m@ﬂ¥§ﬁnaﬁ g@”@ﬂﬁﬁ@dshﬁﬂﬁﬁ tnhi s description is for

t he eneratl case, syst e | S al orahiBL ok age of an entry
whi ch THagt lBﬁ‘I”}?h%ché‘amee }Q Termflcast%br% a%\gg o %gfieri\ y. one attribute or set

of at taPBifees of Hae %F&El‘ftﬁdb’ée‘%l prifacy° Wh%}en‘fne Dat aba of the form
just cebest bedtal Teerdylekitte pervadi ¥ RTUAJRDUCPHE § V\@r"l in

gover mretingdagpad tnaeait s and agencies, large corporations and ((~ nost other
sorts of organisation. THE CERTI FI CATE One way of storing data about

i ndi vi ﬂugéx%l&ﬁak n thbiréﬁemeoﬂcnfgﬁ{atioﬂli £at @stainl authh@iceses i bed enmbodi ment

in respec ' ”&L Vi QUAL Sy .8 CeSLidisCatendrdirsRRaSRBPraara digitally si gned
extract. E#udmg' trly |g95 dat abase. 1§h| s can be extended further to include

certifi 8%'ilééeﬁ‘sel ating to entities that are not individuals. In the

descri bed system certificates are the nechani sm throukg i fh entries
becomeiheFsioht @rotrrsinge-FHETBrgaii§H T AT e e n g Yeih> daiabase. A

certi fdscatredimiatdie cikesbmi retang Ao dioresiamPAFs t incd fedhit ARt oFHEt i on from a

Si NG| Ena%i £Wal adcEihnGliebee sl she ASnaniyl 1debeifdes cetiebadmérat ef thd t may al so
cont ai §not hetnth Bf H& NRbIRA . nadd)i Sayl)Scad B4 uegddaby did Pekerice between a - 4 MAY

2006 30,3044 338 BThiBORLOF{ S 10n.

A traditional certificate known from the prior art identifies a subject or
described entity but does not identify any particular relying party ox
entity. A relying entity is a user of a certificate, that is, someone who

relies on the accuracy of the contents of the certificate.

The model’s taxonomy then develops as follows:

e A certificate containing as authenticator a public key which

" matches a private key used for creating digital signatures is

classed as a verification certificate.

e Verification certificates are either igsued to the public, or
not, and either qualified or not. The difference is important

because the European Union Electronic Signatures Directive treats

each class differently.

¢ The model assigns certificates to one of three further classes.

The classes are traditional, empowerment and custom. Further

information on these classes appear later, but in summary:



29- certificate and a database entry. A database entry sits there with all
views equally possible. in a certificate, the identifier is comm tt_q'depzﬂ 6a
"single view. A certificate nmust contain the full primary identifier 0
relating to the selected view. The identifier in a certificate is called
the "distinguished nane". A certificate may al so contain information from
the predveeswoaised the sel ected view, either the whol ecpicatimabe or any

sensi ble subset of it. There is I#ttle value.in a certificate that
contains only a distinguished nane. In particular, the predicate
information may contain authenticators (including, public key values),

| ocators, authorisers and non-primar i dentifiers, . g Or nore
non-pri mary identPf Pe?rgdjéﬁ%“ailn‘iﬁrﬁ’cféa%/tet hdceéﬁplr%‘f/s BeS%Bjsee l?!ru% %E a redundancy
checki ng- mechani sept Eamtesyampl partiownlar celtipd pasiFe RhTLKHPBE ™A bank account
nunber as the prigrryudedest i fdeetisi@me, anatrds esafeotehsho ptlies ddentifiers
(pom_"rgn nfa][rp, saylhg%\gcuggc _§§qh$3?éoﬁt'3§tspf€ﬂk:h& Qezfiﬂi&ahfr cheeE agai.nst

m s-identification, traditi.onal . cer ownfiLnadhe prior art
identifies a subj &6¥*%0F °% é%géf?rbeeaggﬁﬁdt %/’&%%J%vdlges ot identify any
particular relying party or entity. Arelying entity is a user of a
certificate, that « & csoseesaeinace LadicesSiearrothe Farindarartofanthe contents

of the certificate. The model's Laxonomysifenadeysliepscassiall ons: A
certificate contai’nf nﬂk?_a's aut hent i cator a public key which natches a
private key used ftBF sB¥88t Phd i Gital “Ssignatures is classed as a
verification certificate. Verification certificates are either issued to
the public, or nqQt,z algdoRitdercunlicdieeticatitnet bothhe zdi¥iberence is
“inmportant because the European, Uni . ronte Shgpat.ures Directive
treats each clas®i% ?neraér?feﬂf.“' ?ﬁcgqﬁ?ég%ka%gi gnsﬂbgerti ficates to one of
three further classes. The classes are traditional, enpowernent and
cust onEmfBuedriey and RROPREETGRI et RES &1 1P A RERRERSe °f —_but in summary:
- 4 NAYr2608 onddD-34 04438 SrPGIMGBOXYP4ATEY- 130 The AeF1o9drt FoHdi certificate
i denti bf @8 @sSdRp@Gts Rettiflid@se is short enough to practically prevent

th the same private

more than one signature being created in that time wi
key. It is possible to create many such signatures with the samé private

" key during the period of validity of a long term certificate.

. "In the model all empowerment and custom verification certificates are
classed as issued to the pubiic. In" the model custom certificates can be

either qualified or ungualified while empowerment certificates can never

be qualified.
THE REGISTRATION AUTHORITY

The traditional notion of a registiation authority (RA) persists in the
plied. In the

described'system in the form of sources for data to be sup
embodiment, the registration authority for a given subject. is defined as:
e The controller of a database..
® who has agreed with the subject to become an RA in respect of -the
subject ..

e and includes in its database entry for the subject the value of

the subject’s public verification key.

In respect of a given subject, an RA is either a direct RA (DRR) or an

indirect RA (IRA). The difference is as follows:



not identify any particular relying party. Arelying party is a user of a
certificate, that is, soneone who relies on the accuracy of the c_o['nhﬁpmﬁ
. of the certificate. This <class of certificate is found extensively

prior art. A customcertificate identifies both a relying party and a
subject, and the entity who signs the certificate is not the subject of

the certivoesalsmsss An enpowerment certificate identifipegdaeddi,® relying
party and a subject, and is signedyby-the subject. Enpowernment and custom

certificates are either instantaneous or long term (Traditional
certificates are always long term) The period of validity of an

i nst ant aneous certificate is short enough to practically prevent nore than
one si gnat ure zhéinege &» datdd tinvaliatott tiresWhi e’ ¢ REPSEANEY TS vate key. It is
possi bl e t 0 6B} QafBNbSHIGE & ghatsremewivith ehacsamerpr fasdt e key during

t he peri odt Qf 42 iTgitchieQ,L @;fi_L,OQ?pREA%IGBaCb?&]EQaEistG@é Gort Bf tclbg_acraagel a! I 4
enpower ment and custam verification, certifi sed as issued to
the public. "I £he “MIgel tc(’:lfg}t’%:mn%felr%tcla,?lloga?neg@ecg%eggefe1oeéi;t%Zr qual i fied or
unqual i fi ed “AFRPBEMIotEr FRIAESPERTPP B eS8 *¥an never be qualified. THE
REG STRATI ON AUTHORI TY The traditional notion of a registration authority

(RA) persi sts i Libe .. 48Seki hedeS Y Sicgibeln hftenf Qrmefatsomnees for data to
be supplied. In the enbodinent, the regi sdtgati on a%haof:\in%,\r%ntf or a given
subj ect-is GEFPHRY FisValuprE EnEYOLT 7Y of " Hat Ghase. .o ~ Who has agreed

Wi th the sulspedfitase FersaElcAntiRA Ry BESREPIFS (e *BUB & ... and

i ncl udes i nvelglitlababase aersrrififae tchee shdsfedt tRES Pa¢ FEPBE°% he subj ect's
publ i c veri fehemkt oR1dey. I n respect of a given subject, an RAis either a
'direct RA (DRA) or. an indirect RA (IRA). The difference is as follows: - 4

MAY ZCNQﬁL sgxg Q§g42§§é§§%i ﬁﬁgﬂé(350235Q£VE§9Le§Qect A &HeréﬂigeéaAaﬁhDLKjSRi he \/allJe.C”
t he sulﬂerct' S polib key 'as- primary data, updating it in accordance with

lic
event s |nef%e§treafn°%ﬁ%r'l d. To achieve this, a DRA probably has sone sort. of

contract wth the subject to cover notification in the case. of |oss or
No subject can have an IRA without alsc having at least one DRRA, although

it is possible for a subject to have a DRA and no IRAs. This is because
there must be somewhere in the infrastructure where the public key value
is bootstrapped. Unless a subject had a DRA in the first ﬁlace, there
could be no longterm custom certificates for any IRA to cache. 1f a
subject stopped having a relationship with its last DRA, then it is likely
that all the relevant longterm custom certificates wbpid very soon appear
in the CRLs which the IRAs check, so very quickly the subject would cease

to have any IRA relationships either.

There is nothing in the described system which prevents a subject having
more than one DRA - either because the subject has more than one key pair

or because one or more key pairs are tracked by one or more DRAs.

The mechanism through which the DRA is sure of the subject’s public key
value is outside the description given here and is not part of the
invention. There are however plenty of examples in prior art of how this
relationship can be implemented. In fact, any RA - DRA or IRA - has to
have some method of establishing the value of all the data items it holds
“for real” on each subject, not just the public key. Again, there is a
mass of existing prior art in this area. (“For real” means “not in a

certificate signed by somebody else”.)

The correct operation of this unspecified mechanism is axiomatic to the

whole model. Everything that happens elsewhere in the model depends on

this part being done correctly.



conprom se of the corresponding private key. An indirect RA has cached a

| ongterm custom certificate which contains the value of the public key,
~and has access to a current certificate revocation list (CRL) whi&MAY 2006
enabl es.the continuing validity of such a certificate to be checked. (CRLs
are explained further below ) The sane organi sation mght be a DRA in
respect ofo@nesssubj ect and an IRA in respect of anopbegaoessubj ect can
~have an I RA without al so having at32l east one DRA, although it is possible
for a subject to have a DRA and no IRAs. This is because there nust be
sonmewhere in the infrastructure where the public key value is’

boot st .apped. Lhi.ess. 2. sublact Had DR L dhGeddlt Hase. there could

be no [t g@erm clst 0 cat es subj ect

st opped™h |hr?é|dsaar‘?f‘%{°ta?%ﬁ§ﬁl p° i t?1°7r t5§81 553[ R mgtlﬁ Vlews o% | kely that

al |t hdatesheasariach ohgt B¥om eist D GOP t1RF | T AISEEHbTrd “\?@‘?9 %oB’nz appear in

t he CREs3,whichoit hmtl RAs wbhecks tde préamary guetkiiprt hEhs ybjweci®éwoul d cease to
have aBy; | B, €satin0Nshi Rs1 ket AR EibuThe Efmi e natiicage on thhe descri bed system
whi ch preven 514 stbiealcba, NGo1 RS plhab 1€ RA, -106idober because the

.subj ect. has. nore thap one . ke ir ECAYS QoG Qi Pr e key pairs are
trackeau‘%‘ BB o ot 9 °¥]I'tﬁe% T Sgﬁgnl?s‘smtﬁrgughlvmf]g%: the DRA is sure of

one ‘of nore
t he suﬁf%%f‘l’s“‘b%bl ic key value is outside the description given here and
is not part of the invention. There are however plenty of exanples in
prior antrrofothewhéhitassy.eliatitonshé ps cafatbeasemehirehteds®® n fact, any RA -
DRA or mhfRain bﬁspiﬁesmaweedsxm& meld3osch edchesbidoki Bhingtévee reasawe of all the
data itens, idpaholeds rethPlanr@al thabNiceals Sty @sh, BO! rhtiskarbhe public key.
‘: Agal n, tﬁ@% Psohéeladepméntot)f Q\)ﬂ.&t thﬂ ij en%ﬁ&ye!rrhctngluﬁlﬁrcgﬁlnﬁe For r eal

means ' not icat e, sl ody. g.se".) The correct
operat i or‘?ro?estsﬁtlhse mlfﬁtshﬁécp i (]:l r?gcrhanl sm | go'%gm o%aatléc to the whole nodel .

Everyt hi ng that happens el sewhere in the nodel depends on _this part being
done” c&® R@ctdfyeitheniciaY) ZODGCINF 3F CAITIB P/ 0270458132  Figure 5
shows alsmeprkarselwt atbi @1t . ofThe R IRAWS (B ofbjekid sdeltyc byd (gif8t'em  The RA hol ds
a dat abeas@sb04s 506, B0 cbQBindb09 car es sinmphre be¢ams iofcanhe dat abase. Each
Vi ew 5061356 thbQheHQRO-th@Scale digsidsngk Shnd ©rame iSldwafElahle to

check the signature.

Importantly, an RA can send a message to a certificate authority (CA)

which can result in the CA signing or revoking a digital certificate.

The described system predicts that many organisations - and perhaps most
organisations within the public sector - will become RAs. In such cases,
Being an RA will be incidental to being something else. There is no
specific requirement iﬁ the system for organisations whose whole business
mission is that of an RA, although such organisations arxe obviously

possible.
THE SIGNING DEVICE

The model abstracts a digital signature to the operation of a finite state

machine called a signing device. The signing device has access to a

source of local time which corresponds to the usual standards notion of
GeneralizedTime and which increments with a granularity of one second.

The state of the machine is defined by:

¢ the value of a key pair, which can change from time to time;



513, 514 for that view which is the primary identifier. The views 506,

507, 508, 509 can also include attributes fromthe predicate of the

sel ected view of the database, including public key val ues, | ocatedsMAY 2006
aut horisers,' etc. In the described system RAs have the follow ng :
capabilities. An RA (of either class) , inits role as a database

control | gfp o3%@433s Mai ntain and process the data it holpgg,cag/Raeh subject for
what ever reason it is, apart fromsbeing an RA, that it. holds that data.
So, for exanple, the personnel departnent of Alice Earthling s enployer
Acme will continue to process the nonthly payroll against the enpl oyee

dat abase. An RA (of either cl ass) can recel ve and process ergry updat es
digitally signed taluelpd aubjnepermentgeuRa Fe-"Stb] s public key
(either becaysg, iasgar PRA thdroh&est Heaokd &gafﬁeroeqcha@gaﬂurm because it can
validate the cached, cgrl;c;lflcate against the CRL), so it is always able to
check the slngature I'mportantly, an RA can send a nessage to a certificate
authority (CAY (ashiehllyanky asEbtofi vrltei ok €1°GhT g9 *$*8Voki ng a digital
certificate. gubhgsdesssirked osymtens predictidsdtinan rarprevrgani sations - and
perhaps nost _Qrganisations within the public sector - will become RAs. In

such cases, Bei ng an RA vm |1 be incidental to being sonething else. There
is no speC|f|c requirement in the system for qrganisati@nsawhose whole
busi ne¥y thy B_GROTF FRE LHAEESE AN ’F?l&le“}éf"f%ohsg Otsgc A%arfjsat |dons are

Obvi oumAd arqess PHitect THE LSYRBNIRG TBEVICCEYTHE  hEGh A0St Pt $°a di gi t al
Si gnat siiett@rd he Dperaticofevfe aTidraiare e érl"ﬁﬁicﬁ?‘f?é‘tigé?l‘éld a.signing
devi ceinctbfensigningsderi eenhadsyaoocess tden thgoupte of obfyesdtet i ne whi ch

correspands. o o thenusual istarsatds snphiPbpatciozener al i zedTi ne and whi ch
increments with a granul arlty of one second. The state of the nmachine is

“defined b t he val ue, a ke whi ch can change fromtime to tinme; 4
MaY 20B6°t gﬁﬂ‘-’o?ffﬁfi%?%‘?rééﬁ%/ %a%lé’o the val ue of an enpower nent

certificate serial nunber, which is an integer that increases before or
after each si gnatdaeicopekrat ti@nyalaacdt (eptacanalihe) by a set of val ues that
enable intelligent

® The device increments the empowerment certificate (EC) serial

number.

e For each of zero or more objects to be signed in turn it
displays each object to Alice, 'and receives from her a decision

whether or not to sign.

® For each object that Alice wants to sign, if any, the device

computes a signature block over a data structure consisting of:
e the object to be signed;

e a reference, by serial number and the hash of Alice’s

public key value, to the EC about to be created; and
e possibly other information.

e The device then displays an EC confirmation screen with

intelligent guesses of the values to be included in the EC,
together with the EC serial number. These intelligent guesses

are computed from information provided externally to the device
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2s an alternative to certificates described in priox art, the described

system provides for Alice’s software to send Bob an empowerment

This alternative mechanism has a number of unique advantages

certificate.
4 to be “issued” with a traditional

that mean that Alice does not nee
certificate (or, indeed, any digital certificate at all).

Although Alice has not been “issued” with a certificate, her software

still transmits a certificate with every object she signs, but it is
hat her software has built for her and that she

always a certificate t
igned. The

herself signs immediately after signing the object to be s
whole transaction can sometimes be completely encapsulated in the

self-signed certificate alone, making the signing of an associated object

unnecessary. The described system calls these spe¢1a1 self-signed

certificates “empowerment certificates”.

tes can be seen as a mechanism by which a user

Empowerment certifica
including their

-empowexs others to gain access to their personal data,

public key which can be considered to be an ordinary piece of personal

data.

neration of an empowerment certificate includes the following steps.
if any, are signed first, with a forward

cate about to be created included in
dnand

The ge
The objects to be signed,
reference to the empowerment certifi
the data to be signed. The empowerment certificate is then create
signed, with a backward reference to the signature blocks of the signed
objects (if any) .

The following information is contained in an empowerment certificate:



THE EMPONERMENT CERTI FI CATE As an alternative to certificates described.in
prior art, the described systemprovides for Alice's software to send Bob
an enpowernent certificate. This alternative mechanismhas a nurxmemmom[]q]
uni que advantages that mean that Alice does-not need to be "issued” with a
traditional certificate (or, indeed, any digital certificate at all).

Al t-houghwtl i3oa3izas not been "issued" wth a certificatecsbsarssoftware

still transmits a certificate withsevery object she signs,but it is always
a certificate that her software has built for her and that she herself
signs imedi ately after signing the object to be signed. The whole
transacti on can soneti.nes be ¢ | etel y enca Lated in the self-signed
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dat a, i nel utingstizguishepubhé of keyravticctracagrobee dbirsidlered to be an ordinary
pi ece of per;sEnalsnd@thane The gaAet aby emuef (@nceBpOvemzeatuaertificate

i ncl udes thelf'o | ow ng steps. The objects to be signed, if any, are signed
- first, witha"¥orward reference to the enpower ment certificate about to be
creat ed i*nch pekddd iof valhdltaategirdrpensicgived Pofre Efpbtler IRt 2Eertificate is
t hen creat efheadtdre S5k gihedsignirdghor@rirack wed dndied erearsd i¢thdretwsi gnat ure bl ocks
of the signgedenagbiseet sndd kimNy) The followng information is contained in
an enmpowernent certificat e, 4ttN‘IA:>\Xte2 qunit\{\qasoc)’/ 041338 PCT/ GB02/ 04759 35 A
di sti ngui'shEF-¥WEME Yt Haf*APT CE"asSEr £S5 Tas "issuer”. The sane di stingui shed
‘name as ubjoecdach atheindiesBbhigitiohedirr@manodssehte@drallye 9g Pparty. The
di stingui shed.RaiEnod »ah BA Mhe GRNndIRS ahye aAliietsS validi Sdok ngai shed nane to
a public ke%bye% ue (or -to one or nore such values). A period of wvalidity
begi nni ng one” second before the tine taken at the start. of the signing
oper at i orf affatientfilay e H&FIoBIShEhIA fo 2= BCHIdROIEPtEF t hat ti ne:

particular attribute that is the subject‘s public key value.

.® (If any) the signature block(s) over the previously ;igned
object (s) .
* (If any) a random nonce or other information provided by the relying

party. A nonce is typically a large number whose value until it is
generated is unpredictable. o
* (Optionally) the subject’s public key or one of the subject’s public
_ keys, or a reference to such a key. . ' _

* (Optionally) policy information. Alice might include a stgtgment of
the purpo§es for which she agrees that the personal information
asserted or referenced in the empowerment certificate may be used,
or the purposes for which she states that it may not be used. She
may also indicate her approval for the later gemeration of a custom
qualified certificate using the EC.

¢ The subject’s signature over all the above. Thgre are circumstances
(basically, those circumstances in which the signature on the '
empowerment certificate will never be verified) in which the
signature can be omitted, but these circumstances are not discussed

further.

Op£iona11y, the model allows for the possibility that one or more of the
RAs which hold the data to be provided are referenced indirectly in the
empowerment certificate rather than by distinguished name. The EC might
identify a proxy service which knows which RA is to be used for each

attribute. There is clearly no limit to the amount of such indirection



(Optionally) .a set of attribute definitions. For each attribute
definition, either an asserted value or the distinguished nane of an RA

“who holds that attribute value for the subject. (Optionally) the MAY 2006

di stingui shed name of an RA who holds the particular attribute that is the
subj ect's public key val ue. (I'f any) the signature bl ock(s) over the
previ oushkwo @ogngydd object (s) . (If any) a random neageseosBh her _
information provided by the relyimg party. A nonce is typically a large
nunber whose value until it is generated is unpredictable. (Optionally).
the subject's public key or one of the subject's public keys, or a
reference to such a key. opt | | | W) I G b N 9RETRE i@hcifel cEe m ght

i ncl udé®™ TrEt é’ﬁllennttm%sx atnﬁéeheguprrp%ge%xf%c?%ehi%lﬁhshg agrepes tzﬁ?at_ t he personal
i nf or mAt iiBRe"®ESerted or referenced in the enpowerment certificate may be
used, or the purposes for which she states that it may not be used. She
my al 80 readi-oat endhempoappeny abrtiticatehand avepigedePirTtoéil H°"a cust om

qual i f hedecabd inhl GaLE opsiong: the EC.  The subject's signature over all the
above. ;Therg, ar.6 st GURBLANGESve (REFICA hys athesa, Gidtcambt ances in which

the signature on the e Lent ferhidbaahe Mdilksneyer be verified) in
whi ch A& & giva lf‘Jercg tganmgr\é\ﬁo%t_téd, ebgfjtw these Circunstances are not

di scussed further. optionally, the nodel -al|ows for thetpossi bility that
one or AhUite sefelepe tRAdSIFIRSH O 1978 fat ¥ pr8UTdEd ar e ref erenced
i ndi r eetduphdnnidaied pergoosieRntEnt 1€ cob|isi € gPEEPBAi eIt War DY ¥af st i ngui shed

nane. ThesEG rd ghiledi dentrofnatdonpreagiets ehen G ddes clot knowgatif ¢ RA is to be
‘used f Qfe €2GHinALdut bt Grand NAE Bohe addread.| yrae dikpliet udecot e amount of such

I n'.dl r .ecé;n[!oglgrm_entél c%!fgcg.gg caMlQéld%;é‘?’gh?gn{em/wgéﬂfﬁa as_( one pr oxy .

poi nt i ngwto anq{tigser proxy, and so on) which mght in principle be

i npl emBATET Ui Fecei ving the enpowernment certificate and any si gned
object(s) from Alice, Bob has four options: 1. ma)y nj}tust -sinmply believe

Bob
what AMpreeutvalvaskerted, intt 26tpEPRaYing signed object, Bobma

bother to check the signature on the empowerment certificate if he has an
longterm custom certificate cached which contains Alice’s public key. He
will simply pull Alice’s distinguished name from the empowerment
certificate, find the relevant longterm custom certificate and extract her

public key f£rom there to check the signature on the signed object.

2. Alternatively, Bob may check the signature using an asserted value
of the public key and just simply believe the rest of the asserted

information (if any) if the signature checks out.

This is of some use because, if Bob caches empowerment certificatesh it
can provide a session mechanism in appliéations where key revocation is
" not important. Thaﬁ is, Bob will associate Alice’s first visit to his
webgite with her second and subsequent visits, without necessarily getting
to know for sure any of Alice’s personal data except her public key value.
Bob can prevent replay attacks by supplying a nonce for each visit or by
checking for increasing empowerment certificate serial numbers. If Alice
asserts some other identifier (even a pseudonym) on any visit, then she
need not assert her public key on subsequent visits. This mechanism
cannot, however, recover from compromise of Alice’s signing device, or
from Alice rolling over her key. In the first case, someone else can take
over the “session”; in the second case the session ends without the

possibility of any in-band explanation to Bob.

Despite its limitations, this mechanism has considerable advantages.



bot hering to check the signature on the enpowernent certificate. At its
sinplest, the described systemacts as a nethod of transmtting

unaut henti cated personal data. If Bob is a governnent agency and -A M&¥ 2006
wants to be mailed an information leaflet, then it does not nmuch matter if
she is lying about her nane and hone address. This sinple use of the
enpower navo 03per3ss fi cate can al so deliver the sane sordcrafBobensfits as
browser cookies. Mre usually, if ¥here is an acconpanyi ng si gned object,
Bob may not bother to check the signature on the enpowernent certificate
if he has an longtermcustomcertificate cached which contains Alice's

public key. ) SRyl de Algbeecsendi stingui shed nanme fromthe
enpomercﬁ?ep\réffed'_goerpt% f1 cat e, df‘i”nd tehegrel gvant | ongt erm customcertificate and
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obj ect 3-2. MetherneaspiRyty BoFPHRjo ARk® the “SFRTETUFe "Usi ng an asserted
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at t acksebpysupRbyPaygaksonemBePRY O1° BedEdey Y iEhPuto FugseT BREERICAd™For i ncreasi ng
enpoweragsdtted efficirfdtdat dig@rilalin rtherisepayerieht Herpificatgsidpt §i1556Ke ot her :
i dent i fe-8f whRVIeN aBrepSE udORYEYed0dt aibyrwikSikhewt hen she need not assert her
public key on subsequent visits. This nechanism cannot, however, recover
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conpared to password-based website | ogon schenes. 3. Another possibility is
t hat Bab checksirbbheastignet aie B» tdneuseeppoweromerrenic érfrpfireeuse usi-ng a
publ i ¢ tkeyn¥at Ue pfiper Al-kChel habowBfnchaSerticacitedindn aacisemgt er m cust om
certif icgﬁ;i%_icgrze KROWS hdddaS QHB. QLAEEnWBYstom certificate). This is a

crucial part of the described system and is explained next. If Bob takes

this route, it is prudent for him to check that Alice has correctly copied

the object signature block (if any) to the empowerment certificate.

THE CUSTOM CERTIFICATE

Just as Alice has a contract with one or more RAs, so Bob, if he wants to
convert an empowerment certificate into a custom certificate, needs to
have a contract with one or more CAs. The process is straightforward. At
any time before the expiry of the empowerment certificate {(or as soon as
possible after the expiry of an instantanedus empowerment certificate),
and as many times as he likes, Bob sends to a CA an empowerment
certificate which he has received and the CA signs and returns an
equivalenﬁ custom certificate, customised to Bob’s requirements. There
are no restrictions in the system on Bob’s choice of CA, or on how many
times (provided, in the case of an instantaneous empowerment certificate
that he is quick), or to how many different CAs he sends the same

empowerment certificate.

What the CA is doing is executing Alice’'s mandate, given when she created

the empowerment certificate, for certain of her personal data to be shared



(because he is her DRA, for exanple). This provides a nethod of

aut hentication that can cope with revocation. Once again, Bob can use a

- nonce or a serial number check to guard against replays. Bob may-alMy 78
happy to believe without further assurance the asserted information (if
any) in the enpowernent certificate that differs fromwhat he already has
cached ogyiliasw se knew. This use of enpowernent ceptrce@aiss provides a
met hod for subjects to inform RAssof changes they need to nake to their
dat abases. Archive of the enpowernment certificate provides an audit record
signed by the subject. 4. Mst inportantly of all, Bob can use the

empower nent infrastr re. to _conv oper Ly si 4. epnyer ment
certifi“cHt 84 nt'T P cgs(f 5/ L& RIFT cgtpeer%nlgE dggg eed, ‘?f%(rae t han one custom

certifii@dthéy ¥afhis is a crucial part of the descrl bed systemand is

expl ained next. If Bob takes this route, it is prudent for himto check
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many tickesiiasinheishékesye Bob endsudrof@lCAlare eifpondrineneme certificate which
he has received and the CA signs and returns an equival ent custom .

certif IEGflt elon%UéxtmompggéimEI& @}blﬁcgt%quﬂl{eaﬁeeﬁe%ks They ene BERBQEr estr ictions

“in the vgyi%t' ?y ognchgoepnp§wec£:\r\|81| Cc%rplfflg;%’e vglfl.l ch%t hﬁ% @Q:M:edtﬂe%% t(hgr ovi ded in
t he case ot an_instant eo s ,enpover ment certifi cgte that he is qui ck) or

to how "WEhy i fCr 81" gnndcuSt e “San nt certificate. \Wat
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descri bes the nethod steps. |If anything goes wong, the

For both longterm empowerment certificates and instantaneous empowexment

certificatés (for which the reasonable period has not passed), the CA will

set the validity period start time of the custcom certificate the same as

the start time of the empowermeﬁt certificate. Otherwise (and .this will

clearly apply to longterm custom cértificates only), the validity period

start time will be set to the time by the CAs clock. As an option, to

support store-and-forward transactions, it may be uséful for the start

time to be set to a significantly earlier time.

The custom certificate validity period end time will be set to the
empowerment certificate validity period end time, or to an earlier time

that Bob specifies.

The CA checks that Bob is named as relying party in the empowerment

certificate and names Bob as the relying party in the custom certificate.
" Within defined ruleé, certain changes to the presentation of Bob’s name is

permitted. (The analogy here is the flexibility with which banks match

payee names on cheques to accountholder names.)

The CA checks that the empowerment certificates subject name and “issuer”
name are identical and copies the value into the subject field of the

custom certificate. Again, within defined rules, changes to Alice’s name



process ends and Bob's request is rejected with a reason code. The CA
generates the serial nunber of the customcertificate being prepared and
copi es the enpowernent certificate serial nunber, the hash of the-4 MAY 2006
enpower ment certificate, the object signature blocks (if any) and the
nonce (if any). as attributes in the custom certificate. The CA copies its
own di stywpgsésshed name into the issuer field al ong wdhceuzbigest anp For a
| ongt er m enpower nent certificate, 3 he CA checks that the period of
validity of the enpowernent certificate will not have expired. before the
time likely to assenble and sign a customcertificate. For an instantaneous
enpower ment certificate, the CA checks that only a. reasonable period of
time 4% Pﬁé‘éjsté‘élj'si nce the enpowernent certificate was signed. "Reasonable"
means that Alice's personal data is highly unlikely to have changed since
she simaed tderenpowerimntreeer t4 AF cdeR PO PODHBEIHFTOnHYe? T EIHDwer ment
certi fii,CaleeSnpand nkRs bantianaed shanpowesarentsertedr tatkdrcitads (for which the
reasonabl e period,has nNQteRassedlivudeea1Gls Whldmpowgeient he val idity period -
crpons TRt Bt T R e e e o PeapPl y (0

Cer | . : ; .
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in the eﬁpbwerment certificate (for example, asserting the value of, or

the: value of the hash of, a public key), until the signature on the.

.empowerment certificate checks out.

For longterm custom certificates only, the RA adds, to each of the

. attributes that compose the distinguished name, a label of the following
“form (“DN flag”, CA's distinguished name, custom. certificate serial

. number, expiry date). No label is added for an instantaneous custom (
certificate. (The instantaneous or longterm status of the empowerment

certificate is irrelevant for this decision.)

The RA examines the empowerment certificate to see if it is named as the
RA.for any of the predicate attributes, including the public key. It
pulls out of its database any values that Alice has empowered. For a
longterm custom certificate only, the RA adds to each attribute a label of
the form (“att.flag", CA‘s distinguished name, custom certificate serial
number, expiry date). No label is added for an instantaneous custom
certificate. (The instantaneous or longterm status of the empowerment

certificate is irrelevant for this decision.)

For longterm custom certificates, the RA caches the empowerment

certificate, and records the mapping of empowerment certificate and custom



in the enpowernent certificate that has been asserted rather than
referenced to an RA. Asserted attribute val ues i n enpower nent ce%%i ficates
“ have benefit in the part of the comunicati on between Alice and 1Ak 3006
involving a CA. Asserted public key values do have one use wthin the
infrastructure, which is explained below The CA then presents the
enpower nwoto3oaski ficate to the RA identified in thepenggyeiment
certificate as able to resolve Al isee's distinguished name into her public
key. If this is a |longtermenpowernment, certificate, the RAwIIl first’
check to see if Alice has revoked it. How the RA does that is'explained
| ater. (The instantaneous or |on tterggt\‘atslﬂgrsqf the custom certificate is
i rrel evmEiopte Feal) BHEYS (TR BACRECRS the validity period of the :
enpower ment certificate. The RA consults its database, extracts the val ue
of thenpubldeaak eye anthovirigenksrrzheoneparsvier tient2:certificate. If it knows of
nore than ane publ.i r Alice it wll try each in turn, guided by
hi nts sﬂ.e %algeisng l}gceglé}?%(’ﬁ{%he enpower ment certifi.cate g Qn exanpl e,
assertimg theevalaksiof ofny rypdicpbfoatiraPires G s h® SP*Pa publ i ¢ key), -unti |
the signature on the .enpowernent certificate checks out. . For |longterm
cust oqcertifi GaLesi100ky intheeRAn@ddse fracpaeh aofribhes atitmibut es t hat |
conpose tRe d sti ngui shed napp, #2 Ji2behoddf dubenf Olel wsings darm ("DN flag",
CA's dPSITRYUrThed Aane, clistam certificale sgil aby RUhelc expiry date)
No | aB@plicskeyatrdd® 125 28R YFhSt A aneous custom certificate. (The
i NSt ale aieotre o libAGLEE FERALTRY BFUT A" ERPoReT nent . certificate is
i rrel evamnt afropve ish decimiten. YT RATEREM S E FEBHEdWErrent certificate
"t0 seeuifom ferk 5riRarmedorasiniite thiRAFIGF kemycostesPPre i &8i%CatE” &t ri but es,
includipg theepulhi c key. It pulls out of its database any val ues that
Al'i ce has enpowered. For a longtermcustomcertificate only, the RA adds
to each attribute abel . Ofnet Iy Rl @bt erbobR@ient GArs: sddbadei, ngui shed nane,
cust of"Eert i f“é“étagflesecr) icg‘lka %hﬁn%gﬁﬁgg]%iér %ngﬁg@é: cne\Gn lsabgl odes added for an
i nst affarfestisocust BiFre &8% £T¥ "cat e, ?ci'he | nst ant'aneoys or | ongterm status of
the erspoveppententcer tiFrEatE PEH17el V8t 167 thi's deci'sion ) For |ongterm
cust omukkict kdvi vetvestetrmed RA RacHEs fhe BifpBiefifSht™ °certi i cate, and
r ecor dertitecarappinalpdofis esriaviss reRtrycetd FIPEaie” SFRFUEusEDAPe 4 MAY 2006 WO
03/ 04@3&@%%&2ﬁ@4ﬂ&9e 4@powerment certificate, or the public key |
value, to identify the subject, and return the values. As before, for
' lohgtérm custom certificates they label “att flag” attributes, cache thg

empowerment certificate and map the empowérﬁent certificate to the custom

certificate.

Note tﬁat the public key to be included in a public key custom certificate
may be proQidéd by an RA other than.the RA who initially resolved Alice’s

distinguished name into hex public key.

With all-the'attribute information back, the CA now marks the certiﬁicate
to indicate the certificate policy that Bob has requested. In partécular,
if Béb has asked for a qualified certificate, and the CA is happy that.
this is possible,-the ca ﬁarks the certificate as qualified, with a
iiability limitation the lower of what Bob has requested and what the CA
is willing to offer. The policy Alice set in the EC will also constrain

whether or not a custom qualified certificate can be generatgd.

To gét the policy and liability he wants, Bob can even submit the
empowerment certificate independently to two or more CAs, Or to the same
CA multiple times, playing off the weakness in one poligy with the
strength of another, to use one custom certificate to reinforce another,



certificate serial nunbers, expiry dates and "issuers”. The RA sends the .
followng information back to the CA: Alice's public key value. The

val ues of any predicate attributes for which it is responsible. If a
public key value is included anong the predicate attributes and Al M 208fas
nore than one public key, the RAwll choose one on the basis of the

public keyossakisses or hash value that Alice asserted. THurspoBy9r may not be
‘the same val ue as the public key val ue returned above, because Alice m ght
approve with a signature using one private key the creation of a custom
certificate containing the public key corresponding to another of her-

pl’l vat @ key preadhe Cpllfi?edngégtmlcgtet QlaﬁohﬁﬁK diae t$bgﬁ}artldi'E€tA9n t he errpovver ment
certlflca? oes so. If there are any nore RAs to be consulted, the

CA sends out the enpower ment certificate |ntlp alcﬁ'&] 9.t hem along with
the fiFute isuprei Evrkayrny SPRETRETCUTHERS BY- PRSP F8T “RACHTE Ras “check t he
_enpovesnent cecdfidaftk catny, pérmedaldfatg megagynlint 2t F’%atalﬁdc? evocation status,
use t hgeridisth ngelicshadanamviimebh @esnpowee menatcacdet| foregfeintdr the public
key valleg, b9 dgenrtiky the subject, and return the values. As before, for -
-l ongterm custom certificates they | abel. Matt flag" attributes, cache the

empower ment certificate and ) J s to the custom
certifFate! Nt & CREF™ hge Rgg f)cre OIeWBCM%"r rrg% 8%5& F%&ggn%upl ic key custom

certif ieset ket Pwlﬁé‘elprtﬁﬁllfb'ﬁd°f)§r%fﬁf%t8tgﬁ€r t Cuts e ﬁ?ﬁft\/\f]o initially
resol veg fhivgel srovdiistthngerisheymprrfers ﬁ‘Eeoe‘PPé?}"erﬁ‘ﬁ‘Eﬂ PEREF2 PEh al |l the
attri budtéid eusted icertibasks, tine s@AWhherhk ordiereerttofi cate to indicate
the cerddificate 19Qiuh£1)€14dhaat nBohshasat agirestreds ik rhepasithagukamas i f Bob has
asked {;19 caBeddbig! ifl@ga%ramsf beabfineand ifieciGhs iSohappyuthat. this is
possi bglectr?nﬁc 8n”%ures SJW;!E:&@%“ fqlh%%elé%p&u@iaaiiﬁqot wih a liability

limta b re ed the CA is wlling
to of f BV hoiRecl5l V" APT B2MSEt L lsntE%HgSﬁth %ﬂﬂ%\%%tr in whether or

not a e&irdEdbiAvgtigttried c‘éFt’Ff’i“H’ﬁt‘éf pHITS e PYaRe Srsa‘t%‘acﬁ V318 g8t the policy and
| i abi | etypches panis reBoberehip Bitgnhafubnit the enpowernent certificate
i ndependently to two or nore CAs, or to the sane CA nultiple tines, _
pl ayi ngoobbvibha yweakaessibn toneskpoiri ety wi stbsthet werenettheof another, to
use ong LsiQMGeldukld €atbe :Inellrdeanf orce another, - 4 MAY 2006 WD 03/041338
PCT/ GB02/ 04759 ' S _ -

Figure 6 shows a flow dlagram of the method 600 carried out by the CA.

The method 600 starts with the empowerment certificate belng sent by Bob

to the CA 601. At step 602, the CA generates a serial number for the new

custom certificate, checks that the data of the empowerment certificate is

consistent and copies the data into the custom certificate and enters its

name as the issuer of the custom certificate. If any data is inconsistent

603, the empowerment certificate is rejected and returned to Bob 604.

The CA checks the validity of the empowerment certificate by first
ascertaining if the certificate is instantaneous or longterm 605. If the
empowerment certificate is instantaneous, the time since it was generated
is checked to make sure this is within a predetermined time 606. If the
empowerment certificate is longterm, the validity period is checked 607.
If the empowerment certificate is outside its validity period, the

" empowerment certificate is rejected and returned to Bob 604.

The CA then sets the validity period of the custom certificate 608 and
sends the custom certificate to the RA 609. The RA processes the custom
certificate and sends Alice's public key to ;he CA 610. The CA checks the
signature of the empowerment'certificate with the public key 611. If some

of the data referred to in the empowerment certificate is held in other



41 or to spread a qualified certificate liability over two or nore CAs.
There is one inportant constraint on the policy that the CA defines in the
customcertificate. Any personal data policy limtations that Ali ceb MAY 2006
defined in the original enpowernment certificate are carried forward into
the customcertificate. Finally, the CAinfornms the RA who resolved Alice's
di sti nguweledsismne into. her public key the fact of - peBas§RL47s © Bob of the
customcertificate. The CA will peovide the serial nunbers of the

enpower ment certificate and |ongtermcustomcertificate, and say whet her
the longtermcustom certificate is qualified or not (so that Alice knows

i f her rRa& grhatd@r ellhasnd upgueatedot the (At RiedorStrad ustaas defdanedns N articl e
5.1 of thbeukldn EHreCHiEM gnaSEGRBEUEES D BE&LEINE)me THE RS iSosReci fical ly not
told aBytRi E: ahe $6: ARk LNEROL) GYy. and is not told the amount of any
liability. limtation. (it 1s none of Alice's business what val ue Bob.
attaches to his relationship with her.) Bob obviously has.an option to ask
for only a subset of the possible predicate attributes to be included.
Figure 6 shows a flow di agram of the nethod 600 carried out by the CA. The
met hod 600 starts with the enpowernent certificate being sent by Bob to
the CA 601. At step 602, the CA generates a serial nunber for the new
customcertificate, checks that.the data of the enpowernent certificate is
consi stent and copies the data into the customcertificate and enters its
name as the issuer of the customcertificate. If any data is i-nconsistent
603, the enpowernent certificate is rejected and returned to Bob 604. The
CA checks the validity of the enpowernent certificate by first
"ascertaining if the certificate is instantaneous or longterm605. If the
enpower ment certificate is instantaneous, the tinme since it was generated
is checked to make sure this is within a predetermned tinme 606. |If the
enpowerment certificate is longterm the validity period is checked 607.

If the enpowernent certificate is outside its validity period, the _
enpower ment certificate is rejected and. returned to Bob 604. The CA then
sets the validity period of the customcertificate 608 and sends the
customcertificate to the RA 609. The RA processes the custom certificate
and sends Alice's public key to the CA 610. The CA checks the signature of
the enmpowernent certificate with the public key 611. If some of the data
referred to inthe enpowernent certificate is held in other



- 4 MAY 2006 WD 03/041338 PCT/ GB02/ 04759 42 RAs the CAwll send requests
to the other RAs for the data. The CA signs the customcertificate and
transmits it to Bob 612. The CA also informs the RA that the data has been
sent to Bob. 4 MAY 2006 WO 03/041338 PCT/ GB02/04759 43 THE CUSTQV MAY 2006
CERTI FI CATE REVOCATI ON LI ST Just as the system provides for custom

certificgionsnas® too there are customcertificate rgxpea 0%9' ists. They
apply to longtermcustom certifiaates only, because Instantaneous custom

certificates expire wwthin a second of their generation, so the question
of their revocation never arises. Through a nechanismthat is about to be
expl ai rmed;cvarc@/Aceriridrclerc avecamer @xsof any change to information included in
a longtermcustomcertificate that it has signed, provided that the change

occurs L&t he.expir t he termcustomcertificate concerned.
Al so, AJ\IQ?{:% Cg%] § o¥1cpes forecusl‘Z ge % {n alfe‘ﬁ S0 g ;;herenat certl fi cat es she

has si gH&®" ‘fﬁﬁf’(fﬁcﬁ"f@a%eé’“attﬁ&‘t 1i¥re- CSP‘?Yegfﬁ%ﬁoﬁonEngE‘?fQ‘t BFERUst om

cert i f ICEBEIES AR PR skecheser BASREFdRecuBolsaNC At s calste oiramithiongt er m

cust omacescend ptahein genshitGlan heo itde masesdon as thelwy ragcpeinoh et be revoked. A
CA mai atadeds a separate’ customcertificate revocation list (CRL) for each
of its custoners, and each customer only gets to see its owmn CRL. Bob can

consul tI‘hlmugh gRI’l‘ec %th!nr%ab svgbott{:eﬁs. gaer:]cp Jggc! f X C{Ahe El rercrg'nlxe frequency he
te ea

want s CLBLS up J an eiven e Cr i on “CRL at any
time. Bob Eana%ﬂes b& °§§T<é8nt8°1ﬂf§e‘1nb? |af Pé‘&teé’ﬁc‘f’fsf?“hée% ﬁ‘é\ﬁf"CRL is

avai | abP¥ fblP2hiséonefs peetideh thaobhe airnat CRFYE TERPES §be pimitY 98 can | ater
prove trhatowstpar Fistab mertifhepterarmerseomadert Pliceatae sasnwnirevoked at  any
parti Cubenketanpt ieempresrmentc et ficedisestpendsabightdibesicapRea s in a CRL, Bolp
w | wamde te cc&rrgﬁioﬂﬁnb%né&\fﬁI@dtcﬁ\afetrt:fﬂlﬁﬂztee mbf B8 venRoMes MENt

certif boate, Lhat asmzcgﬁﬂl&tgeeﬁemmﬂ cLaggtarmquskomacertifleate is still
unexpi E?%lJlﬂE’Lar@OPo ¢an.esybmt the matching enpowernent certificate and
try to get @ new ‘longtermcustomcertificate with updated content. Wether

he is successful or not depends on the reason for revocation, and Bob can

see thé CA maintains a separate custom certificate revocation list (CRL) for
each of its customers, and each customer only gets to see its own CRL.
Bob can consult his CRL anytimé he wishes, can specify the normal
frequency he wants CRLs updated, and can even force the creation of a new
CRL at any time. Bob can also be asked to be notified each time a new CRL
is avallable for his inspection. Bob can archive CRLs so that he can
later prove that a particular longterm custom certificate was unrevoked at

any particular time.

Whenever a certificate serial number appears in a CRL, Bob will want to
archive the revoked certificate. If the empowerment certificate thaﬁ
matched the revoked longterm custom certificate is still unexpired, then
Bob can resubmit the matching empowerment certificate and try to get a new
longtexrm custom certificate with updated content. Whether he is successful
or not depends on the reason for revocation, and Bob can see the

revocation reason code in his CRL.

Clearly, if Alice revoked the empowerment certificate, then no way is the
infrastructure going to yield up a longterm custom certificate to Bob.
Alice has withdrawn that particular empowerment to her personal data. And
a longterm custom certificate will not be recoverable if Alice’s

distinguished name is deleted.

If only the value of an attribute or a public key has changed, or if Alice
has simply changed the way her personal data is allocated to RAs, then the



revocation reason code in his CRL. Cearly, if Aice revoked the

enpower nent certificate, then no way is the infrastructure going to yield
-up a longtermcustomcertificate to Bob. Alice has w thdrawn t'hqt4 MAY 2008
particul ar enpowernent to her personal data. And a |ongterm custom
certificate wll not be recoverable if Alice's distinguished nane is

del eted. Wéofnlgst he value of an attribute or a publigerk8¥48s changed, or
if Alice has sinply changed the wgy her personal data is allocated to RAs,
then the 4 MAY 2006 WO 03/041338 PCT/ GB02/ 04759 44 enpower nent _
certificate . can usually be resubmtted and a replacenent |ongterm custom
certifi eadogebnicaadsiosad ictn fdtialifeer ammtig Mdr atrbpncafent t he enpower nent
certifi calRernBORGRRFQEAURSE Brd: ARt &11T) GUSHAMN CRILEL] GRLEi AloANY time

bef ore E%eem MRower nent certificate expiry. Bob can even contract with the
CA for the to autonatically process a new request every tinme a

revocation occurs, wthout Bob needing to start the exercise off. And Bob
can pr e8¥hfan ReuesAel BAFERET BN cEFfiFtecat erx 6imH Péferente CAs during its
|i feti mempoSerments cftiiBigaroleksirgyepothen kep paitractoritghanagestdhetenane on
Marri agea torautsm€BiaVBs padtess RCERASLdeBUSERATERY al fbdacidrOBAEdTE, Or changes
?ﬁnk’  ObcLERVES, hauis e, t@rs_tgm-gﬂ_ﬁgxegb%eoﬂgn%& ,Bopgaﬁ\@ggsﬁﬁbacﬁgeﬁ enpl oyer,

e |opgte - ific : n . WO, hich name her as
© subj ect Q% %@%ﬁ%ng%egg{e%mr%evgiggf%%%lér%& %‘%én. l%o%} S Addr ess book wil |
always be up to date. Alice needs to tell just one of her RAs of her
change 3t *EAHCOMELANCEY Panhdeevaly difecdRgeshiay BisoMeFEFitS: fow about
t hose - EieEifisttaicas2aff |Hur grasings bt KanewAnkrat ot alsanbeppeeckr This applies to
"every pheee hofised atrachangem ekqpier @obdrongt erem CiasdeBnnpesierf iteat es -
i dent i f i@gssrmpfugehnC adre i icatdsherthd ahhon1aauHi ROhHRLhSr ot QGRleoy S. Every tine
a CA 1 evakegidal opgtanilaustoneeddi f i 64t 8 dabrLl a8, the s6Ljak. number of
Lhe revaked angtai GLsOMm CON! Lk CAL&el 0ot BE RAMNQ, Legolved Al ce s
di sti noul shed,napre [ nto her, public key, The JoLfqutng dEScribes how the
met hod wor ks 1 n defal [ AP1ce™ & optaBHar1Y S 8" Mt ai n, t hrough her
sof t war € ““FIRTEPHMAH V7Y eufsTruct st RAdvwAPRES“enpBerwees certificate
revocat 76 PFi§tE PECRES fnexPAredalfpotarine st eexhiiffresent to any of her RAs
an ECRLideptidisngg prpdicser i afthprptbeoss ofutpreisrousioragener at ed | ongterm
enmpower ment -

Every time a CA revokes a longterm custom certificate it flags the serial
number of the revoked longterm custom certificate to the RA who resolved

Alice’s distinguished name into her public key.
The following describes how the method works in detail.

Alice is optionally able to maintain, through her software
functionality, constructs known as empowerment certificate revocation
lists (ECRLs). At any time she can present to any of her RAs an ECRL
listing the serial numbers of previously-generated longterm empowerment
certificates still valid that she wishes to revoke. (Instantaneous
empowerment certificates expire shortly after their creation, so the

question of their revocation never arises.)

When any of the RAs receives an ECRL, it extracts from the list the
serial numbers of all the empdwerment certificates which it has
processed for Alice, looks at its mapping table to find the matching CA
names and custom certificate serial numbers, and sends signed messages
to each CA instructing revocation on the grounds of “empowerment

certificate revocation”.



certificates still valid that she wi shes to revoke. (Instantaneous .
enpowernent certificates expire shortly after their creation, so LQ% Y 2006
guestion of their revocation never arises.) Wen any of the RAs recelAvezg-an
ECRL, it extracts fromthe list the serial nunbers of all the enpowernent
certificates which it has processed for Alice, |ooks at its mapping table
to find wospatshi ng CA nanmes and custom certificat ecpesiay7spunbers, and
sends signed nessages to each CAd4nstructing revocation on the grounds of-
"enpowernent certificate revocation". - 4 MAY 2006 WD 03/041338

PCT/ GB02/ 04759 45 if a particular enpowernent certificate nanes nore than.
one RA, : '?C\I-flacep 'rt?.g'uI].aJ%eerr}\got}err]rre\engqg%titfgcaqunaggkemaie gﬂ%r@neT@,sAlﬁEQW des_ her with
the ability to Fevoke a part o n_enpover ment cnertl.tlll%gge, ~at the

gr anul ar By 8% £he ERR ©7 £ §n%\?én&5'6'sngﬁf & 0 “af I'6w revocation at the

gr anul ar iabilisy tarrexete kare of Mief@oyET et eflt FENENt 2% 6% a revocation code
"partial seaponsryent theerr.i fitc it evenenweile Gie' 2lloy freppdagiendeicifes t o nove an
item of hesnperispnal alataifutem oneeRA 4 eeqenotchertortheevRPatibt | | ook at the
| abel s o fhapa i amplwdata exiFaate ribeageni.al nunbers of unexpired
customcertificates and send signed revocation nessages-to the rel evant
CAs, wth a reason code "change of . RAIl Every tine a piece of Alice's
dat a chad§edicmbPeden Prsvelaralissel TR RRWiFPF? exdhfHe "t 118 | abel s

at t ached aaehew the 8BNA1DUbCKS kY Itbel lIpealocat tron itresSadpss. feskraghich cust om
certificahe.seFQll GHSEQMC ahidipf te@aduesomneE £ icitee DN fdnagsibsedset, t he

revocat i Q. d& gnme\é’isiéesll% thed 8L LdnY dig,l edg.ﬁ‘d'.'a-r_ea'w}elé&iet heardetof | @9 1S set,
the reasqonp,will be "attribute change". Finally, if, through nethods not
defined in the system an RA learns. of the death of a subject, it wll
cause the revocation of all that subject's unexpired customcertificates
wi t h-asr gasonticede pleheathabice’ s difjregnges| Yalpg Moy shidirPager é8tibmi tti ng '
unexpi r eGaenMDWRsKRAtthe Aabéls sabasdombwilf sebdeut @vgeatiegrratE@mson was
"partial QpREWeEIRRLAC Bhdtbh icealie: JeY OCREI fdton ceiange.olndA" or "attribute
change”. .E gire .7 ;shows dbe diagian Qbollaur se 3idunth,t Aaeaddi tion of the
certificgie revocation’ |y sts- «An SIROVEL BN, Gelll LI &ale.revocation Iist

e Finally, if, through methods not defined in the system, an RA learmns of
the death of a subject, it will cause the revocation of all that
subject’s unexpired custom certificates with a reason code “death of

subject”.

It is worthwhile resubmitting unexpired.empowerment certificates only if
the revocation reason was “partial empowerment certificate revocation”,

“change of RA” or “attribute change”.

Figure 7 shows the diagram of Figure 3 with the addition of the
certificate revocation lists. BAn empowerment certificate revocation list
701 'is transmitted by Alice 302 to the RA 306. The RA 306 has a mapping
table 702 in which a record of all empowerment certificates and custom
certificates is kept with reference to their serial numbers and a record
of the CAs to which the data has been supplied. The RA 306 can inform the
CcAs of any custom certificates which should be revoked further to a
revocation request from Alice 302. The CA 310 keeps a certificate

revocation list 703 for each relying entity such as Bob 304.

THE INFRASTRUCTURE

The empowerment infrastructure consists of a secure (that is, signed and

encrypted) messaging and transaction system linking a set of RAs and CAs



701 is transmtted by Alice 302 to the RA 306. The RA 306 has a mappi ng
table 702 in which a record of all enpowernent certificates and custom
-certificates is kept with reference to their serial nunbers and a M8 206
of the CAs to which the data has been supplied. The RA 306 can informthe
CAs of any customcertificates which should be revoked further to a :
- revocat i g aeausst from Alice 302. The CA 310 keeps gcpegbloliissat e
revocation |ist 703- for each relygng entity such as Bob 304. THE
| NFRASTRUCTURE The enpowernent infrastructure consists of a secure (that
is, signed and encrypted) nessaging and transaction systemlinking a set
of RAs and CAs 4 NMAY 2006 V\D-O@/ Q41338 PCT[ GB02/04759; 46 which offer
enpovetTERtof &R TIPRET e EHEI TS cUStOmersS. et hods. of - | | ement i ng such
t r ansabtpilerensipgtanh ArreafRioR YEEE| BEI'Th 5FTIPehrt .prmgspa he CAs and RAs
communi cate securely anong thenselves, they in turn could exploit the sane
mechanis iBe a8 Wea RAY Qofmhaidt Al decerean dnddghttenselexsp| Oidy. inONERSHI P OF
ELECTRON¢ PROPERLY T okoleh s dL561d besmauied badsando system to assign
owner shi p o el ectronic property such that the ownership is saf eguarded
and cafi*b@ ‘proved by automated neans. The described techni que assunes the
exi stence of an enpowernent infrastructure as previously described. For
SYEBRII B 108 (RIECTRONEC PROEERTY\her e t hey are pervasive and conmunicati ng
with each other, it is essential to be able to check the rightful
owner stieps&ificiehg et @ibes proapesd yndvetsheuto msriar pweeshierfi on  wher ever t hat
IS possiRlfni ELEGIEONEEHPERREHeY ounSrsBif) @B &laBégub edam aigiechnfer any form of
pr Ofeaggevw%; aueo%@tpdeméaﬁ,{ar e%}g@td@sicr@Le%ct;erc&quG@IalsyumeEl t@xﬁte&maﬁcegr ope & t yt Lmy
include, as “exanples_on i nan . such as bonds and ot her
securi ?1 88 “"PT'SH ki’tnfreas?,tydr?ﬁgfec,gs %%%Jtla%gg,c{e%%?ig?nedi a works, etc. Making
copies of such electronic property is technically straightforward. The
el ect r B eutoprtepeweieTe a it SPHEF EROE T hENTY AtfedoiE GeliVer ed el ectronical |y
if it temupossiblweth eachetierautibrist ¢scettiy! tthate ablsart Fragk &P i nstance is
owned bygharul Smbdshyp anckllasohse prasgiygngtottoniraatinesrvpttiof r om anot her
entitywerEl&CtONIsCofpeperty can be of two types. Type |: The ability to
view or playback the electronic property is not ' ; '

Electronic property is a general term used for any form of property that

can be represented electronically. Electronic property may include, as
examples only, financial instruments such as bonds and other securities,
land titles, music, pictures, multi-media works, etc. Making copies of
such electronic property is technically straightforward. The electronic
property can therefore be traded and delivered electronically if it is
possible to check automatically that a particular instance is owned by an

entity and has been assigned to that entity from another entity.

Electronic property can be of two types.

Type I: The ability to view or playback the electronic property is not
an issue. For instance, there is no commercial problem if a bond or
land title is viewed by anybody - the issue is to ensure that the bond

has been assigned by Alice to Bob.

Type II: The ability to playback is an issue. A picture should not be
displayable and music should not be playable unless it is done under

the authorisation of the rightful owner.

The described method and system of assigning ownership of electronic

property applies to both types but in different ways.
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47 .Let Alice assign to Bob ownership of some electronic property.
ownership in this context is used to include absolute title, |easing,

lettin permssmnto use r o or spartial ownership of
ri ght sgett%h%ésf’r?é‘ rgﬂlpfges"ﬁ‘s o° &Eg %JOFHEY%%:M thlg enpower nent

i nf r astr eisupatery P—%els%“i @ﬂsmfjh‘ée 'eP%"BHt(?nTlél r OB Y W9 digital |
si gnat pereistich ¢o eat esdarvhenpowmerafefill car 2t i daseef ey Fori9loh. The signed
el ect r ghiuge prOpesdeyrianchiibe ukl eteetdoolindedpt ahe jenkoweTiwat | | nk coul d' be: A

bi t - st £,iaganuiact sred f LMt esarhed prupaber wih 4 egiEQ and a  random

nunber generated for that parthohl akcASlaniRitsoraigd. SkRd @dmelin both the
Si gned %:}c rgﬁ?ccrégetgerte‘&gc I t Qomrt (The, serlogl - nunber of the ECon its
C

own i seif6tT°BHO AL i"S° possi bl e that the serial nunbers of two
certificates to two different Bobs are the sane.) A bit-string associ ated
W t h athwatiekneukdiba: t he el ectronic property. Assune that the el ectronic
property is using a watermarking technology which can be varied dependi ng
on a key. Hhef-bH8nkeYnisctuis@drastishedinkuaed destist Br edi kn the EC

Referri ng trgncFlmg:lenSc.sr élergthe% Edrrt%gt prfﬂI'cQJfaraaslshﬁmlﬁ\elhtS ddal sstdat ed. An

el ectronic pro 801 4 nel - 2 dd hequrggrpaf a serial nurrber
803 for an | °Qg gndf f H%E)? 8 qu% 2 gﬂerF%I nu %;ILQS and the

random nuni&F® egoﬂf ﬁ)é e c’o ?wﬁel T & ovar becf Voof lsZ%O%SIb enerate the
link, for eRrampPe seHSi i Birs- Wal of thFEtT6nES & Ew° &= e oni ¢ property
801 and thertithk 802-)are digitally signed with a signature bl ock 805
generated by Alice using her private key of a private/public key pair.
Such a di gixt 8it-5i-00Gt4EE 1 hSag@REatadrmbyk aRCHEpiliengrohitepadpecttyr. oni ¢
- Assume that the electronic propefty is using-a watermarking
fechnology which can be varied depending on a key. Then the key is

used as the link and is stored in the EC.

Referring to Figures 8A, the first form of a link is illustrated. An
electronic property 801 includes a link 802 in the form of a serial number
803 for an EC and a random number 804. The serial number 803 and the
random number 804 may be combined in a variety of ways to generate the
link, for example, using one-way functions, etc. The electronic property
801 and the link 802 are digitally signed with a signature block 805
generated by Alice using her private key of a private/public key pair.

Such a digital signature is generated by encrypting the electronic
property 801, including the link 802, using Alice’s private key. As
described previously, in practice Alice may digest the electronic property
801, including the link 802, and encrypt the digest with her_private key.

An associated EC 806 is created by Alice for Bob which enables Bob to
obtain Alice’s public key and thereby verify the digital signature of the
electronic property 801. The EC 806 includes, in addition to the usual
requirements of an EC which have previously been described, a link 807
corresponding to the link 802 in the electronic property 801. The link
807 is generated from the serial number 803 of the EC 806 and the random

number 804.



property 801, including the Ilink 802, using Alice's private key. As
descri bed previously, in practice Alice may digest the electronic property

-801, including the link 802, and encrypt the digest with her pri Vgt@%kﬁ%

An associated EC 806 is created by Alice for Bob which enabl es Bo
obtain Alice's public key and thereby verify the digital signature of the

el ectroniy, prpssty 801. The EC 806 includes, in addi he usual
requi renents o?" an EC whi ch have pjeviously been descl’trclrgﬂiai/&)175t9 nk 807

corresponding to the link 802 in the electronic property 801. The link 807
is generated fromthe serial nunber 803 of the EC 806 and the random
huber 804. 4 NMAY 2006 WD 03/041338 PCI/ GB02/ 04759 48 = Fi gure 8B
i |1 ust Fagues ePhE1Becorre Fit AFGPd 4°1M Ak 2 TRE eFETFIERTE pPOPErty 801
i ncl udes: andlupde 80Ank rBog hie fhor farnfofan watarHeT ROSIEBERIGA éanté‘G in the
el ectr enéGrfiopRbpartPGbi. The wakerarnrdos 88 hasteamawatleyr@Pk key 809.
Conventional watermarks have |ong been. used to authenticate docunents by
enbeddicagyeatioad IMpsterndrks SHaloé @ cmmbdenvisehite. ddrbepapae dFutehes dpcunent .
Siml afeweddﬁlge&l LORsE MAlLbTMhkS wanin ant hanki Fatie edcestneoni ¢ docunent s,
particulanly, r@ggﬁmww@é@%ﬁé @Qn QLQQ%CQ@; 3108L4GE NScHkAdd, N t he

C

el ectroni Iect n the |ink 802, this
time i BeTHE" orymlma s K& Ha dgglggw %;eaést gfl gdgllgegned with a

si gnat GrEtBIGE KE28D5 gener at ed by Alice using her private key. In a simlar
way to Figure 8A, an associated EC 806 is created by Alice for Bob which
enabl eghBebedrecrdbt miopezhliave) snpuingctieelininid2t ek ehymevEr thy fothe digit al

si gnat uk enefwathmatt 8cd,r onicegpEUpesigyeBditn Thegh€uB0Block Mo udes, in addition

t o the gushialeal §AWL{RNBALS 10 palvabCxeqd | i nk 807 corresponding to the link
802 in the el ectronic property 801 and in this case the link 807 is the

vat er I'TB.I’ k klen-}/lar wa -[QGF 81?”95 at Inogss(c)).['_'la eglEgl 0%' E:Qe@@éduﬁfzxﬁlg a'SSOCI at ed EC
are des®ri BER*ab & :

€ b t b u%% € dgErﬁn%H ven e' and "The
EnpowerfAeRP “’@e‘?ht F’Talb&%ﬁ geb ‘i’r? ‘iaﬁf@ é‘Fﬁ)So" it | yt e 6°7ncl udes the
f ol | owithg digikahhenagexecPt &8° 5YeAFTEE . PIPRZEY RQY- beheaﬁilaﬁsarre i ncI ud| ng a

pSGUdOﬁmedé_s in addition to the usual requirements of an EC, a link 807
corresponding to the link 802 in the electronic property 801 and in this

case the link 807 is the waterxmark key 809.

The generation of a digital signature and associated EC are described
above in detail in sections “The Signing Device” and “The Empowerment

Certificate”.

In this embodiment, the EC 806 includes the following:

* A name asserted by Alice. This may be any name including a
pseudonyﬁ. ' '

* A name of the relying party (Bob).

* oOne or more attribute identifiers and the name of RAs who hold the
attribute values. '

* A period of validity for the signing of the electronic property by
Alice.

* A link means.

* A name of the subject of the empbwerment certificate may optionally
be included. This could be the name of Alice if she is acting in a
given capacity.

¢ A period of validity of the ownership may also be included. This
could be a finite period of use or a permanent assignment of
ownership in which case the period is open-ended.

* Alice’s signature over all of the above..



A name of the relying party (Bob) ©One or nore attribute identifiers and
the name of RAs who hold the attribute values. A period of validity for
the signing of the electronic property by Alice. A link neans. N@}H of
t he subject of the enpowernent certificate nay optionally be i ikl gﬁ]
This could be the nane of Alice if she is acting in a given capacity. A

period ofwy@lls@dsd y of the ownership may al so be incl pdeegiJitss could be a
finite period of use or a permanenf assignment of ownership in which case

the period is open-ended. Alice's signature over all of the above. - 4 MAY
2006 WD 03/041338 PCT/ GB02/ 04759 49 The EC 806 enpowers Bob to obtain the
val ues of the attributes defined in the EC 806. The attributes include
Alice's public key value and Alice's nane as recorded as _gwner of the .

el ect r B BC SpoFEpPvers AaRlice i WHEHP that FrPHUPBLNT ARTTAPYES® 5& Eitbower ed by Al ce.
|t shotdededb@oainderes botbuthatinclade aliqe] bardindsy FahEneroflic8ehtifier and an
attri bpte MAkMRradings BmB0& tieosteatndid pec@tty.i dteipmdntifier and the
attribut.e, Nalue. S154RR! dnBShebdt vf REIRA SOUnE@ At R Wb@rdwebyichge party. The EC
806 conf al s, 1N, NATEL0] oL NG ATRSNGR acPOlrs Qe G2l GGLTRNIG Property 801

and ma§” &ortaln “name of the assignar,.Alice An _au d system can
use t heenfatts Fej Tt e’étt‘rf)’oe\fle?’nﬁetnht% %)tﬁ? ?blzg% Gt eulrsesup? EPE'CEE%EK that the
assi gneeEnka jsguisentr Fides'ghP RBTYforged and to establish whatever
attributes of Alice and Bob that are required (as long as they have been
enmpovefiededodlcbie)ins The Siahs otlOhe abyigBob Bidt aifnfhegelgceestom certificate.
Once Bphobas sACeid8s, theaEC808meher ol assgna, cuséomapertificate based on
1t he Eca%gﬁategk%%ﬂ e&l Lég Itf{\eagﬁﬁlﬁcrl@s g@%@'g@gﬂe%myeiznkﬁs?hﬁtﬁﬂt 1 on _" The
Cust om Lt ! tl:hC%tt "e' asAs\iCnuseItltom'%gzgat[ I Idécg;[dendtsfcg: Qtl Iartd @Sj e'séab&bﬁi CA from
which BO5°EH BN ha ot om certi f1 cat e pr oy aeg a liability Iimtation,
Qual i f MRAGeYRE BIEFHRMER O AHa°B Ada T TiTe B Bl eCf 0N ¢ Si ghat ur es

Di r ect have ¥Pirreveeyared PIOUIL e EERLS 1§ forh Py BehipBLAAEIT 2 PRE cust om
certifroateicaey. i nclude the foll ow ng:

Once Bob has received the EC 806, he obtains a custom certificate based on
the EC 806. Custom certificates are described above in the section “The
Custom Certificate”. A custom certificate is qualified if the CA from
which Boﬁ obtains the custom certificate provides a liability limitaticn.
Qualified certificates are defined in the EU Electronic Signatures
Directive (Directive 1999/93/EC). In this embodiment, the custom

certificate may include the following:

* One or more attribute values of Alice as authorised in the EC
including Alice’s public key at the time of signing.

* The name of the CA.

* The name of the relying party (Bob) which is taken from the EC.

* 1A period of validity of the certificate which corresponds to the
period of signing by Alice.

* A period of validity of ownership of the electronic property
which is taken from the EC.

* The value of the qualification, if there is one.
* The CA’'s signature over all of the above.

* The link means can also be copied from the EC and included in the

custom certificate.

Bob stores the qualified custom certificate as a certificate of ownership
of the electronic property. All the above steps happen automatically and
without human intervention.



One or nore attribute values of Alice as authorised in the EC including

Alice's public key at the tine of signing. i The nane of the CA. The nane
-of the relying party (Bob) which is taken fromthe EC perlodl'omy 0
validity of the certificate which corresponds to the period of signi n@%y

Alice. A period of validity of ownership of the electronic property which
is takenyg@mbkie EC.  The value of the qualificatioBerichodogse is one.
The CA' s signature over all of thesoabove . The link neans can al so be
copied fromthe EC and included in the customcertificate. Bob stores the
qualified customcertificate as a certificate of ownership of the

el ectronic property. Al the above steps happen aut omatically and w thout
human i nterventjon. MAY .20 WO 03/ 041338 P 02/ 047 ) Figure 8C
shows & '8¢Hfelafresdt 5@’?3%21&&()1?%“‘“ % %e e FTRSAT e Rt £ q”th %a Pe® gg% g%d t he

cust omteereFiacatEisirate e B H089 h’%ﬂlﬂﬁf‘éss%rr‘ée‘f‘st éﬁsmf)‘fr“‘la?ﬁ"ﬁr mat i on

whi ch ahécht pemsferiaded gotthe cosirmorareeficitfel 8t e TBI® iT®vesE itens of -

i nf or mahE&mat el deudeh@henane oaf tHeheelyslgypargy pan ttyid icasd b8 £ase Bob) 811,
the |inke8Q%k sohe caelkala numRers:812% ofe E080ECa806ne 3Bdiothg period of

vaI|d| tdie n el | r to ensure
that the cor¥<caéf:l? & %11% tH;eebpﬁlﬁlel & tQQ EE%GE&: 8&”@ £ 1.0 Qrder

I C ni.n s provi ded)
The EC 806 “BhpyStETs B8 blct Y ‘{) Allce a% the tclﬂgt‘%rﬁl Iélr i f %’at e&iﬂo val ues of
attri bfresgy® F‘&@H?HSf’?"édtﬁ ?Ptf‘hfé 1Ec§h866‘?“°r‘h‘éer\‘}hqlﬁ%%"— 6’_f° PTGt es given in
t he custtombosst P16 édameifged imrtee t99e804s s Fhedahmmerfotttalbuses 817 (t he nane in
whi ch tihetiel estporeeipi@periy actithepbiured mamd oy 2aie Al1 ¢elesngmabl i ¢ key

818. The REcBQGeideSirgMRthbyert ierfiB, Uinag BRI apidevabperiieyeand t he
‘cust Omaqer trhf iead R &19@@ s, gRed bY 056 GA-&l4vatEl @Yl £a% shows a flow

di agram,of .a ceijtg.élcateen% %fb ayrethegd, of automatic transfer of
el ectronic property e nethod Ts carried out by software activated by

Alice or Bob. Referring to Figure 9, at step 901 a link is generated and

one paritIy f1F8°v9 PRy 1Yt 81 3 ﬁ”tsﬁee‘“ﬁ‘i’dél‘}?"rto?ﬁ & BFBpePty to be
t r ansf eprewticTheansfek ofmjectinpiganerated et tethedt éf ereeet euhrPYenpower ment
certif isoatversictivarsi abeiuice or Bob. _

Referring to Figure 9, at step 901 a link is generated and one part of the

link is stored in the electronic property to be transferred. The link may .-
be'generated with reference to an emmpowexment certificate which is about

to be created, fbr example, the link may contain a serial number of the
empowerment certificate. At the next step 902, Alice signs.the electronic |
property using her private key. At step 903, Alice generates an .
empowerment bertificate naming Bob as the relying entity and including the
link. The empowerment certificate also includes attribute identifiers,

the attribute values of which Bob is authorized to obtain. The attribute
values include Alice's public key. Alice then sends 904 the electronic

property and the empowerment certificate to Bob.

Bob receives the electronic property and the émpowerment certificate and
sends the empowerment certificate to a CA to obtain 905 a custom
certificate. Bob stores 906 the custom certificate as a certificate of
ownership of the electronic property. The custom certificate includes
details of Alice’s public key which enables Bob to confirm that it was in
fact Alice that signed the electronic property. The custom certificate
also includes details of the link which is taken from the empowerment
certificate which binds the electronic property to the qualified custom

. certificate confirming that it is that electronic property which has been

transferred.



to be created, for exanple, the link may contain a serial nunber of the
enpower ment certificate. At the next step 902, Alice signs the electronic
property using her private key. At step 903, Alice generates an -4 MAY 200
enpower ment certificate namng Bob as the relying entity and including the
|l i nk. The enpowernment certificate also includes attribute identifiers, the
attribute of which Bob is authorized to obtain artribute
-val ues iﬁg 3ggﬁ%?ice's public key. sAlice then sends'gﬁ%xgﬁ3&§F%Ctronic
property and the enpowernment certificate to Bob. Bob receives the

el ectronic property and the enpowernent certificate and sends the
enpower ment certificate to a CA to obtain 905 a custom cer}ificate. Bob

st or es 96% HHE RROEUIPE EF 13 PPTAE &% TR R i THEHT &0t &Wier ship of the

el ect r GAperpRrigpRYPyrtYThEh U st wer vl ¢ datwsed néPutrssan@etRi |l s of Alice's
publ i ¢ akeynavhitebrnlenadk aspBobrit otieopddkr shftdratunictionasseeriafedctitAl | ce t hat

si gned thBe reh £6t I@NE Gafti QP8R LN unchBE, Qbsd 01016£T bid. | QABE aaleSirei Ncl udes

det ai | 5.,0f4 Fg%fjaézghme%{ocpefu§e t.gkan JJxom.L NG  QIPAWST BN ctkss bif i cat e whi ch
binds the el ecLignie PLoperty Lo the auallihed. Cusl oM, GeLLld beate

conf i r mongy ¥ HEE*T't *17% ?ﬁdf’e‘%ctronlcgﬁropgr?y whi ch has been  transferred.
- 4 NAYR2(EBICeWD 03/ 041338 PCT/ GB02/ 04759 51 This first enbodi ment of a
nmet hod of transfer is sufficient for Type | electronic property. This

t echni que e dmbeimmedt frermdthst amceranster asihornateirelt sddfycishe paper wor k
(the back 9bd ir€e1ktifrehiOpopassOrdcatfdi Wvbdla ddhposkimmpsiepr@tad knanci al

l nfst r urat%o;.c%, <i|fa£}@ttaetvh@eswerta§ &tiﬂ@lqmd@r an_/!ufs:fr'sc:ra]!ﬂklm@bt ke i{@ﬁ&gaamﬁe? Eﬁ t
refuse run. s r 0 display. a picture or o- play music a
‘has not” taeresﬁlpcglggr %%\%I sacqés%eg'ﬁaéghtsag' the current user of the device. The o
first enbodi nent of the nethod for transfer is not entirely sufficient for .-
Type | P &46eY rEPRE B offet t7F e cETs B Pt SRotll & BE-POSSFHE ! &° program a

devi ce depdribévhfoniehd CrrenEl eleatrenie| proparderint fectuseyy sntdbifsraidyr t o i gnored
owner shiuphaaightpbrayrdracie tiwptimt emealcan Alsgeondherbodragnt of a net hod. for
t ransf @rogbtel ectronic property is described for the Type Il electronic
property in which only entities under authorization fromthe rightful

owner Gan.pl aybagkethes gl £6hs QNG 2 REQREE t¥r ahMmbllieSngRbodi ment, Bob sends

Alice. %e:l;telg:lflcea%te. f g{le %Qquggtpo\z{\@sregprégn be an empowerment certificate to

Bob’s public key or can simply assert Bob’s public key if his identity
does not need to be verified by Alice. If Bob uses an empowerment
certificate, Alice can use the request to establish Bob’s public key from

a CA in the empowerment infrastructure.

Alice then uses Bob's public key to encrypt the electronic property usingl
an efficient mechanism. For example, Alice may choose a random symmetric
session key and use a symmetric cipher to encrypt the electronic property.

Bob's public key is used to encfypt just the session key.

A link is provided in the electronic property as in the first embodiment

and the electronic property is also signed by Alice using her private key.

Alice may alternatively sign the electronic property before it is
encrypted with Bob’s public key.

Alice generates an EC and names Bob as the relying party as in the first
embodiment. Alice includes in the EC details of the link and the

encrypted session key.

Once Bob has received the EC, he obtains a custom certificate from a CA as

in the first embodiment. The link and the encrypted session key can be



certificate. The request itself can be an enpowernent certificate to Bob's
public key or can sinply assert Bob's public key if his identity does not

-need to be verified by Alice. If Bob uses an enpowernent certi fi_c['aMgY an%

Alice can use the request to establish Bob's public key from a CA I
enpower ment infrastructure. Alice then uses Bob's public key to encrypt the
el ect roni ty using an efficient nechanism F , Alice may
‘choose aﬁa@@gﬁqﬁiymtri c session,key and use a sy_mi;ré /fe’lé@%gésgher to
encrypt the electronic property. Bob's public key is used to encrypt just
the session key. Alink is provided in the electronic property as in the
first enbodinent and the electronic property -is also signed by Alice

usi ng herieprizomtthe B8O tha| fueEomESF taficarn St PVERY WP dit*tHe el ectronic

pr oper tyrthefdatre betomes a @mcrfipitedofnpiierBab agd sapidies leg} thal i ce generates an
EC and HaRes: Bobrasidde sopldshngrpar tye assion Helpeof Bestrtisatiodi ment. Alice

i ncl Ud§§inignhitshg?riggl‘:edl€egaeinlds b dhe1kjdaky apd ciheroRBGIypied rgessi on key. Once
Bob ha; recei ved, the. | 1C_:‘ﬁleheesggc;tna,icens a customcertificate froma CA as in
the fi PEt RWBoM fent "°The T1nk and the.encrypted session key can be - 4 MAY
2006 WO 03/041338 PCT/ G802/ 04759 52 copied fromthe EC to the custom
certi f Pavbecks bic anydratothete thaisBdnis ETETH ‘E?é.‘?‘@abjé’élé}?é’s”geéﬂgf’? ficate of

owner shéqruandhe ehtairorsc airbrdrhe isreaquirked iHE drndiel BifseBSh°ican obtain the
Sessi 0Bol¢@Ysidyimdeadypd, | 1. kdyt canlisd Rgkehi Soprthey gteikesatarrd Bob can pl ayback
the el geidORioCardl @REJIYa RYa udEr €b PhSKbOGNE 1dtsictgcthiepaegsionn key. Pl ayback
by anyop%bggmer than Bob is rendered conputationally infeasible because
the el 8ctronic property is encrypted. But in the presence of Bob's signing
device, the key can be taken fromthe certificate of . ownership and

‘decr ypFigtrand e P S5 TRY BT ®ET otll'c: SPESEFTY Tor  pl ayback. Figure

10 showmooyefuspinceftidiqast PO R oper ey dntrralPehY 88 goritATY °f enpower nent
certif etatteorsis mropettyn t he second enbodi nent -of transfer of electronic
property. An electronic property 1001 includes a link 1002 in one of the
forms adescribed ahpyeyimof ahalien at Qnkiigey &5 o8A canthe8frndhe el ectronic
proper ty, ., 1001 5. BRCLYALEH (USi:fg-3 Symmeld.i Gak flephiehidbideysession key.
The 1001 is encrypted using a symmetrical cipher with.a session key. The

encrypted electronic property 1003, including thé link 1002, is digital}y

signed with a signature block 1005 generated by Alice using her private’

key. As described above, in practice Alice may digest the encrypted

electronic property 1001, including the link 1002, and encrypt the digest

with her private key.

An associated EC 1006 is créated by Alice for Bob. The EC 1006 enables
Bob to obtain certain attribute values specified by Alice in the EC 1006
inéluding Alice’'s public key 1009. The EC includes the corresponding
portion of the link 1007 and the encrypted symmetrical session key 1004
which is encrypted using Bob’s public key 1008. Bob knows his private key

and therefore he can decrypt the symmetrical session key 1004 and

de-cipher the electronic property 1001.

Referring to Figure 11, a flow diagram is shown of the second embodiment
of the method of transfer of electronic property. Bob sends 1101 a
request to Alice which includes Bob’s public key. Alice establishes 1102
Bob’s public key. Alice then generates 1103 a link and stores the link in
the electronic property. Alice encrypts 1104 the electronic property
including the link using a symmetrical ciphef with a session key. Alice
encrypts 1105 the session key with Bob’'s public key. Alice signs 1106 the

electronic property with her private key.



encrypted el ectronic property 1003, including the link 1002, is digitally
signed with a signature block 1005 generated by Alice using her private
key. As described above, in practice Alice may digest the encrypt'eélMAY 2006
el ectronic property 1001, including the link 1002, and encrypt the digest
with her private key. An associated EC 1006 is created by Alice for Bob..
The EC 1 es Bob to obtain certain attribute ecified by
Alice in 03%%% 1006 including Al %3ce s public key 15&3&% %EC i ncl udes
the corresponding portion of the I'ink 1007 and the encrypted symetrical
session key 1004 which is encrypted using Bob's public key 1008. Bob knows
his private key and therefore, he can decr trical session key
1004 aﬁjcllceo‘%enétaﬁﬁ"er11‘t7hén & Er BT &P %tggglﬁo?mkl?ge/zrr&rl ng to Figure 11, a
f1 ow dewgreind sssirvowreyof Ttlhécs@é’e‘tﬂise‘%?gédl Heatn Abeethavhtat %S%I of transfer

of el esticanicadPprogetiesy sidded) asé risrybi&l ekectyonye @seretrey Apdegeerwhi ch i ncl udes
Bob' s publ e k€Yo sBbi Coaeshiabhi 3hesa1l6dn Bebis cpubiicsiceys 1A i ce then
gener aLes, g’é]rqgfi%atlé Bk o@mm?:{;pog@%hé heedtk & igRopdrBg. €l ectronic pr operty.

Alice encrypts 1104 the electronic property including the link using a -
symetrical cipher with a session \é |ce]rl nerypts 1105 the session key.
with BB®P SapUBFRE@tkEy? i BEcETgns pf RFEY 178 "%l ec“tsronl property with her

pri vat enkeyan - detrigkY 260 65YmRO- B3y 0LESSRn PGW GBeR/ E)‘XF’?‘SQdeS@’PtAItF%e gener.at es
1107 amdcErand dragd-ugles in the EC the |ink and the encrypted session key.
The EC enpowers Bob to obtain Alice's public key. Alice sends 1108 the

si gned and-8N6H YRkRGnS! 6F LfRRkGR RABAREY together with the EC to. Bob. Bob
obtains 1109 a customcertificate and stores it as a certificate of

owner shj Rn0f,vt NEn&leGHLE QLS thE OREYd MescBRRA GRBnABCIoy pdsidd 10 the el ectronic i |

proper 4 DOWS.. 2 u N o C waltdl@ symmetri cal
sessi o%‘yrkgghg dg< \Q@ Béir Qgé \ét %aﬁg){}éé??%n{%%qg iéaifé%’sf NSFER - OF
nt t

OWNERSFP %é?rﬁﬂ N an environ L he above

descri B‘éftfrﬁ’é‘tphﬂﬁssatlﬁ 58’é|1@ﬁta“6%mé?a§h1i’ﬁ5”’wsé‘l“g%’tg?%ﬁlr%nsp?rosperty such t hat

owner shife plecsernégwatrds®’ -and - can be proved by aut omated neans, 'a nethod

is required to transfer ownership (by sale, for instance) that prevents

mul ti pke: branst ek Sde@érlbétEmo:&amled::ea;tromgoserehatsysome electronic '
property XYZ (which could be a film or a financial instrument 11ke a bond

-~ anything which is expressed as a bit-string) which has been properly
assigned to him by Alice. Bob has a certificate of ownership as described .
above, i.e. a qualified custom certificate with a link to tne electronic
property XYZ and naming Bob as the target. Bob now has the means to prove .
his ownership of XY¥Z, where the proof could be carried out by wholly
automated means. However, suppose Bob wishes to transfer hls property

XYZ. -What is to prevent him doing so to Carol Claudlne and Chloe? -
.Selllng it multiple times s;nce it is possible at no expense to clone

electronic property and its certificate of ownership.

This method describes a technique for transfer that prevents this kind of
fraud and in addition allows the tracking of ownership where the competent

authorities need to do so for criminal investigations.

The existence of an empowerment infrastructure ig assumed containing
within it the two kinds of actors: a Registration Authority (RA) which
could be referred to as a trusted informatién_provider_and a Certificate
Authority (CA) thcn could be referred to as a trusted information

certifier.

Another actor is needed which is referred to as a Trusted Transaction
Agent (TTA). This organisation has the responsibility to keep track of

transactions concerning ‘things’ carried out by a Bob and to report on the



The problemis described nore explicitly. Suppose Bob has sonme el ectronic
property XYZ (which could be a filmor a financial instrunment |ike a bond
- - anything which is expressed as.a bit-string) which has been prqp

assigned to himby Alice: Bob has a certificate of ownership as descrlg
above, i.e. a qualified customcertificate with a link to the electronic

propertywigharg nam ng Bob as the target. Bob now hgs, ns to .prove
his ownership of XYZ, where the prspof could be carried outlo{)%@mhol |y

aut omat ed neans. However, suppose Bob wi shes to transfer his property XYZ
What is to prevent hi mdoi ng so to Carol, Cdaudine and Chloe? - Selling it
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function which maps an arbitrarily long piece of .plain text into a . | -

comparatively small fixed-length bit-string which is the ‘digest’.

. The hash function has the property that if the plain text is changed in
any way, an entirely different value of digest is produced by the hash
function. It should also not be possible to generate two Forms: of
plaintext that have the same digest. Given XYZ it should be easy ﬁo
compute #XYZ (hash of the plaintext). Given #XYZ it should be effectively
impossible to find XYZ (the original plaintext).

A way of 1ooking at it would be to say that this is an account kept in a
unique currency, whose name is #XYZ. This identifier is for all practical
purposes a unique identifier for XYZ - the chances of a collision are one

in many trillion trillion.

So when Bob takes rightful ownership of the electronic property XYZ, his
TTA opens an account for him of XYZs using as identifier, #XYZ. His TTA

credits Bob with 1 in that account.

When Chloe wishes to buy from Bob, she will receive an empowerment

certificate from Bob which is in effect an instruction from Bob to



function. The process of setting up and running TTAs and carryi ng out
funds transfer between themis well understood and there are many exi sting
systens to do so. Secondly, it must be explained how a TTA can ke‘ebM&dﬂﬂent
of electronic property i.e. the XYZs. The technique is to take the hash of
the el ectronic property, #XYZ, and to use this as the identifier of.the

"things' wabgiliswhi ch the account is kept. A hash funety@Beles;sa one-way
function which maps an arbitrarilyssl ong piece of.plain text into a

conparatively small fixed-length bit-string which is the 'digest'. The hash
function has the property that if the plain text is changed in any way, an
entirely different value of di gest ﬁoproggecsegn DY ln? bash function. It
shoul ctransfs rRype15Bin 558 Bi"et? SPféner P a| ntext that have
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plaintext) . Gven #XYZ it should be effectively inpossible to find XYZ
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t akes Pilghtst blapwneY Ship of the el ectronic property XYZ, his TTA opens an
account for himof XYZs using as identifier, #XYZ H's TTA credits Bob
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hi s bakamcesthy cd @hib srrer féERtEeAPUt CRF €' “serb%i‘ina‘?f‘(?éuifyf"’f "H¥o¥ s ori gi nal .
certifisahe tof secoxer Shiqral nitdme witgimedd letrocy @Al ibPi @& - customcertificate
will be revoked. If Bob has already sold the electronic property XYZ then
this trangf et ipst tMGLLE A Mshbcbd@l knen BAbe's caATTAIW 44 reaepeet, the transfer.
instr UCtI{eQQ«:ebg%ﬁyﬁ%iJ&i &&%QQ%if%k:@@@ﬁ Cﬂﬂ'ﬁl_e{.e. the certificate of

ownership that Chloe needs. Chloe’s account with her TTA under the

identifier #XYZ will stand at a balance of 1, with the transfer

1nstruct10n saved for audit puxposes and for producing a statement of

account when necessary.

The way it works for Alice is different because she orlglnated the

" electronic property. Her account with her TTA is not 1ncremented because
she buys or for some other reason has XY2 transferrgd So instead she
sets up a balance with her TTA by asserting her ownership. This is in
fact equivalent to her claiming copyright of the electrodic property, and
agssertion is the way ownership works today - i.e. Alice asserts copyright
and that is deemed to hold unless someone challenges it - there is no
requirement that she proves it before use. It should be noted that in the
caseé of, for example, a financial instrument, when Bob is arranging _
transfer to him, he is expected to exercise caveat emptor: he can learn
from the empowerment infrastructure that Alice has asserted ownershlp
rather than having it ‘transferred to her from someone else; and that

should be consistent with the content of the financial jnstrument.

Table 1 below shows the balance of accounts in the names of Alice, Bob and
Chloe az the ownership of the electronic property is transferred between

the parties.



identifier #XYZ stands at zero. Because Bob's certificate of ownership has
been revoked, it nmay fail. earlier because the process checks a E€RIMAY. 2005
.wWith-Bob's CA (this step is faster but not so certain because Bob may be
trying to sell XYZ several tines within the latency of the CRL). If the
transfer instruction succeeds then Chloe's CAwll, as requested, generate
a qualif omcertificate for Chloe i.e. the cepti fi of ownership
that Chl gg)q)ﬁ;ea&ejlgé Chl oe' s account g th her TTA under{){:ﬂfe;k&{%%jé%ti fier #XYZ -
w |l stand at a balance of 1, with the transfer instruction saved for
audit purposes and for producing a statenment of account when necessary.
The way it works for Alice is different because she originated the

el ectromile property. Her account with her TTA is not increnented because
she bpys—or for Sone ot haralieasoirahas| B4¥Zs TEAnsf ey fréek’ sSH2i nstlead she sets
~up a balance with her TTA Ry¥casserti ngaddemtowner spageuwnthi s is fin fact

equi valent to her claim ngfoﬁq&%i ght pf,.thezel ect i xypropertly, and
assertion is the way ownership works today—i—eAH-ee—assertls copyright
and t ha¥istealgesREddt o hol|d* unl ess sonpone challenges it - therle is no
requi r evremthiphat she provies it beforejuse. It should be notedijthat in the
case (Ofrankfdr eoarplies ta fjinanci al i nsf¥unent, wheph®Bob is arrangi ng
transtes, to him he is expected to exgrcise caveaf enptor: he |can | earn
from the—empepetrent i ntrastructure tat AlTce Nafiasserted ownership

rat he "tihan having it transferred to her from songone el se; and that

shoul 4 B€°consi stent withl the contentlof ti\rg_f_i_n.a_qe;_a.{__q—ps-(—m:C' nt. Table 1
bel ow shows the bal ance of accounts in the names of Alice _ Bob and Chloe
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"to the competent authorities for forensics.

ELECTRONIC VOTING
There are three aspects to electronic voting:

-1, ° The reliability of the count. This is thé& area where most of-the
cryptographic research has focused. There are now available solutions
which achieve very high levels of cryptecgraphic strength at the cost of

very high amounts of computer power.

2. The possibility of error at the interfaces. " Following the .

difficulties in the US presidential election of Novembexr 2000,.a lot of

thought has gone inte this.

3. Remote authentication of the voters. Identifying and authenticating
the voters is recognized as important, but little real progress has been
made in this area. The empowerment infrastructure described'previously'.

can help here, though the problems remain difficult omnes.
The described method and system relate mainly to the interface between
authentication and confidentiality, and the handling -by an empowerment
infrastructure of issues of identity and authentication.

TﬁE GO2ALS OF AN ELECTRONIC VOTING SYSTEM

Goals relating to the Reliability of the Count



Transfer fromBob to 0 0 1 Chloe In addition, each TTA has kept on file
the transactions (the enpowerment certificat es) that instructed %a@g
transfer so that'it is-technically possible-"to foll ow the trail nﬁﬂﬂﬁ
every point backwards to-the originator .and forward 'to the current owner.
This trail will be of great inportance to the conpetent authorities for
forensi CTRONI C VOTI NG There are three aspect roni c voting:
1. gérefllrﬁlllty of the counts; This is the area mﬁe(?heo%hﬁg% of .. the
crypt ogr aphi c research has focused. There are now avail abl e sol utions"

whi ch achi eve very high | evel s of crypt ographi c strength at the cost of
very hi gh anounts of conputer power. ilit ror at the
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vote. PVENL. &t L . OSQQZ Llegreg@Jchmnextra vot es,
the seri aI Phuibh segamt E}ésgeqﬁ:\ggnﬁ%gé?l te Authenti Sation Agency (AA) To
ro

pr evemeepfste Aﬁ‘ﬂ’?@ht&‘f%c’é’leltbtntlﬁg‘é m’lsf‘ﬁlﬁn annoﬁ exi stent” voter a

serial nunber, .the nanes (but not serlal nunbers) of voters can be
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of tl1etf§9$ﬂ@§édlgather than a change—from the current system very difficult.)

3. Nobody can change a vote once cast. This can be achieved by

including, with the vote, a cryptographic digest signed by the voter.

4. The public has confidence that voting data is not used for any
- purpose other than the election. 1In an electronic voting scheme, there
would be questions asked about the danger of collusion between the

Counting Organisation and the Authentication Agency.

5. A voter can check that his or her vote was counted. In an .
electronic system, if the voter includes a nonce of his or her own
choosing with the vote, a table of nonces corresponding to votes for a
candidate can be published, which will be meaningfui only to the
individual voters. A nonce is a random number or other information
provided by a party, in this case the voter. A nonce is typically a large

number whose value until it is generated is unpredictable.

6. " Nobody can duplicate another voter’'s vote. The nonce system

prevents this.

7. Nbbddy can sell his or her vote. In an electronic system, this

would require a random spoiler being included in the voting software.



Organi sation-to protect the vote in transit. b). By separating the Counting
Organi sation fromthe Authentication Agency-to prevent anyone at 4t IUEY 2008

. Counting Organisation finding out. (An alternative to separation’i’s

.,

possi bl e by "anonynous distribution” of serial nunbers, but this is very

expensi ve in.conputing power, and nmakes a transition-rather than a

change-f . urrent systemvery difficult.) 3. change a
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can sell his or her vote. In an electronic system this would require a
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03/ 041338 BChh GBO 04 6% s58ikeGoad Savelbdrdenghers threnesss bl ity of Error at

t he | ntRmb&r en Gordkv erniboflyt Siov ok ea1getes thafnegh chdlobtimy erydgdy. who asks the

AA for A%ur%&éﬁbeﬂ“%ﬁeﬂrl&laggﬁxt adi-045ad thos wotdiBg. How does the CO tell the

difference between these people and cases where a vote has got lost in the

ost? Industrial strength_assured-delivery niddlewar as eries
E)Régi stéred TFR4R" IVEr‘i?gSO‘fblf Aternat i onal  BuUSI ness. | 'clﬁiishglg&%gr po?gtsi on),
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messageedosnt, Chapgedpegriblzr-m . This nust not be allowed.to affect the voting
nmessages. Assured-delivery m ddl eware again addresses this problem

11. -‘Thére must be a smooth transition from the existing paper system to

fhe electronic system. All polling stétions may have to have a terminal

for the officials, so that their electoral roll includes only pegple:who.

have not asked the AA for a serial number (and, ideally, excludes anybody X

whose death has been registered) .

Goals relating to Remote Authentication of the Voters

12. Only authorised voters may vote. Using the empowerment
infrastructure, one can authorise someone to vote, not on the basis of a
fixed electoral roll but on the basis of identity, age, residence,

nationality, and not being excluded from voting.

13, © Identity will be established at least as well as under the present
system. The basis of identity that will be used is a matter of policy.
It must be decided whether name, address and date of birth are enough.
Nationality and not being one of the prohibited classes need to be

empowered as well.

14. The Electoral Roll should be dematerialised.  When everyone can
establish his or her identity without it, the document itself is no longer

needed.



10. A recount is possible in the event of a systemcrash. This neans that
voting nessages, and enough ancillary information to nmake sense of Hweng '
nmust be taken off line. An advantage is that an audit, as well as 4aM 200
recount, becomes possible. 11. 'There nust be a snooth transition fromthe
exi sting paper systemto the electronic system Al polling stations may
have to \Y/ ermnal for the officials, so that thei toral roll

i ncl udes%n §9§‘6§e"op| e who have notgyasked the AA for té)eglgr%?zg%%gunber (and,
i deal |y, excludes anybody whose death has been registered). Goals relating
to Renpte Authentication of the Voters 12. Only authorised voters may vote.
‘Using the enmpowernent infrastructure, one can _authorise soneone to vote,
not onrdtheribasiosFisiires 17 jtrdd: & BEPSHEPI FHTPIHGE DACTRR *BASTE0r identity,
age, resi daR€smnic netimnad niw desanibedotiitiepddyeesee| thdethoTs §MFot i ng. 13.
Identity will be established at | east as well as under the present system
The babsjg%. of Jidentity thaty Whilde-hBcusedy Sys@edidoein @hichodreey. |t nust be
deci ded Whet fe nane, addtess, and, daheifl Bird Doaeenougie Nationality
and not® BET'HG°0AR 'O The prohiblfed. classes Jeed to he  empowered as well.
14. ThersErEeEifralCRot102shERHE BE Y haPEF T al s’eg. “WeEn”‘everyone can

est abl shm hi &1 grigtrer 132d e oyeufi 198 ut*2P4, 11%e 186%6?@?1?“‘1&f%éf‘?h is no | onger
neededoord tHAY22A06 aMOtR8L042838 RCIYIGB022047BIvEgrs Referti®hg to Figures 12
to 15, 12sSi ek i feh&the S3ea8Pbf1y0fo BndTRE hodt anil msyssyentestoredefagctheoni ¢ voti ng

i's now.deser Lbed whighy Afdresses01t BE rakavesgo@l Soterdigi, e0i2A and 12B show

an el eczjtorsonllzgsvotl ng system 1200 in which there 1is provided an
Aut hentiCati’on’ Agency (AA) 1201 and a separate Counting Organisation (CO

-1202. A plurality of voters 1203, 1204, 1205, 1206 are. §hovvn. In Figure
12A, tHe GhviefRovl 2g3riopppazh 19683t 19458 oAl c AEE itEI*"hdt h the AA 1201

and t hee:GaL 1R@Rr fremPinguiPel202 Bpeveaingottere PED(PRMe 1284 e5S: 197458 °£1206 send
messagestanlntid@atite, AAd k2eddard vmessratyedtefestaspesd fHf A2h?01CO 1202 are

f or war gad i By cbire A 13201 whnsehatiabdnapfalideenatoberisl h2@8r. 19@Athen] 205, 1206.

The fl QW SHQWD (xD JOeOM Beskod iSnthataval@er Ahimce, 1383ef,i st requests a
serial nunmber fromdthe 41200 empoygring it to her name, address, date of

However, this has the disadvantage that Alice must wait for the AA 1201 to
confirm her identity before Alice receives her serial numbexr and is able
to vote. - Another disadvantage is that Alice must send messages to both

the AA 1201 and the CO 1202.

In the case of Figure 12B, Alice 1203 sends her message to the CO 1202 via
the AA 1201. This has the advantages that Alice 1203 takes only one
aétion to complete her vote ad that the CO 1202 has no way of tracking

Alice 1203 down using her electronic address.

However, the AA 1201 must not be able to read the vote. 5o the vote must
be encrypted so that the CO 1202 but not the AA 1201 can read it. This is

the method and system proposed here.

Referring to Figure 13, a diagram is provided illustrating a method of
casting a vote. 1In the diagram actions are shown in dashed blocks with

rounded corners. Objects are shown in solid line blocks.

Alice (as an example of a voter) generates an empowerment certificate 1301
which deéignates the AA as the relying entity and Alice empowers (and may
also assert) in the empowerment certificate 1301 her name, address, date
of birth, nationality and records of the prohibited classes. This is

gufficient data to identify Alice uniquely. Alice also asserts in the



birth, nationality, and records of the prohibited cl asses. The AA 1201
obtains confirmation of these and sends Alice her serial nunber. ? t hen
.constructs the voting nmessage with serial nunber, nonce, spoiler; 2006
vote, which she then sends to the Co 1202. However, this has the

di sadvantage that Alice nmust wait for the AA 1201 to confirmher identity

before Asei8sei ves her serial nunber and is able Anot her
di sadvant a(ge'oi s that Alice nust sepd nessages to bot r‘i&?’t‘;ﬁ@t"’zﬁﬁzol and the
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1202 but not the AA 1201 can read it. This is the nethod and system _
proposgd here.. Ref.Qtfi.ng Lo FiQuniRald akadi agramsbscips ovidded illustrating a
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e¥*8n
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birth, .naticnal ktpowend thiecanis pircyhe @rehi bhd estact@ssmsthe¥his is
sufficignt.data to identify Alice uniquely. Alice also asserts in the - 4
MAY 2006 WD 03/041338 PCT/ GB02/ 04759 60 enpowernent certificate 1301 the

public key 1302 of a prjvate/public. ke ai ich Ali is going to use
for si G APHETRotFhg® ccf‘F?nBPIE'f’a p\?\/lesrorrééon tglé"eh&:,\?%cg%céis dgrgaehdescri bed in.
‘det ai | "$99563E LECRIOGPFSLThERe ETRSOWET Hento"CBITP IS cAE ™ P PR sect i on expl ai ns
how datenchbgnspeedsserted by the certificate generator in which case the
data appears in the certificate and how-data may be enpowered by the

certif ipgAbBpoveQiReF akiridite WhbICHs GagRaay Ande catigomerofritvhe data is given in

the. certidficat 8.andpl hes:panti ikbsahe: esnouers &bentely Bgtparty to obtain
the data from targg{,ﬂgfcatgqgglqe. The enpowernent certificate 1301 may al so

contain the technical data necessary for processing the certificate, for

exanpl g, t he cryptographic

he empowerment certificate may be an X.509 v.3 certificate.

Alice encrypts 1303 the empowerment certificate 1301 using the public key
of the private/public confidentiality key pair of the AA. This results in
an encrypted empowerment certificate 1304. Parties may have more than:one
private/public key pair, for example a confidentiality key pair and a

signature key pair.

Alice also creates a voting message 1305 which contains no serial number,
but does contain a nonce, spoiler and vote. A nonce is a random number or
other information provided by a party, in this case Alice. A nonce is
typically a large number whose value until it is generated is

unpredictable.

The described method and system do not require Alice (as an example of a

voter) to generate a nonce. It will be useful to her if she wants to

check that her vote has been recorded. If she does not wish to check if

her vote has been recorded, then the nonce is irrelevant. Different

implementations of this method are as follows:

* One implementation may give Alice the option and choose a random

nonce for her if she wishes and use a zero nonce if she does not -
this has the advantage that zero nonces need not be published and

only those who care have their nonces published.



functions used. The enpowernent certificate 1301 is signed by Alice using .
her private key of the private/public signature key pair to confirm
authenticity of the enpowernent certificate 1301. The enpower nent
certificate my be an X. 509 v.3 certificate. Alice encrypts 1303 &MY 2006
enpower ment certificate 1301 using the public key of the private/public

confi denty@bididsskey pair of the A A This results in pcgpaneH¥pt ed
enpower ment certificate 1304. Partges nmay have nore than. one

private/public key pair, for exanple a confidentiality key pair and a
signature key pair. Alice also creates a voting nessage 1305 whi ch contains
no serial number, but does contain a nonce, spoiler and.vgte. A nonce is a
random nunbAsetlRr itHlHRERtItAPD PRAGPIRAHT HVACEY B4 BASEY. *in’this case
Alice. A noneead Snd typiccakhy recdrarigeomahivers whwsesrvalThes Bat itPeit i s

- generat ed i SaMiBE e Kdiabbee 17he qdescini hadarmet hedmame .syst em do not require
Alice (as an exanple of a voter) to generate a nonce. It wll be useful to

her if she wants to check that her ek f Odepel f she does not
wi sh t BHEHReTR= TR 18P Vor'e Hds been %’33%01}5312%}9{1%%#1?%%&g:gnt(::hg is irrelevant.
Di f f er BRtVate/RPpb dreitPatdBHe  BF i RAAetthil Sre B 67 os” “ne |

i npl emremtzatiegnvarayy gessesAlB¢e t he option and choose a random nonce for her
if she wishes and use a zero nonce if she does not - this has the advantage
that zg{Q.noReespnefd: nein bacpubl inhet ardenepityd tchpserwine care have their

nonces _ouhki Sbedaos +4eVAY.g2008 a:VQ:03/04k33% BT/ BA2HAZ5%61  Anot her

i npl errenrttqtficgge may generate a nonce anyway and sent it to the AA and the
-Co, and°Tecord it on Alice's conputer - This has the advantage of being
one | ess question for Alice to anSwer. Alice encr ]_pts 1306 the voting
nessagé TE3B5uasting ehe opunry EWREy oot RdmP ﬁnv%ff’é';/ﬁﬁbﬁyi cr@dnfidentiality
key pabf mohin hextCOrtoThicgmpepatdiely smelhrfixednesngpt &4 FHT"AgPEs d8ge 1307.
Ali ce thenaappti.esta hashuhanot ien th8@8otegty late bt tipwdeinetg¥dner nent
certifiicagngtd04 besUhY, i figedtiraLydiigestent 30Oue0bt tihg:senicr ypteddenpower ment
-Cer_t i f !bgel:thghaéh %ﬁ&itxy.ncftj uh & BsHA6E WA YboE 4TS it@@eﬂ&_}ia@é’l tRBPS an .
ar bltl‘?&észoé QIgLnQéé%Csaat have the same digest. Given P it should be easy

to compute #P (haéh of the plaintext). Given #P it should be effectively

imposgsible to f£ind P (the original plaintext). There are several

different types of hash function that may be used.

Similarly, Alice applies a hash function 1310 to the encrypted voting
message 1307 resulting in a digest 1311 of the encrypted voting message.
The two digests 1309, 1311 are concatenated 1312 to obtain a resultant
concatenand 1313 of the two digests 1309, 1311. A hash function 1314 is
applied to the concatenand 1313 of the two digests 1309, 1311 resulting in

a digest 1315 of the concatenand 1313. This results in an integrity

block.

The digest 1315 of the concatenand 1313 is encrypted 1316 using Alice’s
private key of the key pair she is using for voting. This is the same key
pair for which the public key has been asserted in the empowerment
certificate 1301 to the AA. The result of the encrypted digest 1315 is a

signature block 1317.

Alice sends 1318 the encrypted empowerment certificate 1304, the encrypted
voting message 1307 and the signature block 1317 to the AA. Alice may now

log off. She does not need to wait fof a serial number and she does not

need to send anything to the CO.



of plain text into a conparatively small fixed-length bit-string which is
the “digest'. The hash function has the property that.if the plain text is
- changed in any way, an entirely different value of digest is produgedy iy
the hash function. It should also not be possible to generate two forns of
pl ai ntext that have the sane digest. Gven P it should be easy to conpute

#P (hashﬁmﬁgﬁ”ol aintext) . Gven #P it should be e%E?@k%z}’o%sy i npossi bl e
(t i I

to find e original plaintext)s There are severa erent types of
hash function that may be used. Simlarly, Aice applies a hash function
1310 to the encrypted voting mnessage 1307 resulting in a digest 1311 of
the encrypted voting nessage. The t di.gest.s 1309 311 are concat enated
1312 t Belsriiornroy Fedtarant. 2clirext éﬁ\gﬁ%ifri’g%aw%f&tlﬁedatr%i)e%d?%e%’ts 1309, 1311.
A hashthanstinorece@t4of she amspipied FBOYeREnE offe B TREAC>P315"0f the two digests
1309, i3dkdpteaswtiidgedsage a3adi geisthelSibSatyfe thheckcbiiGafxendndcer313. This
results'in an integrity block. The digest 1315 of the concatenand 1313 is
encrypted, 1316 usi L Er Bl MBbRrkEY Qftifigatkeysopaisinghee i s using for
Vot i ng].;m%l'ﬁ\%sc_ljélcrs)}fjt§ hgg%ﬁtr%eﬁ%%;‘gai{ffﬁr DRI gh the bubli G kephas been
assert 883 RURAE SRPOWS et certiiicate 11%01!33 . the AA The result.of the
encrypfedt ardgslt SIEPYSTRY ErAPTRSTEF £obToek 1T gl.ceﬁf ice seyngs 1318 the .
encr yphed résipowe vaentecger pliceapelisday 18 Mk YBIEr S5t B0 S\8ti%g nmessage 1307
and t heosingnat th @hd laeekt<i34y tho etipmeAnt ApTtdEicany LABWS 1268° of f. She does
not neegdcdifeddy tenbQa. @ serial nunber and she does not need to send
anything to the CO 4 MAY 2006 WO 03/041338 PCT/ GB02/ 04759 62 Referring
now to Figyre 14, r&dn%teh%grh%éjg&qlh%br@gsa\é@'l_%b?.' Ste=aid k&d out by the AA on
( recei pt of the encr ¥§ ecﬁ eppover nent_ cerf !’-\{-(ilt%%tegt 1304 .4 he. encrypted
'vot i ng PREYESgECEREY “AHd the s giat Ur e bl o¢ 1/ from Alice. ., The AA
decr yptlanked (PRI HE™ diChy ptiger e SUsFnER! "CaFt P15 RETe™F30%°uUSi ig the AA's
privateaconfidentiality key. The AA uses the enpowernent certificate 1301
and the enpowernent infrastructure to establish Alice's identity and her
right tr@;yobe:ddl2on A iceR'isd pubbi crikeyid362 whicess sheried ousbng for voting
whi ch $hHE..aS88L1186hd BaduNEmeriREVNRRARBEcaEaht idy aat @g2301 e &l SO  obtai ned by
the AA__ The. AA,GANARL: f-8adod RS @DGRYRLEt YRlhageBesageickBOT304 The AA can,
. resulting in a digest 1409 of the encrypted empowerment certificate. .

Similarly, the AA applies a hash function ;410.to the encrypted voting

message 1307.£esu1ting in a digest 1411 of the encrypted votipg message.

The two digests 1409, 1411 are concatenated 1412 to obtain a resultant

cdoncatenand 1413 of the two digests 1409, 1411. A hash function 1414 is

applied to the concatenand 1413 of the two digests 1409, 1411 resulting in

a digest 1415 of the concatenand 1413.

The signature block 1317 received by the AA, is decrypted 1403 using
Alice’'s public key for voting 1302 which has been obtained 1402 from the
validated empowerment certificate 1301. The decrypted signature block is

the digest of the concatenand 1404.

The two digests of the concatenand 1415, 1404 can be compared 1405 and if
they are the same this provides confirmation for the AA that the two

méssages are as Alice sent them and are linked by the signature block

1317.

The AA then assigns a serial number to Alice and constructs a message
containing Alice’é serial number, Alice’s asserted public key for voting,
and the digest of Alice’s encrypted empowerment certificate. The AA signs

the message with the AA’s private signature key and sends to the message



however, confirmthat the two nmessages are as Alice sent themand are
1inked together by the signature block 1317 which has been received at the
AA. This confirmation is carried out by mirroring the process car hiM 2006
out-by Alice of applying hash functions and concatenating the digests. The
AA applies a hash function 1408 to the encrypted enpowernent certificate
1304 resybbidagsd n a digest 1409 of the encrypted enqqﬁﬁﬁﬁg&&&pertlflcate
Simlarly, the AA applies a hash fgnction 1410 to the encrypted voting
message 1307 resulting in a digest 1411 of the encrypted voting nmessage.
The two digests 1409, 1411 are concatenated 1412 to obtain a resultant

concat enand 1413 of the tvvo dv ests 4 9 0],4;& A hengtdon 1414 is
appl i ed°t '@ Ft 2eBHCEBAART 141346 m?sheé)t\%\?o di ge%tsgﬁ%ioél, 1411 resulting in

a di ges11415 of the concatenand 1413. The signature block 1317 received by
the AA, is decrypted 1403 using Alice's public key for voting 1302 which
has beenr:ohtiai ned t34Qguder oM & hethodals detcetbed mostel reatricért frcat e 1301.

The dec‘:rh)gpgoegn skangt lélf anbl Qektsa vbhiggdiegest 1007t hiee correat apend 1404. The

two digests th ;,@gw 04 1415, o1t LR he Gonparaentdflb and if they
are the(%sa 18?dh %hg es gon ﬁ‘%s %%EQ r the AA that the two nessages
y t

are as APfté¥e Fﬁ“c haé °§‘F’aer he signature block 1317. The AA
t hen assigns a serial nunber to Alice and constructs a nessage containing
Al i ce' stheevdtang memvbes 1304 it ey vatseladsptbFiCcPRKEY  or voting, and the

di gest @htAleherlseyergr yptisd cemposisrine AT02CBIiEE fsi CHeetoITHEY AR gns  t he
nmessagenM ddact Rea APoSepri vate signature key and sends to the nessage - 4
.MAY 2006 WO 03/041338 PCT/ GB02/ 04759 63 to the CO.along with Alice's

iVOti ng Ssa ng)Z se}. edhgg tﬁé gﬂa} uée%rpétgglﬁsoslgg-ﬂmg &fﬂ’gﬂlglﬂ:ow to Fi’ gure;

15, a med°° carried out by ..the. CQQn., receipt of
t he enc’?eyp’feéal"\}B?llﬁgthﬁe%lgas': : 9075 t?%éemprressg}éi Q% fIJyéd'escrl bed in the
| Ghat.ur e

previ oussTpalr ag*rbapﬁ)ﬁ%ﬁg%éal%y PHRL LR AY NPt Y5 bl ock 1317 whi ch

are all forwarded fromthe AA The voting nmessage 1307 is decrypted 1501
usi ng the @ cvatenticonbitdent vetling yekeye 0801 He s€Gltiee GBtaith 32502 Alice's
vote tog.%tnlﬂ:elf:o Wt mlgmrlslﬂgﬂﬁet}:&ndnp@pﬁtnéxe:r certificate sent by the AA by

the signature block 1317.

This confirmation is carried ocut by mirroring the process carried out by
both Alice and the AA 6f applying hash functions and concatenating ;he
digests. The CO'has'the digest 1509 of the encrypted empowerment
certificate from the message 1500. The CO applies a hash function 1510 to
the encrypted voting message 1307 resulting in a digest 1511 of the
encrypted voting message. The two digests 1509, 1511 are concatenated
1512 to obtain a resultant concatenand 1513 of the two digests 1509, 1511.
A hash function 1514 is applied to the concatenand 1513 of the two digests
1509, 1511 resulting in a digést 1515 of the concatenand 1513..

The.signature block 1317 received by the CO, is decrypted 1503 using
BAlice’s public key for voting 1302 which has been obtained from the
message 1500 from the AA. The decrypted signature block is the digest of

the concatenand 1504.

The two digests of the concatenand 1515, 1504 can be compared 1505 and if
they are the same this provides confirmation for the CO that the voting
message 1307 is an unchanged original vote and has been assigned the

serial number by the AA,



The nessage 1500 signed by the AAis decrypted 1506 using the AA's public
key resulting in the digest 1509 of the enpowernent certificate, Alice's

.serial number 1507 and Alice's public key for voting 1302. The CoMA&rl06

confirmthat the voting nessage 1307 is as Alice sent, it and. is. I|inked
to the digest 1509 of the enmpowernent certificate sent by the AA by the
si gnat ur ck . 1317. This confirmation is carried o irroring the
process ggﬁ#@%é”out by both Alicg,and the AA of app?§wﬁém@gé% functions
and concatenating the digests. The CO' has the digest 1509 of the encrypted
enpowerment certificate fromthe nessage 1500. The CO applies a hash
function 1510 to the encrypted voting nessage 1307 resulting in a digest
1511 Ofhet heriakmanseptied Alotd ABPNEESAJE. OPFREet iEOHithe PE$°39808°7 1511 are
concat gRat@d anl5d 2otan@biainnakce esuwteantnoomsatemidernd 13%18%f t he two

di gests..1p09Q, 155811. A hash function 1514 is applied to the concatenand
1513 of the two digests 1509, 1511 resulting in a digest 1515 of the

concat enand 1513, . The, signature. bLock 137, secaiupdnbysbhec Q0. is-
publ i

decr yptedsIBoF P YA PEee ¢ key. for voting 130 ich has been

obt ai nefd the BRTALREPC REEhge P EED P T B Mt He "rAT TheE glglcsr I;)lpst‘2~ et\é\(gréi gnature bl ock

i s t henuhbgest wtes trt- concat enand 1504. The two di gests of the concatenand
1515, 1504 can be conpared 1505 and if they are the sane this provides
confi r gt oNwi0r odeNfesCiiet fal bé heedv 04 BeEh ABBSARYER:130Fnd somninnchanged
origingl vore ang g@a%epsegglrrq\g@iog@%g duBeot &Ll atrIgpizerwadly ihhe AA. . - 4 MAY
2006 WD 037041338 PCT/ GBO2/,04059, B4 o dN€, SeLingle puutherctor Alice 1507

whi ch 'S "oBt dined from the nessage 1500 from the AA'Is cqgpi ned with

Al i.ce' BupERECaGiGHAESKNd SPOiATE n‘%ﬁ@"zl"ﬁna&en?’e%oénr e 1§0% As before the AA

 shoul depabiissteepar- | Wastvith SBIPdatRIFP™ERISAY P IR 7 FERITE iS85 *°Bf the peopl e
" who votiedauthherieaskhoubehcmeardr thsecdupiss SARNTE Pe SesteRam=® fibfrber of votes

cast. IftebddeS whayh aoneefreSslaye uedy-be used for both authentication and
counting of a vote. The process carried out by the voter is
strai ght fLorwang iferddad R ¥nlBaneHRLEabiRA Needs imsheesent to a -
singl €. QaLl .. L08y JAHLNAAL 158000 0P 06k adlbEmaU e b GAt | on agency
comun; C?:“t etse V\xfritt at prelvat%oklen; Ic:ar]rl.gbea‘%gpr%tédTm §n1}MxL lhoﬂ?cgﬁgdchgp communi-cation as.
a net wBtRYRE veen.? ¥ , . .

corresponding public key - which may be widely available. .

bifferent hash functions can be uéed within the described method and

system as long as the functions used are agreed between the parties.

The public/private kéy technologies used by the different parties can be
different as long as the other parties know which technology is being used

and can implement that technology.

The described method and system refer to the ﬁarties carrying out actions
such as encryption; however, it will be appreciated that the computer
software implementation of the method carries out theses functions on

behalf of each party.

Improvements and modifications can be made to the foregoing without

departing from the scope of the present ‘invention.



t he authentication agency and the counting agency can be faster than the
Internet, which a voter will be using. It should be understood thgtKWQﬁEe
the termencryption is used this does not necessarily inply that 9%e
result is confidential, since data enéfypted with a private key can be
decrypted by anyone hol ding the corresponding public key - which may be

w del vy what isaidimed@k:f f erent hash functions can be used within the described
nmet hod and systenias |ong as the functions used are agreed between the
parties. The public/private key technol ogies used by the different parties

can be , different | on he,ot her partie now whi.ch technol ogy.is
o dson AR 8; LB S RIRMITH A RRLAER o ARLT el BRI BN
syst em r ef ergehératiga fiadtdigital EatifiyitO Gighetd wath tih @RStroSid lznatir€BE h Yipdtisiing

however, it will be appreciated that the conmputer software i|nplenentation
of the ki iBelpdings out theses functions on behal f of each party.

| nprovenents and 1] C .t.he foregoing wthout
departing fromth(g;%g)(%1;)1%)02‘@%4x & %ﬁgggﬁtggﬁﬁdvéenﬁ]t&’on. - 4 MAY 2006 -65 Wat

is claimed is: 1.on8omraidreattfinrtessafiipd frsoligitat certifdatd Whthtificladd@scirirhad
entity to a relying entity conprising: generating a first digital

certi f jattEbuates idpntlying the fupt stgnang $MY;c signature by a first signing entity
and includi ng: ong :Qk: ri - : ti by, or nore
riributes of tnaryiucRhldRiheR, Bk deRRLER i RAAR S R sy MIRI
attribut es i dent idhyindigatidmeoffone ot noirgsuiung:s ot the Wataao be sappdiatlj ad of dat a
relating to the descri bed eqé%&y which is to be sgﬁplied; an i ndication of
one or nore sour OBE Of Giore AR esIdeniiiiine Onp BF MOge reAfRe SRS O Nbich the dRtAR%t es
i denti fiybBgupiegor nore relying entities to which the data is to be
supplied; the relying entity forwarding the first digital certificate for
processi ng; a sdbe mdyisgppiityiferyardieg thet farsi diditdaesdficate fohprotessatg; di gi t al
certificate. 2. A nmethod as.clained.in claiml erein a.source can hold
data or can refer® S[OBFCSﬁBPIgP'mgrfr@ergg? U}dﬂ%qu ‘Qé}&ﬁ@ré\é\ﬁ‘gfs‘?f Ko d as cl ai med
inclaiml or claim2, wherein the first signing entity is the described

entity. 4. A nmethod as clained in any one of clains 1 to 3, wherein the
first & git ) meghodjapiclagmned in claim 1, wherein a source can hold data or can refer to one or

more further sources.

3. A method as claimed in claim 1 or claim 2, wherein the first signing entity is the

described entity.

4. A method as claimed in any one of claims 1 to 3, wherein the first digital certificate

includes a reference, nonce or other data which the relying entity has previously requested to be

included.

5. A method as claimed in any one of claims 1 to 4, wherein some or all of the data relating
to the described entity is supplied by means of a second digital certificate to the relying entity,
the second digital certificate signed with an electronic signature by a second signing entity and
including:
one or more attributes of the described entity including the data which is to be supplied;
one or more attributes of the second digital certificate which include one or more

attributes identifying the second signing entity; and

[RALIBCC105060.doc:gmm



i ncludes a reference, nonce or other data which the relying entity has

previously requested to be included. 5. A M ey ~T7f
claims 1 to 4, wherein sone or all of the dgﬁ r @EMEN EE descl'ﬂ\lﬁlﬁe@b6

entity is supplied by nmeans of a second digital certificate to the reryrng
entity, the second digital certifi cat 80si gned with an el ectronic signature
by a second signing entity and including: one or nore attributes of the
descri bed ernetoy mone htrebutes idbifimiganedor atoré selyiog brtitia pp hihédh; the date 100 bepr e
attribute .%f the second digital certificate which include one or nore
attri buﬂ‘%@“ﬁ dentifying the second signing entity; and

[ R\L.IBCC] 05060. doc: gmm REPLACEMENT SHEET - 4 MAY 2006 -66 one or nore
attributes identifying one or nore relying entities to which the data is to
be supli ed) mgthod aswelanwdd isanyl arierpd the precatyngreiainet whireimthe aedhiodgncludéss,
wherein_t he .net had .i ncl ude he,.rel.yi entity.forwarding.the firs

i g1 ¢ arCORATE PREY LRGrRE M b CuaRaneenEiceiey ¥ ngralie Biny S phiein e

sour ce.from afoureé.hod as clained in claim6, wherein the internediate entity
generates the second digital certificate. 8. A nethod as clained in any
one of the preceding clains, wherein the described entity generates a

digitaly sig i r iy key wi.th a conres din ublic key and
the fi st 21? gllrélfh(ra?gl%ﬁ I gd ﬁlnécl%{lg%@swf%%m&}ilegﬁn_?eéﬁnegﬂagneiﬁﬁ'r %engfal?%f%? %PB%r aphi ¢
di gest digiet eatificsmet he first digital certificate, and the data to be

supplied to the relying entity includes the public key. 9. A nethod as
clainmed in any one of the preceding clains, wherein the first digital

certifigcate 4 . |0 I ALV 10, claimed in any
ane. of S he i BELKHSS oBBR I ihyine b2 uletrboeyink s EHISH BR oS AbETpndd
di gi t algewwates & digitabsipmarhedsmgaopriviateiedyi with & torespaydiBg pulsiic letsind duefifst om t he
described. ent. tj)ég'hgenthiéf ied in the first digital certificate to the

rel yi ng'88HS Ly F§ thedligiial sigpatprerasia cayrjpgraphic digest thereaf i tha first digitet hod
as cl ai;gmgchi ' , i AR ' o cates in a
second digi Fh@d?gg?%?it%%gﬁ@"g%g?%ﬁ?éelgglg%hgwdgglﬁ%%%%%g&e $ due in a
first digital certificate. 12. A nethod as clained in any one of the

precedipng claing, ;wherein,a list identifies a.first, or second. digital

certi f?bateAs%g@Pfl i f&"ﬁ?ﬂ’&%io@ﬁ 0? erpéeqeg}?éé:rla"é’ﬁt‘ﬁb‘?rla@ége I5tE@lpplied to
the retnitiogeémdlidey apeeibd bhadliddyl second digital certificates in the |ist
relevant to a relying entity can be identified. 13. A system for supply of
data relating to a described entity to a relying entity, the system

COMPr1 $HNY: A method as claimed in any one of the preceding claims, wherein the data indicated in
the first digital certificate includes confirmation of a payment or debt due from the described

entity identified in the first digital certificate to the relying entity identified in the first di gital

certificate.

11. A method as claimed in claim 10, wherein a second signing entity indicates in a second

digital certificate a guarantee of a debt indicated as due in a first digital certificate.

12. A method as claimed in any one of the preceding claims, wherein a list identifies a first

or second digital certificate specifying data which is no longer authorised to be supplied to the

relying entity such that all second digital certificates in the list relevant to a relying entity can be
identified.

13. A system for supply of data relating to a described entity to a relying entity, the system

comprising:

[RALIBCC05060.doc:gmm
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entity application, a relying entity appli cat+en - S ol ..
the data store holds data relating to the CREPUA@EMEN'IT sHEE'F f'llﬂéAY 2005
signing entity application has neans for generat+ng-a—first—eg-tal
certificate signed with an el ectroni c6éignature by the first signing

entity application and including: one or nore attributes of the described
entity; one aﬂrsmmngbmtﬁtb/tappmmtioh, 4 fetying estity dpglidatibn aed & déith e ke whbdetththe

i ncl ude, one or, re at rlbut identifying the first signing entity; an

i ndi catPBrYF hﬂggéla?aerlstﬁf‘f‘%bo %8@§E‘|’ti>’bed entity which is to be

supplied; ape ﬁf&@kl‘gﬁﬁlg%ﬂuef ap ?H@at% Hig%aﬁéjfd)'f%gﬁer;tg{ &ﬁf“st ﬁ%ﬁtﬁl de 9t|1ﬁ)c%te

suppl i ed; and one oOr nore butes i1 dentifyilng or?e re re

entiti etgned wathi amrﬁletdm@nctasuglaluse by thxefirstsipphg edl;ltytalpplwaeﬂowang nmmdlmg/
application has neans, for he. first digital certificate for

processi ng; °£F.8ffPé’é%§“‘?We ]Eﬁ %Sﬁﬁgfﬁeé“%t a indicated in the first digital
certificate ohtdfhioRCartiitiResIrAREfirst &%ﬂal’%em% ®hicRIRIA VR QM aflibREL | Y

| oadabl e into the internal nenory o digital conputer, conprising
softmaﬁ@enélénegﬁwrﬂmmynﬁ@pntperform ng, when said pr oduct is run on a

F(F){”pu'l[ (I;EZC] 0 5'182?.)({ %%@%S}Maa refaplr\{ge po t'h0 Iaescnbg al tr{)B' WJhICh 1s to be supplied;

an indication of one or more sources for the data to be supplied; and

one or more attributes identifying one or more relying entities to which the data is to be
supplied;

the relying entity application has means for forwarding the first digital certificate for
processing; and

means for supplying the data indicated in the first digital certificate from the data store.

14. A computer program product directly loadable into the internal memory of a digital

computer, comprising software code portions for performing, when said product is run on a

computer, to carry out the invention of claims 1 to 12.
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