1 "Managenent Control of Assets" Technical Field This invention concerns
a conputerised identity matchi ng managenent process 5 for regulating the
i ssue of secure assets. The invention further concerns a conputerised
identity matching managenment process for regulating the return of secure
assets. In addition the invention concekns a conputeri zed identity

mat chi ng nmanagenent system for regulatlng the issue of, or the return of,
secure assets. Finally the ipyvention ncer ‘gn eLectronlc nmessage for
transm ssion by a bionetric ﬁg@mﬁﬁb P%?BE“ $eliring a conput eri zed
identity matching process. Background Art The concept of iris recognition
was develoigg ggggg &ented by Indian Technol ogies Inc, and their concept
patent US #; escribes the use of the iris to 15 identify

i ndi vi dual s. USTBIS AgvenB60 cdessrnd hesmputessdtbiieitjtywhatching namagenhentgrocess

i ncl udi % t of an
dont 1 2ar ane e 1200 ofhechft d3y TR Blven Rl el 13RS o fofhselsBa
conput er i sE@ntiFemeaichingmendgement Prorsst iﬁ@nltegplabngél@,e idmask @fcsmm assetsy i em

Their pat egddi8oPHeCiatéiidn c%ﬁa_érﬁy@%%ﬁ?&lz@@%ﬁ%aﬁﬁﬂ%%%g@ﬁﬁnpgﬁvﬁ' on

of identi tﬁ? mat chi ng I§1erV| ces Ot\i; i nstance to enabl’e users to galn
appropri at regualing she dssye of o Jbp S8R Glp Spqure jagsets. THfdnal §1?né1§’e§¥10@ hat

i nvent i ondconc'eﬂ‘ne 4 I&Ectrblmibtmbﬁﬁgé; dor aanéhRsiparbyod @ghﬁéﬁﬁ:ﬂ ch@rd §§p?atﬁ$1 t he
uni que GO i i es._the tur rocess, and the receipt of the
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This time limt is determ ned according to the tinme required for the
(capture pr Badkgsoundntit ser ves to reduce 25 the possi bility of the
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ProcesS9y  instance to enable users to gain appropriate access to service provider’s facilities. The

essence of that invention is the time limit imposed on the period between the issue of
the unique code which initiates the capture process, and the receipt of the biometric
coded with the code. The same code is only ever issued once. This time limit is
determined according to. the time required for the capture process, and serves. to reduce
25 the possibility of the introduction of a false bjometric. For instance a time limit of
ninety seconds has been found to be suitable when an iris biometric is to be captured.

Disclosure of Invention

In a first aspect, the invention is a computerised identity matching management
30 process for regulating the issue of secure assets, the process comprising the steps of:
identifying an asset having a unique classification identifier;
identifying an issuer of the asset and a receiver of the asset, each comprising the
steps of: |
a management computer receiving a request, from capture apparatus
35 waiting to commence a capture process of a biometric representative. of the issuer of the

asset or the receiver of the asset, to initiate the capture process;




2 the managenent conputer responding to the request by returning a nessage
to the capture apparatus, the nessage containing a unique code and recei pt
of the nessage containing the code at the capture apparatus causing
initiation of the capture process; 5 the capture apparatus encoding a
captured biometric representative of the issuer of the asset or
representative of the receiver of the asset wth the code; the nanagenent

conputer, after retyrning the nessage, recglleﬁ/_i ng the encodgd capt ured
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the capture apparatus may occur ‘at a first instance in tife.
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The unique identifier is a neans of heing able to identify each partjcul ar
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20, computer may operate to decode the encoded captured biometric and initiate the
matching process only when the second instance is less than a predetermined time
interval later than the first instance.
An asset is defined as a physical item of value or interest. . For instance, the
( assets may include, but are not limited to, firearms, weapons, batons, pharmaceutical
25 medications and products, narcotics, precious metals and legal documents.
The receiver’s privilege determines the type of assets which the receiver is
authorised to receive.
The unique identifier is a means of being able to 1dentify each particular asset.
In one example each asset may be uniquely identified by a barcode. In another
30 example each asset may be uniquely identified by a radio frequency identifier. The
unique identifier may be a machine-readable. The unique identifier, such as a barcode,
may be tamper-proof and may be securely attached to, or imprinted directly onto, or
into, the asset. In such an instance the identifier may be identified by scanning the
barcode. The invention is not limited to these examples.
35 The method may further include generating an alert if the receiver’s privilege

does not match the asset classification.




barcode. The invention is not limted to these exanples. 35 The nethod may
further include generating an alert if the receiver's privilege does not
mat ch the asset classification. 3 In a second aspect, the invention is a
conputeri sed identity matching managenent process for regulating the return
of secure assets, the process conprising the steps of: identifying an
asset having a unique classification identifier; 5 identifying a receiver
who seeks to return the asset, conprising the steps of a nanagenent .
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i nformation orma use record relating to the retrieval of the asset.
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i dent i fyi ngcdfer ctiMeassf wiis #Rtcedt,0 Whom the asset is returned, conprising
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a matching process to find a match for the decoded captured biometric against stored
records and generating an identification code representative of the receiver when a
20 match is found;

retrieving a receiver's privilege to determine whether the receiver's privilege
matches the asset classification identifier and, if a match is determined .
retrieving the asset from the receiver and recording information to form a use

record relating to the retrieval of the asset.

25 The process according to the second aspect may also comprise the step of
identifying an issuer of assets to whom the asset is returned, comprising the steps of:

the management computer receiving a request, from capture apparatus
waiting to commence a capture process of a biometric representative of the issuer, to
initiate the capture process;

30 the management computer responding to the request by returning a
message to the capture apparatus at a first instant in time, the message containing a
unique code and receipt of the message containing the code at the capture apparatus
causing initiation of the capture process;

the capture apparatus encoding a captured biometric representative of the

35  issuer of the asset with the code;




message to the capture apparatus at a first instant in tinme, the nessage
containing a unique code and recei pt of the nessage containing the code at
the capture apparatus causing initiation of the capture process; the
capture apparatus encoding a captured bionetric representative of the 35

i ssuer of the asset with the code; 4 tHe managenent conputer, after
returni ng the nessage, receiving the encoded captured bionetric; and the
managenent conput er decoding the captured bionmetric and initiating a
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return of cofeatdhs eapture apparatus causes initiation of the capture process;
after returning the message, receive a captured biometric from the capture
20 apparatus encoded with the code; and
to decode the captured biometric;
an authentication server to perform a matching process to find a match for the
decoded captured biometric against stored records and to generate an identification
code representative of the receiver who is requesting the issue of an asset or the return
25 of an asset when a match is found, the server further retrieving the receiver's privilege
to determine whether the receiver's privilege matches the asset classification identifier,
and if a match is determined forming a use record relating to the issue of the asset or
the return of the asset.
In an example of the second or third aspects, the step of the management
30 computer returning the message to the capture apparatus may occur at a first instance in
time. The management computer may receive the encoded captured biometric at a
second instance in time, and the management computer operating to decode the
encoded captured biometric and initiate the matching process only when the second
instance is less than a predetermined time interval later than the first instance.

35 The computer may be further programmed to identify an issuer of assets.




Ln an exanple of the second or third aspects, the step of the managenent -
30 conputer returning the nmessage to the capture apparatus nmay occur at a
first instance in tine. The managenent conputer may receive the encoded
captured bionetric at a second instance in tine, and the nmanagenent
conput er operating to decode the encodéd captured bionetric and initiate
the matching process only when the second instance is less than a
predetermned tine interval later than the first instance. 35 The conputer
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secur e assigiage eht@led Avittsiha ubiqy cob@bbtaila Wongth? dhgaess for regul ating the
i ssue of secure assets, in accordance with an enbodi nrent of the invention;
and 25 Fig. 3 is a flow chart show ng a process for regulating the return
of secur e BasfSed¢ssription aCbowdagce with an enbodi nent of the invention. Best

Mbdes for Car rm%x%ﬁt}ﬂet he {h@V%Eérr? Nwill now be described with reference to the

20 accompanying drawings; in which:

Fig. 1 is a schematic diagram of a system in accordance with an embodiment of
the invention which is used to regulate the issue of and the return of secure assets;
Fig. 2 is a flow chart showing a process for regulating the issue of secure assets,
in accordance with an embodiment of the invention; and
25 Fig. 3 is a flow chart showing a process for regulating the retarn of secure

assets, in accordance with an embodiment of the invention.

Best Modes for Carrying Out the Invention

Fig. 1 illustrates a system 100 used to regulate the issue of and the return of

30 secure assets. The system 100 includes an Iris Recognition client computer 105 which
1s programmed to receive and transmit messages through a firewall and over the
Internet to client software 108. The client software 108 resides in a PC 115. The client
software 108 works with identification software 110 and an iris recognition camera 120
which includes a special lens to photograph the eye. Alternately, the client software

35 108 may work with identification software 110 and an imager 125. An iris recognition

server 135 accepts the iris image which is sent from the camera 120. In addition, it
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Fig. 1 illustrates a system 100 used to regulate the issue of and the
return of 30 secure assets. The system 100 i ncludes an his Recognition
client conmputer 105 which 1is progranmed to receive and transmt nessages
through a firewall and over the Internet to client software 108. The
client software 108 resides in a PC 1156 The client software 108 works
with identification software 110 and an iris recognition canera 120 which
i ncludes a special lens to photograph the eye. Alternately, . the client
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a ‘time out field The software 110, works with a barcode reader 130 which

or alternatively for its
return. 2 %}%%Jﬁgﬁ?jsa of the system 100 are installed

on site at amM aw‘asseisamerheldar noury stores secure assets such as firearns.
Each firear mgstoLRa:d dhtd iG4> armoury has a uni que machi ne-readabl e,

non-renovabl e identification in the formof a
15 ® an ‘asset type field’ and

e an ‘assct classification field’.
The asset log information includes for each draw sequence #:
s an ‘issuer ID’
s 3 ‘receiver [D’,
20 e 2 ‘time in field’ and

* 3 “time out field’

The software 110, works with a barcode reader 130 which is used to scan a
secure assct for release or alternatively for its return.

25 In this example, the components of the system 100 are installed on site at an
armoury. The armoury stores secure assets such as firearms. Each firearm stored in the
armoury has a unique machine-readable, non-removable identification in the form of a
barcode.

The PC 115 is accessed by dispatching officers who have the authorisation to

30 release assets in and out of the armoury. The camera 120 is used to capture an iris
image of a dispatching officer when the officer is on duty and responsible for the
release of firearms from the armoury. The camera 120 also operates to capture an
image of a receiving officer each time the officer wishes to draw one or more fircarms
from the armoury and similarly when the officer returns the firearms to the armoury.

35 Figure 2 illustrates the steps required to be undertaken when a firearm is

requested for release. The dispatching officer starts a session 205. The system is




barcode. The PC 115 is accessed by di spatching officers who have the
authorisation to 30 release assets in and out of the arnoury. The canera
120 is used to capture an iris inage of a dispatching officer when the
officer is on duty and responsible for the release of firearns fromthe
arnmoury. The canera 120 al so operates t@ capture an inmmge of a receiving
officer each tinme the officer wishes to draw one or nore firearns fromthe

armoury and simlarly when the officer returns the firearnms to the arnoury.
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within the allotted time (the default is set at 10 seconds), then the software provides an
error signal. The dispatching officer would then have to restart the process of having
images of the iris captured 225. -
Once captured, the process of identifying the dispatching officer begins 230.

25 The client software 108 encrypts the captured image using an appropriate cryptographic
algorithm. Then it compresses the captured image, codes the compressed image using
the previously issued MAC and assembles a message for transmission to the client
computer 105.

The client computer 105 receives the message from the client software 108. The

30 client computer 105 checks it for validity using the MAC, that is fo ensure it has been
received while the MAC is still valid i.e that the time that the client computer 105
receives the message is within the preset period of time to reduce the likelihood of a
false biometric being issued. The message then has its integrity checked using a
checksum, and is decompressed and decrypted. It is then passed through a Daugman

35 Algorithm, or similar, to create an iriscode.




25 The client software 108 encrypts the captured i mage using an appropriate
cryptographic algorithm Then it conpresses the captured i mage, codes the
conpressed i nmage using the previously issued MAC and assenbl es a nessage
for transmssion to the client conputer 105. The client conputer 105

recei ves the nessage fromthe client sofstware 108. The 30 client conputer
105 checks it for validity using the MAC, that is to ensure it has been
received while the MAC is still valid i.e that the tine that the client
conputer 105 rEeiripeeds ethgp senigle the M treeqgniting gareerel3 pwhichgatismpts ke t o
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If no further firearms are sought 265 the process of identifying the receiving
officer and the determining whether the receiving officer has the prerequisite rights to -
borrow the firearm sought is begun 270. '

The client software 108 sends a message to the client computer 105 for a MAC.

25 The client 105 responds to the request and issues a MAC.  The client software 108
receives the MAC and the identification software 110 commences capture of the
receiving officer’s iris, in the same manner as the dispatching officer.

The captured receiving officer's iriscode is then sent to the Iris recognition
server 135 which attempts to match it with a record in its secure database 140. The

30 ‘iriscode template field’ in the receiver information table is searched. The Iris
recognition server 135 returns a result to the client computer 105 which interprets the
result. -

If the result is that the receiver is not identified, the result is logged and the
process stops 280. If the receiving officer is identified then the process continues 285.

35 The iris recognition server then determines whether the identified recetving

officer is entitled to draw the particular fircarm requested. The asset classification for




borrow the firearm sought is begun 270. The client software 108 sends a
nmessage to the client conputer 105 for a MAC. 25 The client 105 responds
to the request and issues a MAC. The client software 108 receives the MAC
and the identification software 110 commences capture of the receiving
officer's iris, in the same manner as tHe di spatching officer. The captured
recei vi ng officer s iriscode is then sent to the Iris recognrtlon server

135 WhICh ttenpts to tch it with record in.its secur
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message authentication code (MAC). The client 105 responds to the request and issues
a MAC. The client software 108 receives the MAC and the identification software 110
commences capture of the returnee's irises. Once captured, the client software 108
encrypts, compresses and codes the captured image and assembles a message for

25 transmission to the client computer 105.

The client computer 105 receives the message and checks it for validity using
MAC, that is to ensure it has been received while the MAC is still valid. The message
then has its integrity checked using a checksum, and is decompressed and decrypted. It
is then passed through a Daugman Algorithm, or similar, to create an iriscode.

30 The iriscode is then sent to the Iris recognition server 135 which attempts to
match it with a record in its secure database 140. The ‘iriscode template field’ in the
receiver information table is searched. The Iris recognition server 135 returns a result
to the client computer 105 which interprets the result. If the result is that the returnee is
not identified, the result is logged and the process stops 340. If the returnee is

35 identified then the process continues 345.



record an image of the returnee's right and left irises, step 220. 20 The
client software 108 sends a nessage to the client conputer 105 for a
nmessage aut hentication code (MAC). The client 105 responds to the request
and issues a MAC. The client software 108 receives the MAC and the
identification software 110 commences t&pture of the returnee's irises.
Once captured, the client software 108 encrypts, conpresses and codes the

captured i nage and assenbl es a sage. for transm i ent
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an issuer assets, l1dentityl ng an asset i dent’i ying a recelver of the
asset scan his or her iris every time an asset is issuc




and val i dating whether the receiver is entitled to draw the asset. It
shoul d be appreciated that the invention is not limted to the order in
whi ch these steps. are perforned. Since the issuer checks out each asset,
it is not necessary for the issuer to 20 scan his or her iris every tine
an asset is issued. C11 CLAIMS: 1. A conputerised identity matching
managenent process for regulating the flssue of secure assets, the process
conprising the steps of 5 identifying an asset having a unique
classificatiqpafgatifier; identifying an issuer of the asset and a

recei ver of the asset, each conprising the steps of: a managenent conputer
receiving a request, fromcapture apparatus waiting to comence a capture
process of. a bAedeipuictisédegSgnhaichivig mdnaghaentgsoass @r refdlatiddthassaie or the
receiver cgsthe as ehg tofgnitiatqnt e g%ﬁt re process; the nmanagenent
conput er ?egﬁgﬁ&ﬁﬁ§’ RIRE™SY EYURY "y °0 ki ng a message to the capture
appar atius, thadesdsagenceset havingg vaiquaichssficosa idedifregcei pt of the nessage

contai ning t h%d&ﬁ%gngaanti&%eP@ﬂBH bSscOARAY PécHi%echc?iilutﬁE 0k, Rhif %i%% he

capture process; e capture apparatus encoding a captu tric
represent &R of the issuer of the asset or representative of the

recer ver of the a%%an\ﬂgérﬁeﬂth_@brﬁﬁﬁ%; réc@ﬁiﬁ@&ag&lﬁ@ﬁ} R Riabeike a@ﬁ&z@fus

returning the nessa%g, rece|V|ng)the ncoded c%ptured blﬁ?&trlc; %pd t he

managenen? 2E851 EYPTGREAIFEGTE RECES A BaMESFEPIcs tallyg of s ISsHer Abthe2o a

mat chillg psacesise feocik el the a8t to hifatd the cagtondedcsapt ured bi ometric agai nst

stored records aqﬁeq%nerati an identifigati&ptﬁode representative of the
e

. dNALCINCTIN COY ter réspondin c Teques b refurnin a
i ssuer of the ass or epreseHFg?lve Re fecet vel' Dt Y he'"aseE “when a

mat ch i s messagk tor e chpviagpparatiss dlovmessegpedntiihioge woquietwmicrindgespstdfer t he
recel ver'ge %é%hé}eﬁggntai[ﬂﬁ{gcﬁﬁsc&d%eataﬁﬁeéa ﬁir@%%?&ﬂaﬁét LRRinpORnikibh&r @Rd, 1f a
match is determmhed 25 1ssulng the assep and recording irnformation to form
a use recHPHIPEI%EISHg to the issue of the asset. 2. The process according

to claisml, where thheast@mpphrahiieenobdiagarmpturéPhipkiedic repedstritaiividot the
ressase | S GRS SRSLALS, OORVLS B B LLLSL WIRkca n Tire, the
instance in the management computer, after retuming the message, receiving the
encoded captured biometric; and
the management computer decoding the captured biometric and initiating
20 a matching process to find a match for the decoded captured biometric against stored
records and generating an identification code representative of the issuer of the asset or
representative of the receiver of the asset when a match is found;
retrieving a receiver's privilege to determine whether the receiver's privilege
matches the asset classification identifier and, if a match is determined
25 issuing the asset and recording information to form a use record relating to the

issue of the asset.

2. The process according to claim 1, where the step of the management computer
returning the message to the capture apparatus occurs at a first instance in time, the

30 management computer receiving the encoded captured biometric at a second instance in
time, and the management computer operating to decode the encoded captured
biometric and initiate the matching process to find a match for the decoded captured
biometric against stored records only when the second instance is less than a
predetermined time interval later than the first instance.

35




time, and the managenent conputer operating to decode the encoded captured
bionmetric and initiate the matching process to find a match for the decoded
captured bionetric against stored records only when the second instance is
|l ess than a predetermned time interval later than the first instance. 35
12 3. The process according to claiml or claim?2, further conprising the
step of generating an alert if the releiver's privilege does not match the
asset classification. 4. The process according to any one of clains | to 3,

wher e the3assetis pRIBY &Rordn@RY cRIE Dor TR Bf fulfher tohbavhS Ghe kiep s s,

weapons, batons, pharmaceutical , nedjcations and oducis, narcotics,
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claims | to 4, where the unique «classification identifier is securely

attached § o, inprinted directly ont [: t t . The
or ocess. akoor oTHPBE- Ry AHMecp sk Applsct €1, Blirefle SRR, qorfrit
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radi o frequency I frer. conputerised identity matchi ng nanagenent
process for regulating the return of secure assets, the process conprising

t ge st ]§pss.0f DR !p]gl@i_@gd fagbdidingn t@%@% oﬁ@\deGlaﬁnsJ ni qeled,c Iwﬁl%fd fthes anidue
identifier; identifying a.receiyer 0,seeks. to. return the asset

conpri si n@laisﬁigcagf”éﬁ‘iené‘%?r I Srehede Alkarhed g‘f‘rp‘?ft lg?p%‘?fieﬁ%\li‘?cﬂéf Ptp 9f 8t et r om
capturl® agpet at us waiting to comrence a capture process of a bionetric
representative of the receiver who seeks to return the asset, to initiate

the capture process; 25 the managenent conputer responding to the request
by returné.ng alhempsesee acoorting tapnir enappaclaings 1 theS.misdisey éhe awideni ng a

uni que codgs&d+iheaRhREeOE a Hah§deeSSage contai ning the code at the capture
apparatus causing Itnitiation of the capture process; the capture apparatus

encodi ng a captured bionmetric representative of the 30 receiver of the
asset M th theTieogescebd acembmge e ninyConp wifetlaingd tiero r {t wheieghd haiquessage,
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8. A computerised identity matching management process for regulating the return
of secure assets, the process comprising the steps of:

20 identifying an asset having a unigue classification identifier;

identifying a receiver who seeks to return the asset, comprising the steps of:

a management computer receiving a request, from capture apparatus
waiting to commence a capture process of a biometric representative of the receiver
who seeks to return the asset, to inifiate the capture process;

25 the management computer responding to the request by returning a
message to the capture apparatus, the message containing a unique code and receipt of
the message containing the code at the capture apparatus causing initiation of the
capture process;

the capture apparatus encoding a captured biometric representative of the

30 receiver of the asset with the code;

the management computer, after returning the message, receiving the
encoded captured biometric; and

the management computer decoding the captured biometric and initiating
a matching process to find a match for the decoded captured biometric against stored

35 " records and generating an identification code representative of the receiver when a

match is found;




a matching process to find a match for the decoded captured bionetric

agai nst stored 35 records and generating an identification code
representative of the receiver when a match is found; 13 retrieving a
receiver's privilege to determ ne whether the receiver's privilege matches
the asset classification identifier and, if a match is determ ned
retrieving the asset fromthe receiverldand recording information to forma
use record relating to the retrieval of the asset. 5 9. The process

according to qleﬁciemr@ afrweﬁmfe ;ﬁﬁzﬁ'l]égé $b mﬁtdﬂmeswwh@ﬁ tHedRRtivENY paviddpe | ssuer
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in tim, the nmessage containing a unique code and recei pt of the nessage
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conputer, af t er rah@rﬂmﬂagem&ﬁ Wereceﬁﬁ@ Hllﬁ@udsheﬁoﬁn@@ﬂﬁé patatised
bi onetric; he managenent co][sH)ut er,fl Ehglcodl n(?Et he ca bl orret ric and

initiating® % t‘é& REMHCRG BPUERBYCFS ¢ “’rSS?*a Hee" oat > Qpt ur ed
bi ometlO mnagmthstcapmmmdcess;ecor ds and generating an identification code

Lobording to. ol ai i1 hRHEEt GERphelBelibnalrd L UF cedbo, BACHRERER®S,
conput er mewsaghine mnﬁ@wagéuls@ttahﬁrSémaJﬁenémﬂb& H@S@@é@patamm& afu r st

i nstance jfqud Lo m{dhﬁeceigﬂagﬁ{éeﬂtessﬁ i t8id éeﬁ@abuagu iecanaedegdaeant ured
bi onetric at a.secon nstance 1 n t he rranagerrent corrput er

oper at i ngcAsingduigg téor%?@h%ﬁ%ﬂ@d’m‘i?é?}t ur ed b| onetric and initiate the

mat chiysg process tthe f:apldreaa.p@iaﬂaﬂis dnevdinpe dpapettBiontapd thpedeiiatvess ihe

agai nst stored t%lg%( en the second instance is less than a 30
predeterrﬁ‘ﬂlgaof hr%lssfe f”é YSter than the first instance. 11. The process
according to any dhe mdnagbmpents c@npger] (alteptrehening etha smetssg oiepeivigg the

encoded captured biometric; and

the management computer decoding the captured biometric and initiating
20 a matching process to find a match for the decoded captured biometric against stored
records and generating an identification code representative of the issuer when a match

is found.

10.  The process according to claim 8 or claim 9, where the step of the management
25 computer retuming the message to the capture apparatus occurs at a first mstance in
time, the management computer receiving the encoded captured biometric at a second
instance in time, and the management computer operating to decode the encoded
captured biometric and initiate the matching process to find a match for the decoded
captured biometric against stored records only when the second instance is less than a

30 predetermined time interval later than the first instance.

11.  The process according to any one of claims 8 to 10, where the assets comprise
any one or more of the following: fircarms, weapons, batons, pharmaceutical
medications and products, narcotics, precious metals, and legal documents.

35




any one or nore of the follow ng: firearns, weapons, batons, pharnmaceuti cal
medi cations and products, narcotics, precious netals, and | egal docunents.
35 14 12. The process according to any one of clains 8 to 11, where the
unique classification identifier is securely attached to, or inprinted
directly onto or into, the asset. 5 13. The process according to any one
of clainse 8 to 12, where the unique dH4dassification identifier is a
barcode. 14. The process according to any one of clains 8 to 12, where the
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conputeri zed i hi ng managenent system for ting the i ssue
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recor ds ofss@ssets each having a unique asset classification identifier and
a record of receivers and receivers' privileges; 15 an asset identifier for
identifying the asset to be issued or to be returned; a conputer

pr ogr asnets. to T}reepﬁicvesg accroediugsto afiy amecaptcldims appar &2 usvhes thenginiqoe
comence g{l Ccess bionetric, to initiate the capture process

to |dent|‘fasSl Craé%%l erl(s)abamorg‘aquest| ng the i ssue of an asset or the

return of an asset; 20 respond to the request to return a nessage to the

capture appar agys mtcas% BRIFAGCGAY At B it U8 §90GineRN thohiRicRier eoel Pt

of the message Cohtalni ng at the capture appar at us causes
i ni tiati oHast IGP'H%H@Bﬁlﬁﬁfésﬁr’f@%@@qﬂw&le@@?ﬂr ning the message, receive a
capturi@gd bionetric fromthe capture apparatus encoded with the code; and

25 to decpde the captured. pi onetric: and a'na tication seryer. to
ot o m et oh PRl RSO s Sine R e Bt PRE BRoalat R e ivhg
bi onet ri cofagathosttust afi stureesestslsomptising: generate an identification code
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the return of an server fur B
retrievi r@ai{sﬁ@ah@l@:ﬁm@ﬁefsﬂnﬁmI\?tqrég)éf%wlet‘ﬁ adireeaiyand Pviidesssr t he receiver's

priviligge nmat chessd Iﬁfenﬁﬁéﬁforﬁie%ﬁ%hﬁg Rt td BleRbddiRlio be ARsnkd, a match is
determined forming a use record relating to the i ssue of the asset or the

return of the df9gguter programmed fo:
receive a request, from capture apparatus waiting to commence a capture

process of a biometric, to initiate the capture process to identify a receiver who is
requesting the issue of an asset or the return of an asset;

20 respond to the request to return a message to the capture apparatus, the
message containing a unique code, and where receipt of the message containing the
code at the capture apparatus causes initiation of the capture process;

after returning the message, receive a captured biometric from the capture
apparatus encoded with the code; and

25 to decode the captured biometric; and

an authentication server to perform a matching process to find a match for the
decoded captured biometric against stored records and to generate an identification
code representative of the receiver who is requesting the issue of an asset or the return
of an asset when a match is found, the server further retrieving the receiver's privilege

30 to determine whether the receiver's privilege matches the asset classification identifier,
and if a match is determined forming a use record relating to the issue of the asset or
the return of the asset.

16.  The system according to claim 15, where the step of the management computer
35 returning the message to the capture apparatus occurs at a first instance in time, the

management computer receiving the encoded captured biometric at a second instance in




16. The system according to claim15, where the step of the managenent
conmputer 35 returning the nessage to the capture apparatus occurs at a
first instance in time, the managenent conputer receiving the encoded
captured bionetric at a second instance in 15 tinme, and the nmanagenent
conput er operating to decode the encoded captured bionetric and initiate
the matching process to find a match flor the decoded captured biometric
agai nst stored records only when the second instance is |less than a

pr Ede'([jer nﬁr?@d afldl nfﬁeilgh@dg\éﬁieni %bﬁﬁ)ute?aépérﬂﬁlgf ;td decods tﬂﬁ’f?%@eocﬁedlzaptﬂi@@ nyt em
according .to claiml5. or re er ur.t her a 0
ot 1ty el i e natthie Trhss J oth Selsh doh g Sroanb! SRR C) b s
15 to 17, bivimetrk tp@nstestored odcoedsclonlyl vheasties second f mstaher is rledsudea the date
and time ﬁr@&eﬁﬁﬂﬁefﬁ 28 iR fa?e?ﬁlea‘ijltﬁé(ﬁ{’sh?nsﬁlﬁé’er and received by the

receiver. €’'s s ém accord 0 any one of clains 15 to 18, where the
recordSof the asset's use incl udes a date and a time that the issuer

received fhe aggety %C&C{)%& }e 618%?'1‘5961: @l W& thé CcondiferS ¥ tigMer

according to any one 19, where the conput er is further
progr armewogwqdhtﬁtld‘?mlfi’ﬁnFs§u?5é’tf§?5ﬁf5ned that the receiver's privilege
matches the asset classification identifier a message is able to be

t t the .20 rel t h 21. Th
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al erted system according to any one of claims 15 to 21, where
the asset identifier is a radio frequency reader for identifying the asset
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15 receiver returned.

20.  The system according to any one of claims 15 to 19, where the computer is
further programmed such that if it is determined that the receiver's privilege matches
the asset classification identifier a message is able to be generated authorising the

20 release of the asset to the receiver.

21.  The system according to any one of claims 15 to 20, where the computer is
further programmed such that if it is determined that the receiver's privilege does not
match the asset classification identifier the issuer is alerted.

25
22.  The system according to any one of claims 15 to 21, where the asset identifier is

a radio frequency reader for identifying the asset to be issued or to be returned.

23.  The system according to any one of claims 15 to 21, where the asset identifier is

30 abarcode reader for identifying the asset to be issued or to be returned.




