WO 02/46893

12

i3

14

115

/

™ set in root lement:

*  BAMESNB0E alng: gumi

*  aittholo exel ralgoricks

*  alEbole gomd ykeyprotaction

!

™ soized slemenls 4 B2 Secueed sad

Sspacify MRy 1o entrypt respecivaly

!

/

b £lemnl anarypring on
rnor. alement

(522 1IG 2

v

= 2 JUN 2005

PCT/SGO/00196

*  gifibuls sl cmecnred

15

setin mot elemont: i

v
/e,

FIG 1, Document Encryption

16




WO 02/16893

3

215

PCT/SG00/00196

¥ no SR atfhute sonlrkeyinfo
m' =Yy

i gl R e

wtiribate; othonvisa, gat the key value

ey

- 2 JUN 2005,

23

sel eement alkibule sel cloment oftttuste ot olbinen!  afrbuie
BXpd z e EYRTEd

24 1.

£XP1 encrypted sxsl 2 enpryphed ;
a*piook wvr ¥ ol bntrypled “hyesT
7 AN v -
Womonts 25 oo it bl ot heve: A
Block using the genemted genensied key
Ky ViR '
v !
15peat this sianen! eOCFyL0A process
o0 £ sub-itaments of this elamont § [~

29

v
[ == T

FIG 2. Element Encryption

\[=




- 2 JUN 2005

WO 02/46893 PCT/SG00/00196

3/5

R

34
comple vaie for thi Fom
_lﬁnﬁ@m:k@ﬂnm
oulpust o {etanant, key) pair

'L TN 35
———)ﬁ fapeat $his protess on okt sub-
elements of this elomang

oK T N=
T e

FIG 3. {(element, key) Pairs Computation




R

4/5

41

43

usiagihe ke vatie and set sltribaie
FREL rengrypted="no”

’ decrypl the doxt nesies of this slemont

v

WO 02/46893
42
44 | )
47

repaat BNt frotoess on al sub-
slements of this olomern

F1G 4. Docurnent Decryption

= 2 JUN 2005

PCT/SGO0/00196



WO 02/46893

5I5

- 2 JUN 2005

PCT/SG00/00196

FIGS. Access Control Using Secure XML



