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Fig. 3
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Fig. 4
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Fig. 5
(Token Generation Rules)

| For illustration, GATE_4 embodiment is used (see Fig. 2A)]
The goal is to generale 16 tokens with no redundanl symbols in them, each token will have 4 symbols,
one from each dimension. e.g.: Token_1(2@ U +), Token_2{30?#A), ..., Token_16{ 16 @ v %)
At least one user pin” shouid be in one of the 16 tokens, possibly more, even all of them.

Notice the orders of symbols above, 1% one is always from 1*_Dim, 2™ one is from the 2™ _Dim ...

Rules And Steps Example Results

[1] Create 4 Vectors each contains 36 symbols from ore of the four M1V 11 3535]1
dimensions described in FIG 2 : Available_Symbols for GATE_4. V_2 &r E ?)
Each time a symbol is removed from a Vector, its size will reduce byone.  V_3{ ¢, », ... “F}
The reason to remove symbols from the vectors is to avoid duplication. Va+-. Fm)
Il refer to the above veclors as dimensional vectors 1 V_1,V_2,V 3, V_4.
Each token generation step will remove one remaining symboi from each
of the 4 above vectors, 50 that no two tokens will have the same symbols.

[2] Get User_id entered by the user during login process [2] admin

[3] Get user passcode* from User_Id saved in memory during registration [3](Lw2=

[4] Save a random pin from user passcode into : User_Pin_Vector** [4]w

{5] Save a random number { from 1 1o 16 ] to User_Pin_Show_Up_Location [517

[6] for (i=1 ; i<=18 ; i++) do step [7] and [8] to generate 16 tokens [6]

[7] Create an empty foken : a vector to hold 4 symbols [7] Token _i()

[8] for (=1 ; j<=4 ; j++) do step [B.1] or [B.2] to add one symbol from each  [8] Add 4 symbols to it.
dimension fo the token. Step [8.1] makes sure at least 1 user pin is used.
[B.1] if i equals User_Pin_Show_Up_Location and ¥ from User_Pin_Vector [8.1] Token_7(15~ ¥ @)
is still in V_j, remove it from V_j and add it to current token.
[8.2] else remove one random symbol from V_j to add to the current [8.2] Token_ (8 E * 2)
token. Size of V_j will reduce by one after removing thal symbol.
[9] After the above steps, we will have 16 tokens with at least one user pin.  [8] Token_1, ..., Token_16

Note : * pin - each symbol in a passcode* i is a pin. For instance (1) is the 1% pin and = is the 47
= pin in the foliowing passcode : (Dw 2=
™ passcode - similar to common sense pass'mrti, but can contain symbols from the
selections in each dimension [e.q. (U ¥2 =], the dimensions are
described in FIGS. 2A and 2B.
*** User_Pin_Vector - a Vector in computer language Java which can contain any number
of slements of any type, in this case a symbol.
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Fig. 6
(Token Selection Rules)
[1] User will be shown 16 tokens in a 4 x 4 table, each token will have 2@
4 symbols in it, for example, a token(2Z © ¥} will show up like this | g
Each dimension has a fixed positicn in a token, upper left is for 1% 14D :Eznd D

dimension symbols, upper right is for 2" dimension symbcls, lower RS i
left is for 3 dimension symbols, lower right is for 47 dimension symbols. 3epi g7 .
Fixed position will help user quickly locate symbols in a token. 5 :

[2] User must follow the order of 1 2 - 3 4

user passcode, e.g. ([ ¥2 =, . :
to select the tokens that contain 13 & | 3 ® | o9 P 28 !
user pins. For example, the table

i
on the right has 18 tokens, at @) O R > e v =
least one of them contains a

user pin, user can follow the

below steps to select tokens. 3 @J 36 @ 6 19 @
For easier reference, {1l name B_ =

Therows: A, B, C, D, and «~— B - W ¢ T X +
columns: 1,2 3. 4 ;

[3] Since user's 1% pinis D which 20 @) | 26 @ 117® |12 ©
belongs to 2 dimension, he can C 3 i

search for it in the upper right > {F € | X - mi
corner of each token. because it's C ‘ E

not in any of the 16, he can and . i

should pick any token in its place. 32 @ | 35 ;@ | 16 @ 10 @
SolcanpickA2:(34mo3). D o
Same with 2 user pin : ¥, *» 3 Ww® @« | C®
because it's missing, | can pick |

D3: (16 (B » =), 3° user pin 2is also missing, so 'l pick B1: {3@ @), But the 4"
user pin = is in token A1, user must pick it to be valid, so I'l pick A1: (13 & & &),

So in the end, user picked the following 4 tokens : (34 & ¢ 5}, (16 (B » =), {3@,4_@}
and (13 & © =), these 4 tokens will be sent to the server for validauon. G o
For GATE _5 : The process is the same as GATE_4, just add cne 17

more dimension, A sample token and the locations of the 5 dimensions - F

are shown on the right. Now a token might be lke this: (D017 @ £). i lowp

e iy R A

Each table has 16 tokens, but each token contains 5 symbols 3{}
—one from each of the 5 dimensions from FIG. 2B. ergD
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Fig. 7
(Token Validation Rules)
For GATE_4 : continue with the example from FIG. 6.

[1] User must follow the order of 1 2 3 4
user passcode (I} ¥ 2 = to select

the tokens that contain user pins. 13 & ; 4 @ 29 @I 28 !

[2] The original 16 tokens are shown _ .
in the table on the right A O QOB -8 | V=

4P C L) (16Bew) |

[3] The 4 tokens user selected were : 3@ 36@ g : 319@
(3@ + ®)and (13& @ =), B. ,_@ = @ l w | X+

4) The validat il 5 |

oot W@ |20 |116 1120
fails, user loginrequestwilee.  C G @ [F € (O X O
denied. i

et

if user selected less tok 10
gt (2@ 150160 |00
jogin requestwillalso be denied. O & W& O0€ TH

[6] In my sample implementation user
passcodes can be up to 6 pins long.

[7] Since user's 1% pin is (D), we will go through all the symbols in all the 16 tokens and see if
the symbol () exists. Since it didn't exist, user can and must pick a wild-card token in its
place, and in our example, user's 1* selected token (34 8 O %) is valid.

[8] User's 2 pin ¥ is also missing in all the 16 tokens, so the 2" token that user picked :
(16 B » ) is also valid, same with the 37 token (3 @ « ®) user picked.

[8] User's 4" pin was the symbol =, and when we go through all the symbols in the above 16
tokens, we can see it's in the A1 token, so in order to be valid, user must and can only pick
A1, and in our example, he did pick (13 & © =) as his 4” and last foken, no more and no
less than the pin count (4) in his oniginal passcode, therefore, user login request is granted.

For GATE_S : The process is the same, just add one more dimension.
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