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BACKGROUND OF THE INVENTION

The present invention relates to non-volatile memory systems and more
particularly to a system that integrates hierarchically organized non-volatile memory with
a programmable controller for perfofming operations on the non-volatile memory.

_ New multimedia applications for computers make great demands on system
performance both in terms of processing power and memory capacity. For example, 1-D
and 2-D Discrete Cosine Transfor-ms. and Inverse Discrete Cosine Transforms are
necessary to implement JPEG and MPEG compression and decompression. - Wavelet
compression requires various digital filtering operations. Fractal compression potentially
requires both filtering and extensive search operations. Image enhancement also requires
digital filtering. All of these operations require extensive computations and/or
comparisons to. be performed on large amounts of data.

One solution is to simply assign these tasks to the CPU of a computer
system. Multimedia performance will then be limited by the CPU speed as well as the
speed of access to memory. If the com'pu_tér syStém is 'rumﬁng other tasks concurrently,
these other tasks will also be performed slowly. .

| Another solution is to provide supplemental hardware. For example, a
computer system may be equipped with an additional board including a digital signal
processing circuit and memory, both dedicated to multimedia tasks. This approach,
however, adds considerable expense and furthermore, the added memory duplicates
resources already available within the computer system. . |

Similar problems are posed by system security.  Controlling accéss to the

computer and/or protecting the confidentially of data stored and/or transmitted by the



compari sons to be perforned on | arge. anobunts of data. One solution is to
sinmply assign these tasks to the CPU of a conputer system Miltinedia
performance will then be limted by the CPU speed as well as the speed of
access. to nenory. If the conputer systemis running- other tasks '
concurrently, these other tasks will also,be perforned slowy. Another
solution is to provide supplenmental hardware. ‘For exanple, a conputer
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i npl ement ed. Encryption and decryption represent yet another ‘potential

drain on the cormut er's processsdhqg”&oi\;\edlr THE INVENTION |
The present invention provides computer systems with additional
Iperformance for demanding ap‘plications while adding little additional hardware. In one
embodiment, a slave device for a host computer systern combines an embedded |
programmable controller with non-volatile memory, lo'cal_RAM, and interface logic.

The host computer system treats the slave device as if it would be a hierarchical memory
system such as a conventional disk drive on which it may store and retrieve files.
Additionally, the host computer system may program the controller to perform operations

~ on stored information, including image processing and/or data compression. The non-

volatile memory may include 2 disk drive, optical disk, writable CD-ROM, znd/or non-
volatile solid state memory. |

In accordance with a first aspect of the invention, apparatus for providing
non-volatile déta storage and. additional processing to a host computer system includes a
non-volatile memory system including at least one non-volatile memory device. The
non-volatile memory system includes a hierarchical memory structure and responds to
hierarchical memory structure contrc_).l commands received from the host computer system
by storing and retrieving information from the host computer system. The apparatus
further includes a programmable controller. The programmable controller 'operate's
according to a control program received from the host computer system. The
proérammable controller responds to one or more commands command from host
computer system to invoke the control pro.gram; The commands cause the programmable
controller to operate on information stored in the non-volatile memor_v' system.

In accordance with a second aspect of the invention. apparatus for non-
volatile data storage and high-speed data processing in a host compuier sy.stem includes a
plurality of units. Each such unit includes a non-volatile mem:or_v system that includes at
least one non-volatile memory device. The non-volatile memory system implements a
hierarchical memory structure and responds to hierarchical ‘memory structure contro!

commands by storing and retrieving information. Each such unit further includes a



Furthernore, encryption and decryption key information are typically stored
on the hard drive of the conputer where they are difficult to protect.
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| BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 depicts a computer system suitable for incorporating the present
invention. _ |

Fig. 2A depicts a storage system combmmo hierarchical storage and
supplemental processing for installation within the computer system of Fig. 1 in
accordance with one embodiment of the present invention. '

Fig. 2B depicts the storage. system of Fig. 2A auomented with computer
accessible memory which may be accessed as a part of system memory of the host
system of Fig.-. 1 in accordance with one embodiment of the present 'invention.

Fig. 3 depicts a netv)ork of _s.tor'age systems similar to'_the one in Fig. 2 in
accordance with one embodiment of the present invention. )

Fig. 4 depicts how subunits of storage systems similar to the one in Fig. 2
are functionally interconnected in‘an MPEG compression application of the. multiple’
storage system configuration of Fig. 3 in accordance with one embodiment of the present
invention. |
| Fig. 5 depicts functional elemeﬁts of a digital portable télephon° which
acts as a host computer system to the storage system of Fig. 2 in acrordance with one

: embodlment of the present invention. _

Fig. 6 depicts a dl_gltal motion camera unit that acts.as a host computer

system to the storage system of Fig. 2 in accordance with one embodiment of the present

invention.



by:; storing and retrieving information fromthe host conputer system The
apparatus further includes a programuable controller. The programuable
controll er operates according to a control programreceived fromthe host
conmputer system The progranmabl e controlgl er responds to one or nore
commands command from host conputer systemto invoke the control program
The commands cause t#ig, pr @piAsapeisenat Aigitabhdsitant ohaetsadsea hosticofputent i on
stored in the non-volatile nenof system In accordance with a second
aspect of systemi tmﬁbmsm&geammi’lg Jr insrerdarneavith ong gmbodingsni g thgrpyesent
hi gh- speed d%h% processing in a host conputer systemincludes a plurality
of units. QUch unit includes a non-vol atile menory systemt hat

i ncludes at | east one .non-volatile nenory device. The non-volatile menory

systeminplenents a hierarchical -nmenory_str responds to
hi erarchical nmenory st r PESCEIRBIAN &IF g%%&ﬁ@ﬁ@@ﬂ“‘ Jand retrieving
nf or mati on._Each Sugly Yidoi s hBGcolBelen dperd 10 subaBlcomE ABBRHrAing the

controller. The progra&r contr operates an external |y confi gur abl e
contr oI prpygsreamm'edumresﬂimdcquumr systeomh@ intlfdes m husel hwhichdoieponagcts major

- subsystems such as a central processo. 14, a system memory 16 (typically RAM), an

input/output (I/0) controller 18, an external device such as a display screen 24 via a
display adapter 26, serial ports 28.and 30, a keyboard 32, a floppy disk drive 36
operative to receive a floppy disk 38, and a CD-ROM playef 40 operative to receive a
CD-ROM 42. 'M.any other devices can be connected such as a mouse 46 connected via
serial port 28 and a network interface 48 connected via serial port 30. Bus 12 may
include signal components which may or fnay not operate together. Bus 12 may be
divided into cénstituent buses for particular purposes such as memory access, 1/O access,
etc. ' |

In accordance. with one embodiment of the presént inventibn, host
computer system 10 incorporates a special storage system 50 that incorporates both non-
volatile memory and programmable processino for performing dperat.ion on the contents
of its memory. One function of storage system 50 is to take the place of a combination
of a disk controller, such as an IDE controller or SCSI controller and a hard disk drive.
To host computer system 10, storage system 50 appears as a hierarchical memory system
able to receive and respond to hierarchical memory control commands to store and
retrieve files within a stored directory structure. In accordance with the present
invention, storage system 50 is proarammable to respond to other commands to perform
| data processing operations on stored information. | .

Fig. 2A depicts a particular conﬁvuranon of storaoe system 50 in
accordance with one embodiment of the present invention. Storage system 50 includes 2
host interface 202, an embedded programmable controller 204, an intemal RAM 206, an
internal ROM 208, one or more internal DSP circuits 210, one or more internal coder
circuits 212, and one or more content addressable memory (CAM) units 214. Storage
system 50 further includes an error correction coding unit 216, a non-volatile memory

interface 218, and a plﬁrality of noh-vola_tile memory devices 220, Hbst_ interface 202 is



system'to invoke the control program The control programoperates on the
information stored in the non-volatile nenory system Each such unit
further includes an interface systemfor exchanging information wth ot her s
of the plurality of units. The plurality gf units i-s programable by the
host conmputer systemto operate concurrently on stored.information. A
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whi ch may, be accessed .as a, part of st em nenory ,of ystem of _Fig.
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components may be combined into a single integrated circuit. |

‘Host interface 202 intéracts with bus 12" of computer system 10. For
example, bus 12 may be a PCI bus. Host in.t'erface 202 will then be equipped to interact
with the PCI bus. In part, host system 10 interacts with storage system 50 as if it were a
hierarchical memory structure operating under the direction of an SCSI or IDE
controller. Host system 10 uses stdrage system 50 to ﬁave and retrieve files. The
interaction between host system 10 and host interface 202 for the purpose of data storage
and retrieval is explained in Messmer, -Tﬁe Indispensable PC Hardware Book, (Addison
Wesley, 2nd Ed. 1995), pp. 731-838, the contents o_f which are herein incorporated by
reference for all purposes. | | |

Embedded programmable controller 204 interprets the storage and retrieval -

- commands received from host system 10 and directs the flow of stored and retneved data
between host interface 202 an non-volatile memory 1nterface 218. Embedded -
programmable controller 204 is preferably an ARM- 7 TDMI available from ARM
Limited of Cambridge, England. ' Error correction coding unit 216 is mterposed in the
data path between host interface 202 and non-volatile memory interface 218. “Error
correction co_di_ng unit 216 applies an error correcting code to data be stored on non-

* volatile memory devices 220. For retrieved data, error correction coding unit 216
checks for errors, corrects errors, and removes the code. Error correction coding unit
216 may be progtammablé via host interface 202.

Non-volatile memory devices 220 are preferably 4MB or larger flash
memory de\)ices internally optimized to support MS-DOS sectors. In an alternative
embodiment, a hard disk drive, or writable optical drive serves as-non-?o_latile 'memor‘v.
Non-volatile memory interface 220 is péniculaﬁzed to generate whatever data, address,

and control signals are needed to interact with non-volatile memory devices 220.



accordance with one enbodi nent of the present invention. Fig. 4 depicts how
subunits of storage systens simlar to the onein Fig. 2 are functionally

i nterconnected in an MPEG conpression application of the nultiple storage
system configuration of Fig. 3-in accordapce wit h-one enbodi nent of the
present invention. Fig. 5 depicts functional elements of a digital portable
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accordance w I ment of the present invention.
portion within ROM 208 handles basic controller operation and file storage and retrieval.
File storage and retrieval is preferably han_dled as specified by the ATA disk control
specification, ANSI-X3-221-1994, as available from the American National Standards
Institute of New York, New York, the contents of which are herein incorpbrated by
reference. | | | _

Preferably, a minimal set of extensions to the ATA interface command set
includes a "write to internal memory of embedded controller,” "execute embedded
controller memory," “reset embed;!ad controller write mem'ory pointer.” When host
system 10is to configure embedded controller 204, it first invokes the command, "reset
embedded controller write memory pointer.". It then invokes "write to internal memory
of embedded controller,” as many t'i_mes as nebesséry to load the controller’s internal
memory with the control program. After the prdgram is loaded, the host system may
invoke the control brogram by issuing an "execute embedded controller mefnory"
command. The internal memory of the controller may be either volatile or non-volatile.

| Further extensions to the ATA interface command set may include but ar

not limited to "bperi new intemal. ﬁle',‘; "write internal sector, read interhal sector,"”
"close internal file," "execute i_nternal ﬁle;,." ';terminate internal execution," and "hide |
internal file." The referenced files file sé'ctors are stored in non-volatile memory system
220. The modifiable portion of the control proorarﬁ performs operations on information
stored within non-volatile memory devices 220.

By modifying this control program, host computer system 10 may
configure storage system 50 to perform various functions independently of CPU 14. For
example, storage system 50 may perform JPEG or MPEG image compression on image
data to be written within non-volatile nﬂemory devices- 220.‘ Storage system 50 may also
implement image enhancement algorithms to impro?e resolution to, e.g., correct CCD
array flaws or suppress noise in captured NTSC frames. RAM 206 may be used for
storage of intermediate resuits. '

In accordance with one embodiment of the present invention, other

circuitry may cooperate with embedded programmable controller 204. For example. if



DESCRI PTI ON OF SPECI FI C EMBODI MENTS Fig. 1 depicts a host conputer system
10 suitable for incorporating the present invention. Host conputer system
10 includes a bus 12 which interconnects major subsystens such as a central
processor 14, a systemnenory 16 (typically RAM, .an input/output (I1/0
controller 18, an external device such as’'a display screen 24 via a display
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particul ar purposes such as nmenory access, |/0O access, etc. In accordance
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pl ace of a conbination of a disk controller, such as an |DE controller or

SCSI cont r @dyee ormer mone compongRtscutly as theMpiesela SGPRAseres ygilable from st or age
system 50 b o?§cﬁau@r'1§urrg,r ﬁpr'locrg lox TRIBLY DYPEST developed by DSP Group, Inc.

of Sarita Clara, California. The control program for digital signal processing circuii(s)
210 is also modifiable by host computer system 10 and stored in non-volatile memory
devices 220.

If coder(s) 212 are included, they may assist in other operations needed for

image compression and decompression. For example, coder(s) 212 may perform run-
length encoding of the results of th_e.outputs of the 2-D DCT or 2-D filters implemented

by digital signal processing circuit(s) 210. Coder(s) 212 may also perform bit packing :
operations to support compression or run-length decoding and unpacking to support: N
decompression. Coder(s) 212 may also perform Huffman encoding and decoding to
-support the JPEG and MPEG schemes. Coder(s) 212 may also perform bit scrambling to
support decryption and/or encfyption.

Wavelet and fractal compre_ssion/decompression may be supported by DSP
circuit(s) 210, coder (s) 212, and.CAM(s")'~'214. Fractal image compression and . |
decompression'uses CAM(s) 214 to search for recuning patterns. Furrher details of
fractal image compression and decornpression are explained in D.R. McGregor, et al.,
“Faster Fractal Compression" Dr. Dobb's Journal, (January 1996), Y. Fisher, "Fractal
Image Compressxon" SIGGRAPH '92 Course Notes, Y. Fischer, et al., "Fractal (Self-

VQ) Encoding of Video Sequences”, Proceedings of the SPIE Vrsual Communications

and Image Processing, (September 1994), Barnsley, et al., Fractal Image Compression,
(A.K. Peters Ltd. 1993), and U.S. Patent No. 5,065,447 issued to Bamsley et al. on -
November 12, 1991. The contents of all five references are herein incorporated by
reference. o |

Storage systern 50 may.also enhance the security of encryption and

decryption. Password data to control access by host computer system 10 or for



able to receive and respond to hierarchical menory control comrands to
store and retrieve files within a stored directory structure. In accordance
with the present invention, storage system50 is programmable to respond to
ot her commands to perform data processing8operatioris on stored information.
Fig. 2A depicts a particular configuration of storage system50 in .
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internal bus structure °22.2. OF course, nmany .of these conponents y be
om tted i nwiltbongethtededrypt theapywoséapd stores it in a private memory area of non--

volatile memory system 220. This private area is accessible only by embedded

~ programmable E:ontroller 204 f'o'r passWofd decryption 'and is not accessib_le via the ATA
hierarchical niemory control commands. Such a password may be used to allow access
by certain applications on host computer system 10, to control access to otherwise hidden
files on non-volatile memory system 220, or to access a ke}' to decrypt or encrypt data
stored on non-volatile memory system 220. Encryption and decryption may be supported
by coder(s) 212.

To accommodate highly processing-intensive tasks, multiple storage
systems as in Fig. 2 may be combined in an array for high speed p‘rocessing. Such an
arrangement is highly suitable for MPEG, wavelet, and fractal compression or
decompression.  To accommodate this configuration. storage system 50 may include one
or more other interfaces 224 for this purposs. Information to be stored or reirieved and
control program information may be passed through one of N, preferably 4 or more
ports: COM1, COM2, COM3, COM4., etc. Host interface 202 may also be used for
interfacing with other storage systems i_nsie_ad of with host bus 12.

_ Fig. 2B depicts an extension to storage system 50 wherein a computer
accessible memory 226 is physically in-tégrated with storage system 50. Although only a
portion of the components depicted in'Fig. 2A are réplicat.ed in Fig. 2B, it is to be

" understood that any of the components of Fig.-ZA' may be included with a storage system
50 that is physically integrated with computer accessible memory 226. Computer
accessible memory 226 connecis to 2 host system memory bus 228 which may form 2
porti_oh of bus 12. Computer accessible memory 226 operates within system memory 16
and may include one or both of volatile and non-volatile memory. circuitry. Host bus 12
may include signals which are ir_ldepend_eﬁt and concurrently active relative to the
computer memory access signals whereby data processing elements in storage system 50

may independently and concurrently operate upon or transmit to these signals to support



i nvention. Storage system 50 may be physically inplenented as a printed
circuit board, a multi-chip nodule, or a single integrated circuit. The
i ndividual circuits of Fig. 2 may be independent integrated circuits. Wth
a greater level of integration, nultiple c®nponents may be combined into a
single integrated circuit. Host interface 202 interacts with bus 12 of
conput er sy&teeempression (whmgaxmagasomplmynbeieeomesme‘ endoytionn tiegrypiiva
202 wil |l then E gH\R;B%ﬁ]d interact with the PCl bus. In part, host
system 10 ¥ é?%rpéﬁcéssé%{%mf%ae’é% if it were a hierarchical
nMenory structure opergifhémoreles ciche 2d0 A€ bl AAhE erddr SBredctioh cbllag unit 232
controll'er. Host system 10 uses storage system 50 to save and refrieve
files. The dratiteqostdhhetyecasomphies rceeysible rmargorardbhasst hoshispstéragee@y busr
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pur poses. pr ogr amma controller 204 interprets, the storage and
retrieval AEIIgVEsdhe |T9]é%3P1\‘l‘rYoﬁ¥ﬂH6§ £Xpsrtane (KNP vngs HicRR dime bejweqn w9 of
stored and v, host I nterface 202 an non-vol atile nmenory
I nterface Zé’fggﬂuﬁbaggdgg} progr l e controller 204 is preferably an ARM7

TDM avail abl e from AR. 3 depicts sich an array configuration 300 including multiple storage
systems 50 and a global bus controller 302. Global bus controller 302, known to those
~of skill in the art, serves as the direct interface to host bus 12. Global bus coﬁtrollér 302

directs information to be stored, control program information, storace and retrieval
commands, and processing commands to 2 particular storage s»stem 50. Global bus
controlier-302 receives retrieved information from storage systems 50 and sends it onto
host bus 12, For storage and retrieval purposes, the host system interacts with global
. bus controller 302 with conventional storage znd retrieval commands as would be used
by a SCSI or IDE hard disk controller. These commands are augmented with additional
‘commands for requesting special processing operations. '

To distribute commands, contro! program information, and information to
be stored and retrieved, 2 2-D binary tree communication nei\vork interconnects multipls
storage systems 50. Fig. 3 shows 2 pamcul ‘configuration with 16 storage systems 50.
The various COM ports and host int rface are used to interconnect the storage systems
50. A part of the control program for each storage system 50 concerns providing the
necessary connectivity within the context of the overall network. In many image
compression schemes, each storage system 50 performs the processing associated with a
strip of an image or a group of strips. The network also incorporates a 2-dimensional
nearest-neighbor-with- e,doe-umfs -w rapping-around-to- correspondmc'-“d 2-units
communications scheme often known as a torus communications grid.

Fig. 4 depicts how subunits.of storage system 50 are functionally
interconnected in an MPEG compression application of the mﬁltiple-storage system
configuration of Fig. 3. The various subunits perform the functions necessary to MPEG
compression. Global bus input pixel data 402 comes from global bus controller 302

either directly or via one or miore oiher storage systems 50. A scan line block input



Limted of Canbridge, England. Error correction coding unit 216 is

i nterposed in the data path between host interface 202 and non-vol atile
menory interface 218. Error correction coding unit 216 applies.an error
correcting code to data be stored on non-10vol atil e .menory devi ces 220. For
retrieved data, error correction coding unit 216 checks for errors

corrects einpot byuffem#04 imimplemented wis RANE 205 Ao DiswratecCesinegTRAsorm16 may

oeFer bt y Bk raPgibet FOETAEF et Ll i AR ARSI 020
suppor t VB ldeRIaeE bAkS quadiizafforbdn@oD Hfbtie A el ere via @ dbaipénshiiol feddbye O

writable optical drive 'serves as non-volatile nmenory. Non-volatile nenory
i nterface ROt #88 pad wotlar quantization goryrnl dnfarmativrareseivied fem glehad bus sontealigr

220. o BbedBEdepio o diamarebPhthBE fiarmot e r L SEER G A dRCBET,
a control psFRERA bUETEXO4 10, GilsoOimpldhdnte<dotlf RAM 2068gr am r esi des in ROM 208 and
cannot be easily nodified. Another portion is_nodifiable by host system 10
and resides within The MPEG compression schemes take advantage of similarities bétween
successive frames of pixels and the fact that differences between successive frames often
consist of motion of one or mc;;e objects against a fixed backgroﬁnd. Accordingly, it is
useful to store a last block of DCT coefficients in a last block DCT coefficient buffer
412, also implemented by RAM 206. Furthermore, because motion may involve
importing an object from an adjacent pixel area handled by a different storage system, an
input line 414 connects to one or more of the COM ports or host interface 202. '
Similarly, a neighborhood DCT block buffer 416 also implemented by RAM 206
receives DCT coefficients from one or more other stofage systems 50. A motion
detection circuit 418 can then gensrate motion.data based on the difference between the
current DCT coefficients and previlous ones. Motion detection circuit 418 may be
implemented by DSP circuit(s) 210 and/or CAM'uni_t(s) 214. Motion detection circuit
418 generates data for special difference frames for characterizing z difference from a
| previous frame. | | _ _

_ A logic ciréuit 419 switches between the DCT coefficient data of the
cun‘ént frame and the difference data and also generates data for controlling the final
grouping of MPEG data into I-frames, B-frames, and P-frames as kﬁown to those of skill
in the art. Logic circuit 419 also generates 2 portion of the quantization cbntrol data for
compensation feedback input 408. A bit packing circuit 420 composes the frames, and
writes them to a non-volatile write and/or output buffer implemented by RAM 206.

From there, the packet data are written to noa-volatile memory system 220,

| Storage system 50 implements a non-volatile memory circuit with user
configurable encryption capabilities. For example, storage s:)stém 50 may store 2 phone
number directory in encrypted form which mzy be decr)"pted only upon entering a
password, The key for i!erify'ihg the paéswo:d is stored in Inon-volatile memory system
220 and may not be retrieved or :ﬂtered.. Insiead of a password, a voice sampie or

thumb print may be analyzed o provide access. Again the key for verifying the voice



non-vol atile menory devices 220 and within internal menory of controller
214. The portion within ROM 208 handl es basic controller operation and file
storage and retrieval. File storage and retrieval is preferably handl ed as
specified by the ATA disk control specifigation, ANSI-X3-221-1994, as

avail able fromthe American National Standards Institute of New York, New

York, the &9?1@ Bt $h g?in?ﬁ Rt E B4R ButsiHe0s PRbRLE dyktkm! §0.€TAO §eocessing for

Pr ef er abl Y, m ni na extensions to the ATA | nterface comand set
i ncl udes avérifidatien} endryptéom aindfoe desryptisn may bdpetfocimad byl the various preogssing

enbedded controller rese enbedded ¢ er wite menory

poi nt er . WW&&W@%%&?&%SW"{ ’c"éﬂ?qléfy ‘%ﬁ%@?&éu control ler 204, it
first i n}(okes the comTRAd. confpRfeekyseibagdesicre@nh Mg Blis Bhit 6 dppiivdtion of
pointer." It then invokes "wite to i nt ernal rrermry' of enbedded

cont rol | er storage systamn 30. n@hqsdawgsama@sott@kq ahntages ebthe @Pl“é#s' of StoregS nal

menory with the_gontrol After r.o
syst em mayS¥s f'?\%é@ {%1‘5 éo‘?ﬁwg? %(alra'g ¥ Ex&??@&lcﬁ execufegm]%?oﬁ]&g&h
control | er a@@ﬁﬁn&ﬁmﬂ%orﬂﬁﬂ&rls diéh Nk nﬂ'@ﬂ@hdneoﬁm BenvoBtthe ieels speschixe
either volatile or non-volatile. Further extensions to the ATA interface

command sean inpyt andpa@sdmmmie Arod /D convesigr 584 copYsTtB InRrange aydie

L a8l ioth A TR YuPBH AT, 98Re! ikl whe
output digital audio signal to an output analog audio signal to be fed to a speaker 508. A
spread spectrum encoder/decoder and control/interface 510 performs the control
functions for the telephone, controlling interaction with a public wireless telephone
-network, decoding received spread spec'trum signals and generating encoded spread
spectrum signals. An LCD display 512 displays user interface information. A keypad
514 allows the user to control the operation of telephone 500.

An IF modulator/demodulator 516 performs the modulation and
demodulation functions at an intermediate frequency (IF). An RF transceiver 518
- converts the IF signal to an allocated frequency for transmission by an antenna 520 to the
public wireless network. Furthermore, RF transceiver 518 receives a signal from
antenna 520 and converts it to IF fer demodulation by IF modulator/demodulator 516.

‘Further inaccessible encrypnon and decryptlon keys stored in non- -volatile
memory system 220 may be used for encrypting and decryptmo voice signals to enhance
the security of wireless communications. Invoking secure voice transmission also
typically requires entry of a password or analysis of a t_humbprint or voice saniple_.'
Encryption and decryption of the voice signal is perfo;med by the various processing
components within storage system 50. For added security, storage sysiem 50 may be
detachable from .portable telephone 500. |

Fig. 6 depicts a digital motion camera unit 600 that acts as a host
compﬁter.system to storage sysiem 50. Digital motion camera unit 600 includes a CCD
array 602 for detecting an image and converting the imege to an electrical signal. An
LCD display 604 displays 2 user intefface. A user controls digital motion camera unit |

600 via a keypad 606. Internal control and interface circuitry 608 incorporates a CCD

" interface 610, an LCD interface 612, a human input interface 614, and glob_é] bus



internal file." The referenced files file sectors are stored in

non-vol atile nmenory system 220. The nodifiable portion of the control
program perforns operations on information stored within non-volatile
menory devi ces 220. By nodifying this contyrol program host conputer system
10 may configure storage system 50 to perfform various functions

i ndepende 4 rf(.)r'm JPEG or
VPEG | magoibel il i aeslafi R Gne EhBRARENF BN PrRr ST &L 1 o
menory devemeﬁabzaeardstrmbqgmmﬁuemhé&h-iyayf fibgei syRleaites0 shovag éh B gRNBENt
algorithns to inprove resolution to, e.g., correct CCDarrayfIaws or

suppress APEace R2Q i connast kerglobal @#ﬁé‘é’ﬂtijdm 35 Reynaeyableseaqd 68 stares age of

i nt er medi ent
o e HEHE RS quh LRSS 8925 Wb RS ATIRIR MRIo LAROPLERE LS
cont rol | eidis2@isked Fith eaferancs toiFig. 4, oh ihechenlag imdi@idhal toSherRale RbRGESSI Ng
Circui t(s) 210 may assist in dlggl t'al si gnal proceSS| ng operations. Such

oper at i onSapagityi ndemeawatla|catd &l my@ﬂugunm arplayzr [npt shwayn) to replay the captured
moving image data. At that time, the processing components of removable card 618 may '

perform MPEG decompression.

| Fig. 7 depicts a personal digital assistant 700 that acts as a host computer
system to one or more storage systems 50. An LCD screen 702 displays a user
interface. A user may enter data or control the operation of persohal digital assistant 700
by using a kéypad 704 or other assorted peripherals 706 such as a stylus. Intermediate
results and control information are stored in a RAM 708. A personal digital assistant
control/interface 710 serves as the principle processor of personal digital assistant 700.
For long term storage of data and software, personal digital assistant 7_00 uses one or
more storage systems 50. Fig.. 7 shows one of the storage systems 50 as being
removable. For user security, one or more of storage systems 50 may store encrypted
data accessible via a user password. As was discussed above, the key for verifying the
password is not accessible outside storage system 50. Without the password, even the
presence of encrypted files may not be visible. '

In the foregoing spe01ﬁcat1on the invention has been descnbed with
reference to specific exemplary embodiments thereof. It will, however, be evident that
various modifications and changes may be made thereunto without departing from the
broader spirit and scope of the invention as set forth in the appended claims. Many such
changes or modifications will be readily apparent to one of ordinary lskill in the art. The
specification and drawings are, accordingly, to be regarded in an illustrative rather than a
restrictive sense, the invention being limited only by the provided claims and their full

scope of equivalents.



t r.ansf or Wscrete Cosi ne Transfornms and I nverse Discrete

C05| ne Tmmmm‘rﬂ“mﬁ as used in JPEG and MPEG Ot her 1-D and 2-D
lters nmay programeéd to support other conpression schenmes such as

vvavel et -based conpression. Digital  signal 1Drocessing circuit(s) 210 may

al so perform quanti zati on operations to coarsen the data fromthe 1-D and
2-D fllterﬂﬁ&.@&%@ﬂﬂ_procesm ng circuit(s) 210 may be one or nore
conponents such as.the Mtorola 56000 series avail abl e from Motorol a of

Schaunburg, Illinois, or the Cak DSP core devel oped by DSP G oup, Inc. of

Santa Clara, Califor rli a. Twpaesns fer prpvidingaronfvolatilé datacdtorsggand agdiveressi ng
circuit(s) 210 is also nodifiable by host conputer system 10 and stored in
non- vol at i precessing (P d&oSicReMEer. SySEM; Gaid PPRrals ZORDESINGE | uded, t hey may

o vl o o Oper%%@ﬁgﬁﬁggg?é&fﬁfsgﬁpﬂfﬁgﬁpfa?§§59§néﬁg%]§ Sﬁﬁe resé-:}

For exanple, coder(s run-"Tengfh enco

of the out guiice, dhid Aén-ZoRtR Teaior? sRtdn Irésposdingy kigentkidabyeniogi Stalcust gnal
processing ci r cui t(s) 210. Coder(s) .212 may al so performhit a.ﬁ:ﬂ(:kl ng
operat i onscangrod @pﬁﬁﬁft-ndédﬁ?ﬁlé%% from &id hoy cpma&easmawnﬁoam R to

decodi ng- 1 BYOER Pie RS TR 2 " Coger (&) ETZ‘”WSSCSF'SBQ e
performbit scranbli ngprogranmpabie tcofeolierptdio prograimablerconyotleoreceiving a first
control program from said host computer system, and responding to a first command
- from said host computer system to invoke said first control program, said first control
program operating on said information stored in said non—volaiile merhory system,
wherein said non-volatile memory system znd szid programmable controller together

implement a hierarchical memory structure

2. The 2pparatus of claim | further comprising 2 RAM device for

storing intermediate results of szid first control program.

3. The apparatus of claim | wherein said non-volatile memory sysizm

stores said first control program.

4, ‘The apparatus of claim | further comprising a host interface that
couples said non-volatile memory system and said programmable controller to said host

computer system.

5. The apparatus of claim | furth=r compnsmo a ROM device for

storing a non-modlﬁc.ble second control program of sald programmable controller.

6. The apparﬁtus of claim 1 further comprising an error correction
coding system coupled to said non-volatile memory system that applies an error
correcting code to 1mormat10n stored in said non-volatile memory system and that
removes said error correcting code from information retrieved from said non-volatile

memory system, whereby errors are detected and corrected.



Wavel m,ﬁ onpr essi on/ deconpr essi on nmay be supported by DSP :
CI rc I Hz (s) 212, and CAMs)214. Fractal inmage conpression and

deconpression vuse.s M's) 214 to search for recurring patterns. Further -
details of fractal image conpression and ggconpression are explained in
D.R MGegor, et al., "Faster Fractal Conpression", Dr. Dobb's Journal,

(January 1996), Y. Figher, p "e':pgﬁ}a% s &fBEHN GONRERES A0 ErroSLEERARN cingour se
Notes, Y. Fischer, et al., "Frdctal (Self- VQ Encoding of Video

Sequences"s starmq‘,gprbgmnmblet fremSRidchosvicomplutaCmystem. cat i ons and | mage
Processi ng, (Septenber 1994), Barnsley, et al., Fractal |nmage Conpression.
(A KI Peters L';Tg 1993), and U.S. Patent No. 5,065, 447 issued to Barnsley
et al. on Novenber 1 19911‘?? f erd herein
i ncor porated by ref er%ence t%&%ag&géfseggﬁnng fu?r{gbr E?r\‘lgnhﬁ%ancgﬁiﬁﬁs&ﬁfgﬁcu“ ty
of encryptpreBessot opeaitingtinwonjuResceitt sdit programmableadontrolerss by host

conputer system 10 or for 8.encrypting and decrypting data on storage
system 50 may be maintained in non-volatile
9. . The apparatus of claim 8 wherem said digital swnal processor is

programmable from said host compu_ter system.

10.  The apparatus of claim 1 further comprising a programmable
component independent of said programmable controller and operating in conjunction

with said programmable controller.

11.  The apparatus of claim 10 wherein said programmable component
is optimized for performing bit packing and unpacking to support compression and

decompression.

12.  The apparatus of claim 10 wherein said programmable component

supports encryption and decryption.

13.  The apparatus of c1a1m 1 further comprising an additional interface

component for exchanging information w1th a system external to said apparatus

14. _A plurality of apparatus as in claim 13 interconnected for data |

processing under control of said host computer system.

15.  The apparatus of claim 1 further comprising a‘content addressable

memory component accessible to said programmable controller.

16.  The apparatus of claim 1 wherein said non-volatile memory system

comprises a hard disk drive.



menory system 220. The password data may incl.ude' one-way key data for
decr muﬂﬂmm,ﬂmentered by a user. Enbedded programrable controller
204 s ude external retrieval to the .one-way key data,

y

enhanci ng secdrify. *Wien the user initial 19 selects the password using

application software running on host conputer system 10, enbedded

programmabl e control {-pr 26feiaashaldeidint] RaesdRldid AéRvbRAlKA¥MOAL &ystennt

will be used to decrypt the paSsword and stores it in a private nerfory area
of non- vebmpiikes amvaryolaylstsetidA2Ae nikimicsy devicat e area is accessible only by
enbedded programmabl e controller 204 for password decryption and is not
accessi ble via the ATA hierarchical nenory control commands. Such a

password nmay be used%é.o alﬂhg\éxlpggﬁﬁgsoflg(aiﬁp[wepeiﬁ%am g_@ﬁivgﬁﬁlleor'ﬂellﬂgﬁt system

conput er system 10, 10 confr access to otherws den files on

non- vol at ichfprigedal opyisiledisk dviveor to access a key to decrypt or encrypt
data stored on non-volatile nenory system 220. Encryption and decryption
may be supported by coder(s) 212. To accommobdate highly

processi ng-int ensi ve, as'k?ihah%?ga éeofsélggrpgg”@féig?éﬁd aén_ivmaﬁiegme%oga;yys%

conbined in an array Tor peed processing. an arrangenent” I's

hi ghl'y suicbaipriged arwiidbfe CrR@M! , and fractal conpression or
deconpression. To accomodate this configuration, storage system 50 may
include one or nore other interfaces 224 for this purpose. Information to

be stored or retrievgd angye apparatus of claim 1 wherein said programmable controller

performs encryption using a key stored in said non-volatile memory system.

21.  The apparatus of claim 1 wherein said programmable controller

performs password verification using a key stored in said non-volatile memory system.

22.  The apparatus of claim 1 wherein said programmable controller

performs decryption using a key stored in said non-volatile memory system.

23.  The apparatus of claim 1 wherein certain information stored in said

non-volatile memory system is inaccessible to said host computer system.

24.  The apparatus of claim 23 wherein said certain information

comprises a key for one of password verification, encryption, and decryption.

~ 25.  The apparatus of claim 1 wherein said host computer issues a .
second command to said programmable controller to receive data to be part of said first

control program.

26.  The apparatus of claim 25 wherein said hos't.computer issues a

third command to start recéption of data for said first control program.

27.  The apparatus of claim 1 further comprising:



control programinformation may be passed through one of N, preferably 4 or
nor e Imnﬁwﬂmﬂﬂ“m\n etc. Host interface 202 may al so be
used [f th ot her storage systens instead of with host bus
12. Fiy. 22B'deficts ‘an extension to storgge system-50 wherein a conputer
ilcccra]sy EI e Irne*rmry 226 is physically integrated with storage system 50.
though only a por Mmdie MERBA Gt PRPiGRinkdprited with\s4d e

replicated in Fig. %B%P Is to be @nﬁgrstgg%)dthat aééng of the corrponents of
F'? 2A rrgmgbanhmamwmmar land ronevoleside mestonynsggemznd aecepflsiasa pagt of

I ntegrated with conputer si bl 226. Conputer accessible nenory
226 conne8Ysiem gnemagsto %3;}‘35‘8 ?@Pﬁﬁ?f %g@"kz/zs which may forma portion of
bus 12. Conputer accessible nmenory 226 operates within system nmenory 16 and

may i nclude one or both of volatile and non-volatile menory .circuitry. Host
bus 12 may incl ude <i&nal 'fhwappmrasefphmﬂéinwbmenasmdcs@aplameeﬁi EMRASY i ve

relative to the conputer rrermr ccess signals whereby data processing
el enent s ISY}St%fﬂ_cﬁoé’&é“ﬁ/é‘PETﬂ “?‘mjependently and concurrently operate.
upon or transmt to these signals to support - 9

29.  The apparatus of claim 28 further comprising error control coding
circuitry to apply error coding to data stored in said memory system accessible as a part

of system memory.

30.  The apparatus of claim 28 further comprising:
a cache interposed between said' memory system and said host computer

system optimizing memory access performance of said host computer system.

31, Apparétus for non-volatile data storage and high-speed data
processing in a host computer system, said apparatus comprising:
a plurality of units, each said unit comprising:

. a non-volatile memory 'system including at least one non-volatile
memory device, said non-volatile memory systerﬁ responding to hierarchical memory
structure control commands by storing and retrieving informatioh;_ |

_ a programmable conEr'oller, said programmable controlier operating
an externally configurable control program, and responding to a command from said host
computer system to invoke said control program, said control program operating on said
information stored in said non-volatile memory system, wherein said programmable
controller and said non-volatile memory system together implement a hierarchical
memory structure; and

~ an interface system for exchanging information with others of said
plurahty of units; and wherein
said plurality of units being programmable by saJd host computer system to

operate concurrently on stored information.



data conpression (including inmage conpression), deconpression, encryption,
dec”"' ' hi gh speed data processing requirenents. Furthernore, a
cac mmllmmmnﬂmher error correction coding unit 232 are interposed

bet ween® conpit es aecessi bl e nenory 226 ang, host system nenory bus 228.
Cache 230 optim zes system nenory access performance for host system 10 and

\ 230 ot 5 Syste ' . or oS! _
is particularly val ugh gg;n?%g%ﬁk%'aﬁmwﬁa@eﬁérpm%a fuRhEOEomprises

correction codi ng un es the reliability and I'i fe expectancy
(known as anpRgrimimebleedongnehrindepenyient ofcraipptograramaklest dsitewlier and pperasng
Fig. 3 depicts such an array configuration 300 including nultiple storage
syst ens 50ngagivacHPDHAIL m@p&ﬁﬁmmaﬁ@cwzﬂle@ obal  bus control |l er 302,
known to those of skill in the art, serves as the direct interface to host
bus 12. d obal bus controller 302 directs information to be stored, control
program i nf ormati on, 33t or Ige apparanstofictaial 32 wirrein saideprogmmvatlsicogponent
commands to a particular_ storage system 50.  obal bus controller 30

recei ves risoptimized fonmpsrieamingndit Packiag and ¥aPACKINSIPsSUPBOEPRFMAON 2% nt o
host bus 12. For storage and retrieval purposes, the host systeminteracts
with gl obd*BTETEINr ol 1 er 302 with conventional storage and:retrieval
commands as woul d be used by a SCSI or |IDE hard disk controller. These
commands are augnented with additional commnds fer requesting special
processi ng operationd4.  The apparatus of claim 32 wheréin said programmable component

supports encryption.

35.  The apparatus of .claim' 32 wherein said programmable component

comprises a digital signal processing 'ci'rcuit..

36.  The apparatus of claim 31 wherein each of said plurality of units

further comprises a content-addressable memory.

37. A host computer system comprising:

a host CPU;

a host bus; and

apparatus for providing nonj—v_olatile data storage and additional processing
to said host computer sysfcm, said apparatus comprising:

a non-volatile memory system including at least one non-volatile memory
device, said non-volatile memory system and responding to hierarchical memory
structure control commands received from said host computer system by storing and
retrieving information from said host computer system; and

a programmable controller, said programmable controller operating a first
control program received from said host computer system via said host bus, and
responding to a command from said host CPU to invoke said first control program, said
first control program operating on said information stored in said non-volatile memory
system, wherein said non-volatile memory system and said programmable controller

together implement a hierarchical memory system.



To -di g’mﬁlte commands, control programinformation, and information to be

store H& ﬂn E 2-D binary tree conmunication network interconnects
mul ti "ms 50. Fig. 3 shows a particular configuration with
16 storage systerrrss 508. The various COM ports and host interface are used to

I nt erconnect the storage systens 50. A par1 of the control programfor each
'storage system 50 conggerns vi di t he t|V|t wi.thin the
context of the overaln‘f8 netxﬁ?g 4e mﬂﬂm SV cg?‘r%? ggsn}?ﬁﬁ %St comipter

st or age SY§}§£H1§9apﬁ‘ér§d?{aﬁh§1ﬂ?aﬁE%?SS' ng assom ated with a strip of an
I mage or a group of strips.” The network al so incorporates a 2-di nensi onal

near est - nei ghbor-w t h- edge uni t s-wr appi ng- ar ound- t o- cor r espondi ng- edge- uni t
s conmmuni cati ons sch n, known as a toru ati.ons. grid. Fi 4
depi cts how subunits %B%Stﬁ’g‘PBWE%St%‘Peosf ﬁﬂmgﬁgﬁfw. ‘g?%ﬁﬂlél'}?eed
In an MPEG mm-? BRR! 4 k&) 't Yast Bife BELAIDDENS HRRAAErSYHIE Bata, and
configuration o %2 % pél)'} he \é}\}a“ ous gubunl ts l-gi?formthe f %ct“i oﬁas an
necessary passWBEEvenﬁpamsl on. d obal bus i nput pixel data 402 comes from

gl obal bus controller 302 either directly or via one or nore other storage
systens 50. A scan |ine bl ock |nput

' 40.  The wireless telephone unit of claim 37 wherein said key is

inaccessible to said host bus.

41. A wireless telephone unit comprising:

an RF transceiver for transnﬁtting and receiving data via a wireless
"network;

a microphone for capturing input audio signals;

a speaker for outputting eudio responsive to an output audio signal;

wireless telephone control circuitry that receives said input audio signals
and provides said output audio signals and provides a modulated output signal to said RF
transceiver and receives a modulated input signal from said RF transceiver to implement
telephone operation via said microphone and said speaker;

a non-volatile memory system including at least one non-volatile memory
device, said non-volatile memory system -gesponding to hierarchical memory structure
control commands received from said Wireie_ss telephone control circuitry by storing. and
rétrieving information from said wireless telephone control circuitry; and

a programmable controller, said programmable controller operating a first
control prograr-n received from said wireless telephone control circuitry, and responding
to a command from said wireless telephone control circuitry to invoke said first control
program, said first control program operating on said informatien stored in said non-
volaﬁle memory system, wherein said non-volatile memory syStem and said

programmable controller together implement a hierarchical memory system.

42.  The wireless telephone unit of claim 41 wherein said non-volatile

memory system stores a key for at.least one of encrypting telephone number data,



1Q i nﬂut buf f er 40 rpl enented wi th RAM 206. A 2-D Discrete Cosine

Tr ans mm anti zer 406 transforns the pixel data and quanti zes’
the r g nce with quantization control information delivered
via a co er'rsat'l of f dback input 408 and,ot her quantization control

i nformation received from gl obal bus cont }%I | er 302. The result is

Joaft o orfleBHirE irpgOA oAt e Sl 1ighaae debipipbhiet B ang,
schenes t aiRsvashdovérifiatioh. si m | ari t i es between successive franmes of pixels

and the fact that differences between successive franmes often consist of
noti on of one or nore objects agai nst a fixed background. Accordingly, it

is useful to store a,Last I
coefficient buffer 4%5 ’]?5: %rﬁéﬁggﬁ&o &lk-?%k/?%% Aj;“ﬁﬁt Lgftrs%?ek%?because
not i on NByinhdtésdivie tbrﬁaﬁi Mftﬁbs@ﬁel@ﬁl‘loﬂétcoﬁtrromm’ux@w acent pixel area handl ed

by a different storage system an input |ine 414 connects to one or nore of
the COM ports or host interface 202. Simlarly, a neighborhood DCT bl ock

buffer 416 al so i npl nt e Ig@M e tRSI eff|C|ents from one
or nore ot her storaggggyst'grgr@ﬁ A%Q@PHE& %1?28 ‘rcuit 418 can then
generate noti on dat aateggda_@ay fdt&;agtuﬁfnerrﬂﬂﬁﬂobmhweﬁmt he current DCT

coefficients and previous ones. Mtion detection circuit 418 nay be
a camera control circuit that accepts said moving image data and relays

- said moving i image data to a bus interface;
a storage system coupled to said camera control circuit via said bus
interface and comprising a plurality of units, each said unit comprising:
a non-volatile memory system including at least one non-volatile
“memory device, said non-volatile memory system responding to hierarchical memory
structure control commands by storing and retrieving information; .
a programmable component, said prog_r'amrriable component
operating an externally configurable control program, and responding to a command
from said camera control circuit to invoke said control program, said control program
operating on said information stored in said non-volatile memory system, wherein said
programmable controller and said non-volatile memory system together implement a
hierarchical memory structure; and
| an interface system for exchanging information with others of said -
plurality of units; and '

_ said plurality of units operating concurrently on stored information.

45. The digital motion camera unit of claim 44 wherein said storage

system is removable.

46.  The digital motion camera unit of claim 44 wherein said non-
volatile memory stores said moving image data and said programmable component

operates to compress said moving image data.



‘inplenmented by DSP circuit(s) 210 and/or CAM unit(s) 214. Mdtion detection
mUMIU“HEﬂIJHﬁM es data for special difference frames for characterizing.
a A previous frame. Alogic circuit 419 sw tches between
the* DCT coef'ficient data of the current frgge and the difference data and

al so generates data for controlling the fiffidl grouping of MPEG data into

| -frames, B-franes, aqgl P- fﬁ?@@‘liﬁ?m%ﬁﬁﬁﬁﬁlg?t'{ﬁﬁégf &fa-hrﬁilgé {vhiﬂ%ir{ %9 art.

Logic circuit 419 al so dgenera a po e quanti zation c¢ rol data
f or conpens ptogramtebith eeripomant lopéfates té\ cbinprasa ekt nfoving deiage 440 incatROAACH he
frames, and -wites themto a non-volatile wite and/or output buffer

i mpl ement ed Y8 IWAMEIRG compspssioiesaiemene packet data are witten to

non-vol atile nenory system 220. Storage system 50 inplenents a non-vol atile
menory circuit with user configurable encryption capabilities. For exanple,
-storage system 50 may 4%, or eThe BiAEMBHAD AmekanRet & daim 45nwhameineshid or m

whi ch may be decrypted only upon entering a password. The key for verifying
t he passwor BrOg5ammapleicomponsnt gematisasa progmmymable conirelier.and may not be
retrieved or altered. Instead of a password, a voice sanple or thunb print
may be anal yzed to provide access. Again the key for verifying the voice

49,  The digital motion camera unit of claim 46 wherein said

programmable component comprises a digital signal processing circuit. -



sanpl e or thumb print is not accessible outside of storage system50. The
processing for verification, encryptjon;-andfor decryption may be perforned
by the various processing conmponents wi'thin storage system 50, especially .
coder(s) 212. A host conputer system as dé&l cted in'Fig. 1 is but one :
application of storage system50. OQher. d ces may. al so take advantages of -
the features of storage system50. ‘Fig. 5 depicts functional elenents of a
digital portable tel ephone 500 which acts as a kind of host conputer

i o' si gnanNORF W@Sﬁv@ﬁ?gfﬁ%@ﬁéﬁn ngsﬁﬁ’i@w TROERR QB R eibetr

to an input digital audio signal. siGO ERA converter 506 converts
an output digital audio signal to an output analog audio signal to be fed
to a speaker 508. A spread spectrum encoder/decoder and control/interface

510 perfornms the control func ntrolling
interaction with a public w ré@g‘?ﬁg %ﬁ?ﬁ%ﬁ#@?@g‘?ﬁ Iglgcodi ng received -
spread spectrum si gnatsmpiidr gpienamaybeeprnitd wigh eddtiondqierfofinah@frs. An
LCD di spl ay 512 displ aysguser?slnnt erfgce Information. A keypad 514 all ows

the user t dewending apphieatings variieosdding litlecysideninabbaydwage.| For example, 2 slave
Funct rons SEAgR 10 ApaeenREhs R RO h bl PG cffotter win

non-volatile memory, local RAM, and interface logic.” The host computer system treats

the slave device as if it would be a hierarchical mentory system such as a conventional
disk drive on which it may store and retrieve files. Additionally, the host computer
system may program the controller to pérfo_rm operations on stored ihformation, '
including image processing and/or data compression. The non-volatile memory may
include a disk drive, writable CD-ROM, optical drive, or non-volatile solid state

memory.

Fig.2a



converts the IF signa

receives a signa

Fur t her nor e,
from antenna 520 and converts it to | F for

to an allocated frequency for transm ssion by an
antenna 520 to the public wrel ess network.

RF transcei ver 518

denodul ati on

by | F nodul at or/ denodul at or 516. Further inaccessibl e encryption and
decryption keys stored in non-volatile retfory system 220 may .be used for

encrypting and decryptin

comruni cations. | nvoking Isgcur
entry of a password or a Si
and decryptionf Ol gse voilck lsi
conponent s yui thi n or ag t
may be det ashalads bl

motion canera unit 600 Halt ac

system 50. Digital noti®8nlc

i C

a

di spl ay 604 displays a user interface.

JA user..

contr

to enhance the securlty of. wireless

to storage
arfray 602 for

detecting an image and converting the i nage to an ele t Iﬁizégal. An LCD
ijt al tion

canera unit 600 via a <ey 6. Intdrnal control grfate’ circuitry
608 i ncorporates {a CCD|i eLja e 610, gn LCD interfa a human-i nput
interface 614, andsgiuobal . 2 '
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12:controller 302. In accordance with one enbodi mrent of the present
i nvention, a renovable card incorporates 618 the array of storage systens
50 shown in Fig. 3 and an interface 620 to connect to gl obal bus controller
302. Renopvabl e card 618 stores noving i mage data captured by -CCD array 602
and perforns MPEG conpression, as discussed wth reference to Fig. 4, on.
the noving i mge data to increase storag@/@pacity. Renovable card 618 nmay
plug into a player (not shown) to replay the captured noving i nage data. At
that tine, the processing conponents of renovable card 618 may perform MPEG
deconpression. Fig. 7 depicts a personal digital assistant 700 that acts as
a host conputer systemto one or nore storage systens 50. An LCD screen 702
di splays a user interface. A user may enter data or control the operation

of personal digital assistant 700 by using a keypad 704 or other assorted
peri pherals 706 SUucCh as a stylus. Internmediate results and control

I nformation are ored in_a J 708. A personal digital .assistant
control /intenfaces710 gejwes asjthe principle processor df {pgrsonal dilgit al
assi stant 700. [Fog ong ﬂarh-s:tqgrage of .data and softBagq, (Er¥gppl dilgif al
assi stant 700 qs? Sne o g & = storage systems 50. Elg 57 ﬁ@vg;'gbne off tihe
storage syst¢ng 5 B beims |, o 5 s =30
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renovabl e. For user security, one or nore of storage systens 50 nmay store
encrypted data accessible via a user password. As was di scussed-above, the
key for verifying the password is not accessible outside storage system 50.
Wthout the password, even the presence of encrypted files may not be
visible. In the foregoing specification, the invention has been described-
with reference to specific exenplary enbdd8nents thereof. It will, however,
be evident that various nodifications and changes nmay be nmade thereunto

wi t hout departing fromthe broader spirit and scope of the invention as set
forth in the appended claims. Many such changes or nodifications will be

readi |y apparent to one of ordinary skill in the art. The specification and
drawi ngs are, accordingly, to be regarded in an illustrative rather than a
restrictive sense,—the invention heing linited only by the provided clains
and their full $cq i . : —1. '
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v

processing to a host conputer system said apparatus conpriéing: a

non-vol atile nmenory system i ncl udi ng at

devi ce,

| east one non-vol atile nmenory
said non-vol atile nmenory system responding to hierarchical
structure contro

menory
conmmands received from said host computer system by

storing and retrieving information fromsaid host corrputer systenm and a

progranmabl e control | er,

contr ol

sai d programubl&/&ontroller receiving a first
program from sai d host conputer system and responding to a first

command from said host conputer systemto invoke said first contro

program said first contro

program operating on said information stored in

said non-vol atile nenory system wherein said non-volatile nenory system
and sai d programmabl e controller together

structure.

first contr
host

2.

o)

i pl ement a hi erarchi cal
The apparatus of claim1 further conprising a RAM devi ce
for storing internediate results of said first contro
apparatus of claim1l wherein said non-volatile nenory system stores said
program 4.

pr ogr ammabl e controller to sald host conputer system

300:\'.

30%

Global Bus Controlicr

program 3.
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The apparatus of claim1 further conprising a
interface that couples said non-volatile nmenory system and sald

Fia.3



-

5. @ The apparatus of claiml further conpr|5|ng a ROM device for storing
a.non-nodi fi abl e second contr ol progran1of sai d programmabl &€ controller. 6.
The apparatus of claim1 further conprising an error correction coding
system coupl ed to said non-vol atile nenory systemthat applies an error
correcting code to information stored in said non-volatile nmenory system
and that renoves said error correcting co8¢8frominformation retrieved from
said non-vol atile nmenory system whereby errors are detected and corrected. - -
14 7. The apparatus of claim6 wherein said error correction coding
systemis programmabl e from said host conput er system 8. - ° The apparat us

of claim1 further conprising a digrtat—stygfmatr—processor—operating in
conjunction with said progrannablég] dom Pot . —9. &.° T @4pparatus of claim

8 wherein said digital signal procegsor is progra ble from said host

conput er system 10. ne ap aratu% of claim1 - f&ther conprising a
pr ogr ammabl e - ' - o oo '
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conponént i ndependent of said progranmabl e controller and operating in

conjunction with said progranmable controller. "11. The apparatus of. cl aim
10 wherein said progranmabl e conponent is optimzed for performng bit
packi ng and unpacki ng to support conpression and deconpression. 12. The

apparatus of claim- 10 wherein said programrabl e conponent supports
encryption and decryption. 13.  The appéf@tus of claiml1 further
conprising an additional interface conponent for exchanging information
with a systemexternal to said apparatus. 14. = A plurality of apparatus as
in claim13 interconnected for data processing under control of said host
conputer system 15. ° The apparatus of claim 1l further conprising a
content addressabl e nmenory conponent accessible to said programabl e
control ler. 16. The apparatus-of claim 1l wherein said non-volatile nenpry
system conpri ses a hard disk drive.’
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15 17. The apparatus of claim1 wherein said non-volatile nenory system

conprises a non-volatile solid state nenory devi ce. 18. The apparatus of
claim1 wherein said non-volatile nenory system conprises.an optical disk
drive. 19. The apparatus of claim1 wherein said .non-volatile nenory

system conprises a witable CD-ROM 20. The apparatus of claim1 wherein
sai.d progranmabl e controller perfornms encrasgion using a key stored i'n said
non-vol atile nenmory system 21. The apparatus of claim 1l wherein said.
programmabl e controll er perforns password verification using a key stored
in said non-volatile nenory system 22. The apparatus of claim1 wherein
sai d programmabl e control |l er perforns decryption, y stored in said
non-vol atile nmenory system 23. The apparatus ¢ erein certain
information stored in said non-volatile nenory sy$teemis|irfaccessible to
sai d host conputer. system 24. The apparatus. o Cg ai g 23 pwherein said
certain information conprises a key for one of pas,% erfification,

- E
encryption, and decryption. 25. The appar at usbf ®ERarin{1 Wher éi n sai d
host conputer issues a _ D Y _ ,
. 3
582 Y
chg
1@ oeR :
T8 &4’ '
- W $
—=) €32
8 e 9 o g
g n ‘?. g = "E .E.!: E
S Cle—I02 | |ZE2| \es 2
u " .
= ~ X 7—-——-«-
S S > =
= S R
8 ﬂ 2
S e % = _
2 E ==5F
E < g S ==
B 1o [a Y™ Lo = 2
2 Sr—>BE| £5=%
2 N — -0 e O
a !
el S gé
I S
%(’\
>
\\ _T‘ [ o e 16 ‘-1 3 -
P THIS SHEET HAS BEEN
T ppect Has | REPLACED |

T



second _conmand to said programmuable controller to receive data to be part
of said first control. program 26. The apparatus of claim25 wherein said
host conputer issues a third command to start .reception of data for said
first control program 27. The apparatus of claim 1l further conprising:

a suppl enental nmenory system physically integrated with said progranmabl e
controller and non-vol atile nenory syst é@nd accessi ble as a part of
system nenory to said host computer system 28. The apparatus of claim 27
wherein said supplenmental nenory system conprises non-volatile nménory. 29.
The apparatus of claim28 further conprising error control coding circuitry
to apply error coding to data stored in said nenory system accessible as a
part of system nmenory. 30. The apparatus of claim 28 further conpri sing:
a cache interposed between said nenory system and said host conputer
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systemOpti m zi ng menory access performance of sai d host corrputer system

31. Apparatus for non-vol atile data storaggam Eéfs
processing in a host conputer system said app '8 us §%lppﬁ§%§rg

SG
plurality of units, each said unit conprising: edyste
r

Pa
including at |east one non-volatile nenory d vgggﬁsg nB?E—; of; aW g%ae
'EBW nrelPoBé
b“f?ﬁht r oPaged ..«stey paged ...

program and responding to a command frpm saild DXFE OFRECEPTsySL.em.Lo.

system respondi ng to hierarchical rreml) Stryc
storing and retrieving information; F!y%gra

I nvoke said control program said contrpl program operating on said
information stored in said non-volatile}jnenory system wherein said
programable controller gpd said non-vojatile nenory system toget hex
i npl ement a hi ggarchical arwe ructufe; and an i ntgrfgee=syst em or
exchangi ng i nf@mation w N of spid plurality sf_units;} and erein
said plurality ‘Qf‘m bei n rogrammapl e by said host cgﬁter gstento
operate concurrenfly st or Qrnagion. —| >
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17 32. + The apparatus of claim 31 wherein each said unit further conprises
a programmabl e conponent independent of said progranmable controller and
operating in conjunction with said programrable controller. 33. The
apparatus of claim 32 wherein said programrabl e conponent is optim zed for
performng bit packing and unpacking to support conpression and

deconpressi on. 34. The appar at us of | m 32 wherein said progranmbl e
conponent supports encryption. e appar at us of claim 32 wherein said
pr ogr anmer e COMPOTTENT CONPr I 565 a urgrrar _srgnal_processing circuii.| 36.
The appar aLus of clalm31 wherein each of said plycality of _unif fdrit her
conpri ses Gant ent}- 4ddr essgbl e nmenory. 37. A h)_ﬂ_l] comutg sysjt efh
LS \ I ! : — —
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appar at us for provi'ding non-vol atil e data storage and additional processing
to said host conputer system said apparatus conprising: a non-volatile
menory systemincluding at | east one non-volatile nmenory device, said
non-vol atile nenory system and responding to hierarchical nmenory structure
control commands received fromsaid host conputer system by storing and
retrieving information from said hostac uter system and a progranmabl e
controller sai d progrannable controlﬁe/O operating a first control program

recei ved fromrsaro=—irost L,Ullput € SYSLENM VI a Sdl U NOSU DUS, and I’ESDOT]dI ng
to a connb1drron1sald host CPU to 1 nvoke said first _con said
first con chuprogrankgperating on said informatipgy stor
non-vol at} |« nory 9 vvherel n sai d non-vola Eg_me and
sai d progfn e-éloor t oget her®i npl ement a_;mg Vi
system 1 %-S T r%cgt conput eresystem of ¢ gg ijd host
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decrypting dat a,

The wirel ess tel ephone unit of claim 37

| east one of encrypting data,

The host' conputer system of claim 37 wherein said non-volatile nmenory
40.

system stores a key for at
and password verification.
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a programuabl € controller, said programmable controller operating a first
control programreceived fromsaid wireless tel ephone control circuitry,
and responding to a cormand fromsaid wirel ess tel ephone control circuitry
to invoke said first control. program said first control program operating
on said information stored in said non- volatile menory system wherein
said non-vol atil'e nenory system and sgl/dgprogran’mabl e controller together

i npl ement a hi erarchical nmenory syste The wirel ess tel ephone unit
of claim 4l wherein said non-volatile nennry systen1stores a key for at

| east one of encrypting tel ephong . phone

nunber data, encrypting voice da amcbe:mhytpttmg: mt-ce datcaﬁca-ndopa>svxord

verification. 43. The wirel esslielephc o 'n said
key is inaccessible to said wirel ess elephone control circuitry. 44. A
digital notion canera unit conprising: a CCD.array for ¥t uring nmoving
I mge data; a canera control circuit fthat accepts said E9V|ng | mge data
-and rel ays
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said noving imge tata to a bus interface; a storage systemcoupled to said
canera control circuit via said bus interface and conprising a plurality of
units, each said unit conprising: a non-volatile nenory system including at
| east one non-vol atile nenory device, said non-volatile nenory system
respondi ng to hierarchical nenory structure control comrands by storing and
retrieving i.nformation; a programabl e cgﬁpgnent, sai d programuabl e
conmponent operating an externally config#/aBl e control program and
respondi ng to &00 nd fromsaid canera control circuit to invoke said
control program sai® control program operating on said information stored
in said non-volatile nmenory system wherein said progranmable controller
and said non-volatile negghy system t oget her inplenent a hierarchical :
menory structure; and anvFriwsLf ﬁNﬁten1for exchangi ng i nformati on with
others of said plurality of units; and said plurality of units operating
concurrently on stored informatio 45 The digital notion canmera unit
of claim 44 wherein said storage systemis renovable. 46. The digital
notion canera unit of claim44 whetein said non- -
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- -

volatile ménory stores said noving i mage data and said programmbl e
conponent operates to conpress said noving i nage dat a. 20 47. The
digital notion canmera unit of claim46 wherein said progranmmbl e conponent
operates to conpress said noving i nage data in accordance with an MPEG

conpression schene. 48.  The digital notion canmera unit of claim46
wherei n said programrabl e conponent czrypai ses a programmabl e controller.
49. The digital notion canera unit Of ¥l aim 46 wherein said programable

conponent conprises a digital signal processing circuit.
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