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BACKGROUND 

1. Field 

The following description relates to a data sharing method based on a 

plurality of blockchains. The following description relates to a platform for data 

transaction relay and data sharing based on sharing economy, and more particularly, 

to a method of sharing data, which is owned by an individual, between subjects of a 

transaction, the method serving to integrate management as a transaction relay 

platform between a data provider and a data user. 

2. Description of Related Art 

As existing information and communication technology is combined with 

the recent paradigm shift from owning to sharing, digital information is increasing. 

For example, a sharing economy is spreading with the invigoration of peer-to-peer 

(P2P) transactions, which are interpersonal transactions for cooperative consumption. 

The sharing economy is an economic model based on cooperative 

consumption, in which idle resources are not owned by an individual but shared 

among several subjects of transaction. The sharing economy is a transaction relay 
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system between a resource provider and a resource user. On a sharing economy 

platform, a user pays a use fee for resources and uses as many resources as necessary, 

and a resource provider obtains a reward for idle resources that he or she has 

provided. Also, the platform which relays the transaction obtains a commission. 

SUMMARY 

This Summary is provided to introduce a selection of concepts in a 

simplified form that are further described below in the Detailed Description. This 

Summary is not intended to identify key features or essential features of the claimed 

subject matter, nor is it intended to be used as an aid in determining the scope of the 

claimed subj ect matter. 

When blockchain technology is applied to such a sharing economy, all 

participants may safely register, keep, and share idle resources together, solve 

security problems such as hacking and manipulation of idle resources, and also 

ensure the reliability of transaction records through verification. 

Data may be composed of various kinds of information. For example, data 

may include specific genomIc information, treatment information, and life 

information of various creatures including humans. Since the probability of a 

disease may be estimated from data of a human, it is possible to implement 

customized precision medicine for providing the most appropriate treatment to every 

patient. Among various kinds of data related to precision medicine, it may be very 

difficult to collect genomic information and treatment information of a specific group 

due to various loopholes of regulations and systems, high cost, time consumption, 

and the like. Also, life information is a record of unique lives, such as lifestyles and 

environments, which vary depending on individuals, and it may be difficult to collect 
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life information unless individuals provide their information. Since personal data of 

individuals may be de-identified and then safely shared, these problems may be 

solved through a blockchain-based integrated data management platform on which a 

researcher and a research institution using personal data may obtain reliable data. 

In other words, individuals are rewarded for providing and lending personal 

information and personal data, which is their idle resource, and data users obtain 

necessary data by paying use fees for necessary data such that a win-win economic 

system may be established. When researchers and institutions develop customized 

medicines and programs through various research results based on such idle 

resources, new medical science may be developed, and a burden to a society may be 

eased with a reduction in medical cost. Therefore, it is possible to create a high 

added value by enhancing public healthcare. 

The following embodiments may accelerate data sharing and use by applying 

the blockchain technology to a sharing economy-based platform and may improve 

users' data accessibility and management efficiency by facilitating use of a public­

domain software source. Also, the following embodiments may ensure security, 

reliability, and immediacy through a systematic security system capable of 

transparently and flexibly coping with the risk of hacking, an increase in the amount 

of data, and sharing when managing big data which is a large amount of integrated 

data. Further, the following embodiments may make it possible to construct an 

economic incentive system based on rewards and use fees such that participation of 

users may increase and a reduction in cost and time may be expected. 

The following embodiments introduce the blockchain technology, thereby 

safely registering, keeping, and sharing data which is an idle resource shared among 
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all participants, solving security problems of data hacking and manipulation, and 

providing a verification-based data transaction system and method. 

The following embodiments provide a data sharing transaction system and 

method in which individuals are rewarded for providing and lending data, which is 

their idle resource, and data users obtain necessary data by paying use fees for 

necessary data such that both the individuals and the data users may benefit from the 

system and method. 

The following embodiments provide a blockchain system and method in 

which a function is implemented through a blockchain so that a data owner may store 

and register data which is an idle resource in a shared storage server or delete data in 

the shared storage server personally or through an institution. 

The following embodiments provide an integrated management system and 

method for blockchain-based shared data in which a borrower may search shared 

data for necessary data and receive the necessary data from a storage. 

According to an embodiment of the disclosure, there is provided an 

integrated management method for data sharing, the method including: a) inputting, 

by users (including data owners/providers and data borrowers/users), basic 

information and registering the basic information in a personal information 

blockchain; b) storing, by a data provider, personal data in a data storage server and 

registering and deleting the personal data in data information and data blockchains; 

c) searching, by a data user, the data storage server for necessary personal data of a 

provider; d) paying, by the data user, a use fee for the necessary personal data of the 

provider and receiving the corresponding data from the data storage server; and e) 

transferring the use fee for shared genomic/medical information data to the data 

provider. 
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Operation a) may include: recelYmg identification information, such as 

names, birthdates, and email addresses, of the users as the basic information and 

registering the basic information in a user information blockchain; performing user 

authentication through the user information blockchain; and creating a virtual 

account through which it is possible to deposit and withdraw the use fee. 

Operation b) may include: registering, by the data provider, meta 

information of the data in a metadata blockchain; personally transmitting, by the data 

provider, the data to the data storage server; and deleting, by the data provider, the 

personal data and information. Meanwhile, b) may include requesting, by the data 

provider, a data production company to transmit the data to the storage server. 

Operation c) may include searching, by the data user, the meta data 

blockchain for meta information of the necessary data. 

Operation d) may include: changing, by the data user, the use fee for the data 

into a virtual currency (e.g., points, membership mileage, or actual cash); registering 

the virtual currency in the virtual account through the information and data 

blockchain; and requesting, by the data user, the necessary data from the data storage 

server and receiving the necessary data. 

Operation e) may include: transmitting the virtual currency to the virtual 

account registered in a genomic/medical information data blockchain and changing 

the received virtual currency into the use fee for the data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 shows an example of a data sharing model; 

FIG. 2 shows an example of a data sharing system; 

FIG. 3 shows an example of a flowchart of a data sharing process; 
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FIG. 4 shows an example of a sequence diagram of a user information 

registration and authentication process; 

FIG. 5 shows an example of a sequence diagram of a point transaction 

process; 

FIG. 6 shows an example of a sequence diagram of a process of managing 

metadata of data; 

FIG. 7 shows an example of a sequence diagram of a data storage and 

deletion process; 

FIG. 8 shows an example of a sequence diagram of a data search and 

transmission process; 

FIG. 9 shows an example of a sequence diagram of a process of identifying 

data on the basis of metadata; 

FIG. 10 shows an example of a sequence diagram of a data sharing process 

including an encryption process; and 

FIG. 11 shows another example of a sequence diagram of a data sharing 

process including an encryption process. 

Throughout the drawings and the detailed description, unless otherwise 

described, the same drawing reference numerals will be understood to refer to the 

same elements, features, and structures. The drawings may not be to scale, and the 

relative size, proportions, and depiction of elements in the drawings may be 

exaggerated for clarity, illustration, and convenience. 

DETAILED DESCRIPTION 
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The technology described below is related to a data providing or sharing 

servIce. Although bio information data is described below, the following 

technology may be applied to various data providing services regardless of data type. 

Terminology used in the description below will be described. 

Genomic data indicates data obtained from a sample (specimen) of a specific 

user and a creature (a human, an animal, a microbe, etc.). For example, genomic 

data may include a base sequence, gene expression data, a genetic variation of 

standard genomic data, deoxyribonucleic acid (DNA) methylation, etc. obtained 

from DNA, ribonucleic acid (RNA), protein, etc. of a cell, a piece of tissue, and the 

like. In general, genomic data includes sequence information obtained by analyzing 

a specific specimen. Genomic data may be generally represented as digital data. 

This corresponds to sequence data obtained through next-generation sequencing 

(NGS) analysis equipment and the like. 

Genome analysis data, or simply analysis data, indicates information 

obtained by analyzing genomic data. For example, analysis data includes diagnosis 

results, disease prediction results, disease risks, paternity test results, means of curing 

a disease, candidate materials for a new medicine, etc. acquired by analyzing 

genomic data. 

Medical data indicates data which may be used to determine health 

conditions of a specific user (e.g., a patient). For example, medical data may 

include electronic medical record (EMR) data of a hospital. In other words, 

medical data may include examination results (clinical information) of medical 

equipment, diagnosis results of a medical staff, or the like. Also, for example, 

medical data may include medical image data and the like measured or captured by 

medical equipment. Further, for example, medical data may include bio signal data 
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acquired by a mobile terminal (e.g., a healthcare device) capable of measuring bio 

signals. 

Hereafter, data indicates a digital source including vanous pIeces of 

information regardless of data format or type. Data may include personal 

information, information generated by an individual, information obtained by 

analyzing personal data, experimental data of an individual, and the like. For 

example, data may include at least one of the above-described genomic data, analysis 

data, and medical data. Data may be generated by each object (a person, a company, 

a research institute, a school, a hospital, etc.) which is a biological or social subject. 

Metadata may be identification data derived from a data generation or 

manipUlation process. Metadata corresponds to data for identifying or additionally 

describing data. Metadata may be a reference for searching for specific data. For 

example, meta data may include a genomic data format, a production methodology 

for genomic data, sequencing machine information, sample information, a definition 

in molecular biological technology, a production, results and statistics about data 

quality analysis, a production date, and the like. For example, metadata may 

include a production date, a production institution, patient information (an identifier 

and the like), disease information, an examination technique, a type of examination 

equipment, a data format, etc. of medical data. 

A provider indicates a user who produces or processes data and provides the 

data. A provider may be a user who provides data so that the data may be shared. 

A provider may provide data that is personally produced by himself or herself or 

produced by another person. 

A receiver indicates a user who receIves data shared by a provider. A 

receiver may conduct research, analysis, etc. using data. 
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A user includes a specific subject such as a person or an institution. A user 

terminal or a terminal may be a computing device and indicates a client device used 

by a user. In a system, a user may be specified as a user terminal. 

A computing device indicates a device which analyzes input source data 

usmg an arithmetic unit such as a central processing unit (CPU), application 

processor (AP), etc. A computing device generally includes an arithmetic unit, a 

memory, an input-output unit, a communication interface unit, and the like. A 

computing device may be implemented as a server, a personal computer (PC), a 

tablet PC, a smart phone, and the like. 

A hash key may be a value used to identify a user in a blockchain network. 

A hash key may be generated in various ways. Representative hash key generation 

algorithms are MD5, SHA-256, and the like. A hash key may be a unique value for 

a specific user. A hash key may be a key composed of a string of a variable length. 

A public key and an encryption key are keys for encrypting and transmitting 

data in a blockchain network. A public key and an encryption key are used for 

encryption known as public-key cryptography. A public key may be a key for 

encrypting data, and an encryption key may be a key for decrypting data. A public 

key and an encryption key may be paired with each other and may be randomly 

generated using various public key encryption methods (e.g., Rivest-Shamir­

Adleman (RSA), elliptic curve cryptography, etc.). 

A blockchain indicates a chain-link-based distributed data storage 

environment in which small pieces of data called "blocks" are generated in a peer-to­

peer (P2P) manner from data to be managed. A blockchain network indicates a 

network component constituting a blockchain. 

9 



FIG. 1 shows an example of a data sharing model. FIG. 1 shows a user 

terminal 10 used by a provider A, a user terminal 20 used by a receiver B, a 

management server 30, and a blockchain set 40. For convenience of description, 

the user terminal used by the provider A and the user terminal used by the receiver B 

will be referred to as a first terminal lO and a second terminal 20, respectively. 

Data may be input to the first terminal lO. Otherwise, the first terminal lO 

may generate data. Otherwise, the first terminal lO may receive data from another 

object. The first terminal 10 transmits the data to the management server 30. 

The management server 30 manages an overall process for data sharing. 

The management server 30 may be managed by a service provider of a data sharing 

serVIce. It is possible to see that the management server 30 and the blockchain set 

40 constitute a system for data sharing. 

Data sharing may be performed through a blockchain. Data sharing 

employs a plurality of blockchains (a blockchain set). Respective blockchains of a 

blockchain set may be associated with different processes or functions for data 

sharing. The blockchain set 40 includes a user information blockchain, a point 

information blockchain, a metadata blockchain, and a data storage blockchain. 

Details thereof will be described below. 

The management server 30 registers information on users in the user 

information blockchain in advance. The management server 30 may authenticate a 

specific user using the user information blockchain. The management server 30 

registers metadata of the data received from the first terminal lOin the metadata 

blockchain. The management server 30 builds the data storage blockchain by 

storing the data received from the first terminal lOin a storage server. Also, the 
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management server 30 manages point information of users (generation, use, transfer, 

discard, etc. of points) using the point information blockchain. 

The management server 30 receives a request for data from the second 

terminal 20. The management server 30 may inquire about the requested data using 

metadata. In some cases, the management server 30 may inquire about data stored 

in the storage server. When the requested data exists, the management server 30 

transmits storage information of the corresponding data to the second terminal 20. 

Subsequently, the second terminal 20 may receive the data from the storage server 

using the storage infomlation. 

A blockchain network has roughly two kinds of components. One element 

may be a blockchain node, and the other element may be a client. From a user's 

point of view, a node of a blockchain serves as a backend of a general service and a 

client of a blockchain serves as a client. When a client generates a new transaction, 

nodes share the transaction through a distributed consensus process and execute the 

transaction. The client may see results of the transaction. In FIG. 1, the user 

terminals 10 and 20 correspond to clients. In FIG. 1, blockchain nodes correspond 

to nodes connected to the network. 

FIG. 2 shows an example of a data sharing system 100. The data sharing 

system 100 includes a management server 110 and a plurality of blockchains 120, 

130, 140, and 150. The management server 110 corresponds to the management 

server 30 of FIG. 1. 

User terminals include the first terminal 10 of a provider side and the second 

terminal 20 of a receiver side. 

FIG. 2 shows a total of four blockchains 120 to 150. One blockchain may 

be composed of a plurality of blockchain nodes. The four blockchains are 
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described below. In some cases, the system may further include a blockchain for 

another item, which will be described below. 

The user information blockchain 120 has user information. The user 

information blockchain 120 stores a hash key for a user and user information. For 

example, the user information may include the user's identifier, identity (ID), contact 

information, email address, name, sex, affiliated institution, birthdate, and the like. 

The user information blockchain 120 may have user information encrypted with a 

public key. 

The point information blockchain 130 has point information. Points may 

be incentives to data sharing. Also, points correspond to a use fee for data. 

Further, points may also be a commission for a data broker. Points may be a 

blockchain-based virtual currency. Alternatively, points may be a unique currency 

(a cyber money, cash, mileage, etc.) for a sharing service not based on a blockchain. 

Points may be changed into currency used in the real world through a separate 

system or service. The point information blockchain 130 has remaining point 

information, details of point transactions, etc. of an individual user. 

The metadata blockchain 140 has metadata of data. The metadata 

blockchain 140 may have metadata encrypted with a specific public key. 

The data storage blockchain 150 has storage information of data stored in a 

storage server. The storage information may include an identifier of the storage 

server, a file name, a position at which data is stored in a storage medium of the 

storage server, a file size, file split information, a verification key, and the like. 

A storage server 155 stores data. The storage server 155 may be a single 

server. Alternatively, as shown in FIG. 2, the storage server 155 may include n 

servers storage server 1, ... , and storage server n. When there are a plurality of 
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storage servers, it is possible to store data in a distributed manner. Also, when there 

are a plurality of storage servers, one server (a primary storage server) may store 

generated data as it is, and other servers (secondary storage servers) may store the 

data in a distributed (divided) manner. When a plurality of servers are used, a 

plurality of storage servers or a plurality of secondary storage servers may be nodes 

constituting a blockchain such that the plurality of storage servers may constitute the 

blockchain. The data storage blockchain 150 has storage information of an entirety 

of holding data. 

The management server 110 stores user information, point transaction 

information, metadata, and data in a blockchain network. The management server 

110 serves to transmit data to the second tenninal 20, which requests the data. 

The management server 110 may have a user management function. In 

other words, the management server 110 may receive and store information on users 

in a user information blockchain network and perform user authentication on the 

basis of the stored user information. 

The management server 110 may have a point management function. In 

other words, the management server 110 may store and inquire about details of users' 

point purchases or sales, details of point transactions accompanying inter-user 

transactions, remaining points of users, etc. through the blockchain network. 

The management server 110 may have a metadata management function. 

The management server 110 stores metadata received from data providers in the 

blockchain network. The management server 110 may search for data on the basis 

of the metadata and create a group of data corresponding to search results. 
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The management server 110 may have a data storage management function. 

The management server 110 may receive data from providers, store the received data 

in the storage server 155, and transmit a group created by collecting data to a receiver. 

FIG. 3 shows an example of a flowchart of a data sharing process 200. FIG. 

3 shows a schematic process for data sharing. Users (a provider and a receiver) 

perform user registration in advance (210). The management server 110 registers 

user information and hash keys in a user information blockchain. After user 

registration, the management server 110 may authenticate a user who performs or 

requests a data providing process, a data sharing process, a point dealing process, or 

the like before starting the corresponding process. The management server 110 

may perform user authentication using the user information blockchain. 

The provider provides data to the management server 110, and the 

management server 110 builds the data storage blockchain 150 while storing the data 

in the storage server 155 (220). Although not shown in FIG. 3, the management 

server 110 may register metadata of the data in the metadata blockchain 140. 

The receiver requests necessary data to the management server 110. The 

management server 110 searches for the requested data (230). The management 

server 110 may search for the data using metadata. 

Before providing the data to the receiver, the management server 110 deals 

with points related to data use (240). The management server 110 registers details 

of a point transaction (point change, point transfer, point purchase, etc.) in the point 

information blockchain 130. For example, receiver points may be transferred to the 

provider through this process. 

Finally, the management server 110 provides the storage information of the 

requested data to the receiver. The receiver may receive the data from the storage 
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server 155 usmg the storage information. The management server 11 0 would 

transmits (shares) the requested data to the receIver by providing the storage 

information of the requested data (250). 

Meanwhile, data used in the process of user information registration, data 

storage, metadata registration, point dealing, etc. may be encrypted using a public­

key method. 

FIG. 4 shows an example of a sequence diagram of a user information 

registration and authentication process 300. FIG. 4 shows both a user registration 

process and a user authentication process. 

A user registration process description follows. In FIG. 4, a user terminal 

indicates the first terminal 10 and/or the second terminal 20. A provider or a 

receiver may be required to perform user registration in advance so as to provide or 

request data. 

User information PI may be input to the user terminal 10/20 (301). The 

user terminal 10/20 transmits the user information PI to the management server 110 

(302). 

The management server 110 may generate a hash key. The management 

server 110 generates a hash key Hk for a user who has requested generation of a hash 

key using the user information PI (311). The hash key Hk is used as an identifier of 

the user (the terminal) who has currently requested generation of a hash key. 

Therefore, the hash key Hk corresponds to user-specific unique information. The 

management server 110 generates the hash key Hk by inputting the input user 

information PI to a certain hash function. An algorithm or a hash function for 

generating a hash key may be varied. 
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The management server 110 may encrypt the received user infonnation PI 

(to generate PI') (312). The management server 11 0 may encrypt the user 

infonnation using a public key received from the user tenninal 10/20. Meanwhile, 

the user tenninal 10/20 may transmit user infonnation PI' encrypted with the public 

key to the management server 110. 

The management server 110 transfers the generated hash key Hk to the user 

tenninal 10/20 that has requested a hash key (321). The user tenninal 10/20 stores 

the hash key Hk in a storage medium (322). 

The management server 110 transmits user block data including the 

encrypted user infonnation PI' and the hash key Hk to the user information 

blockchain 120 (331). The user infonnation blockchain 120 registers the received 

encrypted user infonnation PI' and hash key Hk (332). Here, the management 

server 110 may additionally transmit the public key used for encryption to the user 

infonnation blockchain 120. In this case, the user infonnation blockchain 120 may 

additionally register the public key. The above-described operations 301 to 332 

correspond to a user infonnation registration process. 

A user authentication process description follows. User authentication may 

be required for a specific operation or each operation of a data sharing service. 

Only a user who has gone through user authentication may be allowed to proceed 

with subsequent operations. 

For authentication, the user infonnation PI may be input to the user tenninal 

10/20 (351). The user tenninal 10/20 transmits the user infonnation PI or the stored 

hash key Hk thereof to the management server 110 (352). The management server 

110 may generate the encrypted user infonnation PI' by encrypting the received user 

infonnation with the public key. The management server 110 inquires about user 
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information using the received user information PI (or PI') or hash key Hk (361). 

The management server 110 inquires about user information transferred to the user 

information blockchain 120 using the received information. The management 

server 110 transmits acquired user information or the hash key Hk to the user 

information blockchain 120 (362). 

The user information blockchain 120 may identify user information on the 

basis of the received information (371). For example, the user information 

blockchain 120 may identify user information on the basis of the hash key Hk. The 

user information blockchain 120 transmits the identified user information to the 

management server 110 (372). 

The management server 110 may perform user authentication by comparing 

user information PI' received from the user information blockchain 120 and the user 

information PI' received from the user terminal 10/20. Also, the management 

server 110 may generate an authentication token (381). Here, the management 

server 110 may encrypt the authentication token with the public key. The 

management server 110 transmits the user authentication token to the user terminal 

10/20 (382). 

The user terminal 10/20 stores the user authentication token (383). The 

user terminal 10/20 may decrypt the encrypted user authentication token and store 

the decrypted user authentication token. Subsequently, the user terminal 10/20 may 

use the authentication token in a process of communicating with the management 

server 110. The management server 110 which requires authentication may provide 

specific data only to a user terminal that transfers a valid authentication token. 

In the user registration process, a virtual account creation operation may be 

performed for an individual user. Virtual account creation involves an operation of 
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creating an account (a wallet) of the user in the point information blockchain 130. 

Virtual account creation may employ a method which is generally used in a 

blockchain-based virtual currency service. The following description of FIG. 5 is 

based on a situation in which user-specific virtual accounts have been created. 

FIG. 5 shows an example of a sequence diagram of a point transaction 

process 400. FIG. 5 shows an example of a process of dealing with and managing a 

user's points. 

User point transaction information may be input to the user tem1inal 10/20 

(401). The point transaction information may include information required for a 

point transaction. For example, the point transaction information includes 

transaction counterparty information (user information or a hash key), purchased 

point information, information on point depositing and withdrawing, remaining point 

information, transaction amount information, and the like. The user terminal 10/20 

transmits the point transaction information to the management server 110 (411). 

The user terminal 10/20 may encrypt the point transaction information with a public 

key and transmit the encrypted information. 

The management server 110 may authenticate a user who has transmitted the 

point transaction information (420). The subsequent process may proceed only for 

a user who has gone through authentication. The management server 110 may 

authenticate the user using the authentication token received from the user terminal 

10/20. The authentication token has been described above with reference to FIG. 4. 

The management server 110 may inquire about details of the requested point 

transaction (421). For example, the management server 110 may inquire about a 

specific block corresponding to a ledger in which details of the transaction have been 
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recorded. The management server 110 transmits the point transaction information 

to the confirmed point information blockchain 130 (422). 

The point information blockchain 130 inquires about information on point 

transactions and registers the requested transaction information (431). For example, 

the point information blockchain 130 may reduce points from a ledger of a specific 

user (a receiver) and add points to a ledger of another user (a provider). The point 

information blockchain 130 records information related to the transaction details in 

the block. Then, the point information blockchain 130 transmits changed point 

transaction information to the management server 110 (432). 

The management server 110 may verifY whether the transaction information 

received from the point information blockchain 130 and the transaction information 

received from the user terminal 10/20 coincide with each other (441). When the 

verification is successful, the management server 110 transmits the changed point 

transaction information to the user terminal 10/20 (442). The user terminal 10/20 

stores the changed user point transaction information (451). 

FIG. 6 shows an example of a sequence diagram of a process 500 of 

managing metadata of data. FIG. 6 includes a process of registering metadata and a 

process of deleting metadata. 

First, the process of registering metadata is described. Data may be input to 

the first terminal 10 (511). Alternatively, metadata of data may be input to the user 

terminal 10/20. The first terminal 10 transmits the input or acquired data or 

metadata to the management server 110 (512). 

The management server 110 may authenticate the user who has transmitted 

the data or the metadata (520). The subsequent process may proceed only for a user 

who has gone through authentication. The management server 110 may 
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authenticate the user using the authentication token received from the user terminal 

10/20. The authentication token has been described above with reference to FIG. 4. 

When the data is received, the management server 110 may identify 

metadata from the data (521). When the data is received, the management server 

110 may also verify whether the data conforms to a predetermined format or standard. 

Alternatively, the management server 110 may verify the data with a specific 

verification key. The verification key indicates information for verifying an 

electronic signature. In this case, the data is required to include an electronic 

signature in advance. The provider transmits the data including an electronic 

signature. 

The data may include information on metadata in a specific format. In this 

case, the management server] 10 may extract the metadata from the data. When the 

management server 110 directly receives metadata from the first terminal 10, no 

identification process is necessary. The management server 110 transmits the 

metadata to the metadata blockchain 140 (522). The metadata blockchain 140 

registers the metadata related to the data as block data (531). When a receiver 

requests data, the metadata registered in the metadata blockchain 140 may be used to 

determine whether the requested data exists. 

The process of deleting metadata IS described. The first terminal 10 

requests deletion of metadata (551). The first terminal 10 transmits a metadata 

deletion message to the management server 110 (552). The deletion message may 

include an identifier of the data, an identifier of the metadata to be deleted, a point of 

generation time of the metadata, and the like. Alternatively, the deletion message 

may include an entirety of metadata. The management server 110 verifies the 

received meta data deletion message (561). The management server 110 may verify 
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the deletion message with a specific verification key. Separately from this, the 

management server 110 may authenticate the user who has transferred the deletion 

message (560). The authentication may be performed according to whether an 

authentication token transferred from the first terminal lOis valid. The 

management server 110 transmits the deletion message to the metadata blockchain 

140 (562). The metadata blockchain 140 deletes the metadata using information 

included in the deletion message (571). Subsequently, the metadata blockchain 140 

transmits a deletion acknowledgement message to the management server 110 (581). 

The management server 110 may transmit the deletion acknowledgement message to 

the first terminal 10 (582). 

FIG. 7 shows an example of a sequence diagram of a data storage and 

deletion process 600. 

First, a data storage process is described. Data may be input to the first 

tenninal 10 (601). The first terminal 10 may generate data by itself, or infornlation 

generated by a third party may be input to the first terminal 10. The first terminal 

10 may encrypt the generated data with a public key (602). In some cases, the 

management server 110 may encrypt the data with the public key of the first terminal 

10. 

The first terminal 10 transmits the data to the management server 11 0 (611). 

The management server 110 may verify the received data on the basis of certain 

criteria (612). For example, when the data has a specific format, the management 

server 110 may verify whether the data satisfies standards of the format. 

Alternatively, the management server 110 may verify the data using a verification 

key for the data. 
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The management server 110 may authenticate the user who has transmitted 

the data (620). The subsequent process may proceed only for a user who has gone 

through authentication. The management server 110 may authenticate the user 

using the authentication token received from the user terminal 10/20. The 

authentication token has been described above with reference to FIG. 4. 

The management server 110 transmits the encrypted data to the storage 

server 155 (621). The storage server 155 stores the received data (622). As 

described above, the storage server 155 may include a plurality of servers. In this 

case, the data may be stored in the plurality of servers in a distributed or divided 

manner. One or more servers transfer their storage information of the data to the 

data storage blockchain 150 (631). The data storage blockchain 150 registers 

storage information of data stored in the storage server 155 in an integrated manner 

(632). While each storage server 155 has only information held therein, the data 

storage blockchain 150 has storage information of an entirety of data. As described 

above, storage information may include an identifier of a storage server, a file name, 

a position at which data is stored in a storage medium of the storage server, a file size, 

file split information, a verification key, and the like. The data storage blockchain 

150 transmits the data storage information to the management server 11 0 (641). 

The management server 110 registers the storage information of the data (642). In 

other words, the management server 110 has storage information of the entirety of 

data. 

A data deletion process is described. The first terminal 10 requests data 

deletion (651). The first terminal 10 transmits a data deletion message to the 

management server 11 0 (652). The management server 110 verifies the deletion 

message (661). The deletion message may include a name, an identifier, etc. of data 
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to be deleted. The management server 110 may verify the deletion message using a 

verification key. Also, the management server 110 may authenticate the user (the 

first terminal ] 0) who has transmitted the deletion message through a separate 

process. 

The management server 110 may authenticate the user who has transmitted 

the deletion message (670). The subsequent process may proceed only for a user 

who has gone through authentication. The management server 110 may 

authenticate the user using the authentication token received from the user terminal 

10/20. The authentication token has been described above with reference to FIG. 4. 

The management server 110 transmits the data deletion message to the 

storage server 155 (671). Since the management server 11 0 has the storage 

information, it is possible to transmit the deletion message to the storage server 155 

storing the deletion target (671). The storage server 155 deletes the data requested 

to be deleted (681). Although not shown in FIG. 7, the storage server 155 deletes 

the data and registers changed information in the data storage blockchain 150. The 

data storage blockchain 150 updates the storage data. The storage server 155 

transmits a deletion acknowledgement message to the management server 110 (691). 

The management server 110 may transmit the deletion acknowledgement message to 

the first terminal 10 (692). 

Meanwhile, when the first terminal 10 deletes data, metadata of the deleted 

data may be deleted as well. Therefore, the deletion message transmitted by the 

first terminal 10 may include deletion information for data and metadata of the data. 

FIG. 8 shows an example of a sequence diagram of a data search and 

transmission process 700. FIG. 8 corresponds to a process in which a receiver 

receives shared data. A data search term may be input to the second terminal 20 
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(711). The data search term may be composed of various pieces of information. 

For example, the data search term may include an identifier of a specific target 

person, an identifier of a specific genome, an identifier of a specific disease, an 

identifier of a specific organ, a data generation time, a data update time, and the like. 

The data search term may include metadata of data. The second terminal 20 

transmits the data search term to the management server 110 (712). 

The management server 110 may authenticate the user who has transmitted 

the search term (720). The subsequent process may proceed only for a user who 

has gone through authentication. The management server 110 may authenticate the 

user using the authentication token received from the user terminal 10/20. The 

authentication token has been described above with reference to FIG. 4. 

The management server 110 determines whether the requested data exists in 

the storage server 155 first (721). The management server 11 0 may determine 

whether the corresponding data exists in the storage server 155 using the information 

included in the search term. F or example, the management server 110 may 

determine whether the corresponding data is currently in the storage server 155 using 

an identifier of the data. Further, the management server 110 may determine 

whether the corresponding data is in the metadata blockchain 140 using the metadata 

included in the search term. The management server 110 may search information in 

the metadata blockchain 140 using information, such as a data generation technique, 

a data generation time, and a specific disease type, and determine whether there is 

data satisfying the corresponding conditions. 

When the requested data exists, the management server 110 inquires about 

points and deals with points (731). A point transaction has been described above 

with reference to FIG. 5. The management server 110 checks whether the receiver 
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has points III the point information blockchain 130. When the receIver has 

remaining points corresponding to a reward for data sharing, the management server 

110 reduces the receiver's points and increases a provider of the corresponding data. 

Also, the management server 110 may take some of the receiver's points to a 

manager's account as a commission for the data relay service. 

The management server 110 identifies storage information of the requested 

data (741). Meanwhile, the management server 11 0 may identify multiple pieces of 

data which satisfy a search expression included in the search term and create one 

group with the pieces of data. In this case, the management server 110 identifies 

overall storage information of the pieces of data in the group. The management 

server 110 transmits the identified storage information to the second terminal 20 

(742). 

The second terminal 20 stores the received storage information and generates 

a transmission request message for requesting transmission from a corresponding 

storage server (751). The transmission request message may include an identifier 

(an address) of the storage server, the identifier of the data, a storage position of the 

data, and the like. The second terminal 20 transmits the transmission request 

message to the corresponding storage server 155 (752). 

The storage server 155 identifies the requested data using the information 

included in the transmission request message and identifies data stored at a specific 

position (761). The storage server 155 transmits the identified data to the second 

terminal 20 (762). The second terminal 20 receives the data and decrypts the data 

with an encryption key (771). Therefore, the second terminal 20 may be required to 

acquire, in advance, the encryption key for decrypting the data which has been 

encrypted with a public key. To this end, the user information blockchain 120 may 
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have the encryption key for a specific user. The second terminal 20 may acquire, in 

advance, the encryption key for the specific user through the management server 110. 

FIG. 9 shows an example of a sequence diagram of a process of identifying 

data on the basis of metadata. If a receiver wants to receive data shared by a provider, 

the receiver requests the data which satisfies a condition to the management server 

110. A search term may be input to the second terminal 20 (811). The second 

terminal 20 transmits the search term to the management server 110 (812). The 

search term includes information for identifying a specific kind of data wanted by the 

recelVer. For example, the search term may include at least some of metadata of 

data. 

The management server 110 may authenticate the user who has transmitted 

the search term as described above (820). Also, the management server 110 may 

verify the received search term using a verification key (821). Alternatively, the 

management server 110 may simply verify whether the search tenn is composed of a 

valid search term which conforms to a specific format. When the authentication 

and the verification are successful, the management server 110 transmits the search 

term to the metadata blockchain 140 (822). 

The metadata blockchain 140 extracts metadata related to the received search 

term (831). The metadata blockchain 140 may extract all metadata including a 

specific piece of metadata. Then, the metadata blockchain 140 may transmit the 

extracted metadata to the management server 110 (832). The metadata may include 

an identifier of data. 

The management server 110 may identify specific pIeces of data in the 

received metadata. Also, when multiple pieces of data are related to the search term, 

the management server 110 may create one group with the pieces of data (841). 
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The management server 110 extracts storage information of the identified one or 

more pieces of data (842). As described above, the management server 110 has 

storage information of data stored in the storage server 155. In some cases, a 

separate server or blockchain may manage the storage information. 

The management server 110 transmits the identified storage information to 

the second terminal 20 (851). 

FIG. 10 shows an example of a sequence diagram of a data sharing process 

including an encryption process. FI G. 10 corresponds to a process in which the first 

terminal 10 provides data and the second terminal 20 receives the provided data. 

The management server 110 transmits its own public key P s to the first 

terminal 10 (901). The first terminal 10 encrypts data using the public key P s (911). 

The first terminal 10 transmits the encrypted data to the management server 110 

(912). 

Unlike the process shown in FIG. 10, the management server 110 may 

encrypt the data transmitted from the first temlinal lOusing its own public key and 

proceed with the subsequent process. 

The management server 110 may verify the data using a verification key 

(921). The management server 110 transmits the encrypted data to the storage 

server 155 (922). One or more storage servers 155 store the encrypted data (931). 

As described above, a plurality of storage servers 155 may constitute the data storage 

blockchain 150. The storage servers 155 transmit storage information of the stored 

data to the management server 110 (932). 

Subsequently, the second terminal 20 requests data of interest from the 

management server 110 (941). At this time, the second terminal 20 may transmit its 

own public key Pue2 (941). 
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The management server 110 searches for the data through the above­

described process (951). The management server 110 may request found data from 

the storage servers 155 (952). The storage servers 155 transmit the requested data 

to the management server 110 (953). 

The management server 110 decrypts the received data with an encryption 

key corresponding to its public key Ps and then may encrypt the decrypted data again 

with the public key P ue2 of the second terminal (961). The management server 110 

transmits the encrypted data to the second terminal 20 (971). The second terminal 

20 decrypts the received data with its encryption key (981). 

FIG. 11 shows another example of a sequence diagram of a data sharing 

process including an encryption process. FIG. 11 corresponds to a process in which 

the first terminal 10 provides data and the second terminal 20 receives the provided 

data. 

The management server 110 transmits its own public key P s to the first 

terminal 10 (1001). The first terminal 10 encrypts data using the public key Ps 

(1011). The first terminal 10 transmits the encrypted data to the management server 

110 (1012). 

The management server 110 may decrypt the received data with its 

encryption key (1021). The management server 11 0 transmits the decrypted data to 

the storage server 155 (1022). One or more storage servers 155 store the decrypted 

data (1031). As described above, a plurality of storage servers 155 may constitute 

the data storage blockchain 150. The storage servers 155 transmit storage 

information of the stored data to the management server 11 0 (1032). 

Subsequently, the second terminal 20 requests data of interest from the 

management server 11 0 (1041). The management server 110 searches for the data 
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through the above-described process (1051). The management server 110 transmits 

storage information of found data to the second terminal 20 (1052). 

The second terminal 20 may request the specific data from the storage 

servers 155 using the storage information (1061). At this time, the second terminal 

20 may transmit its public key Pue2 to the storage servers 155 (1061). 

The storage servers 155 may search for the requested data and encrypt the 

data with the public key P ue2 (1062). The storage servers 155 transmit the 

encrypted data to the second terminal 20 (1063). The second terminal 20 may 

decrypt the received data with its encryption key (1071) . 

. The methods described above can be written as a computer program, a piece 

of code, an instruction, or some combination thereof, for independently or 

collectively instructing or configuring the processing device to operate as desired. 

Software and data may be embodied permanently or temporarily in any type of 

machine, component, physical or virtual equipment, computer storage medium or 

device that is capable of providing instructions or data to or being interpreted by the 

processing device. The software also may be distributed over network coupled 

computer systems so that the software is stored and executed in a distributed fashion. 

In particular, the software and data may be stored by one or more non-transitory 

computer readable recording mediums. The media may also include, alone or in 

combination with the software program instructions, data files, data structures, and 

the like. The non-transitory computer readable recording medium may include any 

data storage device that can store data that can be thereafter read by a computer 

system or processing device. Examples of the non-transitory computer readable 

recording medium include read-only memory (ROM), random-access memory 

(RAM), Compact Disc Read-only Memory (CD-ROMs), magnetic tapes, USBs, 
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floppy disks, hard disks, optical recording media (e.g., CD-ROMs, or DVDs), and 

PC interfaces (e.g., PCI, PCI-express, WiFi, etc.). In addition, functional programs, 

codes, and code segments for accomplishing the example disclosed herein can be 

construed by programmers skilled in the art based on the flow diagrams and block 

diagrams of the figures and their corresponding descriptions as provided herein. 

While this disclosure includes specific examples, it will be apparent to one 

of ordinary skill in the art that various changes in form and details may be made in 

these examples without departing from the spirit and scope of the claims and their 

equivalents. The examples described herein are to be considered in a descriptive 

sense only, and not for purposes of limitation. Descriptions of features or aspects in 

each example are to be considered as being applicable to similar features or aspects 

in other examples. Suitable results may be achieved if the described techniques are 

perfom1ed in a different order, and/or if components in a described system, 

architecture, device, or circuit are combined in a different manner and/or replaced or 

supplemented by other components or their equivalents. Therefore, the scope of the 

disclosure is defined not by the detailed description, but by the claims and their 

equivalents, and all variations within the scope of the claims and their equivalents are 

to be construed as being included in the disclosure. 
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WHAT IS CLAIMED IS: 

1. A data sharing method based on a plurality of blockchains, the method 

compnsmg: 

registering, by a management server, user block data which includes user 

information and a hash key of each user of a plurality of users including a first user 

and a second user in a user information blockchain; 

receiving, by the management server, storage information of data provided 

by the first user from a storage server; 

registering, by the management server, meta data of the provided data in a 

metadata blockchain; 

receiving, by the management server, a request for specific data m the 

provided data from the second user; 

identifying, by the management server, the specific data using information 

included in the request and the metadata; and 

transmitting, by the management server, the storage information of the 

specific data to the second user, 

wherein the management server authenticates the first user and the second 

user using information stored in the user information blockchain. 

2. The data sharing method of claim I, wherein the identifying of the 

specific data comprises transferring, by the management server, at least one of pieces 

of information included in the request to the metadata blockchain to identify the 

specific data. 
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3. The data sharing method of claim l, further comprising registering, by 

the management server, details of a point transaction accompanying sharing of the 

specific data in a point information blockchain which manages points of the second 

user and points of the first user. 

4. The data sharing method claim 1, wherein the storage information 

includes at least one of an identifier of the storage server, an identifier of the 

provided data, a position at which the provided data is stored in a storage medium, a 

verification key, a file size, and file split information. 

5. The data sharing method of claim 1, wherein the storage server is plural 

in number, and 

the plurality of storage servers constitute a data storage blockchain having 

the storage information of the provided data. 

6. The data sharing method of claim l, further comprising authenticating, 

by the management server, a corresponding user by identifying the corresponding 

user in the user information blockchain using the user information of the first user or 

the second user and transmits an authentication token to the first user or the second 

user. 

7. A data sharing method based on a plurality of blockchains, the method 

compnsmg: 
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registering, by a management server, user block data which includes user 

information and a hash key of each user of a plurality of users including a first user 

and a second user in a user information blockchain; 

transferring, by the management server, data provided by the first user to a 

data storage blockchain composed of a storage server; 

receiving, by the management server, storage information of the provided 

data from the storage server; 

receiving, by the management server, identification infoDnation of specific 

data from the second user; 

determining, by the management server, whether the specific data is stored 

in the data storage blockchain using the identification information 

extracting, by the management server, storage information of the specific 

data from previously obtained storage information; and 

transferring, by the management server, the extracted storage information to 

the second user, 

wherein the management server authenticates the first user and the second 

user using information stored in the user information blockchain. 

8. The data sharing method of claim 7, wherein the registering of the user 

block data comprises receiving, by the management server, user information of each 

user of the plurality of users and generating a hash key using the received user 

information. 

9. The data sharing method of claim 8, further comprising performing,_ by 

the management server, user authentication by comparing information stored in the 
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user information blockchain and user information transmitted by the plurality of 

users. 

1 0. The data sharing method of claim 7, further comprising registering, by 

the management server, metadata of the provided data in a metadata blockchain. 

11. The data sharing method of claim 10, further comprising transferring, 

by the management server, information included in the identification information to 

the metadata blockchain to identify the specific data. 

12. The data sharing method of claim 7, further comprising registering, by 

the management server, details of a point transaction accompanying sharing of the 

specific data in a point information blockchain which manages points of the plurality 

of users. 

13. The data sharing method of claim 7, wherein the extracting of the 

storage information of the specific data comprises identifying, by the management 

server, the specific data in the storage information owned by the management server 

using metadata identified by transferring information included in the identification 

information to a metadata blockchain which stores metadata of the specific data. 

14. The data sharing method of claim 13, wherein the extracting of the 

storage information of the specific information further comprises extracting, by the 

management server, storage information of the identified specific data and 

transmitting the extracted storage information to the second user. 
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15. The data sharing method of claim 7, further comprising receiving, by 

the second user, the specific data from the storage server using the storage 

information. 

16. The data sharing method of claim 7, wherein the storage information 

includes at least one of an identifier of the storage server, an identifier of the 

provided data, a position at which the provided data is stored in a storage medium, a 

verification key, a file size, and file split information. 
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