PCT1925435

PCT24174
1/21
100 _g
Client-side computing device 111
Node Al Node A2 Node A3
Node C
(e.g., user-side system server)
Blockchain
system 113
Server end 118 Node B
(e.g., lightweight node)

Blockchain

system 114 Blockchain system 112

Blockchain Node 3 Blockchain Node 2
o o
o
Blockchain Node 1
o
o —
— Blockchain Node 4
Blockchain Node i

FIG. 1



Client-side computing d
111

evice

y

Server end 118

2/21

Information for blockchain account
creation, or Information of
blockchain transaction A

PCT1925435
PCT24174

Node B

User-end application
221

Y

Blockchain transaction
B

RPC interface 223

Blockchain system 112

O O o)
Blockchain Node 1 Blockchain Node i Blockchain Node 2
Local VM 1 Local VM i Local VM 2
Verification Verification
Computation | g | Computation |g 5 Computation
Local Blockchain Local Blockchain Local Blockchain
Copy 1 Copy i Copy 2

FIG. 2




PCT1925435
PCT24174

Client-Side App Identity Service Database
| 342 341 343

|_UserfSide Syste? _l l_SerEa-SES}gm— T ] |_Blo;hain o _l
e N s |
| Server | ! Messenger
311 325 Resolver | l |
211 [
| SDK 32
o] I
| | 321
| | | | | Blockchain |
i € Contract
I ) || |
| s N
| | | Managgment Cloud ® | * |
| Da;aﬁase | | S}észtgm —® 324 i | |
|_ _ — — d | _________ - - _— _



PCT1925435

PCT24174
4/21
/ DID Agent Service API / Mes.senger
Service API
410
430
—_———— A
) U* 1 L] (Ve | Verifiable |
ser ssuer erifier ¥ | Claim |
Agent Agent I Agent ! | repository | Messen >
Agent | |41y 412 e T 1 ger
Service * A . Service |
21
3 v s
D Kms 323 |
- | Aeess ] -
Database
416 (——————= Database
Baa$ Cloud 324 ,I 452
\ Y Y
DID Resolver API
/ 420
DID Resolver VC Resolver
421 422
Resolver
Service — Database
322 423
I BaaS Cloud | Listener
' 324 | 424
_____ —_——— —
/ Blockchain 330
4 N\ 4 N\ 4 N\
DID Contract DID Contract DID Contract
331a 331b 331c¢
Contract ] — =
331 N AerifiableCiN KD /erifiableCia

erifiableCla
im Contract
331d

im Contract
331f

im Contract
33le

FIG. 4



PCT1925435

PCT24174

5/21

¢ DI

Verifier 532

Issuer 531

=%

)
vZs a1

TS

yny did
—

€S

Y

Y.

IT¢e
108B1U0)

ard

qI] 2A]089Y

drd

)
s QU

-9

-3

qree
10BIIU0))

aida

OEE ureyoyoolg

STee
JORIIUO))
dlda

L\ 94

yny did
—

€S

Y.

TS U

POUISIN dId

qI] 2A]0s9Y

Y

L\ 94

qcce

IOA]OSY

(94

BTCE
IOA]OSY

A1js1301
”EQqQ
SlqeyLID A

nt 411

A
Y

User Age

s
sqny

alda

543

o3 UaSSIIN

(387
Juady

YU A

Y

\me oI

Juady 1SN

vled
SICLIYENN

901A10g

€S
IOUIA

TES
Ianss|

€eS ddV
JUSWTeUBIA

Aypuapy

Service
APP 534

S
(sa)
)




PCT1925435
PCT24174
6/21

User-Side System 310

User

Server 311 SDK 312 Service-Side Blockchain

I System 320 330
|

602

|
1 1 I
Identity Authentication |
I
|

| Call createDID 604
— —>
|
|
|
|
|
|
|
k
|

Generate DID 606

Success 610 |

T
I
|
I
|
I
! !
I Apply account 608>J
I
k-

L

I
I Assign

DID 612
DID 614 '4—

|
| Create DID |
[ doc 616

|
|
DID doc 618 :

Transaction hash 620 |

—

|

|

I

I

|

I

I

[

I

[

I

I Create digital | :
l—— signature 622 I
I

I

I

I

>

| |
I Digital signature 624 I
' >

| | Add DID doc 626
I I
I
|

I& Success 628 N
Success 630 [
-

|
|
|
|
I
I
|
|
|
I
|
|
|
I
I
I
|
I
|
|
|
I
|
I
I
I
I
I
| DID,DID doc |

I

I

I

I

Notification 634 | [
- I

I

FIG. 6A



PCT1925435

PCT24174
7/21
Identity Service-Side Blockchain
User Management System 320 330
App 533 ystem 2= =
| | | |
| CreateDID 642 | I |
— —p| | |
| I | |
| | Generate 1 |
| |<_ key pair 644 | I
| | | |
| | Generate DID 646 »l |
| | | Apply account 64£|
| | I |
S 650
| | e PR
| | | |
| | | Assign '
DID 652
I I DID 654 I !
! DD J |
| | | |
: : Create DID I :
doc 656
| [—— | |
: : Generate : :
| | transaction | |
| N 638 | |
[ [ transaction | I
I la«— 660 | [
| | | |
| | Transaction 662 | |
| I > |
I I | Add DID doc 664>|
| | | |
Success 666

| N "2 i -
| |

I K——————-

| Notification 670 |

FIG. 6B



PCT1925435

PCT24174

8/21

, _ _ L OId )
_ | | |- —=—) _ _
| | F =i e | | |
I | | CEL PEA | PHEA | | |
_ 0€L (100D | _ _ _ _ _
| | _A | | | |
_ _ | scLdsyyny | | |
- .
_ [ | QIAPRREIED 9z L osuodsay a8usfey) QI I
| I | | ! | |
_ _ _ _ _ Kz 3smodsoq T
_ _ _ _ “ 1 BuSIRYD AIA
“ _ “ “ I __ TTL A3uR[[eYD __
n e
_ _ _ | _ | wOvIEd
I I I | 0TL {uasuo)) I
| I | | |
I I | ] | v_ I
_ _ _ 81 93udleyd Yy AId _ |
|
! o, _ | “ “
wiadpud iy Q1 1190 _ “ | | |
|
_ p1L 93ubreyo _ | “ _
“ oy a1 _ “ | | “
L ———5 ZiLoaaia ! _ | _ _
| o1L%0q aiq | I I I I
o 1 _ _ “ _ |
| : ———————H | |
_ Aanb:qiq | 0L I A1on0 | _ | |
| $0L dSULS[RYDYING [[B) _ | I
| I | I |
I I I 0L a1q spuoid I |
_ _ _ I . | _
T€E (43 —— €S 9I1AIDG _
shlcAili(vg) IOATOSY e Ads IOGUD A Ny ada ¢re Adas




PCT1925435

PCT24174
9/21
SDK 312 Verifier 532 SDK 312 Resolver 322 Contract 331
| [ [ [ | I
I Call DID Auth ! I I I I
L Proxy 802 > | | | |
I L I I I I
l l Sign requestI 804 l l l
| ~— | | | |
| I Signed request 806’| Call DID Hitp | | |
I I | Request Process 808 | I I
| I I > Obtain DID and |
| | | | signature 810 |
| | | | I
I I I |  Query DID 812 DID:query |
| | | | | 814 > |
I I I | | I
| | | | | DID Doc 816 |
I I I | DID Doc 818 <-————- I
¢« - _

| | | | | I
| | | I | I
| | | I Correct? 82IO |
I I I | < | I
I I I | | I
| | | | | I
I I | Hittp Request 822 | I I
| | | I
I I L | I I
| | | Service | I
| | |< processing 824 | |
I Response 826 I I I
f————~ i m | |

I I

| |

| |

FIG. 8



VC Repository
414

PCT1925435

¢

PCT24174
10/21
Issuer SDK Resolver Contract
531 312 322 331
] | | | |
DID + Proof | | |
902 | | |
| | | |
Call generate VC 904
| . > | |
| | | Create|lVC |
| | | 906 | |
I | < I I
| | ] Updatd |
| | | VC Status |
I I la—— 908 | I
I | | GETDID910 | I
| | ¥ |
| | | | DID:query 912 |
| | |
| | | | DID Doc 914 |
| I | DIDDocol6 R~~~ 77 m
| | K- —-——— |
I I I I
| | Identify VC Endpoint 918
| | — |
: Ve 920:
| |
| |
| |
| |
| |
| |
| |

FIG. 9



PCT1925435

PCT24174

11/21

9101 A Mzﬂml Iy

-

p101 Aonb:qrg |

0T DI

TE€ 1081U0)

| |
| |
| |
| | L
| | CC01 PUEA L_
_ _ 0201 DA AFHOA _ |
| | | | |
| | | w“ |
“| |__ 8101 Loy orpqnd |" | “
| | | |
| | | | |
| | I |
g _ _ ! !
I Z10T I onss] LD I I
! ! L J _
I I | 0101 pueA | I
“ “| 8001 PIEA y_ “ “
| |- 9001 i I |
| I smmgoayoeu) 1120 | _ _
I I lyoo1 smeig Krongy | I
_ _ _ e — |
I I I _ ALaa ey |
| | | | |
l l l | l
TTE 1oA]0s0Y das TEG Tonss| Tre as TES IOYLIDA




PCT1925435
PCT24174

12/21

| PP dIa 911 UOBEIYIION

SEIT $s9901S |

|
_
_
_ I _ _
_ _A | _ _
_ 4 ocTooa aiamy g _ _ _
_ _ | I . _ I _ _
S S (TE T N i § | | |
"A m 0c1 m aineugis amoz_.@om m _ “ _ _
I I | 8CI 1 uonoesuen jo ysey | | I I
_ [ | ‘UOTOBSUR) 91RIOUSL) [ _ _ _
_ _ | I _ _ I _ _
_ _ | ' 9711 %0 »! I _ _
_ _ _ aig oy £&10y1s0doy] DA _ I _ _
| | | s aa Ry | | |
_ _ | ' 441 S I _ _
I I | 20 dId 03 uonednuUAYINY I | I I
_ _ _ . Aeyuangppy L _ _ _
_ _ | e | | _ _
_ it et | clraa _ | _ _
_ D _ _ _ _ !
_ _ 8111 mondyAdde | o | | I _ _
| | | | 9T AIAISOd_ _ | | | |
[ [ yIIT Aoxorqng | _ _ [ _ _
e I ZI11 Aoybsnaeouad [[B) '« | _ _ _
I I I I OL11 Sei[yAay 21821 | I I _
_ _ | I _ | I _ _
_ _ [ | 601130014 urelqo _ _ _ _
_ _ | | _ I 1 ]
! ! _ _ BOTT A2 _uA + :o:mw_o“m ny
_ _ _ _ _ Il FOTT aIq etis 4
| | | | | |AIAa11) [[8) | 23eald 03 3sanbay L Pl _

[543 43 e rds 917 % (87 S

NI pnord Bmwm:moo B\mwM@m aa Wosy Josn E%%oow_‘\%om TT¢ 1oA10S

Seed




PCT1925435

PCT24174

13/21

¢l D14
| | | | | [ | ! | . |
| | ol _||v_r||||_||||v_|%s|v_ | _ ! _
_ _ (1021100 PC1 PUEA | pea ! _ _ _ _
_ _ F———-) _ P ! ! ! |
_ _ orer Al Lg _ | | “ “ “ |
_ _ | oSuoipyy | 8€CI dsyumy | _
——t————

| | | aredwoy | ard 39y 118D | 9¢z] osuodsay _¢ “ I" “
! _ _ _ | | BRI AIA Yy cry asuodsay sBuaneyd aId g — _ _ _ _ _

| : K .
[ _ _ _ _ _ | | | | Ceiimd 2
“ _ _ _ “ _ | I _ 0€zT xouaydr)y |
| ' _ _ _ _ _ | 82T 1 SBuREYDINE [[2) |

1 - 1
| | | | | I | omm_ﬂ asuodsay umoau_um “ “
| | | | | | Ve _H
I | | | I | {Huasuo)) L “ _ _
_ “ “| RN, C e Y i, | _ _ |

o~
I | 02Z1 oguf 98us[[ey)) 21018 I I “ “ “ " "
_ _ 81z1 wodpug _ _ _ | _ | |
“ I gy aiq weo _ _ _ ' | _ | |
| | orzrofuslwuy _ | ! | _ | _ _
| | v aiaepeenn | “ _ _ _ _ _
TIIIMmlllﬂmﬂu@Iodﬂllv_ | | _ _ _ _ _
ZIZ1 %00 dI | | | | _ _ _ _ _
- —
|- otel _ | _ | _ _ _ _ _
| Aonbiaia [ g0cT AIq A0 | _ _ _ _ _
_ | | %N.M STUAEYDY _ [ [ [ [
I I | | W IED _T_ﬂwomﬁo\/ | _ [ _ "
| | I I | 3sonboy — _ _ _
_ I | | _ Z0CT Aid _ | _ _
I ! | | A P10 L | _ _
— — — — — — o p—
STh cTpwaly | | OIv1dY €S 2OIMIAS 1M1 Ly
uuwwm%oo Ho\mwmmm K1oWo DYUIA wﬂwm@m IO A wny did E%:w@«« S W3y 15 SN




PCT1925435

PCT24174

14/21

¢l DA
I I I I I I
| 3 i | ST
I I I LTET NSy I I
| ogel amyeusis Ajuop | _ _ | |
_ _ _ _ _
i > _ _ _ _
| sze1 £y ongqng _ _ ! !
e ! I _ I _
I YTl AIa £1end [ } } } ]
| | | €T¢1 osuodsayP3udfey) | |
_ _ _ | “ 7€ asuodsar >
——
| | | 1Z€1 asuodsar a5uoeyD |
—_—
| | 0Z¢€ 1 esuodsar ouo[[ey) ! !
_ | J_ aSusey) _ I I
_ I 61¢1 ammeusis [ensiq | _ _
_ _ I _ I _
| 8I€l ImeusIs 9jeIdudn) _ _ _ _ _
_ _ _ _ _
_ _ _ _
"A 91 ¢ Ojur Junodoe K10 “ _ _ _ _
! clel ! ! ! !
I suorssruad yooy) I I _ I _
_ J _ I _
| | $1¢1 2rnjeusis jsonbay | | | |
_ _ fe———— _ _
I I | €1€198useyo I | _
[ e |
_ _ _ | CIel aguo[Ieyo aq, _
|'
I I I I 11e1 dia I I
| | | l | |
0g€ 0T€ wayskg 80T € waskg Toumo aid €S qoTE WSS
ureyoyoo[g OPIS-0JIAIAS apIg-10s) pauoding RETIREYN opIS-10s )




PCT1925435
PCT24174

15/21

71 'OId
I I | I I I I I I
| | | | | I | I |
| | | | | | | | |
_mwﬂ_mm&oﬂmv_dmﬂwmm%lm* T |" ||||| .“.Nmilmmolaﬂmlul T |" T ¢_ _ _
- -
| 9vp19aeS | ppp1 DAMON | [ lery1 DA LSO | I I v_ I
“ “ peordn 11D “ “ “ “ Wmﬂ 'ssa0ong w“IMme $5990Ng _ 0FbT mmooo:mv“
e
_ _ _ _ _ _ | PEPT S| | |
| | | | _||I|I¢_|IIIII_IIU>|8@V_ | |
_ _ _ _ _ (1I%4t mmwooﬁm _ eV $8920nS _ _ _
_ _ | | "A STYT SR T g7y smos oA _ _ |
DA PPV
| | | | | B | |
| | | | | | | | |
I | | | | | | | I I
I | | | === ——— A==
_ | | _ 10571 a QEH Tzrl %00 aid ! _ _
_ _ _ _ 18111 A1onb:a1qy 9I¥1 AId 1D | _ |
_ | ! _ _ | pIo DA _ _
“ “ [ _ “ I umoﬁ_mEoO | I |
| I I | | |
| ! _ F————- |l——=—= 4= ———— F————) _ |
[ [ I _A | 484! o.:,_u_ﬁcwa l | I _
| | | | 01+ 1 2rmyeudis Joj 3sonbay _| o |v_ | |
e
| | | | | | v | |
_ | | | _ | |1 NS0, _ _
_ | | _ _ _ QU1 m%% M MN\/ _ _ |
_ _ _ _ _ | PoUsISULARD | _ _
| | | | | | | TV ARS) L |
| I | I I I I | 91e10ud3 [[eD) | |
I | | | | | | | I I
_ | 1 I L I L 1 1 1
91y 11V oly (%43 TeE e oIy [4 oly T¢S
ada Wosy 105 E%:oo%%om SN 1081000 TOAJOSOY aa W%NA E%:Womﬂ%um Ionss|




PCT1925435

PCT24174

16/21

_ _ _ Sl 'OId
| | I “ | | | _
_ _ _ _ _ AT K
| | | | | | | 9CSTPUEA
| | | _ _ I pestpiea _
| | _ _ Test _ _ [
| | _ _ DA Ayuop I _ _
_ _ _ _ _ ||||||| p _ |
| | _ L 0ZSi _ _
| | | B it B | |
| _ _ Koy o1iqng | | _
| | | __ o _ _ _ _
| | | Aonb:qrq _ _ _ _
| | | _ [%1ST AIq 1onsst 199 | I
L | I I |
m “. ﬁlllIIII._IhH.I..I..I.H_HH.I.H.I..I.H_HHH.I.H.I.H.w_.J_ _ |
s —— = | az1s1 sweid ysey A _ (N _ _
! A | | | (I | |
“ | smeis gsey JA | I I I | I I
A TR _ | _ I _ _
! I fonbyp e l l [ ! | |
3 e I L I Q9061 smels DA A1enQ I (I I |
pores gyl gl Ay gttt i _ [
! | “ | | | (I | |
m | | _ I ||v_ wis T [ _
| T~ —®oisT | smeis gseypa || I I
! [ [ LIS USBUOA | | ! | |
“ “ “ " | B80S Awnb:DA | I} I _
1 | 1 1
! = | |
906 sniess A1ong) | ! _
_-.“ ............ _r ............ _r ............. g_ .............. " .............. J-i [ _
| |
-
| | | | | | vOsT | “
_ _ [ _ _ | DA AJIATR) | ——e——
| | | | | | cosl IA |
_ _ _ _ _ _ “ AJ119A 09 35onbay |
9% 457 oy Tee T T oy _
¢1p uad (01184
qaa 1uady Ionss| E%:wwwbm 10R1U0)) IOAJOSIY gﬁuvmco >< E%cw%%om TES YA




PCT1925435

PCT24174

17/21

91 'DIA
_ ——— I I I I _
“ | _Ammf Jnsar uonesnuayNyY | I I I “
| | | | | |
m _ I > _ _ _ _
| pE9 T UONOwSURI) UIEYYP0[q UIEIGO | | | | |
| _ _ _ _ _ _ _
[ | l¢ €91 uonoesuen ureyosoorg | I > I I _
_ _ _ _ | 2691 Kuon goreag | _ _
_ _ _ _ 1691 _ _ _ _
| | | | ¢ uopezuoyne | I I _
_ | [ | ‘uonedyUaA _ _ _ _
_ _ _ _ >l _ _ _
| | (€9 uonoESULRI) UIBYONO0[q UTRIqO | | | | I
I | | | | _
< o__mo_ uonoesuLn Emwoxooa _ _ _ _ |
_ I . i 8791 _ _ I _
_ _ _ (, uonezuoyne _ _ _ _ _
_ _ _ LCRERIVISEIN _ _ _ _
I | | »! | | | |
_ _ _ sonbor $$900 _ | _ _ _
I | | LT ¥ A4 | | | | |
_ _ I _ h _ _ !
_ _ _ _ 9791 uwo_ bo1 ssa0oy _ _ _
[ | I | 1 > | _
_ _ _ _ Y291 DA 21eal) _ STIL DA BI0IS _ _ _
_ _ _ _ _ T “
| | | | | | €291 UON®I HA 1sonbay |
F-—-=== TTTT T [ A A= oo ‘- 2
| | I I I I 91 A.h:.;om |
I i ] t < t < |
I I I | | I 1291 41q 1oy A1ddy LO9T
1 | | _.I B T——" | |
0¢¢ 1191 1091 aEhoT I Cl91 <091 -
ureyoyo0[g 2101 BIBP ISII] ANud 1811y || Fe09LSId qe091 SId _ 2101 BIBP PUOIAS Anud puoddg O




PCT1925435
PCT24174
18/21

—_
1
S

1710: obtaining an authentication request by a first entity for authenticating a user, wherein
the authentication request comprises a decentralized identifier (DID) of the user

:

1720: in response to determining that the first entity is permitted to access authentication
information of the user endorsed by a second entity, generating a blockchain transaction for
obtaining an authentication result of the user by the second entity, wherein the
authentication result is associated with the DID

l

1730: transmitting the blockchain transaction to a blockchain node for adding to a
blockchain

FIG. 17A
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1701

1711: obtaining, from a blockchain, a blockchain transaction comprising an authentication
request by a first entity for authenticating a user, wherein the authentication request
comprises a decentralized identifier (DID) of the user

!

1721: in response to determining that the first entity is permitted to access authentication
information of the user endorsed by a second entity, obtaining an authentication result of the
user by the second entity in response to the obtained blockchain transaction, wherein the
authentication result is associated with the DID

:

1731: generating a different blockchain transaction comprising the authentication result

l

1741: transmitting the different blockchain transaction to a blockchain node for adding to
the blockchain

FIG. 17B
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