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METHOD FOR AUTHENTICATING TRANSACTIONS

TECHNICAL FIELD
The invention relates to systems and methods for authenticating transactions

through a simplex communication which occurs in one direction only. More
particularly, the invention relates to systems and methods of authenticating
transactions taking place at a point-of-sale/service ("POS") terminal which are paid
with an image payment code.

More particularly, the invention relates to systems and methods for payment
with a QR code displayed on a mobile device payment at a merchant terminal.

BACKGROUND ART

Well known payment cards are used by millions of people worldwide to
facilitate various types of commercial transactions. In a typical transaction involving
the purchase of a product or service at a merchant location, the payment card is
presented at a point of sale terminal (“POS terminal”) located at a merchant's place
of business. The POS terminal may be a card reader or similar device that is capable
of accessing data stored on the payment card, where this data includes identification
and authentication data. Data read from the payment card is provided to the
merchant's transaction processing system and then to the acquirer, which is typically
a bank or other institution that manages the merchant's account.

To ensure the security and global interoperability of chip based payment
cards, it is well known EMV standards which define the interaction between EMV-
compliant payment cards and EMV-compliant POS terminals. Therefore to accept
EMV payments, merchants have to deploy EMV-compliant POS terminals which
support dual direction communication protocols. Such EMV-compliant POS terminals
hardware, their deployment and their maintenance are considerable costs for the
merchants.

Although this existing payment instruments function well, mainly due to the
fact that the card associations have been protecting the consumers by passing on
losses to merchants and banks, it is clear that banks, merchants and consumers
desire a simple, secure method to conduct financial transactions.

Today, technology has revolutionized the way that consumers make
purchases and expanded the range of retail channels. Indeed, mobile devices, such
as mobile phones, play an increasingly versatile role in daily life. Many new features
and services are being developed in an attempt to expand mobile phones beyond
their traditional role of voice and message transmission.
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Mechanisms for users to perform transactions are evolving with today's
technology. Such mechanisms include blue tooth communication, Near Field
Communication (NFC), Quick Response (QR) code scanning, WiFi communication,
and the like.

In the case where the payment experience is automated by a facility with Near
Field Communication (NFC), the facility must have a NFC-compatible payment
terminal, which is inconvenient for the facility because of the hardware, software, and
support expense associated with having NFC-enabled devices on site. Moreover, in
order for the customer to use the NFC mechanism, the customer's smart phone has
to have stored sensitive information on the customer's smart phone, such as: credit
card numbers, loyalty numbers and so forth. Even the best software is still subject to
potential hacking and compromise if the smart phone is acquired or if a remote
connection can be made to the smart phone.

In the case of a transaction that uses QR (Quick Response) codes or bar
codes that give customers an easier way to pay, information fluxes between three
parties of the transaction: the seller (with his POS), the buyer (with his mobile
phone), and a server of the payment system (bank or similar). The seller, when he
has to carry out a transaction for selling one or more products, requires a bar code or
a Quick Response (QR) code to the POS. The bar code or the QR code is displayed
or printed and provided to the buyer, who captures it by a mobile device and sends,
by SMS, Wifi, network, Internet .., to the server. The server verifies the identity of the
buyer. Once such an identity is verified, the server sends to the seller a notification of
effected payment, with which the seller can close the sale and deliver the goods and
purchase receipt.

This method has the drawback that it needs the use of the POS and occupies
the server with many information exchanges, what can be critical in some periods in
the year because of the enormous amount of required transactions.

In the case of an online transaction, a majority of e-commerce and m-
commerce sites on the internet use ad hoc payment methods. For example, if a
person wants to purchase coffee online, that person has to register and create an
account with an online coffee merchant by entering his personal and financial
information on websites. Further, this account creation process must be repeated
with other vendors for other purchases. This process is inconvenient to all parties
involved. The merchant must maintain a dedicated account management and
payment system. The customer must establish separate accounts with numerous
merchants, in addition to remembering the username and password information for
each merchant's website. With this payment system, when the consumer is ready to
pay, the POS terminal/system can print or display a two-dimensional (2D) barcode or
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Quick Response (QR) code along with the transaction details. The merchant
provides this to the consumer, who scans the code with his/her mobile device. The
scanned imaged code is linked with the consumer’'s mobile phone, which can then be
directed for payment of the transaction, to the user account via the mobile device.

This payment system has the drawback that it needs the use of connection
data between the user account and the mobile device during the payment, what can
be critical when the connection data is unavailable during the payment.

One problem with the variety of existing mechanisms used to interact with
customers is that often the customers are required to establish a connection before a
transaction can concluded. This poses a security risk that some consumers do not
want to engage in and it also slows down the transaction.

Moreover, QR code payment is not compliant with EMV transaction protocols
because it is not a duplex communication. Therefore, it's not possible to do a kind of
EMV transaction which allows authenticating the transactions by using only one QR
code.

As the mobile computing capabilities and development of robust wireless
network infrastructure merge, it is clear that there is an increasing desire for faster,
cheaper, secure and more convenient image code payment systems to conduct
financial transactions which can be compliant with standard protocols such as EMV
standard.

As aresult, there is a great need for conducting financial transactions between
individuals without having to depend on the mobile data connection or support duplex
communication like NFC while be able to authenticate the transaction.

SUMMARY OF THE INVENTION

The present invention addresses the aforementioned security drawbacks of
the authentication of a transaction in a one way communication - vs. traditional and
secured dual communication (EMV transactions).

The present invention relates to a system and method for authenticating a
transaction between a mobile payment application in a mobile device and a
merchant, over a one way communication. It is further assumed that these
transactions are routed to the issuer of the mobile payment application, through a
secure channel and protocol that is outside of scope of the present invention.

The techniques herein provide mechanisms that enable a consumer (customer
or user) to pay for his/her transaction without requiring: a mobile Point-Of-Sale (POS)
terminal, a credit/debit card to be surrendered or a Near Field Communication (NFC)
tap. Instead, an image payment code is used to pay the transaction. Today, image
payment code such as QR code payment or barcode payment is more and more




10

15

20

25

30

35

WO 2015/028664 PCT/EP2014/068506
4
popular in the domain of mobile payment, because it doesn’'t require additional
hardware other than common personal accessories already owned by the majority of
the population, such as smart phones, tablets or similar devices with camera
interfaces. The payment is completed when a merchant image scanner reads the
image payment code displayed on the user mobile device.

This kind of payment doesn’t require additional hardware which supports
duplex communication protocol; it just needs a display, which is usually the
consumer’s mobile phone screen, to display the QR code, and a QR code scanner,
which can be QR code scanner of cash register or a camera of merchant’s mobile
phone, to scan the QR code which is displayed on the consumer’'s mobile phone
screen.

To accept QR code payment, acquirer only needs to integrate a piece of
software in the merchant’s cash register or mobile phone, the cost are nearly zero.

To allow trusting the transaction with a payment by an image code, the
present invention proposes means to authenticate said transaction. For that, when
the mobile payment application is downloaded into preferably a secure element of
the user mobile device, a registration process is enabled. During this registration
process with the server, an account of the user is created and a set of transaction
unpredictable numbers in quantity N is generated. This set of unpredictable numbers
is transmit securely to the mobile payment application and stored securely inside the
secure element. The payment application uses the stored N transaction
unpredictable numbers for next N times transactions performed by the mobile
payment application sequentially. The same set of unpredictable numbers is stored in
the server database, and used by server for next N times transaction authentication
sequentially. The generated transaction unpredictable number is used strictly once
for a transaction.

With sequence reference, the server is able to authenticate the transaction
using standard transaction authentication algorithm, which involves transaction
unpredictable number and keys shared between payment application and server.
The standard transaction algorithm may be EMV ftransaction process, Mifare
transaction process, or Calypso transaction process. Those standards are well
known by the person in the art and do not need to be described anymore herein.

The embodiments described in this specification are directed towards the EMV
transaction process by knowing that it can be any suitable transaction standard.
During a payment process, the merchant displays the amount to pay in the checkout
terminal. The consumer launches the mobile payment application on his/her mobile
device. The cardholder inputs the transaction amount on his/her mobile device. The
mobile payment application picks the first unused transaction unpredictable number
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and elaborates a standard EMV authorization request. This authorization request
comprises transaction amount input by the consumer, a transaction cryptogram
generated using an EMV key, from a list of transaction data, which includes the
transaction amount, transaction unpredictable number and other related financial
data. Once the authorization request is generated, the currently used transaction
unpredictable number is marked as used in the secure element. The mobile payment
application generates an image payment code comprising the authorization request.
Said image payment code can be a QR code. The merchant scans the QR code
displayed on consumer’s mobile device.

The merchant sends the authorization request decoded from scanned QR
code to the server. The server checks the received authorization request. From the
content of the received authorization request, the server recovers the corresponding
transaction unpredictable number stored in its database. The recovered transaction
unpredictable number is marked as used in the server's database. The transaction
cryptogram of the authorization request is sent to the issuer bank with the recovered
transaction unpredictable number. Issuer bank validates the authorization request
using the standard EMV algorithm, which involves an EMV key and the same list of
transaction data. The merchant is finally notified of the result, from the issuer bank,
directly or via the server, of the authorization request.

The invention relies on a one-way transaction between the mobile device and
the merchant. With the way proposed to authenticate the transaction it is not needed
to perform a mutual authentication between the payment application and the issuer to
authenticate the transaction.

Aspects of the embodiments of the present invention relate in general to a
method for authenticating a transaction with an image code provided by a mobile
payment application through a user mobile device wherein:

- generating a set of transaction unpredictable numbers for upcoming EMV
transactions by a server,

- sending the generated set of transaction unpredictable numbers to the
mobile payment application which resides in the secure element of consumer’s
mobile device,

- storing the received set of transaction unpredictable numbers inside the
consumer’s mobile device,

- storing the same set of transaction unpredictable numbers in the server’s
database,

- using the transaction unpredictable number stored in the secure element in
sequence for generating EMV cryptogram of transaction authorization request,
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- generating an image code from the transaction authorization request
message,

- displaying the image code on user the mobile device display

- scanning the image code, decoding the authorization request message and
sending decoded authorization request to the server,

- recovering the transaction unpredictable number from the server database,

- forwarding the authorization request to an issuer bank with recovered
transaction unpredictable number for final approval of the transaction authorization
request.

Aspects of the embodiments of the present invention relate in particular to a
method for authenticating and authorizing a transaction involving a terminal provider
of a product or a service and a mobile application of a user mobile device wherein:

- during a registration process of the mobile application to a server:

- operating the server to generates a set of transaction unpredictable numbers,

- operating the server to send said generated set of transaction unpredictable
numbers to the mobile application,

- during the authentication and authorization of the transaction:

- operating the mobile application to select a stored unused transaction
unpredictable number, said selected unused transaction unpredictable number
allowing to identify said transaction,

- operating the mobile application to elaborate a transaction authorization
request message from the selected transaction unpredictable number,

- operating the mobile application to encode the authorization request into a
simplex communication data,

- operating the terminal provider to receive and decode the simplex
communication data,

- operating the terminal provider to send to the server, the decoded simplex
communication data for authentication and authorization of the transaction,

- operating the server to verify a match of a transaction unpredictable number
between the content of the decoded transaction authorization request
message and the server transaction unpredictable number database,

- if the verification is successful, operating the server to add the matched
transaction unpredictable number to the authorization request message,

- operating the server to send the transaction authorization request to an issuer,

- operating the server to receives from the issuer receiving the transaction
authorization result indicating whether or not said transaction is authenticated
and authorized,
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- operating the server to forward the transaction authorization result to the
terminal provider.

To achieve those and other advantages, and in accordance with the purpose
of the invention as embodied and broadly described, the invention proposes a
method for authenticating and authorizing a transaction involving a provider of a
product or a service and a mobile application of a user mobile device wherein:

- generating a set of transaction unpredictable numbers by a server,

- sending the said generated set of transaction unpredictable numbers to the
mobile application,

- selecting an unused transaction unpredictable number stored in the mobile
application to the identification of said transaction,

- elaborating a transaction authorization request message from the selected
transaction unpredictable number,

- encoding the authorization request into a simplex communication data,

- receiving and decoding the simplex communication data and sending from
the provider to the server the decoded simplex communication data for authentication
and authorization of the transaction,

- recovering the transaction unpredictable number in the server

- adding the recovered transaction unpredictable number to the authorization
request,

- sending the transaction authorization request to an issuer by the server,

- receiving the transaction authorization result from the issuer indicating
whether or not said transaction is authenticated and authorized.

In other various methods, to receive the simplex communication data, a
scanner terminal of the provider scans the encoded authorization request.

In other various methods, the simplex communication data is an image code
such a QR code or a barcode, this image code being displayed on the user mobile
device to be scanned by the provider and sent to the server. The simplex
communication data can also be a modulated sound, a modulated vibration or a NFC
tag message.

In other various methods, when the selected transaction unpredictable number
is added to the elaborated transaction authorization request message then the
server compares the received selected transaction unpredictable number to the
recovered transaction unpredictable number. If the comparison is successful, the
server adds the recovered transaction unpredictable number to the authorization
request and sends it to the issuer.
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In other various methods, the unused transaction unpredictable number is
selected according to a pre-determined sequence. The transaction unpredictable
number is recovered by the server according to a unique identifier of the user and the
pre-determined sequence. In other various methods, the transaction unpredictable
number can be recovered by the server from the unique identifier of the user, an
index associated to the selected transaction unpredictable number which is added to
the authorization request and the pre-determined sequence.

In other various methods, the unused transaction unpredictable number is
selected randomly and wherein an index is associated to said selected transaction
unpredictable number and wherein the transaction unpredictable number is
recovered by the server from a unique identifier of the user and the index associated
to the selected transaction unpredictable number.

In other various methods, the transaction unpredictable number is marked as
used in the storage after the selection step and the recovery step. When the
transaction unpredictable numbers stored in the mobile payment application are all
marked as used then a new set of transaction unpredictable numbers is generated by
the server and sent to the mobile application for storage.

In other various methods, the transmission of the generated set of transaction
unpredictable numbers from the server to the mobile payment application is
protected:

- by applying an encryption algorithm which involves key(s) shared between
the server and the mobile payment application, and/or

- by applying an integrity algorithm which involves key(s) shared between the
server and the mobile payment application.

In other various methods, the mobile application and the set of transaction
unpredictable numbers are stored into a secure element of the mobile device.

In other various methods, the transaction is a financial transaction which being
conform to EMV transaction standard, Mifare transaction standard or Calypso
transaction standard.

The method of the present invention has many technological advantages,
among them:

- no impact on existing EMV infrastructure,

- high security level by using payment mobile application stored on the secure
element,

- no need to deploy NFC POS,

- reduce the deploy and maintenance cost for payment network,

- more and more merchants are already equipped with QR code scanner and
QR code scanner cost much less than NFC POS,
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- no mobile data needed during payment and not rely on mobile data for
payment,

- quick payment process in consumer side,

- consumer has more confidence as the transaction amount is input by
himself/herself,

- simplicity,

- ergonomic design, and

-full independence from the EMV infrastructure.

BRIEF DESCRIPTION OF THE DRAWINGS

The following detailed description will be better understood with the drawings,
in which:

FIG. 1 illustrates the different entities involved in a transaction with an image
payment code according an embodiment of the present invention.

FIG. 2 is a logic flow diagram in accordance with an exemplary embodiment of
this invention during a registration phase of a payment application.

FIG. 3 is a transaction flow diagram in accordance with an exemplary
embodiment of this invention.

DETAILED DESCRIPTION OF THE EMBODIMENTS OF THE INVENTION

The present invention is not specific to any particular hardware or software
implementation, and is at a conceptual level above specifics of implementation. It is
to be understood that various other embodiments and variations of the invention may
be produced without departing from the spirit or scope of the invention. The following
is provided to assist in understanding the practical implementation of particular
embodiments of the invention.

The same elements have been designated with the same referenced numerals
in the different drawings. For clarity, only those elements and steps which are useful
to the understanding of the present invention have been shown in the drawings and
will be described.

Further, the mechanisms of data communication between the parties and their
environment have not been detailed either, the present invention being here again
compatible with usual mechanisms.

Furthermore, the connecting lines shown in the various figures contained
herein are intended to represent exemplary functional relationships and/or physical
couplings between the various elements. It should be noted that many alternatives or
additional functional relationships or physical connections may be present in a
practical system. Furthermore, the various entities in FIG. 1 may communicate via
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any suitable communication medium (including the Internet), using any suitable
communication protocol.

Moreover, when an action is said to be performed by a terminal, it is in fact
executed by a microprocessor in this terminal controlled by instruction codes
recorded in a program memory on said terminal. An action is also ascribed to an
application or software. This means that part of the instruction codes making up the
application or software are executed by the microprocessor.

FIG. 1 shows entities involved in a flow diagram for managing mobile payment
application 10 on a mobile communication device 11. For simplicity of discussion,
only one of each entity is shown at FIG.1. It is understood, however, that
embodiments of the technology may include more than one of each entity.
Additionally, some embodiments of the technology may include fewer than all of the
entities shown in FIG. 1. FIG. 1 depicts an example of the system in which a server
processing environment 12 and an issuer 13 are implemented.

The mobile device 11 comprises a secure element 15. The secure element 15
inside the mobile device 11 is used to host and store data and applications that
require a high degree of security. In a preferred embodiment, the payment
application 10 is installed into the secure element 15. The secure element 15 is
provided to the mobile device 11 by a secure element issuer. The secure element
issuer may not necessarily be a member of the payment process or the same entity
as the issuer 13 of the payment. For example, the secure element issuer may be a
mobile network operator (MNO) or the manufacturer of the mobile device 11.

The mobile payment application 10 is software or an application providing
payment capabilities which can be implemented within the secure element 15, which
is inside the mobile device 11. The mobile payment application 10 provides the
functionalities to manage user's payment information and generate transaction
signature. During a payment transaction, the mobile payment application 10
transmits payment data to the server 12 through a merchant 14 in a simplex
communication.

The mobile payment application 10 interfaces with a user interface software on
mobile device 11 for user interaction (e.g., to enter and view information). The user
interface software also communicates with the mobile payment application 10 to
display payment transaction information for the merchant 14.

As used herein, the term “issuer’” encompasses any entity that issues and
maintains a financial account (e.g., credit, debit, or prepaid) and the mobile payment
application 10 associated with the financial account. Alternatively, the issuer 13 may
not issue the mobile payment application 10 directly and instead may contract with
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another party to issue the mobile payment application 10 such as the server 12. The
issuer can be a bank.

The mobile payment application 10 is loaded into the secure element 15 inside
the user mobile device 11. The mobile payment application 10 can be pre-loaded in
the manufacture or personalization phase of secure element 15 before the secure
element 15 is delivered to user. The mobile payment application 10 can also be
downloaded by user in the post-issuance phase of secure element 15 via a
communication network from the database of the issuer 13 or other entities.

The mobile device 11 may be in any suitable form for image payment device.
For example, suitable mobile communication devices 11 can be hand-held and
compact so that they can fit into a user's wallet and/or pocket (e.g., pocket-sized).
The mobile device 11 typically comprises a processor, a memory, input device,
output devices, and image code generator devices, all of which are operatively
coupled to the processor. Specific examples of mobile communication devices 11
can include cellular or wireless phones, tablets, smartphones, personal digital
assistances (PDAs), portable computers, and the like. Although a mobile
communication device 11 is referred to in the present application, embodiments of
the present invention could be implemented with a number of different mobile user
devices capable of communicating with the entities described herein and generating
image codes.

According to an embodiment, the image payment code can be a quick
response (QR) code, any other type of code, or any combination of types of codes
formed thereon or associated therewith.

The server processing environment 12 can be a server computer or a series of
server computers that are configured to communicate with the merchant 14. The
server 12 communicates with the issuer 13. The server 12 may be implemented by
issuers, acquirers, third-party services providers, or trusted service managers. The
server 12 can be used for facilitating the authentication of the transaction via the
image payment code 17. For example, the server 12 can receive a communication
from the merchant 14 that is indicative of the content of image payment code 17 and
can facilitate a purchase transaction in response to the communication.

The merchant 14 may be implemented using, for example, one or more
servers. Specifically, the merchant can be realized by a server and a database that
are managed by a provider. The merchant 14 can be a merchant checkout terminal,
a mobile device, a computer, and/or a server, for example. The merchant 14 can be
used for making a purchase by the user with the image payment code. The merchant
14 comprises a scanner 16. The scanner 16 can be a QR code scanner, a barcode
scanner, an SKU scanner, a camera controlled by image recognition software or any
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other type of image code scanner. The scanner 16 can be used to scan the image
payment code 17.

Well known secure communication can be established between the merchant
14, the issuer 13 and the server 12. This secure communication can be established
with a mutually-authenticated secure sockets layer (SSL) channel. This secure
communication may use data encryption standards such as, e.g., RSA with a key of
at least 1024 bits, triple data encryption standard (DES), 128- bit advanced
encryption standard (AES), an RC4 stream encryption algorithm using minimum 128-
bit key length, etc. These encryption standards may be used to create the secure
session. Any other suitable form of secured communication between these entities
may be implemented as one of ordinary skill would recognize.

Upon the mobile payment application 10 is loaded on the secure element 15 of
the mobile device 11; the user can initiate a registration process and create a user
account on the server 12.

FIG.2 illustrates an exemplary flow diagram for registering the mobile payment
application 10 on the server 12. Therein, the process flow between the secure
element 15 and the server 12 is depicted with labeled arrows to which respective
numbers are assigned. The flow is understood as being performed sequentially from
top to bottom as indicated by the increasing numbers. However, it should be noted
that there may be multiple instances of this protocol run in parallel without specified
ordering.

FIG. 2 is a flow chart depicting a set of functions 20 that can be carried out in
accordance with an example embodiment. The set of functions 20 can be performed
to register user mobile payment application 10 on the server 12. The set of functions
20 are shown within steps 21 through 32. A description of these steps now follows.

At step 21, the mobile payment application 10 displays a registration icon (not
shown) on the mobile device 11 in which the user can activate in order to initiate a
registration process. The registration icon can comprise the text "REGISTER" or
some other text or symbol.

At step 22, the mobile payment application 10 displays a free-form entry field
on the user mobile device 11 in which the user is prompted to enter the user's
identifier. This user’s identifier can be a Mobile Subscriber Integrated Services Digital
Network Number ('MSISDN', the user's mobile telephone number), a Primary
Account Number (‘PAN’) of a payment account, or a National Identify Number. The
user identifier can be also some other unique identifier of the user. In another
embodiment, the user identifier can be also retrieved automatically from the mobile
payment application 10, secure element 15, or user mobile device 11.
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The mobile payment application 10 transmits, through the mobile device, the
user's unique identifier to the server 12, at step 23. The server 12, at step 24,
performs a lookup to check whether a user account associated with the user's unique
identifier already exists in its database. If no such user account exists, the server 12
can respond to the user mobile device 11 with, for example, an SMS containing a
one-time PIN code, at step 25. At step 26, the user can then enter the PIN code into
a corresponding field displayed on user mobile device 11 by the mobile payment
application 10. At step 27, the mobile device 11 returns the user-entered PIN code to
the server 12, which validates the returned PIN, at step 28. If the PIN validation is
successful the cloud 12, at step 29, creates a user account in its database and can
notify the mobile payment application 10 that registration has been successful. For
purposes of this description, the PIN code does not have to be entirely numeric,
although it can be entirely numeric. A PIN code that is not entirely numeric can be an
alpha-numeric PIN code.

In another embodiment, if the user account does not exist, at step 24, the
cloud server 12 jumps to step 29 and creates a user account in its database without
the request of a PIN enter.

In an embodiment, the mobile payment application 10 can create a user profile
on the server 12 for that it prompts the user to enter user attributes such as the user's
first name, the user's last name, date of birth, an e-mail address, a physical address,
identification of the issuer 13,... The mobile device passes the data to the server 12
which stores these particulars in the newly-created user account in its database.

When the account of the user is created, the server 12 generates, at step 30,
a set of transaction unpredictable numbers in quantity N sequentially. These
transaction unpredictable numbers can be conform to EMV transaction unpredictable
number format and quality.

The server 12 generates a message which can comprise an encrypted data
and a Message Authentication Code (‘MAC’) value. The encrypted data is the result
of the encryption of the set of generated transaction unpredictable numbers with a
session encryption key ENC shared with the secure element 15. The MAC value is
the result of a MAC operation on at least one part over the content of the message.
The MAC operation uses a session key MAC shared with the secure element 15 and
a cryptographic checksum algorithm to produce the MAC value which later can be
used to ensure the data has not been modified.

These session keys are used to protect the confidentiality and integrity of the
messages exchanged between the mobile payment application 10 and the server 12.

At step 31, the server 12 can send to the secure element 15 the message
comprising the encrypted data and the MAC value. The mobile payment application



10

15

20

25

30

35

WO 2015/028664 PCT/EP2014/068506
14

10 computes a MAC value. The computed MAC value is compared to the received
MAC value to check if the received message has been altered. In an embodiment, if
the verification of the MAC value fails, the process flow can be closed and the mobile
payment application may notify the server 12 that the MAC value is tampered. If the
MAC value is successfully verified, the secure element 15 may decrypt the encrypted
data with the shared session key ENC.

In embodiments, the set of transaction unpredictable numbers generated by
the server 12, at step 30, can be sent to the mobile payment application 10 in clear
without encryption and MAC, in clear with MAC, or in encrypted message without
MAC.

The decrypted set of generated transaction unpredictable numbers is
preferably stored in the memory of the secure element which is not accessible from
the external.

FIG. 3 illustrates an exemplary transaction flow diagram 40 in an embodiment.
During a purchase at a merchant place, the transaction flow is initiated with a users'
action. Indeed, the transaction flow 40 is activated by the user via interaction with the
mobile payment application 10 due, for example, to a click on the icon of said mobile
payment application displayed on the mobile device 11.

At step 41, the user can then enter an amount of the purchase transaction into
a corresponding field displayed on user mobile device. At step 42, the mobile device
11 sends the user-entered transaction amount to the mobile payment application 10
in the format which conforms to EMV standard.

When the amount is received, the mobile payment application 10 verifies
whether unused transaction unpredictable number which was generated by server 12
in the previous steps from 30 to 32 is remaining, at step 43. If there is no unused
transaction unpredictable number remaining in mobile payment application 10 on the
secure element 15, then a command is sent, at step 44, to the server 12 to generate
another set of transaction unpredictable numbers. Steps 30 to 32 of Fig. 2 are
performed again, when the server 12 receives such command of generation. If there
is unused transaction unpredictable number(s) remaining in the mobile payment
application 10 on the secure element 15, the mobile payment application 10 picks
one unused transaction unpredictable number. In an embodiment, unused
transaction unpredictable number is picked according to a pre-determined sequence,
at step 45. When used, said transaction unpredictable number is marked as picked.

In another embodiment, the mobile payment application 10 picks one unused
transaction unpredictable number randomly instead of using a pre-determined
sequence. In an embodiment, an index can be associated to the picked transaction
unpredictable number. In this case the index is appended in the authorization
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request. In a preferred embodiment, at step 46, the mobile payment application
performs an EMV transaction process.

At the end of this process, a response message conforms to EMV format is
generated by the mobile payment application 10. This response message comprises
a transaction cryptogram. This message is generated by using the transaction
amount input by user in step 41 and transaction unpredictable number picked in step
45, involving various keys and data elements which are defined in EMV standard.. In
an embodiment, the response message is transmitted to user mobile device at step
47. User mobile device then encodes the response message into an image code
format and displays the said encoded image code 17 on the mobile device, at step
48. In another embodiment, the mobile payment application 10 encodes the
response message into an image code. The image code transmitted to user mobile
device is displayed.

The image code can be a quick response (QR) code. The code can be a
barcode, or any other image type of code. The code can be read or scanned via a
mobile device. At step 49, the code is scanned by the merchant scanner 16 from the
mobile device screen.

As used herein, the term "scan" can refer to any process for determining a
code or other information, such as from the image code.

The scanned code is communicated to the merchant 14 via the scanner 16.
The merchant 14 then decodes the scanned code, at step 50, to recover the
information that it contains. The merchant can add to the response message the
merchant identification code and a repository address.

The merchant 14, at step 51, transmits the response message to the server 12
for authenticating and authorizing the transaction.

At step 52, the server 12 first extracts the user identifier from the response
message. From this extracted user identifier the server recovers the transaction
unpredictable number used for this transaction from its database according to the
pre-determined sequence way. The server 12 marks the recovered transaction
unpredictable number as used in its database. The server 12 then builds an EMV
authorization request comprising the transaction cryptogram of the response
message and wherein the recovered transaction unpredictable number is added.

At step 53, the server 12 sends the authorization request to issuer 13. Issuer
13, at step 54, verifies the content of the authorization request according to
procedures defined in EMV standard, by using the amount input by user at step 41
and transaction unpredictable number recovered by server 12 at step 52, along with
other data elements extracted from authorization request, involving various keys and
data elements that are defined in EMV standard.
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Issuer 13 builds a response to the received authorization request according to
the user’s financial data, at step 55, when the verification at step 54 is successful.
This response can be a transaction result code, accepting or declining the
transaction, an authorization response cryptogram ...

At step 56, issuer 13 sends the response to the server 12. The server 12, at
step 57, receives the response of the transaction. The server 12 forwards to the
merchant 14 the transaction result code extracted from the response, at step 58.
The merchant 14 receives the transaction authorization result, at step 59.

The invention is simple and easy to implement, and does not require additional
hardware at the merchant side. By applying the EMV crypto, fraud and theft due to
misappropriation of the image code can be eliminated. By buffering the a set of
transaction unpredictable numbers inside the mobile payment application 10 on
secure element 15, the requirement of duplex communication for EMV transaction is
removed.

In another embodiment, at step 46 of FIG. 3, at the end of the EMV transaction
process, the response message generated by the mobile payment application 10
comprises also the transaction unpredictable number picked at step 45. At step 52,
the server 12 extracts the user identifier from the response message. From this
extracted user identifier the server 12 recovers the transaction unpredictable number
used for this transaction from its database according to the pre-determined sequence
way. The server 12 marks the recovered transaction unpredictable number as used
in its database. The server 12 compares the transaction unpredictable number in the
response message to the transaction unpredictable number recovered from its
database. With this verification, the server 12 is able to identify if the authorization
request is from a genuine mobile payment application 10 and a genuine secure
element 15 or not. If the transaction unpredictable number is successfully verified,
the server 12 then builds, at step 52, the EMV authorization request comprising the
transaction cryptogram of the response message and wherein the recovered
transaction unpredictable number is added. If on the other hand, the verification of
the transaction unpredictable number fails, the process flow can be closed and the
server may notify the mobile payment application that the transaction unpredictable
number is tampered.

In another embodiment, at step 46, an index of the picked transaction may be
added to the response message. Then, at step 52, the server 12 can recover the
transaction unpredictable number used for this transaction from its database by index
shown in the response message instead of using a pre-determined sequence way.

In another embodiment, at step 45, unused transaction unpredictable number
is picked randomly instead of using a pre-determined sequence. In this case, to
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facilitate the recovery an index is associated to said picked unused transaction
unpredictable number. At step 46 of FIG. 3, at the end of the EMV transaction
process, the response message generated by the mobile payment application 10
comprises the associated index. At step 52, the server 12 extracts the user identifier
from the response message. From this extracted user identifier and the associated
index the server 12 recovers the transaction unpredictable number used for this
transaction from its database. The server 12 builds, at step 52, the EMV
authorization request comprising the transaction cryptogram of the response
message and wherein the recovered transaction unpredictable number is added.

In another embodiment, at step 45, unused transaction unpredictable number
associated to an index is picked randomly. At step 46 of FIG. 3, at the end of the
EMV transaction process, the response message generated by the mobile payment
application 10 comprises the transaction unpredictable number with its index. At step
52, the server 12 extracts the user identifier from the response message. From this
extracted user identifier and the received index, the server 12 recovers the
transaction unpredictable number used for this transaction from its database.

The server 12 compares the transaction unpredictable number in the response
message to the transaction unpredictable number recovered from its database. If the
transaction unpredictable number is successfully verified, the server 12 then builds,
at step 52, the EMV authorization request comprising the transaction cryptogram of
the response message and wherein the recovered transaction unpredictable number
is added. If on the other hand, the verification of the transaction unpredictable
number fails, the process flow can be closed and the server may notify the mobile
payment application that the transaction unpredictable number is tampered.

In another embodiment, another simplex communication method can replace
the image code encode, display, scan and decode processes from step 48 to step
50, for conveying response message of transaction from mobile payment application
10 to merchant 14 via user mobile device 11. The simplex communication method
can be a modulated sound, a modulated vibration, a NFC tag message which are
supported by the user mobile device.

The expression “transaction” can be taken in its broadest meaning. |.E. it
cannot be limited to financial transaction, as herein described, but can also cover any
transaction to access to a service of a service provider, any transaction occurring
through a simplex communication.
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CLAIMS

1. A method for authenticating a transaction involving a terminal of a provider
of a product or a service and a mobile application of a user mobile device wherein:

- operating an authentication server to generate a set of transaction unpredictable
numbers to be sent to the mobile device,

- operating the mobile device to receive and store the generated set of
transaction unpredictable numbers,

during an authentication of the transaction:

- operating the mobile application to select according to a pre-determined
sequence of selection a transaction unpredictable number not marked as used from the
stored set of transaction unpredictable numbers and to associate said selected
transaction unpredictable number to said transaction,

- the mobile application computes from at least the selected transaction
unpredictable number associated to the transaction a cryptogram of {transaction
authorization request,

- operating the mobile application to encode the cryptogram into an image
payment code, said image payment code being sent from the mobile application to the
terminal of a provider for payment,

- said terminal of a provider comprising means configured to decode the received
image payment code and send it to the server for authentication, the transaction
unpredictable number of the decoded image payment code is compared to a set of
transaction unpredictable numbers previously stored in the server database, if the
comparison is successful the transaction is authenticated.

2. The method according to the previous claim, wherein during the
authentication of the transaction unpredictable number the method comprises the
following step:

- from the decoded image payment code, the server recovers a transaction
unpredictable number from the set of transaction unpredictable numbers previously
stored in its database,

- the recovered transaction unpredictable number is compared to the received
selected transaction unpredictable number in the decoded cryptogram,

- if the comparison is successful, adding the recovered transaction unpredictable
number to the cryptogram and sending it from the server to an issuer for authorization of
the transaction.
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3. The method according to any previous claims, wherein the image payment
code is an image code such a QR code or a barcode, this image code being displayed
on the user mobile device to be scanned by the terminal of a provider and sent to the
server.

4, The method according to claims 1 or 2, wherein the image payment code
is a modulated sound, a modulated vibration or a NFC tag message.

5. The method according to claims 2 to 4, wherein the unused transaction
unpredictable number is selected according to a pre-determined sequence and wherein
the transaction unpredictable number is recovered by the server according to a unique
identifier of the user added to the cryptogram authorization request and the pre-
determined sequence.

6. The method according to claims 2 to 5, wherein the transaction
unpredictable number is recovered by the server from an unique identifier of the user, an
index associated to the selected transaction unpredictable number which are added to
the cryptogram authorization request and the pre-determined sequence.

7. The method according to claims 2 to 5, wherein the unused transaction
unpredictable number is selected randomly and wherein an index is associated to said
selected transaction unpredictable number and wherein the transaction unpredictable
number is recovered by the server from a unique identifier of the user and the index
associated to the selected transaction unpredictable number added to the cryptogram
authorization request.

8. The method according to any previous claims, wherein the transaction
unpredictable number is marked as used in the storage after the selection step and the
recovery step.

9. The method according to any the previous claim, wherein when the
transaction unpredictable numbers stored in the mobile payment application are all
marked as used then a new set of transaction unpredictable numbers is generated by
the server and sent to the mobile application for storage.
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10.  The method according to any previous claims, wherein the transmission of
the generated set of transaction unpredictable numbers from the server to the mobile
payment application is protected:

- by applying an encryption algorithm which involves key(s) shared between the
server and the mobile payment application, and/or

- by applying an integrity algorithm which involves key(s) shared between the
server and the mobile payment application.

11. The method according to any previous claims, wherein the mobile
application and the set of transaction unpredictable numbers are stored into a secure
element of the mobile device.

12.  The method according to any previous claims, wherein the server and the
issuer are the same entity.

13.  The method according to any previous claims, wherein the transaction is a
financial transaction which being conform to EMV ftransaction standard, Mifare
transaction standard or Calypso transaction standard.

14. The method according to the previous claims, wherein the cryptogram
transaction authorization request message is generated from an amount of the
transaction inputited by the user on the mobile device, the selected transaction
unpredictable nhumber, user’s financial data, various keys and data elements defined by
the transaction standard.

15.  The method according to any previous claims, wherein the mobile device
is a cellular or wireless phone, a tablet, a smartphone, a personal digital assistance
(PDA), a pager, a portable computers.

16. System for authenticating and authorizing, through an authentication
server, a transaction involving a terminal of a provider of a product or a service and a
mobile application of a user mobile device according to any of the previous claims.



