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(57) Abstract: A command filter module filters receives a plurality commands intended for receipt by devices interconnected
within a utility grid. The command filter module may authorize the plurality of commands for execution by the respective devices
based on predetermined set of command rules. Historical and real-time data may be implemented by the command filter module to
perform an authorization decision for the plurality of commands. Authorized commands may be transmitted by the command filter
module for receipt by the respective devices. The command filter module may generate rejection messages corresponding to unau-
thorized commands. The rejection messages may be transmitted to a source of an unauthorized command.



