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Encryption and Decrypti on Met hods and Appar at us
BACKGROUND OF THE I NVENTION 5 1. Field of the

I nvention The present invention relates to the
encryption and decryption of inmage data, such as of
JPEG encoded i nmages. 10 2. Description of the Rel ated
Art JPEG i s a standardi zed i mage conpressi on nechani sm
that is dedicgrpiopsnd Peafyniien Methads aag Apraratys ay
scal e images of natural, real-world scenes. The nane
JPEG stands for Joint Phot ogr aphi c Experts G oup, the
name of the joint ISOCCITT commttee that created

t he standard. ThRAGKGROUWMND OFJEIE NRSYENTIOPB6, i ssui ng
a 15 standard in 1992 that was approved in 1994 as | SO
10918-1. JPEG itself specifies only how an image is
t. &indd of thednyemtiona stream of bytes, but not how those
byt es [ g

medi umafli P?é%%@%ﬂb?%ﬁg gl:ﬂg%’ ég%é egll&f';atléﬁ nd @ecryptlon of
lifferasettiansuglprs o B engoded lmgF:S(JPEG File

I nterchange Format), specifies how to produce a file

f a.JPEG m that is suitable for conputer

siginé f%%eﬁaléwg&y on (such as over the

I nter ne]tP):“.G jsna standapdized § ag@e ouingpressivem mpelmkisnothanis designed for
c‘!mﬁ)g’?sfsingeﬁﬂl c%?or%ﬁ_ﬁaré)gsca}/e frgq?ggg' o?n‘] FI f%ﬂlt ﬁroﬂ& P&%els SThe name

| '0SS Sion
\J&’ECastamlssfonipmHthg@gmdac Expa@fl}rcmp ﬂlEE@nalolf d;he fomt ISO/CCITT

| QBEAARS ROTDIEITAO RunlE, RO b RIRRD oS TR g
tSFﬁél dagkin 17%ethpt Wﬁ%GPPT@V%tfsl & Qe é%%%ﬂmf%@(ifltﬁﬁlf specifies

20511)‘511@& Iaf Gl fR B Fansbaned 6 ARtredrd okb§Rs O&ﬁmeﬂhaww bytes are
fo %83%51 on the web and inmages attached to e- nail

|
ARcaReBled in 7, PAENaE SiorigeBRNIPEY A GRrikgr granderd, created by the
sadwehﬂgm JPBGEG®ap] datied pm\/(uHEGdalean&tdlﬁﬂgﬁ E@rﬂdn)" Gmiﬁes how

IER0eRe MG thify SORCICAEAR, Ban dF TuRRET oA ee and
a:rﬁdlsmmsmnpﬁsmbas phert tharIatemqb); Un edminron) RE@ef whemonarspeaks of a

3 d
p’gl;%paﬁls ofld! g&%‘?ﬂ%@ﬁﬂé‘?& pfiFtﬁ.lg PE ¥ &3l 8 RYBScdthpression of
images, although variations on the standard baseline JPEG allow for lossless

compression. The most common file extensions for this format are Jpeg and .jpg.

Today JPEG is one of the most widely used formats by digital cameras for
storing images. This format is also commonly used for images on the web and
images attached to e-mail messages. It is also quite popular for digital security
cameras that provide data streaming through networks.

Due to the success of more powerful personal computers and high-speed
Internet connections, more and more photos that are captured in JPEG format are
shared on the Internet among different groups of people, e.g., friends, relatives,
colleagues, etc. Moreover, live streaming of JPEG images from security cameras for
surveillance through the Internet is more and more popular. Conventionally, these
JPEG images are not protected by cryptography algorithms when transmitted through
the Internet. Unfortunately, however, Internet eavesdropping, hacking, piracy, and
illegal global distribution of digital content are big problems, and content owners are
always concerned about protecting their copyright works from illegal use and from
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col | eagues, etc. Moreover, live stream ng of JPEG

i mges fromsecurity canmeras for surveillance through
the Internet is nore and nore popul ar. Conventionally,
these JPEG i mages are not protected by cryptography
algorithnms when transmtted through the Internet.
Unfortunately, however, |nternet eavesdropping,

p C 35 LI 0
Eﬂ&lﬁbgﬁmd 15 gsh%és%e;%{ell sec\ﬁ'lt %%h%mﬂpgﬁ gégée gbg;\gmggte I)hotos
amé 1raagm/§rcun rmunﬁﬂ @bmWSbr Thereform gntarderr tocredyes dstrisk of
m&ﬁaﬁ% fdf@ glrhé)} 9BRG MifgedMbuld B &e&é@%&? traAGHittdd Fhrdugh the

espec securi t nsitive | . pri vat e
pntsmst Iy additigag éeplmn?%t@amp y )on TREfetmpges during

Ssg)égedﬁéulﬂ Relpgstoeet thbs: 1h'la§l§s fbm 16acHdneeatingl piracy,

es shoul d be en tr.ansni
? i ougtTHrRarS o CrRpatiES MG provids PRcyglipy ORGP EC images, e.g. for
Gegupity gametns. Foranstirdenp NhresthECSysteage&lt'qbdfwwgr mbestonesys.com)

% %ea ggfl#hoql t%? hpvﬁreg E@%G(}t Jﬁ?&e‘fll @?%gicgafn%%g ?l?esm?z&gs with a

ere are so anl es
@nsmmd |dgnng ﬂraumﬁmmgésxpm‘ngg This cang pmwdet secumiye balstequires
Fﬁé ub@%‘ ﬂ@@l@at shEWRAG @é&ta protec ed i images before thff-y may be

est onesys. com Povi es a o ution
|apalwsale@nq y@Eth)er sffware pplamaé sencaymied ME® iaageages
with a password during transm ssion and exporting.
Thi s can provide ri j t he use of
dedi cat ed softwar ém%gﬁﬁwgm i mages
before they nay ‘-be analyzed, and no other software
can an ze the e ted JPEG-I SUMVARY HE ..
" WENTHES 4ot i U Bty ipendog Sovid S Entiyitbr Gifoption
tsolugion \tp qneotact iorage iped, on¢ldes ARG iorage et iThe enoryption process
Qﬁ , ptec{ AR Sulrin %sﬁiﬁgﬁnanﬁu thgqﬁe}'rﬁ‘g? welll %fen dBfed on digital

Ion proce my protect durin

trefam inE smadih(edh le@emnnecraﬁ@;&, hard digks) Cla¥ Dsdigiseetcdn

di gi t alviewe§ Ofsth NSndTaghert, (ﬁre Vpre%ﬁt NBFBAYorC prSlidesNar fethod of
di sks,, CD/DVD dj scs, etc,

ewed fromo aspect,
teﬁerya%&@himaa?\féﬁ of eﬁl%ﬁabwacg@stha mgthagac ngztge steps of:
enf rhygtldéiﬂllfﬁgg mwmh cf)désein dihe idnabe gild &bndspaﬂﬁng td'lﬁle data;
met hod .i ncl.udi n e n
Codes ifETENE RaybaT e T e Soest AR eansnRinkdb e data
i dent i fapplyingpay leoeryptiant process he therpaydodd Hata to provide encrypted
PaEFARANA0 O i Mage data;

constructing an encrypted image file from unencrypted data associated with

the marker codes and from the encrypted payload data.

By encrypting payload data but retaining various marker codes and
associated data as plaintext, the encryption method enables the image file to be
securely prepared, delivered and consumed, e.g. through the Internet or packaged
media, and to be securely stored, whilst also enabling the encrypted file to be scanned
by standard image file handling applications, e.g. JPEG decoders and the like, to
obtain file data. It can prevent the reading of actual image data that would allow the
digital image to be reconstructed, but enables applications to obtain file data, e.g.
information regarding the image file and/or information regarding the digital image
without requiring decryption of the file.

For example, with a JPEG image only the first JPEG scan payload data and
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appl yi ng an encryption process to the payload data to
provi de encrypted payload data; and 25 constructing
an encrypted inage file fromunencrypted data
associated with the marker codes and fromthe
encrypted payl oad data. By encrypting payl oad data but
retaining various nmarker codes and associated data as

F?ll F’ai ﬁﬂl@%[{g it DeeRe 'iéé? B rfna[fﬁ%%g ﬁf@gﬂ fed, TRE ﬁmrker codes

secur el Prepare d consune
@ne asgogiadeshdate rbéfqrenﬂaﬁ a3y Paihak a@&ﬂego ‘Flasse anatkericqdss may
hecle@Cvdrfiuy Ak Defdbrs Whd thz! ik, 38d ep Rk amiple! hﬁrm%u@st adll data,

e et QS EDioBes wRlas BNI3cSh HIBGS, Lol Sp0 3RS BB remain as

ldisiert. f Wiendfrime HdaderaamdBoan dleadériiaformatiomgreafot @aérypled, any

RGP, b BERC dhafler S Rved i ofrles bIYRS fch Pl g image
dieand @oding methad. mScar Patadyareseniy noh ecdessagidy Avdikable, so that the
%Qé]éjéanhg{ o] &@:BH&H”Q% ony @r d{h@ QPEMb%Pﬁhdl fﬁg %ecxgﬁ‘tp

requir
with a PJﬁE@blmﬂgeesc@mlyled nmagel qdaia i)t sume siza s @@munencrypted

%ﬁ and, sg tHAt #pplichichy ﬁi'GCésEmgnﬂlhll Eg ﬂl@sSHoFth generate error

encr codes, an

er c nma ypte an
Souditipny @a difienercbetnee W&f%ﬁﬁ%ofr (e SKiSHAg é:m%ertext and
Tesrgifal datd sioed o th¥plaintere g d:a4 revdsdelli inahd eagiges plaintext

R e

tghmerh]ﬂj( ehe temped elfquah ReyldadpLength eBricryptivan akd ddeerymmade (EPLE)

B8 5 SO B Sl SGRRPEOS S o

|querqbi€t§®ert| es, such as image size and coding

met hod Thgm@?fo%eﬁgy\ﬁl\é?rfof Exdtiple ﬂ?&ﬁﬁy%ﬁrc Hér al orlthms and, in
avai |l abl e hat the “i mage, cannot code from

@ng embadimant @ wngle HEERY RRSH for enicgd% magi}a?@a amount of payload
Haef thaeielaymultipte 6£4 dlo2kathel JTRBE efldryptidrs p@fcedsh &/ithahe remaining

S5l E3uind 56 Bivioed 885 RineiTen RaHP ER o d ot embodiment, two
geyﬁearamsecb mmdxroneomadi itd exmergptt dur mgmt aif fdxar emeepordéighmen single

:l))!tlw%lé:jsziaeﬁotjh% gﬁc tIM%PS%%E% e %%eh %(ten&ggt art B‘ﬁount of data

cegespeading o aﬁ@ulﬂpleaqfﬁb@ blsickisineexin a further embodlment each key is
used to encrypt an amount of data corresponding to a multiple of the block size. In

both situations, there will generally be an overlap of encryption, so that some parts of .
the payload data are encrypted by both keys.

Preferably, the encryption processes scan for data values in the generated
ciphertext that accidentally correspond to marker codes, and replace them with
dummy data. This can prevent applications that scan the encrypted data from
determining that a portion of the ciphertext is an actual marker code, and from
'causing an error through an attempt to act in accordance with the marker code. The
method may for example replace a portion of the marker codes that is common to all
marker codes (e.g. FF) with neutral dummy data (e.g. 00).

The location of the replaced marker code values may be stored at the end of
the encrypted image file or in a separate file, and may be used to reconstruct the
ciphertext prior to decryption.
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headers. A nunber of nethods for achieving this are

di scussed bel ow. They nmay generally be terned Equa
Payl oad Length Encryption and Decryption (EPLE) 15
mechani sms, and may be inpl enmented using suitable EPLE
Scranbl ers and Descranbl ers. The EPLE processes nay
for exanpl e use bl ock cipher algorithnms, and, in one

eribod T st B KB IR 58, b LSRRy ayonty be
diepseury iEa iBEGfdep'mtﬁr on dleylgkﬂ loas tplsmtbmagm théciphertext, e.g. when
HIPEQ RDde isaTpoadpa Hibset, BEYe B88laPR Rl Binod bl decoding
\the gnerypted sage sl wrlt}agut decraptingntt frst, ot E!aat the image displayed

RBAINS apfwlluaﬂn)t Sbléured chﬁs hihies ko ?écégm?%blée E?}ems

encryptlion progess a t he ot her use an

anount 18’38%%?%'8PY g%'p?é‘ﬁ@ip & 8P0sTatRd BY anelTSG engoder, as long
lak tlekersbde.is lrnaoaofduﬁéd‘h?ftlé eHEIPH @ Addar® ai\ﬁ‘dﬁh'é g¥IF Standag@d

to encrypt_an anpunt ta,cor in

nul ti pl’%lgofneﬁ?g B'l'agcﬁl %P gtlr%pﬁ %&8 ﬁﬂ’é Strategy for
tigidialbzagion| of parER Tl ISSZraIudJIa‘namivm EBDE dPeseranb)qxt chich may define
thﬁtexa eP?B?ocg{ gB{aP%lgﬁ}ﬁ't fad edgt HES A BRI FRsh, etc;

e e ené tion processes
§€§ Sffﬂr 65?5”\?&1816@11@91& Heey§enpreferrgd &ershé@rt&tks foratBlock

TCiphde nh@ééﬂt}ﬁﬁﬁ resR0RdcES "PrkleCOLESth AR s! eRARChreferred

ata. This_can_preven Ilcatlons
FIEMEEL BIGRY SHePoptee (R SABIITARSLRItnt A5 ¢ nde dofaul
&Lnﬁglptlb@su@fegyhgy@ug@hﬁrﬁreﬁﬁeds an actual rmrker code

' accOMBANBEThTYEERE A1, RPN ododeeTaon P i decryptng

ﬁmagfeﬁ&spﬂhat heyd besn enqoypted osingfthe hpeeseat keeryptide pracbaes, and

§teﬁ9 a%ﬁt?m@' that g?ﬂlléﬁe]mf: lﬂ'gegg?c(rg% in, E&Ec?] 181? g)g{)caelsses It
Mwéﬁxwa%tww © peoylupte ingheding code M@r@n@neﬁhe @S rypion and
ABEHWISE DrbsBRER, fdnle 1 indaBe 2iREPHOBEG S kg BRI efBYphisn and

gsed to reconstruct the Ciphertext prior To
ECYDIRT BFRCES8SSThe repl acement of such marker codes in

t he ci Pﬂ&lbtlgkxtdlmyse@nxh}imhe in IBE Qéﬁt@fdy of fIPEG) k&ges, the present
gecog r htah% 0 ca{o can b %feggrpe of image file, e.g. those
vaﬁﬁ?lilg? gé% ion fo any suita g g
having headers and payloads, including for example image files in the bitmap file
format, where the same principles may be applied, with header information retained
as plaintext and with payload data that corresponds to the encoded image as
ciphertext,

The nature, principles and utility of the invention will become more
apparent from the following detailed description, which is given by way of example

only, when read in conjunction with the accompanying drawings.
BRIEF DESCRIPTION OF THE DRAWINGS

In the accompanying drawings:
Figure 1 is a diagram showing a system architecture of a JPEG
Image Encryption System;

Figure 2 is a diagram showing a system architecture of a JPEG
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a JPEG decoder is to produce a nosaic, that is display
a picture forned by decoding the encrypted inmage data
wi t hout decrypting it first, so that the imge
di spl ayed 5 consists of randomy col oured bl ocks
havi ng no recogni zabl e patterns. The inmage file may
for exanple be generated by any JPEG encoder, as |ong
t LS.J4.n..accordance with the JPEG standard
gﬁgﬂgﬁgsgéﬁﬂﬁék§ﬁﬁkﬁa_ The method may allow for the
settind'ighrad iBna dyggriaon sSowang @yJRESr Striuefurg and data ithat may be

QE 1&RR appE an EPLE Descranbl er, which
mary eﬁjnee %l(i) ?Jg‘r %?(%E%I e: a Block C pher Al gorithm

e.g. DESgunE4isp digeram, shoveingskdHEF Serucgurfsr at i ng

randompggyfe spkef @idg@dnkSowWiheadé@raddl palflosd @bBhed for a
..t hns .t hat t varjable |length keys; and

PR i138% ipiah FELE MechehiEres, oog. 64 bt

128- bi tFigidbss- bif(a) et A(@f antd dagramsi osh&vimg eqyossible

| de The es jvention.als
@%@Jﬁg’%@%&gﬁ%ﬂ %jnmég ﬁwegds%ror igg%:dray%pt :&tﬁgao ilﬁaggn EPLE
mé¢admnismt have been encrypted using the present

encr yptd: ~0G end y t ha

ol Bl G Hae A SRR S etV TR progess for

mayiond deta anas BRI sneahaméspi oduct s i ncl udi ng code

for provb@id® 916 isssamt | HBWARE afl®eYPén@ption process for

proi:es ﬁs, and %% Iﬁagge files produced using the

&3¢ %Sf it Uhae BT oesshamign: processes. Al t hough

di scusdgduraminliy endidpeasonhextingf a JP&ryprivge protés for the
SN tiQ | sQ Has broader application to any

ST PO R BRI, e e, those | havi ng

header Figutk ddylipaalsgdiagrash ughowirfgora dearyiteon nageess for the

felhb B th g’?'r?r%%/]sistbﬁip%{rk%. format, where the sane

principle | sbl Ted, with header infornmation
ret ai nédges a4 is aidaegnam shawingt pesthendneeipdiatharocess for

%@?[@&p&%iﬂ@n@HE%&qﬁﬂiérﬂ?ge as ciphertext. The
nature, principles and utility of the invention

become Fi8RE dppariefiiagrigm shving |aoﬂieﬁ@'pdaramr@émeésl for the
¢aseyptpén phocemi ofFigurgiMen by way of exanple only,
\QTZC\A Lg‘ggu%enlgalgj éj%?:taér%rrln %Bbvialgqea ?Er‘iﬁgpgpl&y%qion process for
payload data in an EPLE mechanism;

Figure 14 is a diagram showing a decryption process for the
encryption process of Figure 13; and

Figure 15 is a diagram showing a file structure for Unexpected
Marker Code Indices;

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Shown in Figure 1 and Figure 2 are embodiments of a JPEG image (in
accordance with JFIF format) encryption and decryption system, wherein a JPEG
image 1s securely protected.

A JPEG Image Loader, a Data Buffer, an EPLE Scrambler, an EPLE
Descrambler, a Data Post-processor, and a Data Pre-processor may be implemented
in any suitable information-processing devices that can execute the processes



30 BRI EF DESCRI PTION OF THE DRAWNGS I n the
acconpanyi ng drawi ngs: Figure 1 is a diagram show ng a
system architecture of a JPEG 35 I mage Encryption
System Figure 2 is a diagramshow ng a system
architecture of a JPEG 4 |Inage Decryption System
Figure 3 is a diagramshowi ng a JPEG Structure and

g@éc?lbgi‘ IoWa)i‘h e m?&ﬁﬁﬂ?ﬁ %goclégﬁjﬂe%g%ceg f%ﬂlﬁ@%gheral-purpose

ure |agrams cture;
pp@aﬂ@rsg, W@kaa@wgnaa periont n@mmwé,r as a»wH a5aRatwatk connectable

%%hﬁﬁﬁmf- c@ssmgpfé{vldeanﬁﬁ inSraRét Efgithl Hsﬁéaéléc‘iﬁé Pphances and

8#“31 %%éi’wgﬁa%ﬁfa%s : ""8 gé‘ %frpqﬁ fdtlée nated, that the

lﬁE&cEsseﬂrelehmhIed helod® nfay ier gerformed dydi atﬁm $iathicngnd/or may be

an her eg]ﬂf on process for payload data in an
‘gvfl)ﬁf ‘Figure 8 is a diagram show ng anot her

e ncry pﬂ{ecﬁempg txEigares drandﬁa;hmsteﬂxanay tompnseEPLE

rrechan ?]ﬂl% LAag@m showi ng a decryption
proces rjﬂE %I’ggencr ption process of Figure 7,

Fi gure 10 i(8) boatlsaghPEQ gmwfiig, whmbmmmcc@ﬂw&ﬁﬁ format,
for the encrypthol ffé‘fﬁrﬁnﬂ:in Qgre 8, Figure 11 is
urthe

a di agram ShOWI 'pti on_ process_for

r_enc
payl oad dat(® %nCWWWCWS%aSEQ’ﬁ#?SgER ¢ Datg Puffer in a
di agram shOWI AmIrfcomitg @ rRSFSRiMTiridStamp, or,

(c) Loads JPEG images/files to a Data Buffer in a memory according
to predefined Timers.
(2) A JPEG Image which may be:
(2) A JPEG bytes stream encapsulated by JFIF for computer storage
and/or transmission over a network.
(3) A Data Buffer which:
(a) Is a block of memory assigned for storage of JPEG image data,
(b) Is the location to store encrypted JPEG image data.
{4) An EPLE Scrambler which
(a) Implements an EPLE mechanism to scramble JPEG image data
stored in the Data Buffer,
(b) Passes parameters such as Ciphertext Location and
Ciphertext Length to a Data Post-processor.
(5) A Data Post-processor which
(a) Analyzes encrypted JPEG image data,
(b) Locates Unexpected Marker Codes in the ciphertext,
(¢) Replaces Unexpected Marker Codes with normal data if necessary
(d) Generates Unexpected Marker Code Indices if necessary,
(e) Attaches Unexpected Marker Code Indices to the end of a JPEG
image file if necessary.
(6) A Data Pre-processor which
(a) Analyzes Unexpected Marker Code Indices if necessary,
(b) Finds the location of Unexpected Marker Codes in the
ciphertext based on the Unexpected Marker Code Indices if
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encryption process of Figure 11; Figure 13 is a

di agram showi ng a further encryption process for

payl oad data in an EPLE nechanism Figure 14 is a

di agram showi ng a decryption process for the 25
encryption process of Figure 13; and Figure 15 is a
di agram showing a file structure for Unexpected

Mar ker Code | pndices; DESCRI PTI ON OF THE PREFERRED
EVBODI NENTS 368 Bn i n Figure 1 and Figure 2 are
enmbodi ment $c)oRestorgPEBekprmtped Narker Godasriflaeessaw,t h JFI F

format) en ))’RéﬁlB{?e Uﬁeﬂfe‘é{ %tﬁﬁ%gﬁ@:?@%ﬁi thePend of the

JPEG |rrag IS secure y pro
Loader, a Dat HPHfaimage if aece¥ar® Scranbl er, an EPLE 35

Descra(rgl e%ngpmmsgﬁibleggﬁqﬁ&ssor and a Data

Pre-process e inplenented .in any suitable
i nf or mat | o,ﬁ%ﬂ:@%@tﬁ@nﬁ\k%%clﬁq&n Enfieseragble &P Eﬁémage data

processes 5 gesdnh hexhtbBLIY. These

i nformati on-processi ng devi ces may i ncl ude

general - pur pose conputers, workstations, and personal
conput Ergire dsamkFlguas 2ngdnerlly shomnthet abhieecture of a JPEG image

ﬁﬁ@g,gﬁtf%‘gégﬁp% %ﬁ%égg Gl Yo Smplsiend B 088! Bk, 1n 2
readcantrgimentnf thepiesend invsnbemn 9. JPEG smﬂgqﬁﬂe peuldbegdnerated

b{ﬂ aﬁy YPEG2nB6RE CaBiie 4eRGE P s&opﬁnewm quﬁgfsftﬁ{d%iand the
E@: softvvare product and/ or be per or me n

Referrlng to Figures 1 and 2, the system may

conpri gRe elﬁ%dlﬁqeﬁpaﬂid\ﬁﬁ% IR E oM S&Bteg{z aio Ladfefided for
a9 b Pyl b DRSS oy s o Block
_Cmphisr Adgeeithin, veg) PHES | ieli®s Blowesht acta; Batds Bbf-f@neratmg
tdhdbm Keys; preferred Key Length for Block Cipher Algorithms that
accept variable length keys; and preferred Plaintext Block Sizes, e.g.
64-bit, 128-bit, 256-bit, etc. Otherwise, a default Encryption Strategy may be
used.

In a preferred embodiment, the scrambled JPEG image maintains the same
data size, and this is implemented by the EPLE Scrambler and the EPLE
Descrambler which employ an encryption process that produces an encrypted payload
that is of the same length as the unencrypted payload, and which may implement
Block Cipher Algorithms to encrypt data. The EPLE mechanism may
encrypt/decrypt only the first JPEG Scan payload data and the data
following it, and headers and other marker codes that occur before the
first Scan payload data may be left untouched. For instance, SOI, EOI,
Frame Header, the first Scan Header, and the like may remain untouched.
Figure 3 shows the JEPG Structure and data that may be scrambled under an
EPLE mechanism. Figure 4 shows the JFIF structure.

Since Frame Header and Scan Header information are not encrypted, the
scrambled JPEG image is available for any JPEG Decoder to analyze regarding
image properties, such as image size, coding method, etc, but the scan data is not
available for decoding before being correctly decrypted. Therefore, information
regarding the image may be obtained, but the image itself is not accessible.
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menory according to a corresponding Tine Stanp, or,
(c) Loads JPEG imges/files to a Data Buffer in a
menory according to predefined Tinmers. 15 (2) A JPEG
| mage whi ch maybe: (a) A JPEG bytes stream

encapsul ated by JFIF for conputer storage and/or
transm ssion over a network. (3) A Data Buffer which:

(a) Isima bfaakecpémmem Shé presehtlifvention e D4 Pd&%@ocessor
i mage dat a, d(J_?ﬁlsthelocatlonto store encr

amzivzes thg enataptad JPHS imageriata, sod dm@tegrUanpe@te@ dar. }éer Codes in

m to EG,i. .
iR eiPhe P S oo VNS Uetl b B ol el i B epegyption
?#&@ss&ﬁat@oﬁé@ﬁ&n@ﬁhtﬁ%@bh%ﬂ .'FP Bi} Mark& QRRE! ertteili@Ratin in the
0 a Data Post-processor. (5) A Data Post-processor
viphertext anay caube predlemmcif thdyeate Jeudy arﬂl@BGctm:ader(as)actual Marker

at es, Unexpect Mar k des | t he her
KOs, Eor BreRBe DR oo die e BF HREATISH 8 i ddeoding

S Mq&i?g éy?ir? TEERS
ﬁ%@gh?é ﬁie)%)(eg)s[grﬁg%[(‘e eﬁ"Ajts‘t ac e?ﬁ){t)ﬁlgc xpec :{j Mar k %ecoder may
Bo dHowedl i decotle thehprotantedafPES iRigs witheg eletiypton,ffor example SO

cessary ) A Data Pre-processor which (a) Analyze
RosRICE H’“ME’F@PWEJB’@SWH%?"G@%} iage of pndgmly C@Bm(eS)ybﬁocis that

cl gﬂ)zr}{aggtahggg%d [h nexpec&e% O%‘?jm @nt Cg%mg of
ithagetdanethasBasrmot bcen decrypted). In this case, the Unexpected Marker Codes
are preferably replaced with normal data, e.g. dummy data of a neutral form. The
Data Post-processor can replace Unexpected Marker Codes with normal data and
may generate Unexpected Marker Code Indices that indicate the location of the
replacements. The Unexpected Marker Code Indices can be attached to the end of the
JPEG image according to a predefined data structure. The Unexpected Marker Code
Indices can altermnatively be saved as an additional file. The embodiment allows a
Data Pre-processor to analyze the Unexpected Marker Code Indices to restore
Unexpected Marker Codes before decryption if Unexpected Marker Codes in the
ciphertext have been replaced.

In order to keep the integrity and consistency of a JPEG image, the
Encryption/Decryption should firstly not introduce redundant bits into the content
after it is encrypted. Additional bits can mean great modifications to the original
JPEG data. Secondly, the complexity of the file systems and network protocols need
to be considered. Headers and Marker Codes, for instance, SOI, EOI, Frame Header,
the first Scan Header, etc, may be used during network transfer or content
management and analysis. By only applying encryption/decryption on the scan
payload data and keeping most headers untouched, the encrypted JPEG image can
still be manipulated by existing file systems and network protocols without any
additional components or modifications on those protocols. Furthermore, protection

of the payload data, which contains the real image information, is enough to prevent
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(c) Restores Unexpected Marker Codes if necessary, (d)
Renoves Unexpected Marker Code Indices fromthe end of
the JPEG imge if necessary. 5 (7) An EPLE
Descranbl er which (a) Inplenments an EPLE nmechanismto
descranbl e JPEG i mage data stored in a Data Buffer.
Figure 1 and Figure 2 generally show the architecture

?ﬁe)g%l g&%@ tme magd RGP dhAehLaet hﬁanﬁaffofnfe mlﬁaﬂnay just

| enment t e present invention. In a preferred
dodeoitie mhmpa}déadt duta, prodising ban be/ dedoided, Other EtEﬁhdenaigms fard that the
coul d.be_generated by any JPEG encoder, as

I%MWQealmthnx he syﬁE@%lyaﬁataﬁasyawd lmhlemeyﬁ:ﬁﬂd good

B e LR D D 6 s

Sﬁgﬁstbl er and Descranbl er, which may define: a Bl ock
Ci pher AI gorithm e.g. DES AES, Blowfish, etc; seeds
for geNariges ﬁ@cwtmmnmk@ygs awrélﬁ@rsrs@h beley. | dhgy psyughe that a

Rg@%ﬁn%%ﬁ flgl? P%SP géqn %?Clgé?g& QB é:isla1?1|a§ deRRY! the Block

G4pHr tAlgdrdBmb) é% ﬁ@@ AzEs Blawsh Qi eevdsSer g@e&ﬁf@uhﬁdom Keys;
Encrypt| on Stra

ay 20 use In a preferred
prefoedBay Lengths dorr &mﬁleek Siter iAlgerithmsi thatasasept; vasiable length

KA il i sind T RiEt BROKAetiob St (45 ity Ay Dl . Tn the

%]Fdwiﬁg 'tﬁé‘ Pl%ﬁﬂ%ﬁtsﬁloklh SIzeICiE Qﬁuﬁﬁa t6'8e JWitsPihe kK én@ﬁﬁN bits,
that iS of the sane | ength as the unencrypted payl oad

ghredHwhd ex: HLemmgth thmnem tR5Paylouk Lengthe¥, BitgomiguresS shows the

B o e osiiter SIRRC R af rapel RBVRL 1 656G Bhoryption

LRchawehg it, and headers and other nmarker codes that
occur before the first Scan payload data may be |eft
unt ouc Aesimplosolutien dmcEPLEGD, préiett a JPE@nenageaddo diteatly apply

E3lloc 1% @Aﬁggﬁﬁ&’s on &et ;a%rlclaldktfatga ccro$£a Ig QO L{Hé ?gq%?r%g'lent of a
Block Cipher Algorithm, the total length of the plaintext should be a multiple of N,
But most of the time, it is not true for N,. Assuming the key is K with length N,
there are two different cases, i.e., N, >= Ny and N < Np. The following operations
may be carried out:
) Np >= Ny
a. Do modulus calculation,

n=N,modN,
and, z= (NP ——n)/Nb

where, z is an integer value and n is the remainder of the modulus

calculation.
b. ne [0, N, ). So we can skip the first n bits of payload data in the buffer,
encrypt the remaining zN, bits of payload data in the buffer with K, and
replace the corresponding plaintext with the ciphertext, which is shown in

Figure 6(a).



10

15

20

25

30

30 Figure 3 shows the JEPG Structure and data that may

be scranbl ed under an EPLE nechanism Figure 4 shows

the JFIF structure. Since Frame Header and Scan Header
informati on are not encrypted, the scranbled JPEG

image is available for any JPEG Decoder to anal yze
regardi ng inage properties, such as inmage size,

codi ng, NEhk&aAskivedf, Cwe Rih chbSps G fiekdtzZN, Bit6f payload data in the
avai |l abl e for decodlng bef ore being correctly

decr ypt duifferheitefKr ekipi theolastani bits of p:aylgad cﬂatf:g andereplace the

|t
hcogss! HoaeSaoig: PRt vich e smener: Sih i siiPia dn Figure
i nventi the Data Post-processor analyzes the

encrypted JPEG i mage data, and | ocates Unexpected
Mar ker Codes in the ciphertext. Unexpected Marker

or 0cesBeRH t%&é@ﬁ%ﬁ%ﬁ%ﬁc@ﬁ#@e&%@%ﬁ%@ it must be
Eéhqg;fted ToRL rdeﬁxé@ﬁ |0k i &t%e'@bgg BebodtB b G Gcryption

read a JPEG er as actual

Mm:kﬁr Deéigption OFa)iPm alﬂpgewllummhe simel sﬂv&teg\yeﬁlaﬁsdbﬁned in the
may be regarded as_a decod| n term pation si gnal

SBEPc sapshaniam; Hig Blorkt Bk Sdgarithegs,; pehurly e%d@?slo “called
P
Wil Recht fli,%la‘* RS RCPREGES] R B, o Hins ks s

Bacispiown Kews alles @hesmdiﬂgaglec@f)ﬁmrmoaésyesc aro LBhedfn in the
bl ocks that 10 do not have any recogni zabl e patterns
WIRGt are forned fromthe decoding of inmage data

2(5 has not IQegn ecrypted). In this case, the
Un z)ect ed Marker des are preferably replaced wth

nor map, dd§ shod@hd caRuli¥ndata of a neutral form The
Dat a Post - processor can repl ace Unexpected Marker

Codes wi th nornaln €&t anah®d, may generate Unexpect ed

Mar ker Code Indices that indicate the | ocation of the

15 repl &uﬂrrent%(NTha)/W},expect ed Marker Code Indices

can be attached to the end of the JPEG inmge

accor diwhgret & as pnetdégen edhlutataad i risicheremaiiider of the modulus
agé ected Marker Code Indices can alternatively be
€UGLALISL an additional file. The enbodi nent allows a

Code Pt S0 g agtErl iy % hitFn JIRURRAVRH Mol i e bufter,
before deerpp e Rmainitl GX0 B%E 6F pMABAE hart?A B bkl With K, and

replace the corresponding ciphertext with the plaintext, which is shown in
Figure 6(c).

c. Alternatively, if the first zN;, bits of payload data are encrypted, we can
decrypt the first zNj, bits of payload data in the buffer with K, skip the last
n bits of payload data, and replace the corresponding ciphertext with the
plaintext, which is shown in Figure 6(d).

(3) Np <Ny
Such a case seldom happens because N;, is unlikely to be less than 64-bit, or

128-bit, or even 256-bit, which are normal key lengths. We just skip all of the

10
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20 ci phertext have been replaced. In order to keep the
integrity and consistency of a JPEG i mage, the

Encryption/ Decryption should firstly not introduce
redundant bits into the content after it is

encrypted. Additional bits can nean great

nodi fications to the original JPEG data. Secondly,
D04 fofishdh PEasehee, ftﬁér@issﬁbsélﬁﬁgati@%eéﬁbﬁ&{ §f the paiload data,
protocol s need 25 to be consi dered. Headérs and Marker
Ghitdsis shiown imBigaredde). SO, EA, Frane Header, the

first Scan Header, efc, may be used dyring networ .
t r anst BY the AbRsmgshanish saE fat(n 3.43) ﬁﬂm%e&roféﬁt%n@@eﬂ, this
g}ﬂ?lﬁ/dtn %@5&9&! Y ds%ﬁ{e‘f ek Ofle O Hifd€of Qﬁfhh h@Ad important

ata and keepi ng’ nost headers untouched, the éncrypte
Iefmdtivagk tha folleting) wb amtrsducpfrtheeBPDE necchanismg td address this,
systens and network protocols wthout a

Huwhicho e keysnssn aprlicdoto Hsdpailead: dea st dhe ?Sg%eﬁmea which are
| S Fupth -
BESLAER AP 5Tt STBAE gl SERRILR » Rl KBP SBURAGH procssar

diyeugbd.t o prevent 8 illegal access to the inmage
because with only header information, which nmay just
descri be the payl oad data, nothing can be decoded.

a h@ipconsi delga;i= s are that the

enc tion/ dectyptiton al gorithmbe sufficiently fast,

easy t ght @Rlafihe aRBAIHP AshowhdinUBe #lidWAALYand i§htko shown in
EPLE nechani sns di scussed herein are able to neet

Fese7. 5 targets. Various encryption procedures are

di scusse e .They .ass t hat _a redef i ned .
Enor yd | BAPSIAEG dergenid Tdeh 18 dF% BRgP G sopbiRt to classify the
define: {bgiePhifihe p@ﬂf&%@ AbsiRdiih Pgure §; 9-  DES, AES,

Bl owfi sh, etc; seeds generating random Keys;
pr ef ebr edotipgre Mnaytdhs,,. fI6 N, tHeNR| enckypCilishinst M, biss iof Fhespayload

that accept varijiable length 1Q keys:; . referred .
Pl ai nt exPRBRIBK aibeasren 3tk hegraifieet wighe Pofespopdine eiphertext
etc. In BBkt OW ng, the Plaintext Block Size is
assumned i:r{)}ﬁ%efuNb’bi ts, the Key Length Nk bits, the
Headek. LBogtdduNs daidutatioand t he Payl oad Length Np bits.
Figure 5 shows the headers and the payload for a JPEG
i mge in an Equal” P B8dM.engt h Encryption
nmechani sm
and, z=(Np—n)/Nb
where, z is an integer value and n is the remainder of the modulus
calculation,

d ne [O, N, ), and we skip the first n bits in the Buffer, which is part of the

ciphertext from the above steps that is encrypted with K,

e. Encrypt the remaining zN, bits in the Buffer with K;, and replace the
plaintext with the ciphertext,

f.  The JPEG image data is re-constructed by combining the original Header
and the encrypted payload data without any additional bits,

g. The scrambled JPEG image data is fed to the-Data Post-processor, if

necessary. The process of Data Post-processor will be described later.

11
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15 A sinple solution for EPLE to protect a JPEG i mage

is to directly apply Block C pher Al gorithns on the

payl oad data. According to the requirenent of a Block

C pher Algorithm the total |ength of the plaintext

should be a nultiple of Nb. But nost of the tine, it

is not true for Np. Assuming the key is Kwith Iength

Nk, there are two different cases, i.e., Np >= Nb and

N. < Nbo. The follow ng operations 20 maybe carried

out : (The ¢yreme gdbe is.thBmn FOJThensthe dirst Nichitsoof, thepayldisl data will

nod Nb n = -n)/ Nb 25 where I S_an integer

PEPERIGAIHG HTHORT EHGTE 5 85 % K Ho AU Dis 8 not ecovered
lculati.on, b. ne [0, Nb ). So we can skip the first

l‘rf‘llﬂt?:ﬁ??p{gfﬁvﬁgzﬁl oad data in the buffer, encrypt the

remai ning zNb bits of payload data in the buffer with

K, and replace the corresponding plaintext with the

ci ffhert Met<Nahich is shown in 30 Figure 6(a). 9 c.

by odtraiterarmiingt s B 16F Npbh S 4T ARe) piedle e aBS)
il GuBfiorP 1A boelas fas TP MOLAES nbl RormRYRERMALAN, that is

plaintext with the ciphertext, which is shown in
¢rily 8y er 165 (0b B2 bsteBefKorasutihe caseptve dinphbmkRES Ciphey &Feedback €CFB)

decoded and dered, it myst be _decrypted. The | )

CREEFPB DY ﬁﬁ@@gﬁp@ﬁ%w - eths g?@d&rfge&é@nfaﬁ igedf is not
. - : . T _

SR Rab 2R R T BIOR Cifhir Mofled, BT o FBHXORell with an

arputyiddkafinome; sdiichsisshdvert irBthe dddldsiipy @éranAégor i t his,

whi ch are al so .called 10 Symetric Encryption

Al gor¥t hnfl NeRitsiilesk splled thedly s Registerywhich ip initiglly sed to some
arbitrary value, is used as the input plaintext to the Block Cipher

Algorithm,

b.  The ciphertext is then passed through an extra component called the
M-Box, which simply selects the left-most M bits of the ciphertext,
where M is the number of bits in the data block that we wish to encrypt,
i.e., N,

c.  The selected M-bit is XORed with the real plaintext that we wish to
encrypt,

d.  The output of the XOR operation is the final ciphertext.

In our system, we use K; as the initial Shift Register value, V,. If the length
of the keys, N, is less than Ny, we simply add several dummy bits to the end of K;,
which may be set to zero, to make V, the same length as Ny. If Ny is greater than Ny,
we take only the left-most Ny bits from K; as the initial Shift Register value. After
that, we encrypt V, with K, getting the ciphertext of V.. Then the left-most N, bits of
V. are selected to XOR the N;, bits of payload data. The result is the final ciphertext.

The procedure is shown in Figure 8.

12
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Encryption Keys. The correspondi ng decryption

processes are shown in the followng: (2) Np >= Nb a.

Do nmodul us calculation, 15 n = N, nod Nb and, z = (N,

- n)/Nb where, z is an integer value and n is the

remai nder of the nmodulus calculation. b. n E [0, Nb).

So we can skip the.first n bits of payload data in the

buf f er In the FoliReinYg Ple SSy heWahe b&i9esp DRiRL UScrptidYloeadhr
data in the ESFRgPe Sy HEWAhE Yo BBk 8cr9ptidiftoBithres are
toplemenieddWiepssinphthat & predafinéd Enerypticu/DearyptionBiratbgy bas been
sho in. . Figure.6(c). .G. ternatively, if e first
BB othig mi egat tha loak LBrmAlesrBit i RS, AES, Blowtis,
slecsesBt fdr@nblating ralInPikss; QrefBd¥d RRY 198kMs '
buffer wit IlK, 1s%irp t he Igss??;re 25 ntﬁﬁ}?ts g@spgryﬁ.%ggdl%k Cipher
Algosithras that eqepiceriable length keyso anl pg farted Rlaintext Bldck!Sizes, e.g.,

. jntext which is shown in Fi 6(d). (3). Np .
A5, BTkt oAl e oA asemt e Rgtet Hlodcbizg is Ny

& 4 Di - bj .Or _aven

8, O KEP Eetelfh N bl e flegder Yedaflioht o§ a4 Bpyiged Lengtn
Bl N, bitst Tero Réyspaill badipfBéd td Alic pHEBad af WS sarhe @ime, which is
there js no encryption/decryption of the payl oad data,
Risseated a8 (Bndiw- For decpptienghe sameg pituationsitsolps cresypiion kave to be
&%F:%e%ta (n bits) will not be protected. Oten, this

W 'l " 'not be inmportant, but sometines the n bits of

data may have inportant 5 information. In the

followi ng, we introduce further EPLE mechanisns to
ad@ess thi s Ni3F Weich two keys are applied to the

payl oag dat.a_at the sanme tinme, which are . sented.as .
(K ©RBseMle b o erd BRGph iR dne nfeiel] Bester ShtoFaton
WL by Piirit@ichell OfRE SerRfyption. With (K, K;) the detail of the decryption
algorithm is shown in the following, and also in Figure 9.

a. Each protected JPEG image will be loaded to the Buffer and processed by
the Data Pre-processor that will be described later, if necessary. Then it
will be analyzed to classify the Header and the Payload as defined in
Figure 5,

b. Compare N, and Ng. If N}, >= N, do modulus calculation,

n=N,modN,
and, z= (Np —nJ/Nb
where, z is an integer value and n is the remainder of the modulus
calculation, _

c. nel0,N,), and we skip the first n bits in the Buffer, which is part of the
ciphertext that is encrypted with K,

d. Decrypt the remaining zNj bits in the Buffer with K,, and replace the
ciphertext with the corresponding plaintext,

e. Decrypt the first Ny, bits of the payload data in the Buffer with Ky, then
replace the ciphertext with the corresponding plaintext in the Buffer,

13
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di scussed. 10 (4) Np >= Nb The detail of the algorithm
is shown in the following, and is also shown in

Figure 7. a. Each JPEG inage is |oaded to the Buffer
and analyzed to classify the Header and the Payl oad
as defined in Figure 5 15 b. Conpare Np and Nb. If Np
>= Nb, encrypt the first No bits of the payload data

W th K1, TR EPEG ¢pbge ath Rerepbodistri@¥d bwcbmbiﬂa@nghe original header
correspondi ng ci phertext in the Buffer, c. nodul us

cal cul at3ngrthe decrypied paydoaddatpwithaet anyeddjsionsl/bigs. wher e,

z is an integer value and n is the renuai nder of the
nodulus calculation, d. n E[O, Nb ), and we skip the
first Thbekierh®cdsBes fBdf A €0, THBA B firSt Rgbits 6f thb?ﬁyload data will
ci phertext fromthe above steps that is encrypted wth

ke decrgpted withdfypd Khe renmaining zNo bits in the Buffer
with K2, and replace the plaintext with the

ci phertext, f. The JPEG i nage data is re-constructed

by pnbilq]ij.ggqbt he origi nal Header and the encrypted

payl oad data w thout any additional bits, g. The

scr anbFedsutRla@aserdiyecighértexit & mextlyt KORed vt the output block from
Post - processqr, .i.f 30 necessary, The process of Data _,
&Eﬁﬂ%@&&%@\e plgintext, & ikl Shavehin %@é?l.lowgm@ns&mew igure
ggse is that n = 0. Then the first No bits of the

payl oad data will be encrypted with K, and K2.

However, &SNK< N K N bigs blotls talhdd the BRift Register, which is initially
recovered but encrypted twice. 5

set to some arbitrary value, is used as the input plaintext to the Block
Cipher Algorithm,

b.  Use K; as the initial Shift Register value, V.. If the length of the keys,

Nk, 1s less than Ny, just add several dummy bits to the end of K;, which
may be set to zero, to make V, the same length as Ny. If Ny is greater
than Ny, just take the left-most N, bits from K, as the initial Shift
Register value,

c.  Encrypt V; with K, getting the ciphertext of V. which is then passed
through the M-Box,

d.  Select the left-most M bits of the ciphertext of V., where M is the
number of bits in the data block that we wish to decrypt, i.e. Ny,

€.  The selected M-bit is XORed with the payload data that we wish to
decrypt,

f. The output of the XOR operation is the final plaintext.

In Figure 11 and Figure 12, we show an alternative way for the encryption
and decryption of payload data when N, >= Ny, The details are, as shown in Figure
11:

a. Each JPEG image will be loaded to the Buffer and analyzed to
cliassify the Header and the Payload as defined in Figure 5,

14
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(5) Np <Nb Because normally Nb is 64 (e.g. DES), or
128 (e.g. AES), or 256 (e.g. AES), this situation
sel dom occurs, as JPEG i mages do not normally occur
for an Np that is only 8, or 16, or 32 bytes. For
such a case, we inplenment a G pher Feedback (CFB) 10
operation node of Bl ock Ci pher Algorithrrs In this

node,. t [ xt is n act u I a

t hr oubgh Ch&e{b%f o@ﬁ 36‘1 ﬁzr fAN@g)rl tihé ﬁé?éﬁ’yblts of the
XORed wiptalylead tmtaputlthIK@k thenrrrcpl,acmhthxh plaiste®nwiith the
the follg gwéggoﬁaw%egwﬁnd% BI Plﬁlf.ffg{ ock called the

Shift Regl st 'y set’ to sone

ar bi t5-alje madwdus icalgdations t he i nput plaintext to the
Bl ock Ci pher 15 nAF@grmodvy b. The ciphertext is then
passed through an extra conponent called the M Box,
whi ch simﬂLyz&e(}épcta)/tN},e |l eft-nmost Mbits of the

ci phertext, where Mis the number of bits in the data

bl ock thaf h y 0

sel ect ed e ¥":1§ 9(‘&)1\’"13934& l%l e arngafn ll\!;f)al nt eé}{la]tﬁwta%{ of the
we wi sh IP? Biscealpilatipn, The out put of the XOR

operdt iroal0, éf,,t},hald wreakkipi fhieelastrtbitd n ohie Bwffmemrhm is part
use K, as.the jnitial Shift Register val ue,

the | efdtthe %fl%fftettq oy e aﬁwe |S§eﬂse'éls"ttlﬁ§H°NB3teW“h Ky,
Si n'pdby Eaddypevey &Irsdumgymﬁbs ﬁ%th@ﬁﬁﬁeﬁﬁdlﬂﬁff(%h]and N&ilﬁhe the
may be Lo Z$ho e the sane |length as

L Nk rps 8’} ZARIL Earteﬁé take only the |eft-nost

No bf.t Ihier JRBG aslaghe daba t isal reSbodigtriRagisther amhbining the

Aft t .
SN TR O ST
are sepd@itéenalbiteR the Np bits of payl oad data. The

resy.t The t berabiylal C rt he: .pr dyge
shO\l/\%n :Pn Fi urae éﬁimugt hgﬁllfsl%(l3 %t%— s P&ﬁo:;av5 o‘i/t\l/$$ Data

the co Pégﬁ ﬁ%‘?sﬁard QRSSSHRY- o lﬁcﬁﬁﬂﬁe& ofrl@ata POSt -processor

i mpl enmevitleble d¥écrabsdit@ethat a predefined
Encryption/ Decryption Strategy has been

The extreme case is that n = 0. Then the last N, bits of the
payload data will be encrypted with K; and K,. However, as K, =K, the

last Ny, bits are not recovered but encrypted twice.

The corresponding decryption process in Figure 12 is shown as follows:

a. Each protected JPEG image will be loaded to the Buffer and processed by
the Data Pre-processor that will be described later, if necessary. Then it
will be analyzed to classify the Header and the Payload as defined in
Figure 5,

b. Compare N, and Np. If N, >= Ny, do modulus calculation,

n=N,modN,

and, z=(Np —n)/Nb

where, z is an integer value and n is the remainder of the modulus

calculation,
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sel ected, which may define: the Bl ock G pher

Al gorithm e.g. DES, AES, Blowfish, etc; seeds for
generating random Keys; preferred Key Lengths for the
Bl ock Ci pher 5 Algorithnms that accept variable |ength
keys; and preferred Plaintext Block Sizes, e.g.,
64-bit, 128-bit, 256-bit, etc. At first, we again

assurre;th,ee Lt (,BEIQ fheSiagen
Length is V\E b|?1 tvrwe ader Lekg%#p}hgm%&gl fvgﬁh@gm of the

t he Payl eﬂ,ﬁeﬁ@ngmghsmrmed)wﬁﬁf(ﬁm keys will be
applied to themgtyl oad at the sane tinme, which is

pr eserfl- eBPegsypt Hitsrin dlex-Byffer with Kohandsiptace the ciphertext
situations for t ave to be 10
consi derg’dthqﬁ%foﬁfpgﬂdlﬁg kggg{}dl ng to our encryption

mechary, s Meckype (1R lagil Nabith 2 ¢S ?éﬂﬂrﬂﬁi i®the Blfitr RRh K, then
unt ouched after encryption. , K2) the detail

of the deaplacptthociphdriextivifbithe d:nnaspomhny\plamnextlmethe Buffer,
ure 9. a.  Each protected

Sgleleol magse 3?\9&{[3%%; 33@5% Y- soawceéwé}o%eng rﬂé)f'c@%l%l@éll header

DY o he. b hefdoenDieAGRIRAl ahaaliopid dnfRiaiRRET e

cl assn‘y the Header and t he Payl oad as defl ned |n

Fi gure ?‘6 . are N. and Nb. g )
modul ud éF‘EEllnﬁtCP%S’riS that anp Bty th%\i’?ét Np (twof Hye/mload data will

:BE? {edl‘ﬁﬂpﬁéwﬁger value and n is the remainder of

ul us tion, 25 c. it e [0, Nb ), and we
skip the first n bits in the Buffer, which is part of
the ciphertext that i s encrypted Wit h Kt, d. Decrypt )
the re ¢ g Shriystmpther wayHe realizecan FPLE mechagpism. The details
raFeP' ace the «ciphertext with the correspondi ng
ai ntext, e. Decrypt the first Nb bits of the payl oad

dat ajln r: W . 30 replace th
ci pheét g(#%w%??(?hle c%r rlés%)%and;e%néo Blﬁ %‘é Fr izﬂufﬁlelalyzed to
Buf f er, classify the Header and the Payload as defined in Figure 5,

b. Compare Ny and Ny. If N, >= Ny, do modulus calculation,
n=N,modN,

and, z= (NP —n)/Nb

where, z is an integer value and n is the remainder of the
modulus calculation,

C. ne[O,Nb),

d. Encrypt the first zN, bits of the payload data with K;, then
replace the plaintext with the corresponding ciphertext in the
Buffer

¢. Encrypt the last zNy bits in the Buffer with K, and replace the
corresponding data in the Buffer with the ciphertext,

f. The JPEG image data is re-constructed by combining the
original Header and the encrypted payload data without any
additional bits,

g. The scrambled JPEG image data is fed to the Data
Post-processor, if necessary. The process of Data Post-processor

16



10

15

20

25

30

13 f. The JPEG i mage data is re-constructed by

conbi ning the original header and the decrypted

payl oad data wi thout any additional bits, The extrene
case is that n = 0. Then the first No bits of the

payl oad data will 5 be decrypted with K2 and Kt. (7)
Np < Nb For such a case the ciphertext is nerely
XORed Iockfrom the M Box to get the
pl ai nt &tﬁ] ecs%n 1 vvn in the foll ow ng manner and

in Figure 10 10, a. If Np < No , an Nb bits bl ock

cal | edThieee:Sheht dasgiistthat nwhi @hThen ithe tzZNy bits sfethd payload
some arbitrary value, is used as the input plaintext

data wallpbo ererxmip arith Koand . Bowewer ias Ks=tRip the zN, bits
initial Shift Register value, V,-. If the |length of

#he nREyecovergd \ut encrypied WHSR Nb, just add several

dumy . t .
Sore) Tt SahSrbheng Hehuc rotie L ook 14, e o
grmbamastfhlw;vd\lb just take the left-nost Nb bits from

KI as the initial Shift Register va c. Encr

| u
with R2 Eahy Erﬁ@cwHeTP@Cpﬁ@aeéﬁﬂoaépd%o tharfaniEir and Areagsed by the

passed A h

vibi ts opapraeatibaidant! B ve besgifhel Thieh o oS i s
of bits :hxfal)tzbﬁt&abﬁlﬁtﬂ@ﬂeidbahnd\/&le toall @s defisieddh Figure 5,
i.e. Np, e. The selected Mbit is XORed with the

payl o&d Gamaaneﬂ*&t angdeNuf iy £ Noodmpglus ogicylatiame

out put of the XOR ogyerat &2 is the final plaintext. In
Figure 11 and Fi dhr show an alternative way

for the aﬁ_{acrygolw 4 decrypti on of payl oad data
~ Yhe

when Np i|ls are, as shown in Figure
1L where, z is an integer value and n is the remainder of the modulus
calculation,
C. ne [0, N,),

d. Decrypt the last zNj, bits in the Buffer with K;, and replace the ciphertext
with the corresponding plaintext,

¢. Decrypt the first zN,, bits of the payload data in the Buffer with K;, then
replace the ciphertext with the corresponding plaintext in the Buffer,

f. The JPEG image data is re-constructed by combining the original header
and the decrypted payload data without any additional bits,

The extreme case is that n = 0. Then the zNj, bits of the payload data will be
decrypted with K; and K.

In another alternative solution, the encryption sequence of the

first zZNy, bits and the last zNy bits of Figure 13 can be exchanged.

In a preferred embodiment of the present invention, if necessary, a Data
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30 a. Each JPEG image will be |loaded to the Buffer and
analyzed to classify the Header and the Payl oad as
defined in Figure 5 14 b. Conpare NP and Nb. |If NP >=
Nb, encrypt the last Nb bits of the payload data with
K1, then replace the plaintext with the corresponding
ci phertext in the Buffer, c. Do nodul us cal cul ati on,

ﬁoﬂ—prodﬂ?sd?oﬁlawtes ané, en?:r)ﬁte‘dNﬁ’PEGn)rﬁiﬁ% Whal Qo Bcdté Bhexpected
integer value and n is the remai nder of the nodul us

Markan| Grdesin the. ciphetekOrpiage, tharidhexpecsed Markes Cedss with normal

h ff 10 h
et bsperors HhrpreedBivke Coficintiost. St f he Uppipected
Kﬂa:ker‘%: dE'iﬁ:PM&tzs ‘E@"" i BigureB. Bidad vk Apthdied @&iﬂeeéndvafttﬁb JPEG

rep ace t pl aintext with the ciphertext, f.
iﬁlmge\hEEﬁiradrmm aditinhbfilee The ambodinteatialbyw <o Elatarﬂi’mg)romsor to

ori gi nal Header and the encrypted payl oad daéa Wi th u&
sy 71 e Adorpeeal Markes Coge Hillses, i ipITeorsp éem?at?@ atker
048 ot e B i Bpe0T BLECESAR n LRSS ben

feplaeéd 20 The extrene case is that n = 0. Then the

|ast Nb bits of the Eaload data w | be e%é
wi th KUngrecied pdesagrepdaty ‘F@est eraigle i R tnegrption

ofediGhat %%f%l\éﬁ{?ﬁg c%ﬁ%:sp%'ﬂﬁrtx %&%ﬂ Q_E[aéér e E]frl‘lzeé' cgﬁgs\im Their

orrespon roce ure

Rindval framhe %fph@rte)&a@dh lmpbﬁs%ﬂcbrpb%&dum@gem&lscmng of the
| oaded to the Buffer and processed by the Data
m%ecbcﬁé@sby image handling, sofiieare randethe| lalgee rwhiph might otherwise

1%%85%%3 {ht data vali]ues as actual marker codes and act on them accordingly.

Because any Marker Code starts with OxFF, we only need to
replace the prefix 0xFF with any other code, e.g., 0x00 or 0x01, etc.
Also, in the Unexpected Marker Code Indices, we only need to record the position
of the OxFF prefixes. The process of Post-processor is shown as follows:

a. Scan the encrypted payload data to locate any unexpected

marker codes,

b. Replace the prefix (0xFF) of the unexpected marker code

with a normal (non-marker code) data code, e.g. 0x01,

c. Add the location of the replaced prefix to the Unexpected

Marker Code Indices, shown in Figure 15, the location being a
distance from the first byte of the encrypted payload data.

The process of Pre-processor is shown as follows:
a. Analyze the Unexpected Marker Code Indices and retrieve the
locations of the prefix of the unexpected marker codes,

b. Restore the prefix (0xFF) of the unexpected marker codes,

In the structure of the Unexpected Marker Code Indices, the start and end

18



wi || be analyzed to classify the Header and the

Payl oad as defined in Figure 5 b. Conpare NP and Nb.
If Np >= Nb, do nodulus calculation, 30 n = NP nod Nb
and, z=(NP-n)/Nb where, z is an integer value and nis
the remai nder of the nodulus «calculation, 15 c. n e
[0, Nb ), and we skip the last n bits in the Buffer,

which is.part .of the hat ner ypt
it S g PPOE BRI Rk Yodbs KRR i gen be any
with KﬁalraafdrempuhumrkdrsaodaphenheeilPEGvatmdardqéurthermore the

S?r[ﬁsl?ﬁ&‘l‘i'eé‘glaﬁ daatsﬂbﬁfif be%%g?@&%pbdl%e(é&ﬁ}né}h) Riks. The

repl acéeltgib fiefshahetefellgimshthen € QMr eedpdadibegtotal size of the

pl ai nt exdicled Ei‘t% BeflitRrarel the R adiBE® dfMB@erfAhded Inexpected
re-constr gct ed conbi ning the original header and

t he deltdf Fé&oﬂﬁél oad data without any additional
bits, 10 The extrene case is that n = 0. Then the | ast

N0 Oy Tl hISCREKhPE Sk Fpdtihh mIR SRR 96 Ul Befotea
nechanpaploabthéatemall alydmenedéssary Behen 9 REEr iwwge tosdecode
nggg?t%é;déﬁﬁgg%c{ f%% d' gey etd(fy Sha‘sﬁh@% trﬂgsaics i.e.
Conpar @mmgearfmmpd ﬂrﬂmmaﬂemde{b@umu lpglcrypted image data,
cal cul %Jﬁleﬂ,wni‘gﬂm@ﬂw t80¢ thé %Hﬁa ) /r'a\i?d@mw"c%ﬁém%l blocks

is an integer value and n is the renai nder
modul ugaga}g;gpgpp@g,mzable Pattel‘n

It will be understood that although the present invention is
particularly useful for JPEG files, and although the above
description accordingly explains the invention in relation to
JPEGS, the various methodologies and features of the encryption
and decryption processes could also be applied to digital image
format files in general, where there is a header that contains
important information for a decoder to analyze and decode the
image data, and a payload that contains the encoded image data.
The marker codes of such image files would include for example
a header identifier. For example, the methods could be applied
to bitmap file format (BMP) images. For example, the bitmap
header information could include the header identifier, file size,
reserved field, bitmap data offset, bitmap header size, width,
height, planes, bits per pixel, compression, bitmap data size,
Hresolution, Vresolution, colors, important colors, and palette.
The bitmap data following the palette could be regarded as the
payload data.

19



10

15

20

25

30

c. n E[O, No ), d. Encrypt the first zNo bits of the
payl oad data with K1, then replace the plaintext with
the correspondi ng ci phertext in the 25 Buffer e.
Encrypt the last zNb bits in the Buffer with K2, and
repl ace the corresponding data in the Buffer with the

'Ehe,rt xt, f. The JPEG inage data is re-constructed
Mﬂﬁg—'iﬁhe ori gi nal Header and the encrypted

payl oad data without any 30 additional bits, g. The
cranbledJ ata is fed.to the Data.

Bost - prodaaEst o SRRk du Jmadk 516 ot o SBsH imags the method
Rosipripng thesses of16 wi | | be described later. The

extre

oyl oag fEfing ﬁlﬂf‘{@%‘é&&%‘a the iFAGE el VorteH orMieg tle Ui

Howev eridengifying pagdoad dasa inNbe pnags fil carrespanding & Buagediata;

but en%h&pfa@xdg a\ﬂrﬁqmnmﬁoﬁ el SSRAALAROWHE S Hit kP to produce a
E{{OCGS@ iS shown in Figure 14, "and the details are

KXl | ows: a. Each prot ected JPEG i mage is
| oaded combirtiigg Buf fiest capibripxioodthsaebnbiyptedepayldaidadata to produce

%&é&)é%ﬁ@a_sds [,.that will be described later, if

neces en it is 10'analfyzed to cl aSS|fy t he
Header en¢mipting: Paspbondd posticrefoindle i firski gpheste8t 4nd the whole

F‘%@fﬁed\' aﬂBQd Wt Mth I}lpse%gnc[\'ile %ﬂp Uéh‘f'fér fSO}Tl the first key to

ul‘at i
eafe‘i(’é‘déw}i‘?ﬁ?’é‘g@i‘ .val ue and n is the remai nder of

t he nodohsitictid® as eh&yptad iige fle ok uhBacried data associated with
said marker codes and from remaining portion of the first ciphertext which excludes the
second portion from the whole first ciphertext and the second ciphertext.

2. The method of claim 1, wherein said encryption step generates first
ciphertext of the same length as said first portion of the unencrypted payload data.

3. The method of claim 1 or 2, further comprising the steps of:

scanning said first and second ciphertext to identify marker codes in said
first and second ciphertext;

replacing identified marker codes with dummy data; and

recording replacement data relating to the locations of said replaced marker
codes.

4. The method of claim 3, wherein said step of replacing identified marker
codes with dummy data comprises the step of replacing a common marker code

designation by dummy data.

5. The method of claim 3 or 4, wherein said replacement data is attached to the

20
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d. Decrypt the last zNb bits in the Buffer with K2,

and replace the ciphertext wth the correspondi ng
plaintext, e. Decrypt the first zNb bits of the

payl oad data in the Buffer with K1, then 20 replace
the ciphertext with the corresponding plaintext in the
Buffer, f. The JPEG i nage data is re-constructed by
corPisdagagnlleor i gi nal header and the decrypted

payl oad data w thout any additional bits, The extrene
case is,that.n,=.0.. Then the zNb hiits .of th ayl oad :
Gota wiite 1o oF taint JF &y Nheran k0 apisqemient ARA R fhirded in o
abparatadilé toesafbénetrypoed inidge fdeicr ypti on sequence of the
first zNb bits and the last zNb bits of Figure 13 can

be exchanged. 30 In a preferred enbodi ment of the

pr esentThermethed ofi any preseding skeim, whembin spid digital image is encoded
RRstppGasgssor anal yzes the encrypted JPEG i nage data,
to | ocate Unexpected Marker Codes in the ciphertext,
repl ace the Unexpected Marker Codes with normal data,
and genﬂka?ﬁhémm%ﬁ{ E,dvﬁéiéih%ﬁid@d&ﬁiﬂeﬁdia&&ﬁfr. cg_aes include marker
structure .for e Unexpect e er ndices is
it e B BRGS0 e B Shanfiiet he end of

the JPEG 5 image or saved as an additional file. The
enbodi nent allows a Data Pre-processor to analyze the
Unexpect ed Marker Code Indices and to restore

Unexpect ed Marker Codes before decryption, if
Unexpect ed Marker Codes in the ciphertext have been

repl aced. Unexpected Marker Codes are data val ues
generated in the encryption 10 process that
accidentally correspond to recogni zed i mage file

mar ker codes. Their renoval fromthe ciphertext, can
hel p prevent errors occurring in the scanning of the
encrypted files by inmage handling software and the

i ke, which m ght otherwi se recognize the data val ues
as actual marker codes and act on them accordingly.
Because any Marker Code starts with OxFF, we only need
to 15 replace the prefix OxFF with any ot her code,

e.g., xOO or OxA, etc.

20a
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Al'so, in the Unexpected Marker Code Indices, we only
need to record the position of the OxFF prefixes. The
process of Post-processor is shown as follows: a. Scan
the encrypted payl oad data to | ocate any unexpected
mar ker codes, 20 b. Replace the prefix (OxFF) of t he
unexpect ed marker code wth a normal_(.non-mark

Fode) ddeametbad of glagm Toydierein saiddgentified) raarkes @qdeéﬂmtlw&e SOl

TRDY, faRd HehddriaNd Fiest kb HdagerRarkachodbr ker Code
I ndi ces, shown in Figure 15, the |location being a

di stance fromthe first byte of the encrypted payl oad
daﬁ)t a. ZlheTln&etlmdmﬂs mpfpraredmy atms owhérsins Baldn eagyption steps

la‘np?l s a ﬁocl@?rﬂcry};t oca Ugln%lxc% %ﬁ%gl\(ﬁé thg)(s cg?dfh' ndi ces

reve Pons o ecpref
u nexpeddendifying kthe duste portion Rds saide payleagr data xhgving-R) length

%ntn.%b%naﬁl 49%&95 1%%%&% Sis50 f»aQed Rith '§§id%Ee2l{§fte Igptmg the

ecte e In I ces, the st
éHet porigon §pa¥ea<k%w s EO (OxFFD9) narker codes.

Fb\NeVGFencx‘yEﬁﬂg Sead fib pafiion dIahid pa 105@3%\@ mardktﬂéck encryption
codes in the JPEG standard. Furt ernore, e | ndi ces

¥4 shoul d be regarded as COM (comment) dat a. The
| engt h field that follows the COM code is the total

Si12€ OfrNferBod BFch ?a‘vﬁyerﬁ‘i‘ﬂ‘ acaﬁlrg‘ éagrtid%hot‘ é&‘fdﬂ‘?:%ﬁ&?d 8{ta, not

the rep ace unexpec er co
cfﬂnmngppé@f said fggt lp@rncmo thastaingdian plaswtextnbl ed payl oad
data may only be necessary when a user wants to decode

e R ey LhPTRE i S PSR Bt than
eﬂmky?ﬁt@dssbﬁﬁ’@ﬁ wigH 8aid encryption process, said payload data is retained as
plaintext.

13. The method of claim 1, wherein said first portion of said payload data has a

length corresponding to a block size of the step of encrypting the first portion of the
payload data, and wherein said second portion of

21



which will generally take the formof randomy

col oured bl ocks having no recogni zable pattern. 15 It
wi || be understood that although the present invention
is particularly useful for JPEG files, and although

t he above description accordingly explains the
invention.in relation to JPEGS, the various .
nﬁefﬁa%waﬁw&exa & ¢ deneth eresponding iha mutiplspf aqblgek size of the
deey yPéricoyptipg tefiseportion bfithelpaglobd dappl i ed to digital

i mage 20 format files in general, where there is a
header that contains inportant information for a
decoder to anal yze and decode the inage data, and a
payl oad that contains the encoded i mage data. The

mar ker codes of such inmage files would include for
exanple a header identifier. For exanple, the nethods
could be applied 25 to bitmap file fornmat (BMP)

i mages. For exanple, the bitmap header information
could include the header identifier, file size,
reserved field, bitmap data offset, bitnmap header
size, width, height, planes, bits per pixel,
conpression, bitmap data size, Hresolution,

Vresol ution, colors, inportant colors, and palette. 30
The bitmap data followi ng the palette could be
regarded as the payload data. 19 What is clained is:
1. A nethod of encrypting an image file of a digital

i mage, the nethod conprising the steps of 5

i dentifying marker codes in the inmage file
corresponding to file data; identifying payl oad data
in the image file corresponding to i mage dat a;
encrypting a first portion of the payload data with a
first key to produce a first ciphertext;
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conmbining the first ciphertext with unencrypted

payl oad data to produce 10 m xed payl oad dat a;

encrypting a second portion of the first ciphertext

and the whole unencrypted payload data with a second

key which is differ fromthe first key to produce a
second ci phertext; and, constructing an encrypted

i Hage f l}eemP‘ihBSrPEﬁ]éH'Erly iy saidh figst Pertionr i paisf payloadalata has a
slangth wefrsgiondidgas aafdltipleost 4 BIFek Bize DR btepdf @hcriyPiéng the first

flr Rhert ext ich,excl udes,the .second porti.on .
hdrion L B B5 Al SRt SHEIIE SR SfibremerEd ghgid B ciphertext
chagladengtik corrgpoifding tred blodk sifze of thersteb, ofwhenypiimg thaiflst portion of
qﬂﬁgyﬂg&p istep generates first ciphertext of the

sa I

ength as said first portion of the unencrypted
payl oad data. 20 3. The nethod of claim1l or 2,

f18.t herTiRaaBhbe bPBlalth e, $heRm &fid fike ﬁam'eo?gaf%aiddpafyidaafdata has a

nd second ci.phertext. to identify. mark codes In sai
Ptk SRoBUBAT0 el hnplRebtie Block Hieg s sign! Frdepting the first
rportien of thedqemylviat! ldathy and/ whadedn s#d decdnd rpeeisrdbfgid first ciphertext

rep! . [ . catio of . sai d :

R G O RE AEA Wb L ARG B B e eherypting the

vitiet partios ef the padpaddate.epl aci ng i dentified narker

codes with dummy data conprises the step of replacing
conmpn mar ker code 30 designation by du data. 5.

e met Hsdmeog o4 14 oryive Mdierein shid lengih seapapanding to a

datléiplesofod bReR&Gketi9 al Mximifh Gdhetly Bf fAV1648BERa thdat 5 a Gnultiple of

Thedbqet hod of claim3 or 4, wherein said repl acenent

FADIPLK $1Z& or ded in a separate file to said encrypted

image file. 5 7. The nethod of any preceding claim

wher ei Argaihdindh Qtha%E/ JFBghs' & ?on'fg,dﬁfﬁerein said first portion of said

payload data is taken from the start of said payload data to be encrypted.

. 18. The method of any of claims 13 to 16, wherein said first portion of said

payload data is taken from the end of said payload data to be encrypted.

19. The method of anjf of claims 13 to 18, wherein when said payload data is
smaller than a block size of said encryption process, said payload data is encrypted by
the application of a logical operator to the payload data.

20. The method of claim 19, wherein said logical operator is an XOR operator.
21. The method of claim 19 or 20, wherein said payload data is a first operand
of said logical operator and a second operand is ciphertext formed by encrypting

plaintext using one of said first and second keys,

22. The method of claim 21, wherein said plaintext is based on the other of

22



in a JPEG format. 8. The method of claim7, wherein
said identified marker codes include marker 10 codes
in said inage file up to and including a first scan
header. 20a 9. The nethod of claim?7, wherein said
identified mar ker codes include SO, EA, frame

%ﬁr and fir % scan header marker codes. 10. The

L ge ﬁﬁyni B6edi ng claim wherein said encryption

steps 5 conprises a bl ock encryption steps and

ris I denti f fjrst rtion
'sai dhglg llthggo&lo‘? %M}J}%,a&;ln}f Fe’%l el%‘c geidr AsREftaRee Mgth any

anﬁﬁﬁChlil&)ﬂélnhflerfbn tlekmeihpé rassos tlmts&qbs off 5did ShifledéPpyption
of encrypting the first portion of the payl oad data;
and encrypting said first portion of said payl oad data
using said block encryption 10 steps. 11. The net hod
of claim 10, wherein a third portion of said payl oad
data, not formng part of said first portion, is
retained as plaintext. 15 12. The nethod of claim 10
or 11, wherein if said payload data is snmaller than a
bl ock size associated with said encryption process,
said payload data is retained as plaintext. 13. The
method of claim1l, wherein said first portion of said
payl oad data has a 20 length corresponding to a bl ock
size of the step of encrypting the first portion of
the payload data, and wherein said second portion of
21 said first cipher text has a | ength correspondi ng
to a multiple of a block size of the step of
encrypting the first portion of the payload data. 21la
14. The method of claim1l, wherein said first portion
of said payload data has a |length corresponding to a
multiple of a block size of the step of encrypting the
first

22a
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portion of the payload data, and wherein said second
portion of said first ciphertext has a |length
corresponding to a block size of the step of
encrypting the first portion of 5 the payl oad data.
15. The nmethod of claim 1, wherein said first portion
of said payload data has a |ength corresponding to a
HiP¥PHl e of a block size of the step of encrypting the
first portion of the payload data, and wherein said
flrst

cond portio f, sa C ertext 10.has a
P2t n RS0 sh sefSbline ahoimagk PHE SEm it Rocstgancewith an
teheryptiepmethodrd claghilngompudsing thesteppofit i on of the
ayl oa
i ﬁd%‘fﬂsa. o bini i RCof A Scribcl i Bl Bk sy to, marker
sPeeskofsp mageﬁmXu mum | engt h of payl oad dat a that is
a nul tiigdnéifghe ¢ 11?%1@@& &rRAiaCKeShia- lmége filtNGrig rgolfo payload

gpy of clains to 16, wherein sald first portio
8% payl oad data is taken fromthe start of said
payl oadedgpting suidRicaifiéd/ dpkstexB@nd 8. The met hod of any

SgnyQB d%%QUB% %%Q@%ﬂsh% ﬁ%@gnﬁl or&Léﬂ@g&a?%mg said

dagrapted ciphedersr ypt ed. 19. The method of any of clains
13 to 18, wherein when said payload data is snmaller
égan a bl ock S|ze of said encryption process, said

yl oadt sthed of daerypiingan uynageeﬁlc racEpisdi waaccordanpe avith an

kR piRdn BPBOALOEalR 3 mnwﬁgvme sﬁ:ﬁﬁ 8f. 20. The method
er.ei operator is an XOR

of cl ai n
oper at 64nn¥i%)ﬂg M Fﬁe‘ferFSHlaB‘f P‘ﬁr 19 or 20, wherein
sai d péyihongl adabdified encfyiptet imgper Alkdby Beﬁblitfingaluﬁlmy data with

d t
0k ShaPBEL 1 0o Rk AT SAR S BRREE NG R hPIEL LY
first émﬁﬂid KthbﬁBQZHCITDEdnm&godﬁlcfmcacaordaﬁdg with claim
pherein said plaintext is based on the other of 22

said first and second keys. 23. A nethod of decrypting
an image file encrypted in accordance wi th any

R6ecediThg netiRiddf oMIeT B4 Br RhevieéinQgdid et Fksist dhSinfge Bi¥e of a
95 éald l.ai mred encryption
EG&%hfoded image.

27. A method of decrypting an image file encrypted in accordance with an
encryption method of claim 10, comprising the steps of:

decrypting a first encrypted portion of said payload data having a length
corresponding to a multiple of a block size associated with said step of encrypting the
first portion of the payload data to provide plaintext; and

constructing a decrypted image file based on said plaintext and on an
unencrypted portion of said image file.

28. A method of decrypting an image file encrypted in accordance with an
encryption method of claim 1, comprising the steps of:

identifying a plaintext portion of said image file and a ciphertext portion of
said image file;

identifying said second ciphertext portion that has been

23



22a process. 24. A method of decrypting an imge file
encrypted in accordance wwth an encryption nethod of
claim1, conprising the steps of. 5 identifying

pl ai ntext of said encrypted inmage file corresponding
to marker codes of said image file; identifying

ci phertext of sajd encrypted image file correspondi ng
t %Jﬁaaﬂ}?cgg‘/da S%?a{@!(%w @rﬁ{) ¢ipbertext portigs that hasept been

ci phertext; and 10 constructing an unencrypted i mage
file fromsaid plaintext and said decrypted

ci phertext. 25. A nethod of decrypting an inage file
encrypted in accordance with an encryption nethod of
claim3, conprising the steps of. 15 identifying

mar ker code repl acenent data; formng a nodified
encrypted image file by replacing dummy data with

mar ker code data in accordance with said identified
repl acenent data; and decrypting said nodified
encrypted image file in accordance with claim 24. 20
26. The nethod of claim24 or 25, wherein said inmge
file is an image file of a JPEG encoded i mage. 27. A
met hod of decrypting an image file encrypted in
accordance with an 25 encryption nethod of claim 10,
conprising the steps of: decrypting a first encrypted
portion of said payload data having a | ength
corresponding to a nmultiple of a block size associ ated
with said step of encrypting the first portion of the
payl oad data to provide plaintext; and constructing a
decrypted inmage file based on said plaintext and on an
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30 unencrypted portion of said image file. 28. A

nmet hod of decrypting an image file encrypted in
accordance with an encryption nethod of claim1l,
conprising the steps of: identifying a plaintext
portion of said image file and a ci phertext portion of

35 sai d, | fil i dentifying said second ciphertext
?fil?)h%??‘?FFégn‘gg%‘h 23 encrypted by a second key

and fi rdderypitinhenidextondasilieatoxt xisaig ﬁﬁssea@ﬁd kagn 23a

ncrypt n sal c
ol phot « S LA o AGRT fuf fm, 55 Apd R and from
ptg readiningtpertionoeh the ficst dwbcly@ﬂed second CI phertext and
from 1ﬂ@nt'if?ﬂ?§' anﬁlgﬂpd?%ﬁ bf’&l(?&l)&é&%c?gfiuraatda&' tﬂgﬁ{ag gé%f ein%rypted

i dent i fy first
t Pagaiq, £‘§St B@@ ﬁmé r@oﬁey‘?ﬂ%ﬂomw of 5pid mixed wayle dnta that has not been

sarepedty daiPfirsbkeygai d nm xed payl oad data that has not
been rypted . y said . fir dec ng said

Firot pUPPPBNE SHd i cparism o i el Brloo i v ad frst key:
fandst key; and 10 fornming a decrypted inmage file from
said plg fil & fro
decrypt%gﬂégéﬁeaﬁ%“e?%né’%@%oﬂras P s QEReRd e il
i@y saisl dpcsyniesh first portianoef seid suiketl paytead gaty land drodmsaid second

ZobriidMoRsd MpddayRyaligd for encrypting an image file
of a digital inage, the 15 system conprising: nmeans

for storing an inmage file; means for scanning said

i2fage fAh enér9plicte Bfstdny foREMKSypt@dRSintide il oFai diglthl Bnage, the

S ding to file data and to identify payl oad
cfggte]% &%&HSI aid file corresponding to inmge data;

means for storing an image file;

means for scanning said image file to identify marker codes within said file
corresponding to file data and to identify payload data within said file corresponding
to image data;

means for encrypting a first portion of the payload data with a first key and
generating a first ciphertext;

means for encrypting a part of the first ciphertext and remaining portion of
the payload data which excludes the first portion from the whole portion of the
payload data with a second key which is different from the first key and generating a
second ciphertext;

means for constructing an encrypted image file from said remaining first
ciphertext and second ciphertext and from unencrypted data associated with said
marker codes.

30. The system of claim 29, wherein said encrypting means generates first
ciphertext of the same length as said first portion of the payload data,

31. The system of claim 29 or 30, comprising:
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20 nmeans for encrypting a first portion of the payl oad
data with a first key and generating a first

ci phertext; neans for encrypting a part of the first

ci phertext and remaining portion of the payl oad data

whi ch excludes the first portion fromthe whole

portion of the payloag data with a second key which

is di f PRFEBRIOTSCHAIRG, 214 first and asoond ginheriertde idagtify mardker codes
seediddirstiand e¢dodd icipherets for constructing an encrypted

i mage fj rom.said.reppi hing first .ciphertext an
second"%%gﬁ%ng%?mg%kaﬂﬁﬂrﬁﬂﬂﬁEFV%§§HﬁH§¥%m3§§@b? ed

Wi t h saiedns rfar kegordingderspladénai. dathaehying ao the eations of said
2éhlactih &kt C%%ﬁ encrypting nmeans generates first
ciphertext of the same length as said first portion of

t he payl oad data. 31. The system of claim 29 or 30,

GaNpr i $ MigerypRdn MGREm T dSGIPIM GnS Bhabef ﬁ!eS_fofaePChi%}tal image
secoqg %lphertex} to |d§2&|fﬁﬂgarker codes in sal
FrEpied hy a8 epemai e PRl ek flalmd athe sygpm capipgeingy
identified marker codes with dummy data; and neans for
recordi ng replacenent data relating to the |ocations
of said 5 replaced marker codes. 32. A decryption
system for decrypting an image file of a digital inmage
encrypted by an encryption nmethod of claiml1, the
system conpri sing: 24a neans for storing an encrypted
image file; nmeans for identifying plaintext of said
encrypted image file corresponding to marker codes of
said image file; neans for identifying ciphertext of
said encrypted inmage file corresponding 5 to payl oad
data; nmeans for decrypting said identified ciphertext;
and
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means for constructing an unencrypted image file from
said plaintext and from said decrypted ciphertext. |10
33. A decryption systemfor decrypting an imge file
of a digital inage encrypted by an encrypti on nethod
of claim3, conprising: nmeans for storing an encrypted
e file;, nmeans for_ jidentifying marker code
rr%?ﬂ%éé‘érnsé?ﬂngc%’t%{mwt@dmg%ﬁ&;ypt ed image file; 15
nmeans frdank feridagifeingplhiihteacbrenicrenpiyptbdiimage fifd dorebyonding to

rlggi(grc L gs gﬁwln&%%g%w th marker code data in

accor ’epl acenent data; and neans for

i dent i fnyframg foul idemtifipiog cdphestakdofhaill éncegbted imaget fild comagending

i losPidigsponding to marker codes of said image
blrpgyorreaeﬁg for i dent i fél ng c ghert ext of said

nodi f i deeadp&rdseratingsajd idenfified piphertaxtieigondi ng t o

payl Oadnéilﬂﬁ For é@@ﬁ'ﬁctﬁl@ atl QRENER D ird@defile U@V | dalPlaintext and
her|%l g pgeans for constructing an unencrypted

ﬁf&‘ééa‘ ‘E?Ptre APPSRl ai ntext and from said

decrypted ciphertext. 25 34. A conputer-readable data

GRrriery ded. t

3 oar ot ARG RYAD 6h Sol BB B i Milrar, £ bl imege

@n@wpwdlbmn@ncrmbm methiodrofstaip S, a@mpmsingtg to any of

Cl ai S glech (t3torit an’%?lcﬁgw xﬂfaggﬁlmge file, said

encrypted I nage risin hertext 30

cor r es SRR f e @tré"lﬁlegmr cp%ge@l@amsnbdateaubﬁagi gngrypted image
iflgge and pl ai ntext corresponding to inmage file

mar ker code mar ker de data, ,said ai.nt ex and

CT bher FASHS et R Auna@aes cogvaeniage FHE tinehleche dummy
slataneithumarlet cade dmmgmeﬁoﬂdenceswmh sdith adplacemencdssiang

engi ne .f O S@f didérgﬁﬁ%gf glagl%e)ét Ofﬁ%ﬁl hBafii gl & ted image file

i nformati on regar
Gngwndlﬂﬁé@élakaﬁﬁﬂ@%ﬂQf saeldamg@ BK: i mage f| le wi t hout

decr yptwdafis Obr SAflifyide SRRt 8 dalP AR difidd® endPpted image file
corresponding to payload data;

means for decrypting said identified ciphertext; and

means for constructing an unencrypted image file from said plaintext and
from said decrypted ciphertext.

34, A computer-readable data carrier having program code recorded therein,
said program code, when run on a computer, implementing an encryption or
decryption steps according to any of claims 1 to 28.

35. An encrypted image file, said encrypted image file comprising ciphertext
corresponding to encrypted image data of a digital image and plaintext corresponding
to image file marker codes and marker code data, said plaintext and ciphertext being
combined according to the data structure of an image file, such that a processing
engine for said image files is able to extract information regarding said image file
and/or said digital image from said encrypted image file without decryption of said
encrypted image file,
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36. The encrypted inmage file of claim35, wherein said
ci phertext is of the sane Ilength as the plaintext

i mage data that has been encrypted in the encrypted
image file. 37. The encrypted image file of claim35
or 36, conprising marker code 5 repl acenent
hﬂiornation indicating | ocatjions in said ciphertext

ere dHieFCE e image filpebelain B3 wherkiesaidadeheatgrtis of the same
Aeh@h ab thedR4inteRt infige ddfa that has been encrypted in the encrypted image file.

37. The encrypted image file of claim 35 or 36, comprising marker code
replacement information indicating locations in said ciphertext where data is to be
replaced by marker code data prior to decryption.
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