ROOT CAUSE ANALYSIS I N A DI STRI BUTED NETWORK MANAGEMENT ARCHI TECTURE
" ABSTRACT OF THE DI SCLOSURE A net hod of determ ning the root
cause of an event in a conputer network having a distributed network
managenent architecture including detecting an event at at |east one device
conponent (DC) in the network, for each source DC at which an event is
detected, finding a data path within the network fromthe. source DC s
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distributed network management architecture including detecting an event at at least one device
component {DC) in the network, for each source DC at which an event is detected, finding a data
path within the network from the source DC's underlying network element to thatf of its
acquaintance DC where present, identifying as the root cause any 9{ the source DC and the subject
DCs in the data pagh that have detected an event and either do not have an acquaintancc. or do not

have a valid operational state with respect to its acquaintance whereas all other'DCs along the data

path at lower network layers than the source or subject DC have valid operational states with

respect to their acquaintances.
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