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TECHNI QUES FOR PROVI DI NG SECURE COVMUNI CATI ON MODES

FI ELD [ 0001] The subject matter disclosed herein
WO edoaved9é 0 t echni ques to maintain security i NPCDORDE045897

systens. RELATED ART [0002 ] In the conputing

envi ronnent, malicious software such as viruses and

wor ns_are preval ent |G f e typi

e RoRlES T @k B ouiBriE SHOVRE GpBaf §Rigk ABles

conmputer. It is desirable to prevent malicious

software from mani pul ati ng operation of the conputer.
FIEBR EF DESCRI PTI ON OF THE DRAW NGS [0003] FIG 1

depicts a systemin which some enbodi nents of the
[0@0ERent Thevebfjdcomatterydikedosad dereir] @0des to FédBnidies apineingain

an exanpl e conmputer systemthat can use enbodi nents of
SCCYIHY HbFfznngWFf 5 ion. [0005] FIG 3A depicts an

exanpl e i npl ementation of a HWconponent, in

accordance wi th enbodi nents of the present invention.
RELADOBP|ARTG. 3B depicts an exanpl e inplenentation of a

network interface, in accordance with enbodi nents of
[0@02] pr eslarthe computingomvirp@@ent] meliGousisofivone ced a vetustseind

di agram of s .possi bl e states of odi nen of
wordisib A blent IHRLBEG telivies hPleh e esscP Ribeu <o leghantio of the
opcRARADRE ddMyRRéH Ais deORH toFr&renPnfdBRbGS Soffiare KdAPMEnipulating

process that can be used in enbodi nents of.the present

operatipe of thercomputent rol the extent to which a hardware
conmponent is controllable by an external device or
routine. [0009] FIG 6 depicts an exanple timng

BRIHFEDESCRIFDION ORTDME TBRA WOBIG®Een trusted and untrusted
states, in accordance wi th enbodi nents of the present

[o0GWENti OfG. [ Qﬁ%f&s DQfseent Pl hibE ot chBEdiRRAR JIRhEHREGE
nunmbers in different” figures indicates the sane or

invérntioa nedydresused..

[0004] FIG. 2 depicts an example computer system that can use embodiments of

the present invention.

[0005] FIG. 3 A depicts an example implementation of a HW component, in

accordance with embodiments of the present invention.

[0006] FIG. 3B depicts an example implementation of a network interface, in

accordance with embodiments of the present invention.

[0007] FIG. 4 provides a state diagram of some possible states of embodiments of

HW components, in accordance with embodiments of the present invention.

[0008] FIG. 5 depicts an example process that can be used in embodiments of the

present invention to control the extent to which a hardware component is controllable by

an external device or routine.

[0009] FIG. 6 depicts an example timing diagram showing movement between

trusted and untrusted states, in accordance with embodiments of the present invention.

[0010] Note that use of the same reference numbers in different figures indicates

the same or like elements.

DETAILED DESCRIPTION
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DETAI LED DESCRI PTI ON[ 0011] Reference throughout this

specification to "one enbodi nent" or "an enbodi nent"
wore@n®6dibat a particul ar feature, structure, OPCT/US2005/045897

characteristic described in connection with the

enbodi ment is included in at | east one enbodi nent of

h i on.
[0 Tane Holcrshe GrREaP iR pes ichTiad B E e raaiden” 8F an
emb\éﬁfﬂlgﬁ"snﬁ%iﬂctﬁﬁtl Jl%[e rAsaROfbtutd) bt%u&lﬁ%cd)lfdh‘éﬁicté?ﬁtlé‘ﬁ@scﬁ%d in

necessarl ferring to the sane enbodi nent
coniestivh emﬂmihe embbdinat tsumcdudﬂd i @hleastone emblodnnemt e§thegyesent

inveGigb HEnEE SRPOY IS B BLARI L OTh Shootliggl) af samembodiment’
in vEN&IsGRJes tM*BﬁgH(‘)uﬁ é@ﬁ’lﬁ‘éﬁiﬂlmé fodeckH@riBr APRMrring to the same

i nvention may be use The system may i ncl ude managed
embodineent. Hevhamore oe pﬁrtlwlardzawesﬁwngm a1 tlpagienjgtice may be

and nmanage ol e 106. Managed client
né@§ﬂéggnﬁﬁﬁnﬁgi%gq tgconflguratlon devi ce 104, and

agenent co n|c
odBAFITTSS 25, 10 5l AN U AR or e
prestehfembéﬁtﬁ)hrfﬁéy beikell NTH3 BRfiem ddyQféldemanadediceritkdellcbiN) 02-0 to
storage area network (SAN), a wi de area network (WA

1024V, ainfighretien Aexiont M, andmasegemendceRsgleebddh :M@@g@qi ahm%evwes

PR S 08 B ESEboR,

con@@ﬁﬁum&ﬁﬁmgﬁaﬁmﬂta&@ard. [0014 ] For exanple, any of
managed client devices 102-0 to 102-N may be

[0019] emeny@doas]1 A af BEBLY BEtwdtiEducASs thed@res@iadn intranet, a local
conmput er or server conputer. In one enbodi ment an of

areanatsoRd LAY e piorage wreaastwork-(BAN), auenrerietypecHa

t I
TR S8 8008, DA S8 g v
Ethémétostambidofdesceibad @dIBRE 80spend ethtdhstavdards) oabhyc@smanidations
key strokes entered by a user in response to a login

Stanldé%est I n one enbodi nent, any of nmanaged client

devices 102-0 to 102-N may isolate itself from network
[00%4)] so Horesepplevant ofaewgéd pNenh deviees ke 102115 gnay be

L T
emtdimem] a8tdfonaragédeltomt deviegeaitenlt toddasd heny@6vide tb malyagement

of nmanaged client devices 102-0 t 2-N. F
congeie pPGintRrEatismsuch %@qsgmf‘escr%tlon of 1tse]19 as well ag rbutezl(cz)itqpmlted to,

information related to suspected hardware failures and key strokes entered by a user in
response to a login request. In one embodiment, any of managed client devices 102-0 to

102-N may isolate itself from network 150 so as to prevent access by and to network 150.

[0015] Configuration device 104 may provide a directory of managed client
devices and a protocol for communication between management console 106 and any of
managed client devices 102-0 to 102-N. For example, to provide communication,
configuration device 104 may utilize Dynamic Host Configuration Protocol (DHCP)
and/or Domain Name System (DNS) protocol, although other protocols may be used. In
one embodiment, management console 106 and configuration device 104 may be

combined into a single device.
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configuration device 104 may utilize Dynam c Host
Configuration Protocol (DHCP) and/or Domai n Nane
wWEIEbee10dNS) pr ot ocol , al t hough ot her pr ot ocoPGT/IEN0H@I5897
used. I n one enbodi nent, managenent console 106 and
configuration device 104 may be conbined into a single

devi ce. [0016] Manage consol e 106
O RTa1 | Mgnaebmant FOBroE QDG R, PGS Cargp i i Syoeh i sigucpssets of
any 9 oF #rféﬁﬁ eﬁ%“l’ﬂeﬁt‘&ﬁvi‘c@gl@z H% 1@2N\te(§ Igirdwﬁl@r%‘ﬁ@&a% and/or data in
i /or data in each managed cli ent
eac}deﬁ/mmed ORer0 dewicdOO2N) taak02aN) ks well as htélpr sietas information of the

rimation of the rrana ed c devi ¢ su
mangi g PORET USE S ERRGE R Do eBr S8 oy ol Gag orovide
Rb bkt th trci 618%[ $fon ea@r ARAYvieE 10R0age02-N iegitdless of
cangl)zl\ﬁl)t?ce fOZ t%) . 102 yN regggdl esles ofVlt he state of te%e s 0

the sipteméttheng)egymg@mtw ogmpr—mdg o’éan}a@ifym@ﬁagﬁd\ﬁhggdlevwes 102-0 to

ient dewvi
1027 S bnresbogGet s el mie's D G RN Dhovg g s of
mar@fe @AY B6kiEdsi 1ODL0 BENROE S ialDdefbitlo MARuN Miguage (XML) scripts,
Ext ensi bl e Markup Language (XM.) scripts, although
alth@wg%wth?rrmpf@é@lﬁ@aw&f used-used. [0017] FIG 2 depicts in
onputer_ system 200 a suitable inplenmentation of an
[0Q5f7 Inanadd§. 2 idepigis 1@éqmp@t§r 9eEnD29ka 3@izblg inmierpentation Yot any of

manﬁ%%(i S ﬁg?\glcej IQQ 5 y S (é)gnl}cf Retﬁgﬁi)hteg 8}%‘[@1@ r28§ ?‘r?aérqﬁcla&é) chipset 205,

roczdsor 200 ShoatZIQemaﬂdz 132213%:1CT)] ene(nlrw 2¢ 0 R0ap nfen2d? 2061 s 220, and
P 222- N. %0018 Chi E set 205 nmay 1 nclude a nenory

hardwae (IBM) sprmparentnedd-0 0B8R -Naat may provi de

i nt er comuni cat i on ann(ggfrocessor 210 and host nenory

[002Lﬁ2] as eipsehd0amgy pides magmpnesontinder m&{%@Hma@aAm may

proxgge gl%eg]cir%{nﬁﬂlc é(\)/t%t@&i%l%ﬁ%%}iil eagxldg{%gﬂ Jggméﬁhl a?s%%éas a
graﬂﬂk}é zfdupt’éf'lﬁﬁt ¢andeusded &5 thahEnizeioh fof grdphims (ah&:hlbfoﬁﬁ&ﬁntfbﬁdilsplay
I nterconmuni cate wi th MCH 205A

on 5 Gipmlpe getigA PRI depigtsAly Shipsed ﬁpﬁ@wrfyrtquncla%en UQ control
hub TR Yosilf twga%? FRinidaRANRA MUY 6§§%gﬁp%glag I ape o

enent e ruction
1nteafonﬁﬁduczﬂdn lan®ihg ygdtemméasry Qd Aphdoe np MRINSTY 2 6.c0edss230).
multi-core, or any other m croprocessor or central
[0qIrTcessiRgcadsurt210 hh@tbeﬂiﬁrm&merﬁé&asmblex imgorhuetien Sed_@sputer
a volatile menory device (e. Randon1Access Menor y

(CI3GygnRedugerthipsEugtion RehCARPEES yOqesiAMMUIHrcozg, QF ?%y other

- micRM SR dentraY SlotBs IR Hosf ni¥orP 12 MR 888 AbRthented as a

volatile memory device (e.g., Random Access Memory (RAM), Dynamic Random Access
Memory (DRAM), or Static RAM (SRAM)). System memory 214 may be implementéd
as a non-volatile storage device such as a magnetic disk drive, optical disk drive, tape
drive, an internal storage device, an attached storage device, and/or a network accessible
storage device. Routines and information stored in system memory 214 may be loaded
into host memory 212 and executed by processor 210. For example, system memory 214

may store an operating system as well as applications used by system 200.

[0020] Boot-up memory 216 may be implemented as a non-volatile memory such
as read only memory (ROM), Erasable Programmable ROM (EPROM), Electrically
Erasable Programmable ROM (EEPROM), Masked ROM, or flash memory. Boot-up

3
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as a non-vol atile storage device such as a magnetic

di sk drive, optical disk drive, tape drive, an
WO nioenedbe st or age device, an attached storage PEWUSH®)S/045897

and/or a network accessi bl e storage device. Routines

and information stored in systemnmenory 214 may be

| oaded into_host nenory 212 and, execute y Rproces
mmemmeg 21 R3S MRS oo BE G HRHEIPUTLY: SR iy Q)G AT

#% @%%Ho‘a%b g€eheBbot-up of

desc? g%gtr%'fggrbafﬁg cg%fl?%ooéé_ R ne i ﬁ’ﬂ"%gH EtheBbot-up o
systemﬂOénEIﬁ)fé chagslewrmor-thobstt descmmrtmrayz vaicds admot sadrdorfioy

nmenor.y Er.asabl e Pr I : EP
exaBp EciiaSEr HCEPASRIRE TG BT PE TR (SEBHEode] of the
many a?enﬁ@dlc@rseﬁiah%ﬁﬂlbeﬁ@wmcesm%oum@g@we 3t BodiMendry,
ast store a basic I nput/out put sgstem SA’SIOS) and an

storWe Qfesssﬂempnemmyo?14aplr¢gfaagexﬂa>dﬂ sit(c.geViste! hardwaspe
duri t he em 20

perigh g NG e AURGROAGLBY et Brl g fo P d5eh ggsiidihay be

hard &del helRE seme g% lﬁéaeuz@aaafmgia@&r /po('e éonstdfag’e size of host
i nclude, but not be limted make of the

memeryagienge bizeof ?wﬁem gemose?| %lplugnmieplabﬁD pisbe dde dpotregord of
syst%%@?%?slh%ﬁsg a%spg?:téd Fr%afé&aflﬁr%% %1((3 ﬁld‘f’éa?o?f 8{6?.5%%?& &ﬂ]ing the

boobap grRES (B!, |hbbl&f1@h6ry@ lebﬂiEle&‘laﬁlehslﬁbheﬁld masalid bottyseetor).
general nane). Some asset description may be hard

[ocmqed WRIERS BHErolRlY iltercoBag i @diof utong hbacsystem 202 and HW
St orage si ze of host menory, st orage si ze

(e.g.
cowymréw%ﬁé@ 2224, By 32§-ravesuppasf npgs-fq-sede ormée%a%ultl -node

o RSP PSP O i OB Cl aes
(PCPrdes&dtsed(for @camﬂi‘@@ﬁPeﬁi@H&ﬁyCQﬂnﬁoﬁﬂm Cﬂtercbmadt Kk Lobeé dos
SperificEl e RFHRIBER T ceﬁﬁcg g 0895 byailable o TR ) pectal Interest
Groﬁ%?)é}po L ¥ ééﬁ)%f 3 ek 4t 155%51%%&1 > PR B bress described in

etormtl-noeco Ini cat T ons. Bus
TheZZW Bapyesd Basmﬁpmﬁdmltlenwf the FeErSpphial hiter@aGroug Revision 1.0a (as

el e S e o AR BBl TREL A Sy 21
200 Waﬁ B fidnfihe Qﬁﬁ@gxﬁﬁﬁcﬂ%mecia?%%e%@@}o%pl Forﬁﬁ&m(hjé rP@ S.A.

peci a I nterest G oup, rtland, Oregon, U S’A
(as well bs sevisiensitbéroot3; SehelrMSA)des@med@m@aml@@s“tslerlble@TAnngh

SpephSenaieT o pechans oy ipigal g onSugist 2S RBAL BY the
Serltahﬁ'TQOW)orklﬁ) rifu}ﬁ@@ Wellkbﬁ delhied fsﬁﬁdﬁ@& ¥niRewl 5é6aBRIUSB)

24, 2000, avail able from the aforesaid
(andvellatabaam@lrdsl)msewélsas cthaipterodonedtigngtanderdgon, U, S. A

[0022] HW components 222-0 to 222-N may be any device capable of receiving
information or instruction from host system 202 or providing information or instruction to
host system 202. Any of HW components 222-0 to 222-N may be capable of providing
information or instruction to another of HW components 222-0 to 222-N or receiving
information or instruction from another of HW components 222-0 to 222-N. HW
components 222-0 to 222-N can be integrated into the same computer platform as that

of host system 202.
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(as well as revisions thereof); serial ATA described

for exanple at "Serial ATA: Hi gh Speed Serialized AT
waoedoaobarent , " Revi sion 1.0, published on AuguspCRBS$2005/045897

2001 by the Serial ATA Wrking Goup (as well as

rel ated standards); Universal Serial Bus (USB) (and

rel at ed st andards); |1 as ot in nnecti.on
[00&3ndar d¥r crupp!s) arigtds HERPENTS 955405530 ymplgmented
a . . H’ﬁ . 1 i .
oo U RN, G e D GRS ey o by

own BIGS etension)pparisntthaictipssh(ICOU/MEST) thytstan ipe 202{igysag only when
conmponents 222-Q to . 222-N may,.be .capabl e of .
the Bt TR GO RGP HRE BT T ALleF P O § BCAHOP IS %5 Peaible-
[002APONENt HR2nKkddiMer? &t NaGf oreCSFHIW EtinpdteisTRDIOM 222-N may
instruction from anot her of HW conponents 222-0 to

be implenintedwscarpuadrintsropcapakly of providisg intereompniainatiow fetween

i nto the onput e latform f.
conf b8 3P0 R LR, PR PR L8 S0
exaBpR; HeMRivai ihteFhemay Belcapabr ofiigplcaynadagiiap withadhibset 205
drive év\/m ch may be initially configured by BICS only
throggh bys 2265 own BI OS ext ension), parts of the chipset

(ICH MCH) that can be configured only when the host
[00RF]t em Jowae smbpdiarrit,|aog ke H W kempenansy 2220 thdiigh retshes

o IR RIS A SRS s o

conipBRéR FBpEEs Wth dndh@td@islorovitied frate wanitkeered] to the HW
provi di ng i nterconmmuni cati on between conputer system

compopens fietSa Whethgb prother Y eosnenentpsirom hest systers 2#%} iggeduced.

= ' s : .
R T
provided BPéhy §008R%) ektermaieo tigliOWi cvrponemnFooéxdwle, in an untrusted

conmponents 222-0 to 222-N may be capabl e of entering
hasgy 1 T NoCIMREEEE AR BPGSJIE WEhGHY JRUSBHOTSEOBRECRY apextemal

souT AR SRRRSI: ORI Sl iy LORLAELL Byt o

confrel GHW wdrepérent anhe hetrusttd pionp anesss tothe fif Wmohgsnent may be

den%ﬁz g{n efq%@%ﬂﬁ%@ﬁ%%ﬁ@%@nq;g@a%%%ﬁ \tﬁ @E&%ﬁ{p&g ?etcgg/ed during the
. : . . }

P BAES B o OB Pt eni

respedeconponent may not conply with any instructions

provi ded by any external source(s). Accordingly, to
[0a2&] ext dntonteatbodimaimt,vitiggdningeeyeite nam| chengeuesstate o apy sf HW

corr}p%nents 222-0 to 222-N from a trusted phase to an untrusted phase and vice versa.
Triggering events detectable by HW components that cause them to enter the trusted
phase include platform events which no software component can trigger and which
cause the very next step to be execution of a trusted source. For example, a trusted
source may include a BIOS code prior to requesting that code be executed that is off-
BIOS. Off-BIOS code may include, but not be limited to, code in a memory other than
boot up memory 216; operating system (such as Linux, DOS or Windows); or any third
party “ROM extension” code that the BIOS can request be executed. Examples of third
party ROM extensions include, but are not limited to: code used by Small Computer

Systems Interface (SCSI) adapters to initialize SCSI adapters and Pre-boot Execution
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control a HWconponent in the untrusted phase, access

to the HWconponent nay be deni ed. For exanple, the HW
W@ ovpoednd may respond to instructions recei veRCHUR1008045897

the untrusted phase by ignoring the instruction or

provi ding a pre-progranmed generic response. [0026] In

one enbodi nent, tri.ggering events h t at
Er e e S B DI B B Epevont
usinB MR 8Fork t@ﬁaééntC?%i EEh RNV By hA8d/ &S fre fHat ﬁegleﬁcitt'%g added

vents detectab y HWconponents that cause themto
excaptbgn thistedtspust ed aphaszed pecdondad pftert Fdoedy canneitts swhieghently
no .sof tware copponent can. trigger and which cause the
Chm%@@fxﬁgﬁgyéﬁ%ﬁgﬁéoﬁge8&5%@??6ﬁ%5ﬁm5'trusted sour ce.

For. exanple, a trusted source nay.i de a Bl code
[0Q oy "¢ & OF Eia; G URsRarinE GH ERISUREAN BP0 Sghr the
trusBldPhasSlay BhARIC L BT IERY dd16dseeifor, Srdnt NPhof@ybie 260 Under

to, code in a nenory other than boot up nendry 216;

PCIopfera PR reset demsgartioh caentldaouss, HQS00essW Fdesiag resst and the

thir arty " extensian” gode that the Bl OS can

ner B P B B PO s Bl PR et
of tIRXdyBR QB trigdel M PEI-rBik: darRsdtfibnlevsiit ed to: code used
by "Smal | Conputer Systens Interface (SCSI) adapters to

[00281t | al iF%e efrible 2iaREASe 8t ENBmBRAkrance to the untrusted phase
Execut i onEnvi ronment” (P code enabling an operating

inclggestagmstedspurce (Hiwhlas addS) neriyangribetwrvainsied gowise wol kext be

interface.. xher trusted, sources i ncl.ude ftware
exeq i ool G solst 30 ERBRH! B ol et STl futs may
be vaed. Nt sz 8fpRes BIOSHE fiddticRrpravdl dehinnfEarvdae the is of-BIOS code

subsequently changed except by a trusted source or

mayatiggeraniesneibe BYAISYABRYS. For exanpl e, the triggering
[oof?ggﬁm 33 é‘gmg'&ﬁlﬁ%eﬂggﬁ&%%ggag Pllie 1E0% & HEE eRoPRARBIe,

. !
i ncl'igé n event 1n host

thers Yiily@® a2@Btedptase, sEial-truatd phasa, Mdluniased pigseadreinkitdsemi-
event occurs, the processor is being reset and the
trusieephasey the HY qosppongat Brneesyise linitedast of Bsimytigng grexecute

inst{{lgfialg%igﬂm;h g&aﬁﬁéﬁ‘?&g #PoPlout&ST BGL e tle{] @ SF%%% Sf?gfégéf(ntify itself

-reset de-assertion event.
by sesoargeliésntidiet in hgacdtasgreguestt causi ng entrance to the
untrusted phase includes a trusted source (such as a

[0030XS) n@dthéydxagpldiaiggan thinnidysdagsk Souvaremitd b trust! obeemi-
executed or an indication to agter an untrusted phase,

trusgediphaisgAclytng rop-magkanle micreipt M Ihand gysterrsmgnagegiont interrupt
(Sl\/??:. Z%IH Ih\gvﬂo F?E’%P ggxgét' Fr8les8R tPhQextQutd ¥BIO8UE AiSeby cause
movement to a trusted phase. An NMI may trigger a host processor to next execute less
trusted code than the BIOS such as an OS kernel and thereby cause movement to a semi-
trusted phase whereby a limited set of instructions from the OS kernel may be-transferred
to the HW core logic for execution. An SMI may trigger a host processor to next execute
a BIOS and so cause movement to a trusted phase. Further examples of OS and BIOS
instructions that may be transferred to core logic include storing a user’s key stroke during

login.

[0031] For example, FIG. 3A depicts an example implementation of a HW
component that includes the capability to enter trusted or untrusted phases, in accordance

with embodiments of the present invention. The HW component may include I/O device

6
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may trigger entering the untrusted phase. [0029] In

one enbodi nent, there nmay be nultiple levels of trust.
wao-on6esAnpl e, there nay be a trusted phase, PCT/US2005/045897

sem -trusted phase, and untrusted phase. During the

sem trusted phase, the FNVconponent may execute a

305; flfircavisg S0 PR FosmOngHt e Cael Dricdagngiy DVide
1ntet%ﬁHﬁrﬁﬁué£‘?i¥n ingfrieh ke HW@(&Iﬁp&ﬁénﬁarﬁpéﬁrénﬁrhﬂ%McE ls§éh és"bus 220.

e access request. [0030] O her exa e triggers that
Filteralgvicad$@ nay lmspené i canamandsrta shied trosted enminitrustadadhagdsas e

i ncl ude a non— bl e i and s stem
reS DR SHERE DR AT TS Bt SaPIS T Rguiceat 1A o P Mipe to
recogh2€ @3S ink @vaARK Wh%%ﬂieeelﬁerﬁl s%@ld)rtuﬂﬁrﬁﬁgd/ pEAAdS eFllter device
fovenent to a trusted phase. may trlgger a host

310 maydws&r instrueteos te Wecqrmmentrlggltce?d 5 cpwe echigrihe H&V

Comtp8m?ilt 218 ﬁf’e}g Fﬂl}geer@%g}cgdg,stglc i rgxél gi om?lv Ff—fwr&omponent
durlhﬁ el uatiuken %hﬁgeqmnﬁ Reickigles ISV cdSl’ﬁp!o&ﬁt rorgwrssﬁe rwaeln & @eml-
HWcore | ogic for execution. \%@t”

trusted phagsrie senpooed.tfdter dryice R 8¢ mep trang”rsm tb‘hH oma%@t loglc 315

pre- %818 ge c%g ﬁrﬁ OP%C ﬁltgﬁgctt%ﬂgiﬁm 5 ée@t%{hécﬁf;%gﬁug d,t EI)—I\??omponent

logit QQS mayrg@hﬁdley pitovidente %mﬁ%llgek@wfﬂﬁd He cetupoegt. HW core
|l o [0031] For exanple FI G, 3A depicts an exanp f
logi¢ A} EivsiRGNdeRIcEICHD SHANLBS BRFRdHC I RTeTP QTR Eigd 4sipg gonductive

leadS 3P% ddtfléryoa&& tlﬁa?&vﬁ%e& {ogE ?&t\i?%re 4 LS £ RIORP 8Svicd Shd

accordance W e present invention.
exectine] bl ﬁﬁxrrppmewsoﬂ;rﬁymmﬁd adapplicatioe speceR0btegfdtéd ercuit (ASIC),

d 310, | 0 315, 305
a mﬁ%&?@mr% emcsf %@Z@ﬁmﬁo ‘ggﬂf‘?%a %?W&%ﬁteﬂﬁ@.‘/rﬁg?éfﬁe
d
[0GHA T or  deone EmBad sty HUSSGMnTRS SoHin 420 N pgimplermented
as aﬁ% sk @&nlﬁ_lﬁaﬂﬂ&f [y ﬁ%ﬁ@n@ﬁl"ﬁ? g, s gﬁvfa{‘:‘éﬁ&gé %ﬁ%%érﬁbl@'%‘/ic@ 3nd

or exanple evice 310
exeqan@gbﬁmnﬁdopmcessom dininzard, ah gpeidatign epwrﬁwntﬂgrecttﬂ claamstg ASIC),

trust or untr phases. Filter device
and% ?%kﬁmp egﬂgﬁﬁﬁ%ﬁﬁgﬁg)to t he FNVconponent
ic 315 provi ded tq _the, HW conponent durin
[0 Q%ﬂst ed Homgzanpg Fr é@@qpr%% HLCETSH TGP %fe g piwork

mte{fpége Oﬂ%aﬁ%se&dﬁf& lvpﬂl dhEnptih st R thehass: fhemideachivosk

conmponent | oglc 315. en a semtrusted phase
inteffsces?.m)pnay mdludé iphyscal deeyierr oaerB0 (REY) 802 mehtrpllerd Odhmeory

306, anrglpl?(g ev1ce (%C 315

[0034] PHY 302 may provide network interface 300 access to a network medium
of a network so that transmission and receipt of packets and frames between the network

and network interface 300 is supported.

[0035] Controller 304 may encode packets or frames to be transmitted to the
network in conformance with protocols such as Ethernet, SONET/SDH, and/or OTN.
Similarly, controller 304 may decode packets or frames received from the network in
conformance with protocols such as Ethernet, SONET/SDH, and/or OTN.

[0036] Memory 306 may store information used by controller 304 in the packet

and frame encoding and decoding processes. Memory 306 may store contents of packets
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pre-identified instructions or instructions from

sources which are trusted. HWconponent |ogic 315 nay
w@emwenadiby provi de the core intelligence of theCHUE2005/045897

conmponent. HWcore | ogic 315 nmay include m crochips or

integrated circuits interconnected using conductive

| eads of a notherboard, hardwred |0

and §apics geogiyed fyp@ﬁg}eylegwk@é well 8s gglétgﬁt[sg C%ci}csege}n\é%ra?nes that can
be tﬂh%ﬁ@cﬁ §§Lgfworf<' F a%)pl@%e%ﬂﬁ& 308 9Nt @ftbErhAion to be

integrated circult a nenory or “storage device,
transﬁaﬂéabto adévied sichre goﬂ systrh 203 at mfammaégon(tﬁ bG&)msf{BI@QIBQOI]n a

I n one enbodi 0 t.o 222-N
devieh o as g a2 G Y PR e s B o Pt e HpPasitent
conéoq’é)' Melﬁ&fytmrrﬁayss?té’ﬂe pldatidnsBRDEtREMILEE] B Het@iele Hi@thce

by ‘a m croprocessor, firmivare, an application specific

300 it cagmanizdieoyitlc externglBIVEes saghdisobutaof limiitd g, egnanesempe
co %)te array (FPG). [0033] For exanple, FIG 3B depicts
n 'exanple inplenentation of a netmork interface 300

rodde e s o AR et Ry e e et R b oa RGN the pus fwhich

can b8u§d toRL&Ish B6SR s ﬁéﬁ@O@pﬁld 16O btk SiterBid4 300 MOy &ev3&6308 may
and I/ O device 3 [0034] PHY 302 may provide network

furthantrm:]rﬂ@c éorsnggqmgeeéfgnts 0 entprea (asied erawitsicd phaserrad\idiek

t t t

ool TR RO RS i
0

oGP oL 8 opt SEPRNLRRD pdeCs Shepatact dRYed RPRTUBAF KR RnEL

Mar¥ Eﬂﬁelﬁ)tr [acPG0¢ EPMIT Rardar i ver 9@1\'55&%36@&%1@&7@6
Simlarly, controller 304 may decode packets or

mterqommmwaé@e.b@@eﬁeﬂradim&{@xmmwhp hoglsistemrand Betwotpinterface
300{J Eg%gfa?@e 1Hﬁ%g%orﬁa£§&ﬂ§éd b}ﬁogor 5% asarﬁg(‘ivgz{rggg—sj& information

ore I on use

or iffofthatnl IeIate'ﬂQé bbﬂt-ﬁ@fbc@@l@ lﬁ@ty terteknk foprag fmﬁmﬁlBI@Sandhe network
Menpry 306 may store contents of

~ decodi ng processes.
intepfaeaal0cRitEra RS ThaseT BRI Rdn ILier RHPRIHON S Teged to
net\f&mlﬁtgfﬁceoio (ﬁ(lﬂﬁgttﬁ‘e foded kga'g@ ﬁn%lklg)r@t;togﬁpln%er{l&?gﬁﬁ(%e Hogd

et'wor or exa may s
examplepdurirg 1ha ttusteth @hasreamsﬁlehwceki interfaced®incay tsarcfer aisfotrogtion to

system 202 or infor ion to d f .
the BUGGS SISV IS 235% S SsA 08 et RccsHlfRy nformation
tranE‘t%ﬁ\é@ Hﬁrlﬁ?&l‘éhﬂ@%d hIRNASEHER e§ APSPhLincolYapREY 306 may

store appfications and protocol s used by network
[Odgg]er fagg, example, a device such as management console 106 may request

information from host system 202 by providing the request to network interface 300
through a network. In one embodiment, management console 106 may request asset
description information or boot-up records using XML compatible communications.
Accordingly, information concerning host system 202 may be transferred to a device such
as management console 106 regardless of the operating system or power-use state of host

system 202 by providing the information to network interface 300 for storage and transfer.

[0040] Network interface 300 may be implemented as any or a combination of:
microchips or integrated circuits interconnected using conductive leads of a motherboard,
hardwired logic, software stored by a memory device and executed by a microprocessor,

firmware, an application specific integrated circuit (ASIC), and/or a field programmable
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300 to communi cate with external devices such as, but
not limted to, a nmanagenent console. [0037] I/0O
wa@leas0e61308 may provi de i ntercommuni cati on bet NEENS1008045897
bus (which can be used to access host system 202) and
the network interface 300. 1/0O device 308 may further
nonitor for _triggerjn t.rust .or .
gate gy (R GA). pHAE eXHRnle RetpaRk fﬂfﬁ?ﬁﬁg&ﬁ Bl peduie ge%t%to a chipset
f AR-dhRotH; bfbsth@6h;
o B B e
1mpléﬁfenn:ddts Iametmlkllhﬂegem carl thiaf @anrhel\mu@gdmota hustieterfaesein a
ndard run over
motlgeboprl T B O e TR B a8 2P ey puserp gouoh
as bt 'ﬁﬁﬁfed%( %ﬁi%gat 20511 aR&LVRY part B igfpl @aéntdDising ®host processor.
exanple, information determ ned by a Bl OS such as
[0 d’)ﬁr]dvvar ®185% ??oxh(ﬂgs%h'ﬁﬁﬂn% sPhte HREQRTEE JoRTd ﬁ(ﬁbl@leeﬁatésoof
00t -up reco ransferred fromthe BICS
embb&mam&‘t o W ¢mmmnfeatsea1t31©0gld athengjatas amm@ulepmw@eordgmwmlth

e KCS interfa for t f d
ernbplaetiidha Bt e e e A Lt pRes B e o B8 BRI over
use étQte@@Eér dbondffer fySemEora 'i’fg%ﬁte Whidrk fie: ke opdrbisiLelepbrise,
the networK intérface 3 may transfer information to
Comph@r BisGen mc@tsoraofwdmwrs@u@p (egk eyequsipn gl ¢ BAORESState 402
rface, Acc rdin f
e 8 RO Mo F SR LT B ot pocr
resel @Q8Rbrtioarocexs pll @vedb iy BIOS $Medutiag. man agerrent
consol e 106 may request information from host system

[004Y] by PrrdpdedingGvehts dedstesé by STWedomdsdaentyt Baf enge 3QMange
through a network. In one enbodi nent, managenent

froms stasof@2 tostatred04 wghi emluéfsglétfogas‘:e’pnﬁ@twlaﬁh NRfSOLYEES on

oot recor
companiinaAreBRe R a st e FRTBBHTSte hequsgptiongf o rusted
souRt@SFoB ¥Rdrepie A8 tii@ering evénd B@lfsﬁfgr IEIW tampordasito ensuiche assted
nanagenent consol e 106 regardl ess of the operatlng

phagg/mp inchideroliel reselddesasserdioprevapsin Rask Bxsie 78 2py
providing the information to network interface 300 for
[0043dr age ﬁttél 404 apyrhera trystrltipsanwheisbx therdd Wr qozerongpigngppgomply
..be i.npl e i
it RGTHPLE PRI R SO L0 R B MAL AP o

reduc@afi$n péw@ gveht md@qﬁggk;r ahﬁﬁﬁ@d fﬁr@d sta@agﬂ@ﬁ tostiRt iabae
stored by a nenory device and execut ed

embedigrasrasciedisation frpmm/ﬁlﬁéed SQHTCS St |ﬂ@a¥'#%‘?1¥ ES Willcease to
exe&fﬂé ﬁﬁg?ﬁﬁ%{r %'c'h e frdhista £ é}?g{a 465, i dle ?ample a BIOE indicating

ega array or exanpl e, networ
it is It@t@ﬁéaeﬂeﬁiﬁ@n oy thied partyeR@Vexkténston” aoddinpg étigger a change

from state 404 to state 406.

[0044] State 406 may be an untrusted phase whereby the HW component may not
comply with any instructions provided by any external source(s). In one embodiment,
power-off or reduction in power events may trigger a change from state 406 to 402. In
one embodiment, triggering events that may cause a change from state 402 to 404 may

cause a change from state 406 to 404.

[0045] FIG. 5 depicts an example process that can be used in embodiments of the
present invention to control the extent to which a hardware component is controllable by

an external device or routine.
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(such as but not limted to chipset 205) in a

LAN- on- not her board i npl enentation; inplenented as a
woeaeo6dq9é nt erf ace card that can be plugged i nPCI/ESIOS045897

interface in a notherboard platformthat provides

i nter comuni cation with the conputer system (such as

not limted to chipset 205%: and/ or ?

[00|4r$d| emmté92&hﬁéwarqmp05?%@€ S5 tﬂﬁé@m ‘JIO@P@O eater frusted

r f
P B P b ey B R ek
assesiiont @vsniafoHowimsi bEorn powereyr aangeraiion to Bibpelierekitsenf

t he present i nven tate 4
trig g S BRI S AR Y B P T CotaLupcd PR atheict ah Hosted
phast BERIASHEL oD By R WhREAGE S fBfa R cRBpdnehDCarCRIFpet €Another
systemis execution of a trusted source (e.g
tnggerargmeoh caf baaBeyS)t. wisichiceuste 2harugr yexh sne@vt,o @@Wcutlon ofa
¢ Ei%bs such as hi bernate whereby under PCl, after
TUSHiOEMH&t e, a PCl reset de-assertion occurs foll owed by

[00AH oot anha OBy HRRBBONER PRe-r A POk b8P gty ngpotons

fronStabSaldarde. state 404 may include platformevents
whi ch no software conponent can trigger and which

[o0ud4se thg 508 e Wcoﬁi&ﬁeﬂt‘%e@%n&s’(t%‘“a%hggéhr@ evdnt folsmte2@n un-
source. For exanple, the tri ggering event causing HW
trusied ppasee fos exampin,t eiriggheng e\est exisingasanagyio ithcinrtigstgd phase

res de- a st Sys
mdf“géﬁéfus sz“ércﬁ h’é’;‘? 33616§? %@f@gﬁﬁwa sl}eél ﬁer egO%r%%Wml—Wt be
exeQRSIPAINS BhicPRY ufigd d/phaké.n any instructions provided by
external source(s). In one embodi ment, power-off or

[od&Auct i ot 508, ARVBSMPYRME f Mtﬁu&ﬂeﬂ@ﬁése&io@hﬂﬁﬂﬁarfdrﬁmhstructlons
state 404 to 402. 1n one enbodi nent, an indication

providethaaryr axderad sovteecaCeD aspediec mdigetier|tosiseanga toviupted phase.
cease to execute may trigger a change fromstate 404
[0G5D st at F1G06 depiots amexappls, timinBdEErim dhavaini rﬁ@owememtsbween

trus%ggig Vgsi%?cf élbaégsn ér(l) t&(‘ﬁ%ﬁ%aglc?r ?vg %é: %}tbgdle}? f 1%% | ? nt 18gent1on
At dOQOH'cﬂ'd‘}vaI%tc%hﬁ)oﬁ&ﬁs A ctREP@Irebtd Ué%%eﬁﬁbrpdﬁﬂ%t&mm’ ghyted phase.

the HWconponent nay not conply with any instructions

[00¥10Vi dedy{B)4anBIOK leBhiddnc&detRion )durihg (¥ eustsisitisereAt 606, the

power -of f or reduction in power events may trigger a
BIQS*uamgeccﬁmmané& totad leae‘ﬁonedlamb&are FeMpenRent Ny e, the command

may4161§1%g8 8% Eﬂ)r %het Ilgaarléware comp 383t &I&%qgﬁor;naﬁgﬁ 5}0‘%0%d by the

BIOS such as hardware asset information. Each of the at least one hardware components

complies with the command.

[0052] At 608, BIOS notifies at least one hardware component that the BIOS is
about to load unsecure software. After receiving the notification that the BIOS is about to
load unsecure software, each hardware component enters an untrusted phase. At 610, a
software routine or device attempts to instruct a hardware component in an untrusted
phase to perform an instruction. Because the hardware component is in an untrusted
phase, the hardware component ignores the command or otherwise issues a false response

(such as a predetermined response). At 612, the platform resets and a PCI reset de-

10
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cause a change fromstate 406 to 404. [0045] FIG 5

depi cts an exanple process that can be used in
wepdvemearent s of the present invention to cont reCT/UR®05/045897

extent to which a hardware conponent is controllable

by an external device or routine.[0046] At 502, a

har dwar e conponent detects tri gger,i ng event to.enter
assefijaus &upHABS LGt ERRoRes n IhE IS IRRDeE (iedy re-
en&?ﬂ%ﬁ%ﬁ93@¥hﬁﬁ?60tion of a PCl reset deassertion event
ollTomng a platformpower-up or restoration to
full -power. OQther triggering events detectable by HW

that cause themto enter the trusted phase
hdoﬁﬁ@ﬁﬁgézﬁﬁﬁtforn1events_mhich no software conponent
[00%) Ui agRIdraviReS ART the TogeRIz deGerR)A iga taekdagpl éofaue Pesent
which causes the very next step to be execution of a

inventiomt éﬁhﬁ@hd@@ictq(b@@f}umbermtﬁ,spér_@ﬁ firgetiomal iters tlerpe skilled in
e BT LSRRG, ASEERL B LR AENB bR o snet

fundti®aRlESed. 0OA Rerhati@UE [ceRgn@Yeiintd Maebé §ilitditouniltipietfeaktional
phase. For exanple, a_triggering event causin%,
elenagits: aFheescopr @fBe prESentiRYEHORONEVPT & Ridas mgans lifatiediby these
s EEBY 0y T30, P BBl A B POkl ion o
not, BHEIs & diffoR48ds iAtrb&Bre, Htaeivppmeinise iofi nmteriahtareipossible. The
phase does not performinstruction rovi.ded by any
SCORBA R CRi & 8l leatappropdas grieniby e plloHiRE Nt
re-enter to trusted phase. [0050 ] FIG 6 depicts an
exanpl e tim ng di agram showi ng novenment between
trusted and untrusted phases, in accordance with an
enbodi nent of the present invention. At 602, hardware
conponents detect a PCl reset de-assertion and enter
the trusted phase. [0051 ] At 604, a BI OGS commrences
operation during the trusted phase. At 606, the BIOS
I ssues commands to at | east one hardware conponent.
For exanple, the command may include the request for
t he hardware conponent to store information provided
by the BI OGS such as hardware asset information. Each
of the at |east one hardware conponents conplies with
the command. [0052] At 608, BIOS notifies at | east one
har dwar e conponent that the BICS is

11
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CLA]

about to | oad unsecure software. After receiving the
notification that the BIOS is about to | oad unsecure

W@ odobmedieq each hardware conponent enters an uPCT/US10081045897

phase. At 610, a software routine or device attenpts
to instruct a hardware conponent in an untrusted phase
to performan instruction. Because the hardware

onent is in an untrusted phase, the hardware

Wha?%rmﬁiﬁféﬁtis:i gnores the command or otherw se issues a

1.

3.

al se response (such as a predeterm ned response). At
612, thé petwieomprisisgt s and a PCl reset deassertion

is issued to the hardware, co ents. The har dwar
conponent s t her eb§esp8é€}%}°sa Eﬁg%f%gp%algﬁﬁlg@e@%m%athted
MODI FI CAfANS [ 0053 ] The drawi ngs and the forgoing
descri ption gave exanples of the present invention.

Al t hough depi ct ed camplyingiviie commagis Famany oxiprealisowse
items, those .ski.lled.in t art wi || appreciate that

h
one or AEFEegAUER. eépéFﬁgrﬂ%g fray wel | be conbined into

single functional repbhdihg% a Mcbed Raidevay ¥vert &Y teaiiehing an
el enents may be split into nultiple functional

el ement gnirg¥ied Beaspeandf t he present invention, however,
IS by no neans lim - ﬁ%'i
Numer ous vari ati onql]g? go%@%ﬁé%@ﬁ% | c%ljtlcfsyt?ogrﬁ\)ée itﬁﬁ%ahseoume
speci f i egdeived dofing tie, unstusiad phagdi f f er ences in
structure, dinmension, and use of material, are
possi bl e. The scope of the invention is at |east as
broad a i fi of,Lpw {s@ig78. CLAI M5 What is

. 1 :
cl ai nedsl}hg:rﬂeiﬁbﬁ(yfn%tgﬁ%d’ clzlorrpr(fqg?ﬁr%gs: grrn(ispondi ng to a
first triggering gragndingmfoendtemi fogstarage dstiegltheHaseed phase.
conplying with commands from any external source
recei ved during the trusted phase; responding to a

second tyihl QUSRS GURND, MMerBRALRE I8m@tioH RbipsiE&host system
phase; and not conplying with comands from any

asseef@mmdlonsour ce recei ved during the untrusted phase.

4,

2. The nethod of Caim1l, further conprising:

The method of Claim 2, wherein the information comprises host system

boot record.

6.

The method of Claim 2, further comprising:

receiving a request provided through a network for the
stored information; and

transferring the stored information to the requester through

the network.

The method of Claim 1, wherein the first triggering signal comprises an

indication that a trusted source is to be executed next.

7.

The method of Claim 1, wherein the second triggering signal comprises an

indication prior to executing any untrusted source.

12
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providing information for storage during the trusted
phase. 3. The nethod of Claim2, wherein the

WO nfoereddé on conpri ses host system asset i nf orP@&EL/U82005/045897
4. The method of Caim2, wherein the infornmation
conprises host system boot record. 5. The nethod of
Caim?2, further conprising: receiving a request

8. provi ded\%t HIBIAW LHEBME k for the stored information;
and tra ' edhanformation to the
requestgéaﬁﬁ#%ggﬂbgﬁg§%%¥ﬁg?i. 6. The nethod of C aim
1, wher eifiitaridevice cetfigurédfgeri ng si gnal conprises an
indication that a trusted squrce

i s 1.0 be executed .
noxt 7. The met hod of o1 ai HEPOTHHLR EF RS DEGIATA by entering
triggering signal [c@mEddpase an indication prior to
executing any untrusted source. 8. An apparatus
conpri sing: hardware conpondrnsicoepramanggitoghe hardware
devi ce configured to: respo ' tri ' .
signal by enterinﬁong?ﬁéggggBﬁgggp;+#%%§fgpg%g%#&%ggunng
to the hardware cahpanged phaegi ¢ from any external
source received during the trusted phase, respond to_ a
second triggering event by &RIROR{lHY2 seFonA trigasriag event by
phase, and not trqgﬁgﬁ%aﬁgq¥ﬁgg§ hRethg hardware
conponent |ogic fromany ex et hal Source recei ved
during the untrusted phase. 9t trilnderaqpanatdsso dfe Hardware

8, wherein the hardware conmponent | ogic includes | .
component logic from any external source received during

the untrusted phase.

9. The apparatus of Claim 8, wherein the hardware component logic includes
a memory device and wherein the filter device is to transfer information received during

the trusted phase for storage in the memory device.

10. The apparatus of Claim 9, wherein the information comprises asset

information of a host system.

11. The apparatus of Claim 9, wherein the information comprises a boot record

of a host system.

12. The apparatus of Claim 8, wherein the first triggering signal comprises an
indication that a trusted source is to be executed next.
13. The apparatus of Claim 8, wherein the second triggering signal comprises

an indication prior to executing any untrusted source.
14. A system comprising:

a host system comprising a processor, a memory device, storage

device, and an intercommunication platform,;

13



a menory device and wherein the filter device is to
transfer information received during the trusted phase

wo enedtav@ge in the nenory device. 10. The appBCHUSH0DH045897
Claim9, wherein the information conprises asset
informati on of a host system 11. The apparatus of

Claim9, wherein the informati on conpri se boot
record of a Wd@ﬁtwgliksl_fl@ Ca@mmh@cgbvgﬁmwiedgffﬂ aim 8,
wherein iffig, ﬂé{lﬂicattfohg)?ggirﬁgth%'ngﬂ%rk%‘i’tgﬁﬁées&ﬁnﬁﬁin :

indication t atru source Is to be execute
next. 13. The appdmnadwaeobmpbraintlagic;whérei n t he second

triggering signal c rises an. indication prior to

executing any unt r%&?@&egfi‘il?%&guie%toA system

conprising: a host system cqERohdkd 8 fifist R LE@MERignabby entering

nmenory devi ce, storage device, and an

i nt er conmuni cat i orn tphsted whasg,a net work interface

comuni catively coupled to the jnterco i.cation

platform the network interﬁg@@&%SW%Fngﬁguﬁﬁg?%kﬁﬁ%e

conmponent | ogi C; agRnelt/162i6 BdhLayCextérheioattetreieived during

respond to a first triggering signal by entering a

trusted phase, trahefrustedphasands to the hardware

conponent [ ogi ¢ from any external $QULGHANSELINE L ent by
on 0°a seco

during the trusted phase, res

triggering event htetgamiungusasd phiselgided phase, and
not transfer commands to the hardware conponent | ogic
from any external source red®iapsiggamgandsdo i hadveg

phase. 15. The sys ' 4 f . duri
i nt er conmuni cat i on‘I"g‘fﬁé’? %Igﬁ%ng |b ;ﬂg ?’b%’y;&&&hﬁ sollfee received uring

the untrusted phase.
15. The system of Claim 14 wherein the intercommunication platform includes
a PCI compatible bus.
16. The system of Claim 14-wherein the intercommunication platform includes

a PCI express compatible bus.

17. A system comprising:
at least one managed client device, wherein the managed client device
comprises:
hardware component logic; and
an I/O device configured to:
respond to a first triggering signal by entering
a trusted phase,
transfer commands to the hardware
component logic from any external source received during
the trusted phase,
respond to a second triggering event by

entering an untrusted phase, and

14
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a PCl conpatible bus. 16. The systemof Caim 14
wherein the intercomunication platformincludes a PCl
wezpseedIconpat i bl e bus. 17. A system conpri si PQI/US1005/045897
| east one managed client device, wherein the nmanaged
client device conprises: hardware conponent |ogic; and
an |1/ 0O device configured to:_res dtoafirst
triggering signal by enterin tiraﬁ%gg?o%m%ci\;stg?he hardware
transfer commands domponent185id e aLeReReNoutRdeeeifdddlring
any external source received during the trusted phase,
respond to a secorific bpirgged pivge:éanént by entering an
unt rust ed t
har dwar &' r(r:l%li]a %ﬁfgﬁﬂh%ggl%g B#lf?%%w&ggoy&g@ er g% %‘g%lutgg 3t least one
heasiededicaiddvitg Usheg aumdivwoki ed phase; and a nanagenent
consol e configured to communicate with the at | east
one managed client device using a network. 18. The
system ' e | . .
b R i b e S
merpbiyamd wheeeih dQigethedmstadgphadee e 143 devict triunfens tabeninddrnaation
ost s stfemfor storage into the nenory. 19. The
of adipst yieBt foesigrage 180 hHBEBIORY t he i nf or mati on conpri ses
asset information of a host system 20. The system of
Claim 18, wherein the information conprises a boot
19.record dFfhessyktost ofylsine ¥, wherein the information comprises asset

information of a host system.

20. The system of Claim 18, wherein the information comprises a boot record

of a host system.
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