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Claims 

 

1. A communications server apparatus for determination of an abstention 

attack associated with a user communications device, the communications server 

apparatus comprising a processor and a memory, the communications server 5 

apparatus being configured, under control of the processor, to execute instructions 

in the memory to: 

 transmit handshake data comprising a nonce to the user 

communications device; 

 monitor, for a defined time duration, for a handshake response from 10 

the user communications device corresponding to the handshake data; and 

 in response to expiry of the defined time duration with no handshake 

response corresponding to the handshake data being received by the 

communications server apparatus, and, further, in response to the 

communications server apparatus determining presence of an event that is 15 

indicative of the user communications device being in a communication 

mode with the communications server apparatus, 

 determine that there is the abstention attack; and 

 generate termination data in response to the determination of 

the abstention attack for denying the user communications device 20 

access to a service associated with the communications server 

apparatus. 

 

2. The communications server apparatus as claimed in claim 1, 

 wherein, for determining that there is the abstention attack, the 25 

communications server apparatus is configured to determine that there is the 

abstention attack in response to the expiry of the defined time duration with no 

handshake response comprising verification data being received by the 

communications server apparatus, and, further, in response to the communications 

server apparatus determining the presence of the event. 30 
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3. The communications server apparatus as claimed in claim 1 or 2, wherein the 

defined time duration is in between about 2 minutes and about 10 minutes. 

 

4. The communications server apparatus as claimed in any one of claims 1 to 3, 5 

wherein, prior to transmitting the handshake data to the user communications 

device, the communications server apparatus is further configured to issue a session 

token to the user communications device. 

 

5. The communications server apparatus as claimed in claim 4, 10 

 wherein in response to the termination data generated, the communications 

server apparatus is further configured to invalidate the session token. 

 

6. The communications server apparatus as claimed in any one of claims 1 to 5, 

wherein, prior to transmitting the handshake data to the user communications 15 

device, and in response to the communications server apparatus authenticating a 

user of the user communications device, the communications server apparatus is 

further configured to: 

 generate data to identify presence of the user; and 

 store the data in one or more data stores in the communications server 20 

apparatus. 

 

7. The communications server apparatus as claimed in claim 6, wherein the data 

comprises time data indicative of the time of identification of the presence of the 

user. 25 

 

8. The communications server apparatus as claimed in any one of claims 1 to 7, 

 wherein in response to the handshake response being received by the 

communications server apparatus within the defined time duration, the 

communications server apparatus is further configured to generate access data to 30 
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allow the user communications device access to the service associated with the 

communications server apparatus. 

 

9. The communications server apparatus as claimed in claim 8, when dependent 

on claim 6, further configured to: 5 

 generate second data indicative of the receipt of the handshake response by 

the communications server apparatus; and 

 update the data stored in the one or more data stores with the second data. 

 

10. A method, performed in a communications server apparatus for 10 

determination of an abstention attack associated with a user communications 

device, the method comprising, under control of a processor of the communications 

server apparatus: 

 transmitting handshake data comprising a nonce to the user 

communications device; 15 

 monitoring, for a defined time duration, for a handshake response from 

the user communications device corresponding to the handshake data; and 

 in response to expiry of the defined time duration with no handshake 

response corresponding to the handshake data being received by the 

communications server apparatus, and, further, in response to determining 20 

presence of an event that is indicative of the user communications device 

being in a communication mode with the communications server apparatus, 

 determining that there is the abstention attack; and 

 generating termination data in response to the determination of 

the abstention attack for denying the user communications device 25 

access to a service associated with the communications server 

apparatus. 
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11. The method as claimed in claim 10, 

 wherein determining that there is the abstention attack comprises 

determining that there is the abstention attack in response to the expiry of the 

defined time duration with no handshake response comprising verification data 

being received by the communications server apparatus, and, further, in response to 5 

determining the presence of the event. 

 

12. The method as claimed in claim 10 or 11, wherein the defined time duration 

is in between about 2 minutes and about 10 minutes. 

 10 

13. The method as claimed in any one of claims 10 to 12, 

 wherein, prior to transmitting the handshake data to the user 

communications device, the method further comprises issuing a session token to the 

user communications device. 

 15 

14. The method as claimed in claim 13, 

 wherein in response to the termination data generated, the method further 

comprises invalidating the session token. 

 

15. The method as claimed in any one of claims 10 to 14, wherein, prior to 20 

transmitting the handshake data to the user communications device, and in 

response to authentication of a user of the user communications device, the method 

further comprises: 

 generating data to identify presence of the user; and 

 storing the data in one or more data stores in the communications server 25 

apparatus. 

 

16. The method as claimed in claim 15, wherein the data comprises time data 

indicative of the time of identification of the presence of the user. 

 30 
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17. The method as claimed in any one of claims 10 to 16, 

 wherein in response to the handshake response being received by the 

communications server apparatus within the defined time duration, the method 

further comprises generating access data to allow the user communications device 

access to the service associated with the communications server apparatus. 5 

 

18. The method as claimed in claim 17, when dependent on claim 15, further 

comprising: 

 generating second data indicative of the receipt of the handshake response 

by the communications server apparatus; and 10 

 updating the data stored in the one or more data stores with the second 

data. 

 

19. A computer program or a computer program product comprising instructions 

for implementing the method as claimed in any one of claims 10 to 18. 15 

 

20. A non-transitory storage medium storing instructions, which when executed 

by a processor cause the processor to perform the method as claimed in any one of 

claims 10 to 18. 
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