Title Smartcard Interface System Term nol ogy
Smartcard: A credit-card-sized card containing an
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stripe, in which data is stored. Contactless Smartcard
(CSC): A Smartcard, containing an enbedded radio
frequency (RF) antenna, through which externa
communi cation is achieved. Smartcard Term nal: A piece
of el ectronic equi pnent, containing an el ectronic
i nt;jgef ace suitable for communicating with a smartcard.
CSC Termnal: A Contactless Smartcard Term na
COsthaheurdIntedR@CE)dtéml |y, an RF interface facilitating
conmuni cation with a CSC. Field of the Invention The
present invention relates to smartcards and in
paﬁ%hﬁHB@g to smart card interface system confi gured
to Inter ge with a plurality of smartcard types or
aPShhASHHONA F80iREabRIAR AF LR difhicdrREE ERELIChip and,
smartcard is authorised to access use app i cat1ons

erritioad yu simagnotastriogr o W@@mﬁ@ﬂadgytorw eferably, the
[ I smar n Vi ;
ey s SR G5, S R R ARIARE R ifkigd radio
a feaguescy (RF)mnterma; duosgrawhich axternariseminmungation is aghieved.
p I ates |
ehaaRTshplrEL, 7 4 el o AEFLORS Fa s E bR g
ar&idmttoem inteefaoe soiatite for cominmplicatiag wetth ausmau@card

Iess smar rds.is. provide nvention

o erdeTarRy T ol ACRER oS SRS e b PO Bl R iy
| rroR P dritatfacgfagiligating commtlinicadon evitvia CBCpr esents a
conmon busi ness-level interface to higher-tier
conmput er systens whilst facilitating comruni cation
W EiBlgaofrtaBgevértiggnar t car ds adhering to different
standards. In the context of the present invention the

t eTHy prevehtligventieh esiatet @ @m@ﬂﬁé}ﬁ@ @fld rapahiedlel Bafravesgd
apparatus that includes on re hardware a

s dPiEAFR SYIHPARBHYY o dhintey @d""thoa BRI St”l’?étcrg&wpﬁs or

degipliestioRa Gl Hsay @@te%.anWhétﬁyﬁélbﬂe@en@wﬁa%aﬁtﬁs%ruthonsed to
well known in the art. The pical smartcard

is
di IEASY BneP %QHHP@WISWH@B'% L@r@oﬁmarmf@t%?had@% FBgferany, the
fiihi&RioR3slhles tb A hAHcARd Infdriach syQBHASHVBRY controlled access to

an environment based on a correctly presented smart card. The invention more
particularly relates to an interface system utilised in a transport environment
where a transport ticketing architecture or mechanism implemented using
contactless smartcards is provided. The invention more particularly relates to an
access control system incorporating a smartcard module which presents a
common business-level interface to higher-tier computer systems whilst
facilitating communication with a range of smartcards adhering to different
standards. In the context of the present invention the term “module” refers to a
combined hardware/software apparatus that includes one or more hardware
and software components configured to achieve the result desired.



smartcard (CSC) differs fromthe traditional 'contact'
credit card in that it includes a processor and nenory

wendweadesds t her eon and al so i ncludes a radi o trPOFEPIOE050232
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so as to enable radio frequency (RF) comrunication
between the smartcard and a smartcard termnal. The
provi sion of the processor provides for nore
functionality and greater security on the card than
are traditionally avail able on for exanple a magnetic

STEANR rbYRE 8@ Ihvefich Wth the devel opnent of

smart cards, many applications commensurate with the

av&hhabdr8s bW R th&birtt Tige §RA! §REdcA8 YEditehBioned

devel oped. Exanples include security access cards,
pefidaTa toj et Fardandaiand e daagily Bi@AMallet Recantactigss

S UGHarfid iﬁé) difErstifah g%ioﬁédiﬁ’& NRoMfaRf %retdﬂ%\érd"fnﬁhé’t‘%{d ng

us_ed tor ace the tr t1ona rragnetlc strlpe car .
t iiotledes Agiaressqyesdahempry ankedsiedtteresmand @lsodncluges a radio

?ﬁg%risgﬁﬁ@érls% %shrs e%e rQ(?)ioEfretggéhq (tFing%Fh%rﬁ&%oF g)%{ween the

e snartcard can proc nsacti1 on an
upisaricard end atsenagtcarceierroimat. Hbe @BWisiom bf teipréeassohpnovides for

tradjt.i I I e d f AN

s BBlealLfORnahl end chitet LBl B soBL R 7 Bl dtic e
amafigde dndbr @@ogds atntagnetio spipettyry/creditlvaidng t he

nmul ti ple seconds it otherwi se takes to insert a ticket
into a validating machi ne. Furthernore, since it is

pOith teeddveldpiedtit iof ymbheards anany applisakdrscopaasndurgetvith the

cancel the card.in case of theft or |oss. Further
aeiaIs el ly PHBS Smarientd)avs Mo PSiepech Exgpleginciude

W dduMigl déBessBHTBs, Yo Hap@eRtiftaBoh 88 2@direcently the use of such
progressively nore transport agencies around the world

t
t A the raherarteas Whsre theyiare peipd ¢Eee i rapcg fes traditional

ti RketdiR SRR tibk, user is provided with a smartcard
ticket and on entry to the transport system for

exanple a Metro or Bus system the card is read by a

SW\{al‘?@ée%eé &f fFlee ﬁﬂ’@%ﬁ’ﬁé&rﬁ‘%ﬁ@&%ﬁ%{ag@@a@hﬁ?@éé, as a

descri | In the follow ng: exa .
articket metude the fapbihat ithe Bnguiicerd cam predassaa ransretomand

AR BEREIb AL (R0 hyia iy Falifac My e o

t dhetzdenoidatvod 30 RHi aacems apdlabFudthis uss impuplesdhe

o e A A SRS o B e R B e

109econle itGAPefwite 188es tacinade 2 #ckefE into a validating machine.
Furthermore, since it is possible to identify the user, it is also possible to
cancel the card in case of theft or loss. Further benefits include the facility
to “reload” the ticket with value. Such advantages are leading to
progressively more transport agencies around the world turning to
smartcards for their ticketing.

In such ticketing arenas the user is provided with a smartcard ticket and on
entry to the transport system, for example a Metro or Bus system, the card is
read by a smartcard terminal, embodying many of the elements described in the
following: An example of this arrangement is shown in Figure 1. In this



translator ( 1 10a) and a card driver nodule ( 1 10b).
The information read by the CADis then transferred on

w0 0008/088¢ term nal (1 15) where the processi nBCTEP100€050232
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i nformati on received fromthe CSC is conducted. The
traditional nodel of CSC Terminal to CSC interaction
i nvol ves the CSC Term nal connecting directly to a
generic 1SO-1 4443 Card Acceptance Device (CAD). The
CSC Termnal is thus required to address the CSC at

t hﬁrar@%fﬁéﬁf thel (R6E bresEhR HEBBIC@DE) Atdh&bl&boricRbMiple2GRE card

the card using the |Iowlevel  commands specific to
t Héart,sﬁtbt§é|ﬂ\e EeiMmadian celatinehtedghe ggrd \vaman iRE ardguna €@si that is

S G u@%‘dWa%ﬁF’d Wﬁ@é‘%nﬁébﬂoﬁ*%@h'ag%%ia?np?gg Fg@gs@ connection,

tures mal ntal ned on
r dquii Card Adeepiasce Deviced@AD) (O 1BRTagEAD (1 1<§JD Irtdlwles a RF

ABAG RFELIIRLRLIO A T RO GG read by the

er, gate-
c cﬁ).hD netheaniapsiermedtoame cm@ﬁCSarymaal (W) Iwrwe rﬂmwpr@ees;shmg of the

ormorfafEohBRy miPLER e EppaRH TiEtagioH sk Bfosc

t h'Eerumdbltd CBY¢ inferddtien %@Jvepﬂlm@@@@ TMl@@Odﬂé(ﬂmg wirdeflyeto a

the CSC he transactio r-tier
6190 4478 Rl pBerb SRS A). il SRE T s thus
t h@q?k&t foeiddl'rém%é the dS@aﬂﬁ@CdnveWé\%:)Vflﬁe smtaﬁbardltérfn?haant
manut act ur er (0] Pl 1.es equl pnen 0O a rans r
CBeEase e cred i Bho 15 i v B oM Ssnec e Huheghosen
pfé?ﬁ@r&%rél RenMebh P wndtiy Refiirel t16-Fhddrstahbana dnhdg@shé aBtailed
the CSC termnals of all other manufacturers

oy ﬁgtaeﬁmcmmmat%am%oayﬁ qaff. iTRisdMaeasstRavirasie CSC

USESrid? & mBRS&e b o%m%\@&é%ﬁpﬁaﬁls‘?ﬂ%é f%rr%hh%ﬂ @@ screen,
However, this I's rarely achieved. Additionally, where

t r@b@@fﬂt LEDst irgern gateoipepaor ggterfrapep@aénmmsm WTG:_O
o?ﬁgrﬁ?ﬁﬁda#‘gﬁ"s E&@ﬁ@’o@é .&e%{ ,tvfi’@grfﬁg@besﬁ&eté%ine
cosinie tyipelof watd ha_tapemmrewted rnee‘papéneamlldatign of the uisgbility of
kn[ﬂ%é(f’ pr@ce%g.“?ﬁ ES& CH%Q éth@r(f’é’(b gﬁ& 'r%éor 1ihett|ré‘ﬁs tionto a
t ranspor't” provi der W ’t e license to opera fRat
geh)gfneaﬂler compygieorysutlly atqjdrlodlctlntar\ea;{sssstmfm amhmy thiedous returns

= BTG Ehdln VRPN, S e BB AR bl Cequigrent to
aseetmmﬁcbostt@etdam woals, jpeaWy, @edureithathes @Smthanmarsemocess the
t t
SN0 b Pes PE RS S Se Fr i andhedist wiBi s ol SFcanet
t haanuiesarerp edoying qu@m@am@b the eystery, irndrdeathasiheluset
! Sex%%ﬁier?ce is common across the entire system. However, this is rarely
achieved.

Additionally, where transport systems are operating in close proximity to each
other (eg. near county or country borders), or in other situations which there is a
political or commercial will to achieve ‘interoperability’, it is known for a specific
transport provider, i.e. the transport provider with the license to operate in that
geographic region, to roll out a system using the standard developed by one

manufacturer and for a second transport provider to roll out a system using a



trivial exercise to provide a ticketing solution that
enabl es use of nmultiple transport solutions, or to
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Devel opnents towards solving this problemhave led to
the publication of generic transport conmunication

| anguage standards (for exanple (| OPTA). However,
because there is no worl d-w de standards body which
hol ds jurisdiction in all countries of the world,

U NeicBn@ERNBAM 4 HHofibd BY Hd Hﬁn@facﬁﬁ&%o%@n forhth&d

'standards' across Europe, Asia and Aneri ca.

FUMplesReniation. beaskeasenehe stardateevelgriesipypns\araeder does
t &% Sorifofif gﬁé‘ﬂ%ﬁ d@\?(ﬁoﬁ’éot Gﬁth%%%@sﬁ%g%vfo%i’ EF‘@ %Q%ﬁ&h ¥ &Sndtfa

the termn manut act urers, and cause
rrurlt/lab¢xecr:¢ls§/t0d$rowde@ tickplinygy snhatidndbaiegnables Lﬁeaoidmltnwe

t ﬁtf%s;)&t fs8ff1'r|§nso ¥ Wﬁrok/%\é"a{ %}‘fﬁ‘t‘oncl:ﬁgr&{)gge%ade'ogh%h%&ders.
ertacé and do nof provide any generic
bL&évemnérEy twards eolfnag ¢hié aoadlern yave resl tadhapuu'@aﬁombf

P B Denditet TRl RARRE Setoaas Tl BemE e A

aﬁ%\hearer,kbnmnsstrmnei &t wartid-aadecsthioddrds bO(ﬂ)hWhthlthﬂ

publi c transpor utives, bus rator
o rflonii Bl ke SARE e ERiRls frenian e PO TR b hese so
t agibd ettardardd98rose Huesps, AR dritt RméﬁéaﬁdFJF[m{ﬂmbe, foecause the
Smartcard O gani satl on éITSr% whi ch _had at |ts core
t FOMYBYELD WRERPrRYIde RSP Siandsirs are PieD nalingdised

t rrapegeentativéy éf'tﬁé 'té/rﬁundl hfAufacRirbR) hAd bBcdllse\df thd@uRiplicity of
solution to the obl em of i nteroperabil i ty i ncl uded

t H@rweﬁéé(ﬁﬂ%h'\e dlﬂe Fendardsderd to feeumem g lourevel fSC-
WWEa@flnt%ﬂabJ 2 86 Flof bt%vn%%cd#y'g‘ey\er‘i‘@ b&sSifeddEd

. The I'TSO SAM was ai ned at providing a conmon
né@ﬁé‘ﬁp%fﬁcmﬂ)hr ough which, (i) the authenticity and
integrity of 1TSO conpliant CSCs could be validated,
and (ii) the comuni cation of the CSC transactions to
hi Greeadviantages ofrpravising aninteprateddemispard dysiemthave been

[ j e
A% RPN o LD E LR FRANERER ALY,
hasxancmrdltuhm effarren timeUnided Kingdeioh, publicritamsppr eaddudives, bus

sol uti C 1] h IS .
ek B A B Rhel SRR FRLAG TR BedpTicighe m roms

arfohn trecintegeatet c”ttraruiplohl Sreartdane Chgaredation (BIS@)omtiert hae asits

smart  car ds, whi an be use t ergpera

RS LSRRG of & i Biodf TREEL i ReSed Rangron initative,

t riEsenoéforsyif pedmEding lalsbluﬁbﬁvcb fHeSprablem of interoperability included
the publication of yet another ‘standard’ and the development of an ITSO-
specific Security Access Module (SAM). The ITSO SAM was aimed at
providing a common mechanism, through which, (i) the authenticity and integrity
of ITSO-compliant CSCs could be validated, and (ii) the communication of the
CSC transactions to higher-tier computers could be achieved with integrity.
However, ITSO was simply another in the multiplicity of published ‘standards’
and the ITSO SAM has, at this time, not delivered an interoperable solution
across multiple smartcard types.



conmon user experience even in the presence of CSC
termnals fromdifferent manufacturers, and (iii)
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to a business level. Summary O The Invention These
and ot her problens are addressed by a smart card
interface systemin accordance with the present

i nvention which provides (i) a Self-Sufficient
Platform (SSP), (ii) the super-inposition of a
BUfidie £SthERBOB&1iMA ric8 tSpRovidikh intdgrated RfcreeRfd ﬁﬁta'(t: ﬁl‘ﬂizes

of an external business infrastructure through whi a

urthe &eselits Sheantacilegs sonaui cardUgiich (i) aapae used|iateroperaply,
US| ; . ) . t h
o P 8] RO C B an B EpElhsy i pftotdes 2
i nrosrrher eseryaxperiencs ekeplioihedpriepernce: of £ip tarminals from different
enyj ' ' t

o AR oy PEley e Yhe FlerldeS G ERCTRM el el o
i e eudivess lewalh a variety of CSC types fromone or nore
transport systens, (ii) communicate both locally (eg.
within a single bus, or tram or within a railway
st®umorary @idhgl Inbehtignh (eg. with higher-tier conputers

at physically different |locations), (iii) determ ne

I tEhgzesntiatimer pyblabmk|aye aedresset byea smaofcandinterédcemystem in

co-ordjnates, whilst aperating.within the envigLonnen
oracaoiaB8e it i pregent By e topaudt prysr di e Bel-sgti Rt
pasEOee(SSAYL (i) e suppnanpdditionsftaeBusimsbs(EngineacitreveSP, and
security of the jnformation which is to be ,

cd &Pé‘&“%?@%@“@f”aﬂ Resingnvnirasgifuciure hradgh vaiga @
USMivets@ shissicBRPSo&N8I(0SMII(id\HadRsidr hits Isihdseuesy isi N

whi ch the business functionality comon to transport
oFONHgreAsanchyith whichttae LM comBIBISRIAS se card, create
application, create product, validate product,

hot-1ist card, top-up product, use product, delete
prip@ieleredrenprodinesiwhare the atergemsisteaiRidgaloyed in a

r‘ A .

SR AR, DRSS hBE SN RrerEMough i
CSEMamay Bsesiallish anHeteeonesabiaint@tadensdsa vafetn ot C86k tupes
pr k . L
DUEFhEE8 of bee Pébepdto/stit A S Ectetln 6881 (eq it =
t csireg| €8s, Taerrtranm alr withinea chilwal siagidnpant glebalbdeg. with higher-tier

¢ CEBHEB AT R e B PP TookobShbbi B e B BFED, thBA

r Wkegsindevied afrettigation co-ordinates, whilst operating within the environment
of a bus or other vehicle travelling along a regular passenger-serving transport
route) and (iv) achieve security of the information which is to be communicated
outside of the domain of the individual USM.

The Business Engine provides the environment in which the business
functionality common to transport operations (eg. create card, personalise card,
create application, create product, validate product, hot-list card, top-up product,
use product, delete product) can be executed in a common fashion, regardless
of the type of CSC presented, and regardless of the manufacturer to whose
terminal the CSC is presented).



the external infrastructure to be downl oaded, w thout
change, to the operational environnent of the USM

wabeos/orsa departure fromthe traditional apprpPer/BP2006/050232
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whi ch, the business rul es devel oped in the externa
infrastructure require 'porting' to the individua
operating environnents of the various CSC Term na

types. Finally, the invention (i.e. The USMand its
external business infrastructure) allows for the

devel opment and testing of business-|evel processing
rules, for use with nultiple CSC types, in an

i nther epeinabBesinegsnairastiusturseravigdas t alf@ilﬁwmdsw@wbiyh all of the

”%Afsii S€ riBE UL BeldibElitsd v@%ﬂ 4 B8CRE p?’és%hféﬁ 10 ¢46 ﬁehﬂf'ﬁ'al
coae o

or the executron hese ru rior tO eve
t rare sievelopedand festate Wmomt@@msmfmsgucwge 1sd3ased

NPt BB 56 TPy RS RSl lBea
erthe |e@’remrm111nfra“s§trueimanebioebe(tJI deedoaded, wutpemt dndmgmtta@aoperhﬁsonal
D Famg S e BR3P P ARy bt oLREB ATRRIRE appgoach. in
prvehicltlebe bosihéss diezatedelvped irmihesexterheal infragtnictuos reduire
o do Myt BN Gl AR e SR opmen B Fe AL &5 JRuginal

t hgpepn may be interrogated so as to select the
correct interface for that specific smart card at that
specific time. Such a nmethodology is provided in claim

16F|M\él ghtk@dM@éHtléﬂ 1081 ST HRNOi deiNise xS AN ek |r¥f||%1§tructure
dependent clains thereto. Brief Description

Dralipiveder thagepelerAant 4 eRtincef Rusinespr iSHebBr0gBERg fdks, for
W {2 it | PLpRacSE tw& Wlﬂ?&‘@dérﬁlleqﬁﬁ‘{ﬂe'ﬁ 98 QST Whinfials

Flgure shows a known architecture f use In

t r%#@@l@ﬁ by gwuoé&r@apvfgg’iuéerﬁ bihe Q‘i@lw%ﬂ‘)@ af thedinal eode for the
a%ﬁgﬂidﬁgofttﬁe& fubdsSbrick @Q@éﬂ%@% l;éfctl&VSf t%g?ﬁﬁfwaecturers who

i nvention. ure shows a no cation
ararhigtomtgrsepplv eAuigmeat o the sebemedanttesrtdinih bafofeitheraepply of

o S et R e bR g, 108", e

accordance with yet a further enbodiment of the

! nf’oegrgéb%]these and other advantages, the present invention provides an
interface system according to claim 1. Advantageous embodiments are
provided in the dependent claims. The invention also provides a method
whereby contactless smart cards of multiple types or having multiple
applications stored thereon may be interrogated so as to select the correct
interface for that specific smart card at that specific time. Such a methodology is
provided in claim 16 with advantageous embodiments provided in the

dependent claims thereto.

Brief Description Of The Drawings
The present invention will now be described with reference to the
accompanying drawings in which:

Figure 1 shows a known architecture for use in transport systems.



Figure 5 shows an alternative architecture in
accordance with a further enbodi nent of the present

wO0 pawentesen. Detail ed Description OF The Draw nBST/ER®06/050232
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prior art has been described with reference to Figure
1. The present invention will now be described wth
reference to Figures 2 to 4 . These figures illustrate
a preferred enbodi nent of an interface systemin
accordance with the present invention where the system
' SlzlgL%'Zemseéh AR k&R UREEPHingPh Arirkl é\ﬂﬁ&ﬂﬂent of the present
architecture. Such an enbodinent, it wl
appyefticate i s exenplary of the type of |nterface
c e nr ;
B3 ctRle Ao SKE SRS 88 2R accordance wit
| reviatheoembedieneyt oitpegxespon.as may be deened necessary
'%éﬁ%i#rﬁmsé’ ﬁh@?m%@ﬁ?%dto%éh%iteégre f!l’-li%LH'SZin

ent Trom an examenation of gure iC
| Iaqaetdaat:eswta yetarfurﬂmrerrﬂuodmmetmm thednesgtiondi ng to the

I8 =, R A e ot e OERER R B bR P s
ti‘eafnmcémentofltne/ersennnmritiohses a contactl ess smart

card 100 which communi cates via an RF Antenna 105 to
har dwar e conponents whi ch access applications stored

orDétared DREtARTiOn OfThaCDRMWIAgEe W th the present
i nvention, this interface between the smartcard and

the har dwar e conponents is via a Universal Smartcard

ule USM, 200. The | ed t t he ant enna
E/Qﬂ?n%{tﬂr@r &ﬁpfﬁ?ﬁ%%r S”%%Pr g4ed!- EF#E‘& Rresent
C ORVETbA Vil héw BedRariedlith fefereRse to Eigites@Bl4. CRbse figures
Term nal. The USM nmay be physically | ocated either

wi P ytrateR pb@ie&r%e@i@p@mw OhJULTSIERCEISYBIgE IngeCaeiane with the

r}ﬁeé@%%ﬁtl% wﬁbﬂs“t'h@ s?stbﬂﬁ%%ﬂﬁl%rr%nﬁﬂ in¥he ERREKTdI @ transport
card interface nodul es”200A, a card integrity engine

moRTanitechuye: Eﬁuﬁ‘g@h@mb@dm@@_t dlawill bgra@prasiate fse@enmmary|ob the type
20&%teﬁg& gxﬁr%ﬁ?wa; Wl dgjgﬁl\g\'tﬁe éF&@nt .El?@n 'HPﬁlt is
of ul es 0

the card Inter Tod| orporate
a ngpéendas todmitihe |mv@ep@mtm Y waeenepths may sl deemad

e e

'ty to interface with
different types of CSCs to that of other roll-outs. It
wi Il be appreciated that in accordance with the
prAs willtbe avidenti foom taheexamimagionadf Figurd 3 whieh filustratesdutrassport

20(?"% fe% g &%E%@%attg Hﬂﬁ%ﬁ%%@iﬁ%ﬂ%ﬁ W“?th I‘P«et&%do%eHsaljo that of
Flgure 1 identified with the same reference numerals, the present invention
utilises a contactless smart card 100 which communicates via an RF Antenna
105 to hardware components which access applications stored on the
smartcard. In accordance with the present invention, this interface between the
smartcard and the hardware components is via a Universal Smartcard Module
USM, 200. The USM is coupled to the RF antenna to enable communication
with the smartcard and is connected via a data cable to the traditional CSC
Terminal. The USM may be physically located either within or on the external
housing of the CSC Terminal. The USM 200 of Figure 2 includes a set of
specific card interface modules 200A, a card integrity engine module 200B, a

7



Simlarly, where a smartcard is presented with
mul tiple applications stored thereon , the interface

wonaloesar e configured to select the correct PCT/EP2006/050232

10

15

20

25

30

application for the present interaction. The

determi nation of the specific Card Interface Mdul e,
appropriate to processing a presented card, is based
typically upon the hierarchy of: 1) Manufacturer : 2)
Card-Type : 3) Application. Using such a hierarchical

| N§ePefi0 I84iEA e 8 AHRAGSES inkodufe 20661 BhE 4 Rebirits Kewidd¥dmodule

accurately determne the correct interface |anguage

t RAODs e aupleerugietner eard Juiggaeg radutesnaAh worparatediwithin a

t : . ' : iLficati f :
e o Sl R el RATRA S Rb PRt AT
c Bpesiiic grog@phici areas Wl teqaine pre abilitydhantedage wiile diffekentdypes
i an . _ ; . _
oGS I of Bl PR MR o pBBoRieg Pt ML el diige win
usted gdresers ubsadiventhe cromiperi efatardnintefiaics moddes @HAAI cauld be

[ th i.s .of. - of .
 SWERISERES, Bl U5 1858 A oPHEBEiBnncreg e usw 200
st@indlarly] Wb&eld4dBartét|is preaa_éreted witrelnalstigle applications stored
pAPEiERg - ohe e R BBRUES fke Sopidipe 4 Spieethg r0g ot applcation
mereufhairesatit irgerdpisr.f i ¢ Card- Type. Once the Card-Type

is known, its ability to concurrently support nultiple

Applications is inplicitly knowm (from
i nformati onprogramed and stored on the USM, as is
t MEhes tdeteriniiationl of ltRe AppddificatCapd Inteficef Madsle, F@spropriate to

singl e-application cards, the associ at ed rd

e st A b el oA i brseddy S c A e dhe RRrcny o
mul ti pl.e- icati on cards, once the |ication

| dent Ffﬁé&p’\%“?%?rri eved, the associ at QgpSpeci fic Card

I nterf ule can be selected. |If there is no
B Lar

nmodul e #%ed with the retrieved Identifier, then
the card,s.rejected as 'unsupported.' This can be
Iogged?’gé\g p%??@f‘y for part of a report structure so as
to provide an analysis at a |ater date as to the need
for additional card interface nodules to be

carand S8 EoBlardhcal oot Ledniocs Eossl [oupouy and
Vi gguelftel dpereting theogbratt wtdrthce wahgUuagesthiandrpgiodsntused for

of both the specifi.c card
su%sequent communication w?tk that smartcard.

On receipt of a notification from the antenna 105 that a CSC is trying to initiate a
communication with the transport mechanism, the USM is configured to
interrogate the CSC so as to determine which of the specific card interface
modules should be used for subsequent communication. This interrogation is
effected on the basis of a number of interrogatories. Firstly, the response using
the standard ISO 14443 ‘Poll’ command yields an ISO-compliant manufacturer’'s
identifier.  Further parsing of the response facilitates selection of the
manufacturer’s specific Card-Type. Once the Card-Type is known, its ability to
concurrently support multiple Applications is implicitly known (from information

8



technol ogy chosen, and the detailed structure of the
files and data stored on any of the supported card

wo ywes795%he Card Integrity Engi ne 200B conponepcT/@P2006r¢50232
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USM i s responsi ble for managi ng the various data

files, labels and i ndexes which are associated with

the structure of applications, files and data-fields

whi ch are distributed throughout each of the supported
card types. The Card Integrity Engi ne ensures that
Odrhoafiiie® ARt st&@biSo tnd UTMATR GONET difuRliré Bfané Ashlication
durinhg a smartcard 'transaction’'. The Security

Sdeentiiess. 2bopsipgiepnmiieations cargs tusrsseciated iGagg|yterface Module

e ed: i r -har it ot
voaar ey SIGTRE] PRt MR agitafoR altl, ohof e Hppicatio
f udentifiends mettiewerhripe fagsotintedr Spediiim Card Hnterfaces Mgsivie ean be
: i e | .
SRR A 1 DR R0l e BRSR R Br. o i
" smmad éxlrejbaédas ‘unsupported.t This ¢cam bédoggeddseparadelfifor) part of a

oriebBf ety 1 Sl il A PRYSE ATeier P8 PG ggea ror
b esitlitionypdavd trapitdceambyiuleatd ibainedrpooated at & fututeydaaad

authenticity. Through its tanper-proof capabilities,
the SAM al so provides the | ocation for the secure

;P Ete (RS Rt byl bl S Hot Bt S Bt
appéwe of algederidiatichheardiowisior Isan@gmandenyofAvtese ddediit eard

(SA nabl es concurrent cryptaographi c.mnagenment
{HaShnaley stse S ihe SRlich Metdis fiane PR NG taragion
COaY%'dfitHﬂegsM]{b ebichfcefypgs. standards, including | OPTA,

| TSO and RI'S-300 and the like. It will be appreciated

that each of the card integrity engine 200B, the
Sy Chy |ﬁ%‘@3ty0@ﬁgn2&9®5 B pbiknt @e R ISMI 9 S pBhsiBRITEr

. t
interface ule are configured to conmunicate In

spBendgirg thsaariqde gatadies labgganshiedexas witich Ree assepgirgswith
ang | SRioROSiohE Sle D8hAGaa RIS dkiEs afdy
e e R
wi thfpugheut@sch oAthessupportae carshigpesf THau@eard lotegrity nginext
C Vi ' e : t .
¢ frlhd ol Comb et S defa BtsE et o B o &
wi grhartdaed @&Csaditon’. USM enabl es a generi c programm ng of
functionality which is only translated to CSC specific
interaction | anguages at the tinme of interaction.

The Security Services 200D component of the USM is desirably embodied in a

tamper-proof hardware Security Access Module (SAM) and performs all of the
cryptographic functions necessary for interaction with the supported card types,
at both technology and business levels, (i) ensuring that valid data is
cryptographically ‘sealed’ before it is written to the card, and (ii) validating
existing cryptographic seals in order to present, to the CSC Terminal, business
data which has been cryptographically validated for integrity and authenticity.
Through its tamper-proof capabilities, the SAM also provides the location for the
secure storage of the secret digital keys which are required to execute the
cryptographic algorithms. It will be appreciated that the Hardware Security
Access Module (SAM) enables concurrent cryptographic management and



The USM 200 is further programmable to present data,
to a CSC Term nal 205, in accordance with any desired

WO paastesy4 st andard (eg. CEN EN-1 545: | OPTA). BOEEP2006/050232
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interface between the USM and the CSC Terminal is a
typically inplemented using a 'serial' |ink supporting
i ndustry-standard communi cati ons protocols, including
RS-232 and USB-2. It will be understood that all CSC
applications utilise a CSC termnal with the |evel of

hadodVry 1Ry 1@ gb Wht‘e?ébtl%H W@r@ﬂtcﬁhs"é&ﬂblﬂﬁ& with difffent

CSC term'nal dependi ng th ecific applTcation.
Fcﬁta@e&%u@wmn@@?wéff S@gar@hﬁi hard thedikesC t er i nal
typically includes a screen so as to enable a display
of commands for a user, a barrier control which wll
bet witlthezpnseciated fhaisanh af thercand inkegriyenging 260B GBE seauridy

?r%rﬂé%%@abﬁgﬁhg‘gbﬁ&c%é L;alkbgécgﬁ%ér é%% ?%Lﬂe are éoc?]flﬁured to

otdoemmatmpatecraspm CaCasiepeadentrianguages neith ttne cesevands and

red

L&E@rﬁy%gﬁ olnﬁ?@%hﬁ%ﬁ% ?gl(ﬁﬁ%féplpéﬁé% g@ﬁ@%?g c?a&d m?erPace module
I e fac eﬁeraétlmltrllqﬁbf:@&@omgdaﬁeeﬂé\m glafuhctiohality that can be
suppar.t ar chnol ogi es..an t tr re
2B PEehbu i DRMiR S igabes i SedfadhBiAvalids 6 i ha o
| Nhegddtibl wWHhdhe €S ThehISVIR3BIek ! neﬁupedgramahmg yf to

rd-| evel mtructlons ensur 1% t he data]vvrltten

3“@%&?3@&9’@'9 ISioR Yéfﬁia}t?ﬂs ggsﬁpéﬁ ic Int¢rapyon lgpguages at
nggﬁ,h{eyofﬁ%wcg@@ modul e est abl i shes t hei nt egrity and
authenticity of the transaction, and (iv) the Generic

Logical Card Interface presents a conmon
bUﬁ!&@éﬁré(ﬁ)\’ug'furm@r%Pégﬁ&ﬁrﬁa%l&%%ré%rﬂbﬁ?& ¥ a t@?“?é’ﬂnﬁﬁ&l 205,

of which system technology or standard is associ ated
wi if [eceordapeaswith aeyidesired. indystiyi standged (aed S35 BYIdT 545: IOPTA).

t e EhRrRck %@gqée@gtpg %? me @é |:I* H1 rPaI %é ft}grc‘aﬂvces a

Generlc Logi c tes the
r empm@enéed usifig @dsefiat pisk istmraortﬂ@g mdwmgfenéand deynrodrgcations

t I Gy ol

rrePRER, Poto RS 208 BAEUSE 2, PG pidiglodRRAGRERE
i rapgticatons atibee & OSCouvbal wittstheuevel pf Berdwiare functahslity,
whj | des, nerl cal t t hi .
s bPoee Yl ioTue B e 536 rabaPolat g ARg sheciic
[ rup@néaajnnﬁoméxdmraé in @ficltd’meg:euplp@’rm@d a@&d}tem’pml ty'pmally
acc ance Wt ort andar ds.
S HBRLORTE Ereeh Sp caa PERDEG dii ARG MR g o 8 Sed aaser
paiontroiBiee wilhise pétptatedr ¢h p@@@maﬁorssﬂ an suthbiisgoam$ Casndone
baosrlrrsfor]:aol_rEligsuvrvﬁ|2r613 (NI|PL!)JeS Iaur:lue\:/%fc’edl t%va% to Pr{d?gae’fg Tc’hal:t]% user may proceed

or should wait. In other applications, a CSC terminal may not be used to control

barriers and as such barrier control is not supported.

In summary, (i) the Specific Card Interfaces of the USM accommodate the
various supported card technologies and data structures in accordance with the
supported standards, (ii) the Card Integrity Engine maps business-level
functionality to card-level instructions ensuring that the data written to each card
is internally consistent, (iii) the Security Services module establishes the

10



(to be described in relation to later figures). In
this embodi mrent of the invention the USM 300 i ncl udes

W0 b@coosponent s present in the USM of Fi gure 2POIVEP2006/050232
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addi tionally includes comuni cation" capabilities. One
exanple is the addition of a comuni cations nodul e
300A. The ' Communi cati ons' nodul e 300A is multi-nodal,
i ncluding both "local' wreless comruni cation

(achi eved by neans such as the provision of an 802.1

1xindFriy éﬂdrﬁjtﬁéﬁlcﬁ%éﬂ% @Ha\ﬁ@é&tronaé‘ﬁ’d (|\%'tﬁ@@iene% L84igs<Tard

conmini cat1 ons i eved msans such
prlpteriere prasents wynmpn Gusases\s leyebggrﬁapgm@ﬁpvt@rmmaey

| %éé‘t@l dsd o?%'lih‘%&@?&ﬁ“técﬂdo 'B‘?%ﬁ%d'am g dsB6cistelith the
pos etore I nf’of nat | ected on an
i nefeserdechcardSM wiltbe understead thsntorerthatdbelempotiiveait efiFigure 2

Csfﬁ;[r ddﬂcr&ré e(rﬁq_o % ﬁfPIg%&ny %} aﬁafag[l:igﬁt%fﬁe replacement of

Bus-driver nsol
h| @dtrdrspeméc Exad:a‘rwlanege;memg)y tRalas,(hVe@niaaliwith & gemertogtagjcal

d oc d’ nrﬁ?rlqgt &{ﬁeqi H?%%}:%%f ehgrc?%r%rglog]tﬁq%reggﬁtrl \;e%rtl
C catpauimtrodbEesva Shcunty Sen@degrnedsovm Jghichr pmy@lbe,r@ne}"balw trm
ared to prior art

d t
R G aRR SeAGA AR e SstBraod e B sty Bk TERag §ftn a

t het theisupporicbieattepes, ifacc@tan@ WiiihesdupbbRes s@fbards.
ferry piers, via the hard wire link interface provided

there to enable an update of the central

C OFRLreey sH‘@f@@rthéﬁ@(téﬂ%}érﬂ@Qﬁé @JSMJ of Plg fled2Ifcethd, pomt where the
provi des the neans Term nal can be

by whi
&iﬁ@ﬂ‘e@.ﬁqoﬁt% Sﬁlfﬁé”ﬁm agﬁ Q?@def prthenlpingssdeyed pracessing
de(‘l’d 68 8c¥hinel irf Fbﬂi’cfdnsts Iéi@r f@ﬂk@é’amﬁls@ﬁ&)oﬁéﬁt%%é’mventlon

system w thout the need f cab
r eﬂ?@luﬁé 3ppinctudesitke mmp@mt%ﬁ@sem 'ntﬂh%U Rf Ew&%ﬂ
[ [ LRG : ni cations
”adc{;ﬂornﬁ ﬁgpa%géo@ggf%ﬁ%ggg %a%ﬁﬁfgﬁ ‘e the additional
voI unme of data associated with CSC processing and its

at(t) g)@%ﬁplg??cfﬁre énd\éltro‘ﬁootl“arc Wﬁﬁﬁrﬁcat%nP \Arﬁ)&EJIeeé@(% tThe

|nvo Oof Te-touting ne
whHEnswamigaHens' efnoﬂmmBQOhrsemulmtmwah,cecludmg Itnotretbcelhmureless

oo Al ighaTd BAITEEPS Bt AEyEGE0S oy gz 11x e

diwitelesd transceiveq hared/gropar ag‘eleas comnrmnmamans (achigved by means

tef na%é@gl E’é(ﬁ"gb&l q?éé\fé’r @%H wi eIéNhss t(r:ams%g](]/er? é)? %cluding
such communication means into the USM it is possible to relay information
collected on an individual USM both to peer USMs in locally-located CSC
terminals (eg. between CSC Validators and Bus-driver Consoles) and to
remotely-located higher-tier computers (eg. Railway Station computers), in a
real time environment. The CSC Terminal therefore does not require any
interface to enable it to communicate with external networks or systems. This is
advantageous when compared to prior art implementation which could only
provide this information on return of the bus to the depot, or, at railway stations
and ferry piers, via the hard wire link interface provided there to enable an
update of the central computer.
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depots, where the traditional solution to the problem
is to store information in the CSC term nals on the

woekicolesss and transfer it whenever the vehi cl ePCPEPZINNG 050232
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to a depot, thereby inposing an additional data
storage capability requirenment upon CSC Term nal s;

whi ch beconmes a burden upon ol der-generation termnals
of limted hardware capability. The USM provi des
on-goi ng conmuni cation with both fixed and nobile CSC
Term nals, without any requirenment to provide cabling
or other network infrastructure, and in the process,

mi meries e WHM ansotsing @ aura 3 pevides themeens; Byywhich, the CSC
r ef’é+h1r r?{@gﬁ Be ¥bnhdtediito E%E{Wd?ﬁloﬁcorjéfﬁ&@%r{oeelﬁét@ icvices

can continue to process magnhetic tic
usavfmgh cormpese an Antpnated Essa @Golegtion %Eﬁ)a&y@tempmmout the need
a X [ rastructure, in
oG T R B b 201 11T Relded by
t he WUSKhe Whdciavoleed indafipadicingt or wpgtdding theecooBMinieatioak s o

P gor 6 LaPa0] b el Ephinaio A a e Aol v DR o e

| ocat i @assosiated avithrC$O @rdcessingfand |t§%3eﬁwﬁiseemrltyrmb,ujlrements

300C, b 'nclu d within the USM  Su USM adds
She Padie Pyt PEONEEH BYpSches fEeromenior faBbe Woeiever arc
or di nat@mingé atdﬁuﬁtré&@e‘d‘&irnm@d (whithsoffeaGhidhies ja¢K-mavdmering
CsC term nal s in_vehiclestravel|i pq ?I ong confi gurabl e

r out es IN§ EONERIEPALPRAINY MEtorLaiian Pt afd/ or

change o8 RultRm édh%\dlr@itre%@hér §6rﬂ§fuﬁ$oﬁﬁén W'EHGPermlnaIs in
traditional approach to t em has been to have

the driveBiclesf(eg Husppbyhigh Aaicogarm sRRRcHiaYsrheiween Visisige

I ncr em%l'ébotishét%r\hé‘%aHﬁﬁ@nél%ﬁﬁl@ﬁ i@t rBBReRSis t@%to“é’ add
an ext er nal su -s&st em The association of of

Chese. faioimationds g CR ﬁeﬁmaalﬁgxnéhwqmplés ADAR0SRY it whenever
provi dgss Gerigb fetdtHsl b Gl cfébtot erlér%;gf @lhé;ean QG iKYl GHta

requires no add t onal jortin ucture, and
hence, sma@mcapﬁbllbserewwemedt epon €3Cebeirinaley whkh becomes a

pui 1+ P poegs PR b Br iR PR ERE AR PR Obasity

nodi fication provided by the architecture of Figure 3

pr e 05 P iekn SpiebRY b iflaflon Wi aShaied ik osc

| olsriireatls, adithiogt amyt leqlinememteo pravfidec cabiigioc athengetuirisi de

t qﬁfrggmﬁur}e,ogndl iﬂ?heugr'\élcess, minimises the on-board data storage

capability requirements of the CSC terminals. Meanwhile, the CSC Terminal
can continue to process magnetic tickets using its existing processing and
storage capability and its existing communications infrastructure, in parallel with
the CSC processing capability added by the USM.

“Location” capability within the USM may also be provided by a modification
such as that shown in Figure 3. In this example of the architecture, a location
module in the form of a GPS Receiver module 300C may be included within the
USM. Such an USM adds the facility to identify the position, in GPS co-
ordinates, of the CSC Terminal. This facility allows CSC terminals in vehicles

12



A further extension to the USM of Figure 3, introduces
a Busi ness Engine USM 400 as shown in Figure 4 . Such

wa@rookishdspncor por at es software such as that i npPenEP1086/050232
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using a Java Virtual Machine (JVM 400B, upon which,
AFC busi ness rules can be executed in Java code. The
term' AFC Busi ness Rul es' enconpasses the set of
algorithm c and referential processes which are (a)
perfornmed upon the data retrieved fromthe CSC, and
( B}avRfing %'id?@%dnﬂg%@%tr%te"sh@ AR ARy %Pérﬁéhtts@ad?e% and/or
witten back to during a transaction.
buaiange Zone, @8 thmipupeydiregregsesm ke mﬂlor@hémowmtﬂ thisd
by, o
o BRI EH e Tl e en BE et AR HafipfMress o
pr Stageslntrrgrr(egwhttars ag thef qumnemg)rcugfassetSher tozadd an external GPS
F’gﬁf is not on a Card Hotlist, confirmng that
the PSe 'Bal ance i s non- zero) 2 . 'selection
processing (such as evaluating the set of Products

ontt &GER D! IFef Trss RO s BEBERIOPRME) 5

. provitiesih atif-gofficenbplateimm(.e( soe which rdqmimrsmmadtguorfar om

C roreoRfadit a6t B8 ey ey aén BE Jaiaen fo 8%8ing Arc

praﬁmﬁemgu;ﬁmhuca& Bi!ﬁir%s@lﬂhgn@ danamw Bé buil It RMTI@@
Bal ance an re- new Purse Bal ance

wriindeetiogsh BrettH%t t@%@)“'f*ﬂ%‘ fign pravidedky tap |a&néteawre o Figure

| nElpeliogs $érand s dlis i F0sFaREsRE- S LARBHA PeaticPmb i hi¢h Rl dsithe
codi ng t he bu5| ness rules to be executed withinthe

HEMHENeayledag R itgderadion newel) thaENgang AT cememniqadng

SRaRkib heuFhARSF SR t 0 be ported to multiple
device platformenvironnents, wth the associ ated

i ndi vi dual testing regi nme over heads necessitated by

g[}f Ifdr?]{g?mtet?ﬁiétjeﬁé bH’[&'fH‘ L%lﬁ'btf F‘ig’ﬁé‘ Tﬁirb&%s%eéﬂgﬁégéo\%rpeine USM

I ng actl tires. e execution o
b@&%@qwn leflguﬁeﬂhsucjsam uSrMmcagmraies shitwatesssich tal dhat

e [ o t
oo Sh Rt W EREB e (3608 TR IE) e
snusineas dges Tare b&Skécrdgd lmaldvardotier configured to
include a go/no-go interface 4 10 . The Go/ No- Go
Interface nodule 4 10 provides the neans by which the

USVieatee t AfEC Business Rules’ encompasses the set of algorithmic and
referential processes which are (a) performed upon the data retrieved from the
CSC, and (b) performed to created the new information to be written back to the
CSC during a transaction. Such business rules may be stored on a local cache
provided by a project specific business rules module 400A. Business rules
include such phases as:

1. ‘validation’ processing (such as confirming that the Card |dentifier is not
on a Card Hotlist, confirming that the Purse Balance is non-zero)

2. ‘selection’ processing (such as evaluating the set of Products maintained
in the CSC, and determining the appropriate one to use for the
transaction about to be performed)

13



CSC Term nal communi cate their 'states' of operation.
For exanple, the CSC Term nal nay be processing coins

woronkores4 and may wi sh to ensure that the USMODEB2000050232

10

15

20

25

30

begin processing the CSC until the correct noney has
been pai d. Conversely, the USM nay be processing the
CSC and may wi sh to ensure that a Railway Gate

barri ers does not open until the CSC has been
successfully validated and processed. The Go/ No- Go

| Nt e5f agfiolidtioh: Blodbddity |<aBRlas defthiniing 18fAbodBg and
conponent whi ch enabl es the USM host Term nal
to co- @lghtingtstagasepnd passrager dlasptir eeregaifare to be charged)
respgn /

i~ Agpﬁdygtél gﬂr&%s& 53 s dgod sted eﬁ'ﬁg‘ﬁjo?n |hﬁ’a§jlsuﬂse%¥l£%e and
speci f iFesa- pmrgegt\dbemew@rw Balaacertaibé wcr:laem baclpiode d&il).
by the enbodi nent of Figure 5, a business engine is

i ncor porated. The Business Engi ne USM achi eves its

f uThis Ecility abwsrareihdusry-standdrd qar@raﬁmérsagslalﬁghage to be used in

I nf rast tur The S| f

ense IR heioBs LIk, GHR PeRate SNy i, (R CSG et begce

EngmoeedBid raguidernenti fbmbmbm\bexswew ruled erneatddoo lFmgtmsle

ava- enabl d PC- base

SIS P oS O amn S Hiecarsoaiad 1o LA RE s g me

Wi dvieritedde adcbssitaisal Byathb potdntiamy-gisiient iMdidtbneperiorhedl

I\/a hi ne) 500A such_ as those known and built for PC
iRt eBﬂﬁ'”%ﬁé’P‘é\Tﬂ‘?%g systemplatforns. The USMi s

eqw pped with a hi ghperformance JVM built into the

processor hardware of the USMplatform Both JVMs

i nthe axacutien of the prsiness r%?ﬁe‘@ﬂ'?? M SRR ggaipymeymises the

'T%%'ﬂa éaanbgb%d&%b%a %ﬁy@é@)ﬂe@%t@@f éi@m@’@\%@@&ﬁﬁ%ﬂi

station 500 bein confu};ured to enable a witing of

BURSiNURIRAEE %Q@pmm@eﬁmattwﬁa n Java. Accordingly,

t he PC-based USM Managenent Station can be used in an

of fice environment to configure, using a configuration

engiendSEODay balfurthsfr cohfigusedhta ivelude peglodnaedo niksfavesk 0. The

r t . ]

Ué@/ﬁlo @9 @'@? f%sﬁéﬁméi% Sp{PoJ@eSsl tﬁg%%i 5‘5%’%;‘% ﬁ*Le%Maa{h% the
Srﬁ&%@d’@rmimébmnmdnbam theis Sstates’ ad opera!tien pEof examyule ghe CSC

- AR R oet Y i et ERe A LB Gt 1A e

t ed8Midiaes riohbedie processing teT€8C meothedmdrebymbhey R4S been
paid. Conversely, the USM may be processing the CSC and may wish to

ensure that a Railway Gate barriers does not open until the CSC has been
successfully validated and processed. The Go/No-Go Interface is a bi-
directional digital signalling component which enables the USM and its host
Terminal to co-ordinate their respective processing responsibilities. The Go/No-
Go module is defined by an Application Programmer’s Interface (API)
specification.

According to the modification provided by the embodiment of Figure 5, a
business engine is incorporated. The Business Engine USM achieves its full
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managenent station 500 it is then possible to
communi cate the fully tested version via conmuni cati on

W@ bawnedss4 S500F to one or nore renote USMs wher BCT/BB3006/050232

10

15

20

25

30

are stored and activated using their specific project
speci fic business engi nes 400A and JVMs 400B, with
confidence that the code which is being tested on the
USM Managenent Station wi Il be downl oaded, unchanged,
to operate in the USM of the CSC Term nal. This

eljdid'ad 89 elehfort fthe RN RIRUKS InkasthRYUrBITAEBuUsIness Rules
transl ate business rules into specific software

i ipirasieeiue ieomoysdppIkey #emponentshe conputing platform
of each J%‘/J-Fﬁékﬁ@& B@ﬁg;ser?ﬂ%;iﬂé‘lusmﬁg degcribfea S\l V\)itg reference

i ndependentl'y test t I mpl enent at1 ons of busi nes
rul es itoFQues ¢, aid,ferent termnal -type in the

system_l.L Wi 0 [ chizhect ure of
t he g'r ggé‘ﬁ%b%@%ﬁf ?)g%s%?o@éi@g@%@ﬁﬂ{%g?%@ Hasg\sl'ant ages
over the prior art. By providing an architecture

i Qr ‘| U it 0ssi bl to 0OV ,

L il OShEiedednemt inddon 8 sRtRRES in cteRd B aliade thira-party

di Jc}ﬂ\& l(‘lm‘llb._\liﬁlﬂéﬂ mﬂ%@?}QSOOAMCh at ¢rosalkndvhangtuilcfiou PEs,

a relatin to | er ent rans rt fens can . pe .

o Se B ARt Sl bR RS P Eie PEVE Eabiops3 Witk high-

_srma"rtoqar&mraﬁk\sl\e;h deJjuﬂ{ itk d’é@%@@r@}[ﬁr?ﬁd&tcﬁﬂﬁ? USREplatibmg Both
I N reas er, I nteroperati on .o e overl a I N

syl Eergcluith & I q SPEO TG PUSITRSH 8 THoALsmmIRg Module 5008
b%rgﬂﬂéd oR &k Pe I\Wéﬁ@%ﬁﬁéh@sﬁlﬁoﬁ BOO %gﬂ@tc@ﬂﬁ@rb@ﬁmlﬁﬁﬁléa

of both systenms. 3 .” smartcard technol ogy can be

i WIS Stﬁ}f’sﬁ !Ré'@p?ﬂﬂt’vab?’d‘(flt@é_ﬂ%JW% r&%ﬁor@'ﬂ@mtﬁem-h@sed
t QUSIONABhdderidnt STMRAIERMe UsRdg b kR environment to configure,
ti cket-processing equi pnent. 4 smartcard-rel at ed

bUSinga sonfigueationaNoRe iafl joé the-srarrteasd-eclated byginess rules to
il e DR . : _
144 AT SR TR BG4 o
t 0k dtbsecams Smartcardaatatent businass rulee tepe peifforened on the

o SR TS Sk 6 LB 26 UK e
t hreecdesarpirtle® have nggretesteddn thenteanehwirenimentiaroivided dfy the PC
Snr%ﬁé:gaerngérﬁ %{a%ﬁ%oo it is then possible to communicate the fully tested
version via communication channels 500F to one or more remote USMs where
they are stored and activated using their specific project specific business
engines 400A and JVMs 400B, with confidence that the code which is being
tested on the USM Management Station will be downloaded, unchanged, to
operate in the USM of the CSC Terminal. This eliminates the dual problems of:
1. having to translate business rules into specific software implementations,
applicable to the computing platform of each different CSC Terminal,
and,
2. having to independently test the implementations of business rules in

every different terminal-type in the system.
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ultimately constitute the conponents of the
i npl enented transport system Although the invention
has been described with reference to a deploynent in a
transport arena, it will be appreciated that this is
exenpl ary of the type of interface application that is
Sut t}vﬁltﬂeeaﬁrﬁ’émé‘t%@ thdtitRe Eﬁ‘ﬁlt@étﬁr%e&tthé Bré%ﬁﬁt |ﬁ0ent||§)i provides a
providing nultiple interfaces, each whi
c JMkRI0E gdyantagaaaMer g riagjiarth By ps@@dm ag aCQ;UIePWFQa
I e

t OB RRE SO 5 Rosil e Plavid P sk PN BT Ry b inicn
and hawsmagtcatdstaf @if@rermtectrmtqgm and irttenalscpﬂt@y’emtu sy and
exanpl y
el us /2t [ AABhEy HBHLATEicHRY cifbe ovastel Bfn o
al | srrm:otrtrmrdlsglbelrrntesfacw t ht hat transport provi der.

Tt ePt SHELloaldd Golean FALRET SRk onmaia s Rl ianege inter
user nmlyolelgagma oeret o\rglrlaperpg ﬁtéstemrs;tmieg?trga:] (aflg oattea)l(qblear?und

bei ng. 2OVTY BETITEhoATHE HEEFONd SagEriage A ELpoth
for theystegatre. \Wen they are going into town to go

to the theatre th resent their smart card at t
ti cket iSHErsy ﬁ‘i"&’i%ﬂ oSAEPSINTPHECEHERY HRNSPRE W‘h‘t‘éé?@ét‘@@om

nodul eghdih %eéﬂlﬂé t@bs‘crbEaneﬂrr iRG&InehieXisting titket ré8ahg
the card, determ ne that the card has an application

confi g@ﬂétﬂ’m%\* ticketing purposes for the netro,

dedugt %rr?’artéﬁfd Rfdted Bhidihdsd r%festdéﬁ U@E‘édeelflbeléhﬂ%fsté@ﬁ‘r an office
all ows the person to proceed arrival

t heatr @nv'ﬁ‘wwr %r@ﬂ]trﬁf‘é@@ﬁf@%%‘ng%@sgmtwm@ﬂt%e
theatr ?ra%%&%ﬁ'ﬁéro@%eﬁé’\%ﬁdﬂt &Ly té?gfﬁ%rttﬂ%sfaﬂBﬁde t?t%especific

nodul es o present 1 nvention, determ nes

t her e ihardwargeavirgnneniloéthengSapeinisalitmanufactores gr oividual
card, C s ation to allow access
to the%'ngt ) aeﬁ%lerﬁa%t?@%terg@ab functionality is

achi evéite defirgticse amplementatign and Iveruficatiem of smagcadyelatoer

| Lt 254k e Al Mo 8 e A FRRINGH:80 aBbu

pr ocesshephysical esyreinyiane dekighhu thmcmﬁaatbmaa‘rd alécttdmic

that = SOHEPES ATt Se e She S BPptatis e

I nt er f applemeptanirangpparsysiet. pl ural ity of different

smartcard types. By
Although the invention has been described with reference to a deployment in a
transport arena, it will be appreciated that this is exemplary of the type of
interface application that is suitable for use with the present invention. By
providing multiple interfaces, each of which is configured to communicate with a
specific CSC in a language specific to that CSC, the invention enables the use
of smartcards of multiple manufacturing types and having multiple applications
to be deployed. For example, a transport provider may not wish to give
exclusive rights to one CSC manufacturer to provide all smartcards for use with
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providing a plurality interface nodul es and sel ecti ng

an appropriate one of the avail abl e nodul es for
webdosorispg conmuni cation with a presented snmarPCTEPING6/050232

the system provides for interaction with the presented

smart card in a manner specific to that smart card.

Therefore, although the invention has been descri bed

with reference to a preferred enbodi nent of

application in a transport environnent, it is intended

t hakt tHl‘%pbﬂ\b‘?&Ildé?nTﬁé‘ Bitdse AQhvdiioh 'a%Fé%@eé fhl@By’ pMNing

except as nmay deened necessary 1 n the g ht " of the
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Ilbéhotng fsﬁarédﬁ’ Bh 'tﬁélpﬁérb%h%ﬁ sh%rtso%?d: idré 4 cé"liro‘ﬁsrgtﬂf e

tated feat ures, Int egers, st eps or co nent
do@@mpm being el ticghet foht@epnema ravether baingia liakat fof thertbeare.

5 o el i ard SR BDr10M] 648 I me AL AR G TBOAE AN Rhau
i rntaed Bhibhe t$ystir©13yfs::jam degloyed &t 1S diar. dfhgﬁr&errﬁamelezemlag
o HRHES by i ramal W Ea it PR e it Ao, P e garc
mhas Pr Finh e a}MQm@drfdrstmemgap@ﬁﬁséefbmmhetro deducts a
¢ et Gl dn Do el BAF alous M War o WRarE. Chtpriva

10 moguhethedid) thetdeesdmrprwérﬁgthessmé sandcdradetre theatrgticketing
configured to be HE?nlov i ded between the RF antenna and

t HYSIE8E Whithyi$a9 teRtepiars gradylesit the BiepPfuRwRptipg, determines

CQﬁHiUtﬂéfeaiE Q thbathe Mk%ﬁﬁ@hﬁﬂldéﬁ@rﬁ %Pécﬁéﬁtr@f@rré Geodsrocddaes
USM i ncl udi n urality of interface nodul es, each

ofth@WPﬁP@I%%P@OW@CP?ﬁSéPft%% thegiauflbe! thisi Myt dexsenalite i
Wi édhlé‘/eé ReSisbhnIcSYRRY WigbUE Fé&hﬁﬁhb' a@@%s%ﬂﬁ'iérﬁ&fd?\ by Bt is

and differing fromothers of the plurality of
15 | neavifestis anpyaserdatianmofithe smargadandibe S\ effeets tieaeasrect

ik rBod i, RRBELNeCor WP Gk rerdlfnd BMCAR! Mlartcarg.

gur recel a communi cation from
vi.-a the RF ant enna, to determ ne the correct interface

W e e L i
t hEhte istﬂntaeq sgstemcauppons agiurality onuffeﬂéImebsm;ad‘caa‘dwtmesc Bai m
20 1 r\%Wd ré 6I I%IIL)JSIMerfaSé %%%ﬁlegea% e%tir.ﬁ"aﬁ ia%lallo%riate one of the
available modules for effecting communication with a presented smart card, the
system provides for interaction with the presented smart card in a manner
specific to that smart card. Therefore, although the invention has been
described with reference 1o a preferred embodiment of application in a transport
25 environment, it is intended that the invention shall not be limited in any way
except as may be deemed necessary in the light of the appended claims.

The words comprises/comprising when used in this specification are to specify
the presence of stated features, integers, steps or components but does not

30 preclude the presence or addition of one or more other features, integers ,
steps, components or groups thereof.
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i nterrogate a conmuni cati on request received froma
CSC to determne the correct interface for subsequent

waornsiomnseati on with that CSC based on factors BeT/®P1086/050232

fromone of: a . manufacturer, b. card type and/or, c
. application. 3 . The system of any preceding claim
wherein the USM i ncludes a Generic Logical Card
lcn4ieisf ace nodul e configured to enabl e conmuni cati on
between the USM and the CSC terminal in a | anguage

i ndependent of the specific CSC technol ogy chosen. 4 .
The system as clainmed in any precedi ng claimwherein

tihe USMdrtadileBE EmaRehrddeS O irftariaed Yt kdriusENMhNeSC
responsi bl e for managi ng various data files, |abels

and h@f@é’%&pmﬁﬁ%ﬂﬁn%wa@%k ther *é%d‘o{ﬁ'teneqw@“%fﬂtr'%w?@ apf
appl ReadndHM, Jnh%@r%d@@@n&@%%oﬁ'nﬁ]n‘?c%tlmwﬁh dRe®r more

di stri but ed t hout eac the supported card
t ype@resgntedm@r@g@lseanda@,CSGatiewaah Wnéﬁlyreﬁ e &ediagg

cl ai r’éﬂh% Q'h%rdvtﬁ'eg@/{ﬁ)w@ﬁtg%e nﬂ@ §ysf’er§‘?rfcﬂfdlrp’a

Serv conponent ur ty erV|ces (0]
bei nygnivenshl syoaréahrd quelef(biSM)ntiteemmryaI@nwtcagi rapdiile

funcpl, ﬁ@go@aﬁ?&gm%r@%%%%e{%%e‘?ﬁﬁﬁ F?ﬂ"& &M éi\'i‘&"th% R Gsc

presen Stemas ¢ I'n cla
wher wrminahend being ifurihes eonﬁlgueed t:mcpmmemt:auesmm pn*esekﬁeld in

roof har Acc
R BR StBh AR LS dnd R B RR Y B e B
Ik s cmﬂﬁlgs{(mbhtog tisd plueality @‘lnmtgﬁhcé modglles bgpigeassseibied with
eys t he S ei n ulre a e a encr tion
o chshemicsinenedintetees stiartod BRg Aot B i pers
8 . dihee pUFhIRTORBteHRE MRSHUIES iBMYe RGGASH hkbdtbahtBface with
wherein the USM i ncl udes %ormunl cat| on neans

conf INGtirseacie sEadmaE. e EPbLReing pprfidused: icoHesRiPRiéh a

r endgemiaMcatich ﬂomn@sel vid& et R hni@ARR) Utb%reter&me tFBQ:orrect

systemas clainmed in claim8 wherein the USM i ncl udes

a | othigrfagg module with which to conduct subsequent communications with
that CSC and to use that interface module for that subsequent

communication.

2. The system of claim 1 wherein the USM includes means to initially
interrogate a communication request received from a CSC to determine
the correct interface for subsequent communication with that CSC based
on factors selected from one of:

a. manufacturer,
b. card type and/or,
c. application.

3. The system of any preceding claim wherein the USM includes a
Generic Logical Card Interface module configured to enable
communication between the USM and the CSC terminal in a language
independent of the specific CSC technology chosen.

18



10

15

20

25

30

webdwsotrsad comuni cati on of that

nodul e configured to: a . enable an identification of
t he actual geographic location of the USM and to

control conputer, and/ or b. local processing, such as
the charging of distance based fares, which requires
know edge of location. 10 .The systemas clained in

any4 PrrRe Qpéteeh &4 @himedhR Al PrddetindMimmnGhatdRSné USM further
software nodul e, such as a Java Virtual nachine

(IVM includes aseardiategritrdznaing 1sePonpiRle fiari rpanasing wariowaisia
an exegfedt I'a\%ﬁls%d"i‘no%%s NhicH &?rdsé&g’ét%d@\m‘ﬁ tﬁ@%ﬁﬁ&ﬂk’ &
processes | C are: a . perrorne upon t he dat a

ret ri epplitationaniitascandsizta-felds whinhr drerdiatidbuted threiughseut each

new i Bfﬁ%on.bbqq?argae@g%gtsi tten back to the CSC during a

transac emas clained in claim10

whes eirfle K0S efPls &léirr?elg%%g 'qu%dﬁ@dcléiﬁf\ﬁﬁeer%i AL USM further
processes’are storeable onh a local cache resident on
t he UBMIudeg a SenuritySerwiceasompanemddtherSecudiyrberdices 11

r orot o7 P M obiTRaRE R bR DR ERyR” ™
I ncor porctidnsign aorappaicatienssiodtivean theno8M and s pdseatedaCSC.

JVM to that |ocated on the USM the test server being
cond.i Jhe aygstem anclaihedan ctairhiSgunerain tbé seagitpsemites

algorithmc and referential processes and.a tesing of
o BB ferd W plofioRh i b kB SRS REB A sl B

t he USMdule3(SANNe system as claimed in any preceding
claimwherein the USM enabl es a sel ection of an

appr.ophe aysteapgd tlaiadadan clairm @wigerpinuthalSANY isafonéiyavietab| e
applications stored on the. presented C,_for .

S bsediin e Hirakeol P Rotamiths B aed B BERaERI sk o
sel eckpgblappldnesption ofeshminbaickkVdiitRgers tiedusieshd a

t hrough an ag‘%épri ate interface nodule. 14. The

syst eRfeseNted d in any preceding cl ai mwherein each

of th lurality of interface dules differ in the

| an uiﬂg s?ﬁgfnl q%@@n@ggnlaay prece mguclaﬁm wr|1erein thle USM
includes communication means configured to enable wireless

communication between a remote USM and a central control computer.

9. The system as claimed in claim 8 wherein the USM includes a location
module configured to:

a. enable an identification of the actual geographic location of the
USM and to effect a communication of that location to the

central control computer, and/ or

b. local processing, such as the charging of distance based fares,
which requires knowledge of location.

10.The system as claimed in any preceding claim wherein the USM
includes a software module, such as a java virtual machine (JVM),, the
software module being configured to enable an execution of a set of
algorithmic and referential processes which are:

a. performed upon the data retrieved from the CSC, and
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conmuni cate with their correspondi ng presented snmart
card. 15 .The systemas clained in any preceding claim

wob@cerssit he USM enabl es a sel ection of an appPOPEPENE&050232

application for processing froma plurality of
avai | abl e applications stored on the CSC dependent on
the context in which the CSCis presented to the USM

16 . A e heshidinedud BRIatdd e e ihRirRafibd fasentitsMBadk to
card types within a smart card processing

ar chi t ect uthe, CIG dudnga treasartiehocessi ng architecture
i ncl uding an RF antenna configured to enabl e

conhunhe gystem a6 ¢la n&dﬁﬂ Sladmntl QdN hespindee pelsd algasithmie and
(CSO) ré@%nﬁal%&és@%?h@étﬁ%égfé SHIE R5tal Qa&lfefréﬁa?tﬂ on the
ary ha the

processi ng of anci rdware conponents o

archi td&M.ure, the nethod including the steps of: a .
providing rmultiple interface nodul es, each of the
nmod(R-ébe isgstag asdaigiegtinglamnt1f i 14 Jedhdriiacludiag e tesfisgrver,
type. S i i tioal. DUt

£ om e S8 LR Ot kefibre i B nE QTR AN B S S
appr opnd &tcerpanatingf aseparaigidofiwiremotule, sadntaspd éVM, to that

i nter I vail.abl

cormuiseind BRI Re Espi/elbaRBRblE 1o grae 21
mul t i porfiguningiof aceomnded @gordhimicand redereotisd paouEshes amaa
t he I?ngua% the¥.use to inte.rfqace?%th t hei r s?e ific
smar t EHPY O $9NC PR 0 FUTMHTICAT] ERoTSProFRySRe g e
wher eUsM.he smart card type is defined by one or nore
of the followng: a . smart card manufacturer, b.

snmat3. Thasgstappdd daitriednin shp pestedimgtdiait wieein thalsMm 18

. The net hod as chai ntlfed in claim 16|.or. 17 furtt|1er. ¢

i ncl u8NARYCE ASCISCEY gfFan apProryae aRglicatig. fraf ARjurafty o
rul es avairef giplitanssiered daties prosen@dTBC FobH@sebiont
smart card type shoul d be processed, the rul| es bei ngn
stor earq%sgné/,gp@dgg@cqtm Werhthabselesige appliaatipn @nd the

smar t s Beihy R8ndddled tHiGugredrasbrapristb ité@skd moglhiai m 18
further including the step, on

14.The system as claimed in any preceding claim wherein each of the
plurality of interface modules differ in the language that they use to
communicate with their corresponding presented smart card.

15.The system as claimed in any preceding claim wherein the USM
enables a selection of an appropriate application for processing from a
plurality of available applications stored on the CSC dependent on the
context in which the CSC is presented to the USM.

16. A method of supporting multiple different smart card types within a
smart card processing architecture, the smartcard processing
architecture including an RF antenna configured to enable
communication with a presented contactless smart card (CSC) and a
CSC terminal configured to effect a processing of ancillary hardware
components of the architecture, the method including the steps of:

a. providing multiple interface modules, each of the modules being
associated with a specific smart card type,
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effecting a communication wwth a specific smart card,
of translating the rules stored to a | anguage suitable

wé evoctohesb4 speci fic card type and communi cat i ngp¢h@B®06/050232

rules to the specific smart card in that |anguage. 20.
The method as clainmed in claim219 further including
the step of encrypting any communi cation with the

smart cay dop ?eclewm@ &r?iﬁﬁiléi %mﬁbﬁ%ﬁ‘éﬂ Fé&be@ﬁ%ﬂ'aﬁﬁe%ted
interface with sel’ected ones of plurality of

cont act | esgSEriia thecRlr antenpa, seiesipg NI EtRaptastacahen
run on a C%HHI%?Fotng %fgﬂﬁl'iikfle%brfé&@m%@hlgg%véi?a%ﬂ’esfo?f any

one of clalns
subsequent communication with that CSC, and
wherein each of the multiple interface modules differ from one
another in the language they use to interface with their specific

smart card.

17.The method as claimed in claim 16 wherein the smart card type is
defined by one or more of the following:

a. smart card manufacturer,
b. smart card application stored on that smart card.
18.The method as claimed in claim 16 or 17 further including the step of:

a. storing a plurality of rules, each of the rules determining how a
specific smart card type should be processed, the rules being
stored in a language independent of that specific smart card

type.

19.The method as claimed in claim 18 further including the step, on
effecting a communication with a specific smart card, of translating the
rules stored to a language suitable for that specific card type and
communicating those rules to the specific smart card in that language.

20.The method as claimed in claim 19 further including the step of

encrypting any communication with the smart card.

21.A computer program for managing an interface with selected ones of
plurality of contactless smart card, the program being adapted when
run on a computer to carry out the method steps of any one of claims
16 to 20.
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