TIME-LOCKED NETWORK AND NODES FOR EXCHANGING SECURE DATA PACKETS
BACKGROUND INFORMATION 5 1.Field: [0001]The present disclosure relates generally to managing
a network and, in particular, to managing the exchange of data between nodes within a network. Still
10 more particularly, the disclosure relates to a configuration for a node in a network that allows
secure data to beTraveiMedGKED rETWoRK age dNTIDE Predire FRDIGANGhRAUBECEREB BrRgRouNnd:
[0002]Networks are frequently used to exchange dlgHé een hardware devices such as, for
example, computers, servers, user devices, and o ?;g%e of devices. As used herein, a "network"
may be comprised of one or more 20 computer networks that are interconnected. This type of network

may also be referred to as an "internetw: R&K@Q&N{@uf%ﬁﬁi\f&ﬂ%ﬁ used herein, is a collection of
computers and/or processors that are interconmected by communications channels that allow data to
be exchanged. 25 The Internet is an example of a network comprised of multiple interconnected

computer netwoiks. [0 The data exchanged between hardware devices in a network may take the

form of, for example, data stréams. Each data stream may be comprised of data 30 packets. Data
packets may al§dpé téferred Thasprerwerk pakiketd rssurae rcakeas cExgangirg) datatrmay include

receiving data pﬁﬁh%tjia}ﬂjﬂ%r %Fé}q}\%? Qa@rﬁ"?cﬁeﬁs'parti cular, to managi ng the
exchange of data between nodes within a network. Still
10 nore particularly, the disclosure relates to a
configuration for a node in a network that allows secure
data to be received and transmtted based on a
predet er mi ned schedul e.

15 2. Backgr ound:
[ 0002] Net wor ks are frequently used to exchange data
bet ween hardware devi ces such as, for exanple, conputers,
servers, user devices, and other types of devices. As
used herein, a “network” nmay be conprised of one or nore
20 conputer networks that are interconnected. This type of
network may al so be referred to as an “internetwork”. A
“conputer network”, as used herein, is a collection of
conput ers and/ or processors that are interconnected by
comuni cations channels that allow data to be exchanged.
25 The Internet is an exanple of a network conprised of
mul ti pl e interconnected conmputer networks.
[ 0003] The data exchanged between hardware devices in
a network may take the formof, for exanple, data
streans. Each data stream nay be conprised of data
30 packets. Data packets may also be referred to as network
packets in some cases. Exchanging data may incl ude
recei ving data packets and/or sendi ng data packets.
[ 0004] Data may be transmtted froma source device in

a network to a destination device in the network using



[0004]Data may be transmitted from a source device in a network to a destination device in the
network using one or more nodes in the network. As used herein, a "node" includes any hardware
equipment that may be used to receive data packets, process these data packets, and then send
these data packets to one or more other nodes 5 in the network and/or to a destination device. The

data packets reegigedat sy oG AWy hareceivesdramraksourss dgyise aisl/el fiomegpne or more
nodes in the netyvorla. [0005]The hardware e%Jié)ment that forms a node may 10 igclude, la)r example,
e s, cgnt

n nurnB lejleo%tiﬂB%ek'/ ‘,’\@\Vvﬁcrﬂﬂﬁ'o@%@g, Bue rs, 51 iHaS! gateways,

without limitation,
and/or other types of eqeipneental be pliftecensnogevioes setwask éordnaaopaoiaiverk wiibin the
network. 15[000%In some %itltj?iions, ﬁ%undesirr%g tincotnsistency ma occurﬂfi{ﬁng theqexchange of
data within a netWSTk. TREUndR&7Ed HloAsRES ?/ r%ay%e?ﬂﬁ eXanPté Swi "linfl3Xi5R, a buffer
overflow, agleniahot $exvicetevenk aaseiier ctashaadess ofinddta@ackets, oesomermheia2@type of
undesired eyentp tggkggcstur§ edéjéiing etBe gg«:p%réqengfd%aﬁ%yaggu% ggléjiti\?g% fqrrrs%u%ing the po_ssibility
of an undesired'inconsistency during the exchanging of ddta within' a network are currently available.
However, somessfuhese daventy avallable $alotiomnmagmonbeeas2ileffective i desired. [0007]For
example, some HHV\‘RBP\’( available solutions may be able to prevent only certain types of undesired

inconsistencies and not others. For example, some currently available methods for preventing buffer
30 overflow use[ $¥¥Ndre addféssimpodwrRintorgqetinigds. tHawe V! thiesa tedititqii@y may be

unable to proteqt againgt heppoveligws as Wall @sstiack PasedeYeloVEny nunber of

routi ng devices, switching devices, buffers, control
i nes, gateways, and/or other types of equipnment. The
different nodes in a network forma node network within
t he networ k.

15 [0006] In sone situations, an undesired inconsistency
may occur during the exchange of data within a network.
The undesired inconsistency may be, for exanple, wthout
[imtation, a buffer overflow, a denial of service event,
a server crash, a loss of data packets, or sone other

20 type of undesired event that occurs during the exchange
of data. Various solutions for reducing the possibility
of an undesired inconsistency during the exchangi ng of
data within a network are currently avail able. However,
sonme of these currently avail able solutions may not be as

25 effective as desired.
[ 0007] For exanple, sone currently avail able sol utions
may be able to prevent only certain types of undesired
i nconsi stencies and not others. For exanple, sone
currently avail able methods for preventing buffer

30 overflow use software addressing or nenory techniques.
However, these techni ques nay be unable to protect
agai nst heap overflows as well as stack-based overfl ows.
[ 0008] As anot her exanple, sone currently avail abl e

met hods for preventing denial of service events may try



[0008]As another example, some currently available methods for preventing denial of service events
may try to stop the flow of data packets received from unauthorized source devices by denying data
packets received from certain ports, data packets received from certain internet protocol (IP)
addresses, and/or data 5 packets received based on certain communications protocols. However,

these methods maydicopnahie t¢ peateol agrinst yneskiarizedesmiree deyicesithat use for example,

ithout limitation, protocol fing, int tocol add fing, and/or qther t f10
tochniques. ThelSRYA oG et HUG bl ni6S et iba R RARAE Hkeq o account

at least some ofrtheassues discursedralmive, psmad] aathar paskiblesssuailb&NMARY [0009]In
one illustrative embodiment, a method for transmitti ecurg,data packetstg§1 ough,a,node network is
VAR T AR R f

provided. Unsediite 'dAtd p'a,'él S5 4 &N EY 8{ a Egécsu%'in&ﬂ aht s%%b?e data packets
are receivedl at packdies of seeuneeidpbtssiadh vode ar thei modeometworkc atheosescure data packets are

authorized to be_sent tg (g numb%of secure tdﬁggnat'rfent gl%vé%es. Thebunsltjaﬁg[ﬁ gaga 0Dackets are not
0

authorized to bé)gé)rgtq 5’the nUMDer of secure destination devices. The secure data packets and

the unsecure dgia paekétsagaiimeyratadud Form a edinsamirof @udaiidees strbamsumaetian a
E;%ie;%rgtr\‘ﬁgr%%@%lee THG R4BRE" 7 HIPUL 3R SUSABISE SENt Fhaumperiqinexhapdes in the
prot ocol address spoofing, and/or other types of
10 techniques. Therefore, it would be desirable to have a
nmet hod and apparatus that takes into account at | east
sonme of the issues discussed above, as well as other

possi bl e issues.

15 SUMVARY

[ 0009] In one illustrative enbodi nent, a nethod for
transmtting secure data packets through a node network
is provided. Unsecure data packets are received at a set

20 of unsecure inputs and secure data packets are received
at a nunber of secure inputs in a node in the node
network. The secure data packets are authorized to be
sent to a nunber of secure destination devices. The
unsecure data packets are not authorized to be sent to

25 the nunber of secure destination devices. The secure
dat a packets and the unsecure data packets are integrated
to forma nunber of output data streans based on a
predet erm ned schedul e. The nunber of output data
streanms is sent to a nunber of next nodes in the node

30 network.
[ 0010] In another illustrative enbodi nent, a nethod
for transmtting secure data packets to a nunber of
secure destination devices is provided. A nunber of

i nput data streans are received at a node in a node



[0010]In another illustrative embodiment, a method for transmitting secure data packets to a number of
secure destination devices is provided. A number of input data streams are received at a node in a
node network. The secure data packets are separated from unsecure data packets received In the
number of Input data streams based on a predetermined schedule. The secure data packets are

authorized to benegnide khe SThenkercefrsecdir deglinationglexiaess éparusedurier éata packets are
not authorized to be sent to the numbﬁeJ'ﬁof secure destination d(?fvices. The sec[ure data packets are

sent to the numHEP&FESr ﬁbgtilﬁ)eﬁ e&é/ié&cgé ¥ Mkt GéeEHfg)&']th dét%péﬂ;eams from a
number of 10seduateaouwiputsanghesaode. [O14]Ipryet anether iikstratve énibdim@hie a node In a

node network comprises g number qf secure Inputs, a set of unsecure Inputs, a timing controller, and
a number of outf)ﬁ slfﬁ%ea?ﬁrﬁb@ra&q%eetcﬁrea[nepu%l sh(%r{ﬂ@%#ecf & lﬁ?g récgerl’ée E cdr %data packets.
The securebdatanpatierts afe aathorieed és bersenit tna cevilrof seChie destipatior deéaicas. The set
of unsecure Inputs Is configured to.receive unsecure, data packets. The unsecure data packets are not
authorized to be Sen é[:to%heg rnﬁmnb8etr o(?;l%sgﬁ?rrel f(% greétPna |§nsdeeQ/E|cet39ThLL]§inﬁH§%8?ﬂr(o§?ﬁer Is
configured to copgoliinteglasibh vhtheoseceeidaes pacKdts apeahe eindatarepdatk glaskatsanto a

number of O‘J“O‘éte‘h"kf‘tsHef"‘H‘es e ﬁor%%%tﬁFrBinﬁé’sﬁ‘%hﬁgP|eoﬁ NGAHTIRY foutputs Is

t
configured to send the number of output data 25 streams to a number of next nodes In the node
network. [0012]mustiiefet @ihoB &S WIStV e eimistatidest, eqdde fri @ Mode Metherk s¥mprises an

number of iPUtSeRyr e out puts in the node.

[ 0011] In yet another illustrative enbodi nent, a node
in a node network conprises a nunber of secure inputs, a
set of unsecure inputs, a timng controller, and a nunber
of outputs. The nunber of secure inputs is configured to

15 receive secure data packets. The secure data packets are
aut horized to be sent to a nunber of secure destination
devices. The set of unsecure inputs is configured to
recei ve unsecure data packets. The unsecure data packets
are not authorized to be sent to the nunber of secure

20 destination devices. The timng controller is configured
to control integration of the secure data packets and the
unsecure data packets into a nunber of output data
streans based on a predeterm ned schedul e. The nunber of
outputs is configured to send the nunber of output data

25 streams to a nunber of next nodes in the node network.
[ 0012] In still yet another illustrative enbodi ment, a
node in a node network conprises an nunber of inputs, a
timng controller, and nunber of secure outputs. The
nunber of inputs is configured to receive a nunber of

30 input data streanms from a nunber of previous nodes in the
node network. The timng controller is configured to
separate secure data packets from unsecure data packets
received in the nunber of input data streans based on a

predeterm ned schedule. The secure data packets are



timing controller, and number of secure outputs. The number of Inputs Is configured to receive a
number of 30 Input data streams from a number of previous nodes In the node network. The timing
controller Is configured to separate secure data packets from unsecure data packets received In the
number of Input data streams based on a predetermined schedule. The secure data packets are

authorized to beagenidpiazRember dlesensiie destiratiumiriicest. Thedinsecues dataspackets are not
authorized to be sent to the njfgwber of secure destination gevices. The number of secure outputs is

configured to se%%lvhges%cure %a@ﬁﬁ%@ S HLNRNRBEPEPs & e %Etiﬁéﬂclﬁoﬁé\ﬁg £8a number

of secure outpubdatacsiteancs.t((f@l3juhb deatvfes eed funatioss icaatheonchievactimsiepenthently in

various embodiments of thg present discl surﬁ or.may begombinz}d E} et other embodiments in 10
script

which further det&fEEan BE s2&K Wifh RIERHES tb the falowihy & i8ﬁ%%dt§}8w?neg%‘ﬂ’s‘hEF
DESCRIPT3ON d2f a HEaDRXWING St 1001L4tbae nofvekteatures deseveththanactbrisiic @f the
illustrative embqdiments are set forth in the appended claims. The illustrative embodiments, however,
as well as a pre?esrrea}j rrﬁ%%%eorf u%%, ?uer&lé'}%bije:ﬁc%[iegé aé %at%%éseﬁré%éof, will best be understood by
20 reference to [¥foBbwing déteilée alescdsticonof druifiostramne eabobienentluf ¢vedresent
disclosure whe Fﬁj’\g ;i ' jon i e ARCOMARY ' rawings, rein; 5]Figure 1 is an
illustration of arrlletwo I?[ﬁaiﬁﬁqufo{;rﬁr{lv c()?a ;h Blcc%féd_lagrarér{ri}r?eaﬁ:@%vr anctevﬂvéitﬁgﬁ %I_ustrative_
embodiment; [0d18[HIREEIEIsCN ilastratreeidn mgdedsno®d ot her enbodi ments in

10 which further details can be seen with reference to the
foll ow ng description and draw ngs.

BRI EF DESCRI PTI ON OF THE DRAW NGS

15 [0014] The novel features believed characteristic of
the illustrative enbodinents are set forth in the
appended clains. The illustrative enbodi nents, however,

as well as a preferred node of use, further objectives
and features thereof, wll best be understood by

20 reference to the follow ng detail ed description of an
illustrative enbodi nent of the present disclosure when
read in conjunction with the acconpanyi ng draw ngs,
wher ei n:

[ 0015] Figure 1 is an illustration of a network in the

25 formof a block diagramin accordance with an
illustrative enbodi ment;

[ 0016] Figure 2 is an illustration of an ingress node
in the formof a block diagramin accordance with an
illustrative enbodi ment;

30 [0017] Figure 3 is an illustration of an egress node
in the formof a block diagramin accordance with an
illustrative enbodi ment;

[ 0018] Figure 4 is an illustration of a node network
in accordance with an illustrative enbodi nent;



in the form of a block diagram in accordance with an illustrative embodiment; 30[0017]Figure 3 is an

illustration of an egress node in the form of a block diagram in accordance with an illustrative

embodiment; [0018]Figure 4 is an illustration of a node network in accordance with an illustrative

embodiment; [0019]Figure 5 is an illustration of data packets being exchanged across a node network

in accordance Withoa|llustrafyeyamgodimenta D020 kigureab ian diustratian phdhte gackets 5 being

exchanged acr(?t?s.a node n twork(ijgl accordance with an illustrative embodim%:gt;ﬂ g)é)zél\lLFi ure 7 is an
%

illustration of a A RAintH ﬂa%es rf"fhrg?és% ﬁodlé)gqn LB ah e Wit &R odiment;
10[0022]Figure &ris ianlilgstradionvad aemddedfumetioning as an egress node is in accordance with an

illustrative embqdi ; [0023]Figure 94s.an illustration of output dat treams,being sent to
destination devicé? %Bilccordﬁr'u%J h8 wélthI an ﬁﬂs{%!i\yes(érrn Lio'oll?rrfer(llt(Fl dafa packet &
5 bei ng exchanged across a node network in accordance with

an illustrative enbodi nment;
[ 0021] Figure 7 is an illustration of a node
functioning as an ingress node is in accordance with an
illustrative enbodi nent;

10 [0022] Figure 8 is an illustration of a node
functioning as an egress node is in accordance with an

illustrative enbodi ment;

[ 0023] Figure 9 is an illustration of output data

streans being sent to destination devices in accordance
15 wth an illustrative enbodi nment;

[ 0024] Figure 10 is an illustration of a process for

transmtting secure data packets through a node network
in the formof a flowhart in accordance with an
illustrative enbodi nment;

20 [0025] Figure 11 is an illustration of a process for
transmtting secure data packets to a number of secure
destination devices in the formof a flowhart in
accordance with an illustrative enbodi nent; and
[ 0026] Figure 12 is an illustration of a data

25 processing systemin the formof a block diagramin

accordance with an illustrative enbodi nent.



[0024]Figure 10 is ah Htiniff 'Lion of a process for transmitting secure data packets through a node
network in the form of a flowchart in accordance with an illustrative embodiment; 20[0025]Figure 11 is
an illustration of a process for transmitting secure data packets to a number of sechbe destination
devices in the form of a flowchart in accordance with an illustrative embodiment; and [0026]Figure 12
is an illustration of a data 25 processing spstEm irEtbedegarif RThIask diagram in accordance with an
illustrative embodiment. DETAILED DESCRIPTION [0027]The different illustrative embodiments
recognize and take into account a number of different 5 considerations. For example, the illustrative
embodiments rgapgpize and tetke inlfiof danoent thalt saster ctriardlyendaddbieesalgtions for reducing the

possibility of undesired inconsistencies occuyring during the _transmission_ of over a network may
ot be a5 10 ebENIAL (BTN 1k BaFrcuith O sHHGHE It (AU ToP bxdimplec belds checking
canary valles, taggsigdandifor otiser te€lomiqeeanEyshe uhableltb ysoteat aganst as wide a range of
undesired incongiSiengieR AP SePLedghrlI228RG" FARUPISHSOMEBYTRIM: Rig!labis,gelutions
currently avail able solutions for reducing the
possibility of undesired inconsistencies occurring during
the transm ssion of data over a network may not be as
10 effective as desired. |In particular, solutions that
i nclude, for exanple, bounds checking, canary val ues,
taggi ng, and/or other techniques may be unable to protect
agai nst as wi de a range of undesired inconsistencies as
desired.
15 [0028] For exanple, sone currently avail abl e sol utions
may be unable to prevent a potential hacker from
i ntroduci ng an undesired inconsistency into a data stream
of secure data packets. As used herein, “secure data
packets” may include data packets that are both
20 authorized for transm ssion through the network and/or
aut hori zed to reach a secure destination device for the
data packets. These data packets, for exanple, my be
encrypted, may be password-protected, and/or may neet
sel ected authentication criteria. Further, “unsecure
25 data packets” may include data packets that may or may
not be authorized for transm ssion through the network
but that are not authorized to reach the secure
destinati on device.
[ 0029] The illustrative enbodi nents recogni ze and t ake
30 into account that it may be desirable to transmt secure
data packets froma source device across a node network
to a destination device using a predeterm ned node
pat hway and a predeterm ned schedule. The predetermnm ned

node pathway may identify the ingress node at which the



may be unable to prevent a potential hacker from introducing an undesired inconsistency into a data
stream of secure data packets. As used herein, "secure data packets" may include data packets that
are both 20 authorized for transmission through the network and/or authorized to reach a secure

destination device for the data packets. These data packets, for example, may be encrypted, may be

password-protesigciu padigainaypaeet seleqigd authentiqai@nrmyigeriandtunhek, funsactngs25 data
packets" may include datg packets that mg% or m%y not be authorriﬁﬁd f%r transmission through the
network but that &' ¥t oifeP3%ehOF tRI5 aﬁe%%ﬁngﬁo b e.t%62§ﬁ(hlériﬁustrative

embodiments retagaizeaicbtakerdlyingx accaunt thatdemagtheoddsitable toetraiezimit saciendata
packets from a spurce device acrpss a denerrﬁu)adeaiaﬂondew using a predetermined
node pathway a0 BfedetdHng behbdlie PFRS BledibMaHel Tote UMY miBYidentiy the
ingress node ativdech itfey senyrendatapacketsughy winierithe medsewmiwerkifavm thasketce device
and the egress node af which the secure data packets may exit the .node network to the destination
device. Further,qﬁg p@é&éstecprﬁﬁ\g%enno (—:-(-h p%athvrvpgglerﬁsagy B |§eent| nan&ﬁ%dgg rther%ﬁgn(\)/vawslc':h the secure
data packets maYpPasy betwedmethpriegieiss mudeethdsithieaxtirbss nagle.i [0080JThe predetermined

schedule may i [ es 9W%ﬁ S j algng the .pred ' thway
may transmit th%eé%éﬁg galtqﬁ pac ertgss Ir\lﬁl"gv ggcr%c%ﬁ? %%%% s?cmﬁéadé%%a%t gta r€§§ rgﬁﬁaﬁred to be
transmitted fromnad@deattreyediiad timanshisttypdef Aede hetvierkadpeskwhreh sdoire data

packets mgy bejriansnuifipd may.be feleredria agA UMsAerked Rage BEMWKui red to be

transmtted froma node at a specified tine. This type
of node network across which secure data packets nay be
transmtted may be referred to as a time-|ocked node
net wor k.

15 [0031] The illustrative enbodi nents recogni ze and t ake
into account that a tine-|locked node network may be
capabl e of providing a desired | evel of protection
agai nst unaut hori zed users and unaut hori zed devi ces
attenpting to cause undesired inconsistencies to occur

20 during the transm ssion of secure data packets. Wth a
ti me-1 ocked node network, an unauthorized user or
unaut hori zed device nay need to know the specific tines
at which secure data packets are to be transmtted froma
particul ar node as well as the particular nodes that are

25 part of the predeterm ned node pathway to be able to
cause undesired inconsistencies to occur during the
transm ssion of the secure data packets.

[ 0032] The illustrative enbodi nents recogni ze and t ake
into account that a tine-locked node network may provide

30 a wider range of protection and a greater |evel of
protection agai nst undesired inconsistencies as conpared
to some currently available solutions. Further, the
illustrative enbodi nents recogni ze and take into account

that the ingress node and the egress node in a



15[0031]The illustrative embodiments recognize and take into account that a time-locked node
network may be capable of providing a desired level of protection against unauthorized users and
unauthorized devices attempting to cause undesired inconsistencies to occur 20 during the
transmission of secure data packets. With a time-locked node network, an unauthorized user or

unauthorized deyicsdereyrneedda knodethessnadic troes ahwhiohaseoire sanpatkeizalg © be
transmitted from a particulir node as well ai the ?@tgilcular n?des that are 25§art f the ELedetermined
node pathway t(gi’){eaatﬁ@? ELFsd B AESTRY ihQoa¥RnEReTH SUEA! Hlﬁlfﬁg dmi¥ion of the

secure data paakets. {0032]hbe tlhustrative esiatimants recagsie ssiddakeinto lkeceentthat a
time-locked node network rovide 30 a wider range of protection and a greater level of protection
aganst undesiaTnRRE R oD AS P Arod > BoRa e S nase Hlons. Further, te
illustrative &mbgdid@sis recoghize,artchtake limtostacatiniinae tHeoidignesst Isoge anvd thee agress node in
a predetermined nade pathway for. the transmission of ure_data packets. may need to have
configurations cgal?)gﬁeggﬁcao}/r\:'tréﬂing%e %rr]oclzensifnggsgnﬁ ﬁéﬁs%@sio@ 5 ﬁ]@ %%}{Jﬁf Hg{é éﬁ:rkets
based on the predeegmiass] seidelule. 150088 Thus,uberilalstragive eadsbdirmehts gronigliehod

configuration fog gp 'ggrgﬁéHPE’?i‘?W_ 3 gfjauraign.f A E? RPESGA %{‘%@&{?”a“"e

embodiment, a method for transmitting secure data packets through a node network'Is provided.
Unsecure data p&dke®s Krd feceiveyd TRflom dJssesluitscdataspackeicvicdisearnesaiwe data

packets frpg a purgReLOLERCUSE SRHERS.ARVICES, A & BORB YR (i nadie nepTKe Thg sgoure data

packets are authorized to be sent to a number of secure destination devices. The unsecure data
packets are notRagh&iz2dtbam ige BERRIthehupfsato? seeufcCEeslimation tediced. TREGecure data

packets and the ynsecure, gata prskets gre INfegratedtoferm 4 %urﬁgg[(gf[ Qutpptdata streams based
on a predetermined schedule. The number of output data streams Is sent to a number of next nodes In
the node 20net@diikhori zed to be sent to a nunber of secure destination

devi ces. The unsecure data packets are not authorized to
15 be sent to the nunber of secure destination devices. The
secure data packets and the unsecure data packets are
integrated to forma nunber of output data streans based
on a predeterm ned schedule. The nunber of output data
streans is sent to a nunber of next nodes in the node
20 network.
[ 0034] In another illustrative enbodi nent, a nethod
for transmtting secure data packets to a nunber of
secure destination devices is provided. A nunber of
i nput data streans is received. The secure data packets
25 are separated fromunsecure data packets received in the
nunber of input data streans based on a predeterm ned
schedul e. The secure data packets are authorized to be
sent to the nunmber of secure destination devices. The
unsecure data packets are not authorized to be sent to
30 the nunber of secure destination devices. The secure
data packets are sent to the nunber of secure destination
devi ces as a nunber of secure output data streans.
[ 0035] Wth reference nowto Figure 1, an illustration
of a network in the formof a block diagramis depicted



[0034]In another illustrative embodiment, a method for transmitting secure data packets to a number of
secure destination devices Is provided. A number of Input data streams Is received. The secure data
packets 25 are separated from unsecure data packets received In the number of Input data streams
based on a predetermined schedule. The secure data packets are authorized to be sent to the number

of secure destinatioa¢cleyicéanthe wnsacue data pecketsiare netpotlionzad.to bersemt tuBe the
number of secure destjnatio dftd'ces. Th§ secure data t(Ejacklﬁts OIare. sent tﬁ%ﬁ ni}r%ber of secure
destination devig:es ggtav\% ber'of SEr %qu‘Uif%‘[a? edhs! ﬁ)\ﬁ@%ﬁﬁ/it e e ROW to Figure 1,
an illustration ofi mhetveak e theefbrm & albloick eljagraghisadepicted oih abeordaselWith an illustrative
embodiment. In Figure 1, n two%@%oo may be comprised of devices 101 that are interconnected. A
device, such asrgﬁé &ede"i‘/ii?e%r ’rnqza)gag 'acﬁarﬁﬁ/%ie 88%5%&&%&%@@&6&%% 4Rd, in
5some casbs, sstimare ds ¢lsesesidiistnaine. exdmplebethe ofddrasansatfunvatioasaamd/es processes
described as bej p%rf%rr%?cll %a dqvlijcne ma nbse p%rf%{{noerd b éhceeh%rdgvaé Sagfj(cbr es(g)ﬂglvsare within
the device. [003%% one liGstrative examp()ie, evices T maﬁ metade computers and, in some
cases, other haluivarg dqoemgarnemesi Ay usedireieis aripnigutperhay bednytypéef programmable

device configur%cgl;odﬁ%aggmﬁ 6¢ceé'\¥ﬁ 99\(@%\’ ia Wrﬁrrﬁ%caaigw Qannel. For example, a

computer in devices may take the form of a 15 microcomputer, a desktop computer, a laptop
computer, a table?@3f]puter, brsrA@ephdre) st patoNS dBeiednissistalt(PORY, 4 Work&ytion, a server

computerq Web-qryefe aiipLEFNRUIRTA MAHNLYRE GOMURLET. & FHterRYNAHIST &2 Processor, a
microprocessor, or some

conponents. As used herein, a “conputer” may be any type
of programmabl e device configured to send and/or receive
data over a communi cations channel. For exanple, a
conputer in devices 101 may take the formof a

15 mcroconputer, a desktop conputer, a |aptop conputer, a
tabl et conputer, a smartphone, a personal digital
assi stant (PDA), a workstation, a server conputer, a Wb
server, a client conputer, a mainframe conputer, a
super computer, a processor, a m Ccroprocessor, or sone

20 other type of data processing system
[ 0037] Devi ces 101 nay be configured to exchange data
wi th each other using node network 102 wi thin network
100. Node network 102 is formed by plurality of nodes
104 that are interconnected. As one illustrative

25 exanple, one of devices 101 nay send data to anot her one
of devices 101 using at least a portion of plurality of
nodes 104. The device sending the data may be referred
to as the source device, while the device receiving the
data nay be referred to as the destination device. In

30 sone cases, a node in plurality of nodes 104 may be one
of devices 101.
[ 0038] In these illustrative exanples, data nay be
sent froma source device to a destination device across
node network 102 in the formof data streans conprised of

10



20 other type of data processing system. [0037]Devices 101 may be configured to exchange data with
each other using node network 102 within network 100. Node network 102 is formed by plurality of
nodes 104 that are interconnected. As one illustrative 25 example, one of devices 101 may send data
to another one of devices 101 using at least a portion of plurality of nodes 104. The device sending the

data may be refgeed tpaskbe sourgendeyiee iwhilgstheadavies weampigtheatadoay be referred to
as the destination devicT. In 30 somge cases, a node in %ralitéf?f Ts%%es 104 m?@be one,of devices

101. [0038]In th Egﬂilfu% bie eRY ?ers, Qhte %%E/Coee o 88 Yevitd %o 'artPeLgtination
device across ndde aetworkald? inrthe fommlef detasiréam®2ompFised o rdataypaisketsofn one

illustrative example, vivitkéqult Iirr]nit éi\(?ln mémES ofrr%lourg?e dgvic Ile(J)rSGrHa sep%égepu\}éjata streams into
node network 1 f.sll—'ur%er, RUmbeY oFSestlna ion devices ﬂjg m%y be concfigure to'feceive 5 output

data strearbs framntnode rdatvarks10240039]Asmseadeereat, wdnkimt@? of' items means one or more

items. For exa mber of source devices 105 may be.one or,more source devices. Further,
number of des;ierg)?on evices 10 Srr?éjy ﬁg E)%Iendr n{%lore):{1 clflgst%%%tigﬁ 10&9\?ircﬂgés.r£§28]Asn§epicted,
number of sourcd devites 1L08mray inchrdeeseamp uasecuralaiured devives @08 avidarsi&rSof secure

source devices 19. Furthigre NYMdEs PLASFINALEN ARK ESs106 PgyiRghde sehBkynseure

destination devices 106 may be one or nore destination

10 devi ces.
[ 0040] As depicted, nunber of source devices 105 may
i nclude set of unsecure source devices 108 and nunber of
secure source devices 109. Further, nunber of
destination devices 106 may include set of unsecure

15 destination devices 110 and nunmber of secure destination
devices 111. As used herein, a “set of” itens nay be
zero or nore itens. In this manner, a set of itens may
be an enpty or null set in some cases. For exanple, set
of unsecure source devices 108 may be zero, one, two,

20 four, or sone other set of unsecure source devices 108.
[ 0041] An “unsecure source device”, such as one of set
of unsecure source devices 108, may be a device that is
authorized to send data through node network 102 but that
is not authorized to send data to one or nobre secure

25 destination devices. The type of data sent from an
unsecure source device may be “unsecure data packets”. A
“secure source device”, such as one of nunber of secure
source devices 109, may be a device that is both
authorized to send data through node network 102 and

30 authorized to send data to one or nore secure destination
devices. The type of data sent froma secure source
device may be “secure data packets”.
[ 0042] Further, an “unsecure destination device”, such

as one of set of unsecure destination devices 110, may be
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15 destination devices 110 and number of secure destination devices 111. As used herein, a "set of"
items may be zero or more items. In this manner, a set of items may be an empty or null set in some
cases. For example, set of unsecure source devices 108 may be zero, one, two, 20 four, or some

other set of unsecure source devices 108. [0041]An "unsecure source device", such as one of set of

unsecure source dg¥igesd 08n atayi ke astevinet thet iszatheliizatkioesans datadheughtrode network
102 but that is not authorized to send data to one or maoye secure 25 destinatipn devices. The type of
SEERGU R R

data sent from &G §éc§1ré bAHE AR n{?;\?/tﬁ'é)'r re data psaec(kgfse. egééd}gtéoﬂpce device",

such as one of m@wberdf senuch sasraendevitenlohaenapbesedeniee teadtis hath authorized to send
data through noalg networkl]_L 2 and 30 authorézed to seir}%ja ata to one,or more ecure destination

devices. The type Ot G5 sentfrom & sté%urae SSUrcE Bevitd m'a)§ b%u'tégglﬂr'ezoea a p%ckets".

[0042]Furtter, areteiseeursetrstioatian depiaek edushtds angbf setdd unstemekddddibatiéiodevices
110, may be a gew e that is npha%hoplz%g tt% fgcelve %%%UJ? edeé%sgfllckea{% itr(l)rﬁ).ugg nodg network 102.

" anpl e, ) n |
A "secure destlnaﬁlon de\/lcé-M, such as one of numqoér Ol secure maplon deV|ces\i1(i, may be a

device that is authyrited t 5 estdive secwerdata packets eh@ughnmudie, netwsec U02. Bardexample,
without Iimitatiord,eﬁcyée dggti%atgo&(["igv%cwystéer ? Sgecure server, a secure end-node, a secure
043 illusti

end-device, or a secure 'Web server. 3]In these illustrative examples, data packets 10 may enter
node network 102@43Ligh indress hede 1110l Thts@thepax@id s, theath? tpawmeitted from

iNgress 19 pay enter node network 102 through ingress node 112.
These data packets may then be transmtted fromingress
node 112 through set of nodes 114 to egress node 116.
Dat a packets nmay | eave node network 102 through egress
node 116.

15 [0044] As one illustrative exanple, a source device in
nunber of source devices 105 nay send data packets into
node network 102 through ingress node 112. These data
packets may then be transmtted fromingress node 112 to
egress node 116 through set of nodes 114. The data

20 packets may then be sent to a destination device in
nunber of destination devices 106 from egress node 116.

[ 0045] Node 120 is an exanple of one of plurality of
nodes 104 in node network 102. Node 120 may be
i npl emented such that node 120 nay be capabl e of

25 functioning as ingress node 112, one of set of nodes 114,
and/ or egress node 116.

[ 0046] As depicted, node 120 may i ncl ude nunber of
i nputs 122, nunber of outputs 124, first networKking
device 126, second networ ki ng device 128, and timng

30 controller 130. Nunber of inputs 122 may conprise any
nunber of switches, buffers, and/or other types of
har dwar e equi pnent and/or software configured to receive
data. Nunmber of outputs 124 may conprise any nunber of

12



node 112 through set of nodes 114 to egress node 116. Data packets may leave node network 102
through egress node 116. 15[0044]As one illustrative example, a source device in number of source
devices 105 may send data packets into node network 102 through ingress node 112. These data
packets may then be transmitted from ingress node 112 to egress node 116 through set of nodes 114.

The data 20 pagksits oreysthep def samd to arttistinatemdevicg pe suatoen of deatiration devices 106
from egress node 116. [0045]Node 120 is_an example qf one of plurality of gg?eus 104 in node network
102. Node 120 ﬁw%';” MpleMe {e(?:r s&éhf 4R h&d (ﬁ%'rﬂé& ngctd ag’f%'}gfn tﬁctioning as ingress
node 112, one ¢f(@4 of nodes-Uit4 haard/of egreiss medeck 6. P4 Ms cdepic2ed, ardlesEdbmey include

number of inputs %Z%Dptélmrt])ergf\cl)utggti% 4,nf!i{st r&etworrlidg dﬁf\;{ircgv\}aer sgcornd rr#gtv%/orking device
128, and timing o BOIEP 136 YN Gfbef Bf Mptits fﬂ)may comprise aﬁy RdmoR? o?switches,

buffers, ané/or @thdr types alf haeceareceduigmeatand/opsoftware thrdiglaed to moeiwedata. Number

of outputs 124 may ise any. r of ,Swi S ?Fe and/or.other ty ardware
equipment and;lo3 SO v[E\?élE:r%Isco(?ff]g'l?rjésgJ ?o% sgLn2 de%[%aqﬁoso%g é?ﬂ']eé:, é%tt (’r!]ie V\(/)orﬁ%%géepvi(éj\q% and
second networking genise 128 may-tomprise hardanegedléyment 3 a0dardosteeea donfigured to

process the datg geqgiyqd iy WIS ' IPRSAS21ANFSeN 1S H3i3 1QAMRET St i ng

capabilities. Timng controller 130 may be configured to
10 control the receiving, processing, and sending of data to
or from node 120 based on a specified timng.
[ 0048] Potential configurations for a node functioning
as ingress node 112 are described in Figure 2 bel ow
Potential configurations for a node functioning as egress
15 node 116 are described in Figure 3 bel ow
[ 0049] Wth reference nowto Figure 2, an illustration
of an ingress node in the formof a block diagramis
depicted in accordance with an illustrative enbodi nent.
As depicted, ingress node 112 includes nunber of inputs
20 202, nunber of outputs 204, first networking device 206,
second networ ki ng device 208, and timng controller 210.
[ 0050] In this illustrative exanple, nunber of inputs
202 may be configured to receive nunber of input data
streans 212 from nunber of source devices 105 in Figure
25 1. Nunber of inputs 202 may include set of unsecure
i nputs 203 and nunber of secure inputs 205. These inputs
may be, for exanple, ports. An unsecure input is an
i nput that has not been designhated to receive secure data
packets. A secure input is an input that has been
30 designated to receive secure data packets. In sone
cases, a secure input may be designated to only receive
secure data packets. However, in other exanples, a
secure input rmay be designated to receive a conbination

of both secure data packets and unsecure data packets.
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outputs 124. first networking device 126 and second networking device 128 may have switching and/or
routing capabilities. Timing controller 130 may be configured to 10 control the receiving, processing,

and sending of data to or from node 120 based on a specified timing. [0048]Potential configurations for
a node functioning as Ingress node 112 are described In Figure 2 below. Potential configurations for

a node functioningss1¢gress AS niisisi tiGdre describedundegunes3 balouwt $0Q43With reference now
to Figure 2, an illustfation of an Ingress node In the form of a block dia ramAs depicted In accordance
with an illustratif® BRI HHEnt %sr(f’e(b‘?(':t}ég, ﬁ@e notiE EES ikl hu BEPOFE@E@@O 202,
number of outp@&$20dn tirst mebeorkofg devdice 206 ngraondatBwosking devigar2d8, aod timing
controller 210. [0050]In this illu trative% example, number of IQ%HS %02 ma B?[ gonfi%ure to receive

number oflnputrc?aft 'SYreaM& 2t fr8m A (raréo s%)u%e%%wce 054n iguré’ 25 aIﬁum%fer of

Inputs 202 tnay detludé sehsieunsezurerutsia0a asitdrreaniserZifsecaye bputoaPb. Beeke Inputs
may be, for exan}pl% Iﬁsoertcsl.J rAen WISesUre "]Pé'tt Is an Iriu:fut t%%tg?gs ?Otnbuer?@ deségnastgg 69 éeceive
qRput fham s bed desi

secure data pac(?(ets. Securé Inputa}s A npu a n esigna &d to receive Secure data
packets. In somergases datkacsite [@poesmalhedesideatednp oinsedcefvesstbure daet packets.

However, In oth 58K%W§'e5’ Pﬁg%&% 'r}Pé‘&énaj}’l?g (ﬁgﬁigﬂéte&tﬁfrﬁﬁﬁiVS@ fynpiEaLpy of both

secure data packets an 'unsec ata packets. As depicted,set of unsecure inputs 203 is
configured to reBeive&et of uhsadilre daia dtd saeBME A4 Mdaesdet BEsa@lra inputs 205 is

configureq ¢ reggiveUMbey ¢f §eskre BPul ARG SttRams L6 <5AE 912, and send out
t hese data packets in the formof nunber of output data
streans 220.
[ 0052] As depicted, nunber of inputs 202 may i ncl ude
set of switches 222 and set of buffers 224 in any order.

15 Set of unsecure inputs 203 nmay process set of unsecure
i nput data streans 214 using at |east a portion of set of
sw tches 222 and set of buffers 224 in any order and send
t he unsecure data packets in set of unsecure input data
streans 214 to first networking device 206. Further,

20 nunber of secure inputs 205 nay process nunber of secure
i nput data streans 216 using at |east a portion of set of
switches 222 and set of buffers 224 in any order and send
t he secure data packets in nunber of secure input data
streans 216 to second networking device 208.

25 [0053] In sonme cases, the portion of set of swtches
222 used to send the secure data packets to second
net wor ki ng devi ce 208 nmay be controlled by timng
controller 210. Timng controller 210 may determ ne when
each of these secure data packets is to be sent to nunber

30 of outputs 204.

[ 0054] In this illustrative exanple, first networking
devi ce 206 may conprise set of switches 230, set of
routers 232, set of buffers 234, and/or other types of

har dwar e and/ or software equi pnent. Further, second
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5 set of unsecure input data streams 214 may be comprised of unsecure data packets, while each of
number of secure input data streams 216 may be comprised of secure data packets. Ingress node 112
may be configured to receive number of input data streams 212, process the data 10 packets in
number of input data streams 212, and send out these data packets in the form of number of output

data streams 22{: {ORFH AR glepsied erroigenefyinpuisAt2snay diclede sel efcivetches@22 and set of
buffers 224 in any order. 15 Set of upgsecure inputs 203 may process set of unsecyre input data
streams 214 usif tat?ia§t%”;5c?ﬁi8n%$ et Bpéwi?fhi%g]fgﬁd%éeﬁof lﬂﬂ'&rg IF222(%i %[hy order and
send the unsecurepdataglacketsdnset ohuaganures gfputaiats egeapseXig. to firstmetgorking device
206. Further, 20 nurppe[ fsec#{% inputs 205 ma8¥ proces nurrEber qz.secur |\r/1|out distaﬁtreams 216

using at least a%gﬂlonoo sét of switthes EQ?tarn set of Buffers 224 in'al §r Er §Rd Send the secure
data packets in andib@r of secun@ inptitvetatkistrgades/2 b t?SSc aheleetdiongngidevice 208. 25[0053]In

some cases, the g—gf“ #e‘?{tsﬁt‘ PBﬁW“CH‘?SBf/ﬁi?QnL!S%ﬂE? S?HGng"foi.%%ﬁ%i%nft’%ﬁﬁtaéo pfgond

networking device 208 may be controlled ing contro 0 may
determine whert ¢aatsofthesbiseburendatayaekdatia top dekseng tandmbec 80ef olatpats 204. [0054]In

this illustrative %?,Sfirg Retvorking ggx#cet%pq]wecpanris g6 §w§sﬁe5 230, set of routers
234 '

232, set of buffers , and/or other types of hardware and/or software equipment. Further, second
networking devic@298]may copriepiset 8flswitttder 3@ fsed ot piLiters2B3B, vRY of befferde240, and/or

gtefll‘?éetynggo‘)f hagiwage ang/erespiwvasg eagipmert Tyning randiedena k0 mavseRntey! fest networking

Nunber of outputs 204 nay be configured to integrate the
unsecure data packets received fromfirst networking
devi ce 206 and the secure data packets received from
second networ ki ng device 208 to form nunber of out put

15 data streans 220. |In particular, timng controller 210
may determne the tinmes at which each of the secure data
packets is inserted into an output data streamin nunber
of output data streams 220. Nunber of outputs 204 may
send nunber of output data streans to a nunber of next

20 nodes within node network 102 in Figure 1.
[ 0056] Wth reference nowto Figure 3, an illustration
of an egress node in the formof a block diagramis
depicted in accordance with an illustrative enbodi nent.
As depicted, egress node 116 includes nunber of inputs

25 302, nunber of outputs 304, first networking device 306,
second networ ki ng device 308, and timng controller 310.
[ 0057] In this illustrative exanple, nunber of inputs
302 may be configured to receive nunber of input data
streans 312 from a nunber of previous nodes in node

30 network 102 in Figure 1. Egress node 116 may be
configured to receive nunber of input data streans 312,
process the data packets in nunber of input data streans
312, and send out these data packets to nunber of

15



5 and/or second networking device 208 depending on the implementation. Timing controller 210 may
determine the times at which unsecure data packets and secure data packets are to be sent to number
of outputs 204. [0055]As depicted, number of outputs 204 may include 10set of switches 242 and set
of buffers 244 in any order. Number of outputs 204 may be configured to integrate the unsecure data
packets receiveddeam fisggtinetwddingdevic® @06 rand tharsecure datahpadketniestiviedrfiem second
networking device 208 to form number of out uf%tg data streams 220. In particular, timing controller
210 may deternﬂﬁe e thf’]?esdafl‘%i&]i & f Secure data packets is inserted into an output data
stream in numbg005@&)tput ddardteeanas 220t [Jumbeadhostputsad®4 81y sand nurobedef output data
streams to a number of next 20 nodes Withir} nogde netV\{ork 102 i f urec}.l[loo GAWith reference now
in 956 % 0% cﬂg) (

to Figure 3, an iﬁ&étré{lonu&sa%cé’ér%sg Lﬁto e'in form O & bhc garglm X picte8 fin accordance

with an illu&ratiee embmdonéeputAsdidmctet s egness 3dde 11Banbludes seimber aiingresi28 302,

number of outpuyts.304, fir tworki evice, 306, secon O[ki Vi »and timing
controller 310. [Légé‘ﬁﬁrg th%mﬁs\%% i%a%%%, &%%k?%?o??r?ﬁ}tvsl é%gigrrgfy géﬁ S(?ggllilgjfﬁu‘greé%3)greceive
number of inputfiaté treamstd 1 2fremcd nombev ob previdussiecdeseinaddeud0 detweork 102 in Figure

1. Bgress node LA i3 sonfigyeido BamYe Uty oy dalpptieqdla, process the data

packets in number of input reams 312, 'and send out these data packets to number of
destination devit@9386 in Figie deipithé €stm BERAB®bepbf biPut 8ad0strarys BN6! [@d68]Number of

output daigstregmys 36 B\RYiiRHEEe 322 and set of buffers 324 in any order.

Nunber of inputs 302 may process nunber of input data
streans 312 using set of switches 322 and set of buffers
324. Nunber of inputs 302 nay send the unsecure data
packets in nunber of input data streanms 312 to first
15 networking device 306. Further, nunber of inputs 302 nmay
send the secure data packets in nunber of input data
streans 312 to second networking device 308.
[ 0060] In some cases, set of switches 322 may be
controlled by timng controller 310. Timng controller
20 310 nmay use the tinmes at which each data packet is
recei ved at nunber of inputs 302 to determ ne whet her the
data packet is a secure data packet or an unsecure data
packet. For exanple, a data packet may be identified as
a secure data packet based on the specific tine the data
25 packet was received based on a predeterm ned schedul e.
[ 0061] In this illustrative exanple, first networking
device 306 may conprise set of switches 326, set of
routers 328, set of buffers 330, and/or other types of
har dwar e equi pnent and/or software. Further, second
30 networking device 308 nay conprise set of swtches 332,
set of routers 334, set of buffers 336, and/or other
types of hardware equi pnent and/or software. Timng
controller 310 may control first networking device 306

and/ or second networking device 308 depending on the
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set of unsecure output data streams 318 and number of 5 secure output data streams 320. Each of set

of unsecure output data streams 318 may be comprised of unsecure data packets, while each of

number of secure output data streams 320 may be comprised of secure data packets. [0059]As

depicted, number of inputs 302 may include 10set of switches 322 and set of buffers 324 in any order.

Number of inpuisrgf)Z2meantprocess numbei einpuhdatal Steandsl 81 2nugingesas ofiswgches 322 and

set of buffers 324. Number of inpg;lts 302 ma\égead the unm&awe d%&packets in)aumber of input data
-F

streams 312 to ﬁt‘sﬁ% rf'éttWWi d&VicESH ﬁﬁ@r, PR3 of tS 869 fa Qéﬁd the secure
data packets in paoter ©f éprit datdbstreans 3@ tnwebend oktvweorkpng de\dCet 308. [0060]In some

cases, set of swi ﬁ 22 may be contrplled by timin ntroller.310. Timing controller 20 310 may
use the times aﬁlvt@ E:%Igeach (Tg(fg%%f:kgtﬂs ?éjf |\L/Jg1§ a%ggmggyo* fﬁ%u%‘s‘%]ozg Fg dé)tfgrmine whether the
data packebis aseveice dateopdqket ©r ah Linsedureuddtarpackes ¢oueeanypig i datdddcket may be

identified as a segure data.packet b se(kon the specific time the data 25 packet was received based
ona predetermiﬁ@gss%haggaléyr%éﬁx t Fs'illus?rrati?/)é%%lmgple,%fﬂft{ %étwor mé r(‘]lse\e/ﬁ:lé?ﬁ6 may
comprise set of sulitphés 826 asetamftrputerd B28, dersf hatfelxed30,dasi/gnathedtypes s mardware

equipment andlgmofgv&r&r guﬁtch}fﬁ sggg[zgts netwoglgr&% PSVi(%?tfgﬁth% Cgﬂlp&i&? of switches

332, set of routers 334, set of buiters 336, and/or other types of hardware equipment and/or software.
Timing controllel 1320 hag cbegdl fitsshenatiadg deviResbaoaid/sesecehdliaétdvopidan elevice 308

depending@n the, sone cases, a secure output nay be designated to only
send out secure data packets. However, in other
exanpl es, a secure output may be designated to send out a
conbi nation of both secure data packets and unsecure data
packet s.

15 [0063] As depicted, nunber of outputs 304 may include
set of switches 338 and set of buffers 340 in any order.
Set of unsecure outputs 311 may be configured to send the
unsecure data packets to set of unsecure destination
devices 110 in Figure 1 in the formof set of unsecure

20 output data streans 318. Further, nunber of secure
out puts 313 may be configured to send the secure data
packets to nunber of secure destination devices 111 in
Figure 1 in the formof nunber of secure output data
streans 320.

25 [0064] In this manner, egress node 116 nay separate
secure data packets from unsecure data packets and may
ensure that only secure data packets are sent to nunber
of secure destination devices 111 in Figure 1. Egress
node 116 may ensure that unsecure data packets do not

30 reach nunber of secure destination devices 111 in Figure
1.

[ 0065] The illustrations of network 100 in Figure 1
i ngress node 112 in Figure 2, and egress node 116 in

Figure 3 are not neant to inply physical or architectural
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Implementation. Timing controller 310 may determine the times at which unsecure data packets and
secure data packets are to be sent to number of outputs 304. [0062]Number of outputs 304 may
Include set of 5 unsecure outputs 311 and number of secure outputs 313. These outputs may be, for
example, ports. An unsecure output Is an output that has not been designated to send out secure data

packets. A secur¢ gutpitil®ap augputribainkameeen designateddn senduaittisecukeedata packets. 10 In

some cases, a secure, output may be designated to only send out secure data packets. However, In

other examples,eégggglﬁ (mtpﬂ?%gﬁa%%e' i&ﬁ%@&? sen l&?ﬁ COMHRATH 6f bdth secure data

packets and ungetuire idata packats.i 1b[p0&3]Asalepidied omgnber dlusutpatsesD4renayldaclude set of

switches 338 and set of bgffers 340 In an\ﬁ order. Sztéof uniecure Ioutpuﬁ 311 m b?ilconki ured to
(e

send the unseciredata p 2REs18TRP BF Fu&aél% St i&ices 116 T F} IRA form of
set of unsebure @0eoyipesdatbedreians Bl8idturtter, sombef ohsdduwe autmasBdBenay be configured

to send the secute data packets t mber qf secyre destination devices 111 In Figure 1 In the form of
number of seculrée%gut%rut ﬁg{a%st%)fa%i%i&%é[gﬁgi]ln isrlr%]gancn%rﬁbégnr%gls n%'d\éll% gr‘nagrseparate
secure data packetdfroecureseduct dareshdketoand hisgr emgurbltivatkenlybecure data packets are

sent to numberp ¢ rﬂe&&ng%orhﬂe\{ip?%gﬂ B F@r@ﬁbg&rmgode 116 may ensure that

unsecure data packets do not 30 reach number of secure destination devices 111 In Figure 1.
[0065]The illustl=®iBA8 of netwWrknooetherigmm@el,now to Figure 4, an illustration

10 of a node network is depicted in accordance with an
illustrative enbodinment. 1In Figure 4, node network 400
may be an exanple of one inplenentation for node network
102 in Figure 1. As depicted, node network 400 incl udes
nodes 402, 404, 406, 408, 410, 412, 414, 416, 418, 420,

15 and 424. These nodes may be configured to conmunicate
usi ng comuni cations |inks 426. Comuni cations |inks 426
may i nclude, for exanple, any nunber of wreless
comuni cations |inks, wred communications |inks, optical
communi cations |inks, and/or other types of

20 conmmuni cations |inks.

[ 0067] In this illustrative exanple, node pathway 428
may be a pat hway through node network 400 that has been

presel ected for use in sending data through node network
400. Node pat hway 428 i ncl udes node 402, node 408, node

25 410, node 416, and node 418 in this exanple. Node 402
may be the ingress node in node pathway 428, while node
418 may be the egress node in node pathway 428.

[ 0068] Data may be sent al ong node pat hway 428 based
on a predeterm ned schedule. For exanple, wthout

30 limtation, the different nodes in node network 400 may
all be configured to receive timng signals from clock
430. dock 430 may be, for exanple, without limtation,
a satellite clock, a global positioning systemsatellite

cl ock, or sone other type of clock either commmon,

18



Ingress node 112 In Figure 2, and egress node 116 In Figure 3 are not meant to Imply physical or
architectural limitations to the manner In which an illustrative embodiment may be Implemented. Other
components In addition to or In place of the ones lllustrated may be used. Some components may be
optional. Also, the blocks 5 are presented to lllustrate some functional components. One or more of

these blocks mayol@cembingd, siideditas compioed and sivided insasifferenbblocks when

Implemented In an illustrative embodiment. [0066]With reference now to Figure 4, an illustration 10 of
a node networkt@'a picted In accordance with an illustrative embodiment. In Figure 4, node network
400 may be an gga@@ple of orEalnhplaseatationfgr node neawdnkah0 248 igase beAs depicted, node
network 400 Includes nodes 4(%39 404 4?5 408, 410, 412, 414, 416, 418, 4%) 15 and|424 These
nodes may be Cohfl br%'ﬂirtg%o mHﬁl%a Gsi br@ongnﬁﬁiggﬁ%ﬁs Irin"dk%ejf%e. c‘)frﬂ%rﬂ]n?ca%hs links 426
may IncludB, for@&darmpledahy noimber ofi vifefessi danemunitagoras links, ehiretecammmutédagions links,
optical communrcat[(oer}sslirzlaléseand/o[)gthrer ('%tlnes %f 2&10 orgmnl{ni%ations Iinkﬁ. [{Qﬁgg]ln this illustrative
t a

example, node Bgt%way 4 mag/%e apa Wayv?\rougr}] node hetwork 400 t as been preselected

for use In sendifgidhtiethro@git hode detvabran 0N ditelepsdthway 4238nolded@ode 402, node 408,
node 25 410, n node IS ex o] 0 e lngress.node In node
pathway 428, w%ﬁt%éﬁ 4%{% r?w?a)y ﬁéﬁtég Lhé%rgssgrl%? eln n(é{)%ﬁé pétﬂﬁ?/%%zig. ?(I)qo % a may be sent

along node pativedy\828 baselesn a reidettaiime®sceduidtor éxantgie] Whhout 30 limitation, the
different npgles E}@@% petvHK dl@pa{pgy 2 pe %ljigugfgiat'o rgﬁgivgstgniﬁgfiqﬁa@ frrRKclock 430.
e, fore

Clock 430 may | xample, without Iimitafion, a satellite clock, a global positioning system satellite
clock, or some dtAkPtypetsTwdcivditier éohfthoh Ntbdplel ot seRratt andIbe Bitl&GA-band or

out-ofband.  node al ong node pathway 428 is schedul ed to receive
secure data packets and send out secure data packets.
[ 0070] Wth reference nowto Figure 5 an illustration
15 of data packets bei ng exchanged across a node network is
depicted in accordance with an illustrative enbodi nent.
In this illustrative exanple, data packets 502 are being
exchanged across node network 400 from Figure 4. Secure
dat a packets may be authorized to be transmtted across
20 node network 400 al ong node pat hway 428.
[ 0071] As the ingress node, node 402 nay receive
unsecure input data stream 504, unsecure input data
stream 506, and secure input data stream 508. These
i nput data streans may be configured to be sent through
25 node network 400 al ong node pat hway 428. Unsecure input
data stream 504 and unsecure input data stream 506 may be
recei ved from unsecure source devices. However, secure
i nput data stream 508 may be received froma secure
source device. The secure data packets in secure input
30 data stream 508 nay be configured to be sent through node
network 400 al ong node pat hway 428 at schedul ed tinme
sl ots 510.
[ 0072] As the egress node, node 418 may send out

unsecure out put data stream 512, unsecure output data
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[0069]Each node along node pathway 428 may be configured to use the timing signals received from
clock 5 430 to determine the specific times at which secure data packets are to be received and sent
from each node. Further, each node along node pathway 428 may be configured to take into account
the propagation delay between nodes. For example, without limitation, 10 propagation delays 432,
434, 436, and 488 meaybe 1akeraintd secaund Whanpdetetining thegimes aswhidbneaatunede along
node pathway 428 is scheduled to receiv cure data packets and send out secure data packets.
(00701With referioB Houlf Aigtld BaGh AL aten 521 Gt p AL bR ExchanGal across a
node network issdepictay ibacsentante withsat liustratbst €mavdomerdein désillustrative example,
data packets 502 are being exchanged crogg age neﬁwork 4%%{ om Fig%re 4. S?cu[re data packets

may be authoriZed to be transiiitted atross' 20 HdH8 netwsiK 2 aloﬁ%ynod% psa%ﬂway%Z%. [0071]As

the ingressthhods goadee402 stayn@iceive weseicare inpBedataestmarnp 504dahsecire @gput sibfa stream

506, and secure_input data stream 508. Thesg jnpu § treams may_be configured to be sent
through 25 nodé ne V\r/olrl'i%%ofjﬂgng %g%epa av{vei{/ é g%?]ése({uerg?ﬁpuef%e&ﬁ sﬁ%grlrj]gfm and unsecure
input data strearnpot Ntk Pe rdoedad POB Wisesanesdilze deMuds. Hbielver, secure input data

stream 508 maégﬁ{gégiﬁ%#frpw %ﬁg@lrg §qtjrlé$e gﬁ}:igag% PSCL{%&%@ &@195‘?';5 igﬁgcure input 30

data stream 508 may igured to be sent throug e networ along node pathway 428 at
scheduled time BRits BN €[007L]Athe diresehodé aasde SE8 Uiy sRE durairisedure output data

stream 51¢p UNgRELre gutput data

[ 0073] Wth reference nowto Figure 6, an illustration
of data packets bei ng exchanged across a node network is
depicted in accordance with an illustrative enbodi nent.
In this illustrative exanple, data packets 502 being

15 exchanged across node network 400 from Figures 4-5 may
i ncl ude unsecure authorized data packets 600, unsecure
unaut hori zed data packets 602, and secure data packets
604.
[ 0074] Unsecure aut horized data packets 600 may

20 include data packets that nmay have been authorized for
transm ssi on through node network 400 but that have not
been aut horized to be sent to any secure destination
devi ces. Unsecure unauthorized data packets 602 may
i ncl ude data packets that may not have been authorized

25 for transm ssion through node network 400 and that have
not been authorized to be sent to any secure destination
devi ces. Unsecure unauthorized data packets 602 nay pose
i nformation security issues and/or undesired
i nconsi stency issues. Secure data packets 604 may

30 include data packets that nmay have been authorized for
transm ssi on through node network 400 and that have been
aut horized to be sent to one or nore secure destination

devi ces.
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stream 514, and secure output data stream 516. Unsecure output data stream 512 and unsecure
output data stream 514 may be sent to unsecure destination devices. However, secure output data
stream 516 may be sent to a 5 secure destination device. Secure output data stream 516 comprises
the secure data packets received in secure input data stream 508 at node 402. Node 418 is configured

to ensure that oplyosesiure dateneagliedeiand el HeseeAsHtAR packetabeaciheecuredestiaation
10devices. [0073}[With reference n?w éo Figure 6, an illustration of data gﬁlg‘kets b%% exchanged
n el h

across a node e QB%%%'p?&ec? @éoq‘dgr"i‘(? itk A 0S4 et ENustrative
example, data packeatsbQhbeingilSyexahanged datespradeenstnark 480rton Figuresded may
include unsecur& a%thori%ed da':[]aé)ackets 60Q, unsecure tllnauthorized data packe'%il 02, and secure

data packets 60 © dﬂl?uhggc Ytotzed ooa{ta%)é%pg seaoosr%%%% iﬂglhﬂgtda dckets that may
have been authetizedhfor dedisaesdion titrongh mode nEt&orkegOMbut that hade nahlgeen authorized to

be sent to any secure destination device .GHn cure unauthorized data packets 602 may include data
packets that malf/ﬁngoet\%%/g ba:lé{r)lﬂa?ljrthgr?ﬁé ?‘f %orlﬁfge%s%igsigﬁ tﬁ‘r%gHﬁso%%urqeefwork 400 and that
have not been aulaorizear foAssiselattite apgcdeeuse destination devices. Unsecure unauthorized data

packets 602 m REPE] informgiion segeity dssues ud/ppupsdesited inconsistenpy, i i gRcure data
packets 604 may 30 includenyé'lﬁta packets that may?ave%een@uthor?z’e ?({)I’ transﬁsi&;g)rl]%rough
node network 400 addnpaEhdvensééroauthgriasd & be RGhEeRSoM® BE mdse depiiet @sktination

devices. [QP7SITbeqradaeaminedsrdile eRipPisherosfsodi ment . As depi ct ed,

node 402 from Figures 4-6 may function as ingress node
700. Ingress node 700 may be an exanpl e of one
i npl enentation for ingress node 112 in Figure 2.
[ 0077] | ngress node 700 may i nclude nunber of inputs
15 702, nunber of outputs 704, first networking device 706,
second networ ki ng device 708, and timng controller 710.
Nunber of inputs 702 includes switch array 712, buffer
array 714, and switch array 716. Nunber of outputs 704
i ncludes switch array 718, buffer array 720, and switch
20 array 722.
[ 0078] In this illustrative exanple, an unsecure input
in nunber of inputs 702 receives unsecure input data
stream 724. In particular, this unsecure input processes
unsecure input data stream 724 using switch 726 in swtch
25 array 712, buffer 728 in buffer array 714, and switch 730
in swtch array 716. Further, another unsecure input in
nunber of inputs 702 receives unsecure input data stream
732. This other unsecure input processes unsecure input
data stream 732 using switch 734 in switch array 712,
30 buffer 736 in buffer array 714, and switch 738 in switch
array 716.
[ 0079] These two unsecure inputs send the unsecure
dat a packets in unsecure input data stream 724 and in

unsecure input data stream 732 to first networking device
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transmission of data packets along node pathway 428 may ensure that only secure data packets are
sent to secure destination devices. For example, secure output data 5 stream 516 sent out by node
418 may not include any unsecure authorized data packets or any unsecure unauthorized data
packets. [0076]With reference now to Figure 7, an illustration of a node functioning as an ingress node

is depicted in 10ygecordance with an illustrative erpbestiargiiteAs depictrey, cweler402 spmigures 4-6
may function as%g%ress node 700. Irllgre s node 700 ma b.?fjﬂ examr%le of one implementation for
ingress node 117+ %:i{j‘&rte f.%b?ﬂlndr €s hbIES 0B m& it c}ehﬁﬁ bHPBPﬁ:\B[I i@%é,snumber
of outputs 704, kshdetwaraitgrdeviee d0pasgoeond nedwodiking dewted OB agd tisving eontroller 710.
Number of inputs-702 includes switch array 712, buffer array 714, and switch array 716. Number of
outputs 704 inclug § switch array 718, buffer array 720, and switch 20array 722. [0078]In this
illustrative éxand&84] unsedtue it in ausdweuoéinpopsi 702 neceivdreunsdcure pus daéPstream

724. | ticul j ' t. ' I dat ' itch 726 i
awitch 25 atray TR ChURG: T e ey G oot S 00 in Sich S i Ber
another unsecufy Ppes Bﬁtsumbeuofeiniomsulozdaio@i\&tsrmmm@inpat dgtqswa;m 7322This other
unsecure input PW%&?‘?%H”%‘?%@J&?%% ,ggtgi‘.:ﬁ'i"%?mfﬁ@ Pﬂ”%lﬂ"gtép 3 g?""?"fﬁ argyy/12, 30

buffer 736 in buffer array 714, and swi n switch array 716. [0079]Thes€ two _u'nsecure inputs
send the unsecgi d&th pégReisin sMiskElrednpaydatiGtreahn 72hiapdiih lunsée@el iMput data stream

732 .to firs_[@etvyg;lgﬂ%dg'\/icgwm@.hl nﬂa@' illysteative eﬁlmplg,nq{nm ch“roﬂgg?%ggosé not control
the times at which these unsecure inputs

controlled by timng controller 710.

[ 0081] Timng controller 710 may determ ne the tines

at which secure data packets in secure input data stream

740 are sent fromthe secure input to second networking

15 device 708. Further, timng controller 710 determ nes
when second networking device 708 is to send a secure
data packet to each of switch 748, switch 750, and switch
752 in switch array 718 in nunber of outputs 704. These
switches al so nay be controlled by timng controller 710.

20 [0082] An out put in nunber of outputs 704 uses swtch
748, buffer 754 in buffer array 720, and switch 756 in
switch array 722 to formoutput data stream 758. In
particular, a portion of the unsecure data packets
processed by first networking device 706 may be sent into

25 buffer 754. Timng controller 710 may control swtch
748, switch 756, first networking device 706, and second
net wor ki ng device 708 to determ ne when unsecure data
packets and when secure data packets are put into output
data stream 758.

30 [0083] Simlarly, another output in nunber of outputs
704 uses switch 750, buffer 760 in buffer array 720, and
swtch 762 in swtch array 722 to formoutput data stream
764. In particular, a portion of the unsecure data

packets processed by first networking device 706 nay be
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send unsecure data packets to first networking device 706. 5[0080]Further, a secure input in number
of inputs 702 receives secure input data stream 740. This secure input processes secure input data
stream 740 using switch 742 in switch array 712, buffer 744 in buffer array 714, and switch 746 in
switch array 716. In this illustrative 10 example, switch 742, buffer 744, and switch 746 may be
controlled by tingisgcontioberbiG. ¢00FHDimingioenigllenntQ olayetetgmoingeke diorasrailwhich
secure data packets in sef e input dafﬁ %t@am 740 are sent from the secure in% éo second
networking 15 a%‘(nctec’}b& rth Wt}rﬁi gc 'troilélr $1o Bs{e\?ﬁﬁ J\IhEF &SN twétkl g device
708 is to send assaronel date packdt g edely iof ewitCI3 748, switer Whdearwhawitemgsz in switch array
718 in number %{ﬁ utputs 704. These, switches also maﬁ be controgeF(; by timinﬁ controller 710.

20[0082]An out iA n%?r%eeftoﬁ o?l%t%%ﬂ uEe& Ewitc a7t438, PR#EF754 M Bu éjrlaljr 920, and

switch 756 3n swaitdhparrayd@22 te forenoutp6édata stream 758. In particular, a portion of the unsecure

data packets pr i by first. pet ing device 706 may. ti fer_ 754, Timing
controller 710 nfay coE rol SW%E 7%@06Eﬁ§cr:h élg‘%p |Sst rqlftlwor in%qde%ﬁﬁgéﬂ,ha?n% S@%%nd networking
device 708 to deteesirgnvhem unsacurbufdie packétsiamdonihée seaureayatd Packetsdcre put into

output data stre%m 1% 3%%0&}:%]8%@% geﬁtﬁmﬁig npg}tmr %PHERM%{ %fé Uses é%ch 750,

buffer 760 in bufter array and switch 7 _ ray 722 to form output data stream 764. In
particular, a porfidf of tHeumsddur€ dael packed® ptdc@sedl by estuarotkigy datide 706 may be

10 packets processed by first networking device 706 nay be
sent into buffer 766. Timng controller 710 may contr ol
switch 752, switch 768, first networking device 706, and
second networ ki ng device 708 to determ ne when unsecure
dat a packets and when secure data packets are put into

15 output data stream 770.

[ 0085] Wth reference nowto Figure 8, an illustration
of a node functioning as an egress node is depicted in
accordance with an illustrative enbodi nent. As depi cted,
node 418 from Figures 4-6 may function as egress node

20 800. Egress node 800 may be an exanple of one
i npl enentation for egress node 116 in Figure 3. Egress
node 800 may i nclude nunber of inputs 802, nunber of
out puts 804, first networking device 806, second
net wor ki ng device 808, and timng controller 810.

25 [0086] In this illustrative exanple, nunber of inputs
802 includes switch array 812, buffer array 814, and
switch array 816. Nunber of outputs 804 includes switch
array 818, buffer array 820, and switch array 822.

[ 0087] As depicted, an input in nunber of inputs 802

30 is configured to receive input data stream 824. This
I nput processes input data stream 824 using switch 826 in
switch array 812, buffer 828 in buffer array 814, and
switch 830 in switch array 816. Timng controller 810

may control switch 826 and switch 830. |In particular,
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sent Into buffer 760. Timing controller 710 may control switch 750, switch 762, first networking device
706, and second networking device 708 to determine when unsecure data packets and when secure
data packets are put Into 5 output data stream 764. [0084]Yet another output In number of outputs 704
uses switch 752, buffer 766 In buffer array 720, and switch 768 In switch array 722 to form output data

stream 770. In particulgr, copertion |oé thesunsenwye latai 3@ packetdgrecessee mhiirshnemyarking
device 706 may be sent Into buffer 766. Timin controllg 710 may control switch 752, switch 768, first

networking deviB& %E and gebgﬁd’he%rﬂin d&AB & b&terinftid ﬁhgﬁbﬁsgéﬁ e&aﬁa packets
and when securgndhtapackeisara puadikotld autputidatacireand 7 8. [PASREAVEH befeeehaennow to

Figure 8, an illustratign of a node functionjng as an egress node Is depicted In.accardance with an
lustrative embidTnert TS aabictdl Hadb I raA FlolAG Kb tnd) RorlioR L St ts hide 20 800.
Egress node 800rmpay be an example of one Implementation for egress node 116 In Figure 3. Egress
node 800 may | number, of Inputs 802, number of outputs 804, first networking deyice 806,
second network?r%ageg\lice 80 h &nd ﬂ%‘i‘r%g ggrﬁltgoslletr Oyaé)%%)%%ﬁn({I%i?llﬁ?élﬁsggexg%ple, number
of Inputs 802 Intliudes snétthariayrgl 2] évifee afag .814Fand switeh\wwirayi 81g6. dmioer Ffutputs

804 Includes S\/\gt%%(gg?r)gyp%l% f@ﬂ Péraéfaﬁzg’ ng Q&i@htaéraé/@@%gg%}] sgﬁ%@)ci}?d,i an Input In

number of Inputs S configured to receive Input data stream . This rocesses Input
data stream 824 Usiagsvafch®@feomt Swittblarray B12 hbifdrld28sihrmatfiey ereyam, endtsidtch 830 In

switch arry 816 UEUNG ORI B10pR% SOBYOk YWt R82R And SWiLh 839 lbpartigulang
swtch 832 in switch array 818, buffer 834 in buffer
array 820, and switch 836 in switch array 822. The
unsecure out put forms unsecure output data stream 838
usi ng these unsecure data packets. In this illustrative

15 exanple, unsecure output data stream 838 does not include
any secure data packets. Unsecure output data stream 838
may be sent out to an unsecure destination device.

[ 0089] Further, the input sends the secure data
packets to second networking device 808. Second

20 networking device 808 sends the secure data packets to a
secure output in nunber of outputs 804. The secure
out put processes these secure data packets using switch
840 in switch array 818, buffer 842 in buffer array 820,
and switch 844 in switch array 822. The secure output

25 fornms secure output data stream 846 using the secure data
packets. In this illustrative exanple, secure out put
data stream 846 does not include any unsecure data
packets. The secure output may send secure output data
stream 846 to a secure destination device.

30 [0090] Wth reference nowto Figure 9, an illustration
of output data streams being sent to destination devices
is depicted in accordance with an illustrative
enbodinment. In this illustrative exanple, unsecure
out put data stream 838 from Figure 8 may be sent to
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timing controller 810 may be used to determine winch data packets In Input data stream 824 are
secure data packets and winch data packets are unsecure data packets based on the times at winch
these data packets are received at the 5Input. [0088]The Input sends the unsecure data packets to
first networking device 806. first networking device 806 sends the unsecure data packets to an
unsecure outputitisewnber diesutputst 3@ lalévis deisoatye ekaimgles ol unsepure olpat
processes the unsecure \%a packets using switch 832 In swiich array 818, byffer 834 guffer array
520, it suitch IR Ty BS P chodhE Wh 39S hbAlLr DUk R stream 38
using these unsp00@1jlata pasketse i dtigdiusratex U exdaglé, natseonradevtpoed@@stream 838
does not Includ? a{gésse{:Hree (fata ac, etshSUnCseFLére o%pu%d%tgrst@@p S%ima% b% sep%out to an
unsecure destinafion device. (Rﬂgl]lgurtﬁjer, eulnpu¥\§en(§s {he<ectire dath pac ets fo'Sécond
networkingevide 808n8ecomnd @é\vietworyy takies 80Besehds thetes@ewtata \walskets to a secure
output In number gf outp 04. T re u S ese se d ckets using switch
840 In switch a%r§3 gfg gﬁé’r 84'3;1%%%%;? a?‘r%tg SEZ%Rgﬁg s%v%?%hléicj Itrias%tcﬁl rray 822. The secure
output 25 formshagichies 0GBt daraostesmn8481isingititk skeduae slatalphckets AbZhis illustrative
example, securE gyt data ?lﬁ?%ﬁn g6 dogs %@énp@dgcﬁﬁyi lglﬁ,egarq atapagkets. (The secure
output may send secure output data stream 846 to a secure destination device. 30[0090]With
reference now toFRGHEr® hdtldstRaiiredfoutputldas SteanBubding sdat & Gddtieativs Bvices Is

depicted {YRCOOHANGE Yty 31 UNSURHEETPRCRN. IntiHIustrafia R eraple uhsgcure output

data stream 838 from Figure 8 may be sent to unsecure destination device 900, while secure output

data stream 848y bdseRadsecOr Bedtind@iba del/ic@ag0B360IHMs depidis, unsecure

destination devigad00ur e aut hori zed data packets and/or unsecure

unaut hori zed data packets. These unsecure data packets
i n unsecure output stream 838 may have undesired

15 inconsistencies which may cause for exanple, wthout
limtation, buffer overflow, denial of service events,
server crashes, and/or other undesired events. Because
t hese unsecure data packets in unsecure output stream 838
are sent to unsecure destination device 900, the

20 undesired inconsistencies and/or other undesired events
wi |l occur in unsecure destination device 900.
Consequently, the data stored in data structure 912 may
be consi dered conprom sed data 914.
[ 0093] Secure web server 906 may include input buffer

25 916, processor 918, and data structure 920. |Input buffer
916 is configured to receive the secure data packets in
secure output data stream 846 and store these secure data
packets in data structure 920. Because secure out put
data stream 846 does not include any unsecure data

30 packets, the data stored in data structure 920 may be
consi dered non-conprom sed data 922. Because secure
out put data stream 846 only includes secure data packets,
undesi red inconsi stencies such as, for exanple, wthout

limtation, buffer overflow denial of service events,
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takes the form of unsecure web server 904, while secure 5 destination device 902 takes the form of
secure web server 906. Unsecure web server 904 includes input buffer 908, processor 910, and data
structure 912. [0092]Input buffer 908 is configured to receive the unsecure data packets in unsecure
output data stream 838 10 and store these unsecure data packets in data structure 912. Unsecure

output data stregar §33 may-spkide unsecuie awtherizecthdats packetsyand/or pageeige unauthorized
data packets. These unsecure data packets in wsecure o.uéputnge%%am 838 may have undesired 15
ffort

inconsistencies WHicH n{a@/ U 6r )?a%bfé? itﬂBufjﬁWt ffer overflow, denial of service
events, server qragies], and/orteghen undsisiratieyestoBeacadse tlerssourksetdie data packets in

unsecure outpu}zlstrearlrg 83?_ e slerpt }Oe dnsecure dyagn?t}]o : e\ﬁi(r:ee 990, t(g]erZGOS un%%s'red
inconsistencies andlor other tndesirad Bventewill oceur i unsebure destination device 800.

Consequerily, tB6@atan sEirgd:iredSta stnxt_tmre%myctmctdnsﬂéred coeypromigfiDdatadd14.
[0093]Secure wep sgryer HO6 Max el input Buien2591: piocessor 91 And dpiasgyucture 920

Input buffer 916°1S configured to receive the secure dafa packets in Secure output data stream 846 and
store these sectire datplpackéigsn calta struatuc D@ cBecalsel sevur@butpus data stheam 846 does

not include any ggﬁ %qre-kc}ftg\ﬁpcq?cgﬁtsi, FW%g?ﬁagﬁtP(%i igrﬂ%%éifggﬁttur%g O,may be considered

non-compromised data 9 cause secure output data stream 846 only includes secure data
packets, undesitétPineoRsiRthciesEUer ag; domenanple, withaddiritgtior, @uter bverflb@c eenial of

service evagits, Servencrasties. ang/gs pihar dindeaiedgvertsdnay 8gheaceHsi SRewEdespation
device 902. [0094]The illustrations of node network 400 in Figures 4-6, ingress node 700 in Figure 7,

egress node 5 809 iAtii@ead -and unsecure destination device 900 and secure destination device
902 in Figure 9 pppBgmeantrhe dj fferent conponents shown in Figures 4-9

may be illustrative exanples of how conponents shown in
bl ock formin Figures 1-3 may be inplemented as physi cal
15 structures. Additionally, the conponents shown in
Figures 4-9 may be conbined with conponents in Figure 1
used with conponents in Figure 1, or a conbination of the
t wo.
[ 0096] Wth reference nowto Figure 10, an
20 illustration of a process for transmtting secure data
packets through a node network in the formof a flowchart
is depicted in accordance with an illustrative
enbodi nent. The process illustrated in Figure 10 may be
i npl emented by, for exanple, without |imtation, ingress
25 node 112 in Figure 2.
[ 0097] The process nmay begin by receiving unsecure
data packets at a set of unsecure inputs and secure data
packets at a number of secure inputs in a node in the
node network (operation 1000). The secure data packets
30 may be authorized to be sent to a nunmber of secure
destination devices. However, the unsecure data packets
may not be authorized to be sent to the nunber of secure

desti nati on devi ces.
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to imply physical or architectural limitations to the manner in which an illustrative embodiment may be
implemented. Other components in addition to or in place 10 of the ones illustrated may be used.
Some components may be optional. [0095]The different components shown in Figures 4-9 may be
illustrative examples of how components shown in block form in Figures 1-3 may be implemented as

physical 15 struppoeg]Additianallyetite eampements sbaws idatigurpack@ nayabel combined with
components in Fi%ﬂe 1, used with con&)nents in Figure 1, or a combihaton of the two. [0096]With
reference now t§ &fﬂérfo, ‘?uthim?sﬁ foh IRy xg eécrﬁ&grr?éfﬁlggéiﬁin Yk BHESAckets

through a node ottwarkpoitheltaren fta awsh@dde depicted jracterdantengith aohilbduiagive

embodiment. The process ilusicaled.in Figure 10 may be impdemented by, for example, without
limdtdbion, ingr sOsB 55 %Es)blg rllgﬁﬁ %gureglg?‘fo&ﬂ? %{5 p?g?:eosustrggré b%ealt)r/wabf Ferceezflvrﬁ?g TRdecure data
packets at & settdfamskeeusseinputscarad sectyerdadd paekets mbd deriminert dfesecaceinputs in a node in

the node neworic(aperalion PR The SEyigIipRackets 4 Ay Auhpestig bgsent to a

number of secure destinati s. However, the unsecure data pac may not be authorized to
be sent to the nLEMBEP bf seciétdestinbtisre dedceoW 0098 T lereaftdrd théBecure data packets and

the unsecure daif PAEKPURTIRY bAIMISORAEALQ TR b i) ol iveargtpsed on a

predetermined schedule (operation e number of output data streams may
packets to a nunber of secure destination devices in the

10 formof a flowhart is depicted in accordance with an
illustrative enbodinent. The process illustrated in
Figure 11 may be inplenented by, for exanple, wthout
l[imtation, egress node 116 in Figure 3.

[ 00100] The process may begin by receiving a nunber of

15 input data streans at a node in a node network (operation
1100). Thereafter, secure data packets may be separated
fromunsecure data packets received in the nunber of
i nput data streans based on a predeterm ned schedul e
(operation 1102). The secure data packets may be

20 authorized to be sent to a nunber of secure destination
devi ces. However, the unsecure data packets nmay not be
aut hori zed to be sent to the nunber of secure destination
devi ces.

[ 00101] The secure data packets may then be sent to the

25 nunber of secure destination devices as a nunber of
secure out put data streanms froma nunber of secure
outputs (1104), with the process termnating thereafter.
Further, in operation 1104, the set of unsecure data
packets may be sent to a set of unsecure destination

30 devices as a set of unsecure output data streans.

[ 00102] The flowharts and bl ock diagranms in the
di fferent depicted enbodinents illustrate the
architecture, functionality, and operation of sone

possi bl e i npl enent ati ons of apparatus and nethods in an
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5 then be sent to a number of next nodes in the node network (1004), with the process terminating
thereafter. [0099]Vitb reference now to Figure 11, an illustration of a process for transmitting secure
data packetu to a number of secure destHnatgon devicesthe 10form of a flowchart is depHeted Hn
accordance wHth an ilnistretive eiLognment The pcocese illuettated in Figure 11 may be implemented

by, for examplej witeutrliamitaiione apmsisrinste, 116 i kiguee 8§10 Tdegropess Rayrbegin by
receiving a numpber of 15 input data streams at a node in a node network (operation 1100). Thereafter,
secure data pac,Iklé?s a ?éﬁa?a%rd ﬁéﬂﬂﬁs taE AR Hﬁ%&efser%rcgﬁgﬁtin hdR H1|b r of input
data streams baseslegne predetefrometi sshedaledpperadiopok102)nTlod sepurepdatatpiackets may be
20 authorized to be sint to a pumber of speure destination devic?s. HOWEJ/E# he unsecure data

[

packets may not be Hutorizedto b&*SEM't§ thé Riimber SP5&cfte c}e@f’ln 3vicey. [ 8101]The
secure dat® padketd evewyribhenl bassent tythen2® admber of bacuheatestinatioradevices as a number of

secure output data streams from a number of secure outputs (1104), yith the pr, S terminating
thereafter. Furthce(?,n?r)lI onp%mrzt(l)ﬁn ﬁor}lt}ﬁe%re?%(ﬁ érr%é;c%?tg d%?g pgéalieq,;m’i?nrzaey be @é%t% to a set of
unsecure destinaftiph SOed\éckd ais Aaedvhursedune obgrud szt stregmsf [@016Ard fowcharts and

block diagrams {rh‘pg Qi[l{)?rqn&dﬁpg]teq ﬁWQ%Pg?%@S d’lquér&tg @qhﬂré:pitggtélre, functionality, and
operation of some possible implementations™of apparatus and methods in an illustrative embodiment.
In this regard, ebBh bicuktitties flowckhamns bgbloed disygraais mapremesent Aniciule, a segment, a

function, ag/or 3,QrliEN G &N PEAULT PHSIERaFPEEXAMBIEo ERE A ARRTEHRY the blocks may be 5

implemented as program code, in hardware, or a combination of the program code and hardware.
When implemert€@}9BhrdwdrB, fMearaliaps Ryl Y& &EphsieeRkatth® fermPbf imfegrated circuits

that are manufaciyrgd of £ENTIGHTERIB REREAT ONe¥ MAMEti on or functions not ed
in the blocks may occur out of the order noted in the
figures. For exanple, in sone cases, two bl ocks shown in

15 succession may be executed substantially concurrently, or
t he bl ocks may sonetines be perfornmed in the reverse
order, dependi ng upon the functionality involved. Al so,
ot her bl ocks nmay be added in addition to the illustrated
bl ocks in a flowchart or bl ock diagram

20 [00104] Turning nowto Figure 12, an illustration of a
data processing systemin the formof a block diagramis
depicted in accordance with an illustrative enbodi nment.
In this illustrative exanple, data processing system 1200
may be used to inplenent any one of nunber of source

25 devices 105, plurality of nodes 104, and/or nunber of
destination devices 106 in devices 101 in Figure 1
Further, data processing system 1200 may be used to
i npl enent any conponent within a node in plurality of
nodes 104.

30 [00105] In this illustrative exanple, data processing
system 1200 i ncl udes conmmuni cations framework 1202, which
provi des conmuni cati ons between processor unit 1204,
menory 1206, persistent storage 1208, conmunications unit
1210, input/output unit 1212, and display 1214.
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10 operations in the flowcharts or block diagrams. [00103]In some alternative implementations of an
illustrative embodiment, the function or functions noted in the blocks may occur out of the order noted
in the figures. For example, in some cases, two blocks shown in 15 succession may be executed
substantially concurrently, or the blocks may sometimes be performed in the reverse order, depending
upon the functiopaiityuinvelsed ofisof eternncks mapbenaylded in agdtitionrio ¢k dlsistiateasblocks in
a flowchart or block diagram. 20[00104]Turning now to Figure 12, an illustration of a data processing
system in the form S bibBk ARGFafs 'H%Izﬁ’iged in accordance with an illustrative embodiment. In this

illustrative exand&idm8Bh procassoessymtemi200128% bearssesktotimpéervent a1y one of number of
source 25 devices 105, géulrgl& off nodes t194 and/;(gbnlymber Iof desti atlopodewces 1061510%ewces

101 in Figure 1. FiHRer dad procé)sfsing syé’f%Fnel ma'ysoe R i'n?plemré?lpgw component

within a no8e intpugadityf @fr mode MY SO[@F 1 05plarthis ibnstrativBrex@egde dataigrodeing system
1200 includes communications framework 1202, which provides communications bhetyeen processor
unit 1204, memyY 1306, e SRARL Stalt 1268 “irmuRicibab LR 4210 PpubButput Chit 1212
and display 121gor@omtfumicdtippe fizimewokeSZ0P magideentblagented dea hastsystdmin some

examples. [0019%Ir%9ﬁ959p%&.204lsi‘?“§e&718 eecéaggge' processor unit 1204 may

take the formof a hardware unit, such as a circuit

10 system an application specific integrated circuit
(ASIC), a programmabl e | ogic device, or sone other
suitabl e type of hardware.
[ 00107] Menory 1206 and persistent storage 1208 are
exanpl es of storage devices 1216. Storage devices 1216

15 may be in conmunication with processor unit 1204 through
comuni cations framework 1202. A storage device, also
referred to as a conputer readabl e storage device, is any
pi ece of hardware capable of storing information such as,
for exanple, without Iimtation, data, programcode in

20 functional form and/or other suitable information either
on a tenporary basis and/or a permanent basis. Menory
1206 may be, for exanple, a random access nenory or any
ot her suitable volatile or non-volatile storage devi ce.
[ 00108] Persi stent storage 1208 nay take various forns

25 and conprise any nunber of conponents or devices,
depending on the particular inplementation. For exanple,
persistent storage 1208 nmay be a hard drive, a flash
menory, a rewitable optical disk, a rewitable magnetic
tape, or sonme conbi nation of the above. Depending on the

30 inplenentation, the nedia used by persistent storage 1208
may or nmay not be renovabl e.
[ 00109] Comruni cations unit 1210, in these exanpl es,
provi des for comuni cations with other data processing
systens or devices. Conmunications unit 1210 rmay provide
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instructions for software that is loaded into memory 1206 5 to perform a number of operations.
Processor unit 1204 may be a number of processors, a multi-processor core, or some other type of
processor, depending on the particular implementation. In some cases, processor unit 1204 may take
the form of a hardware unit, such as a circuit 10 system, an application specific integrated circuit
(ASIC), a prograyorabie ogi¢ degce heranghe pterssigable type oéhagtwayet [POIRYEYIealory 1206
and persistent storage.1208 are examples of stora%e evices 1216. Storage devices 1216 15 may be
in communicatiéH’ ithrr&l:ees%%r ﬁﬂWﬁéBME}duﬁﬂ C nHrﬂEﬁications framework 1202. A storage
device, also ref¢roed tDas a dompiteoieaoiablaustiotage2dvied | iswnyfpiece oplardaade capable of
storing information such as, for example, without limitation, da rogram gode in 20 functional form,
I bt ST 1%

and/or other sui?athI@ H1tfo &it rtc;h 8 [)o %\/ bgé.% a raner Bagks emory 1206
may be, folbexatmplela ranuoot assessgneysrgor 289 0therfuitableangétde or non-volatile storage
e e, P A7 A0 415 oy Jakguations ogs 25 A cepptise fy iaher of
components or devices, depending on the particuP/ar implementation. For example, persistent storage
1208 may be a haigldirive) raoflegih mekeypoaralyritableooisizal disl/ arewntableiagnetic tape, or
some combinatigp.qf b e ing,o impl ti media used by persistent
storage 1208 mgg Igr %Lﬁiygngty@e@er%eg\ﬂ&%. fgé%g%oﬁjngrfur%%ﬁgoﬁg ’tu ﬁtlz‘l:aL , Frtlthese examples,
provides for corfimufications WithrdtAyr dahdroesditls sy steRChradE\6d8s. TomhdDh@¥tions unit
1210 may;provide :communisatiogs thrgugh the use of either or both physical and wireless

communications links. [00110]Input/output unit 1212 allows for input and
[ 00111] Instructions for the operating system

applications, and/or progranms may be | ocated in storage
devices 1216. The processes of the different enbodi nents
may be performed by processor unit 1204 using conputer-

15 inplenmented instructions. These instructions are
referred to as program code, conputer usabl e program
code, or conputer readable program code and may be read
and executed by one or nobre processors in processor unit
1204.

20 [00112] In these exanpl es, program code 1218 is | ocated
in a functional formon conputer readable nedia 1220 t hat
is selectively renovable and nay be | oaded onto or
transferred to data processing system 1200 for execution
by processor unit 1204. Program code 1218 and conputer

25 readabl e nedia 1220 form conputer program product 1222 in
t hese exanpl es. Conputer readable nedia 1220 may t ake
the formof conmputer readabl e storage nedia 1224 or
conput er readabl e signal nedia 1226
[ 00113] Conmput er readabl e storage nedia 1224 is a

30 physical or tangi ble storage device used to store program
code 1218 rather than a nmediumthat propagates or
transmts program code 1218. Conputer readabl e storage
medi a 1224 may take the formof, for exanple, wthout
limtation, an optical or magnetic disk or a persistent
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output of data with other devices that may be connected 5 to data processing system 1200. For
example, input/output unit 1212 may provide a connection for user input through a keyboard, a mouse,
and/or some other suitable input device and/or may send output to a printer. Display 1214 provides a
mechanism to display 10information to a user. [00111]Instructions for the operating system,

applications, angdtasrusgerafes/iney henlacaies io teregesteviaesdad 1. ghequesesags of the different
embodiments may tEe Eﬁ;ﬁr ed by processor unit 1204 using computer- 15 implemented instructions.
These instructions Hr& "to as program code, computer usable program code, or computer
readable progrgn®0tdd pnd mdby be mead aat yexeputegranors de mi2d roeassbes in processor unit
1204. 20[001121In theie exarapkes, Rrgaram code 1218 is Ioc?tegn:jrigJantlonal form on computer

readable media 1220 thal {seselec?ivfs)‘/ removabie and' %1as)y b foaded onto or ?r%ng%'gpe%t {0 data
processingsystesatizdi for sixgoatiomiyg peock286r uniCaap4t Rrograadadolecl Zi8yaad computer 25

readable media 0_fo er_pro p 1222 in.t e es, Computer readable
media 1220 ma%@eath%@%rgg}(% co%%ﬁu?g?)?;aég%ﬁ%slg‘aégp%ﬁ%?é 15?2}(@)} é%rhé)ﬁ;erlgeadable signal
media 1226. [0QIriGpagaipeackrdatdalsie gaviage anédinri2?g ipaad0 physicalert@ddible storage
device used to pr m.Go 2 ther than ' agat tragsmits program
code 1218. Conitm%r éé%{(%ib?g to?a}lg]fanzd@:é 1?@4 %é\gygtgtje th foér{rrr?%f%?jr(az]x%rﬁplgﬁwithout
limitation, an op@p&li sSrahagh&itedisk ane/pErsiswie sairbge devickahheistapp@eofedsto Gadh

processing syste 200 ORELUAUGRIYV e dPRRRM A LAY RE | i nks t hat

are physical, optical, and/or wreless.
[ 00115] The different conponents illustrated for data
processi ng system 1200 are not neant to provide
architectural limtations to the manner in which
15 different enbodi nents may be inplenented. The different
illustrative enbodi nents may be inplenented in a data
processi ng system i ncl udi ng conponents in addition to or
in place of those illustrated for data processing system
1200. O her conponents shown in Figure 12 can be varied
20 fromthe illustrative exanples shown. The different
enbodi ments nmay be inpl enented usi ng any hardware device
or system capabl e of running programcode. As one
exanpl e, the data processing system nay include organic
conponents integrated with inorgani c conponents and/ or
25 may be conprised entirely of organic conponents excl uding
a human being. For exanple, a storage device may be
conpri sed of an organi c sem conductor.
[ 00116] Thus, the illustrative enbodi nents provide
configurations for nodes in a node network that allow
30 secure data packets to be sent to secure destination
devices. Using the node network described by the
illustrative enbodi nents, the possibility of undesired

i nconsi stencies occurring during the transm ssion of data
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transferred to data processing system 1200 using computer 5 readable signal media 1226. Computer
readable signal media 1226 may be, for example, without limitation, a propagated data signal
containing program code 1218. This data signal may be an electromagnetic signal, an optical signal,
and/or some other suitable type of signal 10 that may be transmitted over communications links that

are physical, optipaloagé/or mérefesse [QBEARDT ke Ailfgrerat qosop@wnts dlugiratsidfor data processing
system 1200 are nlot meant to Erovide architectural limitations to the manner in which 15 different
embodiments nﬁs\?/ lfecﬁﬁﬂeﬁ]% Y He3different illustrative embodiments may be implemented in a

data processing €y¢tdam]including adesporignts onadditioméo di inflaeaof iHdsadliusitated for data
processing syste%léoo. Ot erfl%mpgnents shown in?ﬁggflre 12 can be varied 20 from the illustrative
examples showhi " PRE ALt eBodifteht® %easfgé I pleﬂ{erﬁéﬁ Bgﬁﬁsan hardware device or
system cafableidflrusningtprograamdode.s&s bpe iesampdendhe slateopracessindesystem logay include
organic componee)%sé Wé%gra%edowltp inerganic,componen 889/% r%tlssm‘% p{ahcgn?prlsed entirely of

g- ogm )
organic componénts excluding a human béing. For example, a storage device may be comprised of an

organic semicoretustdo $eail. 16] My, the diuktratve enthoaimentargratidetenfiglitatibas for nodes in
a node network é@@t@l@ﬁ 3 8gflﬁrgs%qt8fpa8|§ﬁ§sr{8ﬁf %?{Itlt? Sp urteh%esglipfﬁon ESV&CﬁarUSi”G the
escribed by the S, t

node network des e illustrative embodimer e possibility of undesired inconsistencies
occurring duringthef tedmamiskibhustidagd threugivins hogehetimy mapve dedsddd ©rwittiin selected

tolerances.JO01ILAthe desqiptiopRidhe diftesert letrativeust rat i ve enbodi ment s.

The enbodi nent or enbodi nents sel ected are chosen and
described in order to best explain the principles of the
enbodi nents, the practical application, and to enable
others of ordinary skill in the art to understand the

15 disclosure for various enbodi nents wth various
nodi fications as are suited to the particul ar use
cont enpl at ed.
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embodiments has been presented for purposes of 5 illustration and description, and is not intended to
be exhaustive or limited to the embodiments in the form disclosed. Many modifications and variations
will be apparent to those of ordinary skill in the art. Further, different illustrative embodiments may
provide different 10 features as compared to other illustrative embodiments. The embodiment or
embodiments selegiedisare chosen and described in order to best explain the principles of the
embodiments, the practical application, and to enable others of ordinary skill in the art to understand
the 15 disclosure for various embodiments with various modifications as are suited to the particular
use contemplatgthaCLASMS: Vmaids ickximed is: 5 1.A method for transmitting secure data packets
through a node network, the method comprising: receiving unsecure data packets at a set of unsecure
inputs and secure data packets at a number of secure inputs in a node in the node network, 10wherein
the secure Blatajpackets aretawutldorizied torl@nsentttbiangurebeuokesatalra dpathkatio devices; and

wherein the unsegure d3(2 PAFKEES H& I MRS RGP EIRENS SHAer of secure
15destination devices;
recei ving unsecure data packets at a set of unsecure
i nputs and secure data packets at a nunber of secure
inputs in a node in the node network,
10 wherein the secure data packets are authori zed
to be sent to a nunber of secure destination
devi ces; and
wherei n the unsecure data packets are not
authorized to be sent to the nunber of secure
15 destination devices;
integrating the secure data packets and the unsecure
data packets to forma nunber of output data streans
based on a predeterm ned schedul e; and
sendi ng the nunber of output data streans to a

20 nunber of next nodes in the node network.

2. The nethod of claim1, wherein the step of
integrating the secure data packets and the unsecure data
packets to formthe nunber of output data streans based
25 on the predeterm ned schedul e conpri ses:

form ng the nunber of output data streans using the
unsecure data packets; and

inserting each of the secure data packets into a
correspondi ng out put data streamin the nunber of output

30 data streans based on the predeterm ned schedul e.
3. The nethod of claim2, wherein the step of inserting
the each of the secure data packets into the

correspondi ng out put data streamin the nunber of out put
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integrating the secure data packets and the unsecure data packets to form a number of output data
streams based on a predetermined schedule; and sending the number of output data streams
to a 20 number of next nodes in the node network. 2. The method of claim 1, wherein the step of
integrating the secure data packets and the unsecure data packets to form the number of output data

streams based gaa tbe peegrictnbed sechedule gnrepréses: mi nisdminghthgunwmber of output data
streams using the unsecure data packets; and inserting each of the secure data packets into a

corresponding &Rﬂﬁrdaﬁﬁ%ﬁeam in the number of output 30 data streams based on the

predetermined schedulens@r thengetined ebclhino?, whereindhe stegeefanpertikgtise each of the
secure data pacgkﬁts into the corre pondirrlf%boutfut dgta st&eam in the ntb]mber of outputf data streams
r

based on the p Stetminet SHESUIE cSpRESs qﬁ‘ &hing HREERN of e %%rﬂ?g Hafd packets into
the correspendingtoptjiut dizta sseamanmghd asetbennf & adputedgiarstieags hasedadn a

corresponding time at which the each.of the secure data packets | be.sent to a next node in the
number of next \r%?jgsh pﬁe Aenggfﬂogffort ttﬂr'aensgn(‘%'ift:t|Snrgese80§l‘jtr(‘:%1 dafs %é%l?et's 1o 2010% r?unswgg? of secure
destination devites,ahsenéthoddenprisinte nuneeeivifg aexmbepdeput data streams at a node in

a node network; separating the secure data packets from unsecure

4. A nethod for transmtting secure data packets to a
10 nunber of secure destination devices, the nethod
conpri si ng:
receiving a nunber of input data streans at a node
in a node network;
separating the secure data packets from unsecure
15 data packets received in the nunber of input data streans
based on a predeterm ned schedul e,
wherein the secure data packets are authori zed
to be sent to the nunber of secure destination
devi ces; and
20 wherei n the unsecure data packets are not
aut horized to be sent to the nunber of secure
destinati on devices; and
sendi ng the secure data packets to the nunber of
secure destination devices as a nunber of secure out put

25 data streanms froma nunber of secure outputs in the node.

5. The nethod of claim4, wherein the step of
separating the secure data packets fromthe unsecure data
packets received in the nunber of input data streans
30 based on the predeterm ned schedul e conpri ses:
identifying data packets in the nunber of input data
streans received at specified tinmes indicated in the

predet erm ned schedul e as the secure data packets.
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15 data packets received in the number of input data streams based on a predetermined schedule,
wherein the secure data packets are authorized to be sent to the number of secure destination
devices; and 20wherein the unsecure data packets are not authorized to be sent to the number of
secure destination devices; and sending the secure data packets to the number of secure

destination deviges asBhrumeeheidsasure ogtput 25 deiasteamsHeorstaepumbes ehseige outputs in
the node. 5. The method of clajm 4, wherein the steﬂof seBarating the secure data packets from the

unsecure data 64?:%&6@&%@ P ﬂﬁhﬂe? of fﬁp Paa& éfpé‘a{mggosc?a%léﬁ%n the predetermined
schedule comprikest idestifyong dets packessin the numiberofohputetala streamsuecdived at specified
times indicated in the predetermined schedule as the secure data packets. 6. The method of claim 4,
wherein the steé}tﬁg mﬁ WREEESR data packets to the number of secure destination devices as
the numbebof secure @mépdi dafatsteasecompdses Ssaokrigsthe sechee datatyeckefs to the number
of secure destinsa((%igﬂrdeevi&gg asntgfeinum%f%r of secug—:-sqltlt};igt Hﬁt@bsetFeggfns grgEnuthe number of secure

) I n vi c€es Le 0 rp ut
outputs in the node, wherein %he numger of secure déestination devices includés at ?easltlo eof a

secure server, dls¢@uretaneland rfodermatdeeuraisheideoices and mesanuir Web serviehe7. The method
of claim 4 further comPrigNg: SERINGLNR URSEFUIS: IABAACKEBI0id 58kTon devi ces
i ncludes at | east one of a secure server, a secure end-

10 node, a secure end-device, and a secure Wb server.

7. The nethod of claim4 further conprising:
sendi ng the unsecure data packets to a set of
unsecure destination devices as a set of unsecure out put
15 data streans froma set of unsecure outputs in the node,
wherei n the unsecure data packets include at | east one of
unsecure authorized data packets and unsecure

unaut hori zed data packets.

20 8. A node in a node network, the node conpri sing:

a nunber of secure inputs configured to receive
secure data packets, wherein the secure data packets are
aut horized to be sent to a nunber of secure destination
devi ces;

25 a set of unsecure inputs configured to receive
unsecure data packets, wherein the unsecure data packets
are not authorized to be sent to the nunber of secure
destinati on devi ces;

atimng controller configured to control

30 integration of the secure data packets and the unsecure
data packets into a nunber of output data streans based

on a predeterm ned schedul e; and
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unsecure destination devices as a set of unsecure output 15 data streams from a set of unsecure
outputs in the node, wherein the unsecure data packets include at least one of unsecure authorized
data packets and unsecure unauthorized data packets. 208.A node in a node network, the node
comprising: a number of secure inputs configured to receive secure data packets, wherein the

secure data packets arg aithbazedio beispot o &oumbgupbaecwesdstinatien devibes; 25a set of
unsecure inputs configured to receive unsecure data rg%acket , Wherein the unsecure data é?CketS are

not authorized t8'5ePnt ¥4 REMBRIBF &8 Fe YELRR A dé\ﬂéés;rbo ﬁwd Ebr{‘th‘?leP ﬁfigured to

control 30 integragionmfikhe secure data packets and the unsecure data packets into a number of
output data streams based on a predetermined schedule; and a number of outputs configured to
send the number of output data streams to a number of next nodes in the node network. 59.The node
of claim 8 farthed.comprisengrode adirstchetivori8ngd devicerconfigpradstorrgceive the unsecure data

B 108 second netking GO b UL S s Sl el 8 B trmber of
secure inputs andhsead tiee sedure patk phokdts amthidnrusdier of outpsiess Woe Thepiside @fradaim 9,
wherein the timiggrﬁ?nfrﬁgerunsecure dat a packets to the nunmber of outputs;
and
10 a second networking device configured to receive the
secure data packets fromthe nunber of secure inputs and

send the secure data packets to the nunmber of outputs.

10. The node of claim9, wherein the timng controller
15 is configured to control at |east one of the nunber of
secure inputs, the set of unsecure inputs, the nunber of
outputs, the first networking device, and the second
net wor ki ng devi ce using the predeterm ned schedul e.

20 11. The node of claim9, wherein the first networking
devi ce conpri ses:

a set of buffers.

12. The node of claim9, wherein the second networKking
25 device conpri ses:

a set of buffers.

13. The node of claim8, wherein the set of unsecure
inputs is not designated to receive any secure data

30 packets.

14. The node of claim8, wherein the set of unsecure
inputs is configured to receive the unsecure data packets

froma set of unsecure source devices and wherein the
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15 is configured to control at least one of the number of secure inputs, the set of unsecure inputs, the
number of outputs, the first networking device, and the second networking device using the

predetermined schedule. 2011. The node of claim 9, wherein the first networking device comprises: a
set of buffers. 12. The node of claim 9, wherein the second networking 25 device comprises: a set

of buffers.  13nlihBerodefof céajor @ wigygirsthiessed @hingeewe inputs ée Bpldesigrated to receive
any secure data 30packt(e]‘(§ﬂ3]i 14. Th%node f claim 8, wherein the set of unsecure inputs is configured

to receive the ui§&h& Baa?e(i s%%f"uﬁ' & sBch%e&é{ﬂ(?essgﬁﬁ fherein the number

of secure inputsde\doofigured to receive the secure data packets from a number of secure source
devices. 5 15. The node of claim 8, wherein the unsecure data packets include at least one of

unsecure authorized data packets and unsecure unauthorized data packets. 16. A node in a node
network, the nod& comphisingod® sohumbar of Bputshesrdigurédt areaeua auddnea of input data

streams from a number of re us nodes in the node network: t|m|n c ntrolle figured to
separate securé)§n:t‘§1 éaéz:kg s rc(a)lr?f ungejure gta pﬁa%:ke S ruer(]:seﬁl%ltjzl i the %E nurber ch:}m%ut data

streams based paakgtdemnainetsschedelleinaut hori zed dat a packets.

16. A node in a node network, the node conprising:

10 a nunber of inputs configured to receive a nunber of
i nput data streans from a nunber of previous nodes in the
node net work;

a timng controller configured to separate secure
data packets from unsecure data packets received in the

15 nunber of input data streans based on a predeterm ned
schedul e,

wherein the secure data packets are authori zed
to be sent to a nunmber of secure destination
devi ces; and
20 wherei n the unsecure data packets are not
aut horized to be sent to the nunber of secure
destinati on devices; and
a nunber of secure outputs configured to send the
secure data packets to the nunber of secure destination

25 devices as a nunber of secure output data streans.

17. The node of claim 16 further conprising:
a set of unsecure outputs configured to send the
unsecure data packets to a set of unsecure destination

30 devices as a set of unsecure output data streans.

18. The node of claim 17 further conprising:
a first networking device configured to receive the

unsecure data packets fromthe nunber of inputs and send
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wherein the secure data packets are authorized to be sent to a number of secure destination devices;
and 20wherein the unsecure data packets are not authorized to be sent to the number of secure
destination devices; and a number of secure outputs configured to send the secure data packets
to the number of secure destination 25 devices as a number of secure output data streams. 17. The

node of claim 16 figthaicomprisingit a pat ket ef unsechee getputs cafigeiced 0 sendthesunsecure
data packets to a set of unsecure destination 30 devices as a set of unsecure output data streams. 18.
The node of claf47 further comprising: a first networking device configured to receive the

unsecure data packetsafrgradbe dunsiexef kimgs dediseadc thef ingacede tatar packelzta the set of
unsecure outputs; and 44 second netwo?kin device co% ured.to.receiye the secure data packets
from the numbe? 8 MtS/ahE sBAS'EThe Seohtl ik PUUKER! the rPRe o Abcdfd Butputs. 16
The node @& clainnd8seterain dad amiray ketsolten is benfrgurbe to obnis@aileasiwneuifshe number
of inputs, the number of secure outputs, the set of unsecure 10 outputs, the first networking device,
and the second networking device using the predetermined schedule.  20. The node of claim 16,
wherein the unsk@ure dama penttetihcitidai anlddst onleesfeinsete duthoriged datar 16 packets and

unsecure unautprized,data packelS, control at |east one of the nunber of

i nputs, the nunber of secure outputs, the set of unsecure
10 outputs, the first networking device, and the second
net wor ki ng devi ce using the predeterm ned schedul e.

20. The node of claim 16, wherein the unsecure data

packets include at | east one of unsecure authorized data
15 packets and unsecure unaut horized data packets.
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