CE11363J1250 SYSTEM AND METHOD FOR PREVENTING
UNAUTHORIZED USE OF A DEVICE CROSS REFERENCE TO RELATED
APPLICATIONS 5 (Not Applicable) BACKGROUND 1. Technical Field This
invention relates in general to wearable electronics and more partfealdd§32s0
security for such electronics. 10 2. Description of the Related Art Several
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clothing. For example, a number of mangaeidrers have placed electronic
devices such as mobile phones, global positioning system (GPS) trackers
and video cameras within jackets or other outerwear. 15 Some of these
wearable electradDiRS &R EBBRIENSHR JiOVR EfATRELIAP L ITAT |OdS8ide
access to charge-incurring services. An unauthorized user of a garment that
ifcludes wearable electronics may ha(didsaicablélch information and may
incur charges through the use of these services, which will be billed to the
owner of the garment. 20 As an exam Eﬁ'ﬁp sthi8les of clothing include
ceIIuITr telep}hoReS r:i?bt? ded within them If an unauthorized individual
were 10 acquer% Q&R % rment, this person would have unencumbered
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10 2. Description of the Related Art

Several companies are currently embedding various types of
electronics in articles of clothing. For example, a number of manufacturers
have placed electronic devices such as mobile phones, global positioning
system (GPS) trackers and video cameras within jackets or other outerwear.

15 Some of these wearable electronics may contain sensitive information or may
provide access to charge-incurring services. An unauthorized user of a
garment that includes wearable electronics may have access to such
information and may incur charges through the use of these services, which
will be billed to the owner of the garment.

20 As an example, some articles of clothing include cellular telephones
embedded within them. If an unauthorized individual were to acquire such a
garment, this person would have unencumbered access to the services
provided by the owner’s cellular telephone. Even worse, such an individual

may be able to access sensitive information stored in the memory of the

25  cellular telephone.



1 CE11363J1250 SUMMARY OF THE INVENTION The present invention
concerns a system for preventing unauthorized use of a device. The system
includes a biometric reader and an 5 authentication unit. The biometric

reader measures a biometric characteristic and transmits the measktdd63J1250
biometric characteristic to the authentication unit over a communications link.
The device is embedded within a garment, and the authentication unit
transmits an authorizing signal to the device when the authentication unit

biometrically identifies a usRIMNAR ¢rEFRTIRARJRVENIT (DR authentication unit
includes a database for storing at least one authorized biometric sample.
The authenfitetioresarit twentompanedins megsiereddsipraetrnit gharactdvstied
with the authorized biometric samples when the authentication unit receives
the mitsesat8diBlbFRetlibe FVaaBtRaHE SromPIRB BIBFTSRREFHIERNAd ditionally,
the authentication unit 1 ca%.transmit tha authorizing ;{i%nal to the device

whenHEFHEERRR A Blon Bl CHAFKIERLRE HRARHIES & NUBEBIfBREAG'STStC
authofize Q{Qmﬁér{ﬁégﬁ%@?@‘%ﬁ%éﬂiE%M&%ﬂgﬁé“ﬂé? ‘é%tHIeHﬁ?gﬁQﬁ%nit

to the authorizing sign evice can grant access to the user w as
been hjemetieahiieaidirdiniherbiomalide reaaficeriainNmitie A JERRRGRIVEN
and the authentication 20 unit can also include a transceiver. As an example,
the trarsaetentiddtien biometnsmesder aahdriaimgsiytied 1o des deadcbiomeiribe
characteristic to the transceiver of the authentication unit over a wireless
comraytieatiepdomuningioameitieal v idenpliestaaiBRmetric reader can be a

fingerprint reader. 2 o o
10 In one arrangement, the authentication unit includes a database for

storing at least one authorized biometric sample. The authentication unit can
compare the measured biometric characteristic with the authorized biometric
samples when the authentication unit receives the measured biometric
characteristic from the biometric reader. Additionally, the authentication unit
15 can transmit the authorizing signal to the device when the measured biometric
characteristic matches at least one of the authorized biometric samples stored
in the authentication unit. In response to the authorizing signal, the device
can grant access to the user who has been biometrically identified.
The biometric reader can include a transceiver, and the authentication
20 unit can also include a transceiver. As an example, the transceiver of the
biometric reader can transmit the measured biometric characteristic to the
transceiver of the authentication unit over a wireless communications link. As

another example, the biometric reader can be a fingerprint reader.



CE11363J1250 In one particular embodiment of the system, the biometric
reader can be incorporated in a garment opening mechanism. The biometric
reader can measure the biometric characteristic when a user operates the
garment opening mechanism. For example, the garment opening CE11363J1250
mechanism can be a 5 zipper or at least one snap. The biometric reader can

include a firg{ BRWBARRUIEEeAB AR ALUEPERIICASIRMUME FBnRHIAR &er can

second power source. The second power source can charge the first power
sourase IncoRsoditengemgatnite openiagtneReaMgNNEThanismaan isatiulean
first portion having a set of first electrical 10 contacts and a second portion
havingreasorestigoridingtsecbbseieristiclatgical usentiutrtesion gasnfiest
portion is in contact with the second portion, the second power source can
chardPBEGr SIFERBISEbURQS BYTRIS tHCRITHARE Se_AE BIBEhdE4FM can be a
contacts. The r?sent invention also concerns another system for preventing
1% urﬂ%&%ggj G8RIONS 380Re. The system includes an authentication unit

and a contrplieneppeddrd wiihin 2 9a1aeatah s v estication it

identifies an authorized user and transmits a first authorizing signal to the

contrglighembestidhe avhentictinusdcisianpier the @dorigedatssid ower
addition, the device is embedded with the garment, and when the controller

receigesitedasichargattheribisigosigaasdine eoftirofie ratmangente it , Sbearatment
authorizing signal to the device. The present invention also concerns a
meth8aFBINEraREhanE RaNIRGHASIAUFS [THlREVIGYINEth $Rb i dEsiRR[IESAl

the steps of measuring a biometric characteristic, comparing the meaSl]Jred_

BQomé macf;ﬁﬁl%méari?ﬁ %ﬂﬂ)ortlon having a corresponding setof second electrical

contacts. When the first portion is in contact with the second portion, the
second power source can charge the first power source through the first and
second electrical contacts.
The present invention also concerns another system for preventing
15 unauthorized use of a device. The system includes an authentication unit and
a controller embedded within a garment. The authentication unit identifies an
authorized user and transmits a first authorizing signal to the controller when
the authentication unit identifies the authorized user. In addition, the device is
embedded with the garment, and when the controller receives the first
20 authorizing signal, the controller transmits a second authorizing signal to the
device.
The present invention also concerns a method for preventing
unauthorized use of a device. The method includes the steps of measuring a

biometric characteristic, comparing the measured biometric characteristic with



3 CE11363J1250 at least one stored biometric sample to determine if the
measured biometric characteristic is from an authorized user and

transmitting an authorizing signal to a device embedded within a garment if
the measured biometric characteristic is from an authorized user. THe 13631250
method can also include the 5 steps of transmitting the measured biometric

charaglRisic RV G MITS RS ROBMPIN S8 RIS Hitke RERTEAZ TR biometric

measuring step when a user operates a garment opening mechanism and
grantigectessiwitteofedicadthieseanssetarib et mibd ansiem iR Hgrsignal
DESCRIPTION OF THE DRAWINGS 10 The features of the present

inventon devitsheand exbdienl ithin regaoveint drie anéarthredthipareicclarity in

the appended claims. The invention, together with further objects and
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device in accordance with the inventive arrangements. FIG. 2 illustrates a

blockgiirgearbpbHeysysieiarméh sndlgraneegEtrees ty/iietheio¥entivsponse
arrangements. 20 FIG. 3 illustrates an example of a biometric reader
incorpothtedansaitsigreep opening mechanism in accordance with the
inventive arrangements. FIG. 4 illustrates a first portion of the garment

opening mechanism _Bﬂilf@. 25 R CBHACONIRR HdedARAONAYT the garment
i)é)enlng me‘lc'ﬂg?elzsartrtljrlgs of the present invention, which are believed to be novel,
are set forth with particularity in the appended claims. The invention, together
with further objects and advantages thereof, may best be understood by
reference to the following description, taken in conjunction with the
accompanying drawings, in the several figures of which like reference
15 numerals identify like elements, and in which:
FIG. 1 illustrates a system for preventing unauthorized use of a device
in accordance with the inventive arrangements.
FIG. 2 illustrates a block diagram of the system of FIG. 1 in accordance
with the inventive arrangements.
20 FIG. 3 illustrates an example of a biometric reader incorporated in a
garment opening mechanism in accordance with the inventive arrangements.
FIG. 4 illustrates a first portion of the garment opening mechanism of

FIG. 3 in contact with a second portion of the garment opening mechanism in

accordance with the inventive arrangements.



accordance with the inventive arrangements. 4 CE11363J1250 FIG. 5
illustrates another example of a biometric reader incorporated in a garment
opening mechanism in accordance with the inventive arrangements. FIG. 6
illustrates a rear view of a portion of the garment opening 5 mech&s#3e¥1250
FIG. 5 in accordance with the inventive arrangements. FIG. 7 illustrates a

cross-sectigig) \AGHY) St &4 SRR Bl HMfeIR M6BM SRR MBI ABGYSAEH in

FIG. 5 engaged with a second portion of the garment opening mechanism in

accorslgaaaatitiopeaintyerivessiangessntirickoyhilinstratestiaanethod of
operating the system of FIG. 2 in 10 accordance with the inventive

arrangeai@eivents. 9 illustrates another system for preventing unauthorized

use of a device in accordance with the inventive arrangements. DETAILED
DESCRIPTFCB(I?{I @ﬁ*WEtWWER\F@DOEﬂAWMN*P germetherening
euﬂca%on conc ith claim gs deﬂmr&iﬁ[;e features of 15 the invention

that Al& T 83?%86’ eP 95 BERBIEMHL ALY Wﬁo?{%ﬂpﬁg‘e@é?ter
understood @“ﬂlﬁ%’ﬂ%{%"sr Qt@Bs%f dBeighawviag, %?Q‘R"PE{'BHr{fanBf‘dHé‘ GHoMent

with the drawing figures, in which like reference numerals are carried

forwagge REtERE IENCo i 16 SEAERAE0 fmeephachbRRIMbe regirraf

a 20 device is illustrated. The system 100 can include a biometric reader
110, apeautherdataiosnuinitattardadca débiceelibde itienarsmgagemisnt, the
biometric reader 110, the authentication unit 112 and the device 114 can all
be FIG. 8 illustrates a method of operating the system of FIG. 2 in
10  accordance with the inventive arrangements.
FIG. 9 illustrates another system for preventing unauthorized use of a
device in accordance with the inventive arrangements.
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT
While the specification concludes with claims defining the features of
15 the invention that are regarded as novel, it is believed that the invention will be
better understood from a consideration of the following description in
conjunction with the drawing figures, in which like reference numerals are
carried forward.
Referring to FIG. 1, a system 100 for preventing unauthorized use of a
20 device is illustrated. The system 100 can include a biometric reader 110, an
authentication unit 112 and a device 114. In one arrangement, the biometric
reader 110, the authentication unit 112 and the device 114 can all be

embedded within a garment 116. For purposes of the invention, the phrase

“embedded within a garment” can mean at least partially disposed within or on



embedded within a garment 116. For purposes of the invention, the phrase
"embedded within a garment" can mean at least partially disposed within or

on 5 CE11363J1250 the fabric or other material or structure of any suitable
piece of clothing or any article that is capable of being worn or wr&gpdd63J1250
around, for example, a human being, an animal or even a machine. The

biometiG4eader AHRCAMMBAIN &R HRRBHINGARBHRN U ObRCBHARS Ghy

can transmit the measured biometric characteristic to the authentication unit

112 aueitie empdainaiions tisind Wibri theveaspeotieatian, toniedddple, a human
biometrically identifies the user, the authentication unit 112 can transmit an
authdviding eigﬁdlntﬁlthe@@vi@enlaathr another communications link 117.
Once it receives the authorizing signal from the authentication unit 10 112,

the device fl*l?é&?ﬂg%m reeeiesd Wdﬁﬁﬁ%ﬁ% %Q@B@éﬁctﬁaﬁﬁéﬁ%@ﬁﬂﬁ ofa
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15 an authorizing signal from the authentication unit 112 and, in response to

the awiharizingrigRalatyadsingiée the biemetdcalinidratifien usen ageess to
its operation or use. For example, the device 114 can be a cellular

teleplansirét geesahalidigitalgedistdane 2Dide 44 vide@oatmaTaohmaonrecations
arrangement, the biometric reader 110 can be incorporated in a 20 garment
openiiitk fech&isetreoeygeresashppenopigadldragesprytiestigation unit
B e e e T Gt Bctesa10 the USer who has haen iamatically
identified. The system 100 can also include a power link 119 for selectively
transferring power from the authentication unit 112 to the biometric reader
110.
The device 114 can be any machine or component capable of receiving
15 an authorizing signal from the authentication unit 112 and, in response to the
authorizing signal, granting to the biometrically identified user access to its
operation or use. For example, the device 114 can be a cellular telephone, a
personal digital assistant (PDA) or a video camera.
In one arrangement, the biometric reader 110 can be incorporated in a
20 garment opening mechanism 120, such as a zipper. When a user operates
the garment opening mechanism 120, the biometric reader 110 can measure
one or more biometric characteristics of the user. For example, if the garment

opening mechanism 120 is a zipper, the biometric reader 110 can be a

fingerprint reader built into the zipper. When a user places his or her finger on



one or more biometric characteristics of the user. For example, if the garment
opening mechanism 120 is a zipper, the biometric reader 110 can be a
fingerprint reader built into the zipper. When a user places his or her finger on
6 CE11363J1250 the zipper, i.e., the garment opening mechanisrkBHB6fII250
purposes of zipping up the garment 116, the fingerprint reader, i.e., the

biomﬁqgczrﬁﬁagr_é_%é:@arrﬂm%&ﬂhﬁ MRRhaMSRISINbAS R SESHPHIR I

zipper up to close the garment 116. This process will be described in detalil
below bt g dmpertartd oo i deapline reysien.00He homewayrdiatited 10, can
being incorporated into a garment. Specifically, one or more of the elements
that makeuwp tihe usasteriingeuahasairiisirtowisytixitiper anittectrsgdbice
in which it is desirable to restrict access to a particular element or

compSHERBIL #at HMfcRiQsege WEEPEIReXhapIE SpfibbeiYe elements of
00.10 built i | : llylar. hor.
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shown. Inthis arrangement, the biometric reader 110, the authentication unit

112 angkbesimdcs dibhcarnahhd e mhrddeMthinibr aaipredh HE6icASnL5

noted earlier, however, one or more of these elements may be incorporated
into ankidtheissietlzbl@ttclesoial ecoessThealparietiar madentdOoccamonent of
include, for example, a fingerprint scanner 122, an analog-to-digital (A/D)

convéhirarpele Lhsieriiso FEs HATIHE, MRS BN LIEPBeaHICS i SppiRay 100

source 130. Control and data interfaces 20 can also be supplied to permit the

microﬁg ggllltﬁt@ %IEBWOWH@Btﬁél‘Hﬂ%ﬁe lular telephone’to prevent access

to the operation of these devices or any information stored by them.
Referring to FIG. 2, a block diagram illustrating the system 100 is
shown. In this arrangement, the biometric reader 110, the authentication unit
112 and the device 114 can all be embedded within the garment 116. As
15 noted earlier, however, one or more of these elements may be incorporated
into any other suitable article or device.
The biometric reader 110 can include, for example, a fingerprint
scanner 122, an analog-to-digital (A/D) converter 124, a microprocessor 126,
a transceiver 128 and a first power source 130. Control and data interfaces
20 can also be supplied to permit the microprocessor 126 to control the operation
of and/or exchange data with the scanner 122 and the transceiver 128.
Further, the authentication unit 112 can include a microprocessor 132, a
database 134, a transceiver 136 and a second power source 138. Similar to

the biometric reader 110, the authentication unit 112 can include control and



of and/or exchange data with the scanner 122 and the transceiver 128.
Further, the authentication unit 112 can include a microprocessor 132, a
database 134, a transceiver 136 and a second power source 138. Similar to
the biometric reader 110, the authentication unit 112 can include cehfrb3adtPS0
7 CE11363J1250 data interfaces to permit the microprocessor 132 to control

the ORgraHRR PlcB VP LHFRRARIERIA VLI IBE L3P B8Rt H&tion of

transceiver 136. In addition, the microprocessor 132 can be coupled to the
devicenbldr diengiycomawnicaiéonstsinisbliBang heIemetsiaasTaling an
authorizing signal to 5 the device 114. In one arrangement, the fingerprint
scanrRedilipR dhe hecsopapessitan ds 2seaimhercAaupiskitoia fevive ditddhrough
capacitance scanner detects varying levels of capacitance along portions of
the sKPMENEPERBRSHIKdEr (ohRY PRISE bl ARRTHEIRECHA ALESEZ MY 8aR 10
prodyce aiffere t voltage outputs that, when 10 summed together,

C rreiﬁ)eo %VfSGIH&A}IdgeS and valleys of the fingerprint being scanned. In

another arrangemenh e fACTRUHREABRY danambe 2 BeteelseRa.

As is also known in theart, an optical'scanner illuminates a person's finger

and espRiPKs, e RIGRAIPIeHEeMCe ioapanesAte elegiHeRlaEnakailying levels

response to the light that is reflected from the finger. These 15 electrical
signatsd capeesantarlonggeaitinedingegkimbfla pahsema fagge méftentidetadzd,
converter 124 can digitize the collected data. Those of ordinary skill in the art
will aPptEeiRRe tRREIRE FMRITpAM PrackisRlfierens vlaaea i drid sibaéxahfiles

described above, as any other suitable system for scannin fing_er rints can
in

B% erﬁﬂmw. Wgﬁ;e Oﬂr]%spond to the ridges and valleys olgthe erprint

being scanned. In another arrangement, the fingerprint scanner 122 can be
an optical scanner. As is also known in the art, an optical scanner illuminates
a person’s finger and employs a charge couple device to generate electrical
signals in response to the light that is reflected from the finger. These

15 electrical signals represent an image of the fingerprint. In either arrangement,
the A/D converter 124 can digitize the collected data.

Those of ordinary skill in the art will appreciate that the fingerprint
scanner 122 is not limited to the examples described above, as any other
suitable system for scanning fingerprints can be employed. Moreover, the

20 invention is not limited to scanning fingerprints, as any other suitable biometric
characteristic can be measured. For example, the biometric reader 110 can
also be constructed to perform retinal or iris scans or to capture samples of a

person’s voice.



20 invention is not limited to scanning fingerprints, as any other suitable
biometric characteristic can be measured. For example, the biometric reader
110 can also be constructed to perform retinal or iris scans or to capture
samples of a person's voice. 8 CE11363J1250 The measured, diffizke$3J1250
biometric characteristic can be transferred from the A/D converter 124 to the

microprocesss ddGs e NIgIRRIATRSHREid 2R SAREIRAIGNFIY thnsheiized

data to the transceiver 128, where it can be processed for transmission and

transiritie chtoAle dtaiveceiverd 36 bthectopribestniatizg unikhiropesdbssor
communications link 118. In one arrangement, the communications link 118

can b8 varetbes tenwfenticadigiiz dihftaBudbietacatgies d20iivdess it can be
transmission standards include Bluetooth or IEEE 802.15.4. Of course, any
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unit 112 can receive and process the biometric data from the biometric

readeihk1Gultaisélaiasprethenyhedaansansiak b hadngae asasaeBlddooth
Once the microprocessor 132 15 receives the biometric data, the

micropricEeEstn2l B2 4a0tompseedhg otheasuitadbiomeass tatesmidsione or
more biometric samples that are stored in the database 134. The

microproiesd sirndze cHATsESstyGHathmisysiaan isuRssrstarbhtvessr. that

executing this com arisoln Etef' As anlex_anaple, the l:iiom?trli(c samples stored
mtheﬂb% [0gnigations lin 118 is not limited to a wireless link, as the

communications link can also be a hard-wired communications link.
The transceiver 136 of the authentication unit 112 can receive and
process the biometric data from the biometric reader 110. This data can then
be transmitted to the microprocessor 132. Once the microprocessor 132
15 receives the biometric data, the microprocessor 132 can compare the
measured biometric data with one or more biometric samples that are stored
in the database 134. The microprocessor 132 can be programmed with any
suitable algorithm for executing this comparison step.
As an example, the biometric samples stored in the database 134 can
20  be fingerprint images of authorized users. The microprocessor 132 can
compare the measured fingerprint image that it received from the biometric
reader 110 and can compare this fingerprint image with the fingerprint

samples in the database 134.



20 be fingerprint images of authorized users. The microprocessor 132 can
compare the measured fingerprint image that it received from the biometric
reader 110 and can compare this fingerprint image with the fingerprint
samples in the database 134. 9 CE11363J1250 If the microproce$so¥18§3J1250
determines that the measured biometric characteristic matches a biometric
sample storgerg therdatahasel 34> eretifnad tRarticaHRR MM d bdmetric
biometrically identifies a user, the microprocessor 132 can transmit an
authaftzingsigsed radive etesiph hbdriovemipe cronsaLinigaidambdiskiB4( i.e., the
Although illustrated as a hard-wired connection, it is understood that the
comnauttieatioasoinknitl7l thbipaisvicaiv idérdlbes zosandhecatiowprdcgsaor 132
employs any suitable transmission standard for operation. When it receives

the aGBRbHBNR4iGRAVEAR HNGRINeh edheyisNica ddd<avry the ERBMpRisations
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on the telephone. Of course, If there is no match, then the microprocessor
132 veithpri/ Y angreiliamiauthrsHre siosahitaadsieyiemiidd, and the user will
not be granted access to the device 114. 15 The database 134 of the
authenticatigvhaniit 1&@eoans tieelaathedliziith seymals thia dkeyiven bércand tgpe of
biometric samples from an authorized user. As an example, the
microReRES ¥ NEXGSBF MOBR RieMRIE sHaFacteriahe(Shavan iBRAsdesssOF 882

of the authentication unit 112 can be é@rgframmed to execute an initialization

ﬁroe%)@rb?Jﬁn'éWﬁsdﬁ\\ﬂFﬁi}g{ﬂdﬁ ?)F@ tﬁ.lgphone, when the cellular telephone

receives the authorizing signal, the user can be granted access to place or

receive calls on the telephone. Of course, if there is no match, then the
microprocessor 132 will not transmit an authorizing signal to the device 114,
and the user will not be granted access to the device 114.

15 The database 134 of the authentication unit 112 can be loaded with
any suitable number and type of biometric samples from an authorized user.
As an example, the microprocessor 126 of the biometric reader 110 and the
microprocessor 132 of the authentication unit 112 can be programmed to
execute an initialization process. During this initialization process, the

20 relevant biometric characteristic of the authorized user can be measured, and
the microprocessor 126 can instruct the transceiver 128 to transmit this
measurement to the transceiver 136. The transceiver 136 can receive the
biometric data and can transfer it to the microprocessor 132, which can then

load the data into the database 134. These loaded samples can then be used

10



20 relevant biometric characteristic of the authorized user can be measured,
and the microprocessor 126 can instruct the transceiver 128 to transmit this
measurement to the transceiver 136. The transceiver 136 can receive the
biometric data and can transfer it to the microprocessor 132, whicH-EdA3$aihes0
load the data into the database 134. These loaded samples can then be used

10 Cled §30ektieally I9RIGNSHITEIYE RRUR RHERRHARUSHRHIRGREIRSRR

with the discussion aboveé. As explained earlier, the biometric reader 110 can
be ingd@erated in a garment opening mechanism 120. An example of a
garment opening 5 mechanism 120 is illustrated in FIG. 3. The garment
opening meBhaxigaineRleadiarbthe piarnetfihegdemtH tas balinoagiothied in a
garment opening mechanism_ 120 is not limited to being incor?orated in such
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The first portion 140 can™ include a set of first e 44, and the

seconaeaytien Ikdikeaas B@Hyﬁﬁﬁcarﬁﬁfﬁﬁéﬁ’wgm sedtaiEeronmh %Hﬂ&ﬁhple,
contacts 146. As best shown in FIG. 2, the second electrical contacts 146

can hibegapiezhtopeaisgouadnabipovie0star te B38ppkth amlithe fincetiomntnit
112 through the power link 119, and the first electrical contacts 144 can be
coupReRhd 2P<eifbR ioseeiiierepsteiol Id nraeibtac qesriele PY0R Rederring

to FIG. 4, when the first partion 140 is forced down until it )
10 Referring to FIGS. 2 and 3, the garment opening mechanism 120 can

include a first portion 140 and a second portion 142. The first portion 140 can
include a set of first electrical contacts 144, and the second portion 142 can
include a corresponding set of second electrical contacts 146. As best shown
in FIG. 2, the second electrical contacts 146 can be coupled to the second

15 power source 138 of the authentication unit 112 through the power link 119,
and the first electrical contacts 144 can be coupled to the first power source
130 of the biometric reader 110.

Referring to FIG. 4, when the first portion 140 is forced down until it

contacts the second portion 142, the first electrical contacts 144 can be

20  positioned against the second electrical contacts 146. Referring to FIG. 2
once again, when the first electrical contacts 144 are positioned against the
second electrical contacts 146, the second power source 138 of the
authentication unit 112 can charge the first power source 130 of the biometric

reader 110 through the power link 119 and the first and second electrical

11



contacts the second portion 142, the first electrical contacts 144 can be 20
positioned against the second electrical contacts 146. Referring to FIG. 2

once again, when the first electrical contacts 144 are positioned against the
second electrical contacts 146, the second power source 138 of theE11363J1250
authentication unit 112 can charge the first power source 130 of the biometric

readeloht QLIRS ROV H%W, the UEoARheRePRdGIECY iRt Ad be

CE11363J1250 contacts 144, 146. In one arrangement, the second power

sourcsné3f aritdeisposadigmRIitteflisnesrbirdiatiepercasdiite ficy pamwee one
source 130 can be one or more rechargeable batteries. It is understood,

howevemaratehbdigstighbaeatistascdtliSOnrgrl sliwdcoondveovibatsbartiestgaver
are not limited to these 5 examples; any other suitable power supfly can

serveSY R liAApE SSEORLPLYEbRRHE-SEhaBAREIBBER thitpe

ferri FIGS. 5 and 6.. h le, th '
oot Rtk DR U ER R Rt SRR KR CEMmant ol Hokets
and alfer Aristes,ahe! ARG YIguldiiiiageg, this garment opening 10

mechanism 120 can also be part of a garment 116. In this example, the

garment OpERREME €6 FNEHN 5 AR BN diedy A iR, pestipinhéRt dpdding
second portion 142 in which the first and second portions 140, 142 serve as
the tweeehgaigindl2(ecaartis aefsaapdptriieniasieadhecenmbadiniem desgeablests
in relation to FIGS. 3 and 4, the 15 biometric reader 110 can be incorporated
into tRE8GaMeE A EPenRig| PHEBBaSHoLL HMiRHORCIA GIETRRIRRATHRY 122
located on the first portion 140 for easy user access. As ?]hown in FIG. 5, the

%%cor%eﬁgmﬁ% <an also be part o?a garment 116. In this example, the

garment opening mechanism 120 can also include a first portion 140 and a
second portion 142 in which the first and second portions 140, 142 serve as
the two engaging elements of a snap button.
Like the embodiment described in relation to FIGS. 3 and 4, the
15 biometric reader 110 can be incorporated into the garment opening
mechanism 120, with the fingerprint scanner 122 located on the first portion
140 for easy user access. As shown in FIG. 5, the second portion 142 can
include the second electrical contact 146, which can be electrically coupled to
the power link 119. Referring to FIG. 6, the backside of the first portion 140 is
20 illustrated to show that the first portion 140 contains the first electrical contact
144.
Referring to FIG. 7, a cross-sectional view of the garment opening
mechanism 120 is shown in which the first portion 140 is in contact with the

second portion 142, i.e., the first portion 140 is snap-engaged with the second
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include the second electrical contact 146, which can be electrically coupled to
the power link 119. Referring to FIG. 6, the backside of the first portion 140 is
20 illustrated to show that the first portion 140 contains the first electrical
contact 144. Referring to FIG. 7, a cross-sectional view of the garfieht363J1250
opening mechanism 120 is shown in which the first portion 140 is in contact

with theieRcoRns! RREHIR I Babie 1ot PRI RREHORE AR IHSARIr €6 3R HBHACt
the second 12 CE11363J1250 portion 142. Referring back to FIG. 2, when

the fiksitipenticredeiitipanionntag! thétbctshageanet gotlion 13 ctnechaagithe
power source 138 can charge the first power source 130 through the power
link 1fistaraiverestitscarid@dvondhdlerpivaticmntddts and thel it anehesaond
200 illustrating the operation of the system 100 is shown in FIG. 8. The steps
of thePlReiiH SUBakIR d4idtlssed in relation to the components of the

100 th iously described. hel inyenti
ot imite T AT AL U LB COHRL R 90 Bt BaeralAct
in any-pther %E"Qﬂ&p%yéf%-rﬁQtﬁiﬁf%E‘G/ﬁPb%'§i§c1?s§é‘rt]§’iﬁ’ré‘1taﬁEﬁPt83rﬁe_the

method 200 can begin. At step 212, a user can grasp the garment opening

mechastigiBreRsastdrensyaiemthemaAnaRS GREAIREUIGEHAIES k. AS an

example, if the garment opening mechanism 120 is a zipper for the garment
116 (besdftlte 34 dlrwvastotangrasidderzipjsaregadif@s et seps pithm
the garment 116. Similarly, if the 15 garment opening mechanism 120 is a
snap 'HEHIE 1P GFayRfeREqEice s IG SNYAthetiriiahle B¥FIQJFasp the first

E)ortion 140 and the second partion 142 and _
0 Referring to FIGS. 2 and 8, at step 210, the method 200 can begin. At

step 212, a user can grasp the garment opening mechanism 120 and operate
the garment opening mechanism 120. As an example, if the garment opening
mechanism 120 is a zipper for the garment 116 (see FIGS. 3-4), the user can
grasp the zipper and force it up to zip up the garment 116. Similarly, if the
15 garment opening mechanism 120 is a snap button for a garment (see FIGS.
4-7), the user can grasp the first portion 140 and the second portion 142 and
engage the first and second portions 140, 142 to begin closing the garment
116.
During the operating step 212, the biometric reader 110 can measure a
20  biometric characteristic of the user, as shown at step 214. At step 216, the
biometric reader 110 can then transmit the measured biometric characteristic
to the authentication unit 112 over, for example, a wireless communications
link. At step 218, the authentication unit 112 can compare the measured

biometric characteristic with at least one stored biometric sample. At decision

13



engage the first and second portions 140, 142 to begin closing the garment
116. During the operating step 212, the biometric reader 110 can measure a
20 biometric characteristic of the user, as shown at step 214. At step 216, the
biometric reader 110 can then transmit the measured biometric ch&falctasstig>0
to the authentication unit 112 over, for example, a wireless communications

link. Acirp 2% thR BrHSRIGANCN WRdH 28 heasipase b safasured

biometric characteristic with at least one stored biometric sample. At decision

13 CkadRrdlstkQs htosk dRuib earebe setermined whether the measured
biometric characteristic is from an authorized user. If the authentication unit

112 determihéwxthathietinatiasurett bl@reteumites Huttistingafromeddpiometric
authorized user at decision block 220, the method 5 200 can resume at step

B R Sy el O A R o e
i he device 114, whi b din th 116, |

WA NS A e e e O o S e

aCCG?FaF%m?ﬁpyu%g&qnﬁsﬁbrﬁ?_tﬁnﬂ\ﬁ"a@}jééeﬂzz\ﬂ/higﬁ’@ﬂ%Q@%%ded in

decision block 220, if the authentication unit 112 determines 10 that the
measpeegRinaretitsCharaupsistis is Met iseripadfaHthanFem2sg sl mrthod
200 can continue at step 214. Finally, the method 200 can end at step 226.
Refemimgem BliGed) gravthec@ssmptoehatisysrech doepi@/showg at step 224.
unauthorized use of a device is illustrated. In this arrangement, a system 300

15 cahvifdngdeask QUiResiRAIREARB 10 BoipHlieRBAD WHUH dRiGIERINes

%014' that the measured biometric characteristic is not from an authorized user, the
method 200 can continue at step 214. Finally, the method 200 can end at
step 226.

Referring to FIG. 9, another example of a system for preventing

unauthorized use of a device is illustrated. In this arrangement, a system 300

15 can include an authentication unit 310, a controller 312 and the device 114.
In this example, the controller 312 and the device 114 can be embedded
within the garment 116. It must be noted, however, that all or portions of the
authentication unit 310, the controller 312 and the device 114 may be
embedded within the garment 116.

20 The authentication unit 310 can include a fingerprint scanner 314, an
input/output device 316, a microprocessor 318, a transceiver 320 and a
database 322 for storing biometric samples. In addition, the authentication

unit 312 can include a power source 324 and an A/D converter 326. The

14



In this example, the controller 312 and the device 114 can be embedded

within the garment 116. It must be noted, however, that all or portions of the
authentication unit 310, the controller 312 and the device 114 may be
embedded within the garment 116. 20 The authentication unit 310 €ak1363J1250
include a fingerprint scanner 314, an input/output device 316, a

MICTORSREERSOS P2 Bak HBINBECAR Pot 88k 80 0R3BPARAL IRESIRENthd a

biometric samples. In addition, the authentication unit 312 can include a
powep@neredwt2d apel an A/D converter 326. The 14 CE11363J1250
controller 312 can include a microprocessor 328, a transceiver 330 and a
power sourdé832nJtnectionstnaodiper ath oy enatiorhsinteatenhantiddbom kit 9
310 in FIG. 9 is similar to the construction and %Eeration of the biometric

readd? $1018F e 5PSTHEUAMRBARRAIBHAMA 310 PIRGiererialddsd #id!C-
fi i 314 | datab 322 ing bi [

cBimes, bt R Gl e T o 0 o LR St B 314
compagipg e REEHER-BIOTEIIC-SORATIRTLISR Wi e Stohed RiRMSlfcr

samples can be performed in the authentication unit 310 when the
MICTOREERFFRY HdMisrRrearuseddkiadtb ke CERpRIGETHAMRRBUred
algorithm. When the microprocessor 318 determines that a person whose
bioméinmetvarabtedstaribics vatnthecstsred disnaet dntaonzed caehealperformed
microprocessor 318 can instruct the transceiver 320 to transmit a first
authdAZiyasiBIeaticntion coftrdifbwBen beanipor@eRasRcEfolssNndransneds

15 previously noted, the communications link 118 can be a wireless
10 ° with the proper comparison algorithm.

When the microprocessor 318 determines that a person whose
biometric characteristic has been measured is an authorized user, the
microprocessor 318 can instruct the transceiver 320 to transmit a first
authorizing signal to the controller 312 over the communications link 118. As

15  previously noted, the communications link 118 can be a wireless
communications link. The transceiver 330 can receive the first authorizing
signal and can transfer the signal to the microprocessor 328. In response, the
microprocessor 328 can transmit a second authorizing signal to the device
114, which can cause access to be granted to the user.

20 The system 300 can employ other ways of identifying whether a user is
authorized. Specifically, relevant information can be input into the
input/output device 316 and conveyed to the microprocessor 318 to determine
if the user is authorized. For example, the input/output device 316 can be a

keypad or a keyboard, and the user can enter a password. If the

15



communications link. The transceiver 330 can receive the first authorizing
signal and can transfer the signal to the microprocessor 328. In response, the
microprocessor 328 can transmit a second authorizing signal to the device
114, which can cause access to be granted to the user. 20 The sy§teh 3301250
can employ other ways of identifying whether a user is authorized.
SpeciralprbelsanEEAERaYAR S MO B AIBHDIAIANB N IIBIHRUB LM &N
316 and conveyed to the microprocessor 318 to determine if the user is
autharigedcttne exmaRc B2 pItranihit drvitet ALthoaning sighaypader a
keyboard, and the user can enter a password. If the 15 CE11363J1250
microproicelsiod B2.8ltenagfriizawothd fhassilehiomisroprbicissoio3ns can
instruct the transceiver 320 to transmit the first authorizing signal to the
contrBAEICEIS GXANIRIEpBSIBHERS !Hﬁﬂﬂ%ﬂﬂ\@ﬁﬁ%ﬂ%@ﬁﬂrgﬁﬁét!l%‘?!ﬁ%to the

icul e, identifying informati be, provided to the 5
e R U e R LN
preterred CTRME MEAL T KMBBHRANAY BARE VLA KEERSRIN e

it will be clear that the invention is not so limited. Numerous modifications,

changag, yestaies. isWastieinns anst aslivielanfonvil ascys timiese siletbus
in the art without departing from the spirit and scope of the 10 present

inventnonlifisadiefine diay tes, appetided, dabastuli6 rS Lakid/ 1Sy WVhknits olédlneduisto

1. A system for preventing unauthorized use of a device,
those skilled in the art without departing from the spirit and scope of the

10  present invention as defined by the appended claims.
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comprising: a biometric reader, wherein said biometric reader measures a
biometric characteristic; and an authentication unit, wherein said biometric
reader transmits said measured biometric characteristic to said
authentication unit over a communications link; wherein the device is
embedded within a garment and sdid-AditRentication unit transmits an
authorizing signal to the device when said authentication unit biometrically
id¥WiREs §18e9\Wherein said biometric reader is incorporated in a garment
opening mechanism. 2. The sgstem accordhnpgé%ﬁlaim , Wherein said

authentidation UR¥ESTA NS CRLR YR Hbs?alojlfe% K& authorized

bi%mrﬁbri . sample and wherein said authentication unit compares said
OmprSing. . IR : ) : i
measured biometric characteristic with said authorized biometric samples

when said authepficalon WP SERESIRAGANGEHYRE RIQEE HRasures

characteristic from said biometric reader. 3. The system according to claim

2, Mheredrisaid aHtemigatier unit transmits said authorizing signal to the
device when the measured biometric characteristic matches at least one of

said authorizedhhiatesntcaaomles sitieein ssaibasriienticatiosr wrihshits.
The system according to claim 1, wherein said biometric reader comprises a
trasasd eeas aretl Sadnatrib ehicatiensiictitc saig dstieaticatisoainérovaharein
said transceiver of said biometric reader transmits said measured
communications link;
wherein the device is embedded within a garment and said
authentication unit transmits an authorizing signal to the device when said
authentication unit biometrically identifies a user;

wherein said biometric reader is incorporated in a garment

opening mechanism.

2. The system according to claim 1, wherein said authentication
unit comprises a database for storing at least one authorized biometric
sample and wherein said authentication unit compares said measured
biometric characteristic with said authorized biometric samples when said
authentication unit receives said measured biometric characteristic from said

biometric reader.

3. The system according to claim 2, wherein said authentication
unit transmits said authorizing signal to the device when the measured
biometric characteristic matches at least one of said authorized biometric

samples stored in said authentication unit.
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biometric characteristic to said transceiver of said authentication unit over a
wireless communications link. 5. The system according to claim 1, wherein
said biometric reader is a fingerprint reader. 6. The system according to
claim 1, wherein said biometric reader measures said biometric
characteristic when a user operates said garment opening mechanism. 18 7.
A method for preventing unauthorized use of a device, comprising the steps
of: meastiring d BfoPMeted AtaPietesisticiAnbh A0sEs b Salafierae s rRaner
opening. mechanism; .comparing the weasured biometric characteristic with at
BB L et LS ) BB e RS G ARG

CAFRCLSIISUE 5 0. Aalies e, A0d URNSRUINNG AR AUhorAI

I r
signal to a device embed WIthin'a garmen € measured plometric

ChAERGLERSURAPIERINSAE ALORIFEAsUER/er Br {88 TR SR diNEdof/aim

7, further comprising the step of transmitting the measured biometric

chafRrde S RYahisatielask communications link. 9. The method according
to claim 7, further comprising the step of granting access to the device in

response to said transmitting step. 19 SYSTEM AND METHOD FOR
PREVENTING UNAUTHORIZED USE OF A DEVICE ABSTRACT OF THE
DISCLOSUREThe system according to claim 1, wherein said biometric reader

is a fingerprint reader.

6. The system according to claim 1, wherein said biometric reader
measures said biometric characteristic when a user operates said garment

opening mechanism.
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A system (100) and method (200) for preventing unauthorized use of a
device (114). The system (100) includes a biometric reader (110) and an
authentication unit (112). The biometric reader (110) measures a biometric
characteristic and transmits the measured biometric characteristic to the
authentidation Aringthpz) fevereyeaintunridiorzathksa 083 dedcgevice (114)
is embedded within a garment (116), and the authentication unit (112)
trPSARES'Ae BIRIFEIRSR signal to the device (114) when the authentication
unit (112) blometrlcallﬁlﬂlde tifies a us r In one arr 2g?ement the

authentlcatlon mﬁf‘ff ?@a ?HE‘FH('J%C %fgﬁﬁ%téc %Pg%rﬂpﬁgﬁ?ﬁﬁlzed

g mglﬁs Th%gH% ntication unit (112) can compare the measured
me nc c arac%rls%c {itR the authorized biometric samples when the

authentication g, ;S%%%ﬁﬂ%%’(@és[ﬂ@d‘?:ﬁ&%’iﬁ@ SametehRUAREL g from

the biometric reader (11
one stored biometric sample to determine if the measured biometric

characteristic is from an authorized user; and
transmitting an authorizing signal to a device embedded within a

garment if the measured biometric characteristic is from an authorized user.
8. The method according to claim 7, further comprising the step of
transmitting the measured biometric characteristic over a wireless

communications link.

9. The method according to claim 7, further comprising the step of

granting access to the device in response to said transmitting step.
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